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Abstract

The energy sector is moving from centralised one-way power systems to
decentralised bidirectional smart grids driven by distributed energy resources (DERs).
This shift requires infrastructure for secure coordination, verifiable markets, and
prosumer data privacy. Existing blockchain systems have limited scalability, security,
and interoperability, restricting high-frequency smart-grid applications. This thesis
designs blockchain infrastructure for peer-to-peer (P2P) energy trading and power load
forecasting (PLF).

It has three theoretical innovation points. First, a dual-blockchain architecture with
an Improved Optimistic Rollup (IOR) improves vertical throughput by offloading
heavy computation from a primary to a secondary blockchain. Second, a Transaction
Batch Generation (TBG) protocol for leaderless Byzantine Fault Tolerance (LBFT)
consensus improves horizontal throughput by letting every node broadcast blocks,
avoiding redundant transaction rebroadcast, and reducing transaction censorship to
nearly zero. Third, a Blockchain-of-Blockchains (BoB) architecture, with Cross-Chain
Token Exchange (CCTE) and Cross-Chain Data Interoperability (CCDI), supports asset
and data transfer across blockchains with lower latency and memory overhead. All the
three innovative points improve the state-of-the-art blockchains’ performance, while
also enhancing their security.

The infrastructure is applied to two demand-side problems. For P2P market clearing,
it is combined with Trusted Execution Environments (TEEs), D-TASK, and TEAR-DO
to address the privacy-robustness-latency trilemma: prosumer data remain private,
distributed optimisation preserves optimal convergence, and clearing time is reduced
by an order of magnitude over state-of-the-art methods. For PLF, CTP-FL combines
the infrastructure with message coding and commitment-based dual consensus to
preserve local-model privacy, tolerate Byzantine faults at client and server sides, and

keep communication latency below local model training time. This yields secure,
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scalable, interoperable blockchain infrastructure for real-time demand-side energy

applications.
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CHAPTER 1

Introduction

In this thesis, an advanced blockchain-based information infrastructure is devised,
which acts as the secure, trustworthy and high-performance information system for

applications in demand side energy systems.

1.1 Motivation and Background

This chapter presents the background, motivations, and the proposed approach to build

the information infrastructure.

1.1.1 Demand-Side Energy Systems and Their Information Infrastructure

The global energy sector is undergoing a profound transition driven by the large-scale
deployment of distributed energy resources (DERs), such as rooftop photovoltaics,
battery energy storage systems, electric vehicles, and responsive loads [1]. Instead of
being passive consumers, many end-users have become prosumers who both generate
and consume electricity. This shift is reshaping traditional power systems into demand-
side-driven energy systems, where a significant portion of decision-making operations

moves from central utilities to distributed end-users.

In such demand-side-driven energy systems, the physical layer of power networks
must be complemented by an equally sophisticated information infrastructure [2]. This
information infrastructure has to support secure data collection, enable trustworthy
coordination among heterogeneous prosumers and grid managers, provide verifiable
execution of market mechanisms, and ensure privacy preservation for prosumers’
sensitive energy data. Without a reliable information layer, the potential of demand-
side energy applications cannot be securely and reliably realised, making energy system

remain fragile, siloed, or overly centralised [3].



1.1.2 Demand-Side Applications: P2P Energy Trading and Power Load

Forecasting

Currently, massive DERs are penetrated into power systems, which thus spawns two
demand-side applications, i.e., Peer-to-Peer (P2P) energy trading and power load

forecasting (PLF).

First, P2P energy trading represents a decentralised market paradigm enabling
prosumers to trade surplus energy directly. Underpinned by a digital platform serving
as the transactional infrastructure, this model facilitates market clearing by
mathematically matching supply and demand and executing financial settlements. All
the resulting matching and settlement transactions are finally recorded in the digital
platform. However, as the ecosystem scales to include more heterogeneous prosumers
and diverse trading platforms, the volume and complexity of transactions increase. The
supporting digital platform must now process a high frequency of varied bids and
offers, and manage a correspondingly complex settlement of multiple asset types. Given
the inevitable complexity, the platform must rigorously enforce computational integrity
(i.e., ensuring market clearing algorithms are executed exactly as coded) and
operational fairness (i.e., effectively immunising the system against malicious
manipulation such as false data injection or protocol deviations [4]). How to ensure
both requirements while maintaining high executional performance under high

transaction volume is worth of investigation.

Second, accurate power load forecasting — the prediction of future energy (in most
case, electricity) demand — is fundamental to demand-side management, enabling
critical applications such as dynamic energy pricing and local energy balancing.
However, with the increasing penetration of DERs, achieving this accuracy now
requires the collection and analysis of high-resolution data distributed across numerous
prosumers and devices. The conventional approach to harness this data is centralised
machine learning, where all data is collected and processed on a single server. This

method, however, raises significant privacy concerns for prosumers and creates a single
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point of failure at the central server [5]. More critically, as data volumes expand,
centralised architectures face prohibitive computational and communication
bottlenecks, precluding the high-frequency machine learning model updates necessary
to capture the stochastic dynamics of DERs. To date, existing literature fails to
simultaneously reconcile three conflicting objectives: privacy preservation of raw
energy training data, Byzantine robustness against both data poisoning and trainer

compromise, and training efficiency scalable to high-dimensional datasets.

These two application areas — P2P energy trading and power load forecasting — form

the core demand-side application domains that this thesis targets.

1.1.3 Blockchain as an Information Infrastructure: Promises and Limitations

Blockchain (BC) technology has emerged as a promising candidate for building such
an information infrastructure in energy systems [3]. Blockchain technology has
emerged as a promising foundation for this required infrastructure. Its core attributes
directly address the needs of a decentralised energy system:

o Consensus protocols: consensus protocols are pre-specific operational and
communicational rules that allow all participants to agree on transaction validity
without a central authority.

o Immutable, tamper-evident recording: Every transaction is cryptographically
sealed into a permanent, shared ledger, creating a transparent and auditable history
for all data flows and market actions.

o Self-executing smart contracts: Blockchain provides smart contracts functionality
which ensures that the deployed codes are executed correctly via redundant
computing.

Consequently, a significant body of research now explores blockchain-based

solutions for P2P energy trading and power load forecasting [6].

Despite these advantages, directly deploying existing blockchains in energy

systems remains problematic. First, scalability is limited: traditional permissionless



blockchains process only tens of transactions per second. This capacity fails to
accommodate the massive volume of concurrent micro-transactions required for
widespread P2P energy trading [7]. Second, the blockchain trilemma highlights an
inherent tension between scalability, security, and decentralisation. Naive attempts to
increase throughput often sacrifice decentralisation or security guarantees, which is
unacceptable for safety-critical energy infrastructures [8]. Third, most existing designs
are single-chain and application-specific. They are often engineered for a single
community, microgrid, or service, and struggle to support large-scale, cross-region
application scenarios such as nation-wide P2P energy trading, market clearing across
multiple interconnected microgrids, or hierarchical coordination between local and
regional markets [9]. In such settings, the number of participants, diversity of
stakeholders, and heterogeneity of operational requirements quickly exceed what a

monolithic blockchain can sustain.

Moreover, a blockchain ledger by itself mainly provides trustworthy state
replication and traceable data storage. Yet demand-side energy system applications
require much more from the information infrastructure [10]. For example, P2P market
clearing must protect prosumers’ private energy information while still enabling real-
time clearing of energy trading pairs [11]; power load forecasting increasingly relies on
fine-grained, reliable energy consumption and generation data from individual
households or devices. As a result, the infrastructure must also provide the
confidentiality of prosumers’ energy profiles, and at the same time defend against
Byzantine prosumers that inject fabricated or manipulated energy-related data to distort
operational accuracy [12]. Similar patterns also arise in other demand-side services,
where energy data confidentiality, low operational latency, and robustness to malicious
behaviour are all first-class requirements of demand-side energy applications [13].

These additional requirements effectively push the blockchain role beyond a
passive ledger towards an active information infrastructure that can efficiently
interoperate with cryptographic protocols [14], trusted execution environments [15],

and distributed learning schemes [16]. In other words, future demand-side energy
4



systems do not merely need a blockchain for immutable logging; they need an advanced
blockchain-based information infrastructure that simultaneously (i) overcomes core
performance limitations of current blockchain systems (ii) natively preserve privacy of
sensitive energy data, and (iii) Byzantine-resilience at the prosumer side. Also, the
infrastructure needs to be compatible to state-of-the-art cryptographic protocols for
broader security purposes, €.g., transaction censorship resistance. How to architect such

an infrastructure is the central question of this thesis.

1.2 Problem Statement and Objective

To ensure the three requirements (i)- (iii) specified in the end of Section 1.1.3, this

thesis is organised around the following two design goals:

Design goal 1 — Infrastructure capability. The primary objective is to devise a
high-performance blockchain infrastructure characterised by a heterogeneous
protocol stack. By integrating improved Layer-2 scaling mechanisms, advanced
consensus algorithms, and secure cross-chain interoperability, this advanced
blockchain architecture is designed to circumvent the fundamental scalability and

efficiency bottlenecks of conventional monolithic blockchains.

Design goal 2 — Application support. The second goal is to demonstrate that the
resulting blockchain-based information infrastructure can naturally host or
additionally coordinate more features that the traditional blockchain-based
information infrastructure cannot provide, e.g., the efficient, privacy-preserving
computation techniques and state-of-the-art cryptographic protocols. All these
provided new features can satisfy the requirements of the two considered demand-
side energy applications, i.e., P2P energy trading and power load forecasting.
In summary, Design goal 1 concerns how the underlying information infrastructure
is constructed and improved. Design goal 2 concerns how this infrastructure is
instantiated in concrete applications so that these applications benefit from the security

and performance of the infrastructure. Together, these two goals delineate the scope of
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the thesis and form the conceptual bridge between the theory-oriented contributions in

Chapters 3-5 and the application-oriented contributions in Chapters 6-7.

1.3 Summary of Contributions

Accordingly, to achieve the two design goals outlined in Section 1.2, this thesis adopts

a two-stage methodology:

1. Infrastructure stage (Chapters 3-5). We develop an advanced blockchain
infrastructure by integrating the proposed layer-2 mechanism, robust consensus
protocol, and efficient cross-chain protocols, that collectively realise “Design

Goal 1”. This stage provides the theory-level innovations of this thesis.

2. Application stage (Chapters 6—7). We instantiate the infrastructure in two
representative demand-side energy applications — P2P energy market clearing
and power load forecasting — and design additional mechanisms needed to fully
realise “Design Goal 2”. This stage provides the application-level innovations

of this thesis.

1.3.1 Infrastructure-Focused Research Questions and Answers (Chapters 3-5)

The theoretical contributions are organised around the following three research

questions (RQs) and their corresponding answers.

1 RQI1 - Layer-2 mechanism.

How can we improve the state-of-the-art blockchain systems’ throughput via a
layer-2 design, that jointly addresses (i) long dispute-resolution (challenge) periods
that current layer-2 schemes require, and (ii) the centralised risk that layer-2
executors collude with corresponding validators?

Answer: Chapter 3 tackles this question by introducing a dual-blockchain
architecture equipped with an Improved Optimistic Rollup (IOR) mechanism. The
design separates operational responsibilities vertically: a primary blockchain (layer-

1) acts as a lightweight ledger that records transaction data and transaction
6



execution results, while a secondary blockchain (layer-2) serves as a computation
layer where a small set of executor nodes run the transaction execution tasks to
output the results. On top of this dual-chain structure, the IOR mechanism refines

conventional Optimistic Rollup (OR) via two dimensions:

First, an “executor-validator-delegated validators” pipeline replaces long open
challenge periods required in the existing OR mechanisms. For each batch of
transactions, an executor on the secondary chain computes the results of these
transactions, where a transaction can be treated as a computational task; a validator
node immediately re-processes the same transactions; and a group of delegated
validators independently spot-checks the validity of the results produced by the
executor and the validator. This design makes collusion between the executor and
the validator economically unattractive while eliminating the need of the long open

challenge periods existing in the OR schemes.

Second, because the primary chain only runs simple data recording contracts, while
heavy computation is offloaded to the secondary chain, prototype experiments on
P2P energy settlement show that the IOR-based dual-chain structure provides
higher throughput and lower on-chain cost than a single-chain baseline. In summary,
the IOR-based dual-chain design provides a vertically scalable layer to the advanced

blockchain-based information infrastructure.

RQ2 - Leaderless consensus and batch generation.

How can we achieve a highly efficient consensus protocol while eliminating its
security vulnerabilities, under a realistic corruption model where an adversary can
continually corrupt consensus nodes?

Answer: Chapter 4 answers this question by designing two underlying protocols for
leaderless Byzantine Fault Tolerance (LBFT) protocols. Specifically, LBFT
protocols horizontally improve the throughput and latency of consensus protocols,
as every consensus node in LBFT protocols, instead of a leader node in leader-based

Byzantine Fault Tolerance (BFT) protocols, can broadcast blocks of transactions in



parallel. However, current LBFT protocols suffer from redundant broadcasts — a
transaction is repeatedly broadcast by multiple nodes, which wastes system’s
bandwidth and thus reduces system’s throughput. In addition, the state-of-the-art
LBFT protocols also provide opportunities for adversaries to prevent some targeted
transactions from being executed (called transaction censorship) under realistic

corruption models, which undermines system’s security.

To address transaction redundancy and censorship, this chapter proposes a t-
partition transaction protocol m, and a Transaction Batch Generation (TBG)
protocol. m, can mitigate the issue of transaction censorship, while TBG then
resolves the issue of transaction redundancy. By combining 7, and TBG with a
LBFT protocol, analysis and simulations show up to 21.6x higher throughput, 9.1x
lower latency, and near-zero censorship compared with state-of-the-art LBFT
protocols. Thus, Chapter 4 offers a horizontally scalable, secure consensus layer to

the advanced blockchain-based information infrastructure.

RQ3 — Cross-chain coordination.

How can we design secure and efficient mechanisms that coordinate data and asset
operations across multiple blockchains, so that large-scale, cross-region smart grid
ecosystems are not constrained by a single chain?

Answer: Chapter 5 answers this question by placing the blockchains from Chapters
3-4 into a multi-blockchain architecture — a dedicated blockchain-of-blockchains
(BoB) connects other external blockchains; each external blockchain keeps only its
own state and independence, while the BoB stores the extra information needed to

validate cross-chain operations.

Under the multi-blockchain architecture, this chapter first introduces a cross-chain
token exchange (CCTE) protocol, which lets two parties exchange tokens on
different blockchains atomically — either both of the parties’ transfers succeed or
both fail — without heavy smart contract-based operations required by state-of-the-

art schemes. Then, a generic Cross-Chain Data Interoperability (CCDI) protocol is



proposed that enables arbitrary cross-chain operations (e.g. data migration, cross-
region P2P markets). Together, CCTE and CCDI provide the interoperability layer

to the advanced blockchain-based information infrastructure.

1.3.2 Application-Focused Research Questions and Answers (Chapters 6—7)

The application contributions are organised around the following two research

questions (RQs) and their corresponding answers.

RQ4 - time-efficient, Byzantine tolerant and privacy-preserving distributed
optimisation for P2P market clearing.

Given the infrastructure developed in RQI-RQ3, how can we further design a P2P
energy market clearing framework that simultaneously ensures (i) privacy of
prosumers’ data, (ii) optimal convergence of distributed optimisation (DO)
algorithms in the presence of Byzantine blockchain nodes, and (iii) real-time market
clearing?

Answer: Chapter 6 answers this question by building a TEE-assisted market-
clearing framework on top of the advanced blockchain infrastructure developed
from Chapters 3-5. Each blockchain node hosts a Trusted Execution Environment
(TEE), i.e., a hardware enclave that can decrypt and process data without exposing
the data to its hosting operator. With the support of TEEs, prosumers encrypt their
bids (offers) and other local parameters and submit the ciphertexts to the
blockchain; TEEs then decrypt the committed ciphertexts and jointly run the DO-
based clearing algorithm. Since plaintexts are solely accessed by TEEs, the data
privacy issue is resolved.

The key challenge is that a naive “TEE+DQO” design either incurs prohibitive delays
due to TEE’s per-iteration proofs or trusts every TEE even when some of their
hosting nodes are Byzantine. The framework overcomes this by designing D-TASK
(which reliably selects a set of TEEs who configure with an identical secret) and

proposing TEAR-DO (which utilises the identical secret to replace TEE’s original



heavy proofs with lightweight, signature-based proofs). By integrating TEEs and
the two proposed strategies into the advanced blockchain system, the renewed
system keeps all sensitive data inside TEEs for energy data privacy, guarantees
convergence of the DO algorithm even in the presence of compromised blockchain
nodes, and reduces clearing time by roughly an order of magnitude compared with
a state-of-the-art method, thereby resolving the privacy-robustness-latency tension

for DO-based P2P market clearing.

RQS — Byzantine-tolerant federated learning for power load forecasting.

How can we design a federated learning (FL) system for power load forecasting
that, building on the advanced blockchain-based infrastructure, achieves three
properties at once: (i) communication latency lower than local training time, (ii)
strong privacy of local model parameters, and (iii) robustness to Byzantine
behaviour from both clients and blockchain nodes?

Answer: Chapter 7 addresses this question by proposing CTP-FL, a federated
learning paradigm for power load forecasting built on the advanced blockchain
infrastructure developed in Chapters 3-5. CTP-FL’s core idea is to redistribute the
communication load of the central server: instead of assigning a central server or
blockchain leader node to receive local models from users or broadcast a global
model to users, this bandwidth overhead of the leader node is evenly distributed to
every BC node via a message-coding protocol. To further ensure the security of this
design, a proposed dual consensus protocol is further integrated into the advanced
blockchain system. Taken together, CTP-FL cuts per-iteration communication
latency of FL by over an order of magnitude compared with single-chain or server-
based FL, keeps local model parameters confidential, and sustains stable forecasting
accuracy even when a significant fraction of clients and blockchain nodes behave

maliciously.
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1.4 Thesis Outline

The remainder of this thesis is organised as follows.

Chapter 2 provides a comprehensive review of blockchain and its applications in
energy systems, with a particular focus on the two applications, i.e., P2P energy trading
and power load forecasting.

Chapter 3 introduces the proposed dual-blockchain architecture with an improved
optimistic rollup mechanism for P2P energy settlement. This chapter simultaneously
contributes to the theoretical understanding of layer-2 mechanisms and demonstrates

their impact on P2P energy settlement performance.

Chapter 4 presents the protocol TBG for LBFT consensus protocols. The chapter
analyses the limitations of existing leaderless consensus schemes in terms of transaction
redundancy and censorship, describes the TBG design in detail, and assesses its
performance improvements via theoretical analysis and simulation.

Chapter 5 develops the blockchain-of-blockchains (BoB) architecture and two
cross-chain protocols: the CCTE protocol and the CCDI protocol for cross-chain token
and data operations, respectively. The chapter analyses their security against two
attacks and benchmarks their performance against state-of-the-art cross-chain

approaches.

Chapter 6 applies the advanced blockchain-based information infrastructure to P2P
energy market clearing. The market clearing system integrates TEEs and combines the
blockchain-based infrastructure specified in Chapters 3-5 with the proposed two
strategies, i.e., D-TASK and TEAR-DO, to achieve time-efficient, privacy-preserving,
and Byzantine-tolerant market clearing. Extensive case studies demonstrate the benefits

of the system in realistic P2P market scenarios.

Chapter 7 applies the blockchain-based infrastructure to federated learning-based
power load forecasting. It introduces the CTP-FL paradigm, details the message coding,

and dual-consensus protocols, and evaluates the system under various attack models

11



and practical settings. The numerical results highlight the feasibility and advantages of

implementing FL for power load forecasting over the advanced blockchain system.
Chapter 8 concludes the thesis by summarising the main findings, discussing

practical implications for energy system deployments, and outlining future research

directions.
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CHAPTER 2

Literature Review

Traditional power systems were designed for one-way power flow from large power
plants to consumers, operated through centralised control [17]. In this model, system
operators relied on limited data, such as aggregate power flow at substations collected
every few minutes, to manage the grid. The growth of distributed energy resources,
flexible loads and prosumers has changed this operating model [18]. The demand side
is no longer passive; it now contains many active participants that can provide
flexibility while increasing operational and information-system complexity. New
entities, such as local energy communities, P2P trading platforms and commercial
aggregators, have emerged to coordinate active participants that may operate under
different regulations and across different geographical regions. Consequently, the
information system of the power grid must evolve to match this new physical reality.
This evolution requires a transition from coarse-grained energy data to fine-grained,
near-real-time telemetry from active participants. The information infrastructure must
also support precise coordination among active participants and new entities. These
capabilities should be realised without compromising the robustness of the information
system, including the privacy of detailed user energy data and resistance to malicious
manipulation [19]. These requirements for coordination, transparency, privacy and
security have motivated interest in decentralised, tamper-evident infrastructures,
especially blockchain systems, as candidates for the information backbone of smart
grids [3]. The remainder of this chapter reviews such systems and their applications to

P2P energy trading and power load forecasting.
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2.1 Background of Blockchain in Energy Systems

Blockchain is a distributed ledger technology in which a set of nodes maintains a
replicated, append-only log of records, called blocks [20-22]. Each block contains a
batch of transactions, a cryptographic hash of the previous block and auxiliary metadata
[20-22]. The hash-linked block structure makes unauthorised modification detectable
under standard cryptographic assumptions [20]. Consensus protocols allow blockchain
nodes to agree on a single, globally ordered sequence of blocks even when some nodes
are Byzantine [21]. Smart contracts are deterministic programs that encode market
rules, settlement logic and access-control policies [21]. Once their pre-specified
conditions are satisfied, these contracts are executed by blockchain nodes to support
auditable computation [21]. Taken together, the replicated ledger, consensus
mechanisms and smart contracts form a decentralised infrastructure that enables
mutually distrustful parties to coordinate without relying on a single central operator
[21]. Depending on who is allowed to participate in consensus, blockchains are
commonly classified as permissionless, where participation is open to anyone, or
permissioned, where participation is restricted to authorised nodes [23].

In energy systems, blockchain has been investigated as a building block for several
demand-side applications [23-25]. Typical examples include P2P energy trading [26]
and token-based incentive schemes for electric-vehicle charging [27]. Other works use
the ledger primarily as a secure logging and authorisation layer to record metering and
billing information, manage prosumer identities, or support data sharing among
prosumers, retailers and third-party service providers [28, 29]. In these settings,
blockchain-based designs are motivated by transparent transaction logging, reduced
dependence on central platforms and improved robustness against Byzantine behaviour

in the information infrastructure [30].
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2.1.1 Security Scope and Threat Model for Smart-Grid Applications

This section clarifies the security scope used across the smart-grid chapters. The section
defines which threats are addressed by the proposed blockchain-based information
infrastructure and which physical-layer or operator-side controls remain outside the
Thesis’s scope.

This thesis focuses on cyber-layer processes that support demand-side smart-grid
applications. The cyber layer denotes the modules including blockchain, the data
transmission channel and the computation engines. These modules handle information
originally generated smart meters or other data measuring devices. These device-
generated data is considered as trustworthy and essential for computational tasks such
as market clearing algorithms, model training algorithms or grid side management
algorithms. Therefore, the protocols in this thesis do not model physics-layer security,
such as meter-calibration bypass, relay compromise, unsafe switching or other possible
emergency operator actions [9, 19]. This boundary does not imply that endpoint attacks
are unimportant; it specifies that they are mitigated outside the protocols considered in
this thesis.

Within this boundary, the relevant adversarial behaviours occur after the data, e.g.,
smart meters’ measurements, are generated and further used by the participants for
computational tasks of smart grid applications. These participants, like prosumers,
aggregators, blockchain nodes and forecasting clients, can perform Byzantine
behaviour. Here, Byzantine behaviour means arbitrary protocol (or rule) deviation by
an admitted participant, including sending incorrect messages that are not the ones
produced by authorised entities or devices, withholding required messages, producing
inconsistent outputs, colluding with other participants and others. Privacy attacks may
also occur when an admitted participant uses the visible information to infer private
data. Consequently, the realistic threats considered in Chapter 3, Chapter 6 and Chapter
7 are modifying the correctly generated device data by participants, generating incorrect

computational results by incorrectly executing algorithms (e.g., clearing or settlement
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results), transaction censorship or withholding attacks to prevent data from receiving
by corresponding receivers, and privacy leakage from sensitive energy data or model
parameters. Also, the considered threats can be related to other possible Byzatnine
behaviours conducted by participants who are eligible for managing, processing the
device-generated data, designing and executing algorithms, and transmitting
information to others. These threats are realistic for demand-side energy systems
because the above participants may be operated by mutually distrustful parties.

In Chapter 3, this scope leads to a settlement-correctness threat model for peer-to-
peer (P2P) energy trading. Smart meters are treated as measurement devices and
sources of local evidence about a prosumer’s energy production and consumption.
Hence, we treat the smart meter-generated data as correct and trustworthy. The main
adversarial concern is that an executor (i.e., the participant described above) may
submit incorrect transaction computation results (TCRs), a validator may fail to report
an inconsistency or collude with the executor.

In Chapter 6, the threat model concerns privacy leakage and Byzantine behaviour
during blockchain-based P2P market clearing. The sensitive data generated by smart
meters or other trustworthy devices include prosumers’ bids, offers, utility or cost
parameters, coupling variables and grid parameters used for distributed optimisation-
based market clearing [233, 241]. If exposed, these data can reveal energy profiles,
commercial preferences or grid constraint information. A Byzantine blockchain node
may withhold required outputs, submit messages that fail validation, or delay
distributed optimisation (DO) convergence. These behaviours can censor certain
prosumers’ bidding or offering transactions, generating misleading optimisation results
to interrupt grid’s operational decisions, and enabling attackers to profit from their
Byzantine behaviours.

In Chapter 7, the threat model concerns FL-based power load forecasting (PLF).
Physical load records remain at clients, while clients exchange local model parameters
or coded model fragments during iterative training. Byzantine clients may submit

maliciously modified model parameters, and Byzantine blockchain nodes may drop,
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alter, withhold or incorrectly aggregate model parameters. These Byzantine behaviours

will make the globally generated model useless for PLF.

2.2 Strategies for Improving Blockchain’s Performance

With this security scope established, current blockchain platforms still fall short of the
requirements of large-scale demand-side energy applications [30]. First, limited
throughput and non-negligible block generation latency make it difficult to support
high-frequency P2P trades or near real-time local market clearing at the scale of
thousands of devices [31]. Second, existing smart-grid prototypes are typically built on
isolated, single-chain platforms, often tailored to one community, microgrid or service,
with weak interoperability across blockchains [32]. These limitations motivate the more
detailed reviews in the following sections: layer-2 strategies for vertical scalability,
more efficient consensus protocols for horizontal scalability, and cross-chain

coordination schemes for secure interoperability in multi-blockchain systems [32].

2.2.1 Reviews on Layer-2 Schemes

Layer-2 protocols address blockchain scalability by offloading transaction execution
from the primary blockchain (Layer-1) while inheriting its security [31]. Early solutions,
such as payment channels and Plasma [33-35], pioneered this approach but faced
significant limitations: channels often require users to remain online and are restricted
to simple payments [34], while Plasma struggles with complex examination of the
correctness of layer-2’s computational results [35]. Consequently, Rollups have
emerged as the dominant architecture [36]. Unlike their predecessors, rollups batch
transactions and upload computational results of these transactions directly to the
Layer-1 [37, 38]. The results can be verified by smart contracts deployed in Layer-1.
Among rollup variants, Optimistic Rollups (ORs) — exemplified by Arbitrum [39]
— prioritise ease of implementation. They operate on a ‘presumption of validity’,

meaning the system assumes layer-2 execution is correct by default to maximise
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throughput via eliminating redundant computation on the same execution via smart
contracts [38]. Consequently, Layer-1 nodes do not execute and verify transactions
upfront; instead, integrity of transactions’ results is enforced retroactively via a dispute
mechanism [40]. This mechanism establishes a substantial ‘challenge window’ (e.g., a
week). If a verifier detects an invalid transaction’s result during this period, they submit
a fraud proof to the Layer-1 to launch a dispute process. This proof triggers the Layer-
1 nodes to re-execute the specific disputed transactions to definitively adjudicate the
correct results. This ‘reveal-then-challenge’ architecture acts as an economic deterrent,
ensuring honest verifiers have sufficient time to expose malicious behaviours, while
avoiding expensive Layer-1 computation in the absence of disputes [31].

Despite these advantages, the OR architecture presents two key challenges that
motivate further research [38-41]. First, settlement latency: the mandatory challenge
window — necessary for the security deterrence described above — delays the finality of
transactions, thereby limiting application scenarios that require real-time settlement [38,
39]. Second, centralisation risks: current implementations rely on a centralised executor
to order and execute transactions. This introduces the risk of transaction censorship
(where the executor excludes specific users’ transactions) [40, 41].

For demand-side smart-grid applications, these limitations are particularly
restrictive.  Specifically, control and optimisation-based demand-side energy
applications often involve compute-intensive optimisation over network constraints.
However, under the ‘reveal-then-challenge’ design, the disputed computational
outcomes may be re-executed on Layer-1, which is costly, and often necessitates even
longer challenge windows to discourage disputes. As a result, this ‘reveal-then-
challenge’ design with its subsequent long challenge windows directly conflicts with
the grid’s need for real-time operational responsiveness [37].

Chapter 3 thus proposes a dual-blockchain system with an improved optimistic
rollup (IOR) to resolve these identified challenges. The IOR-based dual blockchain
design provide the vertical scalability on throughput for the blockchain-based

information infrastructure.
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2.2.2 Reviews on Consensus Protocols

A consensus protocol consists of a set of pre-specific deterministic operational and
communicational rules that enable distributed blockchain nodes to consistently agree
on an identical, totally ordered transactions in each log (or block), forming the backbone
of blockchain security [43]. Classical Byzantine Fault-Tolerant (BFT) protocols, such
as PBFT [44], Tendermint [45], and HotStuff [46], rely on a leader-based architecture.
In this model, a designated leader collects transactions, orderly packages them into a
block, and broadcasts the block to a validator set containing multiple blockchain nodes.
While the leader-based block broadcast design is easy to implement, the leader acts as
a significant communication bottleneck [43]. Specifically, as the leader is the sole
broadcaster for its generated block, the system’s total throughput is strictly bounded by
the leader’s bandwidth capacity. Furthermore, as the validator set grows, the leader
must disseminate the full block payload to an increasing number of nodes; this
centralised bottleneck causes latency to spike, particularly in geo-distributed settings
where physical propagation delays are naturally higher [43].

To remove this single point of bandwidth bottleneck, research has shifted toward
leaderless Byzantine Fault Tolerance (LBFT) protocols. Their core principle is to allow
all nodes to broadcast transaction blocks concurrently, utilising the network’s aggregate
hardware capacity and thus improving throughput horizontally [47-51]. However, their
fully decentralised nature introduces two critical side effects that hinder real-world
deployment. The first is Redundant Broadcasts (RB) [52, 53]. In conventional LBFT
implementations, multiple nodes independently include identical transactions in their
blocks. This results in a communication explosion where the same transaction payload
is disseminated repeatedly, consuming unnecessary system bandwidth and constraining
effective throughput. The second critical challenge in LBFT protocols is Transaction
Censorship (TC), which becomes particularly acute under specific adversarial
conditions [54]. Existing security analyses typically adopt a ‘static corruption model’,

assuming that a node is either permanently honest or permanently malicious throughout
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the protocol’s execution. However, this simplification fails to capture the capabilities
of mobile adversaries who can corrupt every node over time [55-57].

To Address the dual challenges in LBFT protocols, Chapter 4 introduces the TBG
mechanism which simultaneously mitigates redundant broadcast and prevents
transaction censorship under dynamic attacks. The TBG-based LBFT protocols provide
the horizontal scalability on throughput and robust security against cyber-attacks for

the blockchain-based information infrastructure.

2.2.3 Reviews on Cross-Chain Protocols in Multi-Blockchain Systems

The rapid expansion of the blockchain ecosystem has resulted in severe fragmentation,
which turns isolated blockchain networks into ‘data and value silos’ [32, 58]. This
necessitates cross-chain protocols capable of transferring assets and state data across
different blockchains without compromising these blockchains’ security and their
operational independence [59]. The literature typically categorises these solutions into
three families: (i) Atomic Swaps, which facilitate the direct, peer-to-peer exchange of
assets between untrusted parties located in different blockchains; (ii) Relays and
Bridges, which establish bidirectional communication channels between two specific
blockchains via centralised third parties; and (iii) ‘Blockchain-of-Blockchains’ (BoB)
architectures, which introduce a dedicated connector blockchain to orchestrate complex
interactions among heterogeneous and independent blockchains [59].

The foundational approach for atomic swaps is Hash Timelock Contracts (HTLCs),
which allow two parties in different blockchains to swap assets atomically by deploying
conditional swap programs into smart contracts [60-63]. However, HTLCs face three
key limitations. First, HTLCs are inherently vulnerable to multiple attacks, including
“sore-loser” behaviours, griefing, and other strategic deviations [59, 64, 65]. While
these attacks do not influence the safety property of HTLCs — no assets are stolen by
attacks, they cause a severe liveness failure which prevents asset swaps from

completing [64, 65]. Second, in complex multi-party settings, HTLCs and their variants
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rely on a sequential execution model: transactions must be confirmed one after another
in a strict order. This causes latency to accumulate linearly with the number of
participants, making real-time settlement impossible [60, 61, 63, 65]. Third, HTLCs
necessitate specific smart-contract capabilities to deploy the complex conditional swap
program, which restricts their applicability in legacy blockchains (such as Bitcoin),
which lack the smart-contract functionality required for complex logic [66-68].

To support richer cross-chain interactions beyond asset swaps, another line of
research designs relay-based bridges and BoB architectures [66-70]. However, these
schemes face the two key issues that hinder their applicability in real-world setting:
First, each blockchain in the relay-based or BoB-based multi-blockchain system (MBS)
needs to store extra information of other connected blockchains and the relay (or BoB),
which results in the memory scalability issue as the number of connected blockchains
increase [71-73]. Second, the state-of-the-art relay-based or BoB-based cross-chain
protocols are inefficient, as they need at least multiple phases (at least 4) to confirm a
cross-chain transaction, where each phase is equal to a block generation duration of the
slowest blockchain in the MBS [73]. The long transaction confirmation latency will
hinder their applicability in multiple application scenarios, such as P2P energy trading.

Chapter 5 proposes two cross-chain protocols to resolve the above identified
challenges existing in the state-of-the-art cross-chain protocols [74]. The CCTE
protocol is designed for two-party asset swaps, which resolves the three key challenges
inherent in HTLCs. Second, the CCDI protocol is proposed to resolve two challenges
identified above. The two proposed cross-chain protocols provide efficient and secure

interoperability for the blockchain-based information infrastructure.

2.3 Review on Distributed Optimisation-based P2P Market Clearing

The proliferation of distributed energy resources has transitioned passive consumers
into active prosumers, necessitating P2P energy markets to optimally match bids and

offers subject to grid constraints [75-78]. To mitigate the single-point-of-failure risks

21



inherent in centralised clearing, Distributed Optimisation (DO) algorithms have
emerged as a promising solution [77]. By decomposing the global clearing problem into
local subproblems, DO enables each participant to independently execute their own
assigned subproblems and collectively exchange their resulting updates iteratively.

However, deploying DO in real-time markets (e.g., S-minute intervals ) faces a
fundamental trilemma, as existing solutions designed for DO-based energy market
clearing cannot simultaneously satisfy three critical requirements [79-81]:

Privacy Preservation: The iterative process mandates that prosumers frequently
exchange coupling variables (e.g., traded energy quantities). Research confirms that
adversaries can exploit these intermediate variables to launch inference attacks,
successfully reconstructing sensitive private data such as load profiles and grid
parameters [80, 82]. While cryptographic methods like Homomorphic Encryption
enable computation over ciphertexts to prevent this leakage, they incur prohibitive
computational overheads, which makes real-time market clearing infeasible [83-86].

Optimal Convergence under Attacks: Systems must guarantee DO’s optimal
convergence even when Byzantine nodes arbitrarily misbehave to bias each iteration’s
updated results, e.g., sending incorrect updates or withholding correct updates [87].
Current defences fail due to latency bottlenecks. Conventional blockchain-based
solutions are impractical because they necessitate the execution of consensus protocols
in every DO iteration to ensure the integrity and correctness of resulting updates,
introducing unacceptable delays [88, 89]. Similarly, while Trusted Execution
Environments (TEEs) offer efficient hardware-protected computation, their provided
trust is established via remote attestation [90]. Performing this attestation step for
thousands of iterations creates cumulative latency that exceeds real-time deadlines [91].

Time Efficiency: Therefore, no existing approach can balance the strict timeliness
required by energy markets with robust privacy and Byzantine fault tolerance.

Chapter 6 integrates TEEs with the proposed advanced blockchain system to ensure
energy data privacy. To tackle the identified issues in TEEs, a D-TASK protocol and a

TEAR-DO mechanism are further proposed. By combining the two protocols with the
22



TEE-based advanced blockchain system, this Chapter is the first to resolve this
trilemma, thereby ensuring privacy of prosumers’ energy profiles, guaranteeing DO
convergence even in the presence of Byzantine nodes and accelerating market clearing

speeds by an order of magnitude to ensure real-time P2P market clearing.

2.4 Review on Power Load Forecasting

The transition of power grids from centralised topologies to decentralised networks
populated by distributed energy sources has necessitated accurate, privacy-preserving
Power Load Forecasting (PLF). While machine learning is essential for capturing load
variability, its centralised implementation creates single points of failure and privacy
risks [92-96]. Consequently, Federated Learning (FL) has emerged as the paradigm of
choice, enabling clients to collaboratively train forecasting models while keeping their
sensitive energy datasets local and unexposed [97]. However, applying FL to PLF
systems encounters a critical dilemma between security and time efficiency.

First, PLF models require frequent, timely retraining to adapt to intermittent
distributed energy sources. Yet, current FL architectures — whether centralised or
blockchain-based — suffer from severe communication bottlenecks. In each iteration, a
central aggregator (or blockchain leader) must download massive model updates from
hundreds of clients and broadcast the global model back, creating an ingress/egress
bandwidth bottleneck that throttles model training speed [98].

Second, this centralisation vulnerability of FL extends to security. The central
server in the FL framework is the prime target for Byzantine attacks [99]. While
integrating blockchain can mitigate server-side risks, it exacerbates communication
latency due to the extra consensus overheads introduced by blockchains. More seriously,
blockchains fail to defend against client-side poisoning attacks, as they can only defend
against Byzantine blockchain nodes [100, 101]. Thus, no existing framework
simultaneously ensures communication efficiency, privacy, and robust Byzantine

tolerance at both client and blockchain node sides.
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To break this dilemma, Chapter 7 proposes CTP-FL which integrates the advanced
blockchain system with additional two protocols to support FL-based PLF. The
advanced blockchain system provides the ability to defend against attacks from
Byzantine blockchain nodes. Supported by the leaderless architecture of the advanced
blockchain system, the proposed message encoding protocol resolves the
communication overheads originally from the central server or the blockchain leader
node. Finally, by integrating a commitment-based hybrid consensus (leaderless &&
leader) protocol with the advanced blockchain system, CTP-FL achieves the Byzantine

tolerance capability at the client side.
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CHAPTER 3
Dual-Blockchain with Improved Optimisation Rollup

Mechanism

Real-world blockchain-based applications face a critical dilemma: they require frequent,
fast transaction handling capability, but existing blockchain solutions are either too
slow (due to congestion) or too insecure (due to centralisation). Standard scaling
solutions, such as Optimistic Rollups (OR), fail to meet energy trading requirements
because they rely on a lengthy “challenge period” (typically 7 days) to detect fraud. To
resolve this conflict, this chapter proposes a Dual-Blockchain System integrated with
an Improved Optimistic Rollup (IOR) mechanism.

1. Architectural Decoupling: We separate the system into two layers. The Primary
Blockchain acts as a lightweight, immutable ledger solely for data storage and final
settlement. The Secondary Blockchain selects an executor to execute complex energy
settlement tasks off-chain to ensure high throughput.

2. The IOR Mechanism: Unlike traditional rollups that passively wait for fraud
challenges (e.g., a week), our IOR mechanism actively validates transactions. It
introduces a “Delegated Validator” role: smart meters can privately appoint trusted
nodes to immediately verify the computation results from the secondary chain. This
effectively eliminates the need for a week-long challenge period while preventing
collusion between a pre-selected executor and a validator.

3. Performance Validation: We implemented a prototype using FISCO BCOS and
Alibaba Cloud. Simulations demonstrate that compared to single-chain benchmarks,
this system significantly reduces gas consumption and transaction execution time. To
evaluate its performance under real-world applications, it achieves secure, near-real-
time P2P energy transaction settlement suitable for hourly energy markets, overcoming

the latency bottleneck of conventional Layer-2 solutions.
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This chapter is adapted from: T. Yu, F. Luo, C. Pu, Z. Zhao and G. Ranzi, “Dual-
Blockchain-Based P2P Energy Trading System With an Improved Optimistic Rollup
Mechanism,” IET Smart Grid, vol. 5, no. 4, pp. 246-259, 2022, doi:
10.1049/stg2.12074. The article is available under the Creative Commons Attribution-
NonCommercial 4.0 International License (cC BY-NC 4.0):
https://creativecommons.org/licenses/by-nc/4.0/. Changes were made to integrate the

article into this thesis.

3.1 Introduction

Large-scale deployment of distributed energy resources (DERs, typically wind turbines
and solar panels) has been recognised as an important countermeasure to the grand
challenges of climate change and ever-increasing energy demand in human society.
With integration of DERs, traditional energy consumers, which only take energy from
the grid, have been becoming the energy “prosumers (producers-and-consumers)”
[102] — meaning that they are capable of both consuming and generating energy. Such
a transformation naturally drives the emergence of the peer-to-peer (P2P) energy
trading [103], which refers to the paradigm of trading energy directly between end
users.

P2P energy trading can be performed in a centralised manner, e.g., set up an energy
management system to centrally collect the energy selling/purchase bids from the
participants and perform market clearing [4]. Such a centralised design suffers from
several limitations such as single point of failure, communication bottleneck, lack of
transparency and less scalability. A shared ledger technology called blockchain [104] is
recognised as a promising supporting technology that can help to overcome the above
limitations in P2P energy trading (depicted as Figure 3-1). Blockchain provides a
transparent network environment to enable the participates to reach transactions in a
decentralised manner, i.e., without a trusted third-party authority. The transaction data

is packaged in groups (known as “blocks”) and the blocks are linked sequentially to
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form a chain of the data — known as the “blockchain”. Newly generated blocks are
inserted into a blockchain through a certain consensus mechanism that is mutually
undertaken by a group of participants. The blockchain acts as a shared ledger and is
synchronised in multiple participants. The data stored in the blockchain is immutable
and traceable due to the chain structure and hash pointers used in blockchain (the hash

point of a block is generated from the content in the previous block).
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Figure 3-1. Illustration of blockchain-based P2P-energy trading systems.

3.1.1 Challenges of Blockchain-Supported P2P Energy Trading

Blockchain has been playing an important role in P2P energy trading. This is reflected
in the extensive academic research (e.g., [104-112]) and several real-world
implementations (e.g., [113, 114]) in the last few years. In general, blockchain can
support P2P energy trading in the following three aspects: (i) Firstly, the decentralised
and distributed nature of blockchain largely reduces the single point of failure risk that
exists in centralised energy trading systems (i.e., setting up a central marketplace-like
system to collect the energy trading data of the participants and perform transactions);

this can enhance the cyber robustness of the system. (ii) As a decentralised ledger
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technology, blockchain eliminates the need of a trustable 3™ party for managing the
energy trading process. The data and transactions recorded in blockchain are immutable
and fully traceable without the involvement of a 3™ authority. This can enhance the
system’s trustworthiness and also reduce the cost of the utility company on managing
the P2P energy trading activities in power distribution networks. (iii) Through
cryptocurrency and reputation mechanisms that have been widely implemented in
blockchain systems, blockchain can effectively incentivise end customers to invest in
DERs and participate in P2P energy trading. This can foster distribution side energy
economics and promote the deployment of renewable energy. Despite the above merits,
two significant challenges can be identified when applying blockchain into P2P energy
trading.

The first challenge is the system’s throughput. With the increasing prevalence of
DERs, it can be expected that there will be high demand for P2P energy trading in future
urban systems. However, the operation of a blockchain usually relies on redundant
computing and data storage facilities, which limits its scalability and performance when
the number of transactions is large [115]. For instance, the Ethereum system only
performs 12~30 transactions per second [116].

The second challenge is the system’s scalability. Many P2P energy trading
mechanisms involve complex market clearing computations (e.g., [110-112]); simply
using a blockchain to execute complex computations and validate all the generated
transactions implies all the nodes in the blockchain network must be equipped with
powerful hardware — this is unrealistic and it hence limits the number of nodes than can
join the blockchain. Some literature [113, 114] adopt private or consortium blockchains
to enhance the system’s scalability for P2P energy trading. In these schemes, only a
limited number of nodes (usually the ones with adequate computing power) are allowed
to govern the blockchain and perform complex computations, but this strategy degrades
the decentralisation nature of blockchain and therefore affects the system’s security.

Rollup mechanisms, which have been implemented in several blockchain systems

[123-125], can provide a support to the above issues. With rollup mechanisms, complex
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computation tasks are decoupled from the blockchain to be executed off-line, and the
computation result is sent back to the blockchain to be stored. To ensure the correctness
of the computation result, rollup mechanisms require the set-up of a “challenge time”
[122], during which any participant can verify the computation result and propose
challenges to the incorrect result it has detected. In order to make the incorrect result,
which would be produced by malicious participants, can be eventually detected, the
challenge time needs to be sufficiently long (usually a week) [122]. Such a long
challenge time setting makes the conventional rollup mechanism can hardly suit to the
P2P energy trading environment where the transactions need to be settled on time (e.g.,

on minute or hourly basis).

3.1.2 Contributions of This Chapter

Aiming at addressing the above challenges, this paper proposes a new blockchain
system for supporting P2P energy trading. The system is featured by a dual blockchain
design, including a primary blockchain and a secondary blockchain. The primary
blockchain is responsible for performing the data storage operation that is less compute-
intensive, and the compute-intensive tasks in energy trading are executed by specific
executors in the secondary blockchain. Compared with the existing P2P energy trading
oriented blockchain systems (reviewed in Section 3.2), the proposed system is
innovative in the following aspects:

1. The proposed dual-blockchain system is featured by a unique, smart contract-
centric design. A set of smart contracts are set up in the primary blockchain for storing
different kinds of information generated in P2P energy trading activities. Through
migrating compute-intensive energy trading computations to the secondary blockchain,
the nodes in the primary blockchain are only responsible for executing the data storage
smart contracts, and this can be done in a highly computational efficient manner. As a
result, such a design can significantly enhance the system’s throughput without

compromising the decentralisation and security requirements.
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2. As a part of the dual-blockchain system, an Improved Optimistic Rollup (IOR)
mechanism is proposed. In the IOR mechanism, for each block generated in the
blockchain, an executor is specified to settle the energy trading transactions in the
secondary blockchain and uploads the settlement result to the primary blockchain.
Then, a validate node is triggered to verify the result. A uniqueness of the mechanism
is that the smart meter nodes, which represent the energy traders, can privately specify
some nodes they trust to act as validators (called “delegated validators”) and verify the
transaction settlement result. With the assumption that at least one of the delegated
validators can be honest and trustworthy to the traders, the incorrect settlement result
can be promptly detected. As a result, such a design can implement fast transaction
settlement without setting up a long challenge time; in the meantime, it also ensures the
reliability and trustworthy of the system.

The rest of this Section is organised as follows. The related work is presented in
Section 3.2. The design details of the proposed system are discussed in Section 3.3. The
workflow of executing energy trading transactions in the proposed system is presented

in Section 3.4. Section 3.5 reports the simulation and Section 3.6 concludes the Chapter.

3.2 Related Work

The system developed in this study is based on a dual-blockchain structure and an IOR
mechanism. Hence, in this Section we provide a review for the state-of-the-art research
in these mechanisms as well as the representation work on blockchain-based P2P

energy trading systems.

3.2.1 Payment Channel Network (PCN)

PCN [117] sets up a separate communication channel aside the blockchain to facilitate
a seller and a pair of traders (i.e., a buyer and a seller) to perform trading multiple times.
Only after the multiple transactions complete, the information of the transactions (e.g.,

the balances and digital signatures of the traders) is sent to the smart contract in the
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blockchain. If the information is with both traders’ signatures, it will be regarded as
valid and recorded into the blockchain. Otherwise, if the information is only with the
signature of one party, PCN will wait for a challenge time before recording the
information into the blockchain. During the challenge time, if the system receives
challenges from other nodes (e.g., from the other trader, implying that the trader does
not agree with the submitted transaction information), the system will check the time
stamps of all the off-chain stored transactions in the submission to determine which
transactions should be recorded into the blockchain.

With such a design, a large number of transactions can be executed in the
communication channel, and only the final information after a series of transactions
needs to be uploaded to the blockchain. This could significantly enhance the system’s
throughput. Representative real-world implementations of PCN include the Bitcoin-
based Lightning network [118] and the Ethereum-based Raiden network [119].
Nevertheless, one major limitation of PCN is that to make sure the transactions with
only one-party signature are valid, the challenge time needs to be sufficiently long
(typically 1 week); this makes it would take a long time to record the transactions that

have been done.

3.2.2 Sidechain

Sidechain [120] uses a dual-blockchain design to reduce the overhead cost of the
blockchain and enhance the system’s throughput. A representative real-world
implementation of the Sidechain mechanism is Plasma [35]. As the name “Sidechain”
implies, all the transaction validation and recording work in the Sidechain system are
shared by 2 chains: a main chain and a side chain. The main chain is governed by a
relatively large number of nodes, and it records the information of the transactions that
are performed in it. The side chain is governed by a small number of nodes; it is created
by specific smart contracts in the main chain. A node in the main chain can also be a

node that governs the side chain as long as it puts a certain number of digital coins (also
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known as “tokens”) in its digital account in the main chain. A node can also transfer
tokens from its digital wallet in the main chain to the side chain to participate in trading
activities in the side chain. The transactions in the side chain are packaged into blocks
and is chained, and the head of each block (which is the hash of the data in the block)
is sent to smart contract in the main chain. Similar to PCN, Sidechain also sets up a
challenge time for each block head from the side chain. If a challenge is received within
the challenge time, then the main chain will verify the correctness of the block head
(i.e., the hash value) based on the data in the block.

The main merit of such as dual chain-based mechanism is that since the number of
nodes in the side chain is much smaller than that in the main chain, the system can have
a large throughput in terms of efficiently processing a large number of transactions and
generating blocks. However, Sidechain inherently has the same limitation with PCN:
the challenge time is usually long, making the transaction cannot be recorded on time.
In addition, due to the fact that the number of nodes governing the side chain is small,
the Sidechain system is vulnerable to the censorship attack [121]. That is, a part of the
nodes in the side chain would collude to maliciously reject packing and executing some

transactions.

3.2.3 Rollup-based Mechanisms

In rollup-based blockchain systems [122], all the computational tasks and data are
stored in specific smart contracts. Every time when a new block is generated, the
computational tasks and data in the smart contract, which are related to validating the
new block, are copied and executed oft-line; the execution results are then rolled up to
the blockchain and are stored there. Rollup-based mechanisms can be generally divided
into 2 types: Optimistic Rollups (OR) [123] and Zero Knowledge-based Rollups (ZKR)
[124]. The major real-world implementations of OR include Arbitrum [39] and
Optimism [125], while the representative real-world ZKR projects are zkSync [126]
and StarkWare [127].
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OR is based on the fraud-based rollup scheme: similar to PCN and Sidechain, OR
also sets up a challenge time for other validators to verify the correctness of
transactions. But unlike PCN and Sidechain, all the data and execution codes are not
stored off-chain but are stored in specific smart contracts in the blockchain. In this way,
if a validator challenges a transaction result, the controversial result can be immediately
executed again based on the data in the smart contract. This can thus enhance the
system’s computational efficiency. Despite this merit, an OR system shows limitations
in detecting the collusion between the transaction executor and validator. That is, if a
validator deliberately does not report the wrong transaction result during the challenge
time, then the wrong result will be recorded into the blockchain. One countermeasure
for this is to set up a sufficient long challenge time: Based on a reasonable preliminary
that a malicious transaction executor can hardly collude with all the validators in the
system, if the challenge time is sufficient long, at least one honest validator would
challenge the wrong result — this is why this mechanism uses “optimistic”.

Just like the OR scheme, the ZKR scheme also stores the computational tasks and
data in smart contracts and execute them off-line. But unlike OR, the execution results
in ZKR are not uploaded to the blockchain immediately; instead, the off-line executor
uses the zero-knowledge proof [128] to generate a proof for the execution; then, the
executor uploads the computation results and the proof to the blockchain. Then, the
nodes in the blockchain verify the computation results based on the uploaded proof and
results and the raw data that is stored in the blockchain. The above whole process is
called the proof-of-validity. With this design, ZKR does not need to set up challenge
time to verify the results. The major limitation of ZKR is that zero knowledge proof is
usually applied to simple computational tasks; for complex tasks, considerable
computing power and time will be consumed to generate the proof, and this limits its
applications in many real-world scenarios.

In summary, PCN and Sidechain improve throughput by moving part of the
transaction process outside the primary blockchain, but they have data-availability and

dispute-resolution limitations because dispute resolution may require data that are not
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already available to the primary blockchain. ZKR avoids a challenge window, but proof
generation can be computationally intensive for complex settlement tasks. OR makes
disputed data available to smart contracts, but its long challenge window and centralised
executor can conflict with timely P2P energy settlement. These limitations motivate the

IOR design.

3.2.4 Comparison with Permissioned Multi-Channel Architectures

Hyperledger Fabric [230] is a relevant permissioned-blockchain point of comparison
because it supports multiple channels among overlapping organisations. In Fabric, a
channel is a ledger and communication domain visible to authorised members. It has
channel-scoped membership, ledger data and code, together with a configured ordering
service achieved by a specific consensus protocol. A channel therefore primarily
provides confidentiality and workload separation by partitioning participants,
transactions and applications. This can improve privacy and distribute workload when
different regional markets or participant groups can be placed in different channels.
The proposed dual-blockchain system addresses a different design question. A
channel-based design separates a permissioned network horizontally: different
transactions or participant groups are assigned to different channel ledgers. The
proposed system separates a single P2P energy settlement workflow by task. The
primary blockchain records transaction data and transaction computation results (TCRs)
and arbitrates controversial TCRs. The secondary blockchain executes compute-
intensive settlement tasks. IOR then checks the returned TCRs through validators and
delegated validators. Thus, the channel-based design adopts an horizontally scalable
philosophy, where a blockchain is divided into multiple channels, and each channel can
be regarded as a small blockchain, responsible for specific application tasks. In contrast,
the IOR design adopts a vertically scalable philosophy, where we add a secondary
blockchain for the primary blockchain to perform the heavy computational tasks

originally undertaken by the primary blockchain.
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FIGURE 3-2. Architectural design of the proposed dual-blockchain system for P2P
energy trading.

Consequently, Fabric channels and the proposed system are complementary. In a
practical deployment, Fabric-style channels could be used within an implementation of
the primary or secondary blockchain to isolate regional P2P markets, participant groups
or privacy domains. IOR would still be needed when compute-intensive settlement

results produced outside the primary blockchain must be checked quickly without a
long challenge window.
3.3 Dual-blockchain System with IOR Mechanism for P2P Energy

Trading

This Section presents the proposed dual-blockchain system with an improved optimistic
rollup mechanism for supporting P2P energy trading in low-voltage power distribution
networks. The system consists of two blockchains: (i) a primary blockchain for storing

the P2P energy transaction data, and (ii) a secondary blockchain for performing
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compute-intensive tasks in energy trading. Figure 3-2 illustrates the schematic of the

proposed system, and the design details of the system are presented as below.

3.3.1 Classification of Transactions in P2P energy Trading

In the proposed system, energy trading transactions are submitted by smart meter nodes,
which act as energy traders and the users of the system. The system divides the
transactions generated in P2P energy trading into 2 types: agreement transactions (ATs)
and settlement transactions (STs). An AT includes the energy trading information that
has been agreed by the energy seller and the buyer. An AT consists of the following
tuples:

EP|\|EM||ADDR»||ADDR||DT||DL (3.1
where EP and EM represent the agreed energy trading price ($/kWh) and amount (kWh),
respectively. ADDRb and ADDRs represent the buyer and the seller’s digital accounts,
which are used to transfer and receive the digital coins. DT represents the agreed energy
delivery period. DL is the deadline for the buyer to submit its signature to the seller.
The system is designed in the way that an AT can only be submitted by the buyer (not
the seller) of the energy trading.

A ST contains the information of actual energy delivery from the seller to the buyer.

A ST is composed of the following tuples:
EP||EM||ADDRy||ADDR||DT||DL||STMP||SIG»||Os||At|| Ps (3.2)
where STMP represents the time stamp of the ST SIG, represents the buyer’s signature;
Oy 1s a binary variable attached with buyer’s signature, representing the buyer’s opinion

on the actual energy delivery from the seller: 0-disagreed, 1-agreed. At represents the

data recording interval of the smart meter (hour). Ps=[Ps1,...,Ps pr/ac] is an array,

representing the net-power readings of the seller over the energy delivery period. A ST

can only be submitted by the seller (not the buyer).
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3.3.2 Primary Blockchain

The primary blockchain acts as a decentralised ledger for P2P energy trading. Unlike
conventional blockchain-based energy trading solutions (e.g., [105]) in which all the
transactions and complex computation tasks deployed in smart contracts are executed
on chain, the nodes in the primary blockchain are only required to execute simple tasks,
such as storing the energy trading transactions’ raw data and computation results,
verifying the transaction submitter’s identity, and arbitration tasks for the controversial
transactions. When a transaction is submitted to the primary blockchain, the nodes in
the primary blockchain will store the transaction in their local transaction pools and
verify the signature of the transaction sender. Then, the nodes will cache the information
of the valid transactions to specific smart contracts which are only used to store raw
information of the valid transactions. When the number of the valid transactions in the
smart contracts reach a limit, the transactions are packaged into a block. The block is
then inserted into the primary blockchain through a consensus mechanism below.

In this study, we use an improved Practical Byzantine Fault Tolerance (PBFT)
consensus algorithm [129] to generate blocks. Denote the set of nodes in the primary
blockchain as R and the nodes are indexed by integers {1, 2, ..., |R|}, as proved in
reference [44], the primary blockchain is immutable if the following condition is
satisfied:

|Ri=2f+ 1 (3.3)
where f'is the maximum number of malicious nodes that are allowed to exist in the
system; R, denotes the number of nodes that behave honestly all the time. Figure 3-3
illustrates the consensus process performed by the nodes in the primary blockchain to

generate and validate a block:
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FIGURE 3-3. The process of the improved PBFT consensus.

(1) Request. Every time when a new block is generated, a leader is selected from
the nodes based on Eq. (3.4). The leader is responsible for receiving the transaction
requests send by the energy traders.

IDjeaq = (view + BN) %R (3.4)
where view is a variable which is initialised to be 1. Every time when the current leader
does not complete the new block broadcast task within a required time frame, the value
of view increments by 1. BN is the identification of the newly generated block; IDjeqq 1s
the index of the leader node (IDieud=1: |R|).

(2) Pre-prepare. The leader firstly creates a block which contains several
transaction requests and sends it to the other nodes. When the other nodes receive the
new block broadcast by the leader, they verify the following information: the
identification of the leader, the value of view, the sequence number of the block, the
block’s hash, the leader’s signature, the hash of transactions, and transaction’s
execution tasks stored in the block. For an honest node, if the block passes the
verification, it will broadcast the signature package generated from the hash of the block
to the other nodes in the primary blockchain; otherwise, the honest node will not
broadcast anything.

(3) Prepare. For each node that has received 2f +1 signature packages that are

identical with the one it has verified and broadcast, it proceeds to perform the step (4);
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otherwise, the consensus process terminates for the node.

(4) Commit. For each node that has verified the signature packages (specified in
Step (3)), it sends a commit message to the other nodes. The commit message indicates
the node agrees to insert the block into the blockchain. However, if the block is an
empty block, the node will send a “view update” message to the other nodes, indicating
that the value of view needs to be updated.

(5) Reply. For a node that has received 2f'+1 commit messages from the others, it
appends the block into its local copy of the primary blockchain. Otherwise, if it has
received 2f +1 “view update” messages (which indicates the block is empty), the node
will ignore the block, increment the value of view by 1, calculate the identity of the new

leader according to Eq. (3.4), and wait for starting a new consensus process.

3.3.3 Secondary Blockchain

In P2P energy trading, there could be some compute-intensive tasks in validating
transactions, such as verifying the actual energy delivery amount and price. In the
proposed system, this part of work will be performed in the secondary blockchain. In
the rest of this paper, we call the execution results of the validating transactions as
transaction computation results (TCRs). Each node in the secondary blockchain should
satisty the following 2 conditions: (i) it has a certificate authenticated by an authority;
and (ii) it has deposited a certain number of coins into the primary blockchain. If a node
is detected to misbehaviour in the system, its deposit will be forfeited and the node
which discloses such misbehaviour will be rewarded by a certain number of coins.

In the secondary blockchain, a node can be with one of the following 2 roles:

(1) Executors. A group of nodes in the secondary blockchain act as executors. They
are responsible for generating and sending TCRs to the primary blockchain. The
executors can be dedicated, pre-specified nodes that are equipped with relatively
powerful hardware. The executors duplicate all the data that has been stored in the

primary blockchain.
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(2) Validators. Validators are responsible for verifying TCRs. The validator nodes
can be pre-specified. Note that the delegated validators, which will be discussed later,
also belongs to the group of validators.

The two blockchains interact with each other as follows: when new transaction data
is appended into the smart contracts in primary blockchain, the smart contracts will then
broadcast a new data event in the primary blockchain. An executor from the executor
group, which in the secondary blockchain, will be notified by the event through a
listener it has registered in the primary blockchain. After that, the executor will copy
the transaction’s data from the smart contracts in the primary blockchain into the smart
contracts in the secondary blockchain; it will then execute the smart contracts and
upload the TCRs to the corresponding smart contracts in the primary blockchain. Once
the TCRs have been recorded in the primary blockchain, the system uses the proposed
IOR mechanism to validate the computation result in the primary blockchain and settle

the transactions.

3.3.4 Improved Optimistic Rollup Mechanism for Enabling Interaction between

Primary and Secondary Blockchains

As discussed in Section 3.2.3, OR [123] has been actively used in blockchain systems
to ensure correctness of the off-chain TCRs. The state-of-the-art OR mechanisms rely
on a long challenge time and are hence not suitable for P2P energy trading that often
regularly performs trading at a short time interval. To tackle this issue, this paper
proposes a new OR mechanism (i.e., IOR) to ensure the trust of the system while
support fast P2P energy trading transaction settlements.

When the TCRs of a batch of transactions have been recorded in the primary
blockchain, IOR is triggered to validate the result. A validator is selected from the
validator group to verify the TCRs immediately. If the validator does not have any
disputes on the TCRs, it will not send any information to the primary blockchain;

otherwise, it will send a “controversial transaction” to a smart contract in the primary
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blockchain. The controversial transaction includes the TCRs produced by both the
executor and the validator and the original transaction data. Then the primary
blockchain will act as the arbitrator and re-execute the controversial transactions to
determine which result is correct. With this design, no long challenge time is required
to be set, because the TCRs can be verified in the first time by the validators.

There is a possibility that an executor and a validator collude with each other to
forge an incorrect TCRs. The IOR takes advantage of the smart meter nodes to avoid
such a collusion risk. In P2P energy trading, smart meters record the participants’
energy production and consumption. Based on this fact, in [OR if a smart meter detects
a part of the TCRs is inconsistent with that computed based on its own recorded
readings, it can privately select one or more nodes from the validator group to
independently verify the TCRs again. We call such selected nodes as “Delegated
Validators”. The delegated validators can be selected by smart meter nodes through
certain random algorithms, making a third-party entity can hardly predict which nodes
will be selected as delegated validators; or they could be nodes the smart meter node
which launches the validation trusts. Moreover, a smart meter node can select more
than one validator to have them perform validation independently. Therefore, with this
design, a malicious executor needs to collude all the validators to make the incorrect
TCRs can be successfully recorded into the primary blockchain — this is expensive and
unrealistic when the number of the validators is large. Therefore, the proposed IOR can
ensure the cyber-security of the system.

Security analysis: We assume all the participants in the system are rationale. An
executor could maliciously make profit by transferring the deposited coins by traders
to its own digital account. To achieve this, the malicious executor needs to pay bribe
fee to each validator in the secondary blockchain with the amount that is larger than the
reward the validator can earn from disclosing the malicious behaviour of the executor.
Based on the notations defined in Table 3-1, only when the conditions in Eq. (3.5) are

satisfied, a malicious executor can make profit:
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where fran; represents the ith transaction of the total transactions the executor has
processed. k; is the number of S Ms who select the same DV; simultaneously and 0 < k;
< m. In P2P energy trading, the values of both m and » can be very large. Therefore, as
long as the value of y is not too small, the bribe cost z the malicious executor needs to
pay will be very large, making it difficult for the executor to make profit. This means

by properly settings the value of the deposit (v), the security of the IOR-based

blockchain system can be ensured.

TABLE 3-1. Nomenclature for IOR

Notation | Meaning

X; Profit that the executor can get from tran;

y Coins deposited by each participant in the primary blockchain

Bonus coefficient for revealing the misbehaviour of a malicious

¢ executor

Z; Bribe fee paid from a malicious executor to each validator
f Fee paid by each smart meter to a delegated validator

m Number of transactions processed by a malicious executor
n the number of validators in the secondary blockchain

In the rest of this section, we will introduce the execution processes of the two

types of transactions (ATs and STs) in the proposed system.

3.3.5 Execution of Energy Trading Transactions in Smart Contracts

Two smart contracts are designed for storing the information related to ATs. For
convenient purposes, they are called SC_DSar and SC_CRar and they are used for
storing the data (Eq. (3.1)) and the computation results of ATs, respectively. In the
proposed system, each participant is assigned with a reputation score, which is
initialised to be an integer rs. If a participant shows misbehaviours in energy trading,
its reputation score will be reduced by a fixed value . If the reputation score is below
a threshold /3, the transactions of the participant will not be considered to be valid. The

reputation scores are computed and stored in another smart contract called SC_EXEar,
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which contains the execution code of ATs and is processed in both of the primary and
secondary blockchains. The details of the execution procedures of SC_EXEar in both
blockchains will be introduced in Section 3.4. An AT is executed with 6 steps:

(1) Step I: Check if the address of the AT sender (i.e., the energy buyer) is equal to
ADDRy. If not, proceed to Step 6 to reduce the sender’s reputation score; otherwise,
proceed to Step 2.

(2) Step 2: Check whether the items of EP and EM in the AT have been signed by
the seller. If not, proceed to Step 6; otherwise, proceed to Step 3.

(3) Step 3: The nodes in the secondary blockchain access ADDR;, and ADDR; to
verify the traders’ balances of digital coins; they also verify the traders’ reputation
scores. The purpose of the verifications is to determine the validity of the AT. If there
is a trader cannot pass one of the two verifications, proceed to Step 6; otherwise,
proceed to Step 4.

(4) Step 4: Create a new “key-value” pair in SC_EXEar, where the key is ADDR),
and the value is the data of the AT. Then, proceed to Step 5.

(5) Step 5: The buyer and the seller deposit Ds+EPXEM coins and Dy coins in
SC_EXEar, respectively. The Dy coins will be used as the security deposit for the traders’
possible misbehaviours (as introduced later). The execution process terminates.

(6) Step 6: Reduce the reputation score of the AT sender by @ scores and discard
the AT. The execution process terminates.

Two smart contracts are designed for recording the data and the computation results
of STs, which are called SC_DSst and SC_CRsr respectively. A ST is executed in a
smart contract with the name of SC_EXEst. The procedures of executing a ST include
the following steps:

(7) Step 1: The ST’s validity is checked by comparing the values of the data items
EP, EM, ADDR;, DT, and DL in the ST (see Eq. (3.2)) and the values of these 5 data
items stored in the smart contract SC_EXEar with the key of ADDRy. If the values of
these data items in the 2 smart contracts are identical, it can be confirmed the AT and

the ST are from the same energy traders. The ST is then considered to be valid and the
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execution process proceeds to step 2. If the values are not the same, go to Step 5.

(8) Step 2: If the ST does not contain the buyer’s signature and the ST’s time stamp
has surpassed DL, the buyer will be punished while the ST will still be executed. F),x Ds
coins in the buyer’s deposit in SC_EXEar will be transferred to ADDR; as compensation,
where 0<F,<l is a penalty factor, and the rest (1-F,)*D; coins in the buyer’s deposit
will be “burned” by being transferred from SC EXEar to a “black hole” address
ADDRgy for which no participants in the system own the private key. The execution
process then terminates. Otherwise, if the ST contains the buyer’s signature or the ST’s
time stamp has not surpassed DL, go to Step 3.

(9) Step 3: (1) If Op=1, Ds coins deposited by the two traders of the ST will be
unlocked in SC_EXEar and be sent back to the addresses of ADDR), and ADDR;, and
the execution process terminates. (ii) If O»=0, proceed to Step 4.

(10) Step 4: A dispute arbitration process is performed based on the seller’s smart
meter data: If Z:? Ps x At < EM, the buyer will get additional compensation fee of

F,xD;s coins from the pledged tokens of the seller, and the remaining (1-F,)*D; coins
will be sent to ADDRpy. Otherwise, the seller will get F,x Ds coins as compensation and
the remaining (1-F,)*Dy coins from the buyer’s deposit will be sent to ADDRpr. The
execution process terminates.

(11) Step5: Reduce the reputation score of the ST sender by e scores and discard
the ST. The execution process terminates.

Note that the “burning” mechanism in Step 2 of the deposit is set up for resisting
the Distributed Denial of Service (DDoS) attack, in which a malicious node could create
two identities to act as a buyer and a seller at the same time and submit tremendous
invalid transactions to break down the primary blockchain. With the “burning”
mechanism, nx(1-F,)*D; coins will be incurred as the cost of launching a DDoS attack
with # invalid transactions; this will make a rational attacker to give up launching DDoS
attacks.

Additionally, there are another 2 smart contracts executed by the validators to
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verify the results recorded in SC_CRar and SC_CRsr, respectively. For convenience

purpose, we call them as verify smart contracts (SC_VERIFY).
3.4 Overall Operation Workflow of the Proposed System

Based on the discussion in the previous sections, this section summarises the operation
workflow of the proposed system (depicted in Figure 3-4. Operation workflow of the

proposed system.). There are 5 major steps in the system’s operation:
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FIGURE 3-4. Operation workflow of the proposed system.

(1) Step 1: When multiple transactions are sent to the system, the primary
blockchain executes the smart contract SC_DSar (for ATs) or SC_DSst (for STs) to
record the data in the transactions into the primary blockchain. New blocks are
generated, where each block stores the data of a certain number of transactions.

(2) Step 2: For each newly generated block, an executor and a validator retrieve the
data in the block and execute the smart contract SC_EXEar (for ATs) or SC_EXEst (for
STs) locally.

(3) Step 3: The executor packages its TCRs as a transaction, which subsequentially
invokes the smart contract SC_CRar or SC_CRsr in the primary blockchain. Then, a

new block in the primary blockchain is generated to record the TCRs of transaction sent
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by the executor in the corresponding smart contracts.

(4) Step 4: The validator retrieves the TCRs stored in the block generated in Step 3
and compare it with that generated by itself through executing the smart contract
SC_VERIFY locally.

(5) Step 5: if the computation results produced by the executor and the validator
are inconsistent, the validator sends a controversial transaction to invoke the smart
contract SC_EXEar or SC_EXEsr in the primary blockchain. The corresponding smart
contract will be executed to determine which TCRs are valid. This step can also be

performed by delegated validators.

3.5 Experiments

Simulation is conducted to validate the proposed system. The implementation of the
proposed blockchain system and the simulation result of the blockchain-based P2P

energy trading are reported and discussed in the following sections.

3.5.1 Implementation of the Blockchain System

We implement the proposed system based on an enterprise blockchain project FISCO
BCOS [129]. FISCO BCOS is an open-source blockchain platform that supports the
deployment of customised smart contracts subjected to different application scenarios.
It provides an interactive, scripting environment for the user to build blockchain,
develop smart contracts and monitor the system’s performance. We use the Solidity
scripting language to program the smart contracts presented in the previous sections in
FISCO BCOS, which are executed in the Ethereum virtual machine. We implement the
primary and secondary blockchains using the fundamental components (e.g., the PBFT
consensus, the P2P communication protocol and the RocksDB storage engine) provided
by the platform. The maximum number of P2P energy trading transactions that can be
recorded in a block in the primary blockchain is set to be 300.

We deploy the blockchain system built in FISCO BCOS in a virtual server created
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in Alibaba Cloud [130]. The server is configured with the Ubuntu operating system,
120 Gigabyte storage, SMbps bandwidth, 16 cores, and 32-Gigabyte memory. Alibaba
Cloud provides interactive interfaces to manage the computing resources in the cloud

in an on-demand manner.

3.5.2 Evaluation Metrics

We measure the performance of the system in terms of the following metrics:

(1) Execution time of a number of concurrent transactions, which is the time
duration between the time when a batch of transactions are submitted concurrently and
the time when all of them are recorded into the blockchain.

(2) Throughput, which means the rate at which the valid transactions are recorded
into the blockchain, i.e., the number of recorded valid transactions per second.

(3) Gas consumption unit. The gas consumption reflects the computational
intensity of a task in smart contracts. Since the gas consumption amount is usually a
large number, for convenience purposes, we define the amount of 124,000 gas as 1 unit
— in the implemented prototype system, this is the amount of gas consumed by
executing the smart contract SC_DSar. The gas consumption units of all the smart

contracts in the system are shown in Table 3-2 and Table 3-3.

TABLE 3-2. Overview of the smart contracts in the proposed system (i)

Type SC DSAT SC _CRAT SC EXEAT SC DSST

Location Primary Primary Both Primary
blockchain blockchain blockchains blockchain

Function Record data of | Record TCRs | Execute ATs Record data of STs
ATs of ATs

Gas 1 unit 0.95 units 6.9 units 1 unit

consumption
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TABLE 3-3. Overview of the smart contracts in the proposed system (ii)

Type SC _CRST SC _EXEST SC_VERIFY

Location Primary Both blockchains | Both
blockehain blockchain

Function Record TCRs | Execute STs Verify the TCRs from the
of STs executor

Gas consumption 0.95 units 11.2 units 2.1 units

3.5.3 Evaluation Result and Discussion

We run the implemented prototype system in the Alibaba Cloud to execute P2P energy
transactions. For comparison purposes, we implement a benchmark system in FISCO
BCOS and Alibaba Cloud as well, which is a conventional, single-blockchain system.
In the benchmark system, the smart contracts for executing ATs and STs, i.e.,
SC _EXEar and SC_EXEsr are deployed and the fundamental components such as the
consensus protocol, are the same as the primary blockchain in the proposed system.
We compare the performance of the proposed and benchmark systems in terms of
the aforementioned metrics. We simulate 1,000 concurrent P2P energy trading
transactions, and Figure 3-5 shows the comparison of the total execution time in
executing the 1,000 transactions in the primary blockchain under the proposed and the
benchmark systems. As shown in Figure 3-5, we evaluate these metrics in both systems
by setting the number of nodes in the primary blockchain (or in the sole blockchain in
the benchmark system) to be 10, 20, and 30 configured with 0.5 CPU cores, respectively.
Figure 3-5 shows that in the proposed system, it only takes about 2.7 seconds, 3.4
seconds, and 4.3 seconds for executing the 1,000 concurrent transactions in the primary
blockchain with 3 different sizes, which are significantly lower than those in the
benchmark system. This is because in the proposed system, the primary blockchain only

needs to execute SC_DSar and SC_DSsr for recording the data from ATs and STs, and
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each task only consumes 1 unit of gas; in the benchmark system, the blockchain needs
to execute SC_EXEar and SC_EXEst for executing ATs and STs, and these two tasks
consume 6.9 and 11.2 units, respectively. The results clearly show that by mitigating
compute-intensive tasks into the secondary blockchain, the computational efficiency of

the primary blockchain can be largely enhanced.
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FIGURE 3-5. Comparison of the primary blockchain and the benchmark system on the
execution time.

The throughput of the system significantly depends on the number of the nodes in
the primary blockchain and the computing power of the nodes. Figure 3-6 shows the
measured throughput of the system implemented in FISCO BCOS and Alibaba Cloud
with 5-node and 10-node configurations. It can be clearly seen that with the increase of
the number of CPU cores in the cloud, the throughput of the system increases in an
approximately linear manner. Also, when there are more nodes in the primary
blockchain, the computational cost of the PBFT mechanism will increase; as a result,
the system throughput will decrease. For example, when the number of CPU cores is
1.5, the system throughput in the 10-node is about 706tps, while that in the 5-node case
is about 804tps. In real-world applications, the number of nodes in a blockchain is
usually larger than 10, and this will further decrease the system throughput. From the

authors’ perspective, when practically applying the proposed system, the throughput
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can be expected to be larger than 1,000tps through properly configuring the computing
power and the number of nodes in the primary blockchain.
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FIGURE 3-6. Throughput test with the change of CPU cores.

The total execution time of the 1,000 STs in the proposed system is roughly 17.5
seconds, in which about 15 seconds are spent on executing and verifying the STs and
around 2.5 seconds are spent on generating blocks and internal communication.
Obviously, this computation performance can satisfy the requirement of P2P energy
trading where the trading interval is usually on hourly or minute basis.

We further compare the gas consumption of the benchmark and the proposed
systems. Figure 3-7 shows the units of gas consumed by the 2 systems for processing
1,000 ATs and 1,000 STs under 10-, 20-, and 30-node settings. It can be seen that the
amount of gas consumed by the proposed system is significantly less than the gas
consumed by the benchmark system. This is because that in the proposed system, the
compute-intensive smart contracts (i.e., SC_EXEar and SC_EXEsr) are only executed
by an executor and several validators in the secondary blockchain; in contrast, they
need to be executed by all the nodes in the benchmark system. As a result, such as gas
consumption difference is more obvious with the increase of the nodes in the blockchain,

as that has been reflected in Figure 3-7.
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Figure 3-7. Gas consumption unit comparison in both systems.

We further compare the proposed IOR mechanism and the existing OR mechanism
(from the Arbitrum system [39]) in terms of gas consumption and transaction settlement
time under different number of transactions (this corresponds to STs in the proposed
system). In this comparison, the numbers of nodes in the primary blockchain in both
systems (i.e., the proposed blockchain system and Arbitrum) are fixed at 10. We
simulate 2 situations: (1) without dispute for the transactions, meaning that there are no
different opinions from the participants for the transactions; and (2) with dispute,
meaning that the system receives disputes for some of the TCRs. In the proposed system,
for each disputed ST, 1 delegated validator is selected to perform validation for the
disputed ST; in Arbitrum, for each disputed transaction, 1 validator is selected for the
same purpose. The comparison result is reported in Table 3-4, Table 3-5, Table 3-6.

The result reveals that the conventional OR is slightly more efficient in terms of
gas consumption. For example, in the situation without dispute, when there are 4,000
transactions, the proposed system consumes 178,900 units of gas to process them, while
that under the conventional OR is 134,100 units. This additional gas consumption is
due to the transaction validation work in the proposed system: as we have presented in
the previous sections, in the proposed system, a ST is always validated by the

validator(s) in the secondary blockchain and are settled once it passes the validation. In
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contrast, in the conventional OR, a transaction will not be immediately settled; instead,
the system will wait a certain period (e.g., a week) for any possible disputes. In the
meantime, when there are disputes proposed by other participants for a ST, the
“delegated validator” mechanism (presented in Section 3.3) in the proposed system is
triggered immediately to provide extra validation for the disputed ST; the disputed ST
then can be settled after it is validated. This is reflected in the 4th row of Table 3-4,
Table 3-5, Table 3-6, which shows that no matter there are disputes or not, the STs can
be settled in a short time range. In summary, the comparison result shows that although
the proposed IOR mechanism consumes more gas than the conventional OR, it can
facilitate the transactions to be promptly settled without being delayed for a long
challenge time. This indicates the proposed mechanism is more applicable to the P2P
energy trading environment where each participant usually frequently forms energy

trading transactions with other participants.

TABLE 3-4. Comparison between the IOR and the conventional OR under 1,000 STs

1,000 STs
Without With disputes | With disputes
disputes for 2% of STs | for 5% of STs
Gas consumption (units) 45,600 47,840 51,200
IOR Total settlement time
17.5 17.9 18.7
(seconds)
Gas consumption (units) 34,400 36,640 40,000
Conventional
Total settlement time
OR A week N/A N/A
(seconds)
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TABLE 3-5. Comparison between the IOR and the conventional OR under 2,000 STs

2,000 STs
Without With  disputes | With disputes for
disputes for 2% of STs 5% of STs
Gas consumption (units) 90,200 94,680 101,400
IOR Total  settlement  time
30.5 314 33.1
(seconds)
Gas consumption (units) 67,800 72,280 79,000
Conventional
Total  settlement  time
OR A week N/A N/A
(seconds)

TABLE 3-6. Comparison between the IOR and the conventional OR under 4,000 STs

4,000 STs
Without With disputes | With  disputes
dispute for 2% of STs | for 5% of STs
Gas consumption (units) 178,900 187,860 201,300
IOR Total settlement time
68.3 69.9 73.6
(seconds)
Gas consumption (units) 134,100 143,060 156,500
Conventional
Total settlement time
OR A week N/A N/A
(seconds)

3.5.4 Demonstration of P2P Energy Trading in The Proposed System

As a case for demonstration, we simulate 15 participants of P2P energy trading, which
include 12 energy prosumers that are equipped with photovoltaic solar panels and/or
wind turbines and 3 pure energy consumers. The power load data of the 15 participants
are modified from the Australian “Smart Grid, Smart City” dataset [131]. We use the
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solar radiation and wind speed data that have been reported in [132] to simulate the

wind and solar power output following models:

I)tpv =]t><A><77’

(3.6)
4P — 7 xD?
4 7 (3.7)
0, if v, <v"
%x px A" xv?, ifv" <y, <y
thind — ,
1 : .
EXPX Abld % (vmte )3’ lf vmte < V, < Vout
b out
0, if v <, (3.8)

where PP” is the power output of the solar panel (kW); I, represents the solar
radiation density at the th time slot (kW/m?); 1 denotes the energy conversion factor
of the solar panel (%); 4 is the surface area of the solar panel (m?); P}*"™¢ denotes the
wind power output at the #-th time interval (kW); p is the air density and is set to be
1.3kg/m?; v,, v"%€ and v°% are the cut-in, rated and cut-out wind speed of the wind
turbine, respectively (m/s); AP is the blade’s swept area (m?) and D is the blade’s
diameter (m). v, denotes the wind speed at the ¢th time interval (m/s).

We simulate 194 energy trading transactions among 15 participants. Figure 3-8
shows the distribution of the transactions in a day. A total of 35.98 kWh energy is traded
in the 194 transactions; as a result, a total revenue of 7.6 is created for the 12 prosumers
over 1-day operation. A total of 4.2 seconds is spent on processing the transactions in
the proposed system. Figure 3-9 shows the profiles of the power load, renewable power

and P2P energy trading amounts of a typical prosumer.
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FIGURE 3-9. Profiles of power load demand, renewable power generation, and P2P
energy trading amount of a typical prosumer.

3.5.5 Case Study of Reputation Mechanism

We design a simple and representative case to demonstrate how the reputation
mechanism in the proposed system works. For the above 15-participant system, we set
the participant #14 to be malicious (e.g., it purposely does not output the contracted
energy to the buyer). For the reputation mechanism presented in Section 3.3.5, we set

the parameters rs, e and /5 to be 30, 10 and 10, respectively and set Dy and F), to be 1
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and 0.5, respectively (the meaning of these parameters can be found in Section 3.3).
We assume the participant #14 misbehaviours twice, at the time slots of 8§ am-8.30
am and 1 pm-1.30 pm, respectively. Therefore, after 1.30 pm, the reputation score of
participant #14 is less than 10, making it unable to participate in energy trading anymore.
Furthermore, based on the deposit mechanism for SC_EXEAT and the punishment
mechanism for SC EXEST (see Section 3.3.5), the participant is punished twice
correspondingly and it loses 2xDs=2 coins. The 2 participants who trade energy with
the participant #14 at the 2 time slots then receive compensation of F,xD;=0.5x1=0.5
coins that are from the deposit of the participant #14 in a smart contract. This case
shows the proposed system can effectively benefit honest traders and punish malicious

traders, and this can hence enhance the trustworthiness of the system.

3.6 Chapter Summary

This chapter studies blockchain-supported P2P energy trading. It proposes a dual-
blockchain system integrated with IOR to separate data recording and arbitration from
compute-intensive settlement execution. The primary blockchain stores valid
transaction data and TCRs and arbitrates controversial TCRs, while the secondary
blockchain executes settlement computation. The experiments in Section 3.5 show
lower execution time and gas consumption than the single-chain benchmark under the
evaluated settings. The case study further illustrates how the reputation mechanism can
penalise trading misbehaviour.

The economic security analysis in Section 3.3.4 assumes rational participants.
Under this assumption, properly setting y according to Eq. (3.5) makes executor-
validator collusion economically unattractive. For irrational participants that accept
economic loss to disrupt the P2P energy trading system, Eq. (3.5) does not provide a
sufficient deterrent. IOR can help expose inconsistent transaction computational results.

However, IOR does not by itself directly address the attacks launched by irrational
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executors. For example, the executors may incentivise validators with higher bribes,
even if it results in a negative payoff. Future work should therefore design mechanisms
that can provide system security even under irrational participants, such as the
Byzantine tolerant mechanisms proposed in Chapter 4, Chapter 6 and Chapter 7.
Although the direct application in this chapter is P2P energy trading, the design
may support other transaction-heavy smart-grid applications after adaptation. Such
adaptation would need to redefine the transaction format, smart contracts, validator-
selection process and dispute conditions for the target application. These extensions are

not evaluated in this chapter and remain future work.
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CHAPTER 4

Leaderless Byzantine Fault Tolerance Protocols

Leaderless Byzantine fault tolerant (LBFT) protocols enable all replicas to propose
batches in parallel, aiming to fully harness all replicas’ hardware resources. However,
they face two critical drawbacks: redundant broadcasts (RB), which exhausts system
bandwidth, and transaction censorship (TC), which undermines system security.
Moreover, the issues of RB and TC will be exacerbated under the mobile adversary who
can continuously corrupt replicas. To evaluate the mobile adversary in LBFT settings,
we introduce a recovery-based corruption model. Our analysis reveals that under the
corruption model and a restricted asynchronous network model, the TC rate reaches
76%. To tackle the issues of RB and TC under these models, we propose m°, a protocol
that mitigates RB and TC by eliminating invalid transactions and mapping a valid
transaction to solely 7 replicas; and develop TBG, a protocol that mitigates RB under
adversarial attacks. In simulation, TBG-based LBFT protocols achieve nearly zero TC
rate under the proposed recovery-based corruption model, the restricted asynchronous
network condition and corresponding attacks. Simulation results show that compared
to a hash space method-based LBFT protocol, our TBG-based LBFT protocol improves
measured admitted-transaction throughput and simulated latency by up to 14.95% and
12.89x% respectively and reduces per-replica memory overhead by up to 33x. Overall,
this work takes a first step toward studying LBFT under the recovery-based corruption
model, and it motivates scoped protocol-agnostic batch-generation mechanisms as a
promising research direction for securing LBFT protocols.

This chapter is based on the author accepted manuscript of: T. Yu, F. Luo and B.
Yu, “TBG: A Batch Generation Mechanism for Leaderless Byzantine Fault Tolerance
Protocols,” accepted for publication in IEEE Transactions on Information Forensics and
Security, 2026. © 2026 IEEE. Reprinted, with permission. This thesis includes the

accepted manuscript version, not the final published version.
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4.1 Introduction

Leaderless Byzantine Fault Tolerant (LBFT) protocols have gained renewed attention
as the core framework underlying decentralised ledgers, e.g., blockchain [133]. These
protocols realise the atomic broadcast abstraction [134] — all correct replicas that follow
protocol rules deliver an identical, totally ordered sequence of transactions despite the
presence of Byzantine replicas that may arbitrarily deviate from protocol rules. LBFT
protocols have two merits compared to other types of BFT protocols (e.g., leader-based
BFT protocols [135-140]). First, they allow all replicas to propose their own batches of
transactions (or sub-blocks) in parallel within each specified period, known as an epoch.
By harnessing the combined hardware capacity of all replicas, LBFT protocols boost
overall resource utilisation. Consequently, as the replica count increases, LBFT
protocols may process a greater number of transactions per epoch. Second, LBFT
protocols ensure that no individual replica can halt its underlying system, thereby
negating the need for leader recovery mechanisms [136-138].

Despite their theoretical robustness, LBFT protocols face two key challenges. First,
replicas independently broadcast batches of transactions, causing the same transaction
to be broadcast multiple times — a phenomenon termed as redundant broadcasts (RB)
[141-148]. RB wastes precious bandwidth of replicas, which in turns degrades protocol
efficiency. As demonstrated in [146], adversaries can exploit RB to degrade system
throughput by a factor of N, where N is the number of replicas. Second, transaction
censorship (TC) can arise in LBFT protocols [141, 149]: if a transaction is received
only by Byzantine replicas, the transaction can never be broadcast, which undermines
system security. We now review the state-of-the-art solutions designed for mitigating

the two challenges.

4.1.1 Countermeasures on Redundant Broadcasts

There are two main approaches to mitigate RB. One approach, the random selection
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model [141], mitigates RB by having a replica randomly select ¢ transactions from its
memory containing T transactions. However, its effectiveness diminishes
significantly as t approaches T . Another approach, as in [145-147], maps a
transaction tx to a hash space by computing the hash of tx’s sender identifier (SID)
concatenated with tx’s timestamp. This hash space-based method (HSM) restricts a
replica to processing transactions in only one hash space per epoch, thereby resolving
RB. There are also some approaches that mitigate RB by altering the design of LBFT
protocols [142-144, 148]. Among them, only HSM can — without any redesign of LBFT
protocols — guarantee that each transaction is broadcast exactly once. However, HSM
has three key shortcomings:

(1) In LBFT protocols, timestamps of transactions must not be fully deterministic -
otherwise the resulting hash space of a transaction becomes predictable, enabling
adversaries to delay or censor the transaction [146]. Conversely, non-deterministic
timestamps of transactions introduce a new attack surface by allowing malicious
senders to manipulate their timestamp values. Specifically, as shown in Figure 4-1(a),
a malicious sender can generate M versions of a transaction tx — where M equals
the number of hash spaces — each bearing a unique timestamp. By properly selecting
each timestamp, the M different timestamps cause every version of tx mapped into
a distinct hash space. As a result, every replica will broadcast tx under this context.

(1)) Under an asynchronous network model, HSM fails because a scheduler
introduced by the model can impose arbitrary finite delays on messages between any
pair of system participants [ 150]. As shown in Figure 4-1(b), suppose that responsibility
for hash space m is assigned to replica 1 in the epoch indexed by e and to replica 2
in the epoch indexed by e + 1. 1) The scheduler forces replica 1 to remain stuck in
epoch e —1 while pushing replica 2 to advance to epoch e + 1. Then, replica 2
broadcasts the transactions in hash space m at the start of epoch e + 1. 2) The
scheduler withholds replica 2’s broadcasts and push replica 1 proceed to epoch e. As
replica 1 cannot receive replica 2’s broadcasts, it broadcasts these transactions in hash

space m again.
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FIGURE 4-1. Illustration of the two attack scenarios and our corresponding defences. (a)
Attack model specified in shortcoming (i). (b) Attack model specified in shortcoming
(i1). (c¢) m*'-based method designed for resolving shortcoming (i). (d) TBG-based
method designed for resolving shortcoming (ii).

(ii1) Since each replica is restricted to broadcasting a limited-size batch (e.g., 2,000

transactions from an identical hash space) under HSM’s design, when an onslaught of
transactions is naturally or deliberately sent to the LBFT network in each epoch,
transactions may accumulate in a hash space and cannot be broadcast promptly.
Although HSM is effective for resolving RB, no prior work considers the attacks
on HSM as in Shortcomings (i)-(ii1). Accordingly, the first research question is whether

an approach exists that can overcome HSM'Ss three shortcomings?

4.1.2 Countermeasures on Transaction Censorship

Current countermeasures against TC of LBFT protocols are predicated on two

corruption models [151-167]: Static (the adversary corrupts f replicas before
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execution [151]) and Adaptive (the adversary dynamically corrupts up to f replicas

during execution [158]). Guided by this f-threshold assumption, protocols like Direct

Acyclic Graph (DAG)-based LBFT protocols [159-167] (e.g., Bullshark [152]) or

Asynchronous Common Set (ACS)-based LBFT protocols (e.g., Dumbo [142]),

systems enforce a “safety in numbers” strategy: a client must send its transaction to at

least f + 1 replicas. Since the adversary cannot corrupt more than f different nodes
under the assumption, at least one recipient remains correct and can broadcast the
transaction. With the “safety in numbers” strategy, protocols develop other properties,

e.g., data availability [154] and strong validity [142] properties, to ensure the eventual

delivery of correct replicas’ batches.

However, unlike the static or adaptive models which defines an adversary who have
finite budget to corrupt at most f replicas, in real-world setting, there exists a “mobile
adversary” who can corrupt every replica over time: by allowing compromised replicas
to “recover” (reset to a correct state), the adversary frees up its attack resources to
corrupt new targeted replicas continuously [168-173]. In an asynchronous network, this
creates a critical vulnerability which we term the “Corruption-Chasing Attack” (CCA):
e The Delay: The asynchronous scheduler can delay the specific correct replicas

holding a client’s transaction (due to network congestion or malicious scheduling).

e The Chase: During this delay, a mobile adversary can identify the replicas holding
the transaction and sequentially corrupt these identified replicas.

e The Erasure: Once an identified correct replica is corrupted, the adversary deletes
the transaction from the replica’s memory before the transaction is broadcast.
More seriously, because standard asynchronous LBFT protocols typically limit the

batch size of each replica per epoch to prevent from Distributed Denial of Service

(DDoS) attacks [141], even if a transaction is received by a correct replica, it may not

be able to broadcast it immediately when the number of transactions in its memory is

larger than the batch size. This further exacerbates the probability of TC under high
network congestion periods where each correct replica’s memory pool is full of

transactions ready to be broadcast.
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To our knowledge, no research has investigated LBFT protocols under recovery-
based model. Thus, the second research question is that under a well-defined mobile-
adversary corruption model and attacks crafted under the restricted asynchronous
network model, is TC rate non-negligible (theoretical gap), and if so, how can we

significantly reduce TC rate?
4.1.3 Contributions

This work addresses the above two key research questions: the challenges posed by RB
and the theoretical gap in TC. First, we propose a protocol m® to solve the
shortcomings (i) and (iii). To address shortcomings (i), m* leverages a deterministic
vet presently unpredictable value to replace the above non-deterministic timestamps
design. As shown in Figure 4-1(c), for a transaction tx, a hash value (denoted as e/)
is uniquely determined in the epoch when tx is disseminated by its client. Notably,
e/ is unpredictable by adversaries, making them unable to predict the recipients of tx
before e/ is public. To mitigate shortcoming (iii), an array function [158, 174] is first
adopted by m? to randomly select 7 replicas based on the value e/. Then, the
function generates an array, in which the 7 replicas’ indices are orderly listed. Finally,
to reduce replicas’ memory overhead, tx is sent only to the 7 replicas (7 < f).
Second, this chapter proposes Transaction Batch Generation (TBG), a m*-based
batch-generation protocol for addressing the scheduling weakness in shortcoming (ii).
TBG delays batch eligibility: a transaction zx sent to the Leaderless Byzantine Fault
Tolerance (LBFT) network at epoch e can be selected for broadcast only from epoch
e + k, where « is the network-skew parameter. TBG then applies the grouping-strided
construction in Figure 4-1(d). Each replica first uses m* to place received valid
transactions into T buckets and then partitions these buckets into G groups. This
schedule gives a transaction up to G broadcast opportunities while allowing later groups
to observe whether an earlier group has already BC-delivered the transaction. As a

result, TBG bounds post-delivery redundant broadcasts (RB) to one replica group.
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Theorems 4.2 and 4.4 quantify the corresponding RB bound and transaction censorship
(TC) rate.

We define M4S, a network model which is more restricted than the standard
asynchronous network model [150]; we define MR¢, a recovery-based corruption
model in which a mobile adversary can continue corrupting replicas; we define two
attacks to exacerbate the issues of RB and TC. We evaluate that under the HSM-based
LBFT protocols, the TC rate can reach 76% under the above conditions. By replacing
HSM with TBG, the simulated LBFT protocols obtain low RB and near-zero TC rate
under these models and attacks. Moreover, under the assumptions stated in Section 4.2,
we prove that TBG does not modify the batch broadcast or block agreement primitives
of the scoped LBFT protocols. The contributions of this paper are listed as follows:

1. We analyse the TC rate of LBFT protocol under the above network model,
corruption model, and two attacks.

2. We introduce m*, a protocol that counters Shortcomings (i) and (iii) and
mitigates the issue of TC.

3. We propose TBG, which introduces a waiting period to resolve shortcoming (ii)
and employs a grouping-strided construction to mitigate the issues of RB and TC.

4. Our simulation results show that the rate of TC of TBG-based LBFT protocol is
near zero even when 7 < f, and that each transaction is broadcast, on average, three
times under the above conditions. Our simulation results also show that the TBG-based
protocol outperforms the HSM-based protocol in terms of admitted-transaction
throughput, simulated latency, and per-replica memory overhead.

The remainder of this Chapter is organised as follows. Sections 4.2 and 4.3
introduce necessary background and system models the LBFT protocols rely on.
Sections 4.4 and 4.5 detail the proposed protocols m* and TBG. Section 4.6 presents

the simulation results. Section 4.7 concludes the Chapter.
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4.2 Background

We consider a LBFT system that progresses in discrete epochs, with the e-th epoch
indexed by e (e € N). Two primary participants exist: N replicas and C clients.
Replicas are indexed by n (n € [N]), where [N] is short for {1,2,.., N}. Clients are
indexed by ¢ (c € [C]). There is an adversary <A who possesses finite resources and
can control a fraction of participants. Participants controlled by A, known as
Byzantine participants, may behave arbitrarily, whereas those not under A’s control
are correct and adhere to protocol rules. We consider the adversary controls a proportion
of p¢ clients of the C clients, while the controlled replicas are defined in the recovery-
based corruption mode. Communication between participants is over authenticated

channel link.

4.2.1 Atomic Broadcast Protocol

We consider an atomic broadcast LBFT protocol P4B¢. Many asynchronous LBFT
protocols — both ACS-based (e.g., HoneyBadgerBFT [141], Dumbo [142]) and DAG-
based (e.g., Shoal [161]) — fit the following two-layer structure in each epoch e:

Batch Broadcast [175]: Each replica broadcasts one batch through a broadcast
primitive (e.g., variants of reliable broadcast (RBC) [141] or provable broadcast (PB)
[142]).

Block agreement: An agreement primitive (e.g., Asynchronous Binary Agreement
(ABA) [141] and Multi-Value Byzantine Agreement (MVBA)) [142]) establishes a total
order over batches. In DAG-based LBFT protocols, the block (vertices) agreement
primitive is then replaced by a total-order algorithm which is locally executed by
replicas [161].

Certificate: A certificate of a batch refers to a batch recovery proof under LBFT
protocols [142]: if a correct replica obtains a valid certificate of a batch, then the batch

is recoverable by every correct replica. The certificate can be a threshold signature [144]
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or others [154]. With the certificate, LBFT protocols can develop the strong validity
property [142] to defend against TC. PABC considers a certificate-based three-
message-flow batch broadcast primitive:

Three-message-flow: In this Chapter, “three-message-flow” refers to a three-round
communication of a certificate-based batch broadcast primitive: (F1) Batch
dissemination (a replica broadcasts its batch or the dispersal metadata of its batch); (F2)
Share dissemination (replicas multicast signed echoes/votes/shares, e.g., a threshold
signature share, which are building blocks to generate a certificate); and (F3) Certificate
dissemination (once a correct replica obtains a valid certificate, it broadcasts the
certificate).

We assume that the considered P“45¢ has the following four properties under the
defined LBFT system:

Agreement: If a correct replica ABC-delivers tx., then every correct replica
eventually ABC-delivers tx,.

Integrity: For tx., every correct replica ABC-delivers tx. at most once.
Moreover, if a correct replica ABC-delivers tx. with replica n, then tx. was
previously broadcast by replica n.

Strong Validity: 1f there exists a valid certificate for a batch such that a correct
replica has broadcast it, then every correct replica eventually BC-delivers the batch and
ABC-delivers the transactions (generated by correct clients) in the batch.

Total order: 1f a correct replica ABC-delivers tx, before ABC-delivering tx,
then no correct replica ABC-delivers tx; without first ABC-delivering tx, (a # b,
a € [C], b €[C)).

Specifically, ABC-delivery of tx. by a replica means tx. is orderly included in
the ledger of the replica; BC-delivery of a batch means the batch has been treated as
valid (but not ABC-delivered) by sufficient replicas (e.g., 2f+1 replicas). We further
define a property regarding TC:

Y-censorship resistance. If correct client ¢ disseminates its transaction tx. to T

distinct replicas (7 < N), tx. is eventually ABC-delivered by all correct replicas with
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a probability of y.

In summary, this paper focuses only on P45¢ who preserves strong validity
property under standard static or adaptive corruption models, as they are more robust
to defend against TC compared to the protocols without the property.

Scoped LBFT protocol PABC, PABC g scoped by three conditions. First, if the
same transaction appears in more than one ABC-delivered batch, all correct replicas
apply the same deterministic rule and keep only the occurrence in the earliest ABC-
delivered batch. Second, once a correct replica BC-delivers a batch certificate, the
certificate and the corresponding batch are stored persistently so that a recovering
replica can retrieve them later. Third, the protocol can progress in an epoch even when
a correct replica has no eligible transaction to include in its batch, e.g., by broadcasting
an empty batch. Notably, the three conditions have already achieved by corresponding
strategies without modifying the batch broadcat and block agreement primitives.

Hash-space method (HSM). Before the execution of batch broadcast primitive,
each replica needs to receive transactions from clients and select transactions to
generate their batches. HSM is the protocol designed for transaction management and
selection. HSM mitigates RB in P4B¢ by partitioning a replica’s memory into N hash
space-based buckets. Buckets are deterministically managed by replicas in a rotating
manner (e.g., replica 1 manages bucket 1 in epoch 1 and bucket 2 in epoch 2). A client
maps a transaction to a bucket indexed by BID using its identifier ID and a timestamp
ts: BID = H(ID|ts)modN, where H(:) is a hash function and “|” is a concatenation
operation. Notably, ts is non-deterministic, and a client can choose its own ts from
a specific time range. We consider that HSM integrates the random selection method:
in an epoch, if a replica’s managed bucket contains more than B transactions, the replica
randomly selects B transactions from the bucket, which further mitigates the issue of

RB.
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4.3 System Model

This section first articulates the proposed restricted network model, followed by the
recovery-based corruption model. Finally, we define the transaction model — a crucial

design for the proposed protocol ©* to detect invalid transactions.
4.3.1 Restricted Network Model

To analyse scheduling attacks on LBFT batch generation, this section defines the
restricted network model M“45. The standard asynchronous network model permits
arbitrary finite message delays [150]. M4S is more restricted: epoch duration remains
unpredictable, but the scheduler is constrained by local-epoch skew and message delay.
At global time ¢, let e, = e, (t) be the local epoch index of a correct participant p.
Here, p € [C] when the participant is a client, and p € [N] when the participant is a
replica. Let e, = e4(t) be the global epoch index, defined as the highest epoch index
reached by at least one correct participant at time . The functions e,(-) and e4(-) are
monotone non-decreasing. The local epoch e, means that p has seen the ABC-
delivered block from epoch e,-1 but has not yet seen the ABC-delivered block from
epoch e,. M4 introduces x to bound the distance between local and global epoch
indices:
0<eI(t) —e,(t) <k —1,k={12} (4.1)
The constraint Eq. (4.1) stipulates that any correct participant cannot lag behind the
fastest one by more than one epoch.
Let a correct participant p send a message m to a correct participant g at global
time ty. Let g first buffers m in its memory at global time t,; M%S then

introduces the message-based “rubber-band” constraint:
0 < leg(t,) —ep(ts)| <k —1,t >t (4.2)

The constraint Eq. (4.2) mandates that message delivery between correct

participants is delayed by at most one epoch, even if the epoch duration is unpredictable
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(i.e., t, — tg is unknown).

The parameter k is the network-skew bound used in Eq. (4.1) and Eq. (4.2). It
limits how far a correct participant’s local epoch and buffered messages can lag behind
the global epoch. These constraints are used only for the censorship analysis of batch
generation. The agreement, integrity, strong validity and total-order properties are
inherited from P4B¢. Because participants observe only local epochs, this chapter uses
“local epoch” whenever a statement is made from a participant's perspective. Otherwise,

“epoch” refers to the global epoch.

4.3.2 Recovery-based Corruption Model

Classical proactive and intrusion-tolerant systems extend leader-based state machine
replication (e.g., PBFT) with periodic recovery or rejuvenation of replicas, so that a
mobile adversary can compromise different nodes over time while controlling at most
f replicas at any moment [168-173]. However, these works solely target leader-based
BFT protocols and focus on system-wide safety and liveness, rather than on fine-
grained transaction censorship in asynchronous LBFT protocols.

To capture dynamic adversarial behaviours and the ability of replica recovery in
asynchronous LBFT protocols, we define a recovery-based corruption model M R¢
tailored to the above epoch structure and the asynchronous network model M45:

MRC, Under the network model M4, at any global time t, there are two time-
metrics, i.e., global epoch and local epoch. To avoid ambiguity, MEC introduces three
definitions:

e Areplica has only one state at any time t. For instance, if replica n (n € [N])
is correct at global epoch e9(t), replica n is also correct at epoch e, (t),
and vice versa.

¢ In each epoch, a replica has only one state.

e A mobile adversary A always perceives the global epoch, i.e., e = e9(t)

at any global time t.
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For N replicas in the system, <A has two kinds of power:
Static Byzantine set: At initialisation of P48, A permanently controls a fraction

B of replicas. These replicas are Byzantine for the entire protocol execution.

p

Mobile Byzantine set: The rest of replicas form the recoverable set S® of size
(1 —p®)N.Ineachepoch e9, A uses its finite resources to attack at most £ replicas
from SR. Attacked replicas do not become Byzantine instantly:

e Ifreplica n is attacked at epoch e9, it becomes actively Byzantine at the
start of epoch e9 + A, where A is the corruption latency (measured in
epochs);

e Upon becoming Byzantine at epoch e9 + A, replica n remains under A’s
control during the epoch period in Eq. (4.3):

ed+Aed+A1+1,..,e9+ 1+ [eA]l—k—1 (4.3)

e Fromepoch e9 + 1 + [ed] — k onwards ([eA] > k), replica n is no longer
controlled by A and enters a recovery phase. In this phase, replica n is
temporarily crashed [177-179], but can fetch missing state from other
replicas for state recovery. At epoch e? + 4+ [eld], replica n becomes
correct.

Resilient constraint: To ensure that MREC is consistent with the standard BFT
resilience bound, MEC sets that:
pEN +[eAl < f,N=3f+1,3p8 <1 (4.4)
Clarification on recovery overhead. In the recovery-based corruption model
MR state recovery is represented as a crashed interval for the previously attacked
replica. During this interval, normal scoped LBFT execution proceeds using batches
and messages from replicas that Eq. (4.4) counts as correct. The recovering replica
remains locally unavailable and contributes no batch, certificate share or block-
agreement message. Other correct replicas continue to execute because Eq. (4.4) keeps
the total number of Byzantine and crashed replicas within the bound f. Recovery traffic
fetches missed certificates and batches for the recovering replica, but this traffic is

outside the message sequence required for other correct replicas to deliver a block.
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Within MR the model-level recovery overhead is k epochs of local unavailability
for that replica. If congestion or a large stored state extends recovery, the deployment
should treat the replica as crashed for more epochs and re-check Eq. (4.4). The exact
wall-clock recovery time depends on state-transfer implementation, stored-batch size,
certificate format, disk layout and bandwidth; these implementation choices are outside
the TC analysis in this chapter.

Each parameter in MR¢ has a specific role in Eq. (4.4) and in the TC analysis
[180, 181]. The parameter p”® represents A’s capability to deploy its own Byzantine
replicas into the LBFT system. ¢ reflects <A’s limited resources for attacking replicas
per epoch, as A can attack at most £ replicas per epoch. 4 models the inherent
delay required to successfully corrupt replicas. € further measures the temporary
nature of Byzantine replicas from S%, as they can fully recover after [eA] epochs.
With these parameters, Theorem 4.1 gives the resilience property used in the later
analysis.

Theorem 4.1. Under the network model M5, the model MR and the LBFT

PABC at any global time point t, the number of incorrect replicas is no larger

protocol
than f. Moreover, let a replica become correct at epoch €9 + A + €], it can recover
the entire state of P45 at that epoch.

Proof. At epoch e9, the replicas attacked at the epochs e9 — A, e9 —A1—1, ...,
ed — A —[eAd]l + k + 1 are Byzantine; the replicas attacked at the epochs e? — 4 —
[eA] + K, ..., e9 — A —[eA] + 1 are crashed. In the worst case (e9! > A + [ed], A
controls (i) pPN permanently Byzantine replicas, (ii) ([eA] — k)¢ Byzantine replicas
and (iii) x¢ crashed replicas. According to Eq. (4.4), since pBN+([ed] — k)+Kkf <
f, the number of Byzantine and crashed replicas is no larger than f.

Let replica n become crashed at epoch e9 + A + [ed] — k and request missing
state of PABC from other replicas at this epoch. According to Eq. (4.2), every correct
replica will receive replica n’s requests and send the missing data to replica n before

the end of epoch e9 + A + [eA] — k + (,k — 1). Then, replica n will receive all the

missing data before the end of e9 + A+ [eA] —k + 2(k — 1). Since k¥ < 2, e9 +
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A+[ed]l —k +2(k — 1) < e9 + A + [eA]. Thus, Theorem 1 is proven. [ ]

Theorem 4.1 ensures that the number of Byzantine or crashed replicas never
exceeds the standard bound f at any time point. As a result, even if the recovery time
for a crashed replica may be long, the model design ensures that the number of correct
replicas is still larger than the required threshold f, making the LBFT protocol secure

to be executed without crashed replicas.
4.3.3 Transaction Model

A transaction tx, generated by a client indexed by ¢ (c € [C]) is expressed by a 6-
tuple data structure:

tx. = {e., PubK., Req.,Sig.n, DN, el*"} 4.5)
where e. means that tx. is disseminated at the client c¢’s local epoch indexed by
e. = e.(t) (t is the global time when tx. is disseminated by client c¢), PubK, is
the public key of client ¢, which is available to all participants of the system, Req,
denotes the request of client ¢, Sig., denotes a signature, DN, initiated at 0, is a
delivery number of client c, representing the number of client c¢’s transactions that
have been ABC-delivered by P4BC and el®" (el®" > e,) is a future epoch index,
which indicates that client ¢ intends to send a new transaction no earlier than its local
epoch indexed by e**". Notably, a transaction produced in epoch e can be broadcast
no earlier than e+1.

A transaction is valid if it satisfies the four following rules:

Rule-1 (Signature and contents correctness): When tx. is sent to replica n,
Sig., and Req. must be valid based on the rules defined by P4E¢ (or its involved
applications [182]).

Rule-2 (Future-epoch constraint): Let tx!®t be the last ABC-delivered
transaction of client ¢ with its future epoch index el35t"eW_ tx. could only be sent
by client ¢ after its local epoch indexed by el35t"eW — 1 ie., eleW > e, > elastnew,

Rule-3 (Monotone delivery number): For client ¢, DN, of tx, starts at 0 and is
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incremented by 1 each time a transaction of client ¢ is ABC-delivered by P4B¢ (see
Section 4.2.1).

Rule-4 (Per-epoch transaction bound): Let 6 € (0,1) be a system parameter
chosen according to the batch size B and client number C. For client ¢ (Vc € [C)),

define:

Elig (e,) = 1, iff H(PubK_le,) < 8 - 2¥ (4.6)
(5

Then, tx. cannot be submitted when Elig_(e.) # 1.

Rule-1 identifies incorrect contents of transactions. Since the validity of contents
often depends on application scenarios [182], the definition of contents’ validity is out
of this paper’s scope. Rule 2 implies that a client can only disseminate one transaction
per epoch. Rule 3 accounts for the number of transactions have been ABC-delivered for

a client. Rules 2 and 4 collectively limit the transaction loads per epoch.
4.3.4 Threat Model

We introduce two basic attacks, i.e., transaction flooding (TF) and timestamp
malleability (TM). The TF attack leverages transactions that violate at least one of the
transaction model’s rules to saturate correct replicas’ memory. It is achieved by the
adversary A who generates up to p¢C such transactions per epoch via its controlled
pCC clients. In the TM attack, denoting tx™ as one such transaction, A crafts N
distinct timestamps for tx™, mapping variants of tx" to N different hash spaces,
where N is the replica number.

Delay Flooding Epoch Scheduling (DFES) Attack. The DFES attack exacerbates
the issue of RB under HSM. The DFES attack consists of three attack strategies:

Delaying batch: Based on HSM, at its local epoch e,-1, replica n (Vn € [N])
broadcasts a batch of transactions selected from its hash space k. The adversary A
makes replica n only able to generate the certificate for the batch at its local epoch
e, — 1+ A, where A= 2Kk — 2 according to Eq. (4.2) and the three-message-flow-

based broadcast primitive (see Section 4.2.1).
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This strategy is the key to cause Shortcoming (ii). For instance, let replica m
manage hash space k at epoch e, . Since it cannot receive replica n’s batch
containing hash space k’s transactions, replica m may rebroadcast these transactions.

Flooding invalid transactions: Consider the transactions that violate the rules
defined in the transaction model as invalid transactions. Then, the strategy consists of
two steps:

Step-1: A first uses the TF attack to generate p¢C unique invalid transactions in
epoch e,-1. A then uses the TM attack to map the p°C transactions to the hash
spaces that the correct replicas manage at epoch e,, (see Shortcoming (i)). For instance,
if replica m manages bucket k at epoch e,, A4 maps the p¢C transactions to
replica m’s bucket k atepoch e,-1.

Step-2: A makes the correct replicas in epoch e, to generate and broadcast their
epoch e,,’s batches.

Step-1 of this strategy causes Shortcoming (iii), while step-2 of this strategy causes
Shortcomings (i).

Epoch scheduling: The strategy also consists of two steps:

Step-3: A divides the p¢C transactions into two groups: the first group contains
the transactions that are included in the batches broadcast in step-2; the second group
contains the transactions that are not in these batches broadcast in step-2.

Step-4: Based on Eq. (4.1), A stalls correct replica n at its own local epoch e,,-
1. Then, A uses the TM attack to map the first group’s transactions to hash space i
that replica n manages at its local epoch e,; A makes replica n proceed to epoch
e, and maps the second group’s transactions to hash space j that replica n manages
at its local epoch e, +1.

This strategy causes shortcoming (ii), making a slow replica re-broadcast the
transactions that have been broadcast.

Delay flooding epoch scheduling attack: Based on the three strategies, the DFES
attack is generalised as follows:

At the end of an arbitrary epoch e-1, A selects a slow set (denoted as §3) of
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f' < f —n§ replicas who are correct at epoch e, where n¢ is the number of crashed
replicas at epoch e. A first delays their batches broadcast in epoch e via the strategy
of delaying batch. The strategy of flooding invalid transactions is then applied to all
replicas who are not in §5 and correct at epoch e+1. Finally, the epoch scheduling
strategy is applied to all replicas who are in S3.

Random-Specific-Saturation (RSS) Attack. The RSS attack exacerbates the
issue of TC. Let the targeted transaction tx®®" be sent to a set A" of 7 distinct
replicas at time point ¢, i.e.,epoch e'®" = e9(t).Let tx'®" be allocated to hash space
b, the RSS attack consists of two strategies:

Random attack: Before epoch e since A does not know the set A™ of tx!?",
A randomly attacks ¢ different replicas in each of the epochs 1, ..., e — A +1, ...,
et@ — 1. Based on the corruption model MR, the replicas attacked at epoch e
become Byzantine at the epoch e + 1, e € [e!*" — A + 1,e"" —1].

Specific attack: At epoch et®", A divides the remaining correct and crashed
replicas in A® into three groups. The first group includes the replicas that have been
attacked during epoch e, e €[e'® — A + 1, e'® — 1]. The second group includes the
replicas that are not attacked at epoch e but responsible for processing hash space j
during their own local epochs e'® + k~e®@" + A — 1. The third group includes the
replicas that are not attacked at epoch e but responsible for processing hash space j
after their local epoch e*® + 1 — 1.

A orders the replicas in the third group in ascending order of the epoch indices
where they process hash space j. Then, in epoch e®®", A attacks the first £ replicas
in the third group; in epoch e'® + 1, A attacks the second ¢ replicas in the third
group; the logic continues, until all replicas in the third group are attacked. Afterwards,
in each of the subsequent epochs, A randomly attacks ¥ replicas in the second group,
until all of them are attacked. For any Byzantine replicas who hold tx®®", A deletes
txt%" from their memory.

The two attack strategies ensure that each of the 7 replicas holding tx*" will

eventually delete tx®e".
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Random-Specific-Saturation (RSS) Attack: Based on the two attack strategies, the
RSS attack is designed as follows:

tar

Atepoch e, A delays the dissemination of tx®@", ensuring that all correct or

tar at their own local epoch e*®" + k — 1. Now, we

crashed replicas in A* receive tx
consider that an arbitrary replica n (n € [N]) from the first or second group is correct
at its local epoch e/ € [e4" + K, e'®" + 1), while it manages hash space j at this
epoch.

Strategy-1: According to Eq. (4.1), A stalls replica n at its local epoch e"S/ —
1 while driving the global epoch forward to e"S/ + k — 2.

Strategy-2: Based on Eq. (4.2), A launches the TM attack: it forces replica n to
store every invalid transaction (generated during the interval [e™/ — Kk + 1, e"S/ +
Kk — 2]) into hash space j, while making replica n unable to BC-deliver hash space ;’
transactions that have already been BC-delivered during the same interval [/ — Kk +
1, e/ + k- 2].

Analysis. The RSS attack floods replica n’s hash space j at its local epoch e"S/ —
1. Since replica n can only select up to B transactions from hash space j to form a

tar

batch at its local epoch e/, the probability that replica n selects tx‘@" at that epoch
will be diminished when hash space ; is flooded.

Evaluation. The validity property in the LBFT protocols states that if some correct
replica broadcasts a transaction tx, then all correct replicas eventually ABC-deliver
tx. However, under the recovery-based corruption model MR¢, the adversary can
exploit the RSS attack to invalidate this property. Under the random/specific attack
strategies of the RSS attack, even if tx is broadcast by a correct replica at its local
epoch e, the replica may become Byzantine before it receives sufficient signed
echoes/votes/shares messages. Under this context, the replica cannot broadcast the
certificate of batch that contains tx, making tx unable to be BC-delivered. Moreover,
under ME¢ and the RSS attack, the adversary can make tx unable to be broadcast
even when tx is disseminated to T (7 > f) replicas. Below we test the probability

tar isunable to be broadcast.
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FIGURE 4-2. Evaluation on p*t? under different 7 and CTLP®.

The evaluation on p“? operates within the HSM-based P45¢ under the
intersection of the restricted network model M 45 and the recovery-based corruption
model MRC. Let a targeted transaction mapped to a hash space j at epoch e. For
simplicity purposes, we weaken the negative impact of memory saturation by excluding
hash space j’s transactions accumulated prior to epoch e — 1. The replicas number N,
the static control rate p? (see Section 4.3.2), the block size B, the network parameter
Kk (see Eq. (4.1)), the corruption model parameters A, £ and ¢ are set to be 100, 0.13,
2,500, 2, 10, 2, and 1, respectively. By setting T to be {24, 36, 48, 60, 72} and CTLP®
(valid transaction load sent to the network per epoch) to be {10,000, 20,000, 30,000},
the results are presented in Figure 4-2.

It can be seen that p*t?

exceeds 0.1 even at T = 72 and escalates sharply as the
valid transaction load per epoch (CTLP®) increases. This degradation is driven by the
strategies 1 and 2 of the RSS attack. Specifically, the adversary floods the target
replica’s hash space j with an overwhelming volume of invalid transactions (approx.
2ITLP®) even under the simplified context. Consequently, even if a replica attempts to
broadcast the targeted transaction tx®", the inclusion probability is drastically diluted:
constrained by a fixed batch capacity B against a saturated hash space j of more than
2ITLP® transactions, the likelihood of selecting tx®®" drops below B/2ITLP¢ .
Moreover, the RSS attack narrows the broadcast window: rather than all 7 recipients
acting as potential broadcasters, only a part of the 7 replicas remain correct long

tar

enough to attempt the broadcast of tx**" under the random/specific attacks of RSS.
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4.4 Transaction Management

This section presents m*® which identifies valid transactions and assigns each of them
to T different replicas for mitigating RB, defines undecided and invalid transactions,

and removes invalid and BC-delivered transactions from replicas’ memory.

4.4.1 Building Blocks of n*

T adopts an array function F4 that orderly determines the T recipients of a

I
transaction. F4 accepts a nonce value n¥ as an input, producing an array A°
containing 7 orderly arranged integers (Figure 4-1(c)). F# satisfies the two
properties:

Uniformity: Prior to knowing the input of F4, every possible permutation of the
T integers in A® isequalto 1/7!.

Determinism: Once the input of F4 is fixed, the outputted array A® and the
order of the 7 integers in A® are determined.

T

n® relies on an unpredictable nonce value (denoted as n") to determine the 7

recipients of a transaction tx, generated by client ¢ (¢ € [C]), aiming to render
adversaries unable to predict the 7 recipients of tx. before tx. is disseminated.
Specifically, client ¢ retrieves its last ABC-delivered transaction tx!*® which
includes a future epoch index el*¢V (see Rule-2), a delivery number (denoted as

DNLasty and other four elements (see Eq. (4.5)). If txL5t exists and client ¢’s local

epoch index e, satisfies Rule-2 (e, = el35t"eW) and Rule-4 (Elig_(e.) = 1), client ¢

sets DN, = DNL4t + 1 and obtains hg‘fc—” — the hash of the block ABC-delivered

at epoch e.-1; otherwise, client ¢ needs to provide a proof (e.g., threshold signature

[176]) for submitting its first transaction. Then,
n” = DN,|PubK,|h% ™™ 4.7)

Once nY of tx, is determined, client ¢ determines the T replicas via the arra
c p y
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function F4.
4.4.2 t-Partition Transaction Management Protocol 7*

Let client ¢ disseminate tx. (DN, = 1) to the 7 replicas at its local epoch e.. If
replica n (n € [N]) receives tx., it processes tx. based on the procedures of m*
(see Algorithm 4.1):

Replica n first checks whether Rule-1 of the transaction model is satisfied via the
function V() (lines 01-02). If not, tx. is deemed invalid (V(tx.) = 0); otherwise,
replica n uses V(:) to check whether rules 2-4 are satisfied. According to Rule-2
(lines 03-04), (a) if tx!®t is not ABC-delivered by replica n, tx, is deemed
undecided (V(tx.) =1); (b) if e, < el*st"eW  tx. is deemed invalid; (c) otherwise,
there are three situations based on e, and replica n’s local epoch index e,:

Situation 1 (line 05): e, <e..If e, —e, = k, tx. is deemed invalid; otherwise,
tx. is deemed undecided. According to Eq. (4.1), no one can proceed to e, + k even
from the perspective of replica n. If e, — e, = k, it means that client ¢ launches an
attack, as it does not proceed to e, but disseminates tx. that should be forwarded at
ec.

Situation 2 (lines 06-07): e, = e.. Replica n checks whether Rules 3 and 4 are
satisfied. If either DNC(e") = DN, (see Rule-3) or Elig.(e) =1 (see Eq. (4.6) of
Rule-4) is not satisfied, tx, is invalid; otherwise, tx. is valid (V(tx.) = 1), where
DNC(e") (DNC(e") = DN!ast + 1) is the delivery number of client ¢ from the

perspective of replica n’s local epoch e,,.
Situation 3 (lines 08-16): e, > e.. Replica n first checks whether Rule-4 is

satisfied or not. If Rule-4 is not satisfied, tx,. is deemed invalid; If Rule-4 is satisfied,

replica n checks whether Rule-3 is satisfied according to DNC(e") and DN,:
Condition-1: If DNC(E") > DN, there must be a transaction tx'** whose delivery

number DNL4'=DN, has been ABC-delivered by replica n. Thus, replica n deletes
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tx,.
Condition-2: If DN = DN,., tx, is deemed valid.

Condition-3: If DNC(e") < DN,, Rule-3 is not satisfied and tx. is deemed invalid.

Once the type of tx,. is determined, the following procedures are executed
according to tx.’s type:

When tx. is undecided, tx, is temporarily stored in replica n’s memory. Once
replica n advances its local epoch so that tx4s¢ is ABC-delivered or e, = e., the

operation defined in line 17 or line 18 is executed.

When tx, is valid and DNC(e”) = DN, replica n inputs the nonce value n’ of

tx. (see Eq. (4.7)) into the array function F4 to produce the array A%, and checks
whether its index n is listed in Af. If n ranks at the t-th position of A} (t € [7]), it

stores tx. atthe t-th bucket generated at its local epoch e. + k — 1 and the bucket

is denoted as B,E,e,f”_l); otherwise, it discards tx,. from its memory (lines 19 and 20).

Notably, a bucket in * is a specific memory area for caching transactions that are
valid and ready to be broadcast. Undecided transactions are stored in other memory
area. BC-(ABC-)delivered ones are stored in permanent storage.

When V(tx.)=0, replica n discards tx,. (line 21); when tx, is broadcast or
BC-(ABC-)delivered by replica n, while tx, is in replica n’s bucket, it deletes tx,
from the bucket (line 22).

Every transaction stored in buckets will be further handled by the protocol TBG in
Section 4.5.

Replica n determines the types of tx. using the function V(:). V() first
checks whether Rule-1 of the transaction model is satisfied (lines 01-03). If it fails,
V(tx.) =0 and tx, is deemed invalid; otherwise, V(tx.) further checks whether
rules 2-4 are satisfied. According to rule-2, since tx, cannot be submitted before

last>

epoch el3stnew — 1 there are three situations based on tx!*t’s el35t"eW and replica

n’s current epoch index e,;:
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Situation 1 (line 04-05): e, < elastnew [f elastnew _ o >y Rule-2 is not
satisfied and tx, is deemed invalid (V(tx.) = 0); otherwise, Rule-2 is satisfied and
tx. is deemed undecided (V(tx.) =1).

Situation 2 (lines 06-07): e, = el®t"V Replica n checks whether rules 3 and 4 are
satisfied. If either DNC(e") = DN, (see Rule-3) or Elig_.(e) =1 (see Eq. (4.5) of

Rule-4) is not satisfied, tx,. is deemed invalid; otherwise, tx, is deemed valid, i.e.,

(V(tx.) = 1), where DNC(e") is the delivery number of client ¢ from the perspective

of replica n who is at epoch e,.
Situation 3 (lines 08-16): e, > el3™eW Replica first checks whether rule-4 is

satisfied or not. If Eq. (4.5) is not satisfied, tx. is deemed invalid; otherwise, three

conditions occur according to the values of DNC(e”) and DN,:

Condition-1: If DNC(e") > DN,, there must be a transaction tx'., generated by
client ¢ with its current delivery number also being DN, has been included in a block
delivered by replica n. Replica n compares the request in tx', with Req in tx,
(see Eq. (4.4)): if the two requests differ, tx. is deemed invalid; otherwise, tx, is

deemed valid.

Condition-2: If DN = DN,., tx, is deemed valid.

Condition-3: If DNC(e”) < DN,, tx. is deemed invalid.

Once the type of tx,. is determined, the following procedures are executed
according to tx.’s type:

When tx. is undecided, tx. is stored in replica n’s idle memory. Once e, of

lastnew
c

replica n advances so that e, = e , the operations defined in line 17 are

executed. When tx, is valid and DNC(e") = DN, replica n inputs n” of tx. into

F4 to produce AY, and checks whether its index n is listed in AZ. If the index of

replica n ranks at the t-th position of A7 (t € [7]), replica n stores tx, atthe t-th

bucket generated at epoch e + k — 1, the memory bucket is denoted by M B,Ei;”c_l);
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Algorithm 4.1 Procedures of m*

Let tx. = {eC,PubKC,ReqC,SigC‘n, DN,, e?ew} generated by client ¢ (c € [C]) sent to
replica n (n€ [N])at client c¢’slocal epoch e.; Letreplica n’s local epoch index be e,:
01 V() - rulel(tx.) based on Rule-1:

02 If rulel(tx.) isfalse: V(tx.) =0

03 Else:
(a) if tx!*st is not ABC-delivered: V(tx.) =1
04 (b)if e, < eldstmew P(tx.) = 0;

(c)if e, = el®st™eW: tyrn to the three situations
Situation 1: e, < e,
05 1If e, —e, =k: V(tx.) = 0; Else: V(tx,) =1L
Situation 2: e, = e,

06 If DN\ # DN, andlor Elig_(e;) # 1: V(tx.) =0

07 Else: V(tx,) =1
Situation 3: e,, > e,
08 If Eligc(ec) #1: V(tx,) =0

09 Else:

10 Condition 1: If DNC(e") > DN,: execute line 22
11 If Req!®t = Req,.: V(tx,) =1

12 Else: V(tx.) =0

13 Condition 2: If DN = DN,;:

14 V(tx.) = 1

15 Condition 3: If DN < DN,:

16 V(tx.) =0

When V(tx.) =1
17 Once tx!®t is ABC-delivered: execute lines 05

18 Once e, = e.: execute lines 06-07

When V(tx.) =1 and DN = DN,
19 compute FA(DN,|PubK, | )

20 If n € A%: store tx, in Bgijﬂ_l); Else, discard tx,

When V(tx.) =0

21 Discard tx, from its memory

When tx, is broadcast or BC-(ABC-)delivered
22  Delete tx. from the corresponding bucket
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otherwise, replica n deletes tx,. (lines 18 and 19).
Finally, if tx, isinvalid, replica n deletes tx. (line 20);if tx. isin a delivered

block, while tx. is still in replica n’s memory, replica n deletes tx. (line 21).

4.4.3 Analysis of m*

n® addresses Shortcomings (i) and mitigates the issue of shortcomings (iii). As for
Shortcoming (i) caused by the TM attack (see Section 4.3.4), m* uses the deterministic
nonce value n” to replace the non-deterministic timestamp (in HSM) for a transaction
tx.. Since n” is a unique and deterministic value, a malicious client cannot generate
multiple variants of tx. using different n”. Thus, the TM attack is resolved.

Shortcoming (iii) is mitigated via three strategic designs. First, for tx.’s array A*,
if index n (n € [N]) is not in A%, replica n will discard tx.. Second, it is trivial to
prove that m* can detect and eliminate invalid transactions based on the 4-rule of the
transaction model, which reduces the bucket-based memory overhead caused by the
flooding invalid transactions strategy (see Section 4.3.4). Third, following Rules 2 and
4, the valid transaction load per epoch (denoted as CTLP®) is limited to alleviate the
bucket-based memory overhead.

By reducing the bucket-based memory overhead of correct replicas, the transaction
loads of correct replicas’ buckets are largely reduced, indicating that valid transactions
have more chance to be broadcast, thus mitigating the issue of TC. Moreover, since the
adversary A cannot know the exact e, before client ¢ submits tx. (the
unpredictable feature of n'), A cannot launch the specific attack strategy (see
Section 4.3.4) before tx. is public, which also mitigates the issue of TC.

However, m* does not solve Shortcoming (ii), as the scheduler can still launch the
scheduling attack specified in the DFES attack to cause RB. In Section 4.5, we

introduce TBG to resolve the issue of RB without exacerbating the issue of TC.
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4.5 Batch Generation

TBG assembles a replica’s batch at the beginning of each epoch. It uses a waiting period
and a grouping-strided design to reduce RB while preserving broadcast opportunities
for valid transactions. Let client ¢ disseminate transaction txc to replica n at local epoch
ec. If replica n stores tx. in the #-th bucket generated at local epoch ec +k —1,
Algorithm 4.2 allows replica n to select tx. only from local epoch ec + k. This
waiting period follows the x-bound in Eq. (4.1) and Eq. (4.2), and it gives correct
replicas time to observe whether an earlier group has already BC-delivered tx. before
another group rebroadcasts it.

Because m* sendstxcto T replicas, TBG partitions these T holders into G groups.
Replicas in the first group can broadcast txc at local epoch ec + k. Replicas in the
second group broadcast only if they have not BC-delivered txc before local epoch ec +
3k. Later groups follow the same 2k-strided schedule. For tx., the cycle ends when
one correct replica BC-delivers tx. or when the last scheduled local epoch ec +
2kG — k is reached. This schedule gives at most G broadcast opportunities. The G-
grouping design bounds broadcasts by group size g = |t/G], as quantified in Theorem
4.2. The 2k stride gives later groups time to observe certificates from earlier groups,
as stated in Lemma 4.1.

Lemma 4.1. Consider that tx. is disseminated by client c at its local epoch e..
For tx. broadcast by some of the x-th group’s replicas at their local epoch e, +
2kx — Kk (x € [G]), the strided design ensures that every correct replica in the (x +
1)-th group can determine whether it has BC-delivered tx. before the start of its local
epoch e, + 2Kkx + K.

Proof. Under the three-message-flow broadcast primitive (see Section 4.2.1), if a
correct replica n broadcasts a batch containing tx, at its local epoch e, + 2kx — k,
every replica can receive the batch and send a reply-message of the batch to replica n
before the end of their own local epoch e, + 2kx — 1 (see Eq. (4.2)). Then, if replica

n is still correct at its local epoch e. + 2kx + k — 2, it will receive sufficient reply-
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messages to generate a certificate for the batch and broadcast the certificate at the epoch;
otherwise, it will not broadcast the certificate. Finally, by judging whether they receive
the certificate before their local epoch e, + 2kx + 2x — 3, correct replicas can
determine whether it has BC-delivered tx. at the epoch. Since k = {1,2} (see Eq.

(4.1)), e; +2kx + 2 — 3 < e; + 2kx + K. [ |

4.5.1 Details of TBG

As shown in Figure 4-3, in each of its local epochs, replica n (n € [N]) partitions its
generated 7 buckets into G groups. Each of the first G — 1 groups has g buckets;
the last group has 7— (G —1)g buckets. At its local epoch e, , there are two
operations to generate a batch before initiating P45¢. The pseudocode of TBG is
presented in Algorithm 4.2.

Replica n invokes m® (lines 17 and 22 of Algorithm 4.1) to delete transactions

in the T buckets across G epochs, i.e., Bgle,’l‘_l),‘.., B;,’fl), Béefl_,,zl'c_l),...,
By #Y L Bl im0 L, B THETI (yhere BY) s the t-th bucket

generated by replica n at its local epoch e (t €[7], e ={e, —2k X (G —1) —
1,...,ep—2KkxX1—1,e, —2kX0—1} ). This operation ensures that invalid

transactions and BC-(ABC-) delivered transactions will not be broadcast (line 01).
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FIGURE 4-3. The diagram of TBG’s batch assembly. In each epoch, replica n (n € [N])
creates T buckets and divides them into G groups (Gray boxes denote the g buckets
of the first group; blue boxes denote the g buckets of the second group; and yellow
boxes denote the remaining T — g(G — 1) buckets of the final group). During epoch
en, replica n gathers transactions from the highlighted deep-blue (prism-shaped)
buckets into its proposal batch.

Algorithm 4.2 Procedures of TBG

Replica n (n€ [N]) in its local epoch e,:

01 Invoke m" to delete transactions from memory

Take transactions from Bg,e;ll_l),..., Bgﬁ_l); Béefl_;'c_l),..., Bgi;f;zx_l);...,
02
(en—2k(G-1)-1) (en—2k(G-1)-1)
B(G—l)g+1,n (AN Br,n
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At local epoch e,, replica n builds its batch from remaining transactions in
selected historical buckets. The first group’s g buckets come from the most recent
eligible bucket set. Later groups use bucket sets generated at earlier 2x-spaced local
epochs. The G-th group contains the remaining 7 — (G — 1)g buckets. The exact
bucket indices are listed in line 02 of Algorithm 4.2. The generated batch is then passed

to PABC’s batch broadcast primitive.

4.5.2 Analysis of TBG

The analysis establishes three properties of TBG. Theorem 4.2 bounds RB under the
DFES attack. Theorem 4.3 shows that TBG changes only batch contents and does not
change PABC's batch broadcast primitive or block agreement primitive. Theorem 4.4
quantifies the TC rate of TBG-based PABC under the RSS attack.

Theorem 4.2. Consider the three system models defined in Section 4.3.3 and the
DFES attack defined in Section 4.3.4. Under the TBG-based P45¢, a BC-delivered
transaction can be broadcast by at most max{g,t — g(G — 1)} times (g=|t/G)).

Proof. The DFES attack (see Section 4.3.4) worsens the issue of RB via its three
strategies, i.e., delaying batch, invalid transaction flooding, and epoch scheduling.
Since m* eliminates invalid transactions, the flooding strategy is resolved. Then, based
on Lemma 4.1, before a replica plans to broadcast a transaction tx, it can determine
whether it has BC-delivered tx, which resolves the strategies of delaying batch and
epoch scheduling. Moreover, with the grouping design and Lemma 4.1, tx BC-
delivered by the x-th group’s replicas cannot be broadcast by the correct replicas in the
remaining groups. Thus, BC-delivered tx can only be broadcast by one group’s
replicas. u

Theorem 4.3. For the scoped PA4BC, afier integrating TBG, P4BC s two primitives
defined in Section 4.2.1 remain unchanged.

Proof. P45 is modeled as an atomic-broadcast LBFT protocol which consists of
a batch broadcast primitive and a block agreement primitive. According to the proofs

of the state-of-the-art LBFT protocols, the four properties of P4B¢ (see Section 4.2.1)



do not rely on batches’ contents, but the designed instructions of the two primitives.
Since TBG only determines the contents of batches, instead of changing any details of
PABC>g two primitives, Theorem 4.3 is proven. [

Theorem 4.4. Consider the three models defined in Section 4.3 and the RSS attack
defined in Section 4.3.4. At epoch e, let a valid targeted transaction tx'®" be
disseminated to the T replicas via w; (e, > A+ [eA] and e. = e, = e9, the worst-
case illustrated in Theorem 4.1). Let A= 2k — 2 and G' < G. Under the TBG-based

PABC and Lemma 4.1, the expected y-censorship resistance (denoted yT8¢) is then

given by:
H
yTC =1 =[], _,(1 = pS¥nia (4.8a)
0,h # (2x — Dk, x € [1,G']
Pecthin = 1—(1- 1. M)nzm h=(2x -1k (4.8b)
G' ecth ’
T—(f—Kkt) Q) —h(DO<h<A-1

Meeh =Nt 11— (h—(A—1)A—-1<h<H (4.8¢)

0,h>H
Ngir1 =T~ (fF =k — A= D) (4.8d)

where pg inia 1S the expected probability that at least one correct replica BC-delivers

txt" at epoch e.+ h+ A, H is the expected first epoch at which the expected

number of correct holders of tx**" becomes 0, ng ., is the expected number of

correct replicas that hold txt**" at epoch e, + h.

Proof. Let tx'®" be the targeted transaction submitted to a set of 7 replicas
(denoted as A") by client ¢ at its local epoch e.. Under the RSS attack specified in
Section 4.3.4, we analyse the probability y7B¢ that tx**" is BC-delivered by at least

one correct replica in A* before epoch e. + H.

1. Derivation of ng,,. We compute ng ., the expected number of correct

tar

replicas who hold tx at epoch e, + h. To censor tx'®", the adversary A

launches the RSS attack:



Random Attack (0<h<A1-1). Before tx'® is disseminated, A
randomly attacks € replicas per epoch. Since A does not know A* before
epoch e, the probability that any replica (attacked before epoch e.) liesin A*
is 7/N. According to the recovery-based corruption model MR¢ and e, >

A+ [eA], there are pBN + ([ed] — k)€ = (f — k) replicas that are Byzantine
at epoch e.. The expected number of these replicas in A* is (f — Kf)(%).
Over h epochs since epoch e, there are hf replicas that become Byzantine
during epochs e.+1 to e.+ h. Among them, the expected number of

Byzantine replicas in A* is hf (%). According to RSS, once a replica becomes
Byzantine, if it receives tx?", it deletes tx®@". Thus, the expected number of
replicas who hold tx*®" at epoch e. + h (i.e., Ne+n) 18 T— (f — Kf) (ﬁ) -
he(>), when h=2—1, n{ 1, =7~ (f = 1)) — (A= DL(), which
confirms Eq. (4.8d).

Specific Attack (1 < h < H). Once tx'" is disseminated, A identifies the
set A" immediately. Thus, in epoch e., A strategically attacks ¢ replicas in
A" according to the specific attack strategy defined in RSS. The operation
continues in epochs e. + 1, ..., until all A™’s correct and crashed replicas are
attacked. Thus, according to the A corruption latency defined in the corruption

model MR, in each of the epochs e, + A, ..., e, + H—1, £ replicas in A*

become Byzantine.

Taken together, at epoch e, + h, (i) when h < A1 — 1, the expected number of

correct replicas who hold £x*" is T — (f — 1€) () = he(2); (ii) when A < h < H,

T
N

the expected number of correct replicas who hold tx**" is ng_,;_; — (h — (A — 1))?;

when h > H, the expected number of correct replicas (in A7) who hold tx'®" is 0,

which confirms Eq. (4.8c).

suc

2. Derivation of p, 2. We compute p; 4, the expected probability that at



least one correct replica BC-delivers tx'*" at epoch e, +h+A. pilip,a is

influenced by two aspects: (a) since a replica can only broadcast B transactions per

epoch, if the number of transactions (denoted as 7L) to be broadcast is larger than B,

Porin+a may be less than 1. (b) under TBG, even if a correct replica buffers tx**", it

allows the replica to broadcast tx*"

at a specified epoch (e.g., epoch e. + k when it
is allocated to the first group via ©* and TBG).

As for aspect (a), the RSS attack proliferates 7L via strategy-1 and strategy-2 (see
Section 4.3.4). Specifically, if replica n is assigned to the x-th group, it will broadcast
txte" at its local epoch e, + 2kx — k. Then, the adversary A first leverages
strategy-1, stalling replica n in its local epoch e, + 2kx — k — 1. Then, A floods
the valid and invalid transactions generated or BC-(ABC-) delivered during [e. +
2kx — 2Kk + 1, e, + 2Kkx — 2] into bucket j storing txt®", making TL significantly
larger than B.

The RSS attack is resolved by the three designs:

e First, m* ensures that invalid transactions will be directly identified and
deleted from memory. Hence, A cannot flood replica n’s bucket j with
invalid transactions.

e Second, Lemma 4.1 ensures that the correct replicas in the x-th group (x €
[G']) will not re-broadcast the BC-delivered transactions that are broadcast
by some replicas in the (x — 1)-th group. Thus, even if A floods replica
n’s bucket j with BC(ABC-) delivered valid transactions, replica n will
not broadcast them (see line 01 of Algorithm 4.2).

e Third, by selecting a proper 6 defined in Rule-4 of the transaction model,
the total number of valid transactions stored in the t buckets will not be
larger than B.

Based on the three designs, as long as replica n is correct at its local epoch e, +
2Kx — Kk, it can broadcast the targeted transaction tx®@" at the epoch for sure. Thus,

the impact of aspect (a) is resolved.



As for aspect (b), let h = 2kx — k with x € [1,G']. According to Eq. (4.8c¢),

Ng +n Teplicas from the set A" remain correct at their own local epoch e, + h.

(i) Let a replica from A" be assigned to broadcast txt@"

at its local epoch e, +
h. According to Lemma 4.1, for the (x + 1)-th group to determine whethertx®" has
been BC-delivered before its own scheduled epoch, the broadcasting replica must
remain correct from its local epoch e. +h to e, + h+ A (A= 2k — 2). Under the

RSS attack, the adversary continuously corrupts replicas. Given that the number of

correct holders decreases from ng_,, to ng p.a over A epochs, the conditional

probability that a replica correct at e, + h remains correct at e, + h + A is given by

the ratio 7g;y:

T
n
__ '‘ect+h+A T T
Tsurv = nt 'nec+h > nec+h+A =0
ecth

(i1) According to the G-based grouping design and the uniformity property of m*,
under the RSS attack, the probability pg.; that a replica from the set A® is allocated
to the x-th groupis 1/G’.

Based on (i) and (ii), the joint probability that a specific correct replica successfully

tar

broadcasts tx at its local epoch e. + h and remains correct at its local epoch

e.+h+A is:

L= Dot T 1 NG +h+A
1 — Psel "Isurv — ~,° T
G nec+h

Let p, be the probability that no such correct replicas among the ng ., replicas

exist in their local epoch e, + h. Based on (i) and (i1), p, = (1 — pl)nzc‘fh. Thus, the

probability that at least one such correct replica at its local epoch e. +h+ A is

suc —
De+n+a = 1 —Da2.

3. Cumulative Censorship Resistance y72¢. Let E; be the event that tx®" is
BC-delivered by a correct replica at its local epoch e, + h + A for the first time. This

event requires failure in all previous scheduled epochs e. + k + A, e, + 3k +A ...,

5



e.+h+A—2k and success at e.+h+A , which leads to P(Ey) =

suc h+A=2K . suc

Pecrn+a L1, (1 —pesj)> Dewrj =0 when j# {ikx+A,3k+A,..}. Summing

these mutually exclusive events over the window up to H confirms y72¢ in Eq.

(4.82). m

4.6 Simulation

In this section, evaluations on the TBG-based PA4B¢

and comparisons between
TBG-based PAB¢ and HSM-based P4BC are conducted to show the performance of

TBG-based P4BC,
4.6.1 Simulation Setup

Our simulations run on a laptop with an Apple M2 processor and 16 GB of RAM and
are fully reproducible using several thousand lines of Python code. In the simulation,
we adopt the asynchronous protocol, called SpeedingDumbo [176], as the atomic
broadcast protocol P4BC | treating SpeedingDumbo and P4BC interchangeably
throughput the rest of this paper. As detailed in [176], P4B¢ incurs 14 steps per epoch
on average. We model the latency of each step (denoted as L*) as:

LS =P+ 19+ L°+ L[>+ L" (4.9)
where P? =160 ms is the physical-channel propagation delay; LI = 5us is
per-message network-stack/queuing delay; L¢ = 20ms covers computation delays
such as signature generation and verification; L is the transmission delay with a 5
megabytes per second; and L” = 100ms is a fixed retransmission penalty at a 0.1%
packet-loss rate. All parameters above are held constant for reproducibility.

We integrate our proposed TBG and HSM (see Section 4.1.1) into P4B¢ for
replicas to assemble their batches at the beginning of each epoch, respectively. For
comparison of the two protocols, the seven metrics are defined for this comparison:

Transaction censorship rate (R%t€): Over ce consecutive epochs starting at epoch



e, CTLP® - ce unique valid transactions are submitted to the LBFT system. Let N¢

be the number of these transactions delivered by the end of epoch e + ce + kG. Then,

NG

R¢ =1— .
CTLPé-ce

Average redundant broadcasts per transaction (C4%8): For the N? delivered valid
. . A cRB_pd
transactions, let CRB denote their total number of broadcasts. Then, C4RE = —a
Average throughput (Tps4): Over ce consecutive epochs, let NS be the total

NS

number of transactions delivered. Then, Tps4 = UTEE

Average latency (L#): Consider L valid transactions - submitted in epoch e -

have been delivered. For the [-th transaction among the L transactions (I € [L]), let

e, denote its delivered epoch index. Then, L4 = %Zfﬂ(el —e—1).

Average memory overhead of a correct replica per epoch (AMC"®): Consider N,(le)
transactions be stored in replica n’s memory (n € [N]) at the end of epoch e. Then,
1
Nr(f) =N n=1 N;Ee)~

We consider the size of a transaction and a batch to be 300 bytes and 2,500,
respectively. The attacks related to TF (see Section 4.3.4) are considered by setting
CTLP® = p°C, meaning that the number of valid transactions sent to the system per
epoch is equal to the number of invalid transactions sent to the system per epoch. Due
to the waiting period design, we assume that the transaction generated in epoch e can
be completely processed by m* before the end of epoch e + k — 1. This assumption
is justified as the most computationally intensive operations for processing a single
transaction — specifically the array function F4, equation of Eq. (4.6), and signature
verification — incur only microsecond-level latency, which is negligible compared to
the typical epoch duration (e.g., second-level latency). Moreover, based on our local
testing, the time for selecting transactions from buckets is only several microseconds,
we thus omit this time cost introduced by TBG. Under the above settings, the

evaluations are presented as below.



4.6.2 Evaluation on Transaction Censorship and Redundant Broadcast

To quantify the impact of the RSS attack in Section 4.3.4, this section evaluates the
average censorship rate Ratc of TBG-based PABC for a target transaction txtar. The
evaluations use the restricted network model MAS, the recovery-based corruption
model MRC and the transaction model. The fixed parameters are k¥ = 2,1 = 2, = 1,
p? =0.13 and Tr = 30,000 independent trials. Figure 4-4 varies A in the
corruption model, 7 in ©* and G in TBG.

Figure 4-4 shows that increasing the ratio 7/G markedly lowers R%¢. The reason

is that higher 7/G makes a group have more replicas, which increases the probability

Porin+a (see Eq. (4.8b)). In contrast, the influence of A on R%“ is complex.

Increasing A from 8 to 10 can reduce R. However, increasing A from 6 to 8 will

bring side effects. This complexity actually can be attested via analysing Eq. (4.8c), as

A plays both positive and negative roles on increasing n’ and thus yTB¢. Despite
play |y g g Ne+n P

the complex influence of A, R is nearly zero when 7/G = 4, which confirms the
effectiveness of TBG for mitigating TC even under the RSS attack and a small .
Figure 4-4 also suggests a practical selection rule. After k is fixed due to the
restricted asynchronous network design, T in m® should be selected together with G:
the ratio 7/G determines the expected number of replicas in each group; a smaller G
or a larger T increases group size and the probability in Eq. (4.8b). A smaller G also
increases the upper bound on RB in Theorem 4.2. A larger T requires each client to
disseminate a transaction to more replicas. A larger G reduces RB, but each group
contains fewer replicas. Therefore, among configurations of applications that satisfy
the target TC rate, the implementer should prefer the larger G and the smaller t to
mitigate RB and improve throughput, latency and memory overhead. Otherwise, the

implementer should prefer larger 7 to ensure that a transaction cannot be censored.
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FIGURE 4-5. Comparison of C4RZ between HSM and TBG.

4.6.3 Comparison of Redundant Broadcasts between HSM-based P45C and

TBG-based PABC

This section evaluate the average RB per transaction (C4%8) of HSM-based and TBG-
based P4B¢ under the DFES attack and the random attack strategy of the RSS attack
with 7*’s parameter t=12, the network parameter k=2, the corruption model’s
parameter A1=10, £=2, =1, p®=0.1, and the TBG’s parameter G=3. By varying
replica number N={91, 121, 151} and valid transaction load per epoch CTLP°={1,500,
2,000, 2,500}, Figure 4-5 shows that C4RE under the TBG-based P“B¢ is no more
than 2.31, at least 27.08 times smaller than that of the HSM-based P4B¢ under the

same parameter setting. The low RB of TBG-based P4E¢

is due to the grouping-
strided design which ensures that a BC-delivered transaction is broadcast at most
max{g,T — g(G — 1)} times according to Theorem 4.2. In contrast, although HSM-
based PABC ensures that a valid transaction can only be broadcast exactly once, it
remains vulnerable to the DFES attack, which causes each invalid transaction to be
broadcast multiple times.

Moreover, as N increases, CARE of the TBG-based P4BC only shows a slight
increase, which is mainly caused by the parameter setting — (€1 — k)€ + pBN
Byzantine replicas. Thus, when N increases, the proportion of Byzantine replicas, i.e.,

((eA — k)¢ + pBN)/N, will decrease, making a group have more correct replicas in

expectation to broadcast the same transactions. In other words, C4RE of the TBG-

10



based P4BC is not influenced by N. In contrast, CARE of HSM-based P4BC is
significantly influenced by N. The reason lies in that under the flooding invalid
transaction strategy of the DFES attack, when N increases, there are more correct

replicas broadcasting the same invalid transactions.

4.6.4 Comparison of Throughput and Latency between HSM-based P3¢ and
TBG-based PABC under Different Network Delays

To evaluate the simulated latency, we cover propagation delay P¢ (see Eq. (4.9))
ranging from 20ms to 600ms. Figure 4-6 illustrates the comparative performance of the
TBG-based P“B¢and the HSM-based P4B¢ under the DFES attack, focusing on
average throughput (Tps4) and latency (L4).

With the replica number fixed at N=91, CTLP¢=20,000, and the same parameter
setting for other parameters as in Section VII-C, Figure 4-6 shows that the TBG-based
framework keeps a pronounced advantage as the propagation delay increases.
Specifically, while both protocols experience natural degradation as P% increases, the
gap between them widens in absolute terms. For instance, at P4 = 600ms, TBG
reduces the latency L4 by over 86 seconds compared to HSM.

The resilience of TBG-based P“B¢ in high-latency environments is attributed to
the mechanism of m,. In HSM-based protocols, the DFES attack causes invalid
transactions to accumulate, and high propagation delays exacerbate the issue of
accumulating invalid transactions. In contrast, TBG proactively eliminates invalid

transactions, making valid transactions timely broadcast and then ABC-delivered.

11
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PABC

4.6.5 Comparison of Throughput and Latency between HSM-based and

TBG-based PABC

PABC and

Figure 4-7 illustrates the comparative performance of TBG-based
HSM-based P4BC under the DFES attack, focusing on throughput (Tps#) and latency
(L4) across varying replica numbers (N) and valid transaction load per epoch (CTLP®),
with the same parameter setting as in Section 4.6.3.

In the simulation, the TBG-based P4BC achieves up to 14.95 times higher
throughput and reduces latency by at most a factor of 12.89 compared to the HSM-
based PABC. The results reveal that by deleting invalid transactions and confining each
valid transaction to exactly 7 replicas, m* enables valid transactions to be timely
batched and broadcast by correct replicas — directly leading to the observed
improvements in latency. Moreover, since the average RB per transaction (C4RB) is
only 2.2~2.3 under the grouping-strided design of TBG (see Theorem 4.2) according to
Figure 4-5, while a group has t/G=4 replicas under the simulation setting, the results
in Figure 4-7 underscore that by reducing RB, the number of unique, ABC-delivered
valid transactions significantly increases in each epoch, largely improving the system

throughput.

4.6.6 Evaluation on Memory Overhead of Replicas

Finally, we investigate the average memory consumption of a correct replica per
epoch AMC™® under varying N and CTLP®, as shown in Figure 4-8. The simulation

PABC protocol consume up to 33

results show that replicas employing the TBG-based
times less memory compared to those using the HSM-based P4BC. This reduction in
memory overhead further supports the effectiveness of the m* protocol in eliminating
invalid transactions and highlights TBG’s grouping-strided design in accelerating the

broadcasts of valid transactions.
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4.6.7 TBG Grouping Latency and Viable Application Scenarios

This section measures the local pre-consensus delay introduced by Transaction Batch
Generation (TBG). The measured grouping latency is the time used by a replica to select
stored transactions for a batch in Algorithm 4.2. The measurement stops before the
replica invokes the batch broadcast primitive. It excludes batch broadcast, block
agreement, propagation delay, signature generation and signature verification. The
benchmark uses the same implementation environment as the Chapter 4 simulations.
The experiment sets B=2,500 and G=3. The received transaction load per replica varies
from 1,000 to 120,000 transactions per second. For each load, the grouping operation
is repeated 260 times after 30 warm-up runs. Figure 4-9 shows that the median grouping
latency remains below 0.027 ms and the 95th percentile remains below 0.046 ms even
at 120,000 transactions per second. These values indicate that grouping is a local
memory-selection operation. It is performed after storage and before batch broadcast,
so it adds no communication round. Its measured cost is small relative to the simulated

scoped LBFT latency.

Local TBG grouping remains sub-millisecond-scale
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FIGURE 4-9. Local TBG grouping latency under different per-replica received
transaction loads.
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The measurements also help explain the latency results in Figure 4-6 and Figure
4-7. According to Theorem 4.3, TBG changes only how batch contents are selected. It
keeps the batch broadcast primitive and block agreement primitive of scoped LBFT
unchanged. The latency benefit therefore comes from reducing invalid and repeated
transaction broadcasts before consensus execution, where the transaction management
protocol in Section 4.4 deletes invalid transactions and stores each valid transaction
only in selected replicas. TBG then assigns each BC-delivered transaction to at most
one broadcasting replica group. Correct replicas spend less bandwidth and memory on
invalid or repeated transactions, so more valid transactions can be batched in time and
then ABC-delivered. Figure 4-6 and Figure 4-7 report this effect as lower simulated
latency and higher admitted-transaction throughput under the considered attacks.

TBG-based LBFT is viable when the cyber-layer smart grid task is to admit, order
and audit many transactions before an application process uses them. Examples include
P2P energy trading orders, settlement metadata before market clearing and electric
vehicle (EV) charging-payment transactions. Other examples include demand response
commitments, virtual power plant (VPP) event logs and distributed energy resource
(DER) status-update transactions [295]. Electricity-carbon-tradable green certificate
(TGC) audit transactions also fit this pattern because they require auditable ordering
among multiple market actors [296]. Thus, the TBG protocol ensures that honest
participants’ tranactions (such as trading bids and offers) cannot be censored, but can

be quickly processed, and deterministically ordered.

4.7 Chapter Summary

This chapter studies redundant broadcasts (RB) and transaction censorship (TC) in
Leaderless Byzantine Fault Tolerant (LBFT) protocols under mobile adversaries. It
defines the restricted network model M4S and the recovery-based corruption model
MRE | and analyses how the DFES and RSS attacks affect HSM-based scoped LBFT

protocols. Under the tested parameter settings, the TC rate of the HSM-based protocol
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reaches 0.76 and the RB value reaches 63. These results identify the security and
performance boundary that motivates the proposed transaction-management and batch-
generation mechanisms.

To address these limitations, this chapter introduces m* and TBG as scoped
transaction-management and batch-generation mechanisms. The design decouples
transaction management and batch generation from the batch broadcast and block
agreement primitives. Theorem 4.3 formalises this separation by showing that TBG
does not change the two primitives of the scoped LBFT protocol. The simulations show
that, under the specified models and attacks, m* and TBG achieve higher admitted-
transaction throughput, lower simulated latency, lower per-replica memory overhead
and an approximately zero TC rate in the tested parameter range.

Future work will focus on three directions. First, in partially synchronous
environments, the strict epoch constraints, such as the 2k-strided interval, may be
relaxed to reduce latency. Designing an adaptive TBG that estimates and adapts to
network conditions is therefore a promising direction. Second, evaluating the TC rate
under less restricted asynchronous networks, for example when the skew exceeds the
setting used in this chapter, is needed to reveal the security boundary of LBFT protocols.
Third, examining fairness under the recovery-based corruption model would provide a
more complete understanding of LBFT behaviour under mobile adversaries. These
directions move beyond the static and adaptive corruption models and can further

clarify how LBFT protocols should be deployed in practical environments.
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CHAPTER 5
Data Interoperability Protocols for Multi-Blockchains

Systems

The proliferation of decentralised applications across different autonomous blockchains
raises the need to enable cross-chain data interoperability (CCDI). However, prior
approaches for supporting CCDI often hit scalability bottlenecks regarding critical
metrics, e€.g., memory, or remain prone to withholding and censorship attacks. This
Chapter proposes three protocols to implement secure and efficient CCDI under
adversarial conditions.

The cross-chain token exchange (CCTE) protocol for atomic swaps is proposed. It
adopts a deposit mechanism, a blockchain-of-blockchains (BoB), and Merkle proofs to
ensure the completion of token exchanges even under withholding attacks. It utilises a
parallelised design to support concurrent token exchanges, thereby improving its
efficiency and avoiding censorship attacks that target sequential token exchanges.

The CCDI protocol is proposed to support any CCDI application. It authorises a
unique BoB to execute arbitrary CCDI application logic. It integrates a “transfer and in
place data update” mechanism to improve its efficiency, and this mechanism enables a
blockchain to update its state data items using a single transaction, without requiring
any information from other blockchains. Moreover, the CCDI protocol integrates a state
data migration scheme, which supports a user to migrate its state data item to
censorship-resilient blockchains, and incorporates a malicious user nodes elimination
scheme, which enables the updates of state data items in a CCDI process even under
withholding attacks.

Systematic performance evaluations are conducted to compare the two protocols
with existing ones. The CCTE protocol reduces latency by at least 52% compared to
existing protocols under probabilistic consensus setting. The CCDI protocol

outperforms prior protocols, lowering communication cost by 59%, computation
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overhead by 41%, memory burden by 12%, and latency cost by 33%.

This chapter is based on the author accepted manuscript of: T. Yu, F. Luo, G. Ranzi
and J. Wu, “Secure and Efficient Data Interoperability Protocols for Multi-Blockchains
Systems,” IEEE Transactions on Information Forensics and Security, vol. 20, pp.
11401-11416, 2025, doi: 10.1109/TIFS.2025.3615418. © 2025 IEEE. Reprinted, with
permission. This thesis includes the accepted manuscript version, not the final

published version.

5.1 Introduction

Since from its proposal in 2008, blockchain (BC) [183] has been extensively practiced
in different fields. The wide applications of BC raise the need of Cross-Chain Data
Interoperability (CCDI), referring to as a data integration paradigm that the data stored
in one BC is reachable, verifiable, and referable by another in a semantically compatible
manner [184]. A typical CCDI application is the Cross-Chain Token Exchange (CCTE)
(or atomic swaps) [185-192], which allows a party to transfer its tokens to another party
in a BC if and only if the latter transfers its tokens to the former in another BC. Besides
facilitating CCTE application, CCDI also supports more complicated data interactions
across autonomous BCs [193-212] — for example, for social media and Esports
applications deployed in different BCs, CCDI can not only enable users in a same BC
to interact but also support a user to interact the users from other BCs.

One challenge of CCDI lies in the inherent independence of BCs [183], which
restricts that the nodes in a BC can only access the state data (SD) of the BC (e.g.,
account balances and contracts statuses) and cannot access the SD of other BCs. Such
an independence nature of BCs would hinder CCDI operations. Most approaches
directly compromise BCs’ inde-pendence property to support CCDI. However, lacking
BCs’ independence may introduce additional issues. For instance, a BC must retain
extra information from each connected BC to validate cross-chain data, causing

significant memory overhead as the number of connected BCs grows.
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Another challenge of CCDI is to guarantee the atomicity property [184] in the
presence of withholding and censorship attacks. Specifically, the atomicity property
states a situation where all SD items involved in a CCDI process is either fully updated
or completely unchanged [184]. Under withholding attacks, a malicious user can reject
to submit its transaction, which stalls the updates of all SD items involved in a CCDI
process, thereby denying CCDI services [187]. More seriously, under censorship
attacks, the atomicity property may not hold anymore when a BC censors a transaction

required in a CCDI process, which directly threats CCDI security [183].

5.1.1 State-of-the-Art

A number of protocols have been developed to address the above two challenges in a
multi-blockchain system (MBS).

The CCTE scenario. Time-lock-based mechanisms are one of the solutions to
enable the independence of BCs and support CCTE. The “lock™ operation can be
implemented in different ways, such as hash-time locks [187, 188, 190], signature-
based locks [189, 192] and time-lock puzzles [191]. The original hash time lock
contracts (HTLCs) scheme [187] requires a larger time cost for the “lock™ operations
to ensure atomicity of a CCTE process, which is time-efficient. Recent work further
improves the time efficiency of these mechanisms by moving the locking phase off-
chain and employing adaptor signatures to carry out the unlocking phase on-chain [189,
192].

Despite these merits, time-lock-based mechanisms remain vulnerable to
withholding and censorship attacks. By design, these mechanisms mandate that one
party must complete its token transfer before its counterparty initiates theirs [187-192].
If the party is malicious, it can simply withhold that transfer, stalling the entire
conditional exchange and wasting its counterparty’s time. Even if the party’s token
transfer appears on its BC, the counterparty’s transfer on the target BC can be censored

for a certain time window. During this time window, the party may initiate another
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transaction to spend out its to-kens, causing the counterparty’s token transfer to fail
after the time window. Although fungibility property is a promising solution to counter
censorship attacks [189], it breaks down entirely if the party colludes with the target
BC.

Recent work [185, 186] proposes a CCTE protocol that preserves the BCs’
independence while ensuring resilience to censorship attacks. The protocol in [185] sets
up relay nodes to enable CCTE and relies on a blockchain of blockchains (BoB) to
ensure the integrity and trustworthy of the relay nodes. [186] extends the CCTE
framework to support multi-party scenarios. However, the work in [185] has two
significant limitations: firstly, its mechanistic design is not efficient, imposing higher
communication, computation, and latency overhead than time-lock-based schemes;
secondly, under withholding attacks, the protocol in [185] must roll back all CCTE
operations to ensure its atomicity property, thereby denying CCTE services.

Based on the above literature review and discussion, we ask the first research
question: whether there exists a protocol that can (i) ensure the atomicity property
under censorship attacks, (ii) progress CCTE services even in the presence of
withholding attacks, and (iii) offer substantially higher efficiency, regarding the metrics
of communication, computation, memory and latency, than the CCTE protocol in [185]?

The CCDI scenario. There are two paradigms of CCDI protocols to support
complex CCDI applications, e.g., social media and Esports. In the first paradigm, a BoB
is introduced in an MBS, but its role is simplified to just forward or trans-late a CCDI
request from the source BC to the target BC [193-202]. On this basis, the CCDI
protocols facilitate direct state data verification between BCs, which thus require each
BC to store the block header of the others — this in turn compromises the independence
property of involved BCs.

The second paradigm of CCDI protocols also relies on a BoB, but it assigns the
BoB with enhanced abilities [203-212]. Specifically, the BoB in [206-208] can create
SD items from its connected BCs and execute any CCDI logic. The BoB can also issue

a statement (also known as a certificate [206-209] or a proof [210-212]) for a CCDI
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request and send it to relevant BCs. However, to verify the BoB’s statements, the BC
needs to cache the extra information (e.g., block hashes of the BoB), which
compromises the independence property of these BCs, thereby burdening them with
extra memory cost.

Notably, the protocols of the two paradigms [193-212] execute the operations for
the updates of SD items within a single BC — either a BoB or a target BC. With this
design, the protocols can be censorship-resilient through selecting a censorship-resilient
BC as the BoB or the target BC. However, these protocols still have two disadvantages.
First, when a CCDI process operates under these protocols, it is still vulnerable to
withholding attacks. This is because these protocols can only roll back the whole
operations of the CCDI process when withholding attacks occurs, rather than further
improving the quality of the atomicity property to prevent from denying CCDI services.
Second, they hardly preserve the independence property of involved BCs, as these BCs
need to store information to validate other BCs’ proofs or BoBs’ statements.

Based on the above analysis, we ask the second research question: whether there
exists a protocol that can (i) progress CCDI services even in the presence of withholding
attacks, (i1) preserve BCs’ independence, and (iii) offer higher efficiency, regarding the
metrics of communication, computation, memory and latency, than the state-of-the-art

CCDI protocols?

5.1.2 Contributions of This Chapter

This study is devoted to providing solutions to the aforementioned two open research
questions. The overarching contribution of this paper is to propose new protocols for
enabling more secure and efficient data interoperability among multiple BCs. The
contributions of this paper are 4-fold:

1. To propose a new CCTE protocol. Compared with the CCTE protocol in [185],
the proposed protocol has 4 advantageous features: First, it does not need relay nodes.

As a result, the protocol not only leads to a less memory cost compared with the
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protocol in [185] but also makes the CCTE process only involve two token transfer
transactions, one less than the protocol in [185]. Second, the two token transfer
transactions are executed in parallel, offering greater efficiency compared with the
protocol in [185] that requires sequential execution of the three token transfer
transactions. Third, unlike the protocol in [185] which assumes a 1:1 exchange rate for
different token types, or the protocols [187-192] that assume pre-decided exchange
rates, the proposed protocol is based on an Automatic Market Maker mechanism [214]
and the cross-chain token claim scheme [193] with some modifications — with this
design, the protocol can be used to provide practical exchange rates without
compromising the BCs’ independence. Last, it can complete all token transfer
transactions even in the presence of censorship and withholding attacks; in contrast, the
protocol in [185] needs to roll back all CCTE operations to preserve its atomicity
property, leading to the denial of CCDI services.

2. To propose a new CCDI protocol. It only costs three transaction execution phases
to complete a CCDI process, and our solution is optimal compared with the current
protocols [193-212]. Specifically, after locking all SD items involved in a CCDI process
(Phase 1), their metadata is submitted to a BoB, and the BoB then executes the CCDI
operations to update these metadata (Phase 2). The updated metadata is finally sent back
to its BCs (Phase 3). Since storing and updating metadata is more computationally
efficient than creating a SD item in a BC, this design is more lightweight than the widely
adopted “mint or claim”-based mechanisms [215, 216].

Furthermore, we propose a threshold-signature-based “trans-fer and in place data
update” mechanism and integrate it into the CCDI protocol. The mechanism preserves
each participating BC’s independence and offers more efficient performance than the
“lock and claim” mechanisms [215, 216]. Specifically, all BoB nodes collectively
create an account represented by a threshold public key, and the account is registered
on each participating BC. At the start of a CCDI process, the relevant SD items in a BC
are transferred to the account for locking operation. Once the BoB yields updated

metadata, the updated metadata plus a threshold signature [217] are submitted back to
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the BC. The BC verifies the signature and updates the locked SD items according to the
updated metadata. Since the thresh-old public key of the account can verify the
signature, no external data (e.g., BoB’s or other BCs’ root hashes) are required, thereby
retaining each BC’s independence. Moreover, a trans-action containing a single
threshold signature can simultaneously update multiple SD items in a BC, which further
boosts the efficiency of the CCDI protocol.

As another critical part of the proposed protocol, a state-data migration scheme and
a malicious user-node elimination scheme are proposed and integrated into the CCDI
protocol. The former scheme enables a user to migrate its SD item from a censorship-
prone BC to a censorship-resilient BC without compromising either BC’s independence.
The latter scheme identifies the users that launch withholding attacks. By eliminating
the identified users, SD items of honest users can be further updated, instead of rolling
back all operations involved in a CCDI process to preserve atomicity property.

3. To establish an analysis framework to prove the proposed CCTE and CCDI
protocols satisfy the 3 properties that are outlined in [213] as necessary properties of a
cross-chain protocol, i.e., atomicity, isolation and durability . Besides these three
properties, we also prove the proposed CCTE protocol is with the fungibility and script-
minimum properties . The fungibility property is essential for mitigating censorship
attacks, while the script-minimum property enhances the compatibility of a CCTE
protocol by enabling BCs that do not support smart contracts to participate in the CCTE
process.

4. To implement the proposed protocols on Ganache [218] and Remix-IDE
Ethereum [219]. Comprehensive case studies are conducted to evaluate the protocols
by comparing with the distinguished protocols [185, 192, 208, 210]. The evaluation
results demonstrate that the proposed protocols are with lower communication,
computation, memory and latency cost.

The rest of this Chapter is organised as follows. Section 5.2 introduces some basic
concepts related to this research. Section 5.3 provides an overview of the proposed

protocols. Technical details of the proposed CCTE and CCDI protocols are presented
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in Sections 5.4 and 5.5, respectively. Simulation is re-ported in Section 5.6. Section 5.7

concludes the paper and discusses possible future work.

5.2 Basic Concepts

This section introduces some basic concepts that are preliminaries of understanding the

proposed protocols.

5.2.1 Blockchain

A BC is a distributed ledger comprising a sequence of blocks, where each block
cryptographically links to its predecessor. A BC could be associated with the
independence property defined below.

Independence property: For a BC with a set of verification nodes V. The
independence property of the BC holds if every node v € V only stores the state data

of the BC and does not store the state data of any other BCs.

5.2.2 Consensus Protocols

A consensus protocol [220] refers to as a set of instructions executed by a BC’s nodes
to achieve agreement on a block of transactions. A secure consensus protocol is
considered to have safeness and liveness properties at the same time [183]. The safeness
property ensures all transactions are correctly executed and are executed in a globally
consistent order. The liveness property ensures that all the valid transactions submitted
to a BC will eventually be stored into the BC.

The consensus protocols can be generally divided into deterministic protocols and
probabilistic protocols [221]. With deterministic consensus protocols, once a block is
generated, the transactions within it become immutable. In contrast, ac-cording to the
common prefix property [222], probabilistic protocols ensure that once a block is
extended by a sufficient number of subsequent blocks, transactions included in this

block becomes immutable with high probability.
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5.2.3 Smart Contracts

A smart contract is a code container deployed in BCs, which contains deterministic
algorithms [223]. The execution of a smart contract can be represented as:

SeW « SC(Sse, Txs(SD, params)) (5.1
where SC(-) denotes the smart contract; S,. is the current state information of SC(-
); Txs(SD,params) represents the transactions which invoke SC(-), and each
transaction contains state data SD and necessary parameters (denoted as params),
e.g., signatures; Six" is the output generated by the smart contract, e.g., the updated
state of SC(-). The equation of Eq. (5.1) represents a state transition of SC(-) from

S.. to Snew.

5.2.4 Cross-Chain Data Interoperability Protocol

A CCDI protocol defines a set of executable instructions. Execution of a CCDI protocol
will lead to a state transition of all the BCs involved in a CCDI process. A CCDI process
defined by a CCDI protocol includes the following elements:

(i) Aset of BCs B = {B(;,BC(,, ...} and a group of users U = {U;, U,, ... }. Both
are considered as participants of the CCDI process.

(i1) A list of transactions to be executed denoted as T = {Tx;,Tx,,...}. Each
transaction in I is generated by a specific user from U and it will be executed in a
specific BC from B.

(ii1) Execution phases of the CCDI process, denoted as P = {P;,P,,...}. The
phases are executed in a sequential manner, and each phase involves the execution of
one or more transactions. To execute a phase, all the transactions involved can be

concurrently executed.

5.2.5 Merkle Proofs

A Merkle proof [198] certifies the existence of a transaction in a block. Key operations

for Merkle proofs include:
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(i) Genyroor(Tx, BH). It means the creation of a Merkle proof for a transaction
Tx in a block with its block header BH.

(i) Valproor(P, Tx, Rgy). It represents the verification of a Merkle proof P.
Ry 1s aroot hash of a block header BH. The verification operation returns true if Tx

is in the block with a header of BH; it returns false otherwise.

5.2.6 Threshold Signature

A threshold signature (TS) [217, 293] provides evidence, under a threshold public key,
that at least a threshold number of nodes have signed a message m. Consider a BC with
M =3f +1 consensus nodes, where f is the maximum number of Byzantine
consensus nodes. If m is valid, each participating node signs m to generate a TS share.
A valid TS can then be constructed from at least 2f + 1 distinct TS shares and verified
using the threshold public key. In the CCDI protocol, the TS is used as compact
evidence that the updated SD items have been validated by the required consensus
threshold, so the smart contract in each participating BC can verify the evidence locally.
Recent Boneh-Lynn-Shacham (BLS) threshold-signature implementations on the
BLS12-381 curve report millisecond-level share-generation and share-verification
costs. Das and Ren [293] report 0.81-3.92 ms to generate one TS share and 0.76-2.16
ms to verify one TS share. They also report 55.43-149.52 ms to construct one TS from
64 TS shares, and state that final TS verification is identical to standard BLS
verification. In this chapter, the latency comparison is measured at the level of
transaction-execution phases and block-generation intervals. These reported TS costs
are therefore computationally acceptable for the CCDI workflow considered here and

are not expected to dominate the reported latency comparison (see Section 5.6).

5.3 System and Threat Models, Assumptions and Goals

This section provides an overview of the system to which the proposed protocols apply,

together with the threat models, assumptions and design goals of the protocols.
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5.3.1 System Model

Our system model is based on a blockchain and blockchains-based multi-blockchains
system (BoB-MBS). A BoB-MBS consists of a BC acting as a BoB and multiple BCs
(called the external BCs). We denote the number of external BCs in a BoB-MBS as N
and denote the external BCs as BC;, i € [N], where [N] is short for the set
{1,2,...,N}. For BC; or the BoB, it progresses in consecutive epochs, with the e;-th
or ep-th epoch indexed by e; or ez (e; € N, ez € N). At the end of each epoch, a
block is generated in a BC. All BCs in the system operate under the semi-synchronous
network model [220] and the adaptive corruption model [221]. In semi-synchronous
networks, there exists an unknown time duration 4 on message delivery delays, so a
block generation time is not fixed. In the adaptive corruption model, an adversary may,
at any time point during the execution of a consensus protocol, corrupt up to f

consensus nodes in a BC.

5.3.2 Threat Model

Two attack scenarios (i.e., censorship attacks and withholding attacks) are considered
in the BoB-MBS system, aiming to deny CCDI services or make a CCDI protocol
violate its atomicity property.

Censorship attacks [226]. In a normal case, a transaction Tx sent to a blockchain
BC; (i € [N]) in epoch e; is immutably stored in BC; in epoch e; + k; + 1, where
k; = 0 is a parameter of the common prefix property [222] of BC;. A censorship attack
delays the immutable inclusion of Tx in BC; to epoch e; + k; + 1 + D;, where D;
is a finite positive integer.

Withholding attacks. In a CCDI protocol, a normal case is that the user node
participating in a CCDI process should send its transaction Tx to a specified BC (see
Section 5.2.4) before a deadline defined by a CCDI protocol. A withhold attack occurs
when the user node either submits Tx after this deadline or fails to submit it

throughout the CCDI process.
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5.3.3 Protocols Assumption and Design Goals

Assumptions. The proposed CCDI protocols work in the BoB-MBS. The following
assumptions are applied to ensure the security of the protocols:

(1) A deterministic consensus protocol is used in the BoB. (i) A deterministic
consensus protocol is used in the BoB.

(i1) The consensus nodes in the BoB store both the BoB’s state data and the latest
k; block headers of BC; (i € [N]).

(iii)) Every BC and the BoB in the BoB-MBS hold the safeness and liveness
properties.

(iv) The BoB and some BCs in the BoB-MBS are censorship-resilient due to their
protocols’ design [223-225].

Goals. It is expected that the proposed protocols can achieve the following design
goals:

The independence property of each external BC in the BoB-MBS is preserved
when these BCs involve in the CCDI processes defined by the proposed protocols.

The protocols hold the atomicity, isolation, and durability properties. These
properties are defined as follows:

Atomicity: In a CCDI process, the states of all the participants either successfully
transit to new states or remain unchanged. Note that the atomicity property does not
apply to the changes of a participant’s state that is caused by the operations unrelated
to the CCDI process.

Isolation: /n a phase of the CCDI process when multiple transactions need to be
concurrently executed, each transaction must be executed independently.

Durability: When a transaction Tx, must be executed in prior to another
transaction Tx,, the change of the BoB-MBS's state caused by Tx; must be
permanently and immutably stored in the corresponding BC before executing Tx,.

Besides the above properties, the proposed CCTE protocol (see Section 4.4) holds

two additional properties:
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Fungibility: For observers except for transaction formation agents, token
receivers and the BoB, they cannot distinguish a token transfer transaction in a CCTE
and a standard token transfer transaction.

Script-minimum: A4n external BC only needs signature verification scripts to

participate in a CCTE process.

5.4 Cross-Chain Token Exchange Protocol

The proposed CCTE protocol (denoted as Il.-rg) is designed for CCTE (atomic swaps)
scenarios where a sender intends to use its tokens of type Token; to exchange for a
receiver’s x; tokens of type Token;, and these two types of tokens circulate on BC;
and BC;, respectively. The CCTE process defined in Ilgcrg involves 5 basic
transactions and 5 participants. The transactions include a cross-chain transaction
(CCT), two native transactions (denoted as NT; and NT,.), and two proof transactions
(denoted as PT; and PT,). The participants include a sender, a receiver, the two
blockchains BC; and BC;j, and the BoB. In some situations, an additional cross-chain
transaction CCTy, and at most two fraud-proof transactions (each denoted as Typ) (see
Phase 3 of this section) will be needed. The type of the token circulating in the BoB is
denoted as Tokeng.

As illustrated in Figure 5-1, the CCTE process comprises of 3 phases: firstly, the
sender sends the CCT to the BoB for activating the CCTE process. Secondly, the sender
sends the native transaction NT; to BC; and the BoB for transferring its tokens with
type Token; to the receiver’s address in BC;; in the same time, the receiver sends the
native transaction NT, to BC; and the BoB for transferring its tokens with type
Token; to the sender’s address in BC;. Phase 3 will be executed for security purposes,
in which the proof transactions PTy and PT, will be sent to the BoB. The transaction
execution logics are supported by four smart contracts deployed in the BoB. Table 5-1
provides a brief description on their functionalities, while their roles will be explained

later in this section.
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TABLE 5-1. Smart contracts used in [qcrg

Notation Functionality
SCp Lock Tokeng
SCr Execute cross-chain transactions
SCamm Calculate exchange rates
SCypy Validate received Merkle proofs

g Cross-chain transaction| %" Request execution IN;s

»
L »>

Sender Phase 1 BoB Phase 1 IN-

Sender Phase 2 BCi

g Native transaction INs BoBE @ Native transaction IN»| BoB

&9 Proof transaction PTs (Trr) g% Proof transaction PT, (Trr) «&e

» -
<

BoB nodes  Phase 3 i BoB Phase 3 BoB nodes

FIGURE 5-1. The transactions of Il crr in each phase.

5.4.1 Workflow of Hcrg

The overall procedure of CCTE is shown in Algorithm 5.1. To defend against censorship
and withholding attacks, before the CCTE process, the sender and the receiver need to
deposit a certain amount of Tokenp (denoted the amounts as x;p and x,p,
respectively) in the BoB through the smart contract SCp (In 01). The CCTE process is
performed with the three phases:

Phase 1: The sender generates a cross-chain transaction CCT and sends it to the BoB
to invoke the smart contract SCr (In 02). SCy requests two exchange rates E;; and
Ep; from the smart contract SCypp (In 03), where E; ; is the exchange rate between
Token; and Token; and Ep; is the exchange rate between Tokeng and Token;.
These two rates are determined following an exchange rate determination scheme, which
will be elaborated in Section 5.4.2. Based on the exchange rates, SC; calculates the
amount of Token; or Tokeng needed for exchanging x; Token; (In 04).

To validate the cross-chain transaction CCT, the smart contract SC; checks whether

the sender and the receiver have enough deposits of Tokeng by invoking the smart
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contract SCp, (In 05). If the sender or the receiver does not have enough deposits, the
CCT is discarded, which can prevent participators from launching withholding attacks
afterwards (In 09). If they have, SC; generates two instructions IN; and IN, (Ins 06
and 07): IN; is for the sender to transfer x; Token; to the receiverin BC;; IN, is for
the receiver to transfer x; Token; to the sender in BC;. Aiming at quickly terminating
the CCTE process, SC; sets a deadline before which proof transactions on INg and
IN,. must be included to the BoB (In 08).

Phase 2. The sender and the receiver generate native transactions NT;(INs) and
NT,(IN,) for the two instructions INg; and IN,, respectively. They send NT,(IN;)
and NT,.(IN,) to BC; and BC;, respectively. In the meantime, they send NT,(IN;)
and NT,(IN,) to the BoB for censorship and withholding resistance purposes (Ins 10
and 11), as the two sending operations enable the consensus nodes in the BoB to submit
NT;(INg) and NT,.(IN,) to corresponding BCs. If the sender and the receiver are
honest and no attack exists, the CCTE process terminates at the end of Phase 2; otherwise,
Phase 3 is needed:

Phase 3. If the native transactions NT (INg) and NT,(IN,) are stored in the
corresponding BCs, the sender and the receiver generate Merkle proofs P, and P. for
NT;(IN;) and NT,(IN,), respectively (Ins 12 and 13). Each Merkle proof and the
corresponding native transaction are packaged into a proof transaction. The proof
transactions are sent to the BoB to invoke the smart contract SCypy (Ins 14 and 15).
SCypy validates the received proofs and records the valid Merkle proofs (Ins 16-18).
Then, there are two situations to confirm the CCT:

Situation 1: If SCypy, receives the two valid proofs, the CCTE process completes

(Ins 19 and 20).
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Algorithm 5.1 CCTE Procedures

Notations

*=1 or J; e,: BC,’s epoch index in which CCT is sent to the BoB; PKj;, PK;; and
PK; g: IDs of the senders in BC;, BC; and the BoB, respectively; PK,;, PKr, ; and
PK,p: IDs of the receiver in BC;, BC; and the BoB, respectively; Kk: the secure
parameter (K = 2); Max(): a function returning the largest value among the inputted
values; Min(): a function returning the smallest value among the inputted values;

BH?" " the header of BC,’s block generated in epoch e, : R(BH.* I): the root hash of

BH* . FP: the fraud-proof generated by consensus nodes of the BoB. ef: the current

epoch index of BC,. x,;: the number of Token; in the sender’s account in BC;; X
the number of Token; in the receiver’s account in BC;.

CCTE instance: exchange for x; Token; using tokens with type Token;.

01 SCp:PK;p =[Tokeng:xs]; PK,p =[Tokeng:x, 5]

Phase 1 — One cross-chain transaction execution

PKgp — CCT(BC;,BC;, PK,;, PK, j,PK, ;, PK, ; ,PK, g

Token;, Token;, SCr) » BoB

03 E;;= CAMM(Tokenl, Token;); Egj = SCyym(Tokeng, Token;)

04 x; =x;/E;;; xp = x;j/Ep

s,J

02

05 SCr —» SCp:if xgp > KX xp and X, p > K X Xp:
06 SCr:IN; =(From: PKg;, To: PK,;, Transfer: x; Token;)
07 IN, =(From: PK, ;, To: PKj;, Transfer: x; Token;)

08 Max(el- + K+ K6 +rc+rc) e, + Kk: the epoch index of BC, when

CCT 1is stored
09 Else: discard CCT of In 02 and terminate
Phase 2 — Two native transactions execution concurrently
10 Sender: PK;; —» NT,(IN;) — BC; and BoB
11 Receiver: PK,; - NT.(IN,) - BC; and BoB

Phase 3 — Two proof transactions execution concurrently

12 P, = Genpyoor (NTS(INg), BH'Y)
13 P = Genyroop (NT,(IN,), BH,')
14 PTy(P, NT,(IN,), R(BH"), SCypy) — BoB
15 PT.(P, NT.(IN,), R(BH"), SCypy) — BoB

16 SCypy: () CCT € SCri(ii) e, > e, + & (iii) Valyrooy (P, NT, R(BHS"))
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17
18
19
20

21

22

23
24

25

26
27
28
29
30

If true is returned for all the three checking operations:
P € SCypy

Else: discard P

Situation 1: If (P, P.) € SCypy
SCypy: Confirm CCT of In 02

Situation 2: If P; and/or B. & SCypy and

Min(ef, ejc) > Max(ei + K+ K,e+k+ Kj)

The nodes of the BoB: CCT,(SCypy) = BoB

SCypy: execute In 21; if true is returned, Ins 24-29; else: In 30
Sub-situation 1: If NT;(INs) € BoB: SCypy: (From: PKp, To: PK, 3,
Transfer: xg Tokeng), confirm CCT of In 02
Sub-situation 1: If NT,.(IN,) € BoB: SCypy: (From: PK,p, To: PKgp,
Transfer: xg Tokeng), confirm CCT of In 02
Sub-situation 2: If NT;(IN;) € BoB: execute In 14 and invoke In 19
Sub-situation 2: If NT,(IN,) € BoB: execute In 15 and invoke In 19
Sub-situation 3: If xg; < x;: generate Trp to invoke Ins 16 and 24
Sub-situation 3: If x,.; < x;: generate Tgp to invoke Ins 16 and 25

SCypy: Discard CCTy (SCypy)

*Note: For simplicity, the signatures contained in the transactions are omitted. This

applies to the rest of this paper
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Situation 2: If one or both valid proofs fail to be recorded in SCy;py, by the deadline
defined in In 08, a transaction CCT;, is then generated by a node of the BoB to invoke
SCypy (Ins 21 and 22). SCypy then checks whether the situation defined in In 21 is true
(In24).If it is false, CCTy is discarded (In 30). Otherwise, the following 3 sub-situations
may happen:

Sub-situation 1: If either NT;(IN;) or NT,(IN,) fails to appear in the BoB by its
deadline (In 08) due to withholding attacks, SCypy transfers the sender’s (or the
receiver’s) deposited tokens with type of Tokeng to the counterparty’s account in the
BoB and the CCTE process completes (In 24 or In 25).

Sub-situation 2: If NT;(IN;) (or NT,.(IN,)) is recorded in the BoB, f + 1 pre-
defined consensus nodes of the BoB obtain NT;(IN) (or NT,(IN,)) and sends it to
BC; (or BCj). If NT¢(INs) (or NT.(IN,)) is stored in BC; (or BCj), the f+1
consensus nodes generate its proof transaction (In 14 or In 15) and send it to the BoB for
further execution (In 26 or In 27).

Sub-situation 3: Before NT;(IN;) (or NT.(IN,))isstoredin BC; (or BC;),if any
of the f + 1 nodes finds that the balance of the sender’s Token; (or the receiver’s
Tokenj)on BC; (or BC;) falls below x; (or x;), it generates a fraud-proof transaction

Trp with a Merkle proof and send Trp to the BoB (In 28 or In 29).

5.4.2 Token Exchange Rate Determination Scheme

We design a Token exchange rate determination scheme to enable the smart contract
SCamm to promptly determine the exchange rates between two types of tokens circulating
in the BoB-MBS. The scheme comprises two components: an Automated Market Maker
(AMM) and a Cross-chain Token Claim Protocol (Il;crc). We will present the two
components first, followed by the procedure of the token exchange rate determination
scheme.

Automated Market Maker. AMM uses a Liquidity Pool (LP) and mathematical
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algorithms to calculate exchange rate(s) between two types of tokens in a BC. The LP
is deployed in the BoB, and it can be considered as a marketplace for token providers
to save different types of tokens. For illustration, AMM considers the Balancer protocol
[214] to calculate the exchange rate. For simplicity, we assume that there are N types of
tokens in the system, where each BC has one type of token. During the initiation of the
LP, the AMM assigns a pre-defined weight to each token type (denoted as w;, i € [N])
with a condition of Y™, w; = 1. It then determines the exchange rate between two
different types of tokens as:

B:

E, . =-x

wi
LJ B; w;j

(5.2)

where E;; is the exchange rate between Token; and Token;; B; and B; are the
quantity of the two types of tokens in the LP. B; and B; will be quantified in the LP
based on the cross-chain token claim protocol (denoted as [ ¢rc):

Cross-chain token claim protocol. Based on the token exchange rates generated
from the AMM, Il.-rc is designed to facilitate a token provider to save a specific type
of token from the corresponding external BC to the LP. Il.-r. is based on the cross-
chain token claim scheme in [193] with modifications. Considering a token provider
intends to save x tokens with the type of Token, to the LP, the protocol works as
follows:

(1) The BoB validating nodes jointly create a threshold public key-based address
[217] in each external BC BC;. Denote the address as TPK_Addr;, i € [N].

(i1) The token provider sends the x tokens with the type of Token, to an address
TPK_Addr, for locking operation.

(ii1) The token provider generates a Merkle proof for the token transfer operation
in (i1). Based on the proof, SC;; mints x token, in the BoB and transfers the minted
tokens to the token provider’s address in the BoB.

(iv) The token provider transfers the x Token, from its address in the BoB to the
AMM smart contract SCypp-

Procedure of token exchange rate determination. With [l..7c, any types of
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tokens from an external BC can circulate in the BoB. The token exchange rate is
determined via 3 steps:

(1) Smart contract deployment. The AMM is implemented in SCypy that is
deployed in the BoB. There are two data structures in the LP of SCypp: LP, and
LPy,. LP, stores N pre-defined weighting values, one for a type of token. LPgy,
stores N key-value pairs. For each pair, the key is the ID of a specific token type, and
the value is the number of tokens with this type.

(i1) Initialise the LP. SC,y,,, invokes a function (denoted as Fy;) to initialise the
N weights in LPy:

(wy, ..., wy) = Fy(Tokeny, ..., Tokeny) (5.3)

(iii) Determination of the token exchange rate. Token providers contribute their
claimed tokens to SCyp- SCamm stores the key-value pairs of the tokens into LPgy,.
Once LP, and LPg, are constructed, Eq. (5.2) can be applied to calculate the

exchange rate between any two types of tokens.

5.4.3 Security Analysis

This section is devoted to analysing the security of the proposed CCTE protocol. The
analysis is represented by the following theorems:

Theorem 5.1. For the CCTE process defined in ccrg, the independence and the
script-minimum properties of each participating BC; (i € [N]) in the BoB-MBS can
be preserved.

Proof. Consider a participating BC; (i € [N]). In the second phase of the CCTE
process, a token transfer transaction NT; will be executed in BC;. To execute NT,
BC; only needs to check whether the sender of NT; has sufficient tokens, which does
not need the external state data. Thus, the independence property is held by BC;. Since
the execution of the transaction NTg only requires BC; to have the scripts for
validating the signature in NTj, the script-minimum property is also preserved. [

Theorem 5.2. Under the corruption and network models defined in Section 5.3.1,

38



if every participating BC; (i € [N]) and the BoB holds the safeness and liveness
properties, l.crp will preserve the atomicity, isolation, durability properties.

Proof. For the atomicity property: the CCTE process has two state transitions: (a)
the sender consumes x; Token; (or xg Tokeng) and obtains x; Token; (or xg

J

Tokeng). And (b) the receiver obtains x; Token; (or xg Tokeng) and consumes x;
Token; (or xg Tokeng). There are three situations:

(1) Situation 1 — the CCT is invalid. In this situation, the CCT will be discarded and
the CCTE process will terminate without any state transition (see Ins 05 and 09 of
Algorithm 5.1).

(i) Situation 2 — the CCT is valid, and both the sender and the receiver are honest.
Once the CCT is validated to be valid, two instructions (i.e., INg; and IN, in
Algorithm 5.1) will be generated. Also, the honest sender and the honest receiver will
send NTg and NT,. to BC; and BCj, respectively. In the meantime, since NT; and
NT, are also sent to the BoB before the deadline defined in Algorithm 5.1 (see In 08 of
Algorithm 5.1), at least one of the f + 1 nodes in the BoB will submit NT; and NT,
to corresponding BCs. According to the liveness property, even if censorship attack is
launched, NT; and NT, are guaranteed to be stored in corresponding BCs. As a result,
successful state transitions will be achieved. However, if at least one participator (the
sender and/or receiver) is malicious, it may launch a withholding attack (see Ins 24
and/or 25 of Algorithm 5.1), or the balance in its account may not enough (see Ins 28
and/or 29 of Algorithm 5.1). Then, Situation 3 will be triggered:

(ii1) Situation 3 — the CCT is valid, and the sender and/or the receiver are malicious.
According to Ins 21-29 of Algorithm 5.1, each missed native transaction or proof
transaction (due to withholding attacks), or the presence of valid fraud-proof
transactions (due to the insufficient balance) will lead to a transfer of Tokeny for
completing the unfinished token transfer operations. Thus, the state transition will be
successful. As a result, the atomicity property is preserved.

Regarding the isolation property: the two native transactions will be executed

concurrently in BC; and BCj, while the two proof transactions PT; and PT, will be
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executed concurrently in the BoB. Due to the independence of BC; and BC;j, each is
unaware of the other's native transaction execution. Similarly, the execution of PT;
and PT, inthe BoB is independent — that is, the verification and execution of PTy do
not require any information from PT,., and vice versa. Therefore, the isolation property
is preserved.

To ensure the durability property, (i) the native transaction (such as NT;) can only
be executed after the CCT has been stored in the BoB and (ii) the proof transaction
(such as PTy) can only be executed after the native transaction NT are stored in BC;.

To ensure (i), if NT; is stored in BC; before the CCT has been stored in the BoB, i.e.,

el: < e; + Kk (see In 16 of Algorithm 5.1), PT,; will be discarded according to In 18 of

Algorithm 5.1. To ensure (ii), Ins 06 and 18 also guarantee that if NT; is not stored in

BC; (i.e., Val (P, NT, R (BHiei’) # 1), PT,; will be discarded according to In 18

proof
of Algorithm 5.1.

When CCTy is required to be sent to the BoB (see In 22 of Algorithm 5.1), to
ensure the durability property, CCT;, can only be executed after the deadline defined
in In 08 of Algorithm 5.1. The checking operation in In 21 of Algorithm 5.1 guarantees
that if CCTy, is sent to the BoB before the deadline, it will be discarded.

When a fraud transaction containing a Merkle proof is sent to the BoB (see Ins 28
and 29 of Algorithm 5.1), the BoB will verify that whether the Merkle proof can attest
that the corresponding native transaction (NT; or NT,) failed to be stored on its target
BC because the on-chain balance of its sender’s account fell below the required
threshold. As a result, the fraud-proof transaction can only be executed when the Merkle
proof'is valid. Therefore, every transaction in [I.-rz is executed following the criteria
defined in the durability property. O

Theorem 5.3. every native transaction in the CCTE process defined by crg
preserves the fungibility property.

Proof. In each external BC, only native transactions that carry token transfer

instructions will be executed. Since the instructions include only the sender’s and the
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receiver’s IDs, the token type and the token transfer amount, they cannot be
distinguished from standard token transfer transactions. Therefore, the fungibility

property is preserved. O

5.5 Cross-Chain Data Interoperability Protocol

The proposed cross-chain data interoperability CCDI protocol Il.-p; operates under
the BoB-MBS including the BoB and N external blockchains BCs and defines a more
generic CCDI process Pccp;- Without loss of generality, we consider that X user
nodes register to participate in P..p;. Each user node has a unique state data item, and
the x-th (x € [X]) user node (denoted as U, ) is from BC;, where i = xmodN.
Additionally, Il.p; defines that each BC configures a relay group that comprises of
(f +1) relay nodes randomly selected from the M consensus nodes in the BoB.
[¢cp; further defines 3 smart contracts for Prc-p;. SCr and SCx are deployed in the
BoB, and SCg; is deployed in every external blockchain BC; (i € [N]). Their

functionalities are shown in Table 5-2.

TABLE 5-2. Smart contracts used in Il ¢p;

Notation Functionality
SCxe Deploy battle games, create and update state data items
SCc Validate cross-chain transactions
SCr Implement CCDI applications
. Native Native
transaction 0a® transaction
@
Al Transux ‘%; =" Transsi ‘%}
Ux Phase 1 BCi (BoB nodes) Phase 3 BCi

° Cross-chain Native
$8% transaction %0 transaction ‘%
am "= ﬁ LA
Us CCTux Trans*rx

» »
'

(BoB nodes) Phase2 BB (BoB nodes) Phase 3

BCi

FIGURE 5-2. The transactions of Il;.p; in each phase.
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To illustrate a concrete CCDI application, we take battle games as an example. A
battle game includes a Player versus Player (PvP) instance, which represents the
scenario that two players battle with each other. A player uses a unique state data item
representing its game character, which includes a role name, an attack value, and an
experience value. In a PvP, a player’s score is the sum of its character’s attack and
experience values. The player with a higher score will win the battle. These logics of
battle games will be coded in the smart contracts SCp; and SCy. In the following, we

further present two building blocks of the CCDI protocol [.cp;.

5.5.1 Two Building Blocks of I.cp;

The first building block is an abstract CCDI application smart contract SCx that can
host any types of CCDI applications. In this paper, SCx deploys the logic of battle
games. To invoke SCr , a set of state data items’ metadata (denoted as
{S§D,, ...,SD,, ... }) inputs into SCz which outputs a new set {SD**V,...,SD}¢%, ...}
according to the logic of battle games:

{SD*¢V, ...,SD}e%, ...} = SCx(SDy, ...,SDy, ...) (5.4)
where {SD*¢V,...,SD}¢%,...} is the updated versions of {SD,...,SD,,...}. Since
SCy only consumes metadata, the data format unification mechanisms [204] can be
applied to the received metadata, harmonising their data formats before submitting
them to SCx. Upon outputting the updated metadata, they can be converted back to
their original data formats.

The second building block is a threshold-signature-based “transfer and in place
data update” mechanism. Specifically, the nodes of the BoB collectively generate a
threshold public key PK, and the i-th group generates an account using PK in the
blockchain BC; (i € [N]). The smart contract SCp; then grants PK the ability to
update the state data items that PK possesses. Thus, PK now can invoke SCgp; to
update its state data items. The details of the “transfer and in place data update”

mechanism are as below.
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When a user node U, in the blockchain BC; registers to participate in a CCDI
process Pccpy, it first sends its state data item (denoted as SD,) to the threshold public
key PK, which acts as the locking operation. When SD, is updated in the BoB
through the smart contract SCr, the nodes in the BoB generate a transaction containing
a threshold signature TS and the updated SD, (denoted as SD;*"). The transaction
is then sent to BC; to invoke smart contract SCg.;. If PK in SCg; validates TS,
SD, isupdated to SD}®" in BC; and sent back to U, ’s account.

Next, we present the details of the protocol Il.cp; (as shown in Figure 5-2) as

below.
5.5.2 Phase 1 — Preparation

Let the CCDI process be initiated at the beginning of the BoB’s epoch indexed by ey
and a deadline is set to be the end of the epoch ez + k X Max(k;), (i € [N]), where
K is a secure parameter to ensure that every external blockchain BC; has passed k;
epochs since the beginning of epoch eg. In epoch eg, every user node U, (x € [X])
then sends a native transaction Transy, to the threshold public key PK in BC;:
Transy, =< SD,, PK}, PK,SCp; > (5.5)
where PKL represents the account address of U, in BC;. BC; checks whether PK}
owns the state data item SD,. If not, Transy, is discarded; otherwise, BC; transfers
SD, to PK and creates a key-value pair < H(Transy,), (SD,, PK.) > in the smart

contract SCp;, where H(-) is a hash function.

5.5.3 Phase 2 — Execution

If Transy, is stored in BC; before epoch ep + k X Max(x;), a Merkle proof
(denoted by P,) and a cross-chain transaction (denoted as CCTy, ) are generated:

CCTy, =< Transyy, BC;, P, SCc > (5.6)

The user node U, and the f + 1 relay nodes in the i-th relay group (i € [N])

send CCTy, to the BoB to invoke the smart contract SC.. After receiving CCTy,,
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SC. checks whether it has stored the state data item SD, that is contained in the
Transy,’s field of CCTy,. If yes, CCTy, is discarded; otherwise, SC, checks:

*  Whether the index of the BoB’s current epoch (denoted as ef) satisfies: ep <
eg + Kk X Max(x;).

*  Whether P, can prove that Transy, has been immutably stored in BC;.

If CCTy, passes all the 2 checking operations, the state data item SD, contained
in the cross-chain transaction CCTy, is stored in the smart contract SCr; otherwise,
CCTy, isdiscarded. As shown in Figure 5-3, SCy performs one of the two operations:

Case 1: If all the X cross-chain transactions are stored in the smart contract SCx
by epoch ep + k X Max(k;), when SCr stores the X-th state data item, it updates the

X state data items according to Eq. (5.4) and the updated SD, is denoted as SD;°".

For the set of C updated state data items §; = {SDy7", ..., SD¥?", ..., SD¥"} from

the blockchain BC; (c € [C] and Vc,i = x.modN ), the M nodes of the BoB
produce the threshold signature T'S for the set §;.

Case 2: If there are some state data items among the X state data items not stored
in the smart contract SC¢ by epoch ep + k X Max(k;), SCr identifies the number
of the user nodes’ state data items that have been received before epoch eg +

Kk X Max(k;) (denotedas Y).If Y > 1, SCy updates the Y state data items through
(4). For the set of D updated state data items S; = {SDLY, .., SDEZY, ..., SDYEY

from the blockchain BC; (d € [D] and Vd,i = x;modN), the M nodes of the BoB
produce the threshold signature TS for the set S;.If ¥ < 1,the M nodes of the BoB
produce a threshold signature for the only received state data item.

If a valid cross-chain transaction CCTy, (x € [X]) is sent to the BoB after epoch
eg + Kk X Max(k;), the M nodes of the BoB also produce TS for the state data item

SD, contained in CCTy,, ensuring its unlocking during Phase 3 (see Case 2%*).
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Native transactions execution:
Transferring SD items in corresponding BCs

i If X SD items are If Y SD items are i
| transferred transferred (Y<X) |
E Phase 2 E
E y A E
i Case 1: X SD items are Case 2: Y SD items are E
| updated in the BoB Updated in the BoB |
pommmmmmm—moo-- e et Voo
| Case 1*: X (Y) transferred SD Phase 3 Case 2*: X-Y SD items E
| items are updated in BCs are unlocked in BCs E

FIGURE 5-3. Flowchart of P.cp;.

5.5.4 Phase 3 — Settlement

The transferred state data items in Phase 1 are updated in their blockchains in this phase:

Case 1%: If the set S; is generated in the BoB, a native transaction Transg, is
generated:
Transg, =<S;,TS,Sy,,SCp¢ > (5.7)
where S, is a set containing the C hash values {H(Transyy,), ..., H(Transyy)}.

After that, the f+ 1 relay nodes in the i-th group send Transg, to the
blockchain BC; to invoke the smart contract SCg;. SCg; checks:
*  Whether it has the key value pairs < H(Transyy,), (SDxl,PK,il) >, ..., <
H(Transyy,), (SDy PKy.) >.

*  Whether the threshold public key PK validates TS.
45



If Transg, passes all the two checking operations, Transs, is regarded as valid;
otherwise, Transg, is discarded.

If Transg, is valid, PK invokes SCg; to update SD, to SDi°" and sends
SDy¢" to the account address PK,ﬁC (c€[C]. After that, SCp; deletes <

H(Transyy,), (SDy,, PKL) >.

The above procedures are also applied to S; in Case 2.
Case 2*: To respond to a valid cross-chain transaction CCTy, in Case 2, a native
transaction Transg, is generated:

Transg, =< SD,,TS,H(Transy,),SCgc > (5.8)
The procedures for Transg, is then applied to Transg, and SD, will be directly

sent back to U,’s account PKL.
5.5.5 Attacks Resolution Mechanism

According to Case 2, censorship and withholding attacks can cause that some state data
items are updated while others are not updated, which compromises the atomicity
property. To counter the two attacks, we propose an attacks-resolution mechanism
which consists of Sgpy, a state-data migration scheme, and Sy;;,r, @ malicious user
nodes elimination scheme. Sgp,, enables a user node U, to migrate its state data item
SD, in a censorship-prone blockchain BC; into other censorship-resilient BCs (such
as BC;). Different from the state-of the-art “lock (or burn)-to-claim” schemes that
sacrifice the independence property of involved BCs during data migration processes,
[lgpy achieves data migration while preserving the independence property of involved
BCs through our “transfer and in place data update” design. On the other hand, Sy;yg
eliminates the user nodes who deliberately withhold their native transactions in Phase
1 to make Case 2 happen. Moreover, Sy;yr determines the set of participators in the

CCDI process at the end of Phase 2, allowing Il.-p; to update honest participators’
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state data items without sacrificing its atomicity property. The details of the two
protocols are presented as follows.
State-data migration scheme Sgpy. The user node U, executes Eq. (5.5) to lock

its state data item SD,. At the same time, U, creates an account in the blockchain B(;

(denoted as PK,{) and generates a newly initialised state data item SD,, which is

SD,’s initial version. U, then executes Eq. (5.5) to lock SD,. Once SD, and SD,
are locked in BC; and BC;, respectively, U, generates two cross-chain transactions
according to Eq. (5.6) and sends them to the BoB. If the two transactions are valid, the

M nodes of the BoB collectively produce the threshold signature TS; for the locked
SD, and TS; for the locked SD,.. Finally, the f + 1 relay nodes in the i-th group

sends the transaction defined in Eq. (5.7) to transit SD, to SD, in BC;. In the

meantime, the f + 1 relay nodes in the j-th group sends the transaction defined in Eq.
(5.7) to transit SD, to SD, in BC;.

Supported by the scheme Sgpy, all user nodes can migrate their state data items to
other censorship-resilient BCs, thereby mitigating the negative impacts of censorship
attacks.

Malicious user nodes elimination scheme Syyg. Syygp further eliminates the user
nodes who make Case 2 happen through withholding attacks. First, a deposit
mechanism is adopted, which enforces that every user node needs to deposit a certain
number of tokens in the BoB before registering to participating in a CCDI process
Pcepr- If a user node does not fulfill the deposit operations before the state of Prcp;,
the authority of the user in P..p; is canceled. Second, if Case 2 happens, the BoB
identifies the user nodes who fail to store their state data items in the smart contract
SCr before epoch ez + k X Max(k;). The accounts of the identified user nodes are
then removed from the X registered user nodes, and the deposits of the identified user
nodes are forfeited. Lastly, denoting the identified number of user nodes be X — Y, the
remaining Y user nodes are authorised for the CCDI process Pecp;-

Under the above design of the scheme Sy, the final authorised participators in
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Pccpr can only be determined at the end of Phase 2. In this way, more user nodes are
allowed to participate in Pccp; at the beginning of P.p;, that aligns with complex
cross-chain interaction applications in real-world scenarios. However, malicious user
nodes can be identified and eliminated, guaranteeing the completion of the CCDI

service for the remaining user nodes.
5.5.6 Security Analysis

This section is devoted to analysing the security of the proposed CCDI protocol. The
analysis is represented by the following theorems:

Theorem 5.4. For the CCDI process Pccp; defined in Ncp;, the independence
property of each participating BC; (i € [N]) in the BoB-MBS is preserved.

Proof. In P..p;, two types of native transactions are executed in BC; (i.e.,
Transy, and Transg/Transg,):

(1) Executing Transy, involves checking the ownership of SD,. As SD, is the

state data item of BC;, the execution of this operation does not need the external state

data.
(ii) The execution of Transg,/Transg, involves the two checking operations and
the “in place data update” operation. The two checking operations require to use the

state data PK and S, _. To execute the “in place data update” operation, the state data,
i.e., the locked SD,, is required. Apparently, PK, S, , and the locked SD, are the

state data of SCpg. Thus, the execution of Transg /Transg, does not require any

external state data except for that of BC;, and proof completes. O

Theorem 5.5. Under the corruption and network models defined in Section I1I-A,
if every external BC; (i € [N]) and the BoB hold the safeness and liveness properties,
by combining the attacks resolution mechanism, Il.cp; will hold the atomicity,
isolation, durability properties.

Proof. To demonstrate the atomicity property, we analyse the state transitions of
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{SD;, ..., SDy } through different phases:

At Phase 2, with the support of the f + 1 relay nodes, as long as a state data item
(e.g., SD,) is immutably stored in corresponding blockchain (e.g., BC;) before epoch
eg + k X Max(k;), at least one of the f + 1 relay nodes will send the corresponding
cross-chain transaction (e.g., CCTy,) to the BoB. Therefore, there are three possible
situations. §; (i.e., Case 1): X state data items are stored in SCz before epoch eg +
Kk X Max(k;). 8§, (i.e., Case 2): only Y (1<Y < X) state data items meet the
deadline. §3:only Y (1=>7) state data items meet the deadline.

At Phase 3, with the support of the f + 1 selected relay nodes, at least one honest
relay node will send valid native transactions to the blockchains for the updates of
locked state data in Phase 1. Thus, there are three possible situations:

§,: all the honest nodes’ state data items are eventually updated in corresponding
blockchains.

85: some of honest users’ state data items are updated to their new state versions,
while the other honest users’ state data items are just unlocked and unchanged.

8¢ all state data items are unlocked and unchanged.

With the scheme Sgp,, every user node can move to the censorship-resilient
blockchains. Therefore, honest user nodes can store their state data items in the smart
contract SCr before epoch ep + Kk X Max(k;) for sure, which can potentially
eliminate the situation of §,. Moreover, the malicious user nodes who withhold their
native transactions in Phase 1 can be identified and eliminated by the scheme Sz,
and the pre-defined X user nodes for the CCDI process can be updated to the Y user
nodes. As a result, the remaining honest users must be a part of the Y user nodes,
making 85 unable to happen. Thus, only 8§, can happen and I[l;cp; holds the
atomicity property.

Regarding the isolation property, in Phase 1 and Phase 3, each involves the
concurrent execution of X native transactions. Phase 2 involves the concurrent
execution of X cross-chain transactions.

In Phase 1, the native transactions are associated with the operations of ownership
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checking for state data items and locking state data items. For the native transaction
Transy,, checking and locking U, ’s state data SD, only needs to check U,’saccount
information, that does not interfere with the execution of Transy, (x # y).

In Phase 2, the execution of the cross-chain transactions involves the two
operations of checking time requirement and checking the validity of Merkle proofs.
Firstly, checking the epoch index requirement is independent operation, as the epoch
index used for checking will not be changed even if an epoch checking operation is
conducted. Secondly, checking CCTy,’s Merkle proof does not rely on the information
from CCTy,’s Merkle proof, and vice versa. As a result, the execution of CCTy, does

not interfere with the execution of CCTy,,.
In Phase 3, the execution of Transg /Transg, is associated with checking the

validity of the received threshold signature, checking key value pairs, and performing
“in place data update” operations. Firstly, checking the validity of the threshold
signature TS or the key value pairs is an independent operation and cannot change any
state after the checking operation. Secondly, updating SD, does not interfere with

burning SD, , as they are different state data items. As a result, the execution of

yo

Transg, or Transg, does not interfere with the execution of Transs, with i # J.
As for the durability property, Il.cp; involves three orderly executed transactions:
the cross-chain transaction CCTy, can only be executed after the native transaction

Transy, is stored in BC;; and the native transaction Transg,/Transg, can only be

executed after CCTy, is stored in the BoB. With the support of the Merkle proof
scheme, if Transy, is not stored in B(;, its valid Merkle proof cannot be generated.
As a result, the BoB will not execute CCTy,. Supported by the threshold signature

scheme, if CCTy, is not stored in the BoB, a valid threshold signature cannot be

generated. As a result, BC; will not execute Transg,/Transg,. 0
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5.6 Simulation

5.6.1 Simulation Setup

For the simulation tool, Multiple Ethereum BCs (including the external BCs and the
BoB) are created by Ganache [218]. We use Solidity scripts to code the smart contracts,
which are deployed and tested in Remix-IDE Ethereum [219]. Merkle tree and Merkle
proofs are written by Python. The complete process to conduct the simulation are well-
presented in [227].

For the simulated parameters, the block generation time of the Ethereum BC, the
size of a block header, a block and a normal token transfer transaction (without
considering the field of a transaction’s signature with 48 bytes) are set to be 15 seconds,
510 bytes, 8x10* bytes and 50 bytes, respectively. The above settings align with the
setting of the real-world Ethereum BC [228]. Additionally, we use SHA-256 hash
function (32 bytes for each hash value) and the Merkle proof depth is fixed at 5. The
threshold signature scheme is instantiated over the BLS12-381 pairing-friendly elliptic
curve. The security parameter k; for BC; (Vi € [N])is setto be k.

The system is tested subjected to four metrics:

(1) Communication overhead Comm, - the size of transactions (in bytes) required
for executing a CCDI process.

(1) Computation overhead Comp, — the computation (in gas) required for
executing a CCDI process.

(ii1) Memory overhead M, —the memory (in bytes) required for executing a CCDI
process.

(iv) Latency L, — the time slot (in seconds) between the beginning of a CCDI
process and the state data items of honest user nodes involved in the CCDI process all

being updated.

51



5.6.2 Evaluation of Il1.crp without Attacks

We test the execution of a CCTE process with the proposed Il.-rp without considering
attacks. The total communication is 330 bytes, in which a cross-chain transaction with
230 bytes and two native transactions, each with 50 bytes, are included. The gas cost of
the smart contracts is reported in Table 5-3. The memory cost is kx5/0%N bytes, all
undertaken by the BoB. When the external BCs use deterministic protocols, the latency
of the CCTE process is 30 seconds (15 seconds are spent on the BoB and 15 seconds
are on the BCs); when the protocols are probabilistic, the latency is 30+15 xk seconds.

We compare the proposed Il.crp and two existing CCTE schemes without
considering attacks: a cryptocurrency exchange protocol (denoted as Il,cg) [185] and
an adaptor-signature-based protocol (denoted as Il,g) [192]. Figure 5-4 shows the
comparison of the communication cost under the 3 protocols. It shows that although the
145 protocol is with the least communication cost (consuming 100 bytes), the proposed
protocol is also efficient, requiring only 330 bytes to process a CCTE process. The
communication cost of Ilp.g is higher than that of Il;crp due to its requirement for
1 cross-chain transaction, 3 token transfer transactions and 2C validation transactions,

where C is the number of committee nodes.

TABLE 5-3. Smart contracts gas cost of Il crg.

Notation Deployment gas cost Execution gas cost
SCp 2,901,508 -
SCr 1,561,365 428,991
SCamm 7,610,008 -
SCypy 1,270,187 39,167

"-"means the gas costs of the smart contracts are covered by SCr. The gas costs of SCr
and SCypy are caused by executing a valid cross-chain fransaction and a valid proof
transaction, respectively.
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As shown in Table 5-3, Il crp consumes 512,911 (470,911 for a CCT and 42,000
for two token transfers) gas to execute a CCTE process, which is less than Ilpcg
(440,525+163,780*C) gas [185], while higher than Il ¢ (42,000 gas). [l crg incurs
higher gas costs than Il;s because Il;s executes CCTs off-chain, while [ crg
executes CCTs on-chain. Since CCTs run within the BoB, this overhead can be
eliminated by implementing the BoB with a gas-free constructions [229, 230].

Since Il,s does not need a BoB, Figure 5-5 only shows the comparison of the
memory cost between Il.crp and Ipcp. Heerp requires the BoB nodes to store a
minimum number (i.e., k) of block headers per external BC to verify Merkle proofs.
In contrast, [ requires the committee nodes of its BoB to store the latest k blocks
of the N BCs, which results in higher memory cost especially when N continually
increases. As a result, our protocol provides a scalable solution for the implementation
of the BoB, as every consensus node in the BoB only caches kilobytes-level sized data
for the verification tasks during CCTE processes.

Figure 5-6 shows the latency cost comparison under the 3 protocols. [l;crg uses
only 2 phases to complete the CCTE process, which is the same as that of Il,s.
Moreover, when the BCs adopt probabilistic consensus protocols and k = 2, our
protocol I.c.rg reduces its latency by 52% compared to Il,s. This is due to the
parallelised design of Il..rg, enabling the token transfer transactions to be executed
concurrently in Phase 2. As a result, this parallelised design not only improves protocol
latency but also eliminates the censorship attack surface that originates from sequential

token transfers in [185] and [192].
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TABLE 5-4. Comparison on the four metrics of the three protocols in a CCTE process
under attacks.

Types Comm, Comp, M, L,
Teerg 980 732,251 5TOAN A5+15k
Iycg 410+40C 419,525+163,780C 8kNx10* 45+15k

I 50 21,000 0 30+30k

A Proof-of-Work transaction in [ [85] 1s set to be 40 bytes 1n this paper.

5.6.3 Evaluation of I1;.rr under Attacks

Table 5-4 summarises the results of the four key metrics for the 3 protocols under the
censorship and withholding attacks. In the worst-case (both sender and receiver
malicious), II.crg incurs 980 bytes per CCTE operation (including two extra 210-byte
proof transactions plus one extra 230-byte cross-chain transaction CCTy ).
Consequently, its total gas consumption rises to 732,251 (219,340 gas attributable to
those three transactions) and its latency increases by one additional block interval (from
30+15k seconds to 45+15k seconds). Its memory overhead, however, remains
unchanged.

Although extra cost is introduced, Il crr ensures its atomicity property and
completes the two token transfers. In contrast, [I4s fails to hold the atomicity property
under the attacks, while Il,qg rolls back all operations in the CCTE process. Thus, our

protocol is more robust and practical under the adversarial scenarios.

5.6.4 Evaluation of Il;cp; without Attacks

By implementing battle games (see Section 5.5) in SCx to act as the CCDI application,
we compare the proposed [l.-p; with other 2 protocols named as MAP [210] and PoS-
Co [208]. For simplicity, we consider that each BC has |X/N] state data items
participating in a CCDI process. The following results are derived without considering
attacks. Figure 5-7 compares the communication cost of the 3 protocols. It can be seen
that our proposed protocol Il.-p; reduces communication cost by at least 35%

compared to the two protocols. This is because that in Il;cp;, only 2X transactions
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(see Eq. (5.5) and Eq. (5.6)) and N native transactions (see Eq. (5.7)) are required for
updating X state data items. In contrast, PoS-Co requires 3X+1 transactions to update

X state data items. MAP’s performance in communication cost is worst.
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FIGURE 5-7. Communication comparison in CCDI under varying X and N.
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FIGURE 5-8. Gas comparison in CCDI under varying X and N (without considering the
data storage costs of MAP and PoS-Co for validating proofs).

TABLE 5-5. Gas consumption of basic operations

Operation types (required protocols) Gas cost Price
Lock a state data item (MAP and PoS-Co) 186,443 $3.7
Transfer a state data item (Tlz¢p;) 59,963 $1.2
Verify a MP (Il¢¢p; and PoS-Co) 39,167 $0.8
ZK-SNARK (MAP) 250,000 [28] $5
Verify a time metric (all protocols) 20,533 $0.4
Store a state data item (Il;¢p;) 118,645 $2.4
PvP battle games (all protocols) 63,779 $1.3
Verify a TS (Il¢¢p; and PoS-Co) 113,000 $2.3
Update a state data item (all protocols) 51,244 $1
Mint a state data item (MAP and PoS-Co) 265,479 $5.3

The price of ETH 1s considered as $2,000 1n this calculation.
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Table 5-5 shows the gas consumption of the operations involved in the 3 protocols.
Building upon Table 5-5, Figure 5-8 shows the comparison results of gas cost under the
3 protocols. It can be observed that Il.-p; reduces gas consumption by at least 41%
compared to the two protocols when X = 120, N = 40. Il;cp;’s gas efficiency stems
from three key design choices. First, in Phase 2, II;.p; records only each state data
item’s metadata in SCg, rather than minting and storing a state data item on the BoB.
Table 5-5 shows that metadata storage requires far less gas than creating new state data
items. Second, in phase 3, a single threshold signature lets I.-p; update |X/N| state
data items in one BC at once, incurring a fixed gas cost of 21,000+113,000+51,244X /N
units. In contrast, MAP and PoS-Co needs one transaction to update one state data item.
Third, I;cp; only needs 3 phases to complete a CCDI process, while MAP and PoS-
Co need 5 and 4 phases to complete a CCDI process, respectively. All the three merits
make I-cp; $2,593 and $493 cheaper than MAP and PoS-Co, respectively, when X =
120 and N = 40.

Figure 5-9 shows the comparison results of memory cost. The memory cost of
Heepr 18 N X k X 510 bytes, which is the same as Il;crg, as the two protocols ensure
that every BC holds the independence property. Notably, the N X k X 510 bytes
memory costs are only consumed by the BoB of the other two protocols. However, as
MAP and PoS-Co do not hold the independence property, the BCs in their constructions
consumes additional memory costs. In MAP, each BC needs to store the last k block
headers of the BoB and a set of validators’ public keys. PoS-Co is more efficient than
MAP since each BC only requires updating a threshold public key within a certain
number of epochs. However, for every CCDI application, each BC needs to store k
latest root hashes of the BoB. As aresult, [I;¢p; reduces its memory burden by at least
12% compared to the two protocols when k =16, N = 40. According to [228],
storing 1 kilobytes data consumes 640,000 gas, which makes [qcrg $1,922 and $560
cheaper than MAP and PoS-Co, when N = 40, k = 16.
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Figure 5-10 shows the comparison result of latency cost. Since I[l;cp; only
consumes 3 phases to complete a CCDI process, while MAP and PoS-Co require 5 and
4 phases, respectively, [I.cp; reduces its latency by at least 33% compared to other
two protocols. The efficiency of [l..p; is due to the “transfer and in place data update”
design, which enables direct updates on multiple locked state data items using a single
transaction within a single phase. By reducing latency, Il.-p; narrows adversaries’

window for mounting attacks, thereby enhancing system’s robustness.
5.6.5 Evaluation of I1;-p; under Attacks

We evaluate the 3 protocols under both censorship and withholding attacks. Table 5-6
summarises the four key metrics for each protocol. As shown, [I.cp; outperforms both

MAP and PoS-Co across every metric. This efficiency arises from two core mechanisms.
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TABLE 5-6. Comparison on the four metrics of the three protocols in a CCDI process
under attacks

Types Comm, Comp, M, L,

11 640Y+80 416,032Y+63,779(Y- 510N 45+15k
ccpi N 1)+134,000N

MAP 1824Y 1,543,166Y g(l)%c]]v\/vL(l,444+l >T754+30k

N

In the CCDI process, we consider X —Y malicious user nodes who can launch
withholding attacks.

First, the state-data migration scheme (Sgpy,) allows honest user nodes to migrate their
state data items to censorship-resilient BCs, completely neutralising censorship attacks;
by contrast, MAP and PoS-Co must resort to timeout-based mechanisms to roll back an
entire CCDI process for the preservation of their atomicity property. Second, the
malicious user nodes elimination scheme (S,,;,5) eliminates malicious user nodes and
allows the remaining user nodes to continue the current CCDI process. Consequently,
even if these malicious user nodes launch withholding attacks, the state data items of
the remaining honest user nodes are still updated, unlike MAP and PoS-Co that roll

back all operations involved in the CCDI process.

5.7 Conclusions and Future Work

This chapter proposes CCTE and CCDI to support cross-chain data interoperability in
BoB-MBS. CCTE supports cross-chain token exchange while preserving the
independence of participating BCs. By allowing parallel execution of cross-chain
token-transfer transactions, CCTE reduces confirmation latency relative to sequential
time-lock-based schemes under the evaluated settings. Its trade-off is higher
communication, computation and memory cost than time-lock-based schemes [189-
192]. The security analysis shows that CCTE preserves atomicity and completes token
exchange under the withholding and censorship attacks considered in this chapter.

CCDI addresses cross-chain SD item updates through the threshold-signature-
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based “transfer and in place data update” mechanism. The protocol updates selected SD
items in participating BCs without requiring those BCs to give up their independence.
Because “in place data update” requires one transaction-execution phase in the target
BC, CCDI has lower latency than the compared state-of-the-art protocols under the
evaluation settings in Section 5.6. The state-data migration scheme and malicious user-
node elimination scheme are used to handle withholding and censorship attacks.

The BoB-MBS assumption in this chapter is not that external BCs blindly trust
each other. Instead, each external BC keeps local verification. An external BC accepts
a CCTE or CCDI transaction only after its smart contract verifies the required evidence,
such as a Merkle proof or a TS under the threshold public key. This model is suitable
for demand-side energy systems in which operational records may be maintained by
different but interacting operators, including prosumer communities, aggregators,
virtual power plants and market platforms. In multi-microgrid P2P energy trading,
separate microgrids may maintain separate energy BCs while still needing cross-chain
trading for joint operation [294]. Demand response, EV coordination and decentralised
energy management also require transparent coordination among many demand-side
actors [295]. If these actors maintain records on different BCs, CCDI can update
selected SD items, such as user status, flexibility records or settlement metadata,
without requiring every BC to store all other BCs’ block headers. Similarly, electricity,
carbon and TGC markets may be operated separately but coupled by market rules; a
cross-chain day-ahead market has been proposed for this coupled electricity-carbon-
TGC setting [296]. Therefore, the protocols in this chapter provide theoretical support
for demand-side applications that require cross-chain token exchange or selected SD
item updates while preserving local smart-contract verification, atomicity, isolation and
durability.

Future research can proceed in three directions. First, CCTE should reduce its
reliance on the deposit mechanism while preserving atomic exchange and the ability to
complete token exchange under withholding and censorship attacks. Second, CCDI

should reduce communication cost by using more efficient message-sending or leader-
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based mechanisms, while retaining local verification by participating BCs. Third, BoB-
MBS should be evaluated in concrete demand-side energy applications with
independently maintained BCs, such as multi-microgrid trading, aggregator-

community flexibility exchange and coupled electricity-carbon-TGC markets.
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CHAPTER 6
Distributed Optimisation-based Peer-to-Peer Energy

Market Clearence

Distributed optimisation (DO) algorithms are cornerstones of modern peer-to-peer (P2P)
energy market clearing. Current privacy preserving DO algorithms, however, are
computationally expensive and vulnerable to Byzantine attacks that can prevent their
optimal convergence.

This paper addresses these challenges by proposing a DO-algorithm-agnostic
framework that leverages Trusted Execution Environments (TEEs) and consists of two
components. For the first component, a D-TASK protocol is proposed to select TEEs
that deploy the same predefined information. The D-TASK protocol establishes a
foundation for a lightweight signature-based proof method used by the second
component and constructs a private environment for executing any type of DO
algorithms. For the second component, a TEAR-DO mechanism is designed to enable
the execution of DO algorithms on plaintexts with minimal redundant computing and
ensures all Byzantine attacks can be effectively detected and resolved, thereby ensuring
optimal convergence of DO algorithms under Byzantine attacks.

Theoretical analysis demonstrates the effectiveness of the framework in preserving
data privacy and defending against Byzantine attacks. Simulation results show that by
comparing with a state-of-the-art privacy preserving scheme, the framework can
achieve at least an order of magnitude speedup in completing a P2P energy market’s
clearing process. Because of its time-efficient, privacy-preserving and Byzantine-
tolerant features, the framework may be of independent interest for a wide range of

applications beyond P2P energy trading.
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6.1 Introduction

The ever-growing proliferation of distributed renewable energy resources has been
transforming energy entities from pure energy consumers to energy prosumers that are
capable of generating and consuming energy simultaneously. This technical trend
fosters the research and development of peer-to-peer (P2P) energy trading [231], which
refers to as energy trading (in most cases, electricity) among prosumers.

A key task of P2P energy trading is to optimally match buyers’ bids with sellers’
offers subject to specific constraints. This process is called P2P energy market clearing.
Since P2P energy trading systems are usually distributed systems comprising multiple
prosumers, distributed optimisation (DO) techniques have been applied to clear the
market. For instance: [232] applies a primal dual gradient method to solve a market
clearing optimisation problem in a distributed manner. [233] develops a game-theoretic
scheme that enables prosumers to strategically determine their energy trading plans to
maximise the welfare. [234] develops an alternating direction method of multipliers-
based DO scheme to speed up the process with reduced communications.

Among these research efforts, a DO algorithm usually decouples a centrally
formulated optimisation problem into multiple subproblems that are processed by
different executors; the executors iteratively exchange limited information with each
other and mutually output to a global optimal solution [235]. By employing DO
algorithms, single point of failure risk can be effectively mitigated [236]. There are
three critical requirements influencing the applicability of DO algorithms in real-world
P2P energy market clearing systems:

Privacy preserving requirement: The iterative problem-solving process in DO-
based P2P energy market clearing approaches require prosumers exchanging coupling
variables (e.g., bilateral traded energy) during each iteration [237]. Under this context,
research has been demonstrated that an adversary, by observing these variables, can
perform inference attacks to reconstruct sensitive information, such as prosumers’ load

profiles and confidential grid parameters [238].
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Optimal convergence requirement.: Achieving optimal convergence in an iterative
DO process is crucial for maximising the social welfare of all participants. However,
guaranteeing convergence becomes a nontrivial challenge in adversarial settings, where
Byzantine nodes, fully controlled by an adversary, can exhibit arbitrary misbehaviour
to prevent the iterative DO process from reaching its correct optimal solution [239].

Real-time operation requirement: P2P energy trading requires market clearing and
settlement to be completed within certain intervals, e.g., the 5-minute windows [240].
However, this strict timeliness poses a significant challenge, as the computational and
communicational overhead required to guarantee both data privacy and optimal

convergence often conflicts with such rapid execution deadlines.

6.1.1 State-of-the-Art and Research Gaps

Research efforts have been devoted to providing the privacy preservation guarantees in
P2P energy market clearing. One prominent approach is to combine DO algorithms
with cryptographic techniques like homomorphic encryption (HE) and multi-party
computation (MPC) [237], [241-243]. These technologies enable algorithmic
operations to be performed directly over ciphertexts. However, the practicality of such
cryptographic solutions for real-time energy market clearing (e.g., S-minute intervals)
is severely undermined by their prohibitive computational overhead, as operations on
ciphertexts are orders of magnitude slower than operations on plaintexts [244].
Although studies like [237] achieve efficient computing on ciphertexts in terms of
homomorphic addition and scalar multiplication, non-linear operations (e.g.,
homomorphic multiplication) remain computationally expensive. To circumvent this
limitation, DO algorithms like primal-dual gradient methods are often redesigned to
restrict all computations on sensitive data solely to linear operations [237, 241, 242].
However, these approaches restrict DO algorithms solely to first-order methods, whose
slower convergence rates necessitate thousands of iterations, thereby causing excessive

communication overhead.
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Additionally, research has confirmed that Byzantine nodes can bias the
convergence by injecting maliciously crafted ciphertexts [239]. To counter the threat of
Byzantine attacks, some research has turned to blockchain (BC) technology [245]. The
goal is to leverage BC’s redundant computing and consensus mechanism to create a
trustworthy environment for P2P energy trading. However, directly implementing DO
algorithms on-chain is widely considered impractical [246, 247]. This is because every
DO iteration would necessitate a network-wide consensus to validate updated variables,
introducing a level of time delay that is fundamentally incompatible with the real-time
requirements of P2P energy market clearing.

Recently, Trusted Execution Environments (TEEs) have emerged as a promising
alternative for ensuring both data privacy and trustworthy computation [248, 249]. A
TEE is a hardware-isolated area within a processor that protects the confidentiality and
integrity of its resident data, rendering them inaccessible to others [250]. Crucially, a
TEE can prove its computational trustworthiness through a process called remote
attestation and this process often consumes 0.1 to 1 second [250]. Compared with HE,
MPC and other technologies like zero knowledge proofs [251], TEEs are much more
computational efficient as no algorithmic operations are executed on cyphertexts, and
its remote attestation time is acceptable at most cases. However, the need to perform a
remote attestation at each of the hundreds or thousands of iterations required in a DO
process creates a prohibitive time latency, severely hindering TEEs’ applicability for
DO-based P2P energy market clearing.

In summary, the above analysis reveals a fundamental trilemma in P2P energy
market clearing, as no existing approach simultaneously guarantees: (i) the robust
privacy preservation for sensitive energy data; (ii) the optimal convergence of DO
algorithms under Byzantine attacks; and (iii) the time efficiency required for real-time

energy market clearing.
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6.1.2 Contributions

This work is devoted to addressing the identified trilemma related to the P2P energy
market clearing. This paper proposes a framework that utilises a BC and a cluster of
TEEs to solve the trilemma. In the framework, participants first encrypt their sensitive
data, such as bids and offers, and submit it to a BC where each BC node is equipped
with a TEE. The BC then commits the encrypted data into blocks. Finally, by accessing
the encrypted data in the blocks, the TEEs of the BC nodes collectively solve the market
clearing optimisation problem.

This framework, however, still faces three fundamental challenges in resolving the
trilemma. First, as the BC stores only encrypted data, a unified decryption scheme is
required to enable every TEE to decrypt the ciphertexts and subsequently operate
directly on the resulting plaintexts. Second, given that per-iteration remote attestation
is prohibitively slow (at least hundreds of milliseconds in a distributed environment
[250]), a key challenge is to establish computational trust among TEEs with lower
latency. Third, under the scenario where TEEs may be controlled by Byzantine nodes,
the time-efficient challenge is achieving optimal convergence under Byzantine attacks
without introducing massive computational redundancy like BC-based solutions [245].
To solve the three challenges in the framework, a shared secret key SKS and a pre-
defined binary script (C) are introduced. SKS is the core to solve all the three challenges,
while C, including pre-defined codes and data, is the core to solve the last two
challenges. This paper further designs a protocol and a mechanism for the proposed
framework:

1. D-TASK protocol. To solve the first challenge, the shared secret key SKS and
the pre-defined binary script C are securely deployed into each TEE. SKS corresponds
to a public key PKE, allowing all participants to encrypt their data with PKE while
enabling any TEE to decrypt it using SKS. For security purposes, deploying SKS and C
into TEEs must satisfy the three properties when aiming to tackle the identified

trilemma: 1) SKS must be only known to the selected TEEs for the privacy preservation
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purpose. 2) No 3™ party can be relied on during the deployment process to avoid single
point of failure. 3) the properties 1) and 2) can be achieved even in the presence of
Byzantine nodes who can perform any possible attacks to their controlled TEEs. To fill
this gap, the D-TASK protocol, which consists of a secret generation primitive and a
three-round consensus, is proposed. To our knowledge, this is the first protocol to fulfill
all three properties for deploying shared information across a TEE cluster.

2. TEAR-DO mechanism. The TEAR-DO mechanism comprises a subproblem
assignment scheme and a Byzantine node detection scheme. The former scheme
allocates each subproblem to only several (e.g., 4) designated TEEs, which significantly
reduces redundant computations on each subproblem. Instead of using remote
attestations, the latter scheme achieves that every honest TEE can identify Byzantine
nodes by directly verifying the validity of signatures. Since generating and verifying a
signature only consumes around 2 milliseconds, the second challenge caused by the
time-inefficient remote attestations is then resolved. Moreover, supported by the former
scheme and the unique design by enabling signatures to detect Byzantine nodes, the
third challenge is also resolved.

3. As a supplementary contribution of the paper, theoretical analysis proves that the
framework can preserve data privacy and defend against Byzantine attacks when
solving an energy market clearing optimisation problem. Comprehensive numerical
simulations are conducted to evaluate the performance of the framework by comparing
it with the state-of-the-art technique [241]. The results yield three key results: (i) in
attack-free scenarios, the framework reduces the P2P market clearing time by up to a
factor of ten compared to the method [241]; (ii) the framework neutralises side effects
of Byzantine attacks by introducing an average of only three redundant computations
per subproblem; (iii) the framework allows for the integration with second-order DO
methods, enabling real-time P2P market clearing even under 10,000 trading pairs.
These findings collectively confirm that the proposed framework provides a practical
solution for real-world P2P energy markets.

The remainder of this paper is organised as follows. Section 6.2 formats the
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optimisation problem of the P2P energy markets. Section 6.3 introduces the
preliminaries and the framework for the P2P energy market clearing process. Sections
6.4 and 6.5 present the technical details of the proposed protocol and mechanism,
respectively. Section 6.6 presents the theoretical analysis on the framework. Section 6.7

reports and discusses the simulation results. Section 6.8 concludes the paper.
6.2 Problem Formation

This section first introduces the optimisation problems [237, 241] widely formulated in

P2P energy trading, followed by the description of their corresponding DO algorithms.
6.2.1 Optimisation Problem

In a real-time P2P energy market, a set of prosumers engage in P2P energy trading,
while a grid operator oversees the process to ensure grid integrity. Within each market
clearing interval, a prosumer’s role is either a buyer or a seller. The total numbers of
buyers and sellers in the interval are denoted by M and N, respectively. The objective
of P2P energy market clearing (denoted as F) is to maximise the social welfare of the
participant population while satisfying the network constraints of the underlying power
system:

maxF = Z U, (e,) — Z C, () (6.1)

me[M] ne(N]

The notation “[*]” is short for {1,..,*} and x> 2 is an arbitrary integer;
Un(en) (Vm € [M]) is a quadratic utility function representing the utility of buyer m
from purchasing e,, units of energy; C,(e,) (Vn € [N]) is a quadratic cost function
representing the cost of seller n for selling e,, units of energy.

Two types of network topology (i.e., meshed network and radial network) that are
widely deployed in current power systems are considered. Characterised by
interconnected loops, meshed networks ensure high reliability for urban centres,

enabling dynamic, market-driven P2P energy trading models with multidirectional
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energy flows [252]. Under certain assumptions [232], meshed network-based P2P
energy markets are often modelled through power transfer distribution factors (PTDFs),
and the only explicit physical constraint in the PTDF-based meshed network is the
thermal limit:

—F" < F, < F"**, vl € [L] (6.2)
where L is the number of power delivery lines in the meshed network. F; is the power
flow in the [-th line and F/™** is its maximum transmitted power limit of the line.

In contrast, as a low-cost, tree-like topology, radial networks suit localised P2P
markets [237]. The linearised DistFlow model is widely applied to radial networks
[253]. Under this combination, the physical constraints in the DistFlow model-based

radial networks are described in Egs. (6.3a)-(6.3d):

pbus — z Pij;leuS _ z Qi , Vi € [V] (6.3a)
(i, )E[L] @@,)e€[L]

LDL.U]. =V -V — Z(rijpij + xijQij) =0, V(i;j) € [L] (63b)
2 ...

P:+ Q% < (S5™)°,v(i,j) € [L] (6.3¢)

(vmin)* < v, < (92, vi € [1] (6.3d)

Eq. (6.3a) denotes nodal power balance constraint. The sum of active (reactive)

branch power flows leaving bus i equals to bus active (reactive) power injections P24

(QP"S) of bus i. P; ; (Qjj) is the active (reactive) branch power flow from bus i to bus

j. Eq. (6.3b) represents the voltage drop constraint based on the linearised DistFlow

model, where v; is the squared voltage magnitude at bus i, and (75, x;;) is the
impedance from bus i to busj. Eq. (6.3¢) denotes thermal limit constraint and the power

max

on each branch must not exceed its rating S;7**. Eq. (6.3d) denotes voltage-magnitude

limit constraint and v; must stay within statutory bounds defined by the minimum

allowable voltage magnitude V™" and the maximum allowable voltage magnitude
V.max
AR,

Besides the network-layer constraints, the optimisation problem in Eq. (6.1) is also

69



subject the market-layer constraints:

et < e = z emn < M, ym € [M] (6.4a)
ne[N]|

e < e = z enm < e vn € [N] (6.4b)
me[M]

emn = €nm (6.4c)

In Eq. (6.4a), the total units of energy e,, purchased by buyer m must be within
the minimum (e*"*) and maximum (e/}**) energy purchasing units. In Eq. (6.4b), the
total units of energy e, sold by seller n must be within the minimum (e/*"*) and
maximum (e;***) energy selling units. Eq. (6.4c) denotes coupling constraints. e,
are the units of energy purchased by buyer m from seller n, and e,,, are the units of

energy sold by seller # to buyer m.
6.2.2 Distributed Optimisation Algorithms

Under meshed networks, the problem in Eq. (6.1) subject to Eq. (6.2) and Egs. (6.4a)-
(6.4¢c) is solved by the DO algorithm (see Egs. (20)-(41) in [232]). Under radial
networks, the problem in Eq. (6.1) subject to Egs. (6.3a)-(6.3d) and Egs. (6.4a)-(6.4c)
can be solved by the ALADIN algorithm [254]. Currently, since no research uses the
ALADIN algorithm to solve the optimisation problem in Eq. (6.1), this paper presents
the workflows of the ALADIN algorithm as follows:

In an iteration r, r =0, 1, ..., the ALADIN algorithm divides the problem in Eq.
(6.1) into three blocks. The first block defines a total of M+N optimisation subproblems,
each corresponding to a prosumer. The second block defines a feasibility subproblem
subject to Egs. (6.3a)-(6.3d). The M+N+1 subproblems are executed in parallel. Apart
from the two blocks, a coordinating block, that collects the updated results of the above
two blocks, is defined to update coordinating global variables. Specifically, two steps
are sequentially executed in each iteration:

Step 1 — A optimisation subproblem associated with a prosumer ¢ (£ € [M] U [N])
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atbus i (i € [I])subjectto Eq. (6.4a) or Eq. (6.4b) is solved to update a decision vector

Uy:

. . Op
Uy, = [egT,P;’I;]T, e, = [egl, ...,egK]T,P;'I; = E Z €k (653)
ke[K]

ug,r) « argmin {f,(e,) + (qu’(r_l))Teg

o €q

_ p
Z (b T
+ 4 ) e, + >

where e, (when £ € [M], K =N, when £ € [N], K = M) records K bilateral

lle, — 22013 (6.5b)

trading variables, P}f} is the power injection of prosumer ¢ at bus i, 0, = —1 when

¢ € [M] and 0 =1 when ¢ € [N], f;(e,) is the local objective function (—U,, or
C, in(1), l;q’(r_l) and z°20~1 are the market-based coordinating variable vectors,

l?’(r_l) is the bus-based dual variable, and p®9 is a positive penalty parameter. After

that, the first order vector gg,r) of Eq. (6.5b) with respect to e, is computed. uE,T),

gg,r) along with the coefficients of U,, or C, are sentto a master.

Concurrently, a feasibility subproblem is defined to update a decision vector PP

subject to Egs. (6.3a)-(6.3d):

P>® « argmin _(Ab,(r—l))TPb " %b I[P — zb =D 2 (6.6)
where PP records I active power injection values, A°~D contains I bus-
based dual variables regarding active power injections, p® > 0 is a penalty parameter.
After that, the first order vector g®(™ of Eq. (6.6) with respect to PP is computed.
P>™ and g™ are then sent to the master.

Step 2— The master collects all updated coupling variables and first order vectors
to compute the second-order Hessian matrix H [254]. It then updates the coordinating
vectors 2 and A by solving the global optimisation subproblem:

{27, A} « argmin g Az + Az"HAz

s.t.P" — P> =0,¢e,. —e,, =0,Ym € [M],vn € [N] (6.7a)
(1) (1) (1)
A0 = 2590, 2590, 24540, 200 (6.7b)
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7™ = [Ziq.(r)’ » Z;q,(r)’ o Zle\/,qu(;,),zb'(r)] (6.7¢)
where Az=z—-u® | u® =", ul’, . W), PPO] | g0 =
9, ... g1, PP =[PP,..,PP .. ,PP] and P™=[P]", .., PP, .. PI"],
pin = Dee[M;]U[N] ZkE[K]%egk, M; and N; are the number of buyers and sellers at

bus i, respectively. In the next section, the framework used to execute the DO

algorithms will be elaborated.

6.3 Preliminaries and the Framework of the P2P Energy Market

Clearing

Before introducing the technical implementation details of the proposed framework, in
this section the preliminaries of the framework are first presented, followed by the

description of the framework designed for the P2P energy market clearing.
6.3.1 Preliminaries

BC and TEE:s are considered as the building blocks of the proposed framework for the
P2P energy market clearing. The details of BC and TEEs are presented as follows.
Blockchain. BC is a decentralised platform comprising B nodes, with the b-th
node in the BC indexed as N, (b € [B]) . To make the BC cyberattack-resilient, it must
meet two conditions: Condition I — For a set of 3f + 1 nodes, there are up to f
Byzantine nodes that are fully controlled by an adversary. Condition 2 — it operates
under a “A-synchronous condition” [255]; that is, any message sent at time ¢ is
guaranteed to be received by the receiver by time t + A (where the symbol “A”
denotes a time duration). Instead of using smart contracts to provide trustworthy
computation via redundancy, this paper first leverages the BC’s consensus protocol
[255] to ensure that all BC nodes maintain an identical set of data used for each energy

market clearing interval. Then, the lightweight (TEAR)-DO mechanism is proposed to
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ensure the computational integrity during executing DO algorithms.

Trusted execution environment. Each BC node is equipped with a TEE, which is a
hardware-protected area within a processor [250]. A TEE ensures that the data stored in
it is only known by itself. Each TEE TEEj, (b € [B]) naturally configures with two
unique key pairs (sksy, pks,) and (skdy, pkey), where sks, and skd, is privately
stored in TEE,; (sksp, pksy) is used for generation and verification of signatures [256];
and (skd,, pkey) is used for message encryption and decryption. TEEs serve a dual,
critical role: they are central to preserving the privacy of sensitive energy data (e.g.,
prosumers’ bids and offers, and the grid’s network parameters), while also acting as a
building block in the TEAR-DO mechanism to execute DO algorithms and detect

Byzantine attacks.

6.3.2 Framework of the P2P Energy Market Clearing

This paper introduces a three-phase P2P energy market clearing framework, as shown
in Figure 6-1. In this framework, the computational tasks of a DO algorithm are
offloaded from prosumers and executed securely within TEEs:

In the first phase, prosumers send their encrypted energy trading request to a BC.
The request of a prosumer includes: (i) the index of the bus where the prosumer is
located; (i1) the minimum and maximum amounts of energy the prosumer intends to
purchase or sell; and (iii) the coefficients of its utility or cost function. In the meantime,
the grid operator sends an encrypted request containing the grid parameters to the BC.

In the second phase, the request allocation period (77) is dedicated to collecting
participants’ requests. During this interval, the BC executes its consensus protocol to
commit all valid, encrypted requests into blocks. Once a new block is finalised, every
BC node sends the block to its controlled TEE.

The third phase is an energy market clearing phase (J5), wherein the TEEs
collectively execute DO algorithms using the data contained within the blocks

generated during 73.
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FIGURE 6-1. The three-phase framework of P2P energy market clearing.

6.3.3 Grid-operator regulatory interface before BC admission.

In a practical deployment, the first phase can include a grid-operator pre-admission
check before a prosumer’s encrypted energy trading request becomes valid for a market
clearing interval. The grid operator uses the current physical operating state to decide
whether a prosumer’s request may enter that interval, and this decision is made before
the request is committed by the BC. The check uses only the fields needed for
distribution-network constraint assessment, such as the prosumer’s bus index and
requested maximum purchasing or selling amount. The utility or cost-function
coefficients remain encrypted for the later TEE-based DO computation. If the admitted
requests in an interval may overload a line or violate network constraints, the grid
operator can publish interval-specific admission rules. These rules may refer to Eq.
(6.2), Egs. (6.32)-(6.3d), bus locations, forecasted congestion and available network
capacity. Prosumers satisfying the rules may submit encrypted requests to the BC, while

other candidate requests are rejected for the current interval or deferred to a later
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interval. This design is consistent with network-constrained P2P energy trading studies
and dynamic operating envelope studies. A dynamic operating envelope is an interval-
specific import or export limit assigned by the network operator to help enforce
distribution-grid constraints during market clearing [233, 241, 297].

This grid-operator action is therefore an admission interface rather than an
intervention inside the TEAR-DO computation. Once the admitted requests and
encrypted grid parameters are committed to the BC, all selected TEEs execute the same
DO algorithm over the same recorded data. The grid operator determines the valid
request set and submits the corresponding grid parameters before clearing; TEAR-DO
then addresses privacy preservation and Byzantine-tolerant DO after admission. To
make this pre-admission check auditable, the BC can record the admission rules and
admitted-request identifiers for each interval. This preserves decentralised execution
after admission while retaining a clear regulatory interface for distribution-network
constraints. Fairness policies for deferred prosumers and emergency-restoration

procedures are outside this chapter and left to future work.

6.3.4 Design challenges and goals.

As established in Section 6.1.2, the framework must address the three key
challenges to solve the identified trilemma in P2P energy markets.

The first challenge is to establish the foundation for an efficient decryption scheme,
which hinges on the secure deployment of the secret key SKS and the script C to all
TEEs. This deployment must satisfy the following three properties:

1) Strict Confidentiality: The secret key SKS must be known exclusively to the
selected TEE:s.

2) Full Decentralisation: No 3™ party can be relied on during the deployment
process.

3) Attack resilience: 1) and 2) can be achieved even in the presence of Byzantine

nodes who can perform any possible misbehaviours to their controlled TEEs.

75



The second challenge is the need to replace the slow remote attestations with an
efficient proof scheme capable of verifying computational correctness of TEEs’ outputs.

The third challenge is ensuring that the DO algorithm achieves optimal
convergence with minimal computational redundancy, even in the presence of
Byzantine nodes.

This paper resolves the three challenges in sequence: Section 6.4 introduces the D-
TASK protocol for secure key and script deployment, thereby addressing the first
challenge, while Section 6.5 presents the TEAR-DO mechanism including a task
assignment scheme and Byzantine-tolerant DO scheme, which addresses the second

and third challenges.

6.4 D-Task Protocol

The decentralised TEE attested secret key deployment (D-TASK) protocol selects TEEs
that verifiably deploy the pre-defined script and the secret key SKS. As shown in Figure
6-2, D-TASK consists of a secret generation primitive and a three-round consensus. It
is executed as a setup protocol before repeated online market clearing intervals, rather
than during every interval. Therefore, D-TASK is an offline protocol and not the online

bottleneck when the number of prosumers grows.
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FIGURE 6-2. The workflows of the D-TASK protocol.

76




6.4.1 Secret Generation Primitive

The proposed secret generation primitive defines an one-round P2P communication
process which ensures that a group of TEEs generate a same secret 8 and only these
TEEs know the secret 8. Given B’ = 3f' + 1 TEEs with up to f' TEEs hosted by
Byzantine nodes, the process of the primitive is depicted from the perspective of the
TEE TEE,, (Vb' € [B']):

At time point t, TEE), signs a value v using its own secret key sks;,, which
outputs a share (denoted as S},):

Sy, = Ss(v, sksy,) (6.8)
where Ss(*) represents the share signing algorithm. TEEj, then encrypts S, using
TEE,,’s public key pke,,:

E..(S¢) = Enc(S},, vkey,),a’ € [B'] (6.9)
where Enc(*) represents the encryption algorithm; E,,(Sp,) is the encrypted version
of Sy, withrespectto TEE,,. TEE,, outputs Eg(S;,) toitshostnode N, and Ny,
further sends Eg, (Sp,) tonode Ng,. Ng, theninputs E,,(Sp,) toits TEE,,.

After receiving Ep,(Sg,) from TEE,,, TEE),, decrypts Ep,(Sy,) through skd,,
and a decryption algorithm Dec(*):
Sar = Dec(Ey,(S2), skdy,) (6.10)
TEE,, then checks the validity of Sj, using TEE,,’s public key pks,, and a
verification algorithm Sv(-):
Sv(SY,pksq) = {0,1} (6.11)
If Eq. (6.11) outputs 1, it stores S¢,; otherwise, it deletes Sg,.
At t + A, upon storing 2f’ + 1 shares, TEE,, generates a threshold signature
(denoted as TS") and a secret .8:
TSV =TSg(...,S¢,, ., SZ), ) (6.12)
& = H(TSY) (6.13)
where TSg(:) is the threshold signature generation algorithm and H(:) is a hash

function.
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Since f’ Byzantine nodes could prevent their TEEs from generating & by any
possible attacks, an additional process is required to eliminate these TEEs failing to

generate 8. Then, the D-TASK protocol introduces a three-round consensus.
6.4.2 Three-Round Consensus

The three-round consensus is a decentralised protocol that can be built upon any
decentralised platforms satisfying the two conditions defined in Section 6.3.1. The
three-round consensus selects a final set of B TEEs that have verifiably deployed the
same & and C. Subsequently, the B TEEs privately generate the secret key SKS and
corresponding public keys.

Before the start of the consensus, each TEE first generates a public key pks = g*,
where g is a generator of a cyclic group. Each honest node then deploys the pre-
specified script C to its TEE. After that, each TEE generates a hash value h® = H(C).

From the perspective of TEE,, (Vb' € [B']), once the public key pks and the
hash value h® are generated, the three-round consensus begins. At the first round,
TEE,, signs h® to generate a signature Sig,, using s, a signing algorithm Sign(-),
and a random value rv,,, where rv,, is only knownto TEE,, itself.

Sig,, = Sign((h® 1rv,,), 8) (6.14)

TEE,, outputs Sig, to its host node N,,, and N, sends Sig, to a
decentralised platform at time t 4+ 2A. Consider there are B” encrypted messages
stored in the platform at t + 3A, the missing B’ — B"' nodes are firstly eliminated.

At the second round, TEE,, outputs rv,, hC and pks to Np, which then
sends them to the decentralised platform at t + 3A. Algorithm V,(*) is applied to
check the validity of Sigy,:

V.(Sigy,, rvy,, hC, pks) - {0,1} (6.15)

If Eq. (6.15) outputs “1”, Ny, together with its TEE),, is selected as a BC node;
otherwise, N,, is eliminated. Therefore, total B nodes, whose signatures are

validated through Eq. (6.15) before t + 4A, are selected as the BC nodes (B < B" <
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B").

At the third round, a Byzantine fault tolerance consensus process is initiated by a
selected leader TEE (e.g., TEE,, b € [B]). TEE, generates a certificate €, encrypts
it through Eq. (6.9), and sends the encrypted € (denoted as E,(C)) to TEE, for
every a € [B]. After the consensus, TEE, decrypts E,(C) through Eq. (6.10) and
generates SKS through Eq. (6.16):

SKS = H(smodC), PKE = G;(SKS), PVK = G, (SKS) (6.16)
where Gz(+) and Gy (*) are the key generation functions for the encryption key PKE

and the verifying key PVK, respectively.

6.4.3 Properties analysis

In the secret generation primitive, its strict confidentiality property is achieved by the
encryption and decryption operations (see Eq. (6.9) and Eq. (6.10)) and the privacy
nature of TEEs. Its fully decentralisation property is achieved since the generation of
& relies on a one-round P2P share exchange process and no 3™ party involves in the
process. As for its attack resilience property, since there are at most f’ Byzantine nodes
among the 3f'+ 1 and only 2f' + 1 valid shares are needed to generate the secret
8, every TEE can receive at least 2f’ + 1 valid shares from the 2f’ + 1 honest nodes
even if the f’ Byzantine nodes may perform any possible misbehaviours.

In the three-round consensus, its strict confidentiality property is achieved in the
third round - only the B TEEs can access the certificate € and generate SKS. Its full
decentralisation property is achieved, as the first two rounds rely on a decentralised
platform and the third round relies on a Byzantine fault tolerance consensus process.
As for its attack resilience property, in the first two rounds, the signature verification
algorithm of Eq. (6.15) and the A-synchrony defined in condition 2 eliminates the
nodes that fail to provide a valid signature to attest their deployments on 8 and C. In
the third round, the Byzantine fault tolerance consensus process is sufficient to defend

against any Byzantine behaviours.
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6.5 TEAR-DO Mechanism

The time efficient and attack resistant (TEAR)-DO mechanism employs two
components to ensure the time-efficient and attack-resilient execution of DO algorithms.
The first component allocates each subproblem to x TEEs to limit redundant
computation. However, this approach creates a critical vulnerability: if the k TEEs
assigned to a subproblem are all controlled by Byzantine nodes, the subproblem cannot
be correctly executed. Then, the second component, a proof-based detection scheme, is

designed to resolve the issue that a subproblem is only assigned to Byzantine nodes.

6.5.1 Task Assignment Scheme

The scheme is designed to randomly assign a subproblem to k¥ TEEs. Every BC node
inputs an identical random number rn into its TEE. For a subproblem SP defined in
a DO algorithm, TEE, (b € [B]) uses the algorithm Assign(-) to determine whether
it should solve the subproblem SP:

Ssp = Assign(rn, 8P, k) = Arg min{h,, ..., hg} (6.17)
|S§g)|=KZ
h, = H(rn|SP|b) (6.18)

where

“|”” denotes the concatenation operation and h;, is the hash value associated with
TEE,. Assign(-) selects the first k minimum hash values from {hy,...,hg} and
inputs them into the set Sgp. If hy, isin Sgp, TEE), executes the subproblem SP;

otherwise, it does not execute it. This scheme is executed once a block is generated in

Phase 2 (see Section 6.3.2).

6.5.2 Byzantine Node Detection Scheme

The scheme fully uses the secret key SKS and the script C deployed in each selected
TEE to detect Byzantine nodes. This detection can be guaranteed due to the observation
— a signature-based message validation strategy can be further extended to detect

incorrect computational results of TEEs through the three facts that are achieved in the
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proposed framework:

First, except for the B TEEs, no one can use the secret key SKS to generate a
valid signature.

Second, a validation rule (i.e., a code sniff within C) mandates a specific action:
upon completing any computation, the TEE must immediately generate a signature
using SKS. This signature covers a hash of the entire computational context, including
the inputs, the operational codes, and the resulting outputs regarding the computation.

Third, for any given subproblem (e.g., the equations of Eq. (6.2)), its components
— the operational codes and all required inputs — are unambiguously defined by C.
Moreover, C contains the operational codes and static inputs (e.g., constant
parameters), while dynamic inputs (e.g., sellers’ offers) are stored in the blocks of the
BC.

Based on the second and the third facts, when a TEE generates a subproblem’s
output, the output is uniquely bound to these exact components. Supported by the TEE’s
computational integrity — it can faithfully report what data and codes are used to
generate an output, if a TEE deviates from the specified computation by using incorrect
codes, fetching invalid inputs, forging an output or generating a signature without using
SKS, the signature verification process designed in the proposed Byzantine node
detection scheme will effectively identify these misbehaviours. In detail, the scheme
has the two processes and a countermeasure:

1) Proof generation process

In an arbitrary iteration r of a DO process, TEE, (b € [B]) executes the

assigned subproblems to generate a set S gr) which contains many updated variables.

TEE, encrypts Sér) (denoted as (Sgr))E ) using PKE, and generates a proof pl()r)

using the signing algorithm Sg;(-) and SKS:

pl(Jr) — Sgs (H((Sg'))ElodO IDdO|Ind0 I(C)’ b’SKS) (619)
(53¢ = Enc(s}, PKE) (620)
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where Enc(*) is the encryption algorithm, 0%° € C is the set of operational codes
regarding the assigned subproblems, and the inputs of 0%° consist of the constant

parameters D% € C and the dynamic variables In%° (e.g., buyers bids or previous
iteration’s outputs) from current and previous iterations. pl()r) is used to attest that § g)
is generated within TEE, by executing 0% with the inputs D% and In%° at the
r-th iteration. TEE, sends {(Sg))E, H(0%°|D%|In%°), b, pl()r)} to its host node N,,,

and N, broadcasts it all other TEEs.

2) Byzantine Node Detection Process

When a TEE (e.g., TEE,, a # b) receives {(Sgr))E, H(Od"IDdOIIndO),b,plgr)},

rdo rdo

it determines the operations 0'?°, the parameters D and the variables In

based on the script € and the involved subproblems. TEE, then checks: (i) whether

H(0%|D|In%) is equal to H(0'%|D'*|In'), and (ii) whether p_" is valid:
Vv, (p,(j), H((sg”)Ew'do|D'd0|1n'd0 |<c), b, PVK) - {0,1} (6.21)

where V,(-) is the signature verification algorithm. If H(0%|D%|In%°) #

H(OldolDrdollnldo) and/or V;(-) # 1, TEE, identifies N, as a Byzantine node.

Once pl()r) is validated, TEE, decrypts (Sg))E through the decryption algorithm
Dec(*) and the secret key SKS:
s = Dec((sg”)b",sxs) (6.22)

Notably, the scheme enforces that every TEE needs to broadcast its outputs to all

other TEEs in each iteration for security purposes. By leveraging the adopted A-
synchronous condition (see Section 6.3.1), if TEE, broadcasts (sﬁf))E at time point

t but does not receive a valid (Sg))E by t+ A, TEE, also identifies N, as a

Byzantine node.
Countermeasure: The countermeasure is designed to ensure optimal convergence

of DO when Byzantine attacks are performed: if TEE, does not receive a valid
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(S g))E at the end of t + A, it computes the missing variables that are supposed to be

in Sgr) by itself in the current and the following iterations. This design ensures that

even if a subproblem is assigned to k Byzantine nodes, the subproblem will still be
correctly executed in each iteration. Intuitionally, the countermeasure may increase the
redundant computing. However, our simulations (Figure 6-5) show thata k value of 5
limits the redundant computations for any subproblem to 4 or fewer with a high

probability.
6.6 Theoretical Analysis

This section analyses the privacy preserving and Byzantine tolerant properties of the
framework, while the time-efficiency of the framework is evaluated in Section 6.7.

Regarding the data privacy property, the sensitive data in each request is first
encrypted using the PKE. Supported by the D-TASK protocol, only the B selected TEEs
who have SKS can decrypt the encrypted requests. Since no one can access the data
stored in TEESs, the privacy of participants’ sensitive data is preserved in the framework.

Regarding the Byzantine tolerance property, a successful Byzantine attack is one

where an incorrect output § ’g) * Sgr) passes the verification in Eq. (6.21). Byzantine

nodes could achieve this via two primary paths: (i) extracting the secret key SKS to
forge signatures, or (ii) compelling a TEE to sign arbitrary, malicious contents.

Path (i) is rendered infeasible by the D-TASK protocol and TEE’s hardware
protections. The D-TASK protocol ensures only the B selected TEEs knows the secret
key SKS, while TEEs prevent the extraction of the secret key SKS.

Path (ii) is blocked by the predefined validation rule in C and the adoption of the
BC. The rule in C mandates that every TEE can only sign a hash of the entire

computational context — including the specific inputs, the operations performed, the
encrypted outputs of the operations, and C, i.e., H((S0’)|0%|D%|In%|C) in Eq.

(6.20). If Byzantine nodes change any elements in the hash, the honest verifier will find
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H(0%|D%|[n%°) % H(0'%|D'*|In'4°), thereby detecting path (ii).

Since the BC ensures that all TEEs can access the same set of requests, every TEE
could execute any subproblems in each market clearing phase. Then, supported by the
countermeasure of the TEAR-DO mechanism, once a subproblem fails to be executed
due to Byzantine attacks, each honest TEE will re-execute it. Thus, the issue that a
subproblem allocated to k¥ Byzantine nodes is resolved and the optimal convergence

of DO algorithms is achieved.

6.7 Simulation Study

6.7.1 Simulation Setup

Consistent with the models in [232, 237, 241], this paper models buyer utility and seller
cost as quadratic functions. The parameterisation of these functions — including their
coefficients and the demand/supply ranges — is calibrated following the principles
outlined in these references. All tuning parameters used for convergence criteria are set
to be 1073. The time-related performance of the framework will be based on the
measurements of communication latency and computation latency. A one round
communication latency between two nodes (denoted as L.,,,,) is defined as the time

spent for a receiver to successfully receive a message sent from a sender. L p,
comprises the transmission delay A, and the propagation delay A,. A, = r—bs is the

time required to place an entire data packet onto the physical transmission medium,

b

where Ms denotes the message size in megabytes (MB) and r° presents the

downloading/uploading bandwidth rate. A, is the time it takes for the first bit of that

packet to geographically travel from the sender to the receiver. In the rest of this paper,
r® and A, are set to be 20MB/s and 30ms, respectively. The computation latency,

such as the time required to execute DO algorithms, are measured using Python codes.

In the framework, although Byzantine attacks can be effectively defended,
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Byzantine nodes can still formulate an optimal attack strategy to maximise the delay of
the iterative DO process. Specifically, consider d subproblems, each of which is
assigned to k Byzantine nodes. If these nodes launch d sequential attacks, they can
induce a total delay of dA. In this section, the optimal attack strategy is considered in
Sections 6.7.4 and 6.7.5 to evaluate the performance of the framework.

We compare the framework against the privacy preserving SSS scheme [241]. The
scheme uses the Shamir’s secret sharing to ensure privacy-preserving DO. In this
scheme, for a single computational operation O with R = O(V), its input vector V is
encoded into K different vectors. Then, K executors execute the same operation 0 with
their own unique vectors to output K encoded results. Any k+1 out of the K encoded
results can be used to reconstruct the result R. Note that the SSS scheme is limited to
Byzantine detection rather than Byzantine tolerance, as it is based on a “malicious-with-
abort” model [257]. According to this model, the entire DO process must terminate
upon the detection of any Byzantine behaviour, thereby precluding optimal
convergence. Therefore, the performance comparison between the framework and the
SSS scheme is limited to attack-free scenarios. We simulate the framework on a

personal computer equipped with an Apple M2 processor.

6.7.2 Evaluation on the Framework under a Meshed Network

We evaluate the framework on the IEEE 30-bus system [258], a partially meshed power
network. The evaluation applies the algorithm in [232] to solve the optimisation
problem defined by Eq. (6.1) with constraints Eq. (6.2) and Egs. (6.4a)-(6.4c). The
algorithm operates in iterations, each comprising two main steps. First, all buyers and
sellers exchange their updated bilateral energy variables. Concurrently, sellers
broadcast their updated price-based dual variables to all buyers, and all prosumers send
their energy variables to the grid operator. Second, the grid operator sends its updated
dual variables to all prosumers. Thus, in the framework, every TEE generates a digital

signature and encrypts its computational results in each iteration, as defined in Eq. (6.19)
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and Eq. (6.20). Then, each TEE verifies the signatures and decrypts the data from the
other B-1 TEEs, as defined in Egs. (6.21) and (6.22). To implement these operations,
the 128-bit AES and the 2048-bit RSA from the PyCryptodome library [259] are
adopted. The results in Table 6-1 show that RSA signature generation takes only
milliseconds — a substantial reduction compared to the time for finishing a remote
attestation [250]. This efficiency makes our signature-based approach highly suitable

for the iterative DO-based P2P energy market clearing.

TABLE 6-1. Evaluation of time metrics for computational algorithms

Operation types (12 buyers and 12 sellers)

Time cost (seconds)

128-bit AES Encryption (Eq. (23)) 1.3x1073
128-bit AES Decryption (Eq. (26)) 2.2x107
2048-bit RSA Signature generation (Eq. (29)) 1.1x1073
2048-bit RSA Signature verification (Eq. (30)) 3.1x10*

TABLE 6-2. Evaluation results of the framework by executing the distributed
algorithm in [232] under IEEE 30-bus system

Metrics/situations 12 buyers and 25 buyers and 50 buyers and 100 buyers
12 sellers 25 sellers 50 sellers and 100 sellers
DO algorithm time 6.25x107 7.89x107 1.19x10* 4.37x10™
cost per iteration seconds seconds seconds seconds
Communication 6.50x10 7.11x107 9.41x10 1.91x10™
time per iteration seconds seconds seconds seconds
AES time per 4.09x107 4.12x107 4.23x107 5.65%x107
iteration seconds seconds seconds seconds
RSA time per 6.52x10 6.52x1072 6.52x107 6.52x107
iteration seconds seconds seconds seconds
Total iterative 776 1,183 1,629 2,765
rounds
Total time 104.25 (50.44) 166.09 266.42 725.22
(communication seconds (83.99) (153.13) (528.12)
time) cost seconds seconds seconds
Social welfare 6.908/6.908  14.594/14.590 32.581/32.615 65.940/66.096
(centralised $) %) &) 3
solver/DO)
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The performance of the framework is then evaluated by executing the DO
algorithm [232]. Table 6-2 presents a detailed breakdown of the time costs per iteration,
categorised into three components: DO operations, communication, and cryptographic
overhead, etc. It is evident that communication is the dominant performance bottleneck
compared to the computational time costs. This is because the DO operations are
performed directly on plaintexts, and the cryptographic functions (AES/RSA) are
computationally lightweight. A deeper analysis of the communication cost reveals its
composition and scaling logic. In smaller networks (e.g., 12 buyers, 12 sellers), the
overhead is dominated by the propagation delay A, of 60ms. As the network scales to
100 buyers and 100 sellers, the transmission delay A, increases to 131ms, becoming
the main contributor. This increase in transmission delay is inherent to the secure design
of the framework, which requires an all-to-all broadcast for Byzantine fault tolerance,

with a message size that scales with the number of prosumers.

6.7.3 Comparison the Framework with the SSS Scheme

To benchmark the framework, we conduct a performance comparison against the SSS
scheme. Both are configured to execute the same DO algorithm [232] for an energy
market clearing phase (i.e., 7, defined in Section 6.3.2). The SSS scheme is
implemented using the MP-SPDZ library [257] with a 128-bit security parameter,
where K represents the number of executors in its multi-party computation setting.
Figure 6-3 illustrates T, for both schemes under different prosumer numbers. The
results show that the framework is more time-efficient than the SSS scheme across all
scenarios. This performance advantage is rooted in its design: the framework relies on
highly efficient cryptographic operations (AES for privacy, RSA for Byzantine
detection) that consume only milliseconds per iteration as shown in Table 6-2. In
contrast, the SSS scheme incurs prohibitive latency for the non-linear operations (e.g.,
comparison) within the DO algorithm. A single comparison operation, for instance,

requires 14-16 rounds of communication among the K executors [257]. It is also critical
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to note that the SSS evaluation, conducted on a single laptop, does not account for real-
world network propagation delays. Including this latency would make the performance
gap presented in Figure 6-3 even more pronounced.

Figure 6-3 also reveals that the framework’s communication delay scales with the
number of prosumers, a finding consistent with the analysis in Table 6-2. While this
overhead increases the total execution time, it remains well within acceptable time
limits (e.g., under 5 minutes for up to 74 prosumers). Importantly, this communication
cost is a necessary trade-off for Byzantine tolerance. As demonstrated in Section 6.5.2,
the all-to-all broadcast is the core mechanism that defends against Byzantine attacks

and ensures the executed DO algorithm achieves optimal convergence.

6.7.4 Evaluation on the Framework under Byzantine Attacks

While the framework is Byzantine tolerant, the countermeasure of the TEAR-DO
mechanism relies on a synchronous model (see Section 6.5.2), which implies that
Byzantine attacks can still introduce additional time delays to DO algorithms. To
quantify this side effect, we perform a test in which the optimal attack strategy defined
in Section 6.7.1 is considered. The simulation is configured to execute the DO
algorithm [232] with M = 50 buyers and N = 50 sellers, creating 101 subproblems

per iteration according to the DO algorithm.

B The framework . | SSS (K=13) SSS (K=20)
B SSS (K=10) SSS (K=16)
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—1000 =
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FIGURE 6-3. Evaluation of 7, with varying number of prosumers.
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FIGURE 6-4. Evaluation of T, across different values of k, A, and p.

Figure 6-4 shows the market clearing time 7, under this optimal attack strategy,
with results plotted against varying synchronous delays A, assignment parameters k,
and proportions of Byzantine nodes p. For context, the baseline T, without attacks is
266.42 seconds (Table 6-2). As shown in Figure 6-4(c), even when 30% of the nodes
(60 nodes) is Byzantine, the additional delay is only 20 seconds for A= 2 seconds.
This robustness stems directly from the core countermeasure of the TEAR-DO
mechanism: an honest TEE that does not receive a valid result for a subproblem within
the A time-bound will re-execute it. This design guarantees that even a subproblem
assigned solely to k Byzantine nodes can solely incur a maximum delay of A.
Furthermore, the results in Figure 6-4 also show that by increasing k., the side effects

of Byzantine attacks are further mitigated.

6.7.5 Evaluation on the Redundant Computing in the Framework

While Byzantine attacks are effectively mitigated, the task assignment scheme and the
countermeasure of the TEAR-DO mechanism introduce redundant computation. To
quantify this overhead, the framework is further evaluated under the optimal attack
strategy defined in Section 6.7.1. The simulation is run by executing the DO algorithm
[232] with f = 60 Byzantine nodes, M = 50 buyers, and N = 50 sellers.

Figure 6-5(a) shows the distribution of ¢, the number of times each subproblem is
executed by honest nodes on average, for different values of the assignment parameter
k. The data of Figure 6-5(a), averaged over 5,000 trials, reveals that k = 5 achieves

an optimal computational redundancy — the redundant computation count c is tightly
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concentrated around 4. This indicates that for a p=30% Byzantine population (p =
f/B),a k of 5 provides sufficient redundancy to handle attacks.

The reasoning for this optimal point involves two competing effects, which can be
understood with the help of Figure 6-5(b). On one hand, as k increases, the probability
of a subproblem being assigned exclusively to Byzantine nodes decreases, reducing the
number of attack-induced re-executions introduced by the countermeasure. On the

other hand, a larger k also increases the expected number of honest nodes assigned to
each subproblem (calculated as BB%f Kk = 0.7k). The slightly higher average ¢ for k =

7 or k =10 compared to k =5 is a result of these two effects. Ultimately, the
results in Figure 6-4 and Figure 6-5(a) illustrate that by properly selecting k, the
framework can successfully neutralize Byzantine attacks at the cost of only a well-

controlled amount of redundant computations.

6.7.6 Evaluation on the Scalability and the Compatibility of the Framework under

a Radial Network

As shown in Table 6-2, first-order DO algorithms like [232] require thousands of
iterations to converge, even for a simplified, PTDF-based meshed network model. To
demonstrate our framework’s ability to reduce the iteration counts, the second-order
ALADIN algorithm [254] is adopted. The framework’s performance is then evaluated
using the ALADIN algorithm on the more complex IEEE 33-bus radial network [260],

which involves the multiple physical constraints defined in Egs. (3a)-(3d).
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FIGURE 6-6. Evaluation of 7, across different number of prosumers under IEEE 33-
bus system with steps 1 and 2 specified in Section II-B.

Figure 6-6 presents the framework’s time-related performance, plotting the total
market clearing time 7, and iteration count (IC) as the number of prosumers scales up
to 200, i.e., a total of 10,000 trading pairs when M=N=100. The results in Figure 6-6(a)
demonstrate that even with 200 prosumers, 7, remains below 86 seconds, converging
in fewer than 80 iterations. While the dramatic reduction in iteration count is a direct
benefit of the ALADIN algorithm’s properties, a deeper analysis, presented in Figure
6-6(b), reveals why 7, remains low despite the increased complexity of ALADIN.
Figure 6-6(b), which breaks down the per-iteration cost, confirms that communication
remains the dominant bottleneck due to the all-to-all communication designed in the
TEAR-DO mechanism, a finding consistent with our earlier evaluations in Table 6-2
and Figure 6-3.

Figure 6-6(c) decomposes the computational component. The ALADIN algorithm
is more computationally intensive than the first-order method in [232], but its

computation time remains around 100-220 milliseconds per iteration in the tested
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setting and is lower than the communication delay. This result supports the use of TEEs
for executing DO operations on plaintexts: computation is not the dominant bottleneck
in the evaluated cases. The cryptographic overhead introduced by the framework also
remains small over the tested prosumer numbers. This is because AES operations
require only 105-10* seconds per operation, and the RSA signature workload depends
mainly on the number of selected TEEs rather than the number of prosumers. These

observations support the framework’s compatibility with more complex DO algorithms.

6.8 Conclusion

This chapter addresses the identified trilemma in P2P energy markets: real-time market
clearing, privacy preservation for sensitive energy data and optimal convergence under
Byzantine attacks. To address this trilemma, the chapter proposes a TEE-based
framework with two technical components: the D-TASK protocol for secure and
decentralised deployment of a shared secret and an application script, and the TEAR-
DO mechanism for time-efficient and attack-resilient DO.

The theoretical analysis shows that, under the stated assumptions, the framework
preserves data privacy and tolerates the Byzantine attacks considered in this chapter.
The simulation results on IEEE benchmark systems show that the framework improves
market-clearing time relative to the compared privacy-preserving scheme while
retaining Byzantine resilience. By using lightweight signature-based proofs and
executing DO operations on plaintexts inside TEEs, the framework achieves up to an
order-of-magnitude speedup in the evaluated settings. The simulations also show that
the TEAR-DO countermeasure limits the delay caused by the optimal Byzantine attack
strategy with a controlled increase in redundant computation. Its compatibility with the
second-order DO algorithm ALADIN indicates that the framework can support faster
convergence than first-order DO methods in the tested P2P energy market clearing
scenarios.

These results rely on the hardware assumption that each BC node is equipped with
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a TEE. In practice, some participating BC nodes may lack TEE support. A conservative
fallback is to run D-TASK and TEAR-DO among a TEE-equipped subset of BC nodes,
while the remaining BC nodes continue to record blocks and maintain data for each
market clearing interval. This fallback preserves the analysis only when the TEE-
equipped subset still contains enough honest TEEs to satisfy the Byzantine-tolerance
requirements in this chapter. Otherwise, the privacy-preserving and Byzantine-tolerant
properties analysed here no longer directly apply. How to guarantee an adequate
proportion of honest TEEs within this small set remains a topic for future research.

Another practical limitation concerns the A-synchronous condition stated in
Section 6.3.1. In the current framework, A is a conservative time bound for detecting
missing valid TEE results. If the actual network delay temporarily exceeds A, a correct
TEE may be treated as unresponsive. The TEAR-DO countermeasure then recomputes
the missing variables through honest TEEs. This preserves the BC-recorded requests
and transactions, but it can increase redundant computation and may cause the market
clearing result of that interval to miss the real-time deadline. Such a delay does not by
itself invalidate the requests already committed to the BC; rather, it indicates that the
interval requires a contingency action, such as postponing settlement or re-running
clearing with updated admissible requests under the market rule. Future work can
reduce dependence on a fixed A by instantiating the BC consensus protocol with
asynchronous LBFT protocols, as discussed in Chapter 4. It should also redesign D-
TASK and TEAR-DO so that protocol progress relies on eventual message delivery.
Such a redesign would target privacy-preserving and Byzantine-tolerant DO under
network delays that exceed A.

D-TASK is executed offline before repeated market clearing intervals, while
TEAR-DO is the main online scalability concern. As the numbers of buyers and sellers
increase, encrypted requests, coupling variables and DO subproblems also increase. If
the system increases the number of TEE:s (i.e., B), although each selected TEE executes
fewer subproblems in each iteration, the all-to-all broadcast in Section 6.5.2 then creates

larger communication cost among selected TEEs. If B remains small, each selected TEE
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executes more subproblems and processes larger outputs and proofs. TEE-side
computation can then become the bottleneck. Market expansion therefore creates a
computation-communication trade-off in the online TEAR-DO mechanism. Future

work should reduce this trade-off while retaining the framework’s Byzantine-tolerant

property.
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CHAPTER 7

Federated Learning System for Power Load Forecasting

Federated learning (FL) for power load forecasting is crippled by an inherent trade-off
between Byzantine security and communication efficiency. Existing FL frameworks
suffer from a communicational bottleneck at the central server side and are vulnerable
to Byzantine attacks. To solve the communication bottleneck, we propose CTP-FL, a
new FL paradigm in which “C”ommunication overhead undertaken by a central
aggregator is “T’ransferred to all “P”articipants. The transferring is achieved via a
multi-blockchain architecture with novel client-to-blockchain, blockchain-to-client,
and client-to-client communication patterns. The Byzantine tolerance of the CTP-FL
system is further ensured by the two core protocols: a message coding protocol for data
recoverability, and a dual consensus protocol for secure and private model aggregation.
Simulations confirm that the CTP-FL system reduces communication latency at least
14.48 times compared to current FL paradigms. The CTP-FL paradigm may be of

independent interest for a wide range of applications beyond power load forecasting.
7.1 Introduction

The widespread adoption of distributed energy resources (DERs) is fundamentally
shifting the power grid from a unidirectional, centralised topology to a multidirectional,
decentralised network. This shift introduces a challenge for traditional power load
forecasting (PLF), which must now accurately and timely predict load demand amidst
the highly variable and intermittent DERs. While machine learning has emerged as an
indispensable tool for enhancing PLF, its centralised architecture makes it prone to both
privacy breaches and single point of failure [261].

Recently, federated Learning (FL) has gained prominence as a distributed machine
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learning paradigm designed to address data privacy challenges [262]. In the FL
framework, the machine learning model is trained collaboratively across multiple
clients. Each client trains the model locally through its private dataset, producing a local
model. These local models are then aggregated by a central server to update a global
model, avoiding the need to expose private dataset. Despite this merit, the FL
framework still needs to tackle the following two issues for their practical adoption on
PLF:

Security issue: One such vulnerability is Byzantine attacks at both client and central
server sides [263-266]. On the one hand, malicious clients can exploit the public
availability of local model parameters to craft and submit poisoned local models, which
strategically disrupts the global model’s convergence [263, 264]. On the other hand, the
central server could become the target of adversarial attacks [265]. Even more
concerning, if the central server itself is Byzantine, it can perform arbitrary malicious
actions to the model aggregation process [266].

Time efficiency issue: Numerous studies highlight that, to maintain predictive
accuracy, machine learning models for PLF require frequent retraining and update to
timely capture the variability introduced by intermittent DERs [267-269]. However,
timely updating PLF model remains challenging under the current two FL paradigms,
i.e., centralised FL [263] and blockchain (BC)-based FL [270]. In both paradigms,
hundreds of clients must transmit megabyte-sized local models to a central aggregator,
i.e., a central server or a BC leader node, in each training iteration. This process imposes
heavy downloading bandwidth demands on the central aggregator. Moreover, the
central aggregator must distribute the updated global model to all clients by the end of
each iteration, which makes its uploading bandwidth a significant bottleneck.

This chapter focuses on an operating regime with many clients, repeated federated
learning iterations and non-negligible transmitted model or update sizes. It also requires
local-model-parameter privacy and Byzantine tolerance at both the client and BC-node
sides. In a standard server-based FL protocol, let C denote the number of clients and

let S denote the serialised size of one local model or model update in MB. In every
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iteration, the central server receives C local models or updates and sends the global
model back to C clients. Its server-side traffic is therefore approximately 2CS MB per
iteration, before considering protocol metadata or retransmission. This traffic is
determined by the transmitted model/update size and the number of clients. For
example, when C=100 and S=100 MB, the central server handles about 20 GB of
ingress and egress traffic in one iteration. When €=200 and S=800 MB, this traffic
becomes about 320 GB. Therefore, the motivation for Communication Burden
Transfers to all Participants-based Federated Learning (CTP-FL) is the large-scale PLF
setting considered in this chapter, where the server-side communication burden and
Byzantine-tolerance requirements become non-negligible. For other scenarios in which
S issmalland C is modest, conventional server-based FL, such as FedAvg [298], may

be sufficient, and these scenarios are beyond the chapter’s scope.

7.1.1 State-of-the-Art Solutions on the Security and Time Efficiency Issues of the

FL Frameworks

Security aspect: One prominent line of research addresses the secure vulnerabilities of
the central aggregator by integrating FL with BC technology [271, 272]. In merit of
BC’s trustworthy feature, [270] uses BC to replace the central aggregator to eliminate
the server side’s single point of failure. [273] leverages BC’s immutability property to
record the hash of local and global models, ensuring any incorrect models can be traced
back and held accountable afterwards. [274] designs a BC-based incentive mechanism
that rewards clients who generate high-quality local models. Despite these merits, BC-
based methods introduce huge communication burdens due to BC’s consensus process.
The process requires a BC leader node to send a block that contains multiple local
models to all other BC nodes [270], which incurs high communication delays. More
seriously, BC-based schemes are inherently incapable of defending against client-side
Byzantine attacks [275].

Another fundamental security vulnerability arises from the public nature of local
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model parameters in FL frameworks. By analysing the plaintext local model parameters
of honest clients, Byzantine clients can craft well-designed models to evade anomalies
detection mechanisms and even controllably bias global models’ predictive directions
[263]. To tackle this security issue, a reasonable approach is to encrypt local models,
thereby preventing model parameters from malicious analysis. However, model
aggregation methods for evaluating encrypted local models are computationally
intensive, as nonlinear operations (e.g., homomorphic multiplication) essential for
encryption-based Byzantine tolerant aggregation methods are notoriously inefficient
over ciphertexts [276], which aggravates the time efficiency issue of FL frameworks.
Time efficiency aspect. While reducing local model training time is an active
research area, communication latency is widely recognised as the primary bottleneck
in large-scale FL systems [271]. This bottleneck is rooted in two fundamental
constraints. First, a physical disparity exists where modern computational speeds (Ops/s)
are around 10* times greater than network bandwidth (bytes/s) [277]. Second, the
centralised FL topology dictates that a single aggregator must handle both the massive
ingress of local model uploads from all clients and the egress of global model
broadcasts to all clients [271]. Although existing approaches mitigate the aggregator’s
bottleneck by compressing the transmitted data via techniques like quantisation [278],
sparsification [279], or model pruning [280], these methods do not circumvent the two
constraints. Thus, tackling the aggregator’s communication bottleneck by
circumventing the two constraints remains a largely unexplored direction, which is a
key focus of this paper.
We then ask an unresolved question: whether there exists a FL paradigm that (i)

ensures Byzantine tolerance at both client and server sides while maintaining stringent
local model privacy and controllable operational overhead, and (ii) achieves high time

efficiency under the two constraints?
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7.1.2 Contributions

This paper answers this question by proposing a new FL paradigm — CTP-FL. The
kernel of CTP-FL is to securely dismantle the central aggregator’s communication
bottleneck caused by the two constraints. It achieves this by introducing a principle
“Communication Burden Transfers to all Participants”, which utilises controllable
computation overhead to redistribute the communication burdens solely undertaken by
the central aggregator to all FL participants.

The CTP-FL paradigm has three distinct features compared to the two FL
paradigms. First, in the Client-to-Blockchain (C2B) stage, each client partitions its local
model and transmits only a small fragment of its model to each BC node, thereby
replacing the central aggregator’s ingress bottleneck with a distributed download load
across all BC nodes. Second, during the Blockchain-to-Client (B2C) stage, each BC
node disseminates just one piece of a global model fragment — a small piece of a global
model — to all clients, thus eliminating the central aggregator’s broadcast bottleneck.
Third, a novel Client-to-Client (C2C) stage is introduced, which further leverages the
idle upload-bandwidth of all clients to enhance overall communication efficiency of FL
model training.

The CTP-FL’s distributed architecture, however, introduces a key design challenge:
how to guarantee data privacy and model recoverability in the FL paradigm where
local model fragments are scattered across a network of untrusted BC nodes?
Answering this requires a holistic security strategy that ensures Byzantine tolerance at
both client and server sides without imposing prohibitive communication and
computation overhead. We achieve this via a synergistic pair of protocols:

1. The message coding protocol. This protocol is designed to secure the fragmented
model data throughout its journey. It addresses the following three distinct threats in
the C2B stage with a 3-layered defence: (i) Privacy threat: Each local model fragment
— a small piece of a local model — is encrypted, preventing parameters’ exposure. (ii)

Server-side recoverability threat: An erasure coding (EC) algorithm [281] transforms
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each local model fragment into multiple data pieces, ensuring each local model
fragment can be recovered afterwards even if a fraction of BC nodes is Byzantine. (iii)
Client-side recoverability threat: A commitment (PBPC) scheme [282] is applied,
allowing BC nodes to verify that each received data piece is a correct part of the original
local model fragment, thus thwarting attacks from Byzantine clients who transmit
invalid data pieces to prevent fragment recovery. This 3-layered defence is further
extended with a proposed double EC strategy to secure the B2C and C2C stages,
ensuring all clients can recover a global model in each FL training iteration.

2. The dual consensus protocol. This protocol provides a secure and private engine
for aggregating the encrypted local model fragments. It employs a two-stage process:
(1) A leaderless protocol: Supported by the EC and PBPC schemes, this protocol acts as
a filter to ensure that all BC nodes efficiently reach a consensus on the set of selected
clients whose encrypted model fragments are verified as recoverable. (ii) Leader-based
protocol: A designated BC leader, operating within a secure and private environment,
decrypts the selected, encrypted local model fragments and aggregates them in plaintext
to output a global model fragment via a Byzantine-tolerant algorithm [263]. The leader
then initiates a consensus on the hash value of the global model fragment. This stage
ensures all BC nodes reach an agreement on the hash value.

As a supplementary contribution, comprehensive simulations are conducted to
evaluate the performance of the CTP-FL system by comparing it with the two FL
paradigms. Three key results are yielded: (i) the communication time cost of the CTP-
FL system is at least 14.18 times smaller than that of the two FL paradigms; (ii) the
additional computation time cost introduced in the CTP-FL system is well-controlled
and no larger than 32 seconds even at the worst situation; (iii) the CTP-FL system is
robust to defend against Byzantine attacks launched by both clients and BC nodes.
These findings collectively confirm that the CTP-FL system is a practical solution for
solving the secure and time-efficient issues existing in training PLF machine learning
models.

The remainder of this paper is organised as follows. Section 7.2 introduces the
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background of the CTP-FL system. Sections 7.3 and 7.4 present the technical details of
the proposed two protocols. Section 7.5 reports and discusses the simulation results.

Section 7.6 concludes the paper.
7.2 Background

This section first introduces the five technologies. Then, an overview of the CTP-FL

system is presented, followed by describing its security model and goals.
7.2.1 Erasure Coding Algorithm

EC is a data encoding/decoding technique that divides data into multiple small
fragments and enables data recovery from a subset of these fragments [281]. This
technology is used to achieve the Byzantine tolerance ability at the server (BC) side.
Setup: Let F, be a finite field of large size g, where ¢ is a prime. For a positive
integer T, a piece of data w€F, is divided into T field values w =
Wo|Wq| ... |Wr—q, where “|” is the concatenation operation. These T field values are

then interpreted as the coefficients of a polynomial P, (X) over Fg:

P, (X) = Z WXt (7.1)

Encoding process: The encoding procedure transforms the polynomial P, (X) into

K polynomial outputs via Eq. (7.2). Specifically, K distinct evaluation points

{ay, ay, ..., ag} in F, are chosen (K > T) to generate K polynomial outputs via Eq.
(7.1):

{P,(a1),B,(ay), ..., By(ay), ..., By(ag)} (7.2)

Decoding process: Given any subset of T correct values {Pw(akt)|kt € [K]}

among the K values in Eq. (7.2), B, (X) can be recovered via Eq. (7.3), where [K] is
short for the set {1,2,...,K}:
RIO= > Rla) L,® (7.3)

ke€[K],te[T]
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where L, (X) is the Lagrange basis polynomial defined by Eq. (7.4):

X —a.
L, (X) = 1_[ ﬁ (7.4)

jeelK]jeeky <t Tt
Then, directly extracting the T polynomial coefficients of P, (X) yields the
original data w = wy|wy]| ... |wr_1. Notably, Byzantine clients can maliciously craft
their fragments without following the operations of Eq. (7.1) and Eq. (7.2), making the
recovery operations, i.e., Eq. (7.3) and Eq. (7.4), unable to work. To detect this

misbehaviour, the commitment scheme is introduced.
7.2.2 Position-Binding Polynomial Commitment

The position-binding polynomial commitment (PBPC) scheme [282] enables a
committer to generate an unforgeable commitment for a polynomial, i.e., B, (X) in this
work. Using this commitment, the scheme allows the committer to attest the correctness
of each field value in a vector via generating a proof. The details of the PBPC scheme
are shown as below:

Setup: Let A denote the security parameter. Let G; and G, be a cyclic group of
prime order g and let Gy be a target group such that there is an non-degenerate
bilinear pairing [283]: e: G; X G, = G, where g, and g, are the generators of G,
and G,, respectively. A secret a € F, is selected, which is not revealed to any

participant. Using «, the Structured Reference String (SRS) is generated as follow:

SRS = {91, 91% 910[2' Ty g1aK; 92,92 92“2: ey gzaK} (7.5)
pp = (4, q,G4, Gy, g1, 92, €(,"), SRS) are public parameters. The PBPC scheme
includes the following three components:

Commitment  generation: For a vector with its values being
{P,(ay),B,(ay), ..., Py (ay), ..., Py(ag)} defined in Eq. (7.2), a commitment VC
committed for B, (X) at point a is computed through a Multi-Scalar Multiplication
(MSM) operation [284]:

Ve = g,w@® (7.6)
102



Proof generation for the k'™ value P,(ay) of the vector: The committer

Py (X)—Py,(ag)

and constructs the proof m
X—(lk

produces a polynomial P (X) for P (X) =

for the k™ value:
T = 9,7, k € [K] (7.7)
Verification of the k'™ value in the vector: taking pp = (A, q, Gy, G5, g1, g2, e(:
,),SRS), the index k, the commitment VC, the k" field value P,(a;) and the

proof m, as inputs, a verifier checks whether the equation of Eq. (7.8) holds:

e(VC/g1PW(ak)'gz) = e(my, g%~ %) (7.8)

If this holds, ) attests that P, (a;) is the k'™ value of the vector in Eq. (7.2)
corresponding to the polynomial P, (X) in Eq. (7.1). The PBPC scheme is used to
detect Byzantine client devices who generate vectors without following the operation

in Eq. (7.2).
7.2.3 Other Technologies

The message encryption and decryption (MED), the Merkle proofs, the Trusted
Execution Environments (TEEs) and the remote attestations are also introduced. The
MED scheme and the TEEs ensure the privacy of the local models’ parameters. The
Merkle proofs and the remote attestations are utilised in the proposed dual consensus
protocol to safeguard its security.
MED scheme. Let a secret-public key pair be (SK, PK). For an arbitrary message
m, the encryption and decryption operations are defined in Eq. (7.9) and Eq. (7.10),
respectively:
mE = Enc(m, PK) (7.9)
m = Dec(mE, SK) (7.10)
where Enc(-) and Dec(:) are the encryption and decryption algorithms,

E is the encryption version of m.

respectively, m
Merkle proof scheme. First, given N pieces of data {x;, x,, ..., xy}, the Merkle

root generation algorithm Merkr(-) is applied to output a root hash h':
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h" = Merkr(x,, Xy, ..., Xy) (7.11)

Then, the Merkle proof generation algorithm MP(-) is applied to generate a
Merkle proof mp,, for x,:

mp,, = MP(x,,h"),n € [1,2,...,N] (7.12)

Finally, the Merkle proof verification algorithm MPV(-) is used to verify the
validity of a Merkle proof mp,,:

{0,1} = MPV(x,, h",mp,),n € [1,2,...,N] (7.13)
if MPV () outputs 1, mp,, is valid, otherwise, mp,, is invalid.

TEEs and remote attestation RA. This paper uses TEEs to process sensitive local
model parameters, while using RA to attest the correctness of the executed operations
in TEEs. A TEE is a processer area, the data in which is inaccessible by outside
operating system [285]. Let an attestation generation-verification key pair be (GK, VK).
For an evidence E generated by a TEE, the attestation generation (verification)
algorithm RAG(-) (RAV(:)) is defined as follows:

RA = RAG(E, GK) (7.14)
{0,1} = RAV(RA,VK) (7.15)

A well-known limitation of TEEs is their limited memory [286, 287]. Under this
constraint, it is impractical to execute memory-intensive model aggregation operations
within TEEs. To tackle this limitation, a multi-BC architecture is integrated into the
CTP-FL system, making each TEE only need to aggregate local model fragments. The

overview of the multi-BC-based CTP-FL system is presented as follows.
7.2.4 System Architecture

In the CTP-FL system, B BCs and C clients are considered. The bt" BC is denoted

as {BCp}pe[p)- Each BChas K BC nodes, and the k™ node within BC, is denoted

as {Ny, }k ek, With K, = K for every b € [B]. Each BC node configures a TEE in

which a shared secret key SK is stored, which can be achieved through the protocol in

[285]. The FL training process progresses in iterative rounds, and each round includes
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4 phases, as shown in Figure 7-1. Atthe e'" iteration (e > 1), each client device trains
p g

g
e—1°

on a global model 0 where g is the tag of global models. When e = 1, 9% is an

initial global model. The summary of each phase is presented as follows.

Phase 1. At the start of the e® iteration t,, the client device D, (Vc € [C])

trains on O%_, using its private dataset, yielding a local model @) ., where 1 denotes

the tag of local models. D, uses the proposed message coding protocol (see Section
7.3) to handle (-)le,c, generating B X K local model subfragments, where a local model

subfragment is a small piece of a full local model. The total time cost of this phase is
ALoct,

Phase 2. Each client device disseminates its B X K local model subfragments to
the B X K BC nodes following the instructions defined in the proposed message
coding protocol. The total time cost of this phase is A$?B.

Phase 3. Each of the B BCs generates a global model fragment via the proposed
dual consensus protocol (see Section 7.4). The time cost of this phase is A.

Phase 4. The proposed double EC strategy is applied to enable every client to

reconstruct the global model @%. The total time cost of this phase is AB2C + AS2C 4

Loc2
ALoc2,
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Phase 1: Local model generation and partitioning
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FIGURE 7-1. The four-phase FL model training process in an iteration.

The multi-BC design in CTP-FL does not require extra cross-chain maintenance or
cross-chain cryptographic material generation during an FL iteration. Instead, this
design reduces the communication and aggregation load assigned to each BC.
Specifically, during an FL training iteration, the B BCs do not exchange blocks,
transactions, proofs or cryptographic material. Each BC is assigned one model-

fragment index b and processes only local model fragments with that index. The
message coding protocol further partitions each local model @ . into B fragments, and

only the b-th local model fragment is sent to the blockchain BCj. With this design,
BC, filters and only aggregates the b-th local model fragments and outputs the b-th

global model fragment. Each BC therefore completes fragment aggregation
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independently, rather than maintaining inter-BC state or cross-chain messages. This
design reduces the per-BC message size from S to approximately S/B and avoids
requiring one TEE to aggregate a full local model. These two effects address the

communication bottleneck in Section 7.1.1 and the TEE memory limit in Section 7.2.4.
7.2.5 System Model and Goals

In the proposed system, the Byzantine corruption model and A-synchronous network
model are considered:

Byzantine corruption model: For the K = T + fBY nodes in a BC, there are up to
fBY Byzantine BC nodes with T = 2fBY + 1. For the € = 3f°l + 1 clients, there
are up to fC! Byzantine clients. Byzantine participants can perform any malicious
actions to disrupt the FL training process.

A-synchronous network model: In the FL network, any message sent at time ¢ is
guaranteed to be received by the receiver by time t + A, where the “A” denotes a time
duration.

The CTP-FL system is designed to fulfill the four key objectives implied in the
asked question (see Section 7.1.1):

1) The privacy of local model parameters is preserved.

2) The communication time cost in each FL model training iteration is reduced
compared to that of the two FL-paradigms, i.e., centralised FL and BC-FL paradigms.

3) The CTP-FL system can defend against attacks launched by Byzantine client
devices and/or Byzantine BC nodes.

4) The introduced computation time cost is largely smaller than the local model
training time.

The proposed system addresses the four goals by integrating the message coding
protocol and the dual consensus protocol. Sections 7.3 and 7.4 detail these protocols.
The aggregation function executed in the leader’s TEE can be selected according to the

threat model. For a setting that only requires weighted averaging and does not evaluate
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model poisoning attacks, the leader’s TEE can use FedAvg [298]. In the simulations,
the aggregation operation is the Byzantine-tolerant trimmed mean aggregation (TMA)
algorithm [263], because Section 7.5.7 evaluates untargeted model poisoning attacks.

Thus, FedAvg and related methods for small models are out of this chapter’s scope.

7.3 Message Coding Protocol

This section presents the message coding protocol MMM

and its core objective is to
securely (i) transform each client’s large local model into a set of small, encrypted,
verifiable subfragments, and (ii) transform the global model subfragments generated by
each BC back to the global model fragments. By introducing additional computational
tasks, this transformation design is the key to evenly redistributing communication load
across the network of all FL participants while upholding stringent security guarantees.
As shown in Figure 7-2, TIM¢ governs the entire data lifecycle of the three stages, i.e.,
the client-to-blockchain node (C2B) stage, the blockchain node-to-client (B2C) stage

and the client-to-client (C2C) stage. The detailed computational operations designed

for the three stages are presented below.

Stage 1: Introduced computation for C2B stage
1 & 2) oG 3 4 5)...
) o a1 B (Ym0 |0 3w
& “ oy G R 7
» A % | oo |V |«
Divide Encrypt ||Encode ||Commit || Proof
ALME

< A%FC >

Stage 2: Introduced computation for B2C stage

1) PR 2) ]

P = > &
o &

Double erasure encoding during dual consensus AB2C

Stage 3: Introduced C2C stage and computation
: ﬁ ) s Y
& I
v v e
& an@® |eo74

AS2C erasure decodingl |[AL°¢? erasure decoding2

FIGURE 7-2. The 3-stage communication workflows.
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7.3.1 Computations in the Client-to-Blockchain Node Stage

The details of BC and TEEs are presented as follows. The two layered procedures are
designed to securely reduce the communication time cost (AS?B) of the C2B stage:
Local model encoding procedure. This procedure divides a local model into B
encrypted fragments to preserve the model’s privacy. It then uses EC encoding
algorithm to divide each encrypted fragment, ensuring the recoverability of each

encrypted fragment when considering Byzantine BC nodes.

1) The client device D, (Vc € [C]) evenly partitions (-)le'c into B local model
fragments {f(le,c,1a--~= félc’b,..., fé,C'B}, where fé,c,b is the b*" local model fragment
with respect to Ble,c.

2) D, encrypts the fragment fé,c,b (Vb € [B]) via Eq. (7.9).

3) D, divides the encrypted fé’ab (Vb € [B])into K} local model subfragments
{SEh cpasees SES cpipses SEocni,} Via Eq. (7.2), where sf} ., is the k,"" local

model subfragment with respect to the local model fragment fé'c'b.

Local fragment commitment procedure. Since Byzantine client devices can
arbitrarily crate their subfragments, making the corresponding fragment unable to
recover via Eq. (7.3). To tackle this issue, D. must execute the following two

operations:

4) For the encrypted fragment félc,b and its K, local model subfragments
{Sf;,ab'l,..., Sfélc’b,kb,..., Sfel,c,b,Kb}a the client device D, generates a commitment
vel,, for £, viaEq.(7.6).

5) D, then executes Eq. (7.7) to generate a proof T’:L,C,b,kb for the local model

subfragment Sf;,c,b,kb (kp € [Kp))-
After executing the above computation operations in 1)-5), D, constructs
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>B_. K, = K X B local messages {e, c, VCé’C,b, sf;_c’b,kb, né,c,b,kb} for every b €
[B] and k;, € [K,]. D. then initiates the C2B stage and sends the local message {e,
c, VC;C,,,, sf;,ab'kb, né,c,b,kb} to the BCnode N, . This local message sending design
thus redistributes the downloading bandwidth burdens of a BC leader node to every BC
node.

Security analysis. The privacy of local model parameters is guaranteed by
executing Eq. (7.9). Two types of attacks can be launched by Byzantine clients: attack
1 — a Byzantine client may generate Kj incorrect local model subfragments, making
their encrypted local model fragments irrecoverable via Eq. (7.3), and attack 2 — a
Byzantine client may launch untargeted model poisoning attack [263]. The above two

procedures solely focus on providing foundations for resolving attack 1.

7.3.2 Computations in the Blockchain Node-to-Client Stage

Let a global model fragment be fg - The proposed double EC encoding strategy is

applied to reduce the communication time cost AB2C of the B2C stage for fg b
dissemination:
1) In the first EC encoding process, a leader node L, (b € [B]) in BC, encodes

fib into K = Kj, global model subfragments {ng,b,p .., Sf8

g .
ey Step i, viaEq.

(7.2) and sends sf;, , ~tothe BC node N, (Vk, € [Kp]).
2) In the second EC encoding process, the BC node Ny, (Vk;, € [K,]) further

. g . . g g
encodes the received sfe'b,kb into € min-fragments {mfe'b,kbll,..., mfe’blkb’c,...,

mf8, . ¢} via Eq. (7.2).

After executing the operations in 1) and 2), the BC node N, (Vk;, € [K;])

collectively initiates the B2C stage and sends the mf-message, denoted as {e,

mf®

ebky,c)s t0 the client device D.. Under this design, the global model fragment
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dissemination task originally undertaken by the BC leader node is now evenly allocated
to every BC node.

Security analysis. The double EC encoding strategy is the kernel to achieve
Byzantine tolerance at the server (BC) side due to the fact — if an encoder is honest, it

will faithfully execute Eq. (7.2). Supported by the fact, if a BC leader node Lj is
honest, the global model fragment f eg’ , 1srecoverable via Eq. (7.3). Since each BC has

2fBY + 1 honest BC nodes, at least 2fBY + 1 global model subfragments are also
recoverable via Eq. (7.3). This EC encoding-based design plays a foundation for clients
to recover every global model fragment in the C2C stage. The Byzantine leader node

1ssue will be discussed in Section 7.4.
7.3.3 Computations in the Client-to-Client Stage

The C2C stage is uniquely introduced in the C2C-FL system. The C2C stage further
transfers a part of uploading bandwidth overheads (for disseminating global model
subfragments) undertaken by BC nodes to all clients, which thus introduces the idle
upload-bandwidth capacity of clients into the FL training process. Under this design,
the C2C stage further balances the uploading bandwidth usage among all participants
during the global model dissemination process, thereby improving the overall
communication efficiency of FL.

Specifically, the double EC decoding strategy associated to the above-described
double EC encoding strategy (see Section 7.3.2) is designed to enable every honest

client to recover all global model fragments. The detail of this stage is as follows:

Once the client device D, (Vc € [C]) receives the mf-message {e, mfflb’kb,c}
(Vky, € [Kp] and (Vb € [B]) from the BC node Ny, , it stores the mf-message and

initiates the C2C stage by sending {e, mfg bkp, .+ to all other clients, which spends a

time cost of AS2C. After that, D, spends a time cost of AL°¢? to execute the double

EC decoding operations:
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1) Once the client device D, receives 2fBY +1 mf-messages (e.g., {e,

g
mfe,b,kb,c

}) with respect to the global model subfragment Sfeg,b,kb’ it recovers sfi bokp
via Eq. (7.3).
2) Upon recovering 2fBY + 1 global model subfragments with respect to the

the client device D, decodes f% , viaEq. (7.3).

e,

global model fragment f%

eb’
7.4 Dual Consensus Protocol

This section presents the dual consensus protocol designed to solve the challenge within
the CTP-FL paradigm: how to generate a correct global model fragment in each BC
when each BC node only holds encrypted local model subfragments due to the design
of the C2B stage. Our solution is a two-stage “filter-then-aggregate” method, which
first identifies the recoverable local model fragments and then securely aggregates them.
This method is realised via two synergistic sub-protocols. First, a leaderless protocol
acts as a filter, enabling all BC nodes in the same BC to collectively identify the set of
clients whose encrypted local model fragments are verifiably recoverable. Second, a
leader-based protocol performs the aggregation, where a leader, operating within a TEE,

securely aggregates the identified fragments.
7.4.1 Leaderless Consensus Protocol

The leaderless consensus protocol Tt acts as the filter in our “filter-then-aggregate”
strategy. It achieves the “filter” goal in a fully decentralised manner by executing the
operations defined in the following two sequential stages:

Local message processing stage. This stage determines the validated clients’ local

model subfragments. To this end, upon receiving local model subfragments from clients
attime t, + Ag°t + A?B (see Figure 7-1), the BC node Ny, (Vk;, € [K}]) spends a
duration of AS! to execute the operations in 1)-3):

1) Ny, inputs the received local messages (e.g., {e, ¢, VC;,C',,, sfélc'b'kb,
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T[L,c,b,kb} articulated in Section 7.3.1) to its TEE TEE), . TEE), verifies the validity
of each local message via Eq. (7.8). Client IDs (e.g., ¢) from all successfully validated

messages are recorded into a pre-vector, Vecg Ky
2) TEE,, generates a remote attestation RAg’kb for the pre-vector Vecg Kk, Via

Eq. (7.14). Ny, broadcasts the pre-vector message {Vecg kp> RAE,,%} to all BC nodes
in the b** BC,i.e., BC,.

3)If Ny, isnottheleadernodein BC), it also sends every received local message,

whose client device’s ID is included in Vecg_ k,» to the BC leader node L;, in BCj.

Security analysis: By verifying PBPC proofs via Eq. (7.8) in 1), each BC node
filters out invalid subfragments. The remote attestation RAE, Ky generated in 2) ensures
that if a BC node provides an invalid pre-vector message to other BC nodes, honest BC
nodes can detect it afterwards by executing Eq. (7.15). The operation in 3) ensures that
the leader BC node can receive enough local model subfragments to recover
corresponding local model fragments afterwards via Eq. (7.3).

Vector agreement stage. This stage transfers the validated pre-vectors to a
definitive deter-vector of clients whose local model fragments are verifiably
recoverable. At time t, + AL°¢ + AS?2B + AS1) each BC node executes the following

two-step procedure (i.e., 4) and 5)) with a duration of AS?:

4) The BCnode Ny, (Vk, € [Kp]) inputs all received pre-vector messages into its

TEE. The TEE selects the pre-vectors whose remote attestations are validated by Eq.

(7.15). The TEE then performs a vote tally: for each client ID, it counts its occurrences
across all validated pre-vectors. An ID is recorded into a deter-vector Vec?l k> only if
its count is no smaller than the Byzantine fault tolerance threshold of T = 2fBY + 1.

Finally, the TEE generates the remote attestation RAgkb for its generated deter-vector

D
Vece, -
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5) To improve the communication efficiency of the leaderless consensus protocol,

a committee of p = fBY + 1 BC nodes is randomly selected using a public random
value RVeC,,} and the previous block hash BH,_1 , as defined in Eq. (7.16) and Eq.

(7.17). Only these p selected BC nodes broadcast their generated deter-vector

messages to all other BC nodes.

S, = Assign(RVSE, BH,_y 5, p) = Arg minfhy, ..., by, } (7.16)
ISpl=p
hi, = H(RVEE|BH,—1p|kp), Vb € [B], VK, € [Kp] (7.17)

where hy, is the hash value computed for the BC node Ny, . The algorithm Assign(:

) selects the p BC nodes whose hash values rank the first p minimum values in
{hy, s By}

Security analysis. In 4), by requiring 2fBY + 1 attestations for any given client, it
ensures that a deter-vector only includes clients for whom enough local model
subfragments exist to guarantee full fragment recovery via Eq. (7.3), even in the
presence of fBY Byzantine nodes per BC. The operations in 5) ensure at least one
honest BC node’s deter-vector that contains all honest clients’ IDs can be timely

broadcast and considered.
7.4.2 Leader-based Protocol

After completing the execution of I, the leader-based protocol (ITV) is initiated in
each BC to output a correctly aggregated global model fragment. It consists of two
stages:

Global model subfragments generation stage. Based on the received deter-
vectors (up to fBY 4+ 1 vectors), each leader node in corresponding BC uses its TEE
to privately generate a global model fragment and corresponding K global model
subfragments. Specifically, at the time point t, + AL°¢ + AS?B + AST 4+ AC?| the leader
node L, orchestrates a secure process within its TEE over a duration of AS3. This

process follows a “Input-Processing-Output” logic:
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Input part. The leader node L, inputs all received deter-vector messages to its

TEE TEE,, (b € [B]). TEE,, then verifies the validity of the remote attestations

recorded in these received deter-vector messages via Eq. (7.15). For validated deter-

vector messages, TEE;, inputs all IDs appearing in these deter-vectors into an

agreement vector Vec?lLb.
Processing part. The leader node L, feeds all stored local model subfragments

associated to the IDs in VeCQLb back to TEE,, . The three operations are sequentially
execution: TEE,, first reconstructs the encrypted local model fragments via Eq. (7.3)
and then decrypts these encrypted local model fragments via Eq. (7.10). TEE,, finally
uses the model aggregation algorithm [263] to output a global model fragment feg'b.
Output part. TEE;, executes the first EC encoding operation of the double EC
encoding strategy (see Section 7.3.2) to transfer f eg'b into K global model

g g
subfragments { Sfe,b,l yeens Sfe,b,kb yeens

Sff,b,Kb }. For security purposes, TEEp,
generates the remote attestation RA‘; 1, via Eq. (7.14), the root hash rh‘g’b via Eq.
(7.11) (with the inputs of Merkr(:) beingthe K subfragments), and the Merkle proof
mpglb'kb for sff,b’kb via Eq. (7.12).

Security analysis. The input part identifies trusted inputs — by verifying remote

attestations on the deter-vectors, TEE,, will only select the IDs of the clients whose

local model fragments are verifiably recoverable. The processing part guarantees
confidential and trustworthy computation on aggregating a global model fragment, as
the entire decoding, decryption, and aggregation process is shielded within the TEE.
The use of a Byzantine-tolerant algorithm [263] is to defend against attack 2 specified

in Section 7.3.1. The output part produces verifiable outputs used for the next stage,

where RA?, 1, 1s used to validate the root hash rhgb. The Merkle proof mpg,b'kb
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allows the BC node Ny, to verify that the subfragment sfi bk, is truly a piece of the

validated rh .
Hash value agreement stage. This stage ensures that every node in the same BC

will reach an agreement on a root hash (e.g., rhf’ ,) corresponding to a valid local model

fragment (e.g., f eg’ ) even in the presence of Byzantine leader nodes. To this end, at the

time point t, + AL°¢ + AS?B + AST + AS?2 + AS3 | a Byzantine tolerant consensus

protocol, e.g., PBFT [288], is initiated by the leader node L;, who sends the message

{e, sf® RAZ;,, thi,, mpg,, } to the BC node Ny, (Vk, € [Ky], Vb € [B]).

eb,kp’ elLp>
The total time cost of this stage denotes AS*.

Security analysis. The consensus protocol, combined with the remote attestation
RA% 1, and the Merkle proofs, is used to detect Byzantine leader nodes and re-select a

leader node. Once an honest leader node is selected, the agreement on a valid root hash

can be reached among all honest BC nodes.
7.5 Simulation

In this section, the latency metrics of the CTP-FL system in terms of computation,
communication and the Byzantine tolerant aggregation algorithm [263] are evaluated

thoroughly.
7.5.1 Setup

Computation latency: All cryptographic computational performance benchmarks were
executed on a laptop equipped with an Apple M2 processor and 16 GB of memory. To
provide a realistic and reproducible measure of the overheads introduced by the two
proposed protocols, we benchmarked each core cryptographic component using
specialised libraries. Specifically, performance was measured as follows: the klauspost

library [289] for erasure coding EC; a custom Rust implementation for the position-
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binding polynomial commitment PBPC and remote attestation schemes; the
PyCryptodome library [259] for message encryption/decryption; and the PyMerkle
library [290] for Merkle proofs. The resulting fine-grained measurements were then
used to calculate the total computational delays for each phase of the protocol, including
ALoct ) paLoez - ACLASZ ASS and ASH

Communication latency: Network performance was simulated using the
established fluid bandwidth-sharing model [291]. The model considers C clients, each
with a local model of size S (MB), and a network of B XK blockchain nodes. Each local
model is transformed into B xK subfragments and each subfragment is with the size of
kS/(B*xK) MB (x=1.5 is the EC parameter). We define the per-client uplink/downlink
bandwidths as b¢'/b*" and per-BC node uplink/downlink bandwidths as bB/bB!. To
align with typical real-world conditions, bh®"/bB" and bC'/bB' were set to 25 MB/s
and 125 MB/s, respectively. The communication latency for every communication
stage (e.g., A?B of the C2B stage) was computed via Eq. (7.18), with AP
representing propagation delay:

AC?B= min (b°"/(B x K),bB'/C) + AP (7.18)

Local model training: The power load forecasting model employed is a Temporal
Convolutional Network featuring residual dilated blocks and causal padding.
Hyperparameters were set as follows: a hidden size of 64, a depth of 8 levels, a kernel
size of 3, and a dropout probability of 0.1. The entire training process was implemented
in Python and executed on a computer with an Intel Core i7-12700F CPU and an
NVIDIA GeForce RTX 3090Ti GPU. Each client utilised stochastic gradient descent
with a learning rate of 0.001 for local training.

Our evaluation employs the Australian Smart Grid, Smart City customer trial
dataset [131], which contains energy consumption data from over 10,000 households
in New South Wales. The raw data, recorded at a 30-minute resolution, was aggregated
into hourly intervals by averaging every two consecutive samples. For our experiments,
the period from 1 January to 31 March 2013 served as the training window, with the

subsequent month (1 April to 30 April 2013) used for validation. Prior to training, all
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load values were normalised to the range [0, 1]. Based on the above settings, the average
time cost, i.e., ALT, for 100MB, 200MB, 400MB, 600MB and 800MB sized models,
was tested as 78.32s, 91.94s, 162.93s, 237.42s, and 303.88s, respectively.

The PLF input feature used in this evaluation is each customer’s historical load
value. The Australian Smart Grid, Smart City customer trial dataset [131] provides 30-
minute energy-consumption records. These records are aggregated into hourly load
values and then normalised to [0, 1]. This evaluation uses historical load only; weather
variables and other exogenous features are outside the evaluated forecasting model and
may change forecasting accuracy. They would not change the communication object
analysed in this chapter, which is the transmitted local model or model update. Thus, S
denotes the serialised size of the transmitted local model or update. The values S=100,
200, 400, 600 and 800 MB stress-test CTP-FL from moderate to large transmitted
models or updates. For small models with few parameters and few clients, conventional
FedAvg may be sufficient, but beyond the chapter’s scope. The proposed architecture
is intended for the larger setting described in Section 7.1.1, where larger model/update
transmission becomes a material communication cost.

Attack and defence model: To consider the attack 2 mentioned in the security
analysis of Section 7.3.1, the untargeted model poisoning attack [263], which
deliberately biases the model convergence direction, is considered. The Byzantine-
tolerant trimmed mean aggregation (TMA) algorithm [263] is applied to counter this

untargeted attack:

feg,b(d) = C — Zﬂ z fé,c,b(d) (719)
CEDe'd
£2, = {£5,(0), .. £2,(d), .., £8, (D)} (7.20)

where D is the dimension number of the global model fragment fi b ftle,c,b (d) are
the values of the local model fragment fé,c,b atthe d™* dimension (d € [D], ¢ € [C]),

fi ,(d) are the values at the d*" dimension of the global model fragment fgb, D, 4
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is the set specifying the considered local model fragments whose parameters are at the
d'™ dimension in the e™ iteration, and f is a hyperparameter defining the number
of outliers. Specifically, a total of C — 2f client devices’ indices are selected from

D, 4, and the local model fragments corresponding to these indices are the remaining

ones after removing the highest and lowest [ values from {fé;,b(d); s

£l p(d), ... fc,(d)} atthe d* dimension.

7.5.2 The Overall Latency Analysis of the Proposed System

Our primary finding is that the CTP-FL system successfully reduces the dominant time
cost from communication in each FL model training iteration. As evidenced in Figure
7-3, the local training time ALT consistently constitutes the majority of the total
iteration time (denoted as AT°') across all tested scenarios, where the BC number
B=[50, 75, 100], both client number (C) and node number per BC (K) are ranged from
100 to 200. Moreover, as the model size S increases, the distance between ALT and
AGommTol (5r AO=Toly becomes even larger, where the total communication cost is
AGommTol— AC2B 4 AB2C 4 AC2C and AQ-Tol jg the other time cost of ATO' except
for AS°mmTol and ALT. Furthermore, Figure 7-3(b) demonstrates the scalability of
CTP-FL in communication time cost: AS°™™mTol i nearly constant regardless of the
number of clients (C), BCs (B), or nodes per BC (K). While the time cost A2~T°! scales
with these parameters, the increase is marginal and remains negligible relative to ALT,

confirming that our introduced computational overhead is well-controlled.
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FIGURE 7-3. Evaluation on the time cost of the CTP-FL system.

7.5.3 The Latency Analysis of the Introduced Computation

The efficiency of CTP-FL is enabled by the cryptographic computations introduced in
the C2B stage, and we now dissect this introduced computational overhead to

rigorously validate its practicality. Figure 7-4 presents this breakdown by testing the

LME LFC LME
A¢ A A

two procedures’ time costs, i.e., and , detailed in Figure 7-2.
consists of the fragment encryption cost A°™" and the EC encoding cost A®"¢°. It can
be seen that although increasing S introduces a larger A®"°", increasing B can mitigate
this side-effect. This is because increasing B reduces the size of a local model fragment
(S/B), thereby reducing the encryption time cost A®"“". Figure 7-4(b) shows that
although the model size (S), the number of BCs (B), and nodes per BC (K) can influence
the value of A®"¢°, they are very small, such as around 0.3s when S =800 and K =

200. This is because the EC encoding algorithm is computationally efficient and can

be executed in parallel (see equation of Eq. (7.2)).
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The most significant source of overhead is the proof generation within the
commitment procedure (ALFC), driven by computationally intensive Multi-Scalar
Multiplication (MSM) operations. However, this cost remains a small and acceptable
fraction of the overall process. As shown in Figure 7-4(c), Figure 7-4(d) and Figure
7-3(a), even in the most demanding configurations (B=100, K=200), the proof

generation time is still at least 8 times smaller than the local model training time ALT.
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This result indicates the controllability of the introduced computation overheads at the
C2B stage.

Having established the practicality of the C2B stage’s computational overheads,
we now verify the computational time cost in the C2C stage. As shown in Figure 7-5,
the double EC decoding performed by clients during the C2C stage introduces only a
marginal delay AL°¢2. Despite scaling with the four parameters (node number per BC
K, BC number B, model size S and client number C), this decoding time remains under
3 seconds across all scenarios — a trivial proportion of the local model training time
ALT. The reason lies in the high computation efficiency and concurrency nature of EC
decoding operations. Notably, since the double EC encoding operations designed for
reducing the B2C stage’s communication cost are executed within the dual consensus

protocol, it will be considered during measuring AS® and AS*.
7.5.4 The Latency Analysis of the Dual Consensus Protocol

Figure 7-6 illustrates the latency breakdown across the dual consensus protocol’s four
stages under various configurations. We observe two critical scalability features. First,
the protocol scales well with the number of clients (C), as AS? and AS* is without
growing when C increases. While the initial local message processing stage (AS!)
technically grows with C, its latency remains in the millisecond range. This is because
this stage only involves the generation and broadcast of small pre-vectors. Second, and
more importantly, the total consensus time demonstrates a favourable inverse
relationship with the number of BCs (B). Increasing B significantly reduces overall
latency because each BC leader is only responsible for processing smaller model
fragments (S/B).

Figure 7-6 identifies the third stage’s time cost AS® as the primary contributor to
the protocol’s latency. We therefore dissect this phase further to scrutinise its internal
composition and confirm its manageable nature (Figure 7-7). The vast majority of the

AS® costis dominated by the execution of the Byzantine-tolerant aggregation algorithm
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TMA (A288), while other cryptographic operations like Merkle proof generation (ATt
and AB?sh) and EC encoding (AS™°) contribute negligible overhead. Crucially, even this
dominant A28 component exhibits excellent scalability: as the number of BC (B)
increases, the size of the fragment aggregated by each leader decreases, leading to a
reduction in A?88. The results indicate the ability of the CTP-FL system for adopting
computationally heavy, yet more robust model aggregation algorithms beyond TMA by

properly setting system parameters.
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7.5.5 The Latency Analysis of the Three Communication Stages

Having established the practicality of the system’s computational and consensus
overhead A9~T°! a breakdown of the total communication cost (AS°™™mTol) fyrther
reveals the paradigm’s scalability with respect to client number (C) and model size (S)
(Figure 7-8). While all stages scale linearly with S, the protocol exhibits exceptional
scalability with C: both AS$?B and AS?C are nearly constant, while AB2¢ decreases as
more clients join. This phenomenon is a direct result of the double EC strategy, which
evenly distributes a part of BC nodes’ data uploading overheads to all clients. Under
this design, clients’ uploading bandwidth is injected into the system, thereby improving
and scaling the communication efficiency of this stage. Although the latency of the C2B
and C2C stages is significant, it is inevitable since each client in each FL training
iteration must upload its full local model for aggregation and download a full global
model for next round’s local model training. Overall, with the introduced computation
overheads and the C2C stage, even in our worst-case test (S=800MB), ASommTol g
only 132 seconds — approximately 2.3 times smaller than the local model training time

ALT, which confirms that communication is no longer the bottleneck.
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FIGURE 7-8. Evaluation on the time cost of the three-stage communication.
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7.5.6 Latency Comparison

After illustrating the internal details of the CTP-FL system, we now benchmark its
performance against the two FL paradigms: a centralised FL [263] and a BC-based FL
[270] (BC-FL). To align with the real-world setting, we provisioned the aggregators in
the baseline paradigms with a superior uplink bandwidth (125 MB/s), while keeping
CTP-FL’s parameters unchanged. The results presented in Figure 7-9 shows that CTP-
FL is the only paradigm where its system’s latency is dominated by local training time
(ALT), whereas both centralised and BC-FL paradigms are crippled by their high
communication costs AS°™MTl Oyr paradigm reduces communication latency by at
least 14.48x compared to centralised FL and a remarkable 20.26x compared to BC-FL.

More significantly, Figure 7-9 also reveals that the time cost A9~T°! in CTP-FL is
even lower than those of the two baseline paradigms. This advantage is a direct
consequence of our model partitioning design, which enables lightweight, parallelised
aggregation of small fragments rather than full local models. Even in the most
demanding scenario (S=800MB, C=200), the A9-T°! of CTP-FL is a mere 31.96
seconds in the CTP-FL system. The above results collectively confirm that the CTP-FL
paradigm is primed for scalability even in larger model training scenarios.

The BC-FL baseline in Figure 7-9 represents a single-BC architecture. In this
baseline, the BC leader and consensus protocol handle full local models. CTP-FL
instead distributes one full model across B independent BCs. Each BC handles one
model fragment of size approximately S/B, and its consensus and leader-side
aggregation are executed only over that fragment. The B BCs operate independently
during this phase, so their latency is not accumulated as B increases and no cross-chain
protocol is invoked. Figure 7-9 includes cryptographic computations, erasure coding
(EC), remote attestations, Merkle proofs and intra-BC consensus costs. Under this
evaluation metric, CTP-FL reduces communication latency by 20.26x compared with
BC-FL. The reduction comes from lowering the communication overhead of each BC

without adding inter-BC communication or cross-chain verification steps.
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FIGURE 7-9. The overall time cost comparison among the three paradigms.

7.5.7 Byzantine Tolerance Analysis cross a Complete FL Process

After attesting the superior time-efficiency of CTP-FL, we now validate its second core
promise: robust convergence in a hostile environment saturated with Byzantine
participants. To this end, we subjected the system to a multi-pronged attack scenario
with up to £=30% Byzantine participants at both the client and BC sides (Figure 7-10).
As shown in the security analysis of Section 7.3.1, Byzantine clients launched dual
attacks: submitting unrecoverable fragments (attack 1) and injecting poisoned models
[263] (attack 2), while Byzantine BC nodes were free to perform any malicious actions.

According to Figure 7-10, the system completely solves attack 1, which is due to
the PBPC scheme specified in Section 7.2.2. By adopting this scheme, the leaderless
consensus protocol detailed in Section 7.4.1 can directly eliminate attack 1 and only
select recoverable local model fragments. As for the client-launched attack 2, by
adopting the Byzantine-tolerant TMA algorithm, the system effectively mitigates its
side effects. As shown in Figure 7-10(b), the global model reliably converges after 140
iterations, even when £=30%. This indicates the ability of the system to integrate more

robust algorithms to defend against more subtle attacks [292].
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7.6 Conclusion

This chapter proposes CTP-FL, an FL paradigm for PLF that redistributes
communication tasks across clients and BC nodes while supporting Byzantine-tolerant
model aggregation. The CTP-FL paradigm introduces controllable computation
overhead through two protocols: a message coding protocol for data recoverability and
a dual consensus protocol for private and verifiable model-fragment aggregation. The
simulation results show that, in the evaluated large-scale settings, CTP-FL reduces
communication time compared with the centralised and BC-based FL paradigms while
keeping the introduced computation overhead below the local training time. The results
also show that the global model can converge under the considered Byzantine clients
and Byzantine BC nodes. These findings support the feasibility of CTP-FL for secure
and time-efficient FL-based power load forecasting under the assumptions and
parameter ranges evaluated in this chapter.

Several limitations remain. First, the position-binding polynomial commitment
scheme introduces client-side computation overhead, which may be demanding for
resource-constrained clients who have less computational resources. Second, the
current leader-based protocol assigns model-fragment aggregation to the BC leader
node, so leader-side computation remains a design constraint. Third, CTP-FL

redistributes part of the communication load to clients, especially in the client-to-client
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(C2C) stage. It therefore relies on sufficient per-client uplink bandwidth. Clients with
very limited uplink bandwidth may slow the C2C dissemination stage or require
fallback handling. These limitations may restrict CTP-FL when training very large
models, such as gigabyte-scale models. Future research should address them through
more efficient commitment strategies, aggregation mechanisms that do not assign
aggregation only to the BC leader and bandwidth-aware C2C dissemination for clients

with weak uplinks.
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CHAPTER 8

Conclusions and Future Directions

8.1 Conclusions

Distributed Energy Resources (DERs)-empowered energy systems have necessitated a

robust, scalable, and privacy-preserving information infrastructure to underpin the

increasingly sophisticated demand-side energy applications. The primary objective of

the thesis is to construct a highly performant, robust foundation of the blockchain-based

information infrastructure. Subsequently, the thesis demonstrates the efficacy of the

infrastructure through two critical demand-side energy applications: Peer-to-Peer (P2P)

energy trading and Power Load Forecasting (PLF).

This work yielded five key, demonstrable contributions that collectively advance

the state-of-the-art in cyber-layer energy systems:

1.

Enhanced Scalability and Efficiency: We introduced a novel dual-blockchain
architecture to achieve vertical scalability by adding a computation layer on top of
conventional blockchains. An Improved Optimistic Rollup (IOR) mechanism that
significantly reduces the challenge periods common in traditional optimistic
rollups (OR) is designed to ensure the security and robustness of the computation
layer. The dual-blockchain system with the IOR mechanism significantly improve
blockchain’s throughput without sacrificing its security.

Horizontal Security and Resilience: We designed the protocol m*® combined
with a Transaction Batch Generation (TBG) protocol for Leaderless Byzantine
Fault Tolerance (LBFT) consensus, substantially improving horizontal scalability
and system resilience against three identified Byzantine attacks.

Cross-Chain  Interoperability: The Blockchain-of-Blockchains (BoB)
architecture was proposed, complete with the Cross-Chain Token Exchange (CCTE)

and Cross-Chain Data Interoperability (CCDI) protocols, establishing a framework
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that allows multiple independent blockchain platforms to securely interact and
exchange data and assets with less latency and high throughput compared to the
state-of-the-art cross-chain protocols.

Privacy-Preserving, Time Efficient and Byzantine Tolerant P2P Market
Clearing: Combined with the advanced blockchain system, a highly efficient
Trusted Execution Environment (TEE)-enabled distributed optimisation
framework was developed. This framework, integrating the proposed D-TASK
protocol and the novel TEAR-DO mechanism into the blockchain infrastructure,
ensures time-efficient, Byzantine-tolerant, and energy data privacy preservation for
distributed optimisation (DO)-based market clearing in P2P energy trading.
Secure and Low-Latency Load Forecasting: We pioneered CTP-FL
(“Communication Burden Transfers to all Participants”-based Federated Learning),
a new blockchain-based federated learning paradigm that uses a unique message
coding protocol to dismantle the central aggregator bottleneck, and uses a dual-
consensus protocol to achieve strong Byzantine tolerance at both client and server
sides. By integrating the two protocols into the advanced blockchain infrastructure,
the CTP-FL framework achieves Byzantine tolerant, communication-efficient and
(local model parameters) privacy preserving FL for power load forecasting.

In summary, the blockchain-based information infrastructure developed in this

thesis provides a comprehensive, secure, and high-performance solution for the next

generation of demand-side energy applications. By rigorously addressing the system-

level information infrastructure challenges first, this research further provides validated

protocols and mechanisms that are directly applicable and compatible to the

blockchain-based information infrastructure. With the integrated protocols and

mechanisms, the blockchain-based information infrastructure can resolve the critical

challenges inherently in the focused two demand-side energy applications. This devised

blockchain-based information infrastructure may be of independent interest for a wide

range of applications beyond the two focused energy applications.
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8.2 Discussion of Practical Application Scenarios

The protocols and frameworks developed in Chapters 3-7 can support additional
demand-side energy systems. These systems often coordinate distributed energy
resources (DERs) owned by different participants. Local energy communities and
multi-microgrid systems coordinate DERs across households, buildings or microgrids.
Virtual power plants (VPPs) and aggregators combine flexible DERs so that they can
participate in markets or grid-support services [295]. Demand response programmes
adjust flexible demand in response to price or grid signals [295]. These settings require
auditable records, optimisation or forecasting while limiting disclosure of local
information. Transaction volume, data privacy and Byzantine behaviour therefore
create cyber-layer problems after endpoint validation [1, 18, 19, 295].

The Improved Optimistic Rollup (IOR)-based dual-blockchain system in Chapter
3 applies when many operational records must remain auditable on a primary BC while
computational overhead to process these records is prohibitive. Examples include EV
charging payments, shared battery usage records, local flexibility commitments and
local P2P trades inside energy communities. All these records may experience further
processing via corresponding algorithms for their specific goals (e.g., maximising
social welfare or minimising grid’s operation cost). The Blockchain-of-Blockchains-
based multi-blockchain system (BoB-MBS) in Chapter 5 supports BCs maintained by
different operators. The Cross-Chain Token Exchange (CCTE) and Cross-Chain Data
Interoperability (CCDI) protocols support token exchange and selected state data (SD)
item updates across those BCs. Relevant operators may include communities,
aggregators, VPPs and market platforms. Examples include cross-region P2P trading,
inter-community flexibility exchange and coupled electricity-carbon-tradable green
certificate (TGC) markets [294, 296]. Inter-community flexibility exchange means
trading demand, generation or storage adjustment capacity across local energy
communities.

The trusted execution environment (TEE)-assisted distributed optimisation (DO)
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framework in Chapter 6 applies to demand-side coordination tasks that can be
formulated as DO problems. Similar DO structures appear in demand response
scheduling, network-constrained EV charging, distributed battery dispatch and local
congestion management [233, 241, 295]. In these tasks, prosumers or aggregators may
submit encrypted constraints, bids or utility/cost parameters. The framework keeps
plaintext data inside TEEs while TEAR-DO computes the clearing or coordination
result.

Communication Burden Transfers to all Participants-based Federated Learning
(CTP-FL) in Chapter 7 applies to forecasting tasks beyond aggregate PLF. Examples
include behind-the-meter load forecasting, photovoltaic (PV) generation forecasting
and EV charging demand prediction. Behind-the-meter forecasting concerns customer-
side load or generation behind a meter. Flexibility availability forecasting estimates
future demand, generation or storage adjustment capacity. The task should involve
many clients, non-negligible model sizes and Byzantine participants.

These scenarios follow the scope defined in Section 2.1.1. The proposed
blockchain protocols operate after device-generated data, market requests or model
updates have been fetched by participants. At that stage, the remaining risks include
privacy leakage, invalid transactions generated by participants, incorrect computation

results, inconsistent cross-chain state and Byzantine learning updates.

8.3 Future Directions

The comprehensive infrastructure and applications developed here open several

promising avenues for future research:

1. Refinement of data storage cost of optimistic rollup mechanism specified in
Chapter 3: While the dual-blockchain architecture is functional, its on-chain data
storage cost is significant, since every transaction needs to be recorded in layer-1
for data availability — a key requirement for settling potential layer-2 disputes. Thus,

how to mitigate this storage cost without sacrificing the data availability property

132



is worth investigating.

The throughput improvement of leaderless Byzantine fault tolerance (LBFT)
protocols (see Chapter 4) under heavy networks: Although the designed TBG
protocol significantly improves the throughput and latency of state-of-the-art
LBFT protocols, its effectiveness will be reduced when the assumption in Theorem
4.4 does not hold, which is mainly caused by the network congestion — tens of
thousands transactions are sent to the network within a short time window.
Therefore, designing countermeasures to support this assumption is our future
research direction.

The impractical deposit mechanism used in CCTE and the communication
burden of CCDI (see Chapter 5): The high-efficiency of CCTE directly derives
from the deposit mechanism which requires traders to deposit substantial of tokens
in the BoB in advance, which is impractical to the participants who have inefficient
financial balances. Additionally, The communication overhead of the CCDI
protocol is relatively high since a proof generated by the BoB needs to be
repeatedly sent to the targeted blockchain for security purposes. Resolving the
token-deposit and communication issues will significantly improve the practicality
of the two protocols.

Scenario-specific deployment in demand-side energy systems (see Chapter 6
and Chapter 7): The discussion above identifies demand-side settings where the
protocols and frameworks in this thesis are useful under the market clearing and
power load forecasting scenarios. However, each application scenario has different
market intervals, participant roles, bandwidth conditions and operator-intervention
requirements. Future work should instantiate the relevant protocols in other
specific scenarios before evaluating their generality. Relevant settings include EV
charging coordination, aggregator-led demand response, VPP operation, inter-

community flexibility exchange and forecasting services [295, 296].
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