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Abstract

Internet-based services always face security threats, and one of the fundamental problems is solving
public key generation in a distributed manner. Distributed key generation (DKG) is a cryptographic
primitive that produces one public key and shares of a corresponding secret key among a group of
distributed parties. As the basis of threshold cryptography, the classical DKG protocols are resurging due
to their widespread applications in blockchain, such as cross-chain bridge, MEV protection, censorship
resistance in asynchronous consensus, checkpointing into Bitcoin, and more. Those new applications
raise a new fundamental challenge of deploying distributed key generation on a very large scale. While
efforts have been made to improve DKG communication, practical large-scale deployments are still yet
to come due to various issues, including the heavy computation and broadcast overhead in adversarial
cases. On the other hand, theoretical challenges arise when we open the blackbox of broadcasting, drop
common coin assumption, and aim to optimize the latency, achieve a stronger security and allow DKG
to output a more generalized type of secret. This thesis focus on solving scalable DKG on both practical
and theoretical landscape.

We first investigate how to build a practical, scalable and adaptively secure DKG protocol to enable
all-hands checkpointing in blockchains with weighted validators. Our Any-Trust DKG achieves (quasi-
)linear computation and broadcast overhead per-node cost with the help of a common coin, against weak
adaptive adversaries. The key to our improvements lies in delegating the most costly operations to an
Any-Trust group together with a set of techniques for adaptive security. Our Any-Trust DKG leads to a
fully practical instantiation of Filecoin’s checkpointing mechanism, in which all validators of a Proof-
of-Stake (PoS) blockchain periodically run DKG and threshold signing to create checkpoints on Bitcoin,
to enhance the security of the PoS chain.

Then, on the theoretical side, we purpose Circular Dragon, the first construction of adaptively se-
cure DKG protocol that (i) realizes optimal n/2 resilience in the synchronous network, and (ii) attains
near-optimal asymptotic complexities, i.e., 6(n2) communication and 5(1) rounds. In addition, the
proposed DKG protocol also produces field-element secrets to support the standard discrete-logarithm

based threshold cryptosystem.
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CHAPTER 1

Introduction

1.1 Distributed Key Generation

Internet-based services have always been facing security threats, and one of the fundamental problems
is solving frust in a distributing context. To avoid single-point failures, it is too risky to provide key
services in just one server, because the system will be down when this single point halts. To circumvent
this, a service provider can create multiple replicas on the Internet to improve reliability. However,
replication will not prevent failures and attacks, and therefore, the system remains vulnerable when

adversaries compromise a subset of the replicated server and force them to starts behaving arbitrarily.

Threshold cryptography studies a family of cryptographic protocols that can tolerate adversary so long
as there are more honest parties than dishonest ones, that is, when trustworthy parties win the majority.
One of most critical problems in threshold cryptography is secret sharing, where the goal is to secretly
share a private message (secret) within a group of parties, and make sure: (1) the adversaries cannot
ever find out what secret has been exchanged, even if they corrupt many parties within their corruption

budget and collude, and (2) the honest majority can always jointly recover the secret.

Distributed key generation (DKG) is a cryptographic primitive that satisfies the secret sharing properties
and generates asymmetric keys. A DKG protocol produces one public key and shares of a corresponding
private key among a group of distributed parties, without a pre-determined coordinator (dealer). At
the end of a (n,t)-DKG protocol execution among n parties, each party will hold only one share of
the private key, and no party alone can reconstruct the private key, unless strictly more than ¢ parties
cooperate, where ¢ is the threshold of the DKG protocol. This property allows the group to tolerate the

presence of at most ¢ malicious parties (adversaries) while honest parties still form the majority.

DKG has many applications in cryptography. In public-key cryptography (PKC), DKG is critical for
dealer-less threshold public-key encryption and signature schemes. In the threshold encryption scheme,
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one will use the public key generated by DKG to encrypt plaintext. Then, the ciphertext is shared among
all group members, however no party alone can directly decrypt the ciphertext, but can get a decrypted
share using its own share of the private key. Finally, the plaintext can be discovered when ¢ parties

combine the decrypted shares where ¢ is the threshold.

In the threshold signature scheme, the goal is to sign a message collectively using the private key of
the group. Since individual members hold distributed shares of the signing key, each party will sign
the same message via its own share of signing key. Later, the group can combine more than threshold

number of signature shares, and reconstruct the wanted complete signature.

It has proven crucial for distributed coin flipping (Cachin et al., 2000; DRand, 2023), Byzantine con-
sensus (Guo et al., 2020; Lu et al., 2020), secure multi-party computation (Cramer et al., 2001). In a
more boarder landscape, DKG attracts recent resurge of interests in new blockchain applications. This
includes cross-chain bridge (Lee et al., 2023; Cerulli et al., 2023), MEV protection (Malkhi and Szala-
chowski, 2022; Ruby.Exchange, 2021; Total-blockchain, 2022), censorship resistance in asynchronous
consensus (Miller et al., 2016; Guo et al., 2020), checkpointing into Bitcoin (Azouvi and Vukolic, 2022),
and more. Due to its emerging real-world deployments (potentially on a large scale) (DRand, 2023;
Azouvi and Vukolic, 2022), there has been a resurgence of interests (Tomescu et al., 2020; Gurkan et al.,

2021; Feng et al., 2024a; Bacho et al., 2024) in designing more efficient DKG protocols.



1.2 Challenges of Efficient DKG Designs

Let us first briefly introduce the common paradigm for DKG protocols, which subsumes most DKG
constructions, including (Pedersen, 1991; Gennaro et al., 2007; Kate et al., 2010; Tomescu et al., 2020;
Zhang et al., 2022), to illustrate the astronomical communication and computation costs of existing

DKGs in a large scale.

Verifiable Secret Sharing (VSS)-based DKG. The notation of secret sharing is an important topic
in cryptographic research. Introduced independently by Shamir (Shamir, 1979) and Blakley (Blakley,
1979) back in 1979.

Within the context of (n, ¢ + 0, t)-secret sharing, a dealer aims to share a confidential message s among
a set of n parties. During the sharing process, it has to guarantee that any ¢ + § or more parties can get
the secret s eventually, but any ¢ or fewer cannot. In the case when 6 = 1, a (n,t + d, t)-secret sharing
is aliased with (n, t)-threshold secret sharing, since ¢ becomes the strict boundary that decides whether

the reconstruction of the secret can be successful.

However, (n, t)-threshold secret sharing has not taken trust into consideration, since it assumes a non-
faulty dealer, and a private communication channel, and it offers no method allowing participants to
verify the integrity of the dealer. To allow such protocol to use in a fault-tolerant distributed public
network, verifiability is introduced by (Chor et al., 1985), and so does the concept of Verifiable Secret
Sharing (VSS). In VSS, participating parties can validate whether a share sent from the dealer indeed is

a valid piece of the secret.

Many classic DKG constructions rely on Verifiable Secret Sharing (VSS). For example, Pedersen’s
seminal work (Pedersen, 1991) develops an efficient DKG for DLog-based cryptosystems. In this work,
n VSS instances run in parallel, and each party leads an instance of Feldman’s VSS (Feldman, 1987) as

a dealer and join other (n — 1) VSS as a participant.

At here, we briefly explain the idea behind VSS. First, we assume the dealer is non-faulty. The dealer
P; generates a random polynomial f; of degree ¢ + 1 to share a secret s; = f;(0) when f; is evaluated
at 0. The goal is to deliver the secret share f;(j), an evaluation of f; at point j, to the party P; inde-
pendently, such that eventually any ¢ 4 1 parties can jointly reconstruct s; = f;(0) by interpolating the
polynomial. The protocol will not break even if there exists a faulty dealer. The dealer has to broadcast

a commitment of the random polynomial at the beginning, and a complaint phrase is mandatory after
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the sharing phrase. When the dealer is dishonest and sends invalid shares, participants will accuse such
dealer by broadcasting an accusation to the group. The dealer will dispute the complaint by broadcasting
evidence against it. However, whenever a complaint is verified or a dispute is faulty, the dealer is then

disqualified, and the VSS ends.

The communication cost of Feldman’s VSS incurs at (1) commitment broadcast, (2) secret share sending,
(3) complaint broadcast, and (4) dispute broadcast. On the other hand, the computation cost depends on

the verification of (1) secret share, (2) complaint, and (3) dispute.

In the vanilla Feldman’s VSS, the commitment contains ¢ group element, and each corresponds to a
coefficient of the polynomial. Therefore, since ¢ = O(n), the commitment size becomes O(n\), where
A is the security parameter reflecting the size of one group element. A significant improvement to
minimize the size of the commitment was made by Kate, Zaverucha, and Goldberg (Kate et al., 2010)
who proposed the first polynomial commitment (abbreviated as KZG) with a commitment size of only
O(A) to commit the whole polynomial. This innovation reduces the commitment size by a factor of

O(n).

To construct a DKG, n VSS instances will be executed in parallel. When n instances terminate, each
party P; should hold {f;(i)},.;,,. and therefore, can compute f(i) = > ;< f;(i), where f =
Zlg i<n fj is a polynomial of degree ¢ + 1. Up to this point, the group has collaboratively shared a
joint-secret f(0) = s =", s; by n evaluation shares, and any share subset of size ¢ + 1 is capable to

reconstruct s by a polynomial interpolation.

With the vanilla Feldman’s VSS, the total communication of the DKG becomes O(nB(n)) + n?)\),
where B,,(-) measures the actual communication cost of a broadcast option among 7 parties and 7 is
omitted when it equals to the network size. The computation cost incurs at verifications of proofs and
complaints. Since each part can receive at most O(n?) complaints and each verification requires O(n)
group operation, the computation cost per node is O(n3). However, due to a recent work by Cascudo and
David with their Scrape protocol (Cascudo and David, 2017), there exists a transferrable methodology

that bounds the verification computational overhead per node by O(n?).

The DKG scheme by Kate, Zaverucha, and Goldberg (Kate et al., 2010) (and its recently improved ver-
sion by Zhang et al. (Zhang et al., 2022), dubbed KZG hereafter) represents the state of the art following
this paradigm. When KZG commitment is used to bring down the commitment size in Feldman’s VSS,

the total communication in the good case is improved to O(nB(A) 4+ n2)). The computation cost of a
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KZG polynomial commitment generation was originally believed to be O(n?) group operations, how-
ever, a recent work by Zhang et al. (Zhang et al., 2022) shows that the computational overhead can be
streamlined to O(n log n). On the other hand, both communication and computation cost will blow up in
the bad case, where each node will receive and verify O(n?) share in the complaint phrase, and become
O(nB(n\) + n?)) and O(n?log® n) respectively. Indeed, improving the adversarial case performance

is the major open problem left by (Tomescu et al., 2020).

Public Verifiable Secret Sharing (PVSS)-based DKG. Fouque and Stern (Fouque and Stern, 2001) of-
fered a solution that sidestepped the necessity for a complaint phase by incorporating publicly verifiable
secret sharing (PVSS). Each party could now broadcast all “encrypted” shares and enable the public

verification immediately.

In the event that a PVSS transcript consists of O(n) ciphertexts, the communication overhead will nat-
urally be O(nB(n)\)) when every participant chooses to broadcast its transcript. Historically, the vali-
dation of a PVSS transcript required an overhead of O(n?), suggesting that the per-node computational
overhead in DKG might ascend to O(n3). However, this obstacle was surmounted by Cascudo and
David with their Scrape protocol (Cascudo and David, 2017), which introduced a PVSS methodology
that caps the verification duration at O(n), leading the per-node computation overhead to O(n?). A
few recent works focus on improving the concrete performance of PVSS schemes, including the lattice-
based PVSS (Gentry et al., 2022), Groth’s PVSS (Groth, 2021), and PVSS using class groups (Kate
et al., 2023).

Aggregatable Public Verifiable Secret Sharing (APVSS)-based DKG. Aggregatable PVSS schemes
(Gurkan et al., 2021) are PVSS schemes whose transcripts can be concisely merged into one. There are
a few designs that leverage customized communication protocols rather than simply leveraging Byzan-
tine broadcast protocols (or broadcast channels), enjoying asymptotically better complexity. Notably,
Gurkan et al. (Gurkan et al., 2021) leveraged an aggregatable PVSS combined with gossip protocols to
craft a publicly verifiable DKG. Their communication overhead is streamlined to n3(\) +logn - B(n\)
as opposed to nBB3(n\), with their per-node communication overhead being O(nlog? n). It’s pertinent

to note, however, that their model can only accommodate O(log n) Byzantine nodes.

Recently, Feng et al. (Feng et al., 2024a) and Bacho et al. (Bacho et al., 2023b) leverage specially de-
signed communication protocols together with aggregatable PVSS schemes and present DKG schemes
with sub-quadratic per-node computation/communication cost while enjoying optimal resilience. The
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former presents two statically secure DKG while the group-element one can obtain adaptively security
by using an adaptively secure PVSS scheme but the field-element one cannot. Both DKGs terminate
in O(n) rounds, while the group-element DKG has a total communication cost of O(nB3 5(nA) +
VnB,(nA)) = O(n*°)) and a per-node computation overhead O(n'°)), whereas the field-element
one has a total communication cost of O(nB3 5 (nA) + /nB,(nAk)) = O(n*5\k) and a per-node
computation overhead O(n'-®\x). The latter obtains, GRand, an adaptively secure DKG that has a total
communication cost of O(An? logn) bits, a per-node computation overhead O(n logn) and terminates

in O(n) rounds.

Note that existing aggregatable PVSS schemes all produce secrets in an Elliptic curve group, thus in-

compatible with many threshold cryptographic protocols.

1.2.1 Major Issues

Communication and computation efficiency. Due to the linear broadcast per-node overhead and
worst-case complaint phase, we can readily anticipate that both communication and computation costs
would skyrocket as the scale increases for classic DKGs, as seen in scenarios like Filecoin validators.
For instance, with 2'2 participants in the DKG protocol, the entire network would need to transmit fens
of terabytes of data, while each node would have to allocate multiple hours to verify shares (in response
to complaints) to produce just one public key!! On the other hand, recent DKGs that relies on APVSS
may be more performant, however they face issues like not being able to produce field-element secrets

or cannot establish adaptive security.

Supporting field-element secret and establishing adaptive security. We remark that publicly ver-
ifiable secret sharing (PVSS) can eliminate the complaint phase in DKG (Cascudo and David, 2017;
Fouque and Stern, 2001; Gentry et al., 2021b; Bacho and Loss, 2023a), however, existing PVSS-based
DKGs are either even more costly than KZG (Fouque and Stern, 2001; Groth, 2021) or only generate
group-element secrets, while mainstream threshold cryptographic protocols like threshold Schnorr sig-
natures use field-element secrets. In addition, no existing PVSS schemes with field-element secrets are
provably secure against adaptive attackers (Bacho and Loss, 2023a), while adaptive security is desired

in practice. We note that there are two recent PVSS-based DKG works (Bacho et al., 2023b; Feng et al.,

IFor detailed numerical estimates and comparisons, we refer to Section 3.9.1.
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2024a) have further pushed down the asymptotic complexity of DKG, but they are either only with

group-element secrets or statically secure.

Round complexity. When a one-round broadcast channel is not assumed, classic DKG protocols in-
herit O(n) round complexity from deterministic consensus subroutines where every node in the whole
network participates. A global common coin may be further assumed to support randomized consensus
protocols and reduce the round complexity to constant round, however this may cause a circularity issue

since common coins are often instantiated by DKG.

Weighted threshold signatures. Besides those high costs, one extra challenge may make things even
worse: in PoS chains, validators usually have different weights (proportional to the number of held
stakes), while a threshold of weights is assumed to belong to honest validators. Simply viewing a val-
idator as a participant in DKG can be leveraged by an adversary to amplify its power: the adversary can
choose to corrupt many validators with small weights and eventually control the majority of DKG par-
ticipants within its budget. A naive approach is to allocate different numbers of sub-IDs proportional to
their weights. Each sub-ID is then treated as an independent participant. While this approach addresses
the security concern, it can lead to an enormous number of sub-IDs. For example, we would need to

allocate 674 trillion sub-IDs to 3700 Filecoin validators?.

2https ://filfox.info/en/ranks/power. It has a total mining power of around 25 EB, while the power unit is
32KB, so 674 trillion sub-IDs are needed.


https://filfox.info/en/ranks/power

1.3 Contributions

We summarize the main contributions in this thesis in this section. Chapters 3 contributes to imple-
menting a practical scalable and adaptively secure DKG protocol with field-element secrets that enables
all-hands participation in blockchains with weighted validators. Chapters 4 contributes to implementing
an adaptively secure DKG with field-element secrets, O(n2) communication cost, O(1) rounds, and

optimal resilience.

Chapter 3: Scalable and Adaptively Secure Any-Trust Distributed Key Generation and All-hands
Checkpointing

The classical distributed key generation protocols (DKG) are resurging due to their widespread appli-
cations in blockchain. While efforts have been made to improve DKG communication, practical large-
scale deployments are still yet to come due to various challenges, including the heavy computation and
communication (particularly broadcast) overhead in their adversarial cases. In this chapter, we propose
a practical DKG for DLog-based cryptosystems, which achieves (quasi-)linear computation and com-
munication per-node cost with the help of a common coin, even in the face of the maximal amount of
Byzantine nodes. Moreover, our protocol is secure against adaptive adversaries, which can corrupt less
than half of all nodes. The key to our improvements lies in delegating the most costly operations to an
Any-Trust group together with a set of techniques for adaptive security. This group is randomly sampled
and consists of a small number of individuals. The population only trusts that at least one member in the
group is honest, without knowing which one. Moreover, we present a generic transformer that enables
us to efficiently deploy a conventional distributed protocol like our DKG, even when the participants
have different weights. Additionally, we introduce an extended broadcast channel based on a blockchain
and data dispersal network (such as IPFS), enabling reliable broadcasting of arbitrary-size messages at

the cost of constant-size blockchain storage.

Our DKG leads to a fully practical instantiation of Filecoin’s checkpointing mechanism, in which all
validators of a Proof-of-Stake (PoS) blockchain periodically run DKG and threshold signing to cre-
ate checkpoints on Bitcoin, to enhance the security of the PoS chain. In comparison with the recent
checkpointing approach of Babylon (Oakland, 2023), ours enjoys a significantly smaller cost of Bitcoin

212

transaction fees. For 2*< validators, our cost is merely 0.4% of that incurred by Babylon’s approach.
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Chapter 4: Circular Dragon: 6ptimal Adaptively Secure Distributed Key and Randomness Gen-

eration

In this chapter, we give the first construction of adaptively secure distributed key generation (DKG)
protocol that (i) realizes optimal n /2 resilience in the synchronous network, and (ii) attains near-optimal
asymptotic complexities, i.c., O (n?) communication and 5(1) rounds. In addition, the proposed DKG
protocol also produces field-element secrets to support the standard discrete-logarithm based threshold

cryptosystem.

At the core of our construction, it is a new design methodology, which we call “Circular Dragon”, that
proceeds in two main steps: (1) constructing a nearly-optimal field-element DKG assuming common
coins, which in turn can be derived from a group-element DKG; (2) constructing a nearly-optimal group-
element DKG, via a fine-grained Dragon method (Feng et al., 2024a) that was recently developed for

sub-cubic communication DKG protocols but with linear rounds.

Along the way, we formulate and efficiently construct a few new primitives (such as parallel consortium-
sender Byzantine broadcast and subset Byzantine broadcast), and construct the first distributed common
coin protocol with nearly optimal round and communication complexities, which could be of indepen-

dent interest.

Chapter 5: Conclusion and Future Works

In this chapter, we summarize our contributions and point out a few interesting future directions and open
problems. This includes designing a scalable and adaptively secure DKG in asynchrony and whether it
is possible to remove the logarithm term in the DKG complexity to achieve a tighter quadratic result.
Moreover, it is unknown how we should adapt DKG and threshold protocols to other cryptographic
systems and whether we can find broader applications beyond DKG for our grouping divide-and-conquer

techniques.



CHAPTER 2

Preliminaries

2.1 Notations

We let A represent the bit length of cryptographic security parameter. The notation [i, n| represents the
set {¢,7+ 1,--- ,n}, where ¢ and n are integers with i < n. We might abbreviate [1, n] simply as [n].
For a set {x1,72,...,7,} and a sequence (71, T2, ...,¥y), we let them be denoted by {;};c[, and
(7)ie[n) for short, respectively. A function f(n) is deemed negligible in n, denoted by f(n) < negl(n),
if for every positive integer ¢, there exists an ng such that for all n > ng, f(n) < n~¢ Conversely,
a non-negligible function is denoted as f(n) > negl(n). For a set X, the notation x < X signifies
sampling x uniformly from X. Given a distribution X, = < X denotes sampling  from X. For a
probabilistic algorithm A, A(z1,xs,- - ;) represents the result of running A with inputs x1, xg, - - -
and random coins 7. We use y « A(z1,x2,---) to represent choosing r randomly and computing
A(x1,x2, -+ ;r) to get the output y. An execution of the protocol IT with an identifier sid, involving

participants P where each P; inputs v;, is represented by I[sid]({ P;(v;)}).
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2.2 Cryptographic Primitives

Distributed key generation. In this thesis, we mainly focus on DKG for the standard key structure of
discrete-logarithm cryptosystems, where the key pair (pk, sk) is generated as follows: first uniformly
sample sk from the scalar field IF, and then compute pk = ¢°* € G, where g € G is a generator of the

group G.

SYNTAX. An (n,t)-DKG protocol, denoted as IIpkg, involves n parties P = (P, ..., P,). After its
execution, each P; outputs a public key pk € G, a list of public key shares (pk;);c[,,) € G", and a secret

key share sk; € F. The protocol also accompanies an initial phase and a reconstruction algorithm:

e Init(1*, n). It generates the common reference string (CRS)!' crs and establishes the PKI for
all participants in P.
o Rec((4, sk;);c). Given a set of £ 41 secret key shares as input, the algorithm outputs the secret

key sk € IF corresponding to pk € G, such that pk = g°*.

Regarding security, we consider robustness, oracle-aided algebraic simulatability, full secrecy, and key-

expressability, which are defined as follows.

ROBUSTNESS. It ensures all participants at the end of the protocol obtain the same public key and correct

shares.

DEFINITION 1 (Robustness). IIpkg is robust if, even when up to t parties are (adaptively) compromised,
each remaining honest node P; would output the same (pk, (pki)ic|n]) € G"™*!, and its sk; € T satisfies
pk; = g*%i. Additionally, for any two sets, 11 and Iy, with t + 1 honest participants each, a unique secret
key sk can be reconstructed from their secret shares, i.e.

Rec(pk, (pki)icin), {ski}ien, ) = Rec(pk, (Pki)icn)» {ki}ier,)

Pr 1
A\ pl{} = gRec({(i’Ski)}ieﬂl)

FULL SECRECY. It captures that during the execution of Ilpkg, the adversary learns nothing about the

secret key beyond the final public key and cannot bias the key distribution.

DEFINITION 2 (Full Secrecy). Ilpkg satisfies full secrecy, if for any PPT adversary A which corrupts

up to t nodes, there is a PPT simulator SimA, which on input a uniformly sampled public key pk < G,

INote that our Circular Dragon DKG protocol only requires a uniform random string (URS), though the general syntax of
DKG might require CRS setup.
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and outputs a simulated view sview 4, which is computationally indistinguishable with the adversary A’s
view view 4 in a real execution of llpkg that ends with pk as its public key output. Here view 4 includes

all public messages and the internal states visible to A.

ORACLE-AIDED ALGEBRAIC SIMULATABILITY. Most DKG protocols (Pedersen, 1991; Gennaro et al.,

2007; Katz, 2024) cannot be proven with adaptive full secrecy. To capture the adaptive security of many
classical DKG protocols, Bacho and Loss (Bacho and Loss, 2022) introduced oracle-aided algebraic
simulatability, where the simulator is expected to simulate the execution view with the help of limited
algebraic accesses to a DLog oracle. As shown in (Bacho and Loss, 2022), a DKG with this property is

at least sufficient for the adaptive threshold BLS.

DEFINITION 3 (Oracle-aided algebraic simulatability). [Ipkg realizes k-oracle-aided algebraic

simulatability if for every PPT adversary A adaptively corrupts at most t parties, there exists a PPT
simulator Sim™ which on input { = (9, ..., g*) € G¥, can query the DLog oracle DL,(-) for at most

k — 1 times, and simulate an execution of llpkg for A. In particular,

o Algebraic oracle queries: When Sim™ queries DLy(-) with a group element ¢', it must provide
the algebraic expression of ¢’ in the term of (g, g%, ..., g%), i.e., a vector (a,a1,...,a) €
F*+1 such that ¢’ = ¢° Hje[kz] (g%)%. The oracle will return a € F s.t. ¢’ = g*.

o Indistinguishable simulation: Denote by view 4, 11 the view of A in an execution of 11 condi-
tioned on all honest parties outputting pk = y. Denote by view 4 ¢ y sim the view of A when
interacting with Sim on input (, conditioned on Sim outputting pk = y. Then, for all y and all
(G, view 4 11 and view 4 , 11 are computationally indistinguishable.

o Invertible simulatability matrix: Let g; denote the i-th query by Sim to DLy(-). Let (4, a; 1, . .., @)
be the corresponding algebraic coefficients of g;, i.e., g; = g% H;?:l (g%)% and set (G, ao 1, - .., a0k)

as the algebraic coefficients of pk. Then, the following matrix over F is invertible
ao,1 ap,2 - ao,k

ai1 a2 - ai k

ap—-1,1 QAg—12°"" QAg—1k
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Moreover, if llpkg realizes k-oracle-aided algebraic simulatability for every PPT adversary A runs

in time at most T’ 4 and the underlying PPT simulator Sim™ runs in time at most Tym, we say that llpkg

realizes (t,k, T s, Tsim)-oracle-aided algebraic simulatability.

KEY-EXPRESSABILITY. Additionally, we consider “key-expressability”, as introduced in (Gurkan et al.,

2021), against static attackers. This property is suitable for instantiating the key generation of re-keyable
primitives like BLS and ElGamal. It also works with Schnorr signature as recently shown in (Gurkan

et al., 2021; Shoup, 2023). Definition is as follows:

DEFINITION 4 (Key-expressability (Gurkan et al., 2021)). A DKG protocol Ilpkg is key-expressable if

for every static PPT adversary A that corrupts up to t nodes, there exists a PPT simulator Sim, such that
on input of a uniformly random element pk' € G, produces aZy, ski € Zyp, pky = g*F1 € G, and a view

which is indistinguishable from A’s view from a run of the DKG protocol that ends with pk = pk'® - pk;.

Aggregatable PVSS. An (n, t)-secret sharing (SS) scheme allows a dealer to distribute a secret s among
n participants. Any group of ¢ 4+ 1 honest parties can reconstruct s, yet any smaller group (up to ¢
parties) remains oblivious to s. Whereas SS assumes a trustworthy dealer, verifiable secret sharing
(VSS) addresses the possibility of a malicious dealer by letting a receiver validate the consistency of its
share with a public commitment. Publicly-verifiable secret sharing (PVSS) takes VSS a step further:
all encrypted shares, together with a verifiable proof for the consistency of these encrypted shares,
are placed on a public channel for universal validation. An aggregatable PVSS further can compress

multiple PVSS transcripts into a single publicly verifiable transcript.

SYNTAX. We describe aggregatable PVSS with the following eight algorithms/phases. For simplicity,
we assume that the "native" transcripts (produced by Deal) and the aggregated transcripts are in the same
form (though they differ by the size of their CID set), and thus all algorithms and properties apply to
both types of transcripts. The syntax and definitions for a (non-aggregatable) PVSS can be obtained by

removing the algorithm Agg.

e Init(1*,n): In the initial phase, a CRS crs is generated, and the encryption/decryption keys
{(eki, dk;) }icpn) for all participants are set up. crs is an implicit input for all other algorithms.
e Deal((eki)ig[n),t,cid) — (Trans,sk): On inputs the public key list, the threshold ¢, and
the CID of the creator, it produces a secret sk € SK and a transcript Trans, consisting of a
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commitment com to the secret sk, ciphertexts (ci)ie[n], a proof 7 of validity, and the CID set
{cid}.

o Agg({(Trans;)}ic(m), (¢ki)icin)) — Trans: It outputs an aggregated transcript Trans whose
CID set is {Cidz’}ie[m]7 where cid; is from Trans;.

e PubVrfy((eki);c|y), Trans) — b: It checks if Trans is valid.

e getCID(Trans) — {cid;}ig)m): It returns the CID set.

e PubDriv(Trans) — (pk, (pki)ic[n)): It derives the public key (shares).

e Dec(ek;, dk;, Trans) — sk;: One can decrypt the ciphertext ¢; in Trans and obtain the secret
share sk;.

o Rec({(4, sk;) }ic1) — sk: It first determines coefficients {«; };c1, where o; € N based on I and

reconstructs the committed secret sk as €@, ; a;sk; from any subset I C [n] and |I| = ¢ + 1.

Verifiable Random Function. A verifiable random function (VRF) is a pseudorandom function whose
outputs can be publicly verified using the evaluator’s public key. Throughout this thesis, we take the
DDH-based VRF scheme from (Goldberg et al., 2016) as our instantiation. A VRF scheme consists of
three algorithms: (1) KeyGen(1%) generates a verification key vk and the secret evaluation key sk; (2)
Eval(vk, sk, z) evaluates the function with sk on the input x, and outputs y along with a proof 7. (3)

Verify(vk, x, y, m) verifies if y is the honest evaluation output on  with the secret key of vk.

A secure VREF satisfies (1)Pseudorandomness: the function values are pseudorandom, even given the
public key and the proofs; (2) Completeness: it always holds that Verify(vk, x, Eval(vk, sk,z)) = 1;
and (3) Uniqueness: it is infeasible to generate a public key vk, an input z, and two different (y;, 1)

and (y2, m2), such that
Verify(vk, x,y1,m ) = Verify(vk, z,y2, m2) = 1.

(4) Unpredictability under malicious key generation: if the input x has enough entropy (i.e., cannot be
predicted), then the correct output y is indistinguishable from a uniformly random value, no matter how
the VRF keys are generated. Formal definitions can be found in (Micali et al., 1999; Badertscher et al.,
2018).

VRF-based sortition. We introduce the standard VRF-based sortition scheme below and will use it as

a black box in our Any-Trust DKG protocol. (1) Setup(1%). Each user generates their VRF key pair
(vk, sk) and publishes vk. A public randomness rand is sampled independent of the key genera-

tion. (2) Sortition(vk, sk, rand, event, ratio). A user with (vk, sk) evaluates the VRF on the input

14



of (rand|event) and obtains y and a proof 7. It checks if 74 < ratio. If failed, abort. Otherwise,
return (y, 7) as the credential of being selected. (3) Vrfy(vk, rand, ratio, event, credential). It verifies

the credential by validating the VRF output y and checking if -2 < ratio.

In above, ratio denotes the ratio of the expected committee size to the whole group size, and the expected

committee size is determined by the expected ratio of honest nodes to the committee.

Security of VRF-based sortition. It is easy to argue when the underlying VRF satisfies the security
properties defined above, and rand is sampled independently of the key generation, the VRF-based
sortition outcome is computationally indistinguishable from the outcome of a process where each user

is elected with an independent probability of ratio. Our further analysis is based on this fact.

Forward-secure digital signature. A forward-secure signature scheme FS.3 consists of four algo-
rithms: (1) Gen(1*) — (FS.vk, FS.sk[1]) generates a verification key and the initial signing key;

(2)Update(FS.sk[i]) — FS.sk[i+ 1] updates the signing key at round i to the signing key at round ¢ + 1;
(3) Sign(FS.sk[i],m) — o generates a signature o for the message m; (4) Vrfy(FS.vk,i,0,m) — b

determines if o is a valid signature for m created by the signing key at round %.

A forward-secure signature scheme guarantees the unforgeability of signatures at rounds ¢ < ¢*, even
when the adversary has access to signing oracles at any round and corrupts the signing key at the ¢*-th

round. The formal security definitions and secure instantiations are available in (Itkis and Reyzin, 2001).

Multi-recipient encryption. We use the multi-recipient hybrid ElGamal encryption. Let g be a gener-
ator of G, and let Hash be a hash function whose output space is the message space (which we assume
is binary encoded and & is the XOR operation). The encryption scheme can be described as follows:
(1) Gen(1*) outputs (ek = ¢, dk = z), where x +s$ Z,. (2) MREnc(eky,...,ekn,m1,...,my)
outputs the ciphertexts (co,ci,...,c,), where ¢ = ¢" for some uniformly sampled r € Z,, ¢; =

Hash(ek]) @ m; for i € [n]. (3) Dec(ek;, dk;, co, ¢;) outputs m = Hash(cgki) @ .

We use the above algorithms in our Any-Trust DKG construction, but we directly reduce Any-Trust
DKG to the underlying DDH assumption without going through the security abstraction of the encryp-
tion scheme. This is because the security properties we need from the encryption are non-standard (as

we discussed in the technique overview), and we would like to avoid further distractions.
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Signature of Knowledge. A signature of knowledge (SoK) scheme is defined w.r.t. an NP relation R.
It can be either in the common reference string model or in the random oracle model. We focus on the
random-oracle-model instantiations and thus omit the algorithm for generating the common reference
string. A user with the witness x of a public statement y such that (y,z) € R can sign any message
m via the signer algorithm SoK.Sign(y, z, m) — o. Later, another user can verify if m was signed by

someone with the knowledge of the witness w.r.t. y via the verifier algorithm.

A secure SoK scheme satisfies the following properties: (1) Simulatability: there is an efficient simulator
algorithm that can produce a valid signature under any statement y without using the witness x, and the
produced signatures are indistinguishable from honestly generated signatures. (2) Extractability: There
is an efficient extractor algorithm that can extract the witness x from a valid signature produced by
the adversary under a statement y, even when the adversary has seen some simulated signatures. In
the random oracle model, both the simulator and extractor are allowed to program the random oracle.

Formal definitions are available in (Chase and Lysyanskaya, 2006).

In this thesis, we use an SoK in the random oracle model for the DLog relation, i.e., for y € G and
x € Zp, we have (y,x) € Riff y = ¢g”. Note that such an SoK is well-studied and can be instantiated

with Schnorr signature scheme.

NIZK. A non-interactive zero-knowledge (NIZK) proof system II, for an NP language L, enables the
prover, who holds a witness of an instance * € L, to convince the verifier that z € L via a single
proof. Typically, it can be described by the following a triple of probabilistic polynomial-time (PPT)

algorithms. We remark that in the random oracle model, the setup algorithm is not necessary.

e 0 < Setup(1?). The setup algorithm outputs a CRS o.

o 1 < Prove(o, z,w). The algorithm takes as inputs the CRS o, an instance = € L with its
witness w € Ry (z), and outputs a string 7 called a proof.

e b« Verify(o, z, 7). The verifier algorithm takes as inputs o, an instance 2 and a proof 7, and

outputs either 1 accepting it or 0 rejecting it.

We consider an NIZK scheme satisfying completeness, zero-knowledge, and simulation soundness de-

fined as follows.
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(1) Completeness: For all security parameters A € N and forall z € Ly and w € Ry (z),
Pr[o < Setup(1*); m + Prove(o, z, w) : Verify(o,z,7) = 1] = 1.

(2) Zero-knowledge: There is a PPT simulator (SimSetup, SimProve), s.t. for every PPT adver-

sary A, we have
|Pr[o + Setup(1}) : 1 + A1 @) ()] —
Pr[(o, 7 + SimSetup(11) : 1 < AP0 (5)]| < negl(N).

Both the oracles O; and O take as input a pair (z,w) € Rp(z). While O; returns m
Prove(o, z,w), O returns 7 <— SimProve(o, 7, x).
(3) Simulation soundness: For any PPT adversary A, it holds that
(0,7) + SimSetup(1*);(z*, 7*) + A7) (g)

Pr < negl(A).
Verify(o, 2™, 7") = 1ANz" ¢ L

In Chapter 3, the proof of decryption used in Any-Trust DKG is a NIZK proof system for the decryption
correctness. We use a NIZK for proof of decryption correctness w.r.t. the encryption scheme. It consists
of a prover algorithm, PKE.Prove, which on inputs (co, ¢;, ek;, dk;, m) produces a proof I, and a verifier
algorithm PKE.Vrfy(cy, ¢;, ek;, m,T") which checks whether m is the correct decryption from (co, ¢;).

Particularly, I = (m, cgk

', 7). Here m demonstrates the discrete logarithm of cgki W.I.t cg is equal to that
of ek; w.r.t. g, which is commonly known as DLEQ proof (equality of discrete logarithms) (Chaum and

Pedersen, 1992).

Scrape’s polynomial commitment. We use the polynomial commitment scheme from Scrape (Cas-
cudo and David, 2017). Particularly, let g be the generator of G of prime order p, let f be a t-degree

polynomial over Z,, and let n > ¢ be an integer. Then, the commitment to the polynomial f is

(cmo = ¢/ @ em; = gD em,, = /™).

One can check whether these group elements commit to a ¢-degree polynomial by performing the fol-

lowing steps: (1) Sample an (n — t)-degree polynomial ¢(X) € Z,[z], and compute the dual code:

cmt = %,VT € [0,n]. (2) Check whether 1_[2:0(cm7)cmfL = 1, where 1 is the identity
J=0,j#7

element of G.
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It is worth noting that the first step can be reused to check different commitments. The effectiveness of

the checking process is determined by the following lemma.

LEMMA 1 ((Cascudo and David, 2017)). For any (cmg,cmy,...,cm,) € G™*L, if

n

[T(emo)™ = 16,

7=0
then with an overwhelming probability there exists a t-degree polynomial f, such that cm; = g7 Q) for

i€ [0,n].
After that, a share f(7) can be validated by checking whether g7 @ equals cm;.

Multiverse threshold signature with transparent setup. Threshold signature scheme allows a group
of nodes to jointly produce a signature for a message which is valid under the public key of the group.
Normally, a threshold signature scheme needs some sort of setup for every group, and each node needs
to maintain distinct secret keys for all groups it is involved. A multiverse threshold signature (MTS)
scheme (Garg et al., 2024; Baird et al., 2023; Das et al., 2023a), instead, allows participants to jointly
sign messages on the behalf of different groups (called universes in the context), while each node only
needs to keep one secret key. In an MTS scheme with a transparent setup (Attema et al., 2021), there
is only a global PKI setup where all participants generate their own key pairs and publish their public

keys.

Formally, we describe an MTS scheme by the following algorithms.

e pp < Setup(1*). It generates the global public parameter pp which is an (implicit) input to all
the subsequent algorithms. The setup is considered transparent when pp can be derived from
uniformly distributed strings.

e (vk;, sk;) < KeyGen(pp). Each user P, runs this algorithm to generate its key pair (vk;, sk;).

o (CKy,VKy) < MTS.UniverseSetup({vk;}icu, k): It is a deterministic algorithm which
computes a combine key CKy; and a verification key VK7, according to the public keys of
users in U, and the threshold k.

e 0; < PartSign(sk;,msg). P; can sign a message msg with its signing secret key sk; and
produce a partial signature o;.

e true(1)/false(0) « PartVrfy(vk;, o;,msg): This algorithm on inputs a message Msg, a par-
tial signature o, and a public key vk; verifies the partial signature o;.
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e o < Combine(CKy, {(i,04) }icsc, msg): Given the combine key CKy, and a set of signa-
tures { (4, 0;) }iescu for a message msg, the algorithm outputs a succinct signature o.

e true(1)/false(0) < Vrfy(VKy, o,msg): This algorithm verifies the signature o for msg un-
der the universe key VK. It returns 1, indicating that at least £ nodes within in VK have

signed the message; Otherwise, it returns 0.

For security, we consider the robustness and unforgeability. Note that both properties are defined un-
der a global setup for establishing the public parameter pp and the global PKI. For notational con-
venience, we denote an execution of the setup involving an adversary A as: MTS.SetupA(l)‘) —
(pp, (vk;)icp, (ski)icn, state4), where P is the setup of all nodes, H is the set of so-far-honest nodes

after the initial corruption, and state 4 is the state of .4 at the end of the setup.

ROBUSTNESS. An MTS scheme is robust, if the following conditions are satisfied.

e A partial signature produced by an honest node is always valid. Formally, let sk; and vk; be

the secret key and the public key of an honest node F;, then for any message msg, it holds that
PartVrfy(vk;, msg, PartSign(sk;,msg)) = 1.

e Combing any k valid partial signatures by distinct nodes within the universe U yields a valid
threshold signature for that message under VK. Formally, for any U C P, let (CKy, VKy) <
UniverseSetup({vk; }icu, k). For any set {(c;)}jes such that PartVrfy(vk;, msg, o;) = 1 for
every j € S C U and |S| = k, it holds that

Vrfy(VKy, Combine(CKy, { (i, 0;) }ics, msg), msg) = 1.

UNFORGEABILITY. An MTS scheme satisfies the unforgeability, if any PPT adversary cannot forge a

threshold signature for a message for which there are not enough honest participants within a specific

universe having generated partial signatures. Formally, for any PPT adversary A, it holds that
Pr{Exp’fP(1%,n, 1) = 1] < negl(\),

where the experiment Exp',' is defined as follows.
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EXpitnp(l)\v n,t) Oparts (i, msg) Ocorr (1)
MTS.Setup?(1*) — if Vg =L ificH

(pp, (vki)iep, (ski)icn, staten) Visg < 0 H <+ HN\{i}
(U*,msg*, 0*) « ACPms:Ocor (state 1) if i € H return sk;
if Vrfy(VKy«,msg*,0%) =1 o; < PartSign(sk;,msg)

AN Vasg« UU\H)| < k Visg ¢ Visg U {3}

return 1 return o;
return 0

INSTANTIATION. Throughout the thesis, we instantiate MTS by the threshold signature scheme (TSS)

in (Attema et al., 2021, Section 5) with PKI assumption and a transparent setup. This instantiation
gives a size of O(\log U) threshold signature where U is the size of a specific universe. The computa-
tional overhead of Sign and PartVrfy is O(1), inherited from the BLS digital signature scheme, while

Combine and Vrfy inherit O(U) computational cost from (Attema et al., 2021).

Additionally, it is important to note that TSS in (Attema et al., 2021) does not provide nor require
combine or verification keys, hence we can plug in a specific universe U as both VK and CKyy. The
class of universes can be done in the setup phase, so each party trivially holds the VK and CKy; for all

universes.

Cryptographic accumulators. A cryptographic accumulator provides a succinct representation of a
set while ensuring efficient membership verification. Formally, such an accumulator scheme, denoted
as Acc, comprises the following four algorithms: (1) Gen(1*,7) outputs an accumulator key ak; (2)
Eval(ak,S) on inputs ak and a set S to be accumulated, it returns an accumulated value u for the set
S; (3) Wit(ak,u, S, s;) on inputs ak, u for the set S, and an element s; € S, it returns a membership
witness w; for s;; (4) Vrfy(ak, u, s;, w;) returns a bit representing whether s; is indeed accumulated into

u (“1”) or not (“0”) according to the given witness w;.

An accumulator scheme is said to be correct, if for ak < Gen(1*,n), any set S = {sitiem), v
Eval(ak,S), and any w; < Wit(ak, u, s;), it holds that Pr[Vrfy(ak, u, s;, w;) = 1] = 1. An accumula-

tor scheme is unforgeable, if for an honestly generated ak, and any PPT adversary,

Pr|(S,s",w*) « A(ak) : s* ¢ S A Vrfy(ak, Eval(ak,S), s*,w*) = 1| < negl(\).
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For simplicity, throughout this thesis, we consider an accumulator scheme whose Eval and Wit are

deterministic.

Instantiation. We primarily consider the Merkle tree based accumulator, which solely requires a hash

key as its setup, and its witness size is O(Alogn).

Erasure code scheme. A (k, n) erasure code (EC) scheme (Blahut, 1983) consists of two deterministic
algorithms Enc and Dec. The Enc algorithm maps any vector m = (my,--- ,my) of k data fragments
into a vector ¢ = (c1,...,cy) of n coded fragments, such that any k elements in the code vector c is
enough to reconstruct m due to the Dec algorithm. ILe., for any m € B* and any I C [n] that |I| = F,
we have

Pr[Dec({(i, i) }ier) =m | ¢ := (c1,- -+, cp) < Enc(m)] = 1.

Instantiation. Throughout the paper, we consider a (¢ + 1, n)-erasure code where 2t + 1 = n. Addition-
ally, it’s important to note that this erasure code scheme will implicitly select an appropriate 3 based on
the actual length of each element in v. This guarantees that the encoding increases the data size by no

more than a constant factor.
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2.3 Consensus Primitives

Multi-valued Validated Byzantine Agreement. In an (n, t, £)-Multi-valued Validated Byzantine Agree-
ment (MVBA) protocol, there are n parties P, ..., P,, where each P; has an ¢-bit input v; and decides
an output, denoted as MVBA(P;(v;)). MVBA is defined w.r.t. an external predicate Predicate on the in-
put values. Against any adaptive PPT adversary A that corrupts up to ¢ parties, a secure MVBA ensures

the following properties with all but negligible probability:

e Termination. If each honest node P; provides an input v; such that Predicate(v;) = 1, then
every honest party would output a value.
¢ External-Validity. If an honest node outputs a value v, then Predicate(v) = 1.

o Agreement. The output messages of all honest parties would be the same.

INSTANTIATION. We consider a variant of the synchronous MVBA protocol provided in (Abraham

et al., 2023c), which requires O(1) rounds and incurs the communication cost of O(nf + An? log n) bits
in expectation, for agreeing on ¢ bits among n nodes. The underlying threshold signature scheme can
be instantiated with the MTS scheme (Attema et al., 2021) where the size of a threshold signature is
O(Alogn), and the underlying accumulator scheme is implemented using the hash-based Merkle tree.
In addition, this MVBA assumes coin flipping subroutines which we will realize when applying the

MVBA protocol.

Assuming the security of the underlying hash function and the coin flipping subroutine, an instance
MVBA[sid] of this MVBA protocol is secure if the adversary cannot forge an MTS signatures for mes-
sages in this instance. Therefore, its security remains even when the adversary can query the signing
oracle for messages which do not start with “sid”, which helps prove the composition security of the

MVBA protocol when every instance has been assigned with a unique identifier.

ROUNDS FOR GUARANTEED TERMINATION. While the MVBA protocol can terminate in a constant
number of rounds in expectation, there is still a constant probability that an instance cannot terminate
within the rounds. However, in our DKG construction, we need to ensure all MVBA instances in the
system can terminate with an overwhelming probability within a fixed number of rounds. Our solution
is to set a conservative number of rounds considering both the security parameter and the number of

instances in the system. In particular, we have the following lemma.
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LEMMA 2. Let k € N be a security parameter. Then, for the MVBA protocol in (Abraham et al., 2023c),
there exists an integer Apyea = O(k), such that, for any N < 2%, the probability that every MVBA

instance among N instances terminates within Apvyga rounds is at least 1 — 27",

PROOF. As with most randomized consensus protocols that are achieved in the “Las Vegas” style,
an execution of the MVBA protocol from (Abraham et al., 2023c) consists of a sequence of iterations,
terminating after the first successful iteration. Each iteration requires a constant number of rounds and
succeeds with an independent probability of 1/2. Hence, the probability that a single MVBA instance
terminates within 7" iterations, denoted as psingle, is 1 — 2= 7", For N < 2¢ instances, the probability
that all instances terminate within 7" iterations is pN = psingle’ > psingle?”, and we require pN >

1 — 277, This leads to the inequality
(1—27THY" >1-27"%

Notice that when 7" = 2k the above the inequality holds. Furthermore, since each iteration takes a
constant number of rounds, the total number of rounds Apyga required for all NV instances to terminate

with overwhelming probability is also O(k). O

Byzantine Agreement. In an (n, ¢, /)-Byzantine Agreement (BA) protocol, there are n parties P, . .., P,
where each P; has an /-bit input v; and decides an output, denoted as BA(P;(v;)). Against any adaptive
PPT adversary A that corrupts up to t parties, a secure BA ensures the following properties with all but

negligible probability:

e Validity. If all honest parties share the same input v, they all output v.
e Agreement. The output messages of all honest parties would be the same.

o Termination. Every honest party would decide on an output message.

INSTANTIATION. We consider the BA protocol implied by (Abraham et al., 2019) and (Nayak et al.,

2020). In particular, the BA protocol by Abraham et al. (Abraham et al., 2019) achieves O(1) round
complexity and O(n?|ThldSig|) communication complexity when the input size £ = O()), where
|ThidSig| represents the signature size of the underlying threshold signature scheme. For cases where
£ > )\, Nayak et al. (Nayak et al., 2020) proposed the state-of-the-art BA extension protocols. Through-

out this thesis, we consider the BA protocol obtained by applying Nayak et al. ’s extension technique to
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Abraham et al.’s protocol, which achieves O(1) round complexity and O (nf+ An? log n+n?|ThldSig|)

communication complexity.

The BA protocol from (Abraham et al., 2019) assumes coin flipping subroutines which we will realize
when applying the BA protocol. The underlying threshold signature scheme can be instantiated with the
MTS scheme (Attema et al., 2021) where the size of a threshold signature is O (A logn). The extension
protocol proposed by Nayak et al.(Nayak et al., 2020) requires an accumulator scheme and an Erasure
code scheme, which can be instantiated by the hash-based Merkle tree and the Erasure code scheme from
(Blahut, 1983), respectively. In summary, the overall communication complexity of the BA protocol

becomes O(nf + An?logn).

ROUNDS FOR GUARANTEED TERMINATION. Similar to the MVBA from (Abraham et al., 2023c¢), there

is a predetermined integer Aga = O(k), such that for any N < 2%, the probability that every BA

instance among the [V instances terminates within Aga rounds is at least 1 — 277,

Byzantine Broadcast. In an (n, ¢, ¢)-Byzantine Broadcast (BB) protocol, there are n parties P, . .., P,
and one of them is designated as the sender Ps; which has /-bit input vs. Against any adaptive PPT
adversary A that corrupts up to ¢ parties, a secure BB ensures the following properties with all but

negligible probability:

e Validity. If the sender is honest, all honest nodes output v.
e Agreement. The output messages of all honest parties would be the same.

e Termination. Every honest party would decide on an output message.

INSTANTIATION. We consider the deterministic BB protocol implied by (Momose and Ren, 2021) and

(Nayak et al., 2020), which, under a transparent setup, requires O(n) rounds and incurs the communica-
tion cost of O(nf + An?logn) bits for broadcasting £ bits to n nodes. In particular, the BB protocol in
(Momose and Ren, 2021) assumes a threshold signature for reducing communication complexity, which
can be realized using the MTS scheme from (Attema et al., 2021) which we discussed above. And the
extension technique from (Nayak et al., 2020) requires a cryptographic accumulator which can be im-
plemented using the hash-based Merkle tree. An instance BBJ[sid] of this BB protocol is secure as long
as the adversary cannot forge a MTS signatures for messages in this instance. Therefore, its security

remains even when the adversary can query the signing oracle for messages which do not start with
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TABLE 2.1: Comparison with synchronous common coin protocols without a strong setup.

. Comm. Cost Round'
Schemes Rest. totall worst case
TCLM (Thyagarajan et al., 2021) ”Tfl O(\n?) Time-lock Puzzl.
RandPiper (Bhat et al., 2021) 1/2 O(A\n?) O(n)
Hydrand (Schindler et al., 2020) 1/2 O(A\n?) O(n)
Scrape(Cascudo and David, 2017) | 1/2 O(A\n?) O(n)
GRand(Bacho et al., 2024) 1/2 O(An?logn) O(n)
OptRand(Bhat et al., 2023) 1/2 O(\n?) O(n)
Dragon (Feng et al., 2024a) 1/2 O(An??) O(n)
SBKN (Shrestha et al., 2023) 1/2 O(An?) O(1)
Ours (§4.6) 1/2  O(Asn?logn) O(klogn)

T Here we consider the communication and round complexities by counting both online and offline
without amortization, also in the absence of a trusted setup for threshold cryptosystems like unique
threshold signature or threshold VRF.

“sid”, which grants the composition security of the BB protocol when every instance has been assigned

with a unique identifier, as discussed in (Lindell et al., 2002; Feng et al., 2024a; Cohen et al., 2024).

Distributed coin flipping protocols. A distributed common coin is a random value accessible to every-
one in the system. It shall satisfy unpredictability, which means the adversary cannot predict the coin
value in advance, and unbiased, which means the coin distribution is computationally indistinguishable
from the uniform distribution. Common coins have numerous applications, like being a key building
block for faster blockchain consensus, serving us as a randomness source for cryptographic operations,
and more. It is well known that common coins can be efficiently generated in the presence of a strong
setup assumption like established threshold VRF and unique threshold signature. However, when such
strong assumptions are not granted, it becomes a challenging problem to realize efficient protocols for
coin generation. In Table 2.1, we compare a few existing synchronous common coin protocols, in the
setting without a trusted setup for threshold cryptosystems like threshold VRF and threshold unique

signature?.

One-round coin-flipping protocol. Cachin et al.’s pioneering work (Cachin et al., 2000) introduces

a generic construction for adaptively secure one-round coin-flipping protocols, which requires a DKG

setup. While a general DKG protocol, as defined above, suffices for many concrete instantiations of

2Notably, we omit various randomness beacon schemes, such as those based on PoW/VDF (Wang and Nixon, 2020), as
they pre-suppose an initial coin, making them unsuitable for single-shot common coin generation.
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(Cachin et al., 2000), a few coin-flipping protocols (Gurkan et al., 2021; Bacho et al., 2024) rely on spe-
cific key structures different from the conventional key structure of DL-based cryptosystems. Notably,
these specific key structures might enable more efficient DKG constructions (Gurkan et al., 2021; Feng

et al., 2024a; Bacho et al., 2024).

SYNTAX. An (n,t) one-round coin-flipping protocol can be described with the following algorithms or

sub-protocols.

e Setup(1*,n,t). This includes an interactive DKG protocol involving all participants 7. The
public outcome of the protocol is the generation of a group public key pk and a list of public
key shares (pk;);c|n), while each P; additionally obtains a secret key share sk;. In addition,
there might be other setup protocols, and we denote the view of P; in these setups by sv;.

o Coin"[sid]({ P;(pk, (Pki)ien)> ski,svi)}) — 7sid- In an instance with sid, each party P; inputs
the information from the setup phase and multicasts a single message to the network. Based

on the messages sent by other parties, P; can obtain the output r4q in the range V.

We consider the adaptive and concurrent security of the coin protocol. During the setup phase, the
adversary can adaptively corrupt participants, obtain their internal states, and act on their behalf in all
subsequent operations. After the setup phase, polynomially many instances with different identifiers may
run concurrently. The adversary can observe the messages sent by honest participants in all instances
and adaptively corrupt participants. Despite that A can take any attacking strategies and corrupt up to ¢

nodes, the following properties are ensured except with negligible probability:

e Availability. All honest participants can obtain the same public key and the corresponding
secret key shares at the end of the setup phase. Under the setup, when all honest nodes are
activated in an instance with identifier sid, every honest node P; can obtain the output rgjq € V.

e Agreement. If two honest nodes F; and P; output rgg and réid in an instance with sid, respec-
tively, then rsq = L.

e Bias-resistance and unpredictability. Let stateﬂ{Sfore be the state of the adversary A at the time
that less than ¢ + 1 — |C| honest participants activated the instance with sid, where C is the set
of corrupted parties, and the r4q be the output of an honest node F; in the instance. Then, for

any PPT algorithm D, and r < V, it holds that

| Pr[D(stateb " rgq) = 1] — Pr[D(state’" ) = 1]| < negl(\).
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THE COIN-FLIPPING PROTOCOL FROM (BACHO ET AL., 2024). Bacho et al. (Bacho et al., 2024) in-

troduced a coin-flipping protocol that requires a DKG for the following key structure: pk = g7 € Gy
and sk = g5 € Gg, where z < I, G; (with generator g;) and Gy (with generator go) are groups with
scalar field F. A bilinear map e : G; x Go — Gr exists. For completeness, we recall their scheme in

Appendix B.1.2.

An advantage of the above key structure is that there are adaptively-secure aggregatable PVSS (APVSS)
schemes (Cascudo and David, 2017; Bacho and Loss, 2023b) compatible with it, facilitating compatible
and communication-efficient DKG designs such as (Gurkan et al., 2021; Feng et al., 2024a; Bacho
et al., 2024). However, the original DKG for it requires O(n) rounds. Looking ahead, in Section 4.6,
we provide a new DKG protocol for the coin-flipping protocol in (Bacho et al., 2024), achieving both

O(n?) communication complexity and O(1) rounds.
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CHAPTER 3

Scalable and Adaptively Secure Any-Trust Distributed Key Generation
and All-hands Checkpointing

3.1 Introduction

Distributed key generation protocols (DKG) (Pedersen, 1991; Gennaro et al., 2007) enable a set of par-
ticipants to jointly generate a public key, and each of them outputs a secret key share. It is a classical
topic and the basis of threshold cryptography. They were usually considered in small-scale in-house ap-
plications. There are recent resurge of interests of those protocols, mostly because of a diverse set of new
blockchain applications, for example, cross-chain bridge (Lee et al., 2023; Cerulli et al., 2023), MEV
protection (Malkhi and Szalachowski, 2022; Ruby.Exchange, 2021; Total-blockchain, 2022), censorship
resistance in asynchronous consensus (Miller et al., 2016; Guo et al., 2020), checkpointing into Bitcoin
(Azouvi and Vukolic, 2022), and more. Those new applications raise a new fundamental challenge of

deploying distributed key generation on a very large scale.

Enhancing Proof of Stake Security via All-hands Checkpointing. As one main motivational example
of large-scale DKG, we elaborate on the checkpointing mechanism, which aims at addressing a promi-
nent security challenge in the Proof-of-Stake (PoS) blockchain known as long-range attacks (Steinhoff
et al., 2021). At a high level, in a PoS blockchain, validators (with stakes) are in charge of proposing
blocks; as time evolves, validators’ secret keys could be leaked or simply sold (when all coins are spent)
to the adversary, who can now easily create a fork from a historic block using the corresponding secret
keys. For a newly joined node, such a fork is also considered valid. This long-range attack hints at an

inherent vulnerability of “revisionist history” in PoS (and other resources such as space) blockchain.
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One promising defense approach is to leverage proof-of-work (PoW) blockchains which are immune to
such attacks, particularly to periodically let the whole PoS network (e.g., all validators) produce check-
points and put them into Bitcoin. A recent work, Babylon (Tas et al., 2023), let all validators generate
checkpoints via multi-signatures and select some of them to post the checkpoints to Bitcoin. It follows
that the number of Bitcoin transactions needed for each checkpoint grows linearly in the number of PoS
validators (to at least put a bit vector for indicating corresponding public keys). Particularly, for a PoS
chain with 212 validators (e. g., Filecoin), the annual cost would be over 6 million USD (using the Bitcoin

price retrieved on March 31st, 2024, and assuming checkpoints are created hourly).

Instead, Filecoin proposed a blueprint for the checkpointing mechanism called Pikachu (Azouvi and
Vukolic, 2022) via threshold Schnorr signature (Komlo and Goldberg, 2020; Gennaro et al., 2007).
Specifically, all validators of a PoS chain need to run a DKG protocol for every epoch, and the resulting
public keys will serve as Bitcoin addresses. At epoch ¢, the validators from epoch ¢ — 1 will jointly
create a Bitcoin transaction via a threshold Schnorr signing protocol, which contains the state of the
PoS chain at epoch ¢ — 1 and transfers all coins from the address created in epoch 7 — 1 to the newly
created address. In doing so, the Bitcoin transactions uniquely decide the state of the PoS chain in each
epoch, and they are verifiably endorsed by the majority of validators. Since this approach only needs
exactly one Bitcoin transaction for each checkpoint, the Bitcoin transaction fees incurred are always a
small constant regardless of the scale of the PoS blockchain network and much lower than Babylon’s

approach.

Despite being appealing, and recent progress on threshold Schnorr signatures (Komlo and Goldberg,
2020; Crites et al., 2023; Bellare et al., 2022) could potentially be deployable, Pikachu remains in the-
ory (or toy prototype) as all validators have to jointly run a DKG protocol for every checkpoint (as
validator set evolves thus previous DKG cannot be reused). Particularly, even a moderate-scale PoS
chain can have thousands of validators. Moreover, some applications need to be done in a “timely”” man-
ner, which makes the task more challenging. For example, Filecoin currently has around 2'? validators,

with anticipated growth to 24

validators in the future, while checkpoints may be supposed to be created
hourly (as suggested in (Tas et al., 2023)). To deploy the Pikachu checkpointing into Bitcoin mechanism
(Azouvi and Vukolic, 2022) for real-world blockchains (for example, Filecoin), we need to design a

scalable DKG protocol that can be efficiently run among all validators in popular public blockchains.

Existing DKGs are practically infeasible at a whole-chain scale. Let us first briefly introduce the

common paradigm for DKG protocols, which subsumes most DKG constructions, including (Pedersen,
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1991; Gennaro et al., 2007; Kate et al., 2010; Tomescu et al., 2020; Zhang et al., 2022), to illustrate the

astronomical communication and computation costs of existing DKGs in a large scale.

In a nutshell, among n participants where up to ¢ could be adversarial, each participant P; selects a
t-degree polynomial f; to define sk(® = £i(0). They then deliver the share (as a dealer of a verifiable
secret sharing (VSS) (Pedersen, 1991)) sk:j(-i) = fi(j) to other P; and broadcast !"a commitment, com;,
for the polynomial f;(X'). Then, each participant P; could verify if sk:§i> is a valid share w.r.t. com;;
If there are invalid shares, the participants will collectively engage in a complaint phase, where they
broadcast complaints and identify the set of qualified dealers Qual C [n], ensuring that all transmitted

secret shares are valid. The final secret share for F; is sk; = }.cqual skl(j ), and the aggregate secret

key is sk = 3 jcqual k1.

The DKG scheme by Kate, Zaverucha, and Goldberg (Kate et al., 2010) (and its recently improved
version by Zhang et al. (Zhang et al., 2022), dubbed KZG hereafter) represents the state of the art
following this paradigm. In KZG, the commitment to the polynomial f; is constant in size and enables
validating a secret share with constant-sized information. In an optimistic case, when all participants are
honest, KZG protocol can remain efficient even for large-scale deployment, as demonstrated in (Zhang
et al., 2022). However, since there is a constant fraction of adversarial participants, its performance got
dramatically worse. Particularly, when another node complains about a dealer, the dealer shall broadcast
the corresponding secret share for public verification. Hence, in facing O(n) malicious nodes, each
complaining O(n) nodes, there are O(n?) shares to be broadcasted, and every node shall verify these
shares. Indeed, improving the adversarial case performance is the major open problem left by (Tomescu

et al., 2020).

We can readily anticipate that both communication and computation costs would skyrocket as the scale
increases, as seen in scenarios like Filecoin validators. For instance, with 2'2 participants in the DKG
protocol, the entire network would need to transmit fens of terabytes of data, while each node would
have to allocate multiple hours to verify shares (in response to complaints) to produce just one public

key!?

We remark that publicly verifiable secret sharing (PVSS) can eliminate the complaint phase in DKG
(Cascudo and David, 2017; Fouque and Stern, 2001; Gentry et al., 2021b; Bacho and Loss, 2023a), as

IBroadcast satisfies agreement, i.e., all parties receive the same message even when the sender is malicious. Thus, it is
more complicated and expensive than multicast.
2For detailed numerical estimates and comparisons, we refer to Section 3.9.1.
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each party could now broadcast all “encrypted” shares and enable the public verification immediately.
However, existing PVSS-based DKGs are either even more costly than KZG (Fouque and Stern, 2001;
Groth, 2021) or only generate group-element secrets, while mainstream threshold cryptographic proto-
cols like threshold Schnorr signatures use field-element secrets. In addition, no existing PVSS schemes
with field-element secrets are provably secure against adaptive attackers (Bacho and Loss, 2023a), while

adaptive security is desired in practice’.

Besides those high costs, one extra challenge may make things even worse: in PoS chains, validators
usually have different weights (proportional to the number of held stakes), while a threshold of weights
is assumed to belong to honest validators. Simply viewing a validator as a participant in DKG can be
leveraged by an adversary to amplify its power: the adversary can choose to corrupt many validators
with small weights and eventually control the majority of DKG participants within its budget. A naive
approach is to allocate different numbers of sub-IDs proportional to their weights. Each sub-ID is then
treated as an independent participant. While this approach addresses the security concern, it can lead to
an enormous number of sub-IDs. For example, we would need to allocate 674 trillion sub-IDs to 3700

Filecoin validators®.

It follows that the following question remains:

Could we have a practically feasible DKG protocol that enables all-hands participation in blockchains

with weighted validators, as well as being adaptively secure?

3While there are two very recent PVSS-based DKG works (Bacho et al., 2023b; Feng et al., 2024a) have further pushed
down the asymptotic complexity of DKG, they are either only with group-element secrets or statically secure.

4https ://filfox.info/en/ranks/power. It has a total mining power of around 25 EB, while the power unit is
32KB, so 674 trillion sub-IDs are needed.
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3.1.1 Our Results

In this chapter, we give an affirmative answer to this question. We proceed in two main steps:

TABLE 3.1: Comparison with the state-of-the-art DKGs for DLog-based Cryptography.

Schemes Resilience | Adap.?* gooon;T. Cost (total) Bad C%n;g.d?ost (per;;(;if )
Pedersen (Pedersen, 1991) 1/2 v O(nB(nA)) + O(n2\) - O(n?) -
KZG (Kate et al., 2010) 1/2 v O(nB(N\)+O0(n%X) | +0(nB(nX)) | O(nlogn) +0(n?)
(Zhang et al., 2022)
GHL (Gentry et al., 2022)} 1/2 X O(nB(nA)) O(n?)
GIM+ (Gurkan et al., 2021)% logn/n X O(nB(X) + log nB(nA)) O(nlog?n)
BHK+ § ~1/4 v O(CB(CN)) + - o(C?) -
(Benhamouda et al., 2022) O(CM(C?N))
Ours (Section 3.5)§ 1/2 v O(sB(n))) +O(nM(s\)) | O(sn) -

*Adap.? asks if the protocol is adaptively secure, and we accept the relaxed definition from (Bacho
and Loss, 2022)

**Gomp.Cost measures the number of group exponentiation operations performed by each node.

4% GComm.Cost measures the total communication cost, where B(¢) (or M ({)) denotes the cost of
one node broadcasting (or multicasting) ¢ bits to the network, and O(¢) means there are O(¢) bits sent
by honest nodes over pair-wise channels.

tFor both communication and computation, Good considers the cost without complaints, Bad
considers the extra cost when facing the maximal number of complaints; “-" represents no
asymptotically greater cost. {GHL and GIM+ do not have a complaint phase.

§BHK+ and ours are committee-based approaches. For ensuring the quality of the committee with high
probability (say 1 — 5 x 1079, as adopted by Algorand (Chen and Micali, 2019)), BHK+ needs the
committee size of C' ~ 6000 (estimated based on (Benhamouda et al., 2020)), while ours only needs
s = 38 (further analysis available in Table.3.2).

A scalable and adaptively secure DKG. Our primary result is a practical DKG protocol (called Any-
Trust DKG) for DLog-based cryptographic systems. We compare our scheme with state-of-the-art effi-
cient DKG constructions’ in Table 3.1 and discuss more related works in Section 3.2. Particularly, our

DKG protocol features:

— Efficiency: Tt enjoys (quasi-)linear (in n) per-node computation complexity®, even in adversarial cases.
Additionally, the size of all data to be broadcasted also only grows linearly in n. In contrast, previous
constructions suffer from quadratic per-node computation and quadratic broadcast overhead. Specifi-
cally, as our experiments will demonstrate, for n = 2'2, each node can complete all computation tasks

in approximately 26 seconds, with the data to be broadcasted totaling around 7.7 MB in size.

SWe focus on fully synchronous networks; asynchronous or partial synchronous DKGs (Gao et al., 2022; Abraham et al.,
2023b; Das et al., 2022) are not included in the table, as their implementations cannot simply leverage a broadcast channel and
appear to be more expensive.

6Although evaluating O(n)-degree polynomials at O(n) points inherently causes O(n logn) computation, we only re-
quire O(n) expensive group exponentiations.
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— Security: Our protocol achieves optimal resilience and satisfies the security definitions achievable by
classical DKGs. Specifically, in the presence of adaptive adversaries (who cannot retract messages sent
by honest parties, as in many settings, such as Algorand (Gilad et al., 2017)), our scheme complies with
the oracle-aided algebraic simulatability, which was recently introduced in (Bacho and Loss, 2022) for

capturing the adaptive security of many practical DKGs including Pedersen (Pedersen, 1991) and KZG.

We remark that our primary goal is to enable massive-scale DKG; we may use resources that are nat-
urally available in the application settings. Compared with the classical DKG schemes, our protocol
additionally leverages one common coin that is generated after all participants’ public keys are deter-
mined (as the YOSO-model DKG (Benhamouda et al., 2022)), which is available in most blockchains.
Nonetheless, it enables a distributed randomness beacon (Choi et al., 2023) for continuous coin gener-
ation, by applying threshold unique signatures with secret shares from the DKG (Cachin et al., 2005) .

We introduce a set of techniques for the efficient, adaptively secure DKG (detailed in the next section).

A generic transformer for weighted distributed protocols. We present a generic sub-ID allocation
mechanism that enables us to efficiently apply conventional distributed protocols in the weighted setting.
Our sub-ID allocation mechanism deterministically decides the number of sub-IDs for each validator
according to the weight distribution, such that every sub-ID will be viewed as an individual participant

in the subsequent protocol.

The trivial sub-ID allocation method that precisely preserves the portion of each validator’s weight may
need to issue tremendously many sub-IDs. In contrast, we have noticed and leveraged a gap between
the usual assumption on the honest participant’s weight ratio (assumed to be more than 2/3 due to other
system components) and the honest ratio needed in threshold cryptography (usually just above 1/2).
Particularly, our sub-ID allocation method is lossy-yet-qualified, guaranteeing that more than half of the
sub-IDs will be issued to honest participants if they possess over 2/3 of the weights, and therefore it
can be much more compact. The number of sub-IDs issued by our method for n validators is probably
at most 2n, regardless of the weight distribution. For the real-world weight distributions of blockchain
validators, the issued sub-IDs can even be fewer. For example, our method gives only 1688 sub-IDs
instead of 674 trillion to the 3700 Filecoin validators. Compared with concurrent work in (de Souza and
Tonkikh, 2023), ours issues fewer sub-IDs for large validator sets like Filecoin’s. More details can be

found in Section 3.6.
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Implementation and Evaluation. We implement our protocol in Java’ and deploy it on AWS EC2 in-
stances with 16, 32, 64, 128, and 256 nodes. The results demonstrate that our protocol scales effectively
and completes within a few seconds (adding some ledger waiting time, which could vary depending on
the blockchain if we instantiate the broadcast channel via a distributed ledger.). Additionally, we conduct
computational time tests for various values of n, ranging from 29 to 2'°. In comparison with the state-
of-the-art DKG protocol KZG (Kate et al., 2010), our protocol’s performance in both the good-case and
worst-case scenarios is comparable to or even superior to KZG’s performance in the good-case scenario,
while KZG’s cost in the adversarial case experiences a dramatic increase. Notably, for n = 212 ~ 214,
a node in our protocol can finish all computation tasks within around 26 ~181 seconds, even facing the
maximal amount of Byzantine nodes. The total amount of data to be broadcasted is around 7.7 ~30.6
MB:; If the nodes broadcast the data by posting it on the Filecoin blockchain, it takes around 5 minutes
~20 minutes. The experimental results show that our protocols effectively enable massive-scale DKG

deployment.

Deployment friendliness: It is worth noting our DKG is more friendly for large-scale deployment since
our DKG makes exclusive use of multicast channels (besides broadcast channels), which can be effi-
ciently implemented, e.g., with gossip protocols and does not require a node to know the IP addresses of
all other peers. In contrast, both Pedersen DKG and KZG DKG require pair-wise private channels for
their efficiency claims. While it is not infeasible for large-scale deployment, it does add extra difficulties

and overheads, particularly in public blockchain settings.

Application: better all-hands checkpointing. We then apply our techniques to realize the checkpoint-
ing blueprint Pikachu of Filecoin (Azouvi and Vukolic, 2022) that requires all validators to participate.
After our optimized sub-ID allocation, we execute a DKG and a threshold Schnorr signature (Shoup,
2023) among these 1688 sub-IDs to create a checkpoint. With our Any-Trust DKG, the DKG phase
only incurs around 3MB of broadcast messages in total. Each node can complete all computations in
just a few seconds, even when facing the maximum number of complaints. Regarding the threshold sig-
nature, we use Any-Trust DKG again to generate the nonce in the GJKR (Gennaro et al., 2007) signing
protocol, resulting in a non-interactive threshold signing protocol (after nonce-generation), eliminating
the potential single point of failures in coordinator-based protocols like FROST (Komlo and Goldberg,
2020).

TOur code is available at https://github.com/mtc2000/AnyTrustDKG.
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Compared with the existing checkpointing scheme Babylon (Tas et al., 2023), in which the number of
Bitcoin transactions per checkpoint grows linearly to the scale of the blockchain, ours/Pikachu only
requires exactly one Bitcoin transaction for each checkpoint. This difference is reflected in the monetary
cost. As an example with Filecoin, the estimated Bitcoin transaction fee incurred annually using Babylon
would be over six million USD, while only 26,048.8 USD using ours/Pikachu. More details can be found

in Section 3.8.
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3.2 Related Works

VSS-based DKG. Distributed Key Generation (DKG) has been a prominent area of research for several
decades. Pedersen’s seminal work (Pedersen, 1991) established the foundation in this field by introduc-
ing an efficient protocol for DLog-based cryptosystems. This protocol builds upon Feldman’s Verifiable
Secret Sharing (VSS) (Feldman, 1987). Within this scheme, each participant collaboratively runs n

instances of Feldman’s VSS, taking on the role of the dealer in one of these instances.

In the VSS framework established by Feldman, the dealer is required to broadcast a commitment to a
polynomial while distributing the shares privately among all participants. Given that the commitment’s
size is proportional to O(n\), the resultant communication overhead becomes O(n3(n)\)). Addition-
ally, Pedersen’s DKG involves a complaint phase where participants broadcast any grievances against
dishonest dealers. If a participant were to lodge multiple complaints concurrently, the communication
overhead of this phase is likewise O(nB(n\)). It is vital to highlight that during this phase, each partic-
ipant may validate up to O(n?) shares. In Feldman’s VSS, the computational effort to validate a single
share is equivalent to O(n) group operations. This implies a per-node computational burden before the

complaint phase of O(n?), which can potentially amplify to O(n?) during the complaint process.

A majority of DKG architectures conform to the joint-VSS model. In essence, any innovative VSS
protocol can be adapted into a new DKG protocol. Furthermore, given that VSS can be constructed
using polynomial commitments, any polynomial commitment scheme can be evolved into both a VSS
and, consequently, a DKG. A significant advancement in this field was made by Kate et al. (Kate et al.,
2010), who proposed the first polynomial commitment (abbreviated as KZG) with a commitment size
of O(X). This innovation ensures that prior to the complaint phase, the communication overhead can
be reduced to O(nB(A)). A notable feature of the KZG polynomial commitment is its efficiency in
verifying shares; the computational cost for verifying a single share is a mere O(1). This denotes that
the computational overhead for each node, in terms of verification before the complaint phase, is simply
O(n) in group operations, but this can rise to O(n?) during the complaint process. Historically, the
computational load for producing a polynomial commitment was believed to be O(n?) (Tomescu et al.,
2020). However, a recent exploration by Zhang et al. (Zhang et al., 2022) revealed that the computational
overhead for generating a KZG commitment can be streamlined to O(nlogn). It’s noteworthy that
although KZG requires a CRS setup, there have been other efforts (Zhang et al., 2022; Yurek et al.,
2022) that prioritize efficient polynomial commitments without relying on a trusted setup, but these
don’t match KZG’s efficiency.
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PVSS-based DKG. Fouque and Stern (Fouque and Stern, 2001) offered a solution that sidestepped the
necessity for a complaint phase by incorporating publicly verifiable secret sharing (PVSS). In the event
that a PVSS transcript consists of O(n) ciphertexts, the communication overhead will naturally be
O(nB(n)\)) should every participant choose to broadcast this transcript. Historically, the validation
of a PVSS transcript required an overhead of O(n?), suggesting that the per-node computational over-
head in DKG might ascend to O(n?). However, this obstacle was surmounted by Cascudo and David
with their Scrape protocol (Cascudo and David, 2017), which introduced a PVSS methodology that caps
the verification duration at O(n). It’s worth highlighting that Scrape’s strategy is versatile and can be
applied to improve many VSS-based DKG schemes, including that of Pedersen’s, ensuring that compu-
tational overhead during the complaint phase is kept at O(n?) and doesn’t spike to O(n?). A few recent
works focus on improving the concrete performance of PVSS schemes, including the lattice-based PVSS

(Gentry et al., 2022), Groth’s PVSS (Groth, 2021), and PVSS using class groups (Kate et al., 2023).

Aggregatable PVSS-based DKG. Aggregatable PVSS schemes (Gurkan et al., 2021) are PVSS schemes
whose transcripts can be concisely merged into one. There are a few designs that leverage customized
communication protocols rather than simply leveraging Byzantine broadcast protocols (or broadcast
channels), enjoying asymptotically better complexity. Notably, Gurkan et al. (Gurkan et al., 2021) lever-
aged an aggregatable PVSS combined with gossip protocols to craft a publicly verifiable DKG. Their
communication overhead is streamlined to nB(\) + logn - B(n\) as opposed to nB3(nA), with their
per-node communication overhead being O(n log? n). It’s pertinent to note, however, that their model
can only accommodate O(logn) Byzantine nodes. Very recently, Feng et al.(Feng et al., 2024a) and
Bacho et al. (Bacho et al., 2023b) leverage specially designed communication protocols together with
aggregatable PVSS schemes and present DKG schemes with sub-quadratic per-party computation/com-

munication cost while enjoying optimal resilience.

Note that existing aggregatable PVSS schemes all produce secrets in an Elliptic curve group, thus in-
compatible with many threshold cryptographic protocols. Feng et al. (Feng et al., 2024a) also give a
variant of DKG using conventional PVSS schemes but with slightly higher (still sub-quadratic) per-party

complexity.

DKG in the YOSO model. A common strategy to enhance scalability is selecting a committee and
executing the threshold cryptographic systems within this smaller subset. However, this approach is
fraught with challenges. Once aware of the committee’s composition, an adaptive adversary can com-
promise the entire group, thereby undermining security. Furthermore, given that each member of the
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committee is required to contribute multiple times during both key generation and subsequent thresh-
old operations, methods like silent committee sampling (e.g., using a verifiable random function (Chen
and Micali, 2019)) and assuming memory erasure fail to provide protection against adaptive attackers.
Recent advances in the YOSO (You-Only-Speak-Once) MPC realm (Gentry et al., 2021a; Benhamouda
et al., 2022) hint at potential solutions to deter adaptive adversaries targeting the committee. Ben-
hamouda et al. (Benhamouda et al., 2022) presents a DKG in the YOSO model. However, the YOSO
techniques come with their own set of challenges. Notably, existing YOSO techniques (if without using
resource-intensive tools like fully homomorphic encryption (Gentry et al., 2021b) ) need to sample a
huge committee, say with a few or tens of thousands of nodes, which is already as large as the network
scale we are interested in, let alone the extra overhead incurred by using YOSO techniques. Furthermore,
as successive committees remain anonymous, inter-committee communication is heavily dependent on

a broadcast channel.

On the security of DKG. Beyond endeavors aimed at bolstering the efficiency of DKG, various research
initiatives have tackled this challenge from different perspectives. Gennaro et al. (Gennaro et al., 2007)
pinpointed vulnerabilities in Pedersen’s DKG where the secret key distribution could be manipulated by
adversaries. They addressed this flaw by achieving complete secrecy, albeit with a higher computational
overhead. Gurkan et al. (Gurkan et al., 2021) conceptualized a milder form of secrecy, coined as “key-
expressability", which assumes that adversaries can influence key distribution but within predetermined
constraints. They postulated that a key-expressable DKG suffices for many applications, with multiple
DKG architectures, including Pedersen’s (Pedersen, 1991), Fouque-Stern’s (Fouque and Stern, 2001),
and our own, fitting this criteria. Another remarkable contribution by Canetti et al. (Canetti et al., 1999)
introduced a DKG protocol with adaptive security, a departure from our model and numerous others that
ensure security only against static adversaries. Bacho and Loss’s recent work (Bacho and Loss, 2022)
put forth an oracle-aided adaptive definition and ascertained that several protocols, including (Pedersen,
1991; Fouque and Stern, 2001), conform to this definition in the algebraic group model. Our model also

complies with this adaptive security definition.

Asynchronous DKG. Lastly, some recent research efforts (Gao et al., 2022; Abraham et al., 2023b;
Das et al., 2022) have pivoted towards DKG within asynchronous networks. These designs adopt the
joint-VSS blueprint and depend on an asynchronous broadcast protocol, referred to as “reliable broad-

cast" (Bracha, 1987), to guarantee verifiability, yet they encounter the cubic computational challenge.
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Notably, Das et al. (Das et al., 2022) showcased the inaugural asynchronous DKG with a communi-
cation overhead of O(n3)) for field-element secrets, whereas Abraham et al. (Abraham et al., 2023b)

furnished an adaptively secure asynchronous DKG with identical complexity.
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3.3 Technique Overview

We give a high-level overview of how we leverage various techniques to lead to our DKG protocol.
Through the analysis of how DKG usually works, we observe one major reason for the inefficiency
(both high communication and high computation costs) is due to the following simple facts: everyone

broadcast shares to everyone, and broadcast channels are expensive!

Starting observation for efficiency: Selecting an any-trust group as VSS dealers. Our starting
observation is that letting all participants act as dealers of verifiable secret sharing (VSS) schemes is
actually unnecessary. Recall that in the common DKG paradigm, the final secret is sk = > jE€Qual s\,
where s\ is the secret dealt by a qualified participant P;, and Qual C [n] is the set of all qualified
dealers. However, the existence of one honest dealer would suffice for both secrecy and robustness.
Particularly for secrecy, a uniformly sampled secret s\) contributed by an honest Pj could conceal sk
to the adversary who may corrupt all other dealers. For robustness, even when the other dealers behave
arbitrarily (e.g., go offline), one honest dealer ensures the set Qual is non-empty, and thus sk is well-

defined.

Therefore, we propose utilizing a small group of representatives, called an "any-trust" group (as intro-
duced in the context of anonymous communication (Wolinsky et al., 2012)), where we trust at least one
member of the group is honest but do not need to know which one to trust. Note that such an any-trust
group can be obtained by randomly sampling from the whole population (with an honest majority). No-
tably, the size s of an any-trust group can be as small as a few tens in practice, which is in stark contrast

to that of a group with an honest majority, which can be up to thousands.

If focusing on static adversaries who cannot corrupt parties during the protocol execution, the observa-
tion alone already leads to an efficient solution. Particularly, before the complaint phase, there are only
s commitments in total to broadcast and only s secret shares for each party to verify. In the worst case,

each party at most needs to verify O(sn) shares, which is still feasible.

Challenges and techniques for adaptive security. Achieving efficiency while preserving adaptive
security is, however, non-trivial as the adversary does have the budget to corrupt the entire any-trust
group. Indeed, there are multiple difficulties from different layers, and we need different techniques to
conquer them.
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Preventing the damage of corrupting the entire any-trust group. We adopt the standard techniques from

existing adaptively secure Byzantine agreement protocols (Gilad et al., 2017; David et al., 2018) to
prevent the damage of entire any-trust group corruption. Particularly, we use the following techniques

or assumptions.

VRF-based sortition. We use the verifiable random function (VRF) based sortition (Gilad et al., 2017)
to select the any-trust group, such that only a party itself knows whether it has been selected, which
prevents an adaptive adversary from targeting the group before the group members send out their first

messages.

Memory erasure (assumption). Once the any-trust group of dealers sends out messages, the adversary
will be aware of their identities and proceed to corrupt them. We, therefore, require all these dealers
to erase all internal states related to dealing secrets (but not the long-term secret keys for signing and
decryption) at the same time they send messages. Consequently, even when the adversary corrupts them,

it cannot learn the secrets dealt by them.

Forward-secure signatures. However, the adversary can still violate the robustness and secrecy by send-
ing different messages on behalf of newly corrupted dealers. In this case, an initially honest dealer may
be disqualified by the network due to the disturbing messages sent by the adversary. To prevent such an
attack, we apply forward-secure signatures (David et al., 2018), which ensures no further valid messages

can be generated in this round after the dealer erases its secret states.

Efficiently deciding the qualified dealer set with silent dealers. Recall that in the conventional DKG schemes,

including KZG, a dealer shall repudiate complaints (that he was silent) by broadcasting the correspond-
ing shares for public verification. However, in our construction, all dealers may be corrupted after the
dealing phase. Also, for security, they have already erased all internal states and cannot repudiate any-
way. We must enable the network to decide on the qualified set of dealers while the dealers remain

silent.

We tackle the problem by designing publicly verifiable complaints, such that a dealer can be disqualified
immediately once such a complaint against it has been presented, without the need for further repudiation
from the dealer. There are two types of complaints: (1) the dealer does not send anything to the receiver.
(2) the dealer sent an invalid share to the receiver. To make type (1) public verifiable, we let each dealer

in the deal phase broadcast the vector of all encrypted shares under the receivers’ public keys, such that
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everyone can check the existence of ciphertexts. 8 For type (2), we leverage verifiable decryption: if
the decrypted share is invalid, the receiver can generate a NIZK proof showing the share is the correct

decryption, which, together with the share itself, serves as a publicly verifiable complaint.

Why not using PVSS? We note that a publicly verifiable secret sharing (PVSS) scheme may look suit-
able for the setting with silent dealers, as the qualified set can be determined without the complaint
phase. However, as we discussed before, existing PVSS schemes that produce field-element secrets
are not adaptively secure. Moreover, our approach enables significantly better performance, due to the
following reasons: (1) our approach incurs asymptotically lower verification cost for each node, as one
verifiable complaint is sufficient to disqualify a malicious dealer, which means that a node needs to ver-
ify correctness proofs for at most O(s + n) decrypted values; In contrast, in a PVSS-based approach,
a node has to verify the encryption correctness proofs for all O(sn) encrypted shares. (2) Proving and
verifying decryption correctness can be pratically more efficient. Our scheme can be instantiated with
standard ElGamal encryption and Schnorr proof, while proving the validity of encrypted shares usually
requires a special encryption scheme (e.g., Paillier (Lindell and Nof, 2018), Lattice-based (Gentry et al.,
2022)) and a range proof (Gentry et al., 2022), which are considerably more expensive. (3) In our ap-
proach a node is not required to prove or verify decryption corretness when there is no complaint, while

proving and verifying encryption correteness are always mandatory in PVSS-based approaches.

Simulating encrypted shares in the face of adaptive corruption. Now an honest (selected) dealer needs

to broadcast the sequence of encrypted shares (Enc(eky, (1)), Enc(eks, f(2)),...,Enc(ek,, f(n))),

where ek; is the public encryption key of the party P;, and f is the secret polynomial such that f(0)
defines his secret. When an adversary corrupts P;, it knows the decryption key dk; and thus the de-
crypted share f(i). However, in the security proof, a simulator should not know f(0) and all f(i)’s,
while it needs to generate all ciphertexts to simulate an honest dealer. Under adaptive corruptions, we
essentially need a non-committing public key encryption scheme (Brunetta et al., 2024), which enables
the simulator to generate valid ciphertexts without knowing the plaintexts and later open the ciphertext
to an arbitrary value. However, general non-committing encryption is impossible in the standard model,
unless the secret key is unresonably long (Nielsen, 2002; Brunetta et al., 2024). We may employ a public

key encryption scheme in the random oracle model to circumvent this difficulty °. Particularly, let us

8We remark that one can broadcast the vector of shares at a marginal cost increase compared to broadcasting one share by
leveraging the effective broadcast extension trick, such as (Nayak et al., 2020).

9Now we can see the choice that we do not prove the validity of encrypted shares is critical, as otherwise, we may not use
random-oracle model PKE.

42



think about the hybrid ElGamal encryption: we have ek = ¢* € G, dk = x € Zj, and the ciphertext c in
the form of (¢, Hash(ek™) @ m), where g € G is the generator of the group G of prime order p, € Z,,
is the fresh encryption randomness, m is the plaintext, Hash is a hash function modeled as a random
oracle, and @ is the XOR operation on the message space (assuming binary encoded for simplicity).
Then, the simulator could first generate a ciphertext as (¢”, u), where u is uniformly sampled from the
plaintext space. Later, when the plaintext m is known, the simulator programs the random oracle such

that Hash(ek”) = u & m, which opens the ciphertext to m.

Preventing leakages due to publicly verifiable complaints. We observe that our publicly verifiable com-

plaints expose the decrypted results to the public, which, in some sense, provides a decryption oracle and
can potentially be leveraged by malicious nodes to break the confidentiality of the encryption scheme.
We can patch this issue by employing a chose-ciphertext-attack (CCA) secure encryption scheme. How-
ever, as we already have many other requirements for the encryption scheme, we must be careful to
ensure all requirements are compatible. For example, the encryption scheme must be non-committing
and require programmable random oracles, which cannot coexist with standard CCA approaches like
Naor-Yung (Naor and Yung, 1990). Meanwhile, our complaint phase needs efficient proof of decryp-

tion, which means the ciphertext must preserve some structures to enable efficient proof systems.

We use a signature of knowledge (Chase and Lysyanskaya, 2006) to handle this issue. Specifically, for
the hybrid ElGamal encryption whose ciphertexts are in the form of (¢y = ¢",c; = Hash(ek”) & m),
we require the dealer P; who produces (cg, ¢1) to sign its ID 7 using the knowledge of r against ¢y = g".
Then, in the security proof, the simulator could extract r from the signature of knowledge, which enables
the simulator to know the encrypted share without the help of a decryption oracle. We will see other

benefits of this approach when we detail the concrete encryption scheme.

Further optimizations to DKG: After overcoming the difficulties of adaptive security, we turn back to

optimizing the performance.

Reducing communication of complaints by any-trust group again. A straightforward complaint phase is

to let all nodes directly broadcast their (verifiable) complaints to the network. In practice, it means there
could be O(n) broadcast again, which can incur an unpleasant overhead. In addition, the cost cannot
be reduced by our extended broadcast channel techniques either. Our broadcast technique enables one

node to broadcast large-size messages, but now there are many senders.
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We optimize the complaint phase via the following observation: one valid complaint is enough to dis-
qualify a dealer, and thus, there is no need to include all complaints in the broadcast channel. We,
therefore, design a complaint phase with the following three steps. First, each node disseminates the
complaints using a multicast channel so that all nodes receive all complaints made by all other honest
nodes. Second, we sample an any-trust group again, and let the group members deduplicate the com-
plaints. Each group member will maintain a concise complaint list that contains at most one complaint
for each dealer and all dealers complained by honest nodes. Finally, we let the group members broadcast
their complaint lists, which guarantees that all malicious dealers will be disqualified. With the optimized
complaint phase, there are O(s) any-trust group members, each posting at most O(s) complaints, where

s is the size of an any-trust group.

On the choice of VSS/polynomial commitments. While the VSS scheme in KZG DKG (Kate et al., 2010)

is usually believed to be the most efficient instantiation, we do not use it in our DKG scheme due to the
following considerations: (1) The polynomial commitment scheme in KZG VSS necessitates a structural
common reference string, and securely establishing it in decentralized applications requires additional
efforts. (2) The communication benefits of the VSS scheme do not exist in our setting. Although its
commitment size is constant, we need to broadcast all encrypted shares (and their encrypted proofs)
anyway. (3) The generated public key is in a pairing-friendly group. We need to make an extra effort to

adapt it for Schnorr signatures.

Instead, we employ a VSS scheme based on a more classical polynomial commitment. Specifically,
the commitment to a ¢-degree polynomial f is the form of ¢/, ¢/ . ¢/ where n > ¢ is the
number shares needed to distribute. By the checking technique from Scrape (Cascudo and David, 2017),
a receiver could verify the n + 1 group elements committing to a ¢-dgree polynomial at the cost of O(n)
group operations. Then, to verify each share f(7), one just needs to perform one group exponentiation
operation, such that verifying O(n) shares from the dealer just costs O(n) group operations, which

guarantees a computationally efficient complaint phase.

Using multi-recipient encryption. For the PKE scheme, we have proposed the hybrid version of ElGa-

mal, which is non-committing and supports verifiable decryption. In our DKG, we use the multi-recipient
variant of it (Bellare et al., 2007), which reuses the ¢” component across ciphertexts under different pub-
lic keys. It greatly reduces the broadcast cost, making the ratio of ciphertext size and share size close
to 1. Moreover, recall that we use proof of knowledge of r to prevent leakages from decryption oracles,

and using multi-recipient encryption will only incur one proof of knowledge by each dealer.
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Optimization to broadcast channels: A practical extension trick. Two primary approaches for broad-
cast channels include using Byzantine broadcast (BB) protocols (Gilad et al., 2017; Chen and Micali,
2019; Dolev and Reischuk, 1982) or utilizing existing infrastructure like blockchains. Implementing a
large-scale BB protocol can be intricate and susceptible to errors; thus, using established blockchains is
an attractive, simpler, and modular alternative. However, on-chain storage is generally an expensive and
scarce resource. While the broadcast cost in our DKG for thousands of participants has been reduced to

a few Megabytes, it can still be a considerable burden for blockchains.

Therefore, we present a practical extension to a blockchain-based broadcast channel by leveraging a
multicast channel and a data dispersal network (DNN) like IPFS (Trautwein et al., 2022). Our design is
simple and modular, retaining the major benefits of using blockchain, and it enables a sender to broadcast
an arbitrarily long message while incurring constant on-chain storage cost. Though it may be folklore
to write digests alone into a blockchain to save bandwidth, we are unaware of any design with a formal
agreement guarantee. We believe this component may be of independent interest. More details are in

Section 3.7
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3.4 Modeling

Communication model. We assume the network is synchronous, and protocols proceed by rounds.
Every participant has access to multicast and broadcast channels with different guaranteed delivery time.

They both achieve validity, while broadcast channel additionally guarantees agreement.

Validity. When an honest node sends a message via this channel, all honest nodes can receive this mes-

sage by the end of the round.

Agreement. At the end of a broadcast round, honest receivers always receive the same message from this

channel, even when the sender is Byzantine.

Threat model. Prior to protocol execution, every node honestly generates their public key/secret key
pairs and sends public keys to all other nodes. After the setup, the adversary can adaptively corrupt any
node during the protocol execution and control their subsequent behaviors. Particularly, the adversary
controls what messages a corrupted node will send in the same round it gets corrupted. However,

messages already multicasted or broadcasted by node ¢ before ¢ become corrupted cannot be retracted.
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3.5 Any-Trust DKG Protocol

Following the technique overview in Section 3.3, we present our Any-Trust DKG in Section 3.5.1 based

on the building blocks in Section 3.4, and analyze it in Section 3.5.2.
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Round 1 (broadcast): each P; do:

I': /7 determine whether it is elected as a dealer.

2: VRF.Sortition(rvk;, rsk;, rand, “deal”, ratio) — CRYe?!

3: if CRY® =1, //if not, update FS secret key and exit the round

4: then FS.Update(FS.sk;[1]) — FS.sk;[2], erase FS.sk;[1], exit Round 1
5

// only elected users continue the followings.
6: sample (ap,a1,...,at) < Z;Jrl, define f(X) = Z ar X7

7 : commit to the random polynomial f(X): (cm; = gf<j))j€[07n]

8 : encrypt shares: PKE.MREnc((ek;)icn)s (f(?))ig[n]) = (c05---,cn)

9: sign the ID ¢ using the knowledge of r: SoK.Slgn(co, r,i) — opL
10 :  denote trans;[1] < (CRYe!, (emj)jeins (€)jem]> opL)
11: sign the transcript using FS: FS.Sign(FS.sk;[1], trans;[1]) — o;
12 :  Updat the secret key of FS: FS.Update(FS.sk;[1]) — FS.sk;[2]
13: erase FS.sk;[1], f(X), (f(4))ie[o,n], and encryption randomness
14 :  broadcast (i, trans;[1], o;[1])
Round 2 (multicast): each P; do:

T': receive:{(7, trans;[1], 0;[1]) fjep, for D C [n]

set Dy, Do, D3, C =0

2
3 : // prepare dual code for verifying polynomial commitments
4

sample an (n — t)-degree polynomial ¢(X) € Zp[x], compute

5: cmf:#,VTG[O,n]
Hj:o,j;AT(T )

6 : for j € DJ// verity each broadcast transcript as below

7: // ignore the transcript if the FS signature is invalid

8: if FS.Vrfy(FS.vk;,1,0,[1],trans;[1]) = 0, then continue

9: /I verify if it is in a good format and the sortition credential
10 : if parse trans;[1] = (CR?eal (cm.(,]))_re[n], (cs.j))TE[ Uéjl_)) failed
11: V VRF.Vrfy(rvk;, rand, ratio, “deal”, CRJ*") = 0
12: /lcheck if (cm(Tj))Te[n] commits to a t-degree polynomial
13: Y H (]) m>- # 1g V SoK.Vrfy(c; ) O'E)JL),]) 0
14 : then ]D)l = Dy U {j}//if any fails, disqualify j immediately

15:  elseif PKE.Dec(dk;, c?) = sk A g*Fi’" £ cm'®)

16 : //generate a complaint, and update the complaint list
17:  then PKE.Prove(c!), ¢\ dk;, sk{) — T, Do = Dy U {(4,T;)}
18 : /lotherwise, update the candidate output list

190 elseDs =D3 U {j},C = CU{( (emi)refon, sh"))}
20: Do — trans;[2], FS.Sign(FS.sk;[1], trans;[2]) — 04[2]
21: if Dy # 0, then multicast (4, trans; (2], 0;[2])

FIGURE 3.1: The Any-Trust DKG construction (Part 1).
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Round 3 (broadcast): each P; do :

I': Treceive {(7,trans;[2],0;[2]) },er,, for Ry C [n]

2 : // determine whether it is elected for broadcasting complaint list
3: VRF.Sortition(rvk;, rsk;,rand, “agree", ratio) — CR7&"®
4: if CR¥®™ =1, //if not, update FS secret key and exit the round
5: then FS.Update(FS.sk;[1]) — FS.sk;[2], exit Round 2

6: set DisQual, CompList = @// start to deduplicate complaints
7: forj € Ry,if FS.Vrfy(FS.wkj,1,0;[2], trans;[2]) =1

8: then for (k,T'y) € trans;[2]// check every complaint by P;
9: /I if Dy, has not been disqualified, verify the complaint
10 : if k ¢ DisQuaI,parse Ty = (skzj(.k), 4
I1: //c (k), c; ) are what P; received at line 1 of round 2
12 if PKE.Vrfy(c§®, e, 1)) =1 /\gSk;k) # cm®
13: // disqualify the dealer given a valid complaint
14 : then DisQual = DisQual U {k}
15: ComplList = ComplList U {(k,T'x)}

16 :  // stop verifying complaints from j if the complaint is invalid.
17 : else break

18 : (CR®, ComplList) — trans;|[3]

19 : sign FS.Sign(FS.sk;[2], trans;[3]) — o4[3]

20 : FS.Update(FS.sk;[2]) — FS.sk;[3]; erase FS.sk;[2]

21 : if ComList # @, then broadcast (3, trans;[3], o;[3])

At the end of Round 3: each P; do :

T: Treceive {(7,trans;[3], 0;[3]) }cr,, for R C [n]

2 : set DisQual =0

3 : // decide the disqualified set based on broadcast message
4: forjeRy

5:  parsetrans;[3] = (CR7¥™, CompList)

6: if FS.Vrfy(FS.vk;,2,0,[3],trans;[3]) =1

7: A VRF.Vrfy(rvk;, rand, ratio, “agree”, CR;g'ee) =1
8: then for (k,I';) € CompList

9: // put a newly complained dealer in the list
10; if k ¢ DisQual A PKE.Vrfy(c§®), ¢{™), Ty) = 1
11: Aglem £ cmg.k)
12 : then DisQual = DisQual U {k},
13: set Qual = D3 \ DisQual
14 : output:
15: pk = H cmf)j),ski: Z skzm

J€Qual JEQual

16 : H cm(J) for every T € [n]

JE€Qual

FIGURE 3.2: The Any-Trust DKG construction (Part 2).
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3.5.1 The Construction

The construction is based on building blocks such as PKE (along with the proof decryption system), the

forward-secure signature FS, the VRF-based sortition VRF, and SoK.

Setup. Given the security parameter \, the number of participants 7, and the corruption bound ¢ (where

the adversary can corrupt up to ¢ parties), configure the system as follows:

GROUP DESCRIPTION: Based on the security parameter A, determine the group G of prime-order p

and its generator g.

PKI SETUP: Every participant P; produces three key pairs: (ek;, dk;) for PKE, (rvk;,rsk;) for VREF,

and (FS.vk;, FS.sk;[1]) for the forward-secure digital signature scheme.

RANDOM COIN: Uniformly select a string rand <s {0, 1}* that is independent of all users’ public

keys.

The setup also determines the value of ratio for VRF-based sortition. Given n participants executing
the sortition algorithm with ratio, the chosen committee will form an any-trust group. We assume the

required configurations for the underlying channels are established during this setup phase.

Protocol Details.  Post-setup, all participants collaboratively run our DKG protocol, detailed in
Fig.3.1. The protocol initiates with a broadcast round, transitions to a multicast round, and concludes

with a final broadcast. A brief overview of each round is as follows:

—Round 1. Nodes initially determine if they’re selected as dealers. If not, they refresh the secret key
and exit the round (lines 1-4). Elected dealers sample a t-degree polynomial f to decide secret shares
sk; = f(i), commit to sko, ..., sky, encrypt shares sk, ..., sk, using others’ encryption keys (lines
6-8), and sign their ID using the knowledge of r w.r.t. ¢cg = ¢" in the ciphertext (line 9). Dealers then
sign the commitments and ciphertexts, update their signing keys, erase secret information, and broadcast

the signed commitments and ciphertexts (lines 10-14).

—Round 2. Nodes receive the broadcasted messages (line 1). For every message, they authenticate the
signature (line 8); if failed, they move to the next message. Otherwise, they validate its format, the VRF
sortition certificate (lines 10-11), and the signature of knowledge (line 13). Moreover, they ascertain
if the committed values match valid coefficients of a ¢-degree polynomial (lines 3-5 and 12-13). If
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a transcript fails verification, the dealer is instantly disqualified (line 14). Otherwise, they check the
decrypted share’s validity against the commitments and, if inconsistent, generate a verifiable complaint

against the dealer (lines 15-17). All complaints are multicast.

—Round 3. Nodes first verify if they are selected as senders (lines 1-4). If so, they collect and verify all
complaints (using ciphertexts received from line 1 of round 2), de-duplicate them, and curate a complaint
list documenting all complained dealers (lines 6-17). They then sign and broadcast this complaint list

(lines 18-21).

—-End of Round 3. Nodes finalize the set of disqualified dealers based on received complaint lists
(lines 1-13). Following that, they create the public key (shares) and secret key share by aggregating

contributions from qualified dealers (lines 14-16).

3.5.2 The Analysis

Computation complexity analysis. We primarily focus on the computationally intensive operations,
particularly the group exponentiation operation EXP, and will omit inexpensive operations like multi-
plication operation and hash evaluation. In Round 1, a node who is elected as a dealer needs to generate
a commitment (line 6), which takes O(n)EXP, encrypt shares under n different public keys (line 7),
which takes O(n)EXP group expo. In Round 2, to verify a transcript, each node needs to validate its
commitment (line 10), which takes O(n)EXP, and there are expected to be s transcripts to verify. If
there are the maximal amount of Byzantine nodes, an honest node may need to verify O(n) VRF proofs
and O(n) signatures (lines 6, 8), which takes O(n)EXP, and generate O(s) complaints, which takes
O(s)EXP. In Round 3, each node verifies the complaints from other nodes. Note that a node P; stops
verifying complaints from P; upon finding an invalid complaint made by P}, and it also stops verifying
complaints against a dealer once the dealer has verifiably complained. Therefore, a node verifies at most
O(n) complaints, which takes O(n)EXP. There are no group exponentiation operations in Round 4.
Thus, even facing the maximal amount of Byzantine nodes, each node only needs to perform O(sn)

group exponentiation.

Communication complexity analysis. In Round 1, an elected node will broadcast O(n\)-size tran-
script, and there are expected to be s elected node, where ) is the computational security parameter, and
the sizes of a group element, a digital signature, and a VRF credential, are counted as O()). So the
communication cost in Round 1 is sB8(n\), where B(¢) denotes the communication cost of broadcasting
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¢ bits by one sender. There will be no further communication if all nodes behave honestly. Otherwise,
in Round 2, each node may need to multicast O(s) complaints, which in total incurs the communica-
tion complexity of nM(s\), where M () denotes the communication cost of multicasting ¢ bits by one
sender. In Round 3, there are O(s) elected nodes each broadcasting O(s\)-sized complaints, which in-
curs the communication complexity of sB(s\). In summary, the good case communication complexity

is sB(nA\), and the adversarial-case communication complexity can be sB(n\) + nM(sA).

Security analysis. The robustness ensures all participants at the end of the protocol obtain the same
public key and correct shares. It follows the facts: (1) there is at least one qualified dealer, and (2) all
malicious dealers will be disqualified. From the security of VRF-based sortition and the forward-secure
signature, at least one honest node will be selected as a dealer, and it can successfully broadcast its valid
transcript even if it later becomes corrupted, which ensures (1). From the security of the polynomial
commitment, if a dealer is not complained by any node, then all honest users receive consistent shares
from the dealer. Our complaint phase guarantees that every dealer who is complained by an honest node

will disqualified. Therefore, we have (2).

Proving the oracle-aided algebraic simulatability is more involved. At a high level, we need to construct
an efficient simulator that, on input from a sequence of group elements, produces an indistinguishable
view for an adaptive adversary with the help of a DLog oracle. We follow the techniques from (Ba-
cho and Loss, 2022) to simulate the polynomial commitments and opening shares for corrupted nodes.
However, broadcasting all encrypted shares in our protocol poses additional challenges for security
proof. Particularly, the simulator needs to simulate all ciphertexts without knowing the shares. It also
needs to simulate the proof of decryption without using the decryption oracle of the underlying encryp-
tion scheme. As sketched in Section 3.3, we leverage the non-committing encryption and signature of

knowledge to handle these challenges. Formally, we establish the following theorem.

THEOREM 1. The Any-Trust DKG satisfies robustness and (t, k, T 4, Tsim)-oracle-aided algebraic simu-
latability against adaptive adversaries (cf Def.3), withn > 2t+1, k < n(t+1) and Tgjm < T4+O(snt),

under the DDH assumption in the ROM, and assuming the security of the underlying forward-secure sig-

nature scheme. For static adversaries, it further achieves the key-expressability(cf. Def.4).

PROOF. Under DDH assumption in ROM, our building blocks, including the VRF, the NIZK proof
of knowledge, the proof of decryption, and the multi-recipient encryption are secure.
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First, we argue that when up to ¢ parties are (adaptively) compromised, each remaining honest node F;
would output the same (pk, (pki)ie[n]) € G™*!. Note that the public key pk and the vector of public key
shares are deterministically computed based on the set of qualified dealers, which are further determined
by the information in the broadcast channel. As all honest users have the same view of the broadcast

channel, our argument follows easily.

Then, we show that when up to ¢ parties are (adaptively) compromised, the secret share sk; € F of
each remaining honest node P; satisfies pk; = ¢**. Recall that pk = HjeQual cm(()j), and pk; =
[icqual cml@ for i € [n]. Based on line 10 of round 2, for each j € Qual, with an overwhelming
probability, there is a polynomial f;(z) € Z,[X] whose degree is up to ¢, such that cmgj ) = gfi(®),
Therefore, define f(X) = 3 ;cquar f5(X), and then it follows that pk = ¢/() and pk; = g/(). Mean-
while, every honest P; should have f(i). If an honest P; does not have f(i), there must exist an index
J € Qual such that P; does not have f;(¢). In this case, P should follow the protocol description and
multicast a verifiable complaint against the dealer j to all other parties. As the verifiable complaints are
posted to the broadcast channel by an any-trust group, a verifiable complaint against 7 must be included.

Then, j should be disqualified, which contradicts our assumption that j is in Qual.

It remains to show that the set Qual is non-empty. By parameter and the security of VRF, the sampled
committee contains at least one honest node with high probability. We argue this honest node will be
included in Qual. Particularly, this node shall broadcast an honestly generated transcript that contains
valid shares. It is easy to see that the complaints in our system are unforgeable due to the soundness of
proof of decryption. Therefore, this node cannot be disqualified because of this transcript. Moreover,
although this node may be corrupted after it sends out the transcript, by the forward security of the
underlying signature scheme, the adversary cannot send another message with a valid signature in this

round, which means the honest node cannot be disqualified because of post-corruption.

Finally, we show that, for any two sets, I; and I5, with ¢ + 1 honest participants each, a unique secret
key sk can be reconstructed from their secret shares. Recall that every honest P; should have f(i) and
for all j € Qual, polynomial f;(x) € Z,[X] whose degree is up to ¢. By the uniqueness of polynomial
interpolation, for any two sets, [ and I, with ¢ 4+ 1 honest participants each, the same sk = f(0) will

be reconstructed. Moreover, pk = gSk.

Given its length, the analysis for the oracle-aided algebraic security is presented in Lemma.3, and the

analysis for the key expressability is in Lemma.4. (]
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LEMMA 3. The Any-Trust DKG satisfies (t,k, T 4, Tsim)-oracle-aided algebraic simulatability.

PROOF. By definition, if II satisfies the oracled-aided algebraic simulatability, then, for every adver-
sary A, there will be an algebraic simulator Sim which can indistinguishably simulate the environment
for A. We proceed with the proof by presenting the code of a universal simulator Sim, which has access

to the adversary A.

On inputs a vector of group elements { = (¢**, g*2,...,¢%) for k = n(t + 1), Sim can simulate each

phase of IT for A as follows.

SETUP. Sim initializes the set of corrupted parties C = (), the set of honest parties 7 = {P; };c[n], and
a table ROp;st = () to record the query history of the random oracle. Then, it follows the protocol speci-
fications to generate the public parameters and key pairs for all honest users. It answers the adversary’s

queries as follows.

e Corruption queries. When A asks to corrupt the party P;, Sim first checks if |C| < ¢. If the
check fails, it ignores this query; otherwise, return the secret keys of P;, and update the sets
H =H\{P;} andC =CU{P;}.

e Random oracle queries. When A queries the random oracle with an input x, Sim checks if
has been asked before. If there is a record of (z, output,,) in ROp;st, return output, ; otherwise,

uniformly sample output,, add (x, output, ) to ROy;st, and return output,,.

Round 1. For every honest party P; € #, Sim runs the Self-Election procedure using P;’s VRF secret
key. We assume w.l.o.g. there are s’ < n honest parties being selected and denote the set by Hee =
{Ds,..., Dy}, where each party has its credential CRj deal- Then, Sim simulates the Commit to secret

procedure on behalf of each D; € Hele as follows.

e Denote Qj = (Cj,OaCj,lv .- ~7€j,t)

= (gz(jfl)(tJrl)Jrl’gz(jfl)(t+1)+27 . ,gzj<t+1>)'
e Generate the commitments cm') = 11 ™, for every T € [0,7)]
T pE[0,t] Sg,p y ol
e Generate the ciphertext (cg ), cgj ) . ,c(J )), where c(()] ) — g"7 for some r; <$ Z,, and ng ) —$

{0, 1} e P] for 7+ € [n).
e Use the simulated signer algorithm of SoK to sign j w.r.t. c(()j ) and obtain a simulated signature
of knowledge al()ja.
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e Broadcast (CR?ea', cm(()j), ... ,cmg), céj), e cﬁj), U,(Dj)) along with its forward-secure signa-

ture on it.

Sim needs to answer the queries from the adversary. For the random oracle queries and corruption
queries made before broadcast, Sim can respond as it does in the SETUP phase. We discuss its strategy

for answering these queries that are made after the broadcast below.

e Corruption queries. When A asks to corrupt the party P;, Sim first checks if |C| < ¢. If the
(4)

check fails, it ignores this query; otherwise, Sim queries the oracle DL, (-) with cm;”’ for all
§ € Hele With its representation (1,4, .. i) over ¢j. Sim will receive §§j ) from the oracle.
Then, Sim records all {xz(j )}, which are secret shares dealt by honest dealers. Sim can obtain
the shares dealt by corrupted dealers for P; by decrypting the encrypted shares using dk;.
Finally, Sim returns the secret shares for P; and its decryption key dk; to A, and updates the
sets H = H\{P;} andC =CU {P;}.

¢ Random oracle queries. Before answering any random oracle queries at this stage, Sim first

calculates a matrix of group elements

7,1 Y1,2--- Yin

V2,1 V22--- V2m

Vs'1 Vs'2--- Vs'n

where each y; ; = pk;’ for j € [s] and T € [n], pk. is the encryption public key of P;, and r;
is the randomness used in encryption by Sim when simulating D;. Sim checks if any ;- has
been asked before and aborts in one is in the query history. Otherwise, continue.

When A queries a message x, Sim performs as follows.

—1If x # ~y; - for any j and 7, proceed as what it did in the Setup phase.
—If x = ~;, for some j and 7, checks if P, has been corrupted. If it has not been corrupted,
then Sim first queries the oracle DL,(-) with em¥ and its representation (70,71, ..., 7) over
¢j- Sim will receive & from the oracle. If it is corrupted, then ;- has been recorded by
Sim. Finally, it sets output, = c(Tj) @& 7, records (yj,7, outputﬂw) into ROp;st, and returns
output,, to A.
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Other rounds. Sim simulates the behavior of honest parties by following the specifications of the
protocol, except that whenever an honest party P; needs to decrypt an encrypted share (co, c1, ..., ¢p),

Sim instead performs the following procedures for decryption.

e Use the extractor of the SoK to obtain 7, such that ¢y = ¢". Then, use r to “decrypt” the

encrypted share as sk; = Hash(ek]) & ¢;.

The queries from A are answered in the same way as Sim did in Round 1.

Let Quale be the set of qualified nodes that are corrupted before the Round 1, and Qual = QualgUHe.
For every j € Quale, the dealer must have distributed its secret shares to honest nodes; otherwise, it
will be disqualified. As Sim has always controlled more than ¢ + 1 honest participants, it can recover the
secret key sk; w.r.t. pk; for every j € Qualc. Therefore, Sim can output the algebraic representation

for the public key as:

pk = H pk?j :ngeQualc sk H GEG=D(H)
j€Qual J€E[s’]

Now, we argue that the simulator specified above satisfies the requirements of oracle-aided simulatabil-

ity. First, it is easy to verify that the running time of Sim is 7’4 + O(snt).

Then, we show that view 4, 11 and view 4 , 17 are identical, under the condition that Sim never aborts
during the simulation. Specifically, from the point of A’s view, the commitment sequence outputted by
an honest party D; is a commitment to the polynomial f;(z) =>""_ Z(j—1)(t+1)+r+12". Note that the
input group elements of Sim are uniformly sampled, and thus, the distribution of f;(x) is also uniform,
which is identical to that in the real experiment. Moreover, in the random oracle model, the distribution
of ciphertexts simulated by Sim is also identical to the real distribution. Notably, for every pk,’ that has

been issued to the random oracle, which means that .4 can decrypt the ciphertext c; -, it follows that

cY) = Hash(pky) @ f; (7).

Next, we argue that Sim only aborts with a negligible probability. When Sim aborts, .4 must have queried
the random oracle with some = = +; , before seeing the broadcast messages. However, 7, = pky is
a uniformly random group element, as 7; is uniformly chosen from Z, and completely independent of
A’s view before g’/ is broadcasted. Therefore, A has negligible probability if outputting pk,” .
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Then, we show that Sim has made at most k£ — 1 queries to the DL4(-) oracle. Recall that Sim makes a
query to DL () whenever A corrupts a party or queries the random oracle with a message « which is
equal to some 7, -. We note that under the DDH assumption, .4 can output vy, , = pkr? only when A
has corrupted the party P- (and thus can compute v; » = (¢g"7 )sk7), except a negligible probability. As

A can corrupt at most ¢ parties, Sim will query DL,(-) at most ¢s” times, which is smaller than k — 1.

Finally, we show the simulatability matrix L of Sim is invertible. Without loss of generality, we assume
that the adversary has corrupted the parties P, . .., P, and Sim has made s't queries to DL(+) for sim-
ulating the queries from the adversary. For ease of analysis, we let Sim make some dummy queries such
that the representations of all the queries are gonna form a square matrix of order n(¢ + 1). Specifically,

Sim makes the following extra queries:

gzs’(t+1)+17gzs’(t+l)+2’ o ’gzn(t+1)7

and

[T € torje 1]
1elo,t]

The number of all queries by Simis st + (n — s’)(t + 1) + s’ — 1 = n(t + 1) — 1, which is still smaller

than k. It is easy to verify the matrix L is invertible. U

LEMMA 4. The Any-Trust DKG satisfies the key-expressability.

PROOF. This proof is similar to the proof for Lemma.3, except we don’t need to handle adaptive
corruption queries. For any PPT adversary A, we can construct a PPT simulator Sim that takes as input
a public key pk’ € G and simulates the view of .A. Assume the sef of corrupted paries is {P; };ecorr for
some Corr C [n] and |Corr| < ¢. After sampling the any-trust group, Sim, on behalf of the honest node
in the group, creates the following transcript: cmg = pk’, co = ¢" for some r < Z; For i € Corr,
sk; <$ Zp, cm; = gs’“i, and ¢; = Hash(ek]) @ sk;. For i ¢ Corr, cm; are created by Lagrange
interpolation in the exponent, while c; are randomly sampled. This transcript is indistinguishable from
an honestly generated one in the view of .A and cannot be disqualified. For every other transcript with
ecm@ = pk() which is eventually included in the qualified set, Sim can know the secret key sk) by
reconstructing it from shares held by honest nodes. Note that the final public key is in the form of
pk’ - T] pkU), and the simulator can express it by setting v = 1, sk’ = 3 sk(9). O

57



Committee Size. Recall that our construction employs a VRF-based sortition to decide the commit-
tee, in which each node can be independently elected a committee member with a probability ratio.
Assume a network of n nodes while at least hA of them remains honest. Such a sortition process will
produce a committee of the expected size of s = ratio - n. Then the probability p that at least one
honest node being elected can be expressed as follows:

p=1-(1- ) 3.1)

n

We compute the expected committee sizes necessary to ensure different values of p in networks with
varying ratios of honest parties, as depicted in Table 3.2. For example, assuming over 51% participants
of the whole network are honest, we can set the expected committee size as 38, which ensures the
resulting committee contains at least one honest node with the probability of at least 1 — 5 x 1077,
These findings are applicable to networks of any size, although for networks with n < 104, a slightly

smaller committee size may be achievable.

HR
bR 51% | 67% | 80%
1—-5x1072] 38 | 29 | 24
1—2-30 41 32 | 26
1—2-40 55 | 42 | 35

TABLE 3.2: Expected committee sizes for different probability guarantees (PR) under
different honest-party ratio (HR).
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3.6 Sub-ID Allocation for the Weighted Setting

In this section, we present a simple yet effective sub-ID allocation mechanism that enables us to apply
a conventional distributed protocol like our Any-Trust DKG in the weighted setting. Compared with
the straightforward sub-ID allocation mechanism, ours dramatically reduces the number of required

sub-IDs.

Qualified allocation. The traditional sub-ID allocation method ensures that the proportion of sub-IDs
held by honest participants is equal to the proportion of an honest participant’s weights, which we call a
perfect allocation. However, we notice a gap between the usual assumption on the honest participant’s
weight ratio, which is typically assumed to be more than 2/3 due to other components of the system,
and the honest ratio needed in threshold cryptography, which is usually just above 1/2. Therefore,
we consider a lossy-yet-qualified allocation, which guarantees that more than half of the sub-IDs will
be issued to honest participants if they have more than 2/3 of the weights'®. Formally, we have the

following definition.

DEFINITION 5 (Qualifed Allocation). Let W = (w1, ..., w,) be a sequence of positive integers. Let
A and B be any partition of the index set [n] (i.e., AU B = [n] and AN B = (). We say a func-
tion AllocateSubID(wy, ..., w,) — (di,...,dy), where d;’s are non-negative integers, is a qualified
allocation for W, if for every (A, B) s.t.

> wi>2-) w;, it holds that Y di >y d;.

i€A i€B i€A i€B

While such a qualified allocation suffices for security, we need to find an allocation method that mini-

mizes the number of all sub-IDs, i.e., ) ; dj is as small as possible.

Our method. We start by observing that dividing each w; by the greatest common division (GCD) leaves
the fraction for any index subset A unchanged. This realization provides a straightforward allocation

approach: d; = g%j' However, if the GCD is small, the total sub-IDs can be vast.

A viable approach is to modify each w; to w} so the new sequence W’ = (wf, ..., w},) has a substan-

tial GCD. This adjustment might increase some subsets’ proportions while reducing others, potentially

10While our discussion primarily centers on the gap between 2/3 and 1/2, the underlying concept can be effortlessly ex-
tended to address other thresholds or scenarios.
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strengthening the adversary. Still, we determine that any increased power for the adversary remains

capped if we limit the total adjustments.

Specifically, we call an adjustment ¢-bounded for (ws,...,w,), if the adjusted values (wf,...,w))

satisfies ;¢ [wi —w;| < t. Then,if 3, w; > 3t + 1, it ensures that for any partition (A, B) over

[n] satisfying D, 4 w; > 2- Y .. pwj, itholds that Y, , w; > > 5 wi, given the inequality:
Dowi= D wi= Y (wi— A=) (wi+ A =1 (3.2)
i€A i€B i€A i€B

Here, A; = |w; — w}|. Following the adjustment, Sub-IDs, d;, are derived by dividing w; by this higher

GCD.

Given our objective to minimize ) _; d;, the goal is to enhance the GCD. To achieve this, we consider a
target gcd, defining an adjustment function fyeq(w;) — w} as:
w; — (w; mod ged), if w; mod ged < ged/2,

w) = 3.3)
w; + gcd — (w; mod ged), otherwise.

Starting with gcd = 1, we increase it until fyeq is no longer a t-bounded adjustment for W. Utilizing
binary search can quickly find a very large gcd. While variations in (wq, ..., w,) may suggest larger

gcd’, our found ged is practically near-optimal. The allocation algorithm is detailed below.

AllocateSubID(wy, ..., wy)

binary search the largest gcd from 0 to max w;

s.t. fged is t-bounded for (w1, ..., wy)
Jaed(w;)
output (d; = gchdz )icln]

Efficiency and effectiveness. Note that our AllocateSublD is only supposed to find a ¢-bounded fgcq
for its input (w, ..., wy). So we can efficiently check whether 3 ;¢ (1 [fged(wi) — w;i| < t. Thus, the
time-cost of AllocateSublD is O(nlogn). Meanwhile, using binary search is effective since there is a
general trend that the larger the ged is, the larger adjustment is needed. It can give us a t-bounded fgeq
for the input with a large gcd (not necessarily optimal).
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TABLE 3.3: Comparison with Swiper/Dora.

Systems # Parties #Total Weights Swiper/Dora (2023) Ours
Aptos (Blockchain) 104 8.4708 x 108 27 34
Tezos (Tezos) 382 6.7579 x 10% 75 77
Filecoin (Filecoin) 3700  2.5242 x 10" 1895 1688
Algorand(Chen and Micali, 2019) | 42920 9.7223 x 10° 373 301
Our sub-ID allocation is a qualified allocation as per Def.5, since fqcq is t-bounded for (w1, ..., wy).

Moreover, for a set of n validators with an arbitrary power distribution, our method only issues at most

2n sub-IDs.

LEMMA 5. Given any sequence W = (w;);c[n With Zie[n] w; = 3t + 1 for some integer t, let

(d,...,dn) be the output of our AllocateSublD. It follows that ;¢ di < é’;%, which is around 2n

when n < t.

PROOF. Let gcd = [2t/n]. Itis easy to see that (wf,...,wy,) outputted by fgcq(w1,. .., wy) and

(w1, ...,wy) are bounded by n - [2t/n|/2 = t. Let d; = glgld. It holds that 3, di = ZL;;‘;JUZ <

4441
i/n] ~ 2n. O

Comparison with Swiper/Dora (de Souza and Tonkikh, 2023). A concurrent work, Swiper/Dora
(de Souza and Tonkikh, 2023), also addresses the imparity between conventional threshold cryptography
and the weighted setting. In Table 3.3, we compare our method and theirs for validator sets across
various PoS systems. The comparison is under the same condition, i.e., ensuring more than 1/2 sub-IDs
are allocated to honest parties with more than 2/3 weights. The result shows our method issues fewer

sub-IDs to large sets of validators, such as Algorand and Fielcoin''.

H'We note a recent version of Swiper/Dora(Tonkikh and de Souza, 2024) has further reduced the number of sub-IDs.
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3.7 Practical Extended Broadcast Channels

In this section, we introduce a practical extension to the blockchain-based broadcast channel. Although
it is folklore knowledge that, theoretically, one may throw all messages into the ledger to facilitate a
broadcast, this may incur prohibitive costs in practice, as on-chain resources are generally very expen-
sive. Instead, our extension empowers users to broadcast a message of arbitrary length while inscribing
only a constant-size storage on the blockchain. Crucially, our enhanced broadcast channel retains its
original simplicity and modularity. Users can conveniently interact with it using the APIs of well-
established infrastructures, including both blockchains and a data dispersal network (DDN) like IPFS
(Trautwein et al., 2022).

3.7.1 Building Blocks

We formalize our building blocks. For simplicity, we model a blockchain as a public bulletin board

(PBB) that allows users to post and retrieve data.

Public Bulletin Board. We follow the model of PBB presented in (Kidron and Lindell, 2011) and extend

it to support keyword-based retrieval. A user can interact with PBB by using the following queries:

e getCounter() — t. It returns the current counter value ¢.

e post(kw,v) — ¢. On receiving value v along with a keyword kw, it increments the counter
value by 1 to ¢, stores (¢, kw, v), and responses ¢.

o retrieve(tstart, tend, KW) — {(v;, t;) }. It returns all pairs of (v;, t;), such that tsart < t; < tend

and kw is their keyword.

We care about the storage cost of PBB. For a user posting ¢ bits to the PBB, we denote the cost as P5(¥).

We assume that a PBB satisfies the validity and agreement.

VALIDITY. Assume an honest user posted (v, Kw) to the PBB and received ¢. Then, every honest user
who retrieves with (fstart, tend, KW') such that tgare < ¢ < teng and kw' = kw will receive a sequence of

value/counter pairs containing (v, t).

AGREEMENT. If an honest user retrieving with (¢start, tend, KW) when getCounter() > tenq receives a
sequence of value/counter pairs S, then every honest user retrieving with (¢start, tend, KW) will receive
the same S.
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It is rather straightforward to use PBB as a broadcast channel by simply posting a broadcast message

into the PBB. The authenticity can be established with standard digital signatures in the PKI model.

Data Dispersal Network. A data dispersal network (DDN) provides a platform where one can provision
a data block for others who may need it. Compared with standard multicast, which is also for data
dissemination, DDN saves communication costs when there are multiple nodes providing the same data
block. Assuming there are m receivers out of n potential receivers, and there are k data providers for a
data block of ¢ bits. Through multicast, every sender needs to send their data to every potential receiver,
incurring the communication cost of k£ - M(¢) = O(knf). In contrast, through DDN, each receiver

receives exactly one copy of data, incurring a total communication cost of O(m/), which is smaller than

M(0).

In principle, we can either use an erasure-code-based information dispersal protocol (Reed and Solomon,
1960) or practical infrastructure like IPFS (Trautwein et al., 2022) to instantiate a DDN. In this work,
we focus on the IPFS-based instantiation as it becomes easier to implement (given IPFS already exists)

and model it with the following two queries, which might be specific to the instantiation.

e register: on receiving a node ID nid and a block ID bid (which is the hash value of the data),
it checks whether bid has been registered. If not, add a new entry (bid, nid); otherwise, it
appends nid to the existing entry with bid.

e retrieve: on receiving a block ID bid, it returns the associated datablock v, by orchestrating

the data flow from candidate providers.

We assume as long as there is an honest data provider who has registered bid and remains active, every-

one can retrieve the data block with bid. We denote the cost of registering for s data blocks as R(s).

3.7.2 Our Extended Broadcast Channel

A strawman and our intuition. A naive approach to broadcasting a sizeable data block involves
posting its ID, denoted as bid, on the PBB while simultaneously registering both bid and the sender’s ID
(nid) on the DDN. However, this methodology cannot guarantee agreement. Specifically, a malicious
sender has the capability to selectively deny some retrieval requests on the DDN. Moreover, an adaptive
adversary, upon observing the bid on the PBB, can corrupt the sender, subsequently rendering the data

inaccessible on the DDN.
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Round 1: each sender S;(v;) do:
compute the block ID: Hash(v;) — bid;

post PBB.post(kw, bid;), kw := (sid||send); multicast v;

Round 2: each receiver P; do:

PBB.getCounter() — #]

/I assume the index set of senders is J

PBB.retrieve(t;, t;, sid||send) — {(bid;.,t;)}cs

receive multicast messages: {v’ }je;

for j € J : if Hash(v}) = bid;, then valid; = 1;else valid; = 0
VRF.Sortition(rvk;, rsk;, rand, “check", ration,) — CR;

if CR; AL

then PBB.post(kw’, CR;||(valid;),cy), kw' := (sid||check)

Round 3: each receiver P; (with node id nid;) do:
PBB.getCounter() — ¢,

PBB.retrieve(t, t}, sid||check) — {CRy||(valid'™);c; }rex
verify every CRy,, and obtain the valid set K C K’

. K
for j e J:if Zvalldgk) > %—Fl

kekK
then final; = 1;else final; =0

for j € ], if final; = valid; = 1, then DNN.register(nid;, bid,)

At the end of Round 3: ecach receiver P; do :
for j € Jst. valid; =0

if final; = 1, then DNN.retrieve(bid;) — v;;else v; =L

output (Uj )jej

FIGURE 3.3: Our extended broadcast channel.

To address these security vulnerabilities, we suggest using DDN and PBB together in a smarter way.
Recognizing the potential threat of adaptive corruption, the sender directly multicasts the data block
to all receivers while posting the block ID bid into the PBB. Importantly, this process does not induce
additional overhead compared with the DDN-based dissemination since there is only one provider, and
all receivers will require the data block. For agreement, an honest majority committee is sampled, which
subsequently votes to validate the accessibility of the data block against the advertised bid. In scenarios
where the majority of the committee members vouch for the data block’s availability, all receivers who
successfully received the data block are then prompted to register on the DDN. This ensures that any

receivers who fail to receive the data through multicast will be able to retrieve it from DDN.
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Protocol details. We assume the PKI setup, as well as the setup for the VRF-based sortition, such
that everyone in the group gets to know others’ verification keys w.r.t. a digital signature scheme and
VREF. A ratio ratioy,, is also determined in the setup, which ensures a high probability that the sampled
committee will contain an honest majority. Moreover, we assume every message has been signed by the
sender. Besides that, a session id sid and an initial counter ¢, are supposed to be known to everyone in
the group and can be used to retrieve related messages from the PBB. We w.l.o.g. describe our protocols
in a batch manner, i.e., there can be multiple senders, as this is the situation of our DKG protocol. We

elucidate our design in Fig.3.3.

Complexity analysis. Assume there are s senders, and each of them broadcasts a message of ¢ bits to

the group with n nodes. The communication cost of our extended broadcast channel is
s-B(l) = sPB(A) + O(snl) + cPB(A + s) + nR(s),

where A denotes the security parameter (i.e., the size of a digest, the output length of a VREF, e.z.c.),
sPB(\) is caused by that s senders post their digests into the PBB, O(sn/) is caused by that the senders
multicast their message and the receivers retrieve from a DDN, ¢PB(\ + s) is caused by the selected
committee members vote for the broadcast status, and nR(s) is caused by that the honest parties register

to the DDN. Now, the on-chain storage cost is independent of L.

Security analysis. We establish the security of our extended broadcast channel in the following lemma.

LEMMA 6. Assume the underlying PBB satisfies validity and agreement, and the DDN guarantees the
data block can be retrieved when there is an honest and active provider. The protocol in Fig.3.3 satisfies

the validity and agreement.

PROOF. Our construction satisfies both the validity and agreement. Regarding validity, in our pro-
tocol, when the sender is honest, every honest receiver can receive the message v from the multicast
channel and retrieve the digest from the PBB. Then, in round 2, selected honest committee members
would vote for this broadcast (by setting and posting valid = 1), such that the final status of this broad-

cast will be 1, and honest nodes can decide on v.
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Regarding agreement, note that whether v =_ is determined by the votes on PBB. Therefore, if an
honest receiver decides on v =_, everyone will do the same thing. The potential chance causing dis-
agreement is that when an honest receiver decides on v # 1, some receiver cannot successfully retrieve

v from the DDN. Below, we show that this case is unlikely to happen.

Assume that the adversary is allowed to corrupt at most ¢ participants among all the n participants, and
the VRF-based sortition at round 2 will yield a committee C of ¢ = 2’ + 1 participants. As the parameter
is configured to guarantee the honest majority of the elected committee, it implies that, for any subgroup

A whose size is not greater than ¢, the following probability is very small:
Pr[|Z| >t +1:Z=ANC].

Now, we consider the group B of nodes that are, before the election, either corrupted nodes or honest
nodes that have received v. In the case that there are ¢’ + 1 votes endorsing the availability of v, it holds
that |[BNC| > t' + 1, which implies the probability Pr[|B| < ¢] is small. Therefore, the adversary cannot
corrupt all nodes in B even after knowing the committee C. It follows that there is always at least one
honest node that has received v and provisioned it to the DDN, such that everyone can retrieve the data

from the DDN and can agree on the value v. U
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3.8 Application to All-hands Checkpointing into Bitcoin

In this section, we delineate how our DKG yields the first realization of the checkpointing blueprint
Pikachu of Filecoin (Azouvi and Vukolic, 2022) that involves all validators in the whole blockchain

network, e.g., Filecoin, that has 3700 of them, with various mining power.

3.8.1 Realizing the Bitcoin Checkpointing Pikachu with Any-Trust DKG

We review the checkpointing blueprint Pikachu in Appendix A.1. At a high level, all validators need
to run a DKG for Schnorr signature every epoch, and the resulting public keys will be used as Bitcoin
addresses '2. A Bitcoin transaction that embeds the digest of the PoS chain at epoch i — 1 and transfers
assets from the address at epoch ¢ — 1 to epoch ¢ will serve as a checkpoint for epoch 2 — 1. All validators

jointly run the threshold Schnorr signing protocol to create such checkpointing transactions.

Pikachu only gave a proof-of-concept prototype with 21 participants due to the inefficiency of their
underlying DKG scheme. Meanwhile, as they instantiated the threshold Schnorr signature with FROST
(Komlo and Goldberg, 2020), which relies on a coordinator, there may be a single point of failure. In the

following, we demonstrate how our Any-Trust DKG can realize the blueprint efficiently and securely.

Sub-ID allocation. At each epoch ¢, the current validators of the blockchain locally run the deterministic
sub-ID allocation algorithm on a publicly agreed power distribution, and then they obtain the same sub-

ID allocation outcome. A validator with m sub-IDs will participate in further protocols as m individuals.

Our optimized sub-ID allocation algorithm in Section 3.6 issues fewer sub-IDs to validators than the
straightforward approach. We consider a snapshot of Filecoin’s validator distribution'®, which has 3700
validators with a total mining power of around 25 EB, while the power unit is 32KB. The standard
method may issue around 674 trillion sub-IDs. In contrast, our method identifies that 13 PB can be a

good GCD, and only 1688 sub-IDs need to be issued, significantly reducing the scale of the problem.

Apply Any-Trust DKG. The validators with 1688 sub-IDs will act like 1688 participants to execute the
DKG protocol to generate a public key for Schnorr signature and share the secret keys. We set ratio s =
38/1688, guaranteeing the committee has at least one good node with a probability of 1 — 5 x 1077,

Then, the validators can run our Any-Trust DKG which incurs only around 3 MB of data that needs

12Bitcoin has supported Schnorr signature since its TAPROOT update.
13https ://filfox.info/en/ranks/power
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TABLE 3.4: Checkpointing cost per annum. in USD.

#Parties | 27(Cosmos) | 2'°(Polkadot) | 2'2(Filecoin)
Babylon | 1510826.9 2266245.6 6043306.5
Ours 26048.8
*Based on the Bitcoin price on Mar. 31, 2024: 0.000708 USD per Satoshi.
to be broadcasted. It takes each node a few seconds to finish computation, even facing the maximum

number of complaints.

Checkpointing with non-interactive threshold Schnorr signature. At epoch i, the validators of epoch
1 — 1 use their shared keys to sign the checkpointing Bitcoin transaction. Note that no matter how many
nodes try to post the signed transaction to the Bitcoin, there will be only one transaction appearing on
the chain. To sign this transaction, we adopt the GJKR protocol(Gennaro et al., 2007), which does
not require a coordinator and is thus free of single-point failures. The GJKR protocol involves a DKG
as its subroutine for generating the nonce and follows a non-interactive phase where every signer can
locally compute its signature share (or called a partial signature). GJKR was believed to be inadequate
for large-scale deployment due to its DKG subroutine, which, however, is no longer a bottleneck with
our any-trust DKG. Since our DKG is key-expressable (cf. Def.4 and (Gurkan et al., 2021)), the static
security of the resulting scheme directly follows the recent result in (Shoup, 2023). Note that despite
recent advancements (Crites et al., 2023), achieving adaptively secure and robust threshold Schnorr
without using a coordinator remains a significant open problem. We leave it as future work to analyze

the adaptive security of this scheme, namely GJKR with an oracle-aided algebraic simulatable DKG.

3.8.2 Comparison with Babylon Checkpointing

Overview of Babylon. Babylon (Tas et al., 2023) is a recently proposed checkpointing scheme that does
not use DKG and threshold signature. Instead, it employs the following approach: (1) All validators sign
the digest of the PoS block to be checkpointed. (2) One honest validator collects and aggregates enough
signatures (using the BLS aggregatable signature scheme (Boneh et al., 2001)) and publishes a Bitcoin
transaction with the OP_RETURN code. This transaction contains the epoch number, the digest, the

aggregated signature, and a bit vector that indicates the public keys involved.

Comparison of Bitcoin Transaction Fees. It’s important to note that for n validators, at least n bits are
needed to encode the public key list. A Bitcoin transaction allows 80 bytes with OP_RETURN, which
means the number of Bitcoin transactions per checkpoint grows linearly with the number of validators.

Particularly, the epoch number, the block digest, and the aggregated signature together take 88 bytes;
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the bit-vector requires n bits. Therefore, the number of Bitcoin transactions for a Babylon checkpoint

can be calculated as #Bitcoin TXgabyion = 1 + [”62341.

Moreover, since it assumes an honest validator to create the checkpointing transaction, it might have a
single point of failure. This issue can be resolved by sampling a committee that includes at least one
honest validator for creating Bitcoin transactions. For the more secure version of Babylon, the number

of Bitcoin transactions per checkpoint would increase by a factor of the any-trust committee size k,

i.e., #Bitcoin TXsecure—Babylon = K + K - ["6’2%4] For k = 29 (see Table 3.2) and n = 2'2, we have

#Bitcoin TXBabonn = &, while #Bitcoin TXsecurefBabonn = 232.

In comparison, our approach (Pikachu) only requires 1 Bitcoin transaction for each checkpoint, since
the transaction is uniquely created via threshold signing, and Bitcoin will only accept one transaction no

matter how many validators try to publish it. It is naturally free of single points of failure.

We compare the Bitcoin transaction fees for checkpointing per annum in Table 3.4, where the cost of
Babylon is for its secure version. Following (Tas et al., 2023), we consider the checkpoint transactions
to be created hourly. We assume, without loss of generality, each Bitcoin transaction has 300 bytes, the
transaction fee is 14 Satoshi per byte (such that the transaction can be confirmed within six blocks as
per '#), and the price of a Satoshi is 0.000708 USD '. We evaluate the cost for PoS chains with different
numbers of validators: 27 validators for small-scale PoS chains (like the ones in Cosmos (Cosmos,
2016)), 2'%validators for moderate-scale chains (like Polkadot(Polkadot, 2016)), and 2'2 validators for

relatively large-scale chains (like Filecoin (Filecoin, 2017)).

141’1tt]_os ://btc.network/estimate
15updated on Mar. 31, 2024, from https://coincodex.com/crypto/satoshi-sats/
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3.9 Implementation and Evaluation

We implemented our proposed DKG and present the experimental results in this section.

Implementation. We implemented our protocol in Java 8, comprising approximately 1500 lines of code.
To facilitate Elliptic Curve operations and communication, we utilized the open-source Java library
mpc4§'® and the Bouncy Castle library”. Given our protocol’s primary application in creating
checkpoints on Bitcoin, we opted for the secp256k1 curve and SHA-256 for cryptographic operations.
Our implementation includes components such as VRF and multi-recipient encryption but does not
employ the broadcast extension trick in Section 3.7. It is essential to note that this implementation
serves as a proof-of-concept, demonstrating the practicality of our protocol for large-scale deployment,
even under the presence of the maximal number of Byzantine nodes. We do not implement forward-
secure signatures; however, their cost is marginal and independent of the scale. Whenever possible, we
set the expected size s of an any-trust group to 38, which ensures that the committee qualifies with a

probability of 1—5x 1079, as in Table 3.2. For small-scale tests like n = 16 and 32, we set s = n/2+1.

Evaluation Setup. We evaluate our Any-Trust DKG implementation with a varying number of nodes:
16, 32, 64, 128, and 256. Each node is encapsulated within an individual Amazon Web Services (AWS)
t3a.medium EC2 virtual machine (VM). Each VM has 2 vCPUs and 4 GiB RAM and runs in Amazon
Linux 2023 AMI 2023.4.20240416.0 x86_64 HVM kernel-6.1. All nodes are placed in the same
AWS region and are connected pair-wise; for example, every two nodes are directly connected. Since
the network delay within the same AWS region is almost negligible, we simulate a more realistic delay
by employing the Linux command t ¢ (traffic control) to introduce an artificial delay of 100 ms for all

traffic.

Implementation Remarks. We set up an additional node to simulate a blockchain, which serves as
the broadcast channel in our implementation. The blockchain node is directly connected to all other
nodes. In Round 1 and Round 3 of our DKG, whenever a node needs to broadcast a message, it sends
the message directly to the blockchain node. The blockchain node then relays all received messages in
the round to every node in the network. As our protocol assumes network synchrony and proceeds round

by round, we need to specify the time window for each round.

161’1tt]_os ://github.com/alibaba-edu/mpc4j
"nttps://www.bouncycastle.org/
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In practice, the time window setting for Round 1 and 3 can vary depending on the blockchain. For
simplicity, we artificially configure the time window to be 30 seconds: the blockchain node receives
messages in the first 20 seconds and then relays the messages. All nodes stop receiving current-round
messages at 30 seconds and move to the next round. Given such a configuration, a 60-second broadcast
running time is inherent to our experiments, and our experiments are more concerned about the running

time incurred by Round 2 and the computation cost in Round 1, Round 3 and at the end of Round 3.

We evaluate the performance of our DKG in both the good-case and bad-case scenarios. In the good
cases, all nodes are honest. In the bad cases, we set all nodes whose node ID is smaller than n / 2 to be
corrupted. A corrupted node, if elected as a dealer in Round 1, will broadcast malformed ciphertexts to
all nodes, causing n complaints against it in Round 2. Given a fixed number of nodes and good or bad

cases, each experiment configuration is repeated eight times.

In reality, the timeout parameter for the receive{} at the start of Round 3 should be calibrated based on
the communication cost in bad cases. In our implementation, the calibration is implicit: the timeout pa-
rameter is set to a sufficiently large value, while the actual communication cost in bad cases is measured

independently.

Adjusted Running Time. The total running time of the entire Any-Trust DKG protocol can be defined
by the time difference between the moment when the communication network is established and when
a node finishes computing the shared public key and its secret share. However, this measurement will
always incorporate the 60-second broadcast time, which may vary in different settings. Hence, an ad-
justed running time is measured by subtracting the 60-second broadcast cost from the running time of the
whole Any-Trust DKG protocol. Observe that the adjusted running time consists only two components:
the communication cost incurred by the multicast in Round 2, and all computation costs throughout this

protocol.

We take the maximum adjusted running time across all nodes, and all repeats, to represent the end-to-

end running time of our protocol.

The adjusted running time of bad cases are shown in Fig.3.4. In additional, a breakdown by the multicast
communication cost and the computation cost is shown within the stacked bar chart. Note that the
good cases should always perform better than the bad cases, hence, we only represent the bad cases to

demonstrate the worst-cast scenario.
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FIGURE 3.4: Worst-case adjusted running time of bad instances.

Our DKG protocol only requires a few seconds to finish the multicast round and all computation tasks,

in additional to the omitted 60-second broadcast cost.
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FIGURE 3.5: Worst-case bandwidth usage, the amount of data transfers inbound to and
outbound from a node during the protocol execution.

Bandwidth Usage. We record the inbound and outbound bandwidth of each node in Megabytes (10°
bytes) and demonstrate the maximum bandwidth usage of all nodes, and all repeats in Fig.3.5. The key

observation is that the bandwidth grows linearly depending on the size of the group.
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At first glance at the results, some non-linearity may be noticed. However, this is mainly caused by (a)
a lower sortition ratio for n = 16 and n = 32 and (b) the randomness in the sortition results in the
Any-Trust DKG protocol. Specifically, the protocol has no deterministic control over the actual number
of parties being elected as dealers, meaning fluctuations will be observed in bandwidth usage, as the

actual number of dealer may vary.

3.9.1 Performance Analysis on Large Scale

While our end-to-end implementation demonstrates that our protocol remains practical when n = 28,
we further tested the computation time of our protocol and estimated the communication cost on larger

scales ranging from n = 29 to n = 2!, this range covers the sizes of most PoS chain validators.

Broadacst cost. We calculate the total number of bits to be sent via the broadcast channel. We compare
our protocol and KZG in terms of it, ranging from n = 2% to n = 215, considering both the good case
and the bad case with the maximal number of complaints. Note that in KZG, a share along with the
proof for validating has the size of 224 Bytes; in the bad case, there are n?/2 shares (with their proofs)

to be broadcasted for public verification.

As shown in Figure 3.6, for our protocol, the costs in the good case and the worst case are very close
and grow steadily. For n = 27, the cost is around 1.05 MB, while for n = 215, the cost is approximately
61.1 MB. In contrast, while the good-case KZG has very low broadcast costs, its worst-case costs grow

quadratically and would require over 120 GB when n = 215,

Computation time. We conducted tests to measure the computation time for generating a secret-sharing
transcript (Deal) and reaching an agreement on a qualified set (Verify) in both good case and bad case
on AWS c5a.large (AMD EYPC 7002 CPU with 2 cores and 4 GB RAM). We compared our results
with KZG, utilizing the reported findings from (Zhang et al., 2022) for the good case while estimating
the worst-case scenario by assuming that n?/2 shares need to be verified (each share verification takes
1.3 ms). As illustrated in Fig.3.7, in the good case, our protocol’s performance is comparable to or even
better than KZG, although their programming language (C++) and environment (AWS c5a.24xlarge,
AMD EYPC 7002 CPU with 96 cores, and 187 GB RAM) are supposed to be superior to ours. However,

in the worst-case scenario, our protocol remains efficient while KZG becomes infeasible.
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FIGURE 3.7: Computation overhead.

Note that our computation time grows faster than KZG’s, which we believe is due to the use of a naive

implementation of multi-point polynomial evaluation. The complexity of our current implementation
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is O(n?) for evaluating an O(n)-degree polynomial at O(n) points. In contrast, the implementation in
(Zhang et al., 2022) employs an optimized algorithm whose complexity is O(n log? n). However, it is
important to highlight that our DKG protocol can benefit from the O(n log®n) polynomial evaluation
algorithm as well, and our implementation can be enhanced if a Java implementation for the algorithm

becomes available.
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CHAPTER 4

Circular Dragon: 6ptimal Adaptively Secure Distributed Key and

Randomness Generation

4.1 Introduction

Distributed key generation (DKG) (Pedersen, 1991; Gennaro et al., 2007; Canetti et al., 1999; Fouque
and Stern, 2001; Katz, 2024) is a classic problem of generating a common public key and distributing the
corresponding secret key’s shares across a network of n nodes collectively. DKG eliminates the need
for a trusted setup in threshold cryptographic systems (Komlo and Goldberg, 2020; Bacho and Loss,
2022; Das and Ren, 2024; Boldyreva, 2003; Baek and Zheng, 2003; Gennaro and Goldfeder, 2018).
It has also proven crucial for distributed coin flipping (Cachin et al., 2000; DRand, 2023), Byzantine
consensus (Guo et al., 2020; Lu et al., 2020), secure multi-party computation (Cramer et al., 2001),
securing blockchains (Azouvi and Vukolic, 2022; Feng et al., 2024b) and more. Due to its emerging
real-world deployments (potentially on a large scale) (DRand, 2023; Azouvi and Vukolic, 2022), there
has been a resurgence of interests (Tomescu et al., 2020; Gurkan et al., 2021; Feng et al., 2024a; Bacho
et al., 2024) in designing more efficient DKG.

In this work, we study DKG in the discrete logarithm setting, which has been a major focus of the topic.
We focus on the synchronous setting where there is a known upper bound on message delivery time.
Our goal is to design such a DKG with a low communication cost and low round complexity, while
retaining optimal resilience (tolerating up to n/2 corruption) and adaptive security. As we will discuss
below, despite a long line of research and recent advancements in both cryptography and distributed

computing, significant gaps remain.

“Classical” DKG with O(n?) communication cost and O(n) rounds. Most DKG protocols (Pedersen,

1991; Gennaro et al., 2007; Canetti et al., 1999; Fouque and Stern, 2001; Katz, 2024) follow a common
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paradigm where each node verifiably shares a secret to the network, ensuring every other honest node
has a corresponding share. For convenience, we call them joint-VSS DKG. For verifiable secret sharing
(VSS) (Pedersen, 1991; Feldman, 1987; Gentry et al., 2022), there is an O(n2) communication lower
bound, leading to an O(n?) overall communication for joint-VSS DKG protocols. It is easy to see
a trivial O(n?) communication cost lower bound, as every node needs to receive at least O(n) bits
indicating all other nodes have received a share. Although honest nodes may keep silent when they

receive a share, a malicious dealer can still trigger O(n) nodes to report not receiving.

There is another challenge for ensuring that all nodes have a consistent view on which nodes have
properly done their VSS. All these DKG protocols handle this issue by assuming a broadcast channel.
One may realize this assumption by implementing Byzantine Broadcast (BB) protocols (Dolev and
Strong, 1983; Nayak et al., 2020; Momose and Ren, 2021)!, which itself is expensive. Particularly, for
adaptive security?, a BB instance has to incur Q(n?)-bit communication cost (Abraham et al., 2023a),
so the DKG will incur 2(n3)-bit communication cost as it invokes O(n) BB instances. Moreover, for
BB in the absence of DKG/trusted setup, recent progresses in BB (Nayak et al., 2020; Momose and
Ren, 2021; Elsheimy et al., 2024) and cryptographic tools (Attema et al., 2021; Qiu and Tang, 2023;
Garg et al., 2024) realize deterministic quadratic-communication BB protocols. However, deterministic
protocols necessitates O(n) rounds due to the classical lower bound by Fischer and Lynch in (Fischer

and Lynch, 1982).

Recent sub-cubic DKG still requires O(n) rounds. As discussed, the cubic communication cost is
“inherent” to the joint-VSS DKG paradigm; achieving sub-cubic DKG requires a new design. Gurkan et
al. made an early attempt (Gurkan et al., 2021), where nodes first somehow aggregate their secrets, and
only very few nodes are responsible for sharing an aggregated secret. However, their protocol tolerates
only O(logn) corrupted nodes. Two recent works, by Feng et al. (Feng et al., 2024a) and Bacho et
al. (Bacho et al., 2024), finally provided DKG protocols with sub-cubic communication complexity and
optimal resilience. At a high level, the network is arbitrarily partitioned into small groups; within each
group, member nodes somehow aggregate their secrets into a “group secret”. Then, each group, by using
the delicately designed protocols in (Feng et al., 2024a; Bacho et al., 2024), can act as one single node to

verifiably share its “group secret” to the whole network. On rough terms, the number of VSS instances

Nt is possible to realize a broadcast channel through external facilities such as a national TV channel, trusted website, or
blockchains, which however introduce additional trust assumptions. Here we focus on the standard point-to-point network.

2Throughout this work, we focus on strongly adaptive adversaries (Abraham et al., 2023a) who can retract messages sent
by a newly corrupted node in the same round of corruption.
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is the number of groups, which is O(y/n) in (Feng et al., 2024a) and O(1) in (Bacho et al., 2024); The

communication cost reduces to O(n*?) and O(n? log n), respectively.

Nonetheless, the network needs a consistent view of which groups have properly finished the secret
sharing. To align with their efficiency improvement, both works adopt deterministic consensus, which

again inherently incurs O(n) rounds.

Lowering round complexity with O(n®) communication. To circumvent the barrier of O(n) rounds,
we need randomized consensus protocols, which, compared with their deterministic analogues, usu-
ally require a stronger setup or more communication. Indeed, many sub-linear-round consensus pro-
tocols (Abraham et al., 2019; Cachin et al., 2000; Lu et al., 2020) rely on unique threshold signatures
(Boldyreva, 2003) for providing a common coin, which in turn requires a trusted setup or a DKG setup.
The alternative efforts without a DKG setup involve a subroutine known as weak common coin (or obliv-
ious leader election) (Feldman and Micali, 1988; Katz and Koo, 2006; Shrestha et al., 2023; Gao et al.,
2022). Weak common coin is weaker than common coin with regard to agreement, i.e., there is a con-
stant probability that honest nodes see different values. Compromising agreement makes it easier to
instantiate. However, existing instantiations of weak common coin, again, rely on (variants of) VSS and
require at least O(n3) communication in the absence of DKG setup. In particular, the early construc-
tions by Feldman and Micali (Feldman and Micali, 1988) and Katz and Koo (Katz and Koo, 2006) use
O(n?) VSS instances, so their communication cost is (n*). Recently, Shrestha et al. (Shrestha et al.,
2023) constructed a weak common coin using O(n) VSS instances, from which, they further gave an
O(1)-round DKG, but at the cost of O(n?) communication. Their results can be seen as an extension to

the asynchronous techniques from (Gao et al., 2022) for tolerating up to n/2 corruptions.

Since existing adaptively secure weak common coin protocols already incur O(n?) communication cost,
existing randomized consensus cannot improve the round complexity of the recent sub-cubic DKG pro-

tocols.

Gaps regarding functionality. While the above discussions highlight a major gap in terms of efficiency,
there are also substantial gaps regarding functionality. In particular, for secure and efficient secret aggre-
gation, the current sub-cubic DKG protocols (Gurkan et al., 2021; Bacho et al., 2024; Feng et al., 2024a)
rely on a special variant of VSS, known as aggregatable publicly verifiable secret sharing (APVSS) from
(Gurkan et al., 2021). APVSS currently only has efficient instantiations for secrets which are elements
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of a pairing-friendly Elliptic Curve (ECC) group rather than a scalar field, making the APVSS-based
DKG incompatible with the standard discrete-logarithm (DL) cryptosystems.>

Given these limitations, we explore the following question in this work:

Can we design an adaptively secure DKG (for DL) with field-element secrets, 5(n2) communication

cost, 5(1) rounds, and optimal resilience?

4.1.1 Our Main Result

We answer the above question affirmatively. We present a new DKG protocol (“This work-II"" in Table
4.1) for DL with field-element secrets, which also attains O(\xn?logn) communication and terminates
in O(k log n) rounds with an overwhelming probability, where A and « are the computational and statis-
tical security parameters, respectively. As building blocks and byproducts, we give the first near-optimal
group-element DKG (“This work-I" in Table 4.1), which directly yields a coin-flipping protocol. Our
DKG is robust against adaptive adversaries, ensuring that honest nodes always obtain valid key shares.
Regarding secrecy, we prove our protocol satisfies oracle-aided algebraic simulatability against adap-
tive adversaries, proposed by Bacho and Loss in (Bacho and Loss, 2022) to capture the adaptive security
of many classic DKG protocols including Pedersen’s (Pedersen, 1991), GJKR (Gennaro et al., 2007),
and Bingo (Abraham et al., 2023b). As a bonus, we also prove our DKG satisfies full secrecy (Gennaro

et al., 2007; Katz, 2024) against static adversaries, ensuring the generated key is not biased.

We remark that the static full secrecy matches the security of GJKR (Gennaro et al., 2007) and the recent
work of Katz (Katz, 2024), while for most DKG protocols, including Pedersen (Pedersen, 1991) and the
recent sub-cubic DKG protocols (Feng et al., 2024a; Bacho et al., 2024; Gurkan et al., 2021) cannot

achieve it. Actually, for DKG with public PK shares, no existing protocol achieves adaptive full secrecy.

3We note that (Feng et al., 2024a) also presented a sub-cubic DKG without using APVSS, but it still is unclear how to
reach near-quadratic communication cost without APVSS.
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TABLE 4.1: Comparison with existing synchronous DKG protocols

Protocol Resi. Comm.Cost Round Field? Adap.? Assumptions
Pedersen (Pedersen, 1991) 1/2 O(An3logn) O(n) v v DL
GIKR (Gennaro et al., 2007) 1/2 O(An3logn) O(n) v v DL
Katz (Katz, 2024) 1/2 O(An3logn) O(n) 4 X PKE+NIZK
CGJ+ (Canetti et al., 1999) 1/2 O(\n3logn) O(n) v v DL + Erasure
GJM+ (Gurkan et al., 2021) logn/n  O(Mn?log?n) O(n) X X APVSS
SBKN (Shrestha et al., 2023) 1/2 O(An3 logn) o(1) v X DDH
GRandLine (Bacho et al., 2024) | 1/2 O(An?logn) O(n) X v APVSS
Dragon-I (Feng et al., 2024a) 1/2 O(An25 logn) O(n) X v APVSS
Dragon-II (Feng et al., 2024a) 1/2 O(\xn?®logn) O(n) v X PVSS
This work-I (§4.6) 1/2 O(An%logn) O(klogn) X v APVSS
This work-II (§4.7) 1/2 O(Mkn2logn) O(klogn) v/ APVSS + Erasure

Resi.: the maximal fraction of Byzantine nodes the protocol can tolerate.

Comm.Cost measures the number of bits sent by all honest nodes. A and x are the computational
security parameter and the statistical security parameter, respectively.

Round: SBKN(Shrestha et al., 2023) requires O(1) rounds in expect, while ours can terminate within
O(klogn) rounds with an overwhelming probability.

Adap. ? asks if the protocol is adaptively secure. Most protocols achieve the relaxed adaptive security
definition by (Bacho and Loss, 2022), but GGJ+ achieves the standard one.

Field? asks if the secret key is in a scalar field.

Assumptions: We consistently omit the assumptions needed for efficient consensus protocols,
including SXDH and RO. PVSS relies on PKE and NIZK. APVSS relies on SXDH + BDH (Gurkan

et al., 2021) for static security and COMDL + AGM (Bacho and Loss, 2023b) for adaptive security.
(Canetti et al., 1999) and ours assume memory erasures (Canetti et al., 1996) for adaptive security.
Notes: All protocol listed require a standard PKI and a uniform random string (URS). The
comparison assumes the state-of-the-art transparent-setup consensus protocols for implementing
broadcast channels. A detailed discussion is available in Sect 4.2.2. We also defer the discussions for
asynchronous protocols to Sect 4.2.1: They all incur 2(An?) communication cost, except two recent
concurrent works (Feng and Tang, 2024; Abraham et al., 2025), which however both require stronger
setups and heavier tools, and cannot handle 1/2 corruption.
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4.2 Related Works

4.2.1 Asynchronous Distributed Key Generation

Existing asynchronous DKG (ADKG) schemes (Abraham et al., 2021a; Das et al., 2022; Kokoris-Kogias
et al., 2020; Gao et al., 2022; Abraham et al., 2023b; Groth and Shoup, 2023) follow the joint-verifiable
secret sharing (VSS) paradigm, where each node contributes consistent secret shares via asynchronous
VSS. Unlike classical DKG protocols, which can rely on deterministic protocols to reach consensus,
ADKG protocols must generate a (weak) common coin to enable randomized consensus protocols. This
challenge is similar to that of constant-round synchronous DKG protocols, as discussed in the introduc-

tion.

The ADKG protocol by Kokoris-Kogias et al. (Kokoris-Kogias et al., 2020) incurs a communication cost
of O(An*) and requires O(n) rounds, as it relies on O(n?) instances of asynchronous VSS. Later, lever-
aging the aggregatable PVSS scheme from (Cascudo and David, 2017; Gurkan et al., 2021), Abraham
et al. (Abraham et al., 2021a) proposed a more efficient randomized consensus, yielding an ADKG with
O(An?log n) communication complexity and an expected round complexity of O(1). Gao et al. (Gao
et al., 2022) further optimized this by removing the O(log n) multiplicative factor from Abraham et al.’s
result. However, both protocols (Abraham et al., 2021a) and (Gao et al., 2022) generate secret keys in
an elliptic curve cryptography (ECC) group. Notably, these ADKG protocols can directly benefit from
the adaptively secure aggregatable PVSS (APVSS) scheme (Bacho and Loss, 2023b), thereby gaining

adaptive security.

Das et al. (Das et al., 2022) introduced a field-element DKG protocol with O(An?) communication
complexity and O(logn) round complexity. Additionally, the Bingo DKG protocol by Abraham et al.
(Abraham et al., 2023b) provides a field-element ADKG protocol with O(An?) communication com-
plexity, O(1) round complexity, and adaptive security, but it relies on the KZG polynomial commitment

(Kate et al., 2010), which necessitates a common reference string (CRS) setup.

Groth and Shoup (Groth and Shoup, 2023) presented a batched protocol capable of generating O(n)
keys in a single run. On the other hand, while ADKG protocols typically tolerate up to ¢ corrupted
nodes in a system with n = 3¢ + 1 nodes, recent works (Das et al., 2023b; Abraham et al., 2023b) have
explored high-threshold ADKG, requiring 2¢ + 1 shares for secret key reconstruction.
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4.2.2 Relevant Consensus Protocols

We discuss consensus protocols that can be used to implement broadcast channels in existing Distributed
Key Generation (DKG) protocols. The most standard approach is to invoke a Byzantine broadcast (BB)
(Dolev and Strong, 1983) instance whenever a sender wishes to broadcast a message to the network. The
validity property of BB ensures that if the sender is honest, every participant receives the message as it
was broadcast. The agreement property guarantees that all receivers decide on the same message, even
if the sender is malicious. Finally, the termination property requires that the protocol concludes within a

bounded number of rounds.

Note that a PKI setup for digital signatures is necessary for BB and Byzantine Agreement (BA) protocols
that tolerate more than n/3 corrupted nodes (Fischer et al., 1985). Dolev and Strong (Dolev and Strong,
1983) introduced the first BB protocol capable of tolerating up to n — 1 corrupted nodes. With standard
digital signatures, their BB protocol incurs a communication cost of O(n2¢ + An?) and requires O(n)
rounds to broadcast an ¢-bit input to a network of n nodes. If an aggregatable signature scheme like
BLS is employed, the communication cost can be reduced to O(n?¢ + An? + n3). Since a classical
DKG scheme invokes O(n) BB instances, the total communication cost is considered O(n?), as noted

in (Shrestha et al., 2023; Bacho et al., 2024).

A few recent works have pushed the communication complexity of BB to be nearly optimal. In particu-
lar, Momose and Ren (Momose and Ren, 2021) gave a BA protocol with O(n?¢ + An?) communication
cost and O(n) rounds, tolerating any ¢ < n/2 corrupted nodes. Their BB protocol assumes a constant-
sized threshold signature scheme. However, the threshold signature scheme in their protocol is only
for compressing a certificate consisting of O(n) digital signatures, so we can use the recent DKG-free
threshold signature schemes to instantiate, without causing a circularity issue in DKG constructions.
As we have discussed in Section 2.2, under a transparent setup, we have a threshold signature scheme
whose size is O(Alogn). Therefore, it leads to a BA protocol with O(n?¢ + An? log n) communication
complexity under a transparent setup. Additionally, Nayak et al. (Nayak et al., 2020) gave an extension
technique, which can adapt a BA for short inputs like Momose and Ren (Momose and Ren, 2021) for
handling long inputs. Notably, combining Momose and Ren (Momose and Ren, 2021) and Nayak et
al. (Nayak et al., 2020) gives us a BA protocol with O(nf + An?log n) communication complexity and
O(n) rounds. Note that for ¢ < n/2, there is a trivial reduction from BB to BA, where the sender just

needs to multicast its input, and then the network runs a BA for reaching a consensus. Therefore, it
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naturally follows a BB protocol with the same complexity. If a CRS such as the ¢-SDH parameter is

allowed, we can remove the factor of O(log n) from the communication cost.

We remark that Bacho et al. (Bacho et al., 2023a) also gave a BB protocol with 9] (nf + An?) communi-
cation cost and O(n) rounds, which does not require threshold signatures. However, their protocol only

achieves static security.

Alternatively, since DKG involves O(n) broadcasters, one can use a parallel Byzantine broadcast (PBB)
protocol to implement the broadcast channel. For deterministic protocols, Feng et al. (Feng et al.,
2024a) proposed a PBB with a communication complexity of O(n?5¢ 4+ An??® log n), while Civit et al.
(Civit et al., 2024) introduced one with a complexity of O(n?¢ + An?logn), under a transparent setup.
However, in classical DKG schemes such as those by Pedersen (Pedersen, 1991) and Gennaro et al.
(Gennaro et al., 2007), each node may broadcast O(An) bits, meaning that advanced PBB protocols are
unlikely to outperform the cubic communication complexity. On the other hand, the DKG protocol by
Gurkan et al. (Gurkan et al., 2021) can benefit from the improved PBB protocols, achieving a reduced

communication complexity of O(An?log? n).
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4.3 Technical Overview

We now outline the challenges and provide a brief overview of our technique suite, called “Circular
Dragon”, behind our nearly-optimal DKG protocol. The core technique for reducing the round com-
plexity while preserving the sub-cubic communication complexity can be seen as an extension to the
“Dragon” methodology, which is formally introduced in (Feng et al., 2024a) and also implicitly used in
(Bacho et al., 2024).

4.3.1 Remaining Challenges in the Dragon Method (Feng et al., 2024a)

We start with a brief overview of the “Dragon” method (Feng et al., 2024a) that achieves sub-cubic

communication, and examine its bottleneck of further realizing sublinear rounds.

The Dragon method (Feng et al., 2024a), short for Decentralization at the cost of Representation after
Arbitrary GrOupiNg, proceeds in two steps: First, partition the honest-majority network arbitrarily into
a few small groups (or called consortiums), and ensure that at least one group has an honest majority
(following from the pigeonhole principle); Then, each group executes small-scale intra-group protocols
to form a group secret (usually shared through some VSS variant), followed by certain new protocols to
do inter-group communication (from a group to all) as if a single representative group member commu-
nicates with the whole network.* A component called consortium-sender Byzantine broadcast (CSBB)
(Feng et al., 2024a) realizes the latter step, and it costs only O(An?) communication for a group to
broadcast an O(An)-bit message (as efficient as one normal BB). In (Feng et al., 2024a), each group size

is O(y/n), leading to m = O(+/n) groups and subsequent O(An?5)-bit total communication.

However, CSBB relies on deterministic Byzantine agreement (Momose and Ren, 2021) running across

all n nodes, introducing an O(n) round complexity for the entire DKG.

4.3.2 Circular Dragon Approach: Near-optimal DKG/Coin-flipping

As a crucial building block of our DKG scheme and a necessary byproduct of our design, we first pro-
pose an adaptively secure coin-flipping protocol with near-optimal complexities without strong setups,
following from a recursive DKG for group-element secrets. This enables us to initialize a particular

adaptively secure unique threshold signature (Bacho et al., 2024). See Table 2.1 in Section 2.3 for a

4Another recent work GRandLine (Bacho et al., 2024) can be similarly interpreted with a different intra-group treatment.
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FIGURE 4.1: The technique suite of “Circular Dragon”.
summary of this result. Jumping ahead, our Circular Dragon method involves three different kinds of

“self-boosting” techniques (thus circular), as shown pictorially in (D),2),3) in Fig.4.1.

Parallel CSBB as consensus component. We first go over the consensus building block (Part @) in
Fig.4.1) used in our new group-element DKG. Recall that the reason for linear rounds in recent sub-
cubic DKG protocols (Feng et al., 2024a; Bacho et al., 2024) is m concurrent instances of CSBB for
group-to-network broadcasting where m denotes the number of groups. Particularly, inside each CSBB,
there is a deterministic consensus running among the entire network of n nodes. To solve the efficiency
problem, we formulate parallel CSBB (PCSBB) and construct it more efficiently than a composition of
multiple independent CSBB instances executing in parallel. At the heart of our design is a sublinear-
round consensus without going through a weak common coin; instead, we leverage the grouping struc-
ture of participants to pool m PCSBB instances together, resulting in more efficient group-to-network

broadcasting with a round complexity linear only in m instead of n, where m is sublinear in n.

As briefly recalled in Section 4.3.1, after arbitrarily partitioning the network, there are a smaller number
of m = o(n) groups/consortiums, and each group has a small size of 7 = o(n) nodes, with at least one
good group having an honest majority. If viewing each consortium as a “virtual party”, then there are m
such parties, one of which must be honest. The Dragon method invokes m CSBB instances, where each

instance allows one virtual party (representing a group of 1 nodes) to broadcast across all n nodes.

To reduce the round complexity of m consensus instances among all n parties, we make one critical
observation: one honest “virtual party” can help all consensus instances reach agreement faster. An
encouraging fact is that a rotating-leader state machine replication (SMR) (Abraham et al., 2020; Bhat
et al., 2021) implements a stack of “parallel” Byzantine broadcasts. A rotating-leader SMR executes
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epoch by epoch and each epoch sees a new leader. Once an honest leader becomes the leader of an epoch,
the whole network not only agrees on the value proposed by the current leader (within constant rounds
at the cost of merely O(n?) communication), but also simultaneously agrees on the values proposed in
all previous epochs even with malicious leaders. Suppose there are m = o(n) leaders, with at least one
honest leader. The rotating-leader SMR naturally realizes m BB instances after 2m = o(n) epochs,
where leaders propose their input messages in the first m epochs, and in the latter m epochs, the whole

network reaches agreement on what has been committed in the first m epochs.

Drawing from the above inspiration, we can stack m CSBB instances in a faster way by emulating a
rotating-leader SMR with m virtual leaders, where each consortium emulates a leader and performs two
tasks as if a single leader node: (1) form a proposal block that contains the input message and extends

the latest block; (2) sign the proposal block and disseminate it to all n nodes.

For task (1), members of the current leader consortium invoke an intra-consortium consensus to agree on
which block to extend, as different nodes might have different views about the latest block. A straight-
forward idea is to let each consortium member use a deterministic intra-consortium BB to broadcast
its candidate block to extend, which however causes large cubic communication and linear rounds in
the consortium size. Our construction instead adopts a single intra-consortium instance of complexity-
optimal multi-valued validated Byzantine agreement (MVBA) (Abraham et al., 2023c), as MVBA en-
ables us to choose a carefully designed (external) validity condition to pick up the globally latest block
endorsed by sufficient signatures. Moreover, such intra-consortium MVBA can terminate in constant
rounds, using only endemic setup for intra-consortium common coins, which can be achieved from an
intra-consortium DKG within at most 7 rounds (and can be further reduced to nearly constant rounds by

technique @) illustrated in Fig.4.1).

For task (2), we adopt multiverse threshold signature (MTS) with silent setup to reduce the size of
proposal blocks, and adopt the standard techniques of cryptographic accumulator and erasure code to
minimize the communication overhead of disseminating the proposal blocks from leader consortiums to

the entire network. More details about PCSBB are presented in Section 4.5.

Recursively applying PCSBB to realize nearly-optimal group-element DKG. If using our new PCSBB
to replace m = O(y/n) CSBB instances in Feng et al.’s DKG (Feng et al., 2024a) (where m ~ n =

O(y/n)), we already have an adaptively secure protocol with O(An2?) communication and O(r\/n)

86



rounds. We detail this construction in Section B.2. However, to realize nearly-quadratic communi-
cation, we further apply PCSBB to reduce the rounds of Bacho et al.’s group-element DKG (Bacho
et al., 2024) (Part 3) in Fig.4.1), which has a recursive structure causing more challenges for achieving

nearly-constant round instantiation.

Before diving into our recursive group-element DKG protocol, we first briefly reintroduce the (aggregat-
able) publicly verifiable secret sharing (PVSS), which is the core component in existing sub-cubic DKG
schemes. On rough terms, a PVSS transcript for a network P = { P, ..., P, } consists of a sequence of
ciphertexts (Enc(eky, (1)), ..., Enc(ek,, f(n))) along with a valid proof, where f is a t-degree secret
polynomial, and ek; is the public key of P;. If the PVSS scheme is aggregatable, a transcript with f;

and another transcript with fo can be aggregated into one transcript with fi + fo.

Bacho et al.’s DKG works in a recursive manner for network “partition”. At the first layer, the entire
network P is partitioned into two groups D* and D!, Each group D" is supposed to generate an
aggregatable PVSS (APVSS) transcript 71 (encrypting secret shares for the network 7) and broadcasts
712 to the entire network using CSBB; so the network will obtain at most two valid APVSS transcripts
710 and 71!, and the aggregation of them defines the DKG output. Then, each group is recursively
partitioned to generate its APVSS transcript: the group D' is partitioned into two subgroups, each
subgroup generates an APVSS transcript and uses CSBB to broadcast within the group; so the group
DLb generates its APVSS transcript 71? by aggregating two subgroup’s transcripts. This recursion

occurs over O(logn) layers.

To reduce the round complexity of Bacho et al’s DKG, we need to apply PCSBB to replace CSBB
instances for every recursion layer. However, in PCSBB, each consortium runs a randomized consensus,
requiring endemic common coins within the consortium and thus an intra-consortium DKG. Since the
consortium size is up to n/2, no existing DKG protocol satisfies our efficiency requirements, as they

either incur cubic communication or linear rounds.

We address this issue by further leveraging the recursive structure to bootstrap each layer’s intra-group

common coins: the recursion not only generates the final DKG output but also provides DKG setups

at every layer. Specifically, at the first layer, when group D' is generating the APVSS transcript 7

for the network P, it uses the same process to additionally generate an APVSS transcript for its own
participants. The latter APVSS transcript is only for the group D’s members thus provides a DKG

1,0

setup for endemic common coins within group D'*. Given these intra-group common coins, 7 and
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L1

can therefore be broadcast via PCSBB in constant rounds, and then aggregated to derive the final
DKG output. Assuming the recursion occurs over £ = O(logn) layers, at the bottom layer, each node
generates £ + 1 APVSS transcripts, with sizes O(An), ..., O(An/2%), respectively, and the total size
remains O(\n). Essentially, the aggregation of APVSS transcripts of length O(\n/2¥) enables a DKG

setup for a group at the k-th layer. More details can be found in Section 4.6.

Lifting group-element DKG to field-element DKG, efficiently. Although our new recursive DKG pro-
tocol only generates group-element secrets, it provides an efficient distributed setup for a coin-flipping
protocol. Given that, we present a field-element DKG protocol in the coin-aided model in Section 4.7

(Part (D in Fig.4.1), preserving adaptive security and the same complexities.

The reason that only group-element secrets can be generated in our group-element DKG construction
is the use of APVSS. Currently, APVSS lacks efficient constructions that support field-element secrets

with adaptive security. Hence, we turn to PVSS.

Let us examine a simple PVSS-based DKG (Fouque and Stern, 2001): Everyone generates a PVSS
transcript locally for the network and then broadcasts it to the network; Then, all nodes will have the
same view and can obtain their secret key share by aggregating all secret shares decrypted from valid
PVSS transcripts. As noted in (Feng et al., 2024b,a), for DKG security, it suffices to ensure that at least
one honest node contributes to the final secret key. Intuitively, a more efficient approach is to leverage
the common coin to randomly select « relay nodes, ensuring at least one is honest, and then only let the

selected relay nodes to broadcast PVSS.

However, challenges remain for adaptive security: (1) An adaptive adversary can corrupt all « selected
nodes, learn their secrets, and even retract their PVSS broadcasts; (2) Current field-element PVSS con-

structions only have static security; (3) These issues must be solved with nearly-optimal complexities.

Use SBC to resolve adaptive corruption of committee. For (1), we still ask all honest nodes compute a

PVSS transcript to broadcast, and let them erase secrets before broadcasting. However, extra techniques

are required to ensure efficiency.

To avoid trivially broadcasting n PVSS transcripts, we introduce subset Byzantine broadcast (SBC), in
which all participants first “lock™ their inputs across the network via efficient information dispersal; and
at a later point, a subset of  inputs is selected to deliver, when it is too late for the adversary to retract.

Our construction utilizes a couple of known techniques: each node erasure encodes its input value into
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many fragments and to disperse all inputs to the network, while only values of the selected subset will be
reconstructed. In addition, to ensure a consistent view on the reconstructed messages, we use a constant-
round Byzantine Agreement protocol from (Abraham et al., 2019) for each message. Further details are
presented in Section 4.7.1. When applying SBC to broadcast the PVSS transcripts of O(x) randomly

selected nodes, the communication cost is O(kAn?logn), and the round complexity is O(log ).

Adaptive security via interactive PVSS. While non-interactive PVSS for field-element secrets exists (Schoen-

makers, 1999; Gentry et al., 2022; Fouque and Stern, 2001; Groth, 2021), they are only proven to
be statically secure. There appears to be a significant barrier, as the underlying PKE needs stronger
selective-opening security in the face of adaptive corruptions. We turn our attention to interactive
PVSS. Nonetheless, existing constructions such as the recent one from Das et al. (Das et al., 2023c)
have efficiency issues: the dealer sends a polynomial commitment PCom having O(n) bits to all nodes,
so directly using it during n interactive PVSS instances still incurs cubic communication (as everyone

receives n such commitments). > Moreover, it was only proven statically secure.

We modify the synchronous variant of Das et al.’s interactive PVSS to meet our efficiency requirement,
similar to how (Feng et al., 2025) modifies Das et al.’s asynchronous version. In particular, since the
size of PCom is O(An), if every node needs to send such a PCom to all other nodes, the overall commu-
nication cost is already O(An?). Instead of directly compressing the polynomial commitment, observe
that there is no need for the dealer to send the entire PCom to each P;, and the dealer can just send each
party a small corresponding part of PCom with constant size. Given the modification, the collective
communication cost for interactively generating n PVSS transcripts becomes O(An?). In addition, we
formally prove the modified version is secure against adaptive adversaries (as part of our DKG’s security

proof). More details are in Section 4.7.2 and 4.7.3.

S0ne may reduce the size of polynomial commitment (e.g., using KZG commitment), but relies on a stronger setup and
may cause issues of public key reconstruction.
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4.4 Modeling

Communication model. The network consists of 7 nodes P = { P, };c[, and is assumed to be synchro-
nous and fully connected, meaning that the protocol proceeds in “rounds”, and during every round, each
uncorrupted node can confidentially send messages to any uncorrupted recipient, with delivery ensured
when the next round begins. To measure the communication complexity, we count the number of bits
sent by honest nodes. We also consider n to be some unfixed polynomial in A and x, where A and &

represent the cryptographic and statistical security parameters, respectively.

Threat model. We assume a standard PKI and a uniform random string (URS), such that all public
keys and URS are accessible to everyone. The adversary A is assumed to be probabilistic polynomial
time (PPT) bounded, and it can corrupt up to ¢ participants (where ¢ < n/2) and arbitrarily control
the behavior of corrupted nodes. We consider an adaptive adversary A that can gradually choose the
participating nodes to corrupt during the initial phase and protocol execution. Once a node corrupted, the
adversary gets access to its local states and controls its subsequent behaviors. The adaptive adversary
is also “rushing” to perform the after-the-fact removal of messages, meaning that it is the first party
observing the messages sent in each round, such that if the adversary adaptively corrupts a node during

some round R, it can immediately retract the messages that were just sent by this node in round R.
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4.5 Parallel Consortium-Sender Byzantine Broadcast

This section introduces parallel consortium-sender Byzantine broadcast (PCSBB)—our core consensus

component towards realizing our more efficient DKG protocol.

4.5.1 The Definition

Consortium-sender Byzantine broadcast (CSBB) is a central consensus primitive used in existing sub-
cubic DKG protocols (Feng et al., 2024a; Bacho et al., 2024). At a high level, CSBB enables a group of
senders, called the sender consortium, to broadcast a common input message to a large set of receiving
nodes P, at the cost as if the sender consortium is a single node. CSBB guarantees that if the sender
consortium has an honest majority and all honest senders propose the same input message msg, then
all receivers in P will terminate with msg. Moreover, even if the sender consortium does not have an
honest majority, CSBB ensures that all receivers will still terminate with the same message, preserving

consistency across the network.

Similar to how parallel Byzantine broadcast (PBB) generalizes Byzantine broadcast (BB) by enabling
multiple senders to broadcast their distinct input messages in parallel, PCSBB extends CSBB to support
multiple consortium senders. As briefly mentioned, PCSBB can be constructed more efficiently than
multiple PBB instances when the sender consortiums are partitioned from an honest-majority network,
leveraging the fact that at least one sender consortium has an honest majority. PCSBB can be formally

defined as follows.

DEFINITION 6. A PCSBB protocol involves n participants P = {P, ..., P,} and is paired with m

consortium-sender groups {D(i) }1 A consortium-sender group is said to be honest, if it has an

e[m]’
honest majority, otherwise called corrupted. A PCSBB protocol is (n, m,t)-secure, if the following
properties can hold with overwhelming probability against any adaptive PPT adversary A corrupting

up to t parties in P:

e Termination. All honest nodes output some m-element vector V = [v1, ..., Up).

e Agreement. In the existence of an honest consortium-sender group whose honest participants
also share the common input, all honest nodes in P output the same vector V.

e Validity. Conditioned on that the honest nodes in an honest consortium DY share the same
input msg;, then V[i| = msg;.
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4.5.2 Construction Overview

A straightforward approach to implementing PCSBB is to run m CSBB instances in parallel when there
are m sender consortiums. However, the existing CSBB construction (Feng et al., 2024a) requires the
entire network P to perform a deterministic Byzantine agreement protocol, which incurs O(n) rounds of
communication. While randomized Byzantine agreement can reduce the round complexity, it requires
a (weak) common coin accessible to all nodes in P, leading to a circular dependency since our goal is

precisely to establish such a global common coin.

We propose an efficient PCSBB construction that terminates in sub-linear rounds and relies solely on
endemic common coins within each consortium. Since each consortium can independently run a DKG
protocol on its own scale to set up endemic common coins, which is significantly more efficient than

executing a DKG protocol across the entire network to enable global common coins.

In the following, we overview the idea of our construction, which is based on an observation that some
leader-based state machine replication (SMR) protocol (Abraham et al., 2021b; Bhat et al., 2021) can
be easily adapted to realize a round-efficient parallel broadcast, and we can obtain a PCSBB by letting

each consortium emulate a SMR leader within constant O(x) rounds by leveraging endemic coins.

Observation: Rotating-Leader SMR as Parallel Broadcasts. An SMR protocol enables participants
to agree on a sequence of proposed messages. One well-established method for synchronous SMR is the
rotating-leader paradigm (Abraham et al., 2021b; Bhat et al., 2021). In this approach, protocol execution
is divided into successive epochs, with each epoch assigned to a leader in a round-robin manner. The
leader proposes an input message, and participants validate it by performing checks, such as ensuring it
does not fork any previously confirmed proposals. Once the proposal is validated, participants vote and
disseminate the result to the entire network. When enough votes for the same proposal are collected,
a certificate for this proposal is formed, a node waits for an additional round-trip to detect potential

equivocation before committing the message and advancing to the next epoch.

In such an SMR protocol, disagreement can occur if the current epoch has a malicious leader. For
instance, some honest nodes might only commit a prefix of another honest node’s output. However,
such disagreement is temporary. As the leader rotates, there will eventually be an epoch with an honest

leader, after which all participants will reach agreement and have the same committed blocks.

92



We can use this rotating-leader SMR protocol to realize parallel broadcast among multiple senders.
Suppose there are m senders, with at least one being honest. During the first m epochs, each sender
acts as the leader in turn, proposing its message. After this in another m successive epochs, each sender
proposes a default message. At the conclusion of these 2m epochs, all nodes terminate and output the
committed messages from the first m epochs. Since at least one sender is honest, there must be an epoch
with an honest leader during the latter m epochs. Consequently, all honest nodes will have committed
the same messages for the first m epochs. With an appropriate SMR instantiation, this approach allows
m senders to broadcast their £-bit messages with O(mn/ + Amn? log n) communication cost and O(m)

rounds.

Technique: Emulating SMR Leaders with Consortiums. The core idea behind CSBB is to have the
sender consortium emulate a single sender in a conventional Byzantine broadcast protocol, maintaining
efficiency comparable to a single sender. We adopt a similar strategy for PCSBB by letting each sender

consortium emulate a leader in the SMR-based parallel broadcast.

In the rotating-leader SMR protocol, a leader performs two main tasks: (1) Form a proposal block
containing its input message, which extends the latest certified block known to any honest node; (2)
Sign the proposal block and send it to all nodes in the network. To enable a sender consortium to

emulate an SMR leader, we require efficient protocols for these tasks within the consortium.

For the first task, a single leader in the conventional SMR collects certified blocks from all nodes and
extend the latest block with the highest rank. However, within a leader consortium, different nodes
may receive blocks with differing ranks. To resolve this, they must run an intra-consortium consensus
to agree on which block to extend. Designing this consensus while ensuring efficiency is non-trivial.
In particular, if the consortium collectively executes a Byzantine agreement, it might not terminate as
honest nodes’ inputs are different. Alternatively, if every node in the consortium invokes a BB to broad-
cast the highest-ranked block, the communication cost becomes cubic in the consortium size, creating a
communication bottleneck. Moreover, for achieving constant round complexity, endemic common coins

within each consortium are also required.

We address this by carefully employing a (randomized constant-round) multi-valued validated Byzantine
agreement (MVBA) protocol (Abraham et al., 2023c). Specifically, the consortium follows a carefully
designed mechanism to exchange signatures on candidates of the latest block. This ensures that all

honest nodes eventually gather enough signatures for a candidate block, and any block with sufficient
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signatures is guaranteed to be the latest certified block known to any honest node. Once this condition is
met, the consortium can invoke the MVBA protocol to reach consensus on a block that has been signed

by enough nodes.

For the second task, we utilize a multiverse threshold signature (MTS) scheme to generate a compact
signature for the proposal block. To efficiently disseminate the block, we implement a data delivery
component similar to those used in previous works, such as (Feng et al., 2024a; Bhat et al., 2021). This
component leverages erasure coding and cryptographic accumulators to reduce communication costs.
For nodes outside the leader consortium, their actions mostly inherit the classic rotating-leader SMR
protocol (Bhat et al., 2021), except that while receiving the proposal block from the leader consortium,
they follow the verification of MTS and the optimized data delivery component for communication

efficiency®.

OWe remark that compared with the classic rotating-leader synchronous SMR instantiations (Abraham et al., 2021b; Bhat
et al., 2021), our SMR-inspired PCSBB, for presentation and conceptual simplicity, is not optimized for good-case latency.
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4.5.3 Building Blocks

We introduce the ingredients used in our PCSBB protocol below, and recall their formal definition and

instantiation in Section 2.

MTS. In a multiverse threshold signature (MTS) scheme, each user P; can locally sign a message msg
using its won secret key sk; via the algorithm MTS.PartSign, and the resulting partial signature o; can
be verified under vk; via MTS.PartVrfy. Given any set of public keys {vk; };cy and a threshold number
k < |U]|, the algorithm MTS.UniverseSetup can deterministically compute a combine key CKy and a
verification key V Kp;. Then, given k valid partial signatures by distinct nodes within U, the algorithm
MTS.Combine can produce a threshold signature o for the message msg using CKy, which can be

verified under VK via the algorithm MTS.Vrfy.

We consider the MTS scheme from (Attema et al., 2021), which relies on the SXDH assumption in
the random oracle model, solely assumes a conventional PKI setup, and gives a size of O(Alog |U|)
threshold signature where |U]| is the size of a specific universe. In our PCSBB, we use (VKp, CKp) to

denote the keys of the network P (as a universe), and (VKp,, CKp,) for a consortium D;.

ACCUMULATOR. In a cryptographic accumulator scheme ACC, one can compute a compact accumulator

value u for a set S = {s;} via a deterministic algorithm Acc.Eval; and for each element s; € S, an
algorithm Acc.Wit can produce a witness wj, such that an algorithm Acc.Vrfy can verify if s; is in the
set accumulated by u* given w;. We consider the Merkle-tree based construction, whose accumulator

value has O(\) bits, while the witness has O (A log |.S|) bits.

ERASURE CODE. A (k, n)-erasure code (Blahut, 1983) comprises two deterministic algorithms: EC.Encode

and EC.Decode. The EC.Encode takes a value m as input and outputs n fragments ¢ = (c1,...,cy).
Any k elements in ¢ can reconstruct the m using the EC.Decode. Throughout this thesis, we focus on

(k,n)-erasure code with k = [ 5] + 1.

MVBA. A multi-valued validated Byzantine agreement (MVBA) allows a group of nodes, each having
an input v; satisfying a pre-defined external predicate, to agree on v satisfying this predicate. We denote
an execution of MVBA as MVBA({P;(v;)}) — v. We consider the synchronous MVBA protocol from
(Abraham et al., 2023c), which incurs O(n¢ + An?logn) communication cost for agreeing on a £-bit
value among a group of 7 nodes, when instantiating with the MTS scheme, accumulator scheme, and
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DD.send]sid](msg, u*). Calling party P;, on input (msg, u*), performs the following steps:
/T Encode the message and send fragments to different parties

EC.Enc(msg) — (¢i,1,- -, Cin); Acc.Eval(ak, {(j, cij) }jem)) — wi

terminate if u* # u;

for j € [n], Acc.Wit(ak,u;, (4, ¢;,;)) — w;, ; and send (dd, sid, propose, u;, ¢; j, w; ;) to P;
DD.relay/[sid](u*). Calling party P;, on input u*, performs the following steps:
/I Echo the fragments that match the given accumulator

receive {(dd, sid, propose, u;, ¢; ;, w; ;) }jer
for j € Jdo
if u; = u* A Acc.Vrfy(ak, uj, (4, ¢ji), wji) = 1 then
multicast (dd, sid, relay, c; ;,w;;), break
DD.recover|sid](u*). Calling party P;, on input u*, performs the following steps:
/T Reconstruct the message with fragments that match the given accumulator

receive {(dd, sid, relay, cx, wi) }rex, C < 0
for k € Kdo
if Acc.Vrfy(ak,u™, (k,cg),wr) = 1 then C «+ C U {(k,cx)}
if |C] =t+ 1, then msg < EC.Decode(C), break output msg

FIGURE 4.2: The Data Deliver protocol.

the erasure code introduced above, and assuming a common coin. In addition, there is a predetermined
number Apyvpa = O(k), so that the MVBA protocol can terminate within Ayyga rounds except with

a probability 277, as shown in Lemma 2.

DATA DELIVERY (DD). DD is a two-round data delivery subroutine (Fig. 4.2) designed to efficiently

disseminate long messages across the network from one or multiple senders. It is based on erasure
coding and an accumulator scheme, adapted from the deliver subroutine in (Bhat et al., 2021), and
provides three APIs: DD.send, DD.relay, and DD.recover. These APIs handle message dispersal,
fragment relaying, and message reconstruction, respectively. Notably, DD.relay takes an additional
input u, representing the accumulator value of a message, ensuring that only fragments consistent with

this value are relayed.

The guarantee is that if all honest nodes use the same u in DD.relay and an honest node invokes DD.send
with msg whose accumulator value matches w, then every honest node in the network can receive msg.
The communication complexity for a single DD instance is O(nf + Anlogn), where ¢ is the message

length, irrespective of how many nodes invoke DD.send for the same message.
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4.5.4 The Construction

Formal description. We present PCSBB in Fig. 4.3. It requires a setup phase in which (1) the public
parameters for the underlying MTS, MVBA and Acc are honestly generated and available to all nodes,
(2) the PKI setup for the underlying M TS has been established, and (3) within each consortium D; the

setup for enabling one-round coin flipping has been established.

Terminology explanation: Following the conventional terminology of SMR protocols, we use the fol-

lowing variables in our PCSBB protocol.

e Epoch: Time is evenly sliced into synchronous periods called epochs. In each epoch e, one
sender consortium is assigned as the leader consortium in a round robin manner.

e Blocks and Certificates: When proposing a message msg, as a leader consortium in the e-th
epoch, the sender consortium D; needs to pack their input message into a block, which is a
tuple B := (e,msg,e’,u’, o), where (¢/,u’,0) can be seen as a certificate of the previous
block B’ created at ¢’-th epoch. Specifically, ' is the accumulator value of B’, while o is a
valid threshold signature on u’ by the network P. We say B extends B’ if u’ of B’ is included
in B. B” is an ancestor of B’, if B’ extends B”, or an ancestor of B’ extends B”. BLKs is a
set of valid blocks, and CERTs is the set of valid certificates.

e Rank: For a block B or a certificate cert, its rank is the epoch number e it includes. A block B

has a higher rank than B’, if e > ¢’. Same rule applies to certificates.

Main protocol. As illustrated in Fig. 4.3, the leader consortium rotates every epoch. During the first m
epochs, each consortium sequentially proposes its input message msg,, while in the last m epochs, they
propose only empty messages. The protocol concludes after 2m epochs, at which point every honest

node P; outputs the messages it has committed during the first m epochs.

Each epoch consists of a joint execution of PCSBB.Epoch, which follows a structured five-step process.

We present the details in the next section.

4.5.5 The Details of PCSBB.Epoch

The details of PCSBB.Epoch are depicted in Fig. 4.4 and Fig. 4.5. We verbally describe PCSBB.Epoch

below.
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PCSBBisid|. Each P, performs the following steps:
s<—{], s<—{], — s, s

for e € [1,2m] do// s is the index of the leader consortium L. in epoch e
s< e mod m,if s =0 then s < m, L, < D
if e > m then msg = _L// commit empty blocks in the last m epochs
elseif i = s A P; € £, = D) then msg = msg, else then msg = L
STATE « PCSBB.Epoch(sid, e, P, D) msg, STATE)

parse STATE — (CERTSs, BLKs)

output messages in the committed blocks created in the first m epochs in BLKs

FIGURE 4.3: The PCSBB construction. Each epoch lasts for Agpoch = 8 + Apvea
time and each MVBA lasts for Ayyga = O(k) time.

PCSBB.Epoch(sid, e, P, D, msg,, STATE)
1: //Party P; hasinputmsg, if P, € Dande < m
2: Timer T < 0; STATE — (CERTs, BLKSs)
3: highest-cert < last valid element in CERTS, votes < 0

Step 1 (Epoch initialization):
1: if e > 1 then parse highest-cert — (¢’,u’, 0")

2: receive {(sid, new-cert, e — 1, hcert;)}

JEH1
3: for j € Hy do parse heert; — (e — 1,u},0;)
4: if MTS.Vrfy(VKp, 0j,uj) =1Ae—1> e
5: then highest-cert < hcert;; CERTS[e — 1] + hcert;

6 : send (sid, highest-cert, e, highest-cert) to all P; € D
Step 2 (Propose): T'=1
1: if P; € D then //if P; is in the Ieader consortium

2 receive {(sid, highest-cert, e, heert; )}, ;.
3 update highest-cert according to the received ones
4 highest-cert <— LeaderAgreeCert(sid, e, D, P; (highest-cert))
5: (B., u) + buildBlock(e, cert, msg), long-msg « B,
6 m;  MTS.PartSign(MTS.sk;, u)
7 multicast (sid, propose-short, e, u, 7;)
8 : DD.send[sid, e, propose-long] (long-msg, «)
Function buildBlock(e, cert, msg)
1: parse cert — (e',u', 0), Bl < global BLKS[u/']

2: Bpew < (e,msg, ¢’ ,u,0), m < EC.Enc(Byew,n,n — f)

3: u <« Acc.Eval(ak, m), return (Bpew, ©)

FIGURE 4.4: The PCSBB Epoch construction: Step 1-2.
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Step 3 (Vote and redeliver): T'= 5 4+ Apvea
1: w « L,m <« L//u™ is the accepted accumulator

2: receive {(sid, propose-short, e,uj,wj)}jeh,3 ,for j € H3 C D do
if MTS.PartVrfy(MTS.vk;, 7, u;) = 1 then acclu;] <+ acclu;] U {7}

w

4: if |acc[u,]| = n — f then u* < u;, ™ < MTS.Combine(CKp, acclu;], u;)
5: multicast (sid, propose-accept, e, u*, )

6: DD.relay([sid, e, propose-long](u*)

7: T =64 Awvea

8: long-msg < DD.recover|sid, e, propose-long] (u*)

9: parse long-msg — B., B, — (e,msg, ¢, v, o)

10 : BLKs[u*] < B.,update highest-cert by (¢’,u’, o) if necessary

1: DD.send[sid, e, redeliver-long] (sid, e, long-msg, u™*)

12 if r# L A B. # L then

13 if validateBlock(B., highest-cert) = 1 then

14 pi < MTS.PartSign(MTS.sk;, u*), multicast (sid, vote, e, u™, p;)
Step 4 (Accept): T'= 6 + Apmvea

1: receive { (sid, propose-accept, e, u;, ;) }jeH4 ,for j € Hy do
2: if u* = L then u” < u},m < 7}

W

else if uj # u* AMTS.Vrfy(VKp, 77, uj) =1

4: then multicast (sid, equivocate, e, u*, w, u}, 77)
5: if long-msg = 1L then

6: long-msg < DD.recover[sid, e, redeliver-long] (uv*)
7: parse long-msg — (e, B.), BLKs[u*] = B,

Step 5 (Commit): T'= 7 + Apmvea
1: receive | (sid,vote, e, u7, p;, 77) t

jeHs ,for j € H; do

if uj = u* A MTS.PartVrty(MTS.sk;, pj, u*) = 1

3: then votes « votes U {p; }

4 if |votes| = n — f then o < MTS.Combine(P, votes, u*)
5 highest-cert « (e, u*, ), CERTSsle] « (e, u",0)

6: multicast (sid, new-cert, e, highest-cert)
7
8

(3]

commit B, and all uncommitted ancestor blocks
STATE’ + (CERTSs, BLKs), output STATE’

FIGURE 4.5: The PCSBB Epoch construction: Step 3-5.

STEP 1: EPOCH INITIALIZATION. Except for the first epoch, all nodes should receive certificates shared

by others and updates its highest-ranked block certificate accordingly. Each node also prepare to join
in two data deliver DD instances that are to disperse long messages later in this epoch. At the end of
this step, each party sends the highest-ranked certificate to its knowledge to every node in the leader
consortium.
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STEP 2: PROPOSE. Only nodes in the leader consortium execute this step. Each leader node receives

certificates and updates its knowledge of the highest-ranked certificate. This ensures that honest nodes
within the consortium acknowledge the highest-ranked certificate known to any honest party in the

network.

Within the consortium, nodes invoke the intra-consortium consensus protocol LeaderAgreeCert, which
ensures agreement on a certificate ranked higher than any certificate known to honest nodes in the pre-
vious epoch. Next, nodes construct the new block B, using the agreed highest certificate. The block is
encoded into n code words m via the erasure code algorithm EC.Enc, and its cryptographic accumu-
lated value v is computed using Acc.Eval. Each node then partially signs u, producing a signature 7,

and proposes the new block by multicasting a propose-short message containing v and ;.

Remarkably, our LeaderAgreeCert is based on MVBA, which can terminates within Apyga + 3

rounds. This step is where we leverage endemic coins.

STEP 3: VOTE AND REDELIVER. When each node receives n — f propose-short messages that agree

on the same accumulated value »* and provides valid partial signatures, the node will accept the short
proposal u*, aggregate n — f valid partial signatures into a threshold signature 7 to «*, and announce its
approval on u* to others by multicasting propose-short message with 7. When a node accepts u*, it will
do two more things before it actually votes for u*. Firstly, it calls DD.relay|sid, e, propose-long] to al-
low actively relay data fragments corresponding to u*. Secondly, when the long proposal is successfully
recovered it updates the highest-ranked certificate accordingly and invokes DD.send[sid, e, redeliver-long]
to ensure availability of long proposal among all honest nodes. Note that it is important to update the
highest certificate otherwise the current node may refuse to vote a valid proposal since the highest-ranked
certificate prior to the update cannot be extended by the proposal. Finally, it votes for «* by multicasting

a partial signature p;.

STEP 4: ACCEPT. Nodes receive propose-accept messages and validate the corresponding proof 7.

When conflicting acceptance of two different blocks are identified, a node alerts others by multicasting
the equivocating leader consortium threshold signatures on different accumulated values. If equivocation
does not happen however the node has not accepted any proposal, it adopts other’s acceptance over u*

and expects a successfully redeliver of the long proposal.
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STEP 5: COMMIT. When a node receives n — f valid votes towards its accepted u*, it aggregates these

votes into a block certificate and announces the new certificate to others. If no equivocation is detected
2 round (A) time after the node votes, it commits the block corresponding to u* and move on to the next

epoch. Otherwise, do not commit B and move on.

STEP EQUIVOCATION. If an honest party detects equivocation in Step 4, it multicasts the proof of

equivocation at time 7' = 6 + Apypa. Hence at time 7' = 7 + Apmypa honest parties will receive the

proof of equivocation and abort actions in epoch e. See Fig.4.6 (in Section 4.5.5) for the detailed actions.

We present the five steps of PCSBB.Epoch in Fig.4.4, Fig.4.5. We describe the details of the equivoca-
tion step in Fig.4.6.

Step Equivocation: T' = 7 + Apvea
1: receive (sid, equivocate, e, u[l], 7[1], u[2], 7[2]) then
if w[1] # u[2] AMTS.Vry(VKp, 7[1], u[1]) = 1A
3: MTS.Vrfy(VKp, 7[2], u[2]) = 1 then
4: abort any further actions and discard certificates in epoch e

[\S)

FIGURE 4.6: The PCSBB Epoch construction: Step Equivocate.

REMARK 1. In case an adversarial leader consortium does not lure honest parties to actually vote for
equivocating blocks, equivocating proposals alone will not trigger a real equivocation. For example,
if an adversarial lead consortium delays sending the proof of an equivocation to disrupt the protocol
so that honest parties receive the equivocation later than time T = T + Apyga, such proof will be
disregarded and that epoch will not be treated as being equivocated, since a late equivocation is not a

sufficient sign of that honest parties have accepted and voted for equivocating proposals.

4.5.6 The Details of LeaderAgreeCert Intra-consortium Consensus

In the PCSBB, a critical step is to ensure the nodes within the same leader consortium have the same
view of about the previous blocks, so that they can jointly act as a leader to propose a new block and help
the network commit previous blocks. However, in Step 1, malicious nodes may send different certificates

with different ranks to different consortium members, creating inconsistencies in their views.

We introduce an intra-consortium consensus LeaderAgreeCert to solve this issue. In LeaderAgreeCert,
each P; € D provides the highest-ranked certificate cert; to its knowledge as input, and will agree on
a certificate cert, which is ranked higher than any certificate known to honest nodes in the previous
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epoch. This component is used in Step 2 of our PCSBB.Epoch, and it invokes MVBA as a subrou-
tine. LeaderAgreeCert terminates within Ayypa + 3 rounds, incurring O(nlog nA + n? log nA)-bit

communication.

At a high level, a certificate with a valid threshold signature confirms it has a rank equal to or higher than
the highest certificate received by an honest leader. Since all honest nodes multicast their highest-ranked
certificates to all leaders, this ensures that the selected certificate is at least as high-ranked as those held

by any honest node.

We present both the pseudocode in Fig. 4.7 and verbal description in the following.

LeaderAgreeCert(sid, e, D, P;(cert;))
send (sid, e, request, cert;) to all P; € D, receive {(sid, e, request, cert;)}

139

for j € C; do if cert; has an equal or a higher rank than cert; then ]1
Yi,j < MTS.PartSign(MTS.sk;, cert;), send (sid, e, signed, v; ;) to P;

/l assume these partial signatures have been verified already

receive {(sid, ¢, signed, v;.i)},cc,

if |Cs| > [|D]/2] + 1 then o; < MTS.Combine(CKp, {v,:|i € Ca2},cert;)

send (sid, e, tsig, a;, cert;) to all P; € D

receive TIGs = {(sid, e, tsig, o;, cert2;) } ..

compute («,cert2) where cert2 is the highest-ranked in TSIGs and

« is the corresponding valid threshold signature

// Let Q((+,-)) be a predicate attests the validity of (a, b) tuples

where b is a threshold signature of a

(8, cert3) + MVBA(P; ((a, cert2)), predicate = @), return cert3

FIGURE 4.7: Intra-consortium consensus LeaderAgreeCert.

First, each member proposes its highest certificate to the group. Upon receiving a certificate of equal
or higher rank, a node echoes a partially signed receipt. A node then aggregates valid partial signatures
into a threshold signature, attesting to its proposal being approved by the majority of D. An honest
consortium must certify C” since it genuinely has a higher rank. Consortium members multicast their
proposals and the corresponding proofs of approval within the group, locking onto the highest-ranked
certificate with a valid proof. Finally, they invoke a randomized MVBA protocol using the locked
certificate and proof, applying a predicate to validate the proof over the certificate.
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Detailed Analysis about View Inconsistency within a Leader Consortium. Honest parties in the
sender/leader consortium may have inconsistent views on the highest-ranked certificates within the net-
work, and before that they must also ensure, by the time they propose a new block, they have received a
certificate that has a rank equal to or higher than the highest-ranked certificate known to all honest par-
ties by the end of last epoch. Suppose that an honest party P has the highest-ranked certificate C' known
to all honest parties by the end of Step 1 in epoch e. Then, since Step 1 incurs an all-to-all multicast to
update the local highest certificate, C' must have an equal or even a higher rank than the highest-ranked
certificate C known to all honest parties by the end of epoch e — 1. Furthermore, P must send C' to
all members of in epoch e’s leader consortium D. Therefore, by the beginning of Step 2, honest nodes
within the sender consortium D should have received C and update their highest certificate. Though
honest node may receive certificates with even higher rank than C' from adversarial nodes, it is guaran-
teed that all honest nodes in the consortium observe some certificate that has a rank equal to or higher

than the highest-ranked certificate known to all honest parties.

In the case where adversarial nodes aim to create conflict between honest nodes and send a certificate
C' # C selectively to honest consortium members assuming C” has never been seen by any honest nodes
in the network nor has it been equivocated, we investigate three cases: (1) when C” has a strictly lower
rank than C, honest nodes will not update its highest certificate to C’ so distributing C” is meaningless;
(2) when C” and C has an equal rank r, the corresponding block accumulated value «’ and w must be
voted by at least one honest party respectively in epoch 7, thus there must be an equivocation in epoch
r, since two conflicting accumulated values were accepted by honest parties before being voted. This
contradicts the fact that C’ has not been equivocated and never happens; (3) when C” has a higher rank

than C, honest nodes in the consortium will receive C’ and update their highest certificate from C to C".

The inconsistent view issue only arises from the third case.

4.5.7 The Analysis

Efficiency Analysis. For round complexity, each epoch takes 8 + Apyga rounds. As an PCSBB
instance consists of 2m epochs, it takes 8m + mApypa rounds in total. As Apyysa = O(k), the round
complexity is O(km).
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Regarding the communication complexity, during each epoch, the intra-

consortium consensus LeaderAgreeCert incurs O(n\log n + An? log n) bits in expectation (due to run-
ning MVBA) to agree on a certificate whose size is (A log n). Other than that, each node multicasts a con-
stant number of messages to the network, and the size of each message is bounded by O(¢/n+ Alogn).
Therefore, the communication complexity for each epoch is O(nf + An? log n). So the overall commu-

nication complexity is O(nmf + Amn?logn). A detailed complexity analysis is provided below.

Security Analysis. We establish the security in the following theorem.

THEOREM 2 (PCSBB Security). Let PCSBBIsid] be an instance of PCSBB operating under the setup
for the underlying cryptographic primitives and one-round coin flipping within honest-majority consor-
tiums. Under the SXDH assumption and the security of the coin flipping instances within honest-majority
consortiums, PCSBBIsid] guarantees termination, agreement, and validity in the random oracle model.
Moreover, PCSBB([sid] remains secure even if the adversary queries the signing oracle of the MTS

scheme for messages that do not have the prefix sid.

SKETCH. First, under the SDXH assumption, the underlying MTS scheme is secure in the random
oracle model. The security of coin flipping within D; enables D; to execute the MVBA protocol securely.
In addition, even the adversary has the signing oracle access described in the theorem, the adversary
cannot forge signatures for messages in the PCBSS instance. Under the above facts, in Lemma 11, we
prove that an honest-majority D; can always propose a block such that every honest node commits this
block and its uncommitted ancestors, which ensures the validity; In lemma 13, we prove that al honest
nodes, at the end of the protocol, have the same committed blocks created in the first m epochs, which

ensures the agreement. U
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Complexity Analysis. For communication complexity, we analyze the complexity by steps. In Step 1,
it needs to send a certificate to all members of the leader consortium. Since the size of a certificate is
O(Alogn) and the size of the consortium is 7, Step 1 incurs O(Annlogn) bit communication for all

honest parties.

For Step 2, if an honest node P; does not belong to the current leader consortium, it incurs no commu-
nication overhead. Otherwise, it executes subroutine LeaderAgreeCert, multicast a short proposal and
invokes DD.send of a new block of size O(¢ + Alogn). Within the subroutine LeaderAgreeCert, it
multicasts a certificate of size O (A log n) within the consortium, echos partial signatures of size O(\) to
consortium members, multicasts a message of size O(A log n+ X log n) within the consortium and finally
invoke MVBA with an input size of O(Alogn). The MVBA has a cost of O(nXlogn + An?logn) bits
in expectation. For DD primitive, the overall execution incurs O(n (¢ + Alog n) + An? log n) bit of total
communication. In summary, Step 2 incurs O(n? X log n+n\ log n+An? log n+nnA+nf+in?logn) =

O(nf + An?log n) bits communication.

For Step 3, 4 and 5, each honest party at most multicasts message of total length of O(Alogn) bits,
adding another O(An?logn) to the overall communication. DD primitive is executed one more time

with the same input size, so it does not affect the asymptotic complexity.

Since the equivocation step incurs no extra communication, the communication complexity of an epoch
is O(nf + An%logn). Therefore the PCSBB total communication complexity becomes O(mnf +

Amn?log n) since it runs exactly 2m epochs.

For round complexity, concretely it takes 8 + Apyga rounds to complete an epoch, hence the overall

round complexity is O(km).

4.5.8 Security Proof for PCSBB

Moreover, we formulate the security of PCSBB by the following lemmas. Note that we say a block is
committed directly in epoch e if it is committed as a result of being proposed in epoch e. Otherwise, we

say a block B is committed indirectly if it is a result of directly committing a block B’ that extends B.

LEMMA 7. No equivocating block certificate can be generated for two conflicting block proposed in the

same epoch.
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PROOF. Assume equivocating blocks B and B’ have been certified in epoch e. This implies at least
one honest node P votes for B by its accumulated value u and another honest party ) votes for B’ by
its accumulated value v’ at time T = 6 + Apyea. Moreover, P ((Q) must accept the short proposal of B
(B’) and forward it to others at time 7' = 5 + Apvea. Hence, by time T' = T' = 6 + Apvea, both P and
@ will detect an equivocation, and multicast the evidence immediately without voting any proposals.

This contradicts the hypothesis that the P and () votes in epoch e. (]

LEMMA 8. If an honest node commits a block B in epoch e, then (i) an equivocating block certificate
does not exist in epoch e (ii) every honest node receives a certificate C' corresponding to B before

entering epoch e + 1.

PROOF. We first discuss the case where a block is directly committed. An honest node P directly
commits B at time 7" = 7+ Apvpa in epoch e, then it must successfully (1) recover the original content
of B and vote for it by the accumulated value u at time 7' = 6 + Apyga; (2) accept the short proposal

of B and forward it to others at time T' = 5 + AmvBA-
For (i), it follows Lemma 7.

For (ii), we know that P would multicast the certificate corresponding to B at time T' = 7 + ApmvBa.

Such a certificate will arrive all honest party by time 7" = 8 + Apypa before the start of next epoch.

In case an honest party P directly commits block B and indirectly commits block B’ such that B extends
B’, we show (i) and (ii) holds for B’ respectively. Suppose B’ is proposed in epoch ¢’ and the corre-
sponding certificate is certp/. Similar to the arguments in the directly committing case (i): assume an
equivocating certificates were formed in epoch €', then two honest parties will vote for distinct proposals.
However, if two honest parties votes for two distinct proposals, they must have received equivocating
proposal-accept messages before they vote, hence they will not vote. This already creates a contradic-

tion.

For (ii), observe that the certificate certps is included as a part of the descendant block B” where B”
is also indirectly committed in epoch e or specifically B = B”. In both cases B” has a corresponding
certificate certpr. This implies that by the end of epoch e, at least one honest node has voted for a
proposal of B” and thus it must have received the full content of block B”. Hence, it has received

certpr. O
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LEMMA 9. If an honest node directly commits B in epoch e, then any certified block C' that ranks higher

than B must extend B.

PROOF. We induct on epoch f > e where C' is proposed in epoch f. For an epoch f, we prove that
if C exists then it must extend B. For the base f = e + 1, observe that B is directly committed by an
honest node P in epoch e. By Lemma 8, we know that all honest nodes receives the certificate certp
corresponding to B by the start of epoch f = e+ 1 without equivocation. If a certificate certc is formed
later, then at least one honest node votes for it in epoch f. Since certp is the highest-ranked certificate
known to all honest parties in epoch f, honest node will only vote for a block that extends B. Hence, C'

extends B.

For induction step, assume that any certified block that ranks higher than e but strictly lower than f must
extend B. We prove that a certified block C' with rank f must extend B. Again, the necessary condition
for C' to be certified is that at least one honest party P votes for C' in epoch f > e. Suppose cert.: is the
highest ranked certificate that P has and certified block B’ in epoch ¢ > e. Since P is honest, C' must
extend B’. Also, P only updates its highest ranked certificate highest-cert when receiving a strictly
higher ranked certificate. This implies the rank of highest-cert grows monotonically, thus e < €’ < f.
Therefore, by the induction hypothesis, block B’ extends B. Since block C' extends B’, block C' must
extend B. O

LEMMA 10. Honest nodes do not commit conflicting blocks for any epoch e.

PROOF. Suppose for the sake of contradiction that two distinct block By and By are committed and
they are both proposed in epoch eg. Consider B; is committed as a result of block C' being directly
committed in epoch e; > eg and Bs is committed as a result of C5 being directly committed in epoch
ea > eg. This implies that C extends B; and C5 extends By. Without loss of generality, assume
eg < e1 < ey, thatis (' is directly committed strictly earlier than Cs. By Lemma 9, Cs extends Cf.

Therefore Cs extends both B; and Bs. Since both By and Bs are committed in epoch ey, B = Bs. [

LEMMA 11. In epoch e, when an honest consortium-sender group D is the leader consortium and honest
nodes in D share common input Mmsg, the consortium-sender group proposes non-equivocating block B
that includes msg and the rank of B is higher than the highest ranked certificate known to all honest

parties before epoch e.
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PROOF. Suppose an honest party P has the highest-ranked certificate Cjy known to all honest nodes
by the end of epoch e — 1. We show B has an increasing rank compared with Cy. Following the PCSBB
protocol, P receives highest-ranked certificate from other nodes and update its local record accordingly.
Therefore P may receives C7 which has a higher rank C{ but is not known to any honest nodes before
and update its highest ranked certificate to C;. Otherwise, Cy = Cy and ] still ranks equally to or
higher than Cy. Then, P will send C to all nodes in the consortium group by the end of Step 1 in
epoch e. By the start of Step 2, consortium members P; receive certificates and may update their local
highest certificate, denoted as C; o after the update. Since P is honest, an honest node P; in D must
have received (. Again, P; could receive a certificate that is even higher than C'; (and unknown to any
honest parties before this step), but regardless F; will have a C; o ranking equally to or higher than C1.
Thus, any honest node P; in D has C; 5 ranking equally to or higher than Cy. Honest consortium nodes
continues to execute the protocol and call subroutine LeaderAgreeCert with C; 5 as input. Honest
consortium member first proposes its C; o to others. When receiving a certificate C 2, an honest party
echoes a partially signed receipt if C; > ranks equally to or higher than C; 2. When node P; receives
enough valid partial signatures, it aggregate them into a threshold signature attesting an approval from
the majority of D. Suppose honest party ) has the highest-ranked certificate C5 known to all honest
nodes in D before proposing it in subroutine LeaderAgreeCert. Then Cj is highest ranked certificate
among all C; o for honest nodes and C'3 must rank equally to or higher than any C; ». Hence, all honest
nodes must vote for C'3. ) obtains a quorum proof c¢ that approves C3 and shares C3 and g with all
consortium sender nodes. By line 7 in the subroutine, an honest node P; in D will compute («;, cert2;)
where cert2; is the highest ranked certificate known to P; and «; is a valid quorum proof. Due to the
existence of party @ and («g, C3), an honest node will obtain meaningful (o, cert2;) pair where the
rank of cert2; is at least the rank of C'3 and «; is indeed a valid quorum proof. Finally, nodes input
(cv;, cert2;) pair into a randomized MVBA primitive. Since the inputs from honest parties all satisfy the
predicate, MVBA will terminates and outputs a common certificate cert3 for all honest parties where

the rank of cert3 is at least the rank of C3, hence (.

Since all honest nodes in the honest consortium D has the common input msg and agrees on the same
highest ranked certificate cert3, they can build the same block B and propose it to the network. Since

the sender consortium has an honest majority, no equivocating proposal can be generated. ([

LEMMA 12. All honest nodes commit msg in epoch e when an honest consortium-sender group D is
the leader consortium in epoch e and honest nodes in D share common input msg.
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PROOF. Following Lemma 11, the honest sender consortium will form an unanimous propose for
block B that includes msg. At time 7' = 6 + Apysa, all honest parties has received non-equivocating
propose-accept messages, recovered block B in the long format and is ready to vote. Note that cert3
is also included in B. Since cert3 has a increasing rank compared with Cj, all honest party must update
it highest certificate to cert3 (Line 14, Step 3) or otherwise they have a certificate of the same rank. This
implies B extends the local highest certificate for all honest parties, by Lemma 7, honest nodes will vote
the proposal of B. Attime T' = 7 + Apmysa, an honest parties will receive enough votes for B and form
a block certificate of B, multicast the certificate to the network, and commit B and all its uncommitted

ancestor blocks. O

LEMMA 13. All honest nodes committed the same blocks created in the first m epochs by the end of

epoch 2m, assuming existence of an honest consortium-sender group.

PROOF. Since the leader consortium rotates in a round-robin manner, by pigeonhole principle, there
must be an honest consortium leader elected in epoch e € [m + 1,2m]. Following Lemma 12, by the

end of epoch e, all honest parties have committed the same blocks created in the first m epochs. O
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4.6 Near-Optimal DKG for One-Round Coin Flipping

In this section, we present a DKG protocol with O(n2) communication complexity and O(1) rounds,

for the one-round coin flipping protocol, e.g., (Bacho et al., 2024).

4.6.1 The Protocol

Deterministic Recursive Partition. In our protocol, the network P is recursively partitioned into
smaller groups according to an arbitrary deterministic rule. Specifically, at the first layer of recursion,
P is divided into two consortiums, D0 and DY), such that P = DY) U DI with their sizes
approximately equal, i.e., L@J and [@1 At the second layer of recursion, each consortium D(1F) js
further partitioned into D(>2%) and D(22k+1) This process continues until the d-th layer, where each
consortium D(%*) contains a small constant number of nodes. For convenience, we denote the entire

network as D(0.0) .= P,

This deterministic recursive partition ensures that if P has an honest majority, there exists a forever-
honest-majority path. Specifically, let the adversary corrupt up to LW%J nodes, forming the set C.
Then, there exists a path (k1, ..., kq) through the recursive partition tree such that:

|D('r,kr) | -1

Dldka) c pld=Lka) ... c phk)  apd | DR N e < |
’ = 2

|,¥r € [d].
This follows directly from the pigeonhole principle: since P has an honest majority, at least one of the

top-level consortiums D(151) must also have an honest majority. Similarly, at each subsequent level of

the partition, one of the sub-consortiums will retain an honest majority.

Building Blocks. We use the following building blocks.

BYZANTINE BROADCAST FOR BASE RECURSION. Since a bottom-level consortium D(%:*d) only con-

tains a small number of nodes, it can execute “inefficient” protocols. Specifically, we use an adaptively
and concurrently secure deterministic Byzantine broadcast protocol BB (c.f. Section 2). In particular,
we denote the execution of an instance of BB as BB([sid|d|kq|i](P;(v), D(@*a)) — v, where (sid|d|kg|i)
is the unique identifier of this instance, and F; is the sender who broadcasts the message v to the receiver
group D(d:ka),
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PCSBB. We use the PCSBB protocol introduced in Section 4.5. Looking ahead, the protocol PCSBB

1k 11) and

will be run within every consortium D"**) with r % d, while the two sub-consortiums yal
D +1k41) serve as the consortiums of the PCSBB instances. We denote the execution of an instance
of PCSBB as

PCSBBI[sid|r|k,] (DU 1 Hr1) (o), DU (7)) — V),

(r+1,k’

where (sid|r|k,) is the unique identifier of the instance executed within D("*") and D r+1) and

D +1E41) provides v’ and v” as inputs, respectively; V is the output.

Running PCSBB within D("*) requires that the sub-consortiums DU+LEL1) and DUHLF) provide
endemic coins. In our protocol, each sub-consortium will run the one-round coin flipping protocol from
(Bacho et al., 2024) (cf. Appendix B.1.2) to provide the endemic coins needed by the PCSBB, while the

setup required by the coin flipping protocol will be provided by our protocol.

APVSS. We use an aggregatable publicly verifiable secret sharing (APVSS) scheme PVSS from (Bacho
and Loss, 2023b; Bacho et al., 2024). The full definition and construction of this scheme are recalled
in Section 2.2 and Appendix B.1.1. In our protocol, we explicitly use the following algorithm of the

APVSS scheme.

e PVSS.Deal((ek;)jep,t, P;) — T It creates a PVSS transcript 7" under the encryption key set
(ek;);jep, while ¢ is the specified threshold, such that using ¢ + 1 corresponding decryption
keys can recover the secret of this transcript.

e PVSS.Agg({T};}jes) — T. It aggregates a set of PVSS transcripts (under the same set of
encryption keys) into one compact transcript 7.

e PVSS.Vrfy(T') — 0 or 1. It validates a transcript.

e PVSS.Dec(dk;,T) — sk;. It decrypts a PVSS transcript 7" using a decryption key dk; and
yields sk;, which is a secret share of the secret of this transcript.

e PVSS.PubDriv(T). It derives the public key and public key shares from 7.

Overview. At a high level, our DKG protocol RDKG proceeds in two steps. First, all nodes in P agree
on an aggregated PVSS transcript, denoted by 7(°). Then, each honest node P; € P derives the public
keys pk, (pk;) jeln) from T©) and obtains its secret key sk; by decrypting T(?). This secret key serves
as the output of F; in the DKG execution.
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For security, 7(°) must be an aggregation of PVSS transcripts, with at least one transcript generated by a
forever-honest node, ensuring that the secret key remains unknown to the adversary. Our protocol adopts
a divide-and-conquer strategy to achieve this. Specifically, the top-level consortiums D9 and D(1:1)

each generate and agree on transcripts 79 and 7 respectively. The final transcript 7(?) is obtained

(1,0) (11
by aggregating these two. This strategy is similar to that employed in (Bacho et al., 2024; Feng et al.,

2024a). Honest nodes in P must first agree on both T((l0 )0) and T((l0 )1)

on 7). In (Bacho et al., 2024), this agreement is achieved through two parallel instances of the CSBB

to ensure they can consistently agree

protocol (Feng et al., 2024a), which relies on a deterministic Byzantine Agreement protocol, incurring
O(n) rounds. Our protocol improves the round complexity by replacing the CSBB instances with our

PCSBB protocol, which requires only O(x) rounds.

However, the improved round efficiency of PCSBB relies on efficient generation of endemic coins within
each consortium. Therefore, in addition to generating T((ﬁ )k) (for k € {0,1}), each top-level consortium
D) must also establish a setup for the coin-flipping protocol (we specifically consider the protocol
from (Bacho et al., 2024)) within the consortium. This is achieved by generating and agreeing on
another PVSS transcript, 7", from which honest nodes in D(1:¥) can obtain their secret key shares.
Consequently, each top-level consortium D(1:¥) needs to generate and agree on both T((lo7 )k) and T, As

(r,kr)

the recursion proceeds, a consortium D at the r-th layer must generate all PVSS transcripts required

by its parent consortium, denoted by T((% TREEE T((:;l)), along with a transcript 7" to establish the

setup for its own endemic coin-flipping protocol.

Ateach layer r € [0, d], an honest node P; must decrypt the PVSS transcript 7’ (") and use the decryption
result to perform coin-flipping. For security, we require that transcripts 7") and TU") for r # 7/ be
generated with respect to different sets of encryption public keys, i.e., (ek:gr)) and (eky,)), such that
ekl(r) =+ ekzyl) for the same honest node P;’. Therefore, each node needs to generate d + 1 = O(logn)

encryption public keys.

Protocol Description. We present the protocol RDKG in Fig.4.9. It requires a setup phase in which
(1) the public parameters for PVSS, PCSBB, and BB are honestly generated and available to all nodes,
and (2) each P; € P runs (ek:y), dk‘y)) < PVSS.KeyGen(1%), for r € [0,d] and generates key pairs
for PCSBB and BB, such that all public keys are available to all nodes. Under the setup, the protocol

executes as follows:

7If the same public key is used across layers, the decryption procedure for establishing endemic coins might act as a
decryption oracle, which may compromise security.

112



RDKG[r + 1ky41]

Input
— PVSS
Aggregation

utpu
P

(0)
Endemic Coin demic
Setup Within ins ey Output
e

Qn within D +1kre1)

E
[¢]
/ G
output(T/
~ PCSBBIr|k,] — />1 1o,

RDKG[r + 1[ky11]

— T
@) l(_y
T J o

utpu
P

PVSS Decrypt
Endemic Coin Endemic
SetupWithin | cbins Coin Setup Within DTkn): | pk®, (pk{”}, sk "
Run within DU +1kr+1) oty

\

RDKG[r|k,] Runwithin D) = Dr+lkra) y ik

FIGURE 4.8: The execution flow of RDKG at -th recursion.

e Base case. For the d-th recursive step, each consortium D(%*a) executes RDKG|sid|d|kg].
Specifically, each node P; compute d + 1 PVSS transcripts in the base case, each of which
encrypts a random secret to be shared among P;’s associated groups D(%:0), p(Lk1) ... and
D(d:ka)  respectively. Then, P; broadcasts these d + 1 PVSS transcripts across its smallest

Dd’k<d)

belonging group , then waits for such broadcasted PVSS messages from all nodes in

DKD), Then, the valid transcripts for the current consortium (k@)

are aggregated and
decrypted, providing a setup for the endemic coin flipping within D(%-*4)  The remaining PVSS
transcripts are aggregated accordingly, forming a list T(%:Fa),

Recursive execution. At the 7-th recursion, each consortium D("*r) executes RDKG[sid|r|k,],
whose execution flow is outlined in Fig.4.8. Specifically, the two sub-consortiums, D" +1%r+1)
and DLk pup RDKG[sid|r + 1|k,41] and RDKG][sid|r + 1|k, 1], respectively, which
establish the setup for endemic coin flipping within each sub-consortium, and also produce
two lists of PVSS transcripts, T("t1%7+1) and T(+1LEr+1) | Then, D+1kr+1) and Dr+1kr+1)
jointly execute PCSBB|[sid|r|k,] to broadcast the two lists of PVSS transcripts. Once the
PCSBB outputs, P, € D) can aggregate its results to obtain a list of further aggregated
PVSS transcripts. The aggregate PVSS transcript for D("#7) can be used to establish a setup
for the endemic coin flipping within D("*7) which can be used by the (r — 1)-th recursion to
set up its larger PCSBB. And the remaining (r — 1) aggregate PVSS transcripts will be passed
to the (r — 1)-th recursive execution, serving as the input of this larger PCSBB.

113



RDKG]sid]. Every P; € Dldka) = ... c DLk < P performs the following steps:
if sid doesn’t contain the fields of » and &, r < 0; else r < sid.r and k& < sid.k

if r = d then // Base case
PVSS.Deal((ck") e, ng P —»TO
|D(d:ka)
2
BBIsid|d|kali](P((1\", - T\")), D)y — (1D, ... 1))

PVSS.Deal((ek!™), cptra, | |, P) =T

wait for receiving {(Tj(d)7 = 'T]'(O))}jep(d,kd) from BBs until next step
S+ 0; forje D) if PVSS.Vrfy(T\ 7)) = 1,z € [0,d] then S + S U {;}
Tk (PVSS.Agg({T\" V}jes). -, PVSS Agg({T("}jes)}
T(D « PVSS.Agg({T "} jes)
PVSS.Dec(dk\”, TD) — sk, PVSS.PubDriv(T@) — pk®, (pk!?), ik
output sk, pk(®, (pkl(d))jep(d,kd) , T(dFka)
if r € {0,1,--- ,d — 1} // Recursive cases
//RDKG within DU t15r+1) | the output except T'" sets up the endemic coin
RDKG[sid|(r + 1)|kyq1 (D H 1Ry
Skl(r—i-l),pk(r-&-l)’ (pkﬁf"“))j@(rﬂ,w T+ Lkr)
//The extra commitment setup for the endemic coin
Coin.ComSetup[sid|(r 4 1)[kyy1](DTFTLFr1))
/ /Broadcast T"*kr+1) to the entire D"Fr) = DIr+Lkr+1) P(r+1Lkri1) via PCSBB
PCSBB[sid|r|k:T] <{D(r+1,kr+1) (T(r+1,kr+1)), D(r+1,ﬁ) (T(rﬂ,m)»
N {T(T+17kr+1)7'ﬂ*(r+17m)}
//Process the output of PCSBB
parse T(r+Lkrn) . {T(r)

ky-+1" .

T} and TOHED () 70

1 [

S 0; forje {ky1, k1) if PVSSVify(T")) = 1,¥z € [0,7] then S + S U {;}
if 7 > 0 then T""*) « {PVSS.Agg({T\" "} s, ,PVSS.AGg({T "} es))}

T « PVSS.Agg({T} "} es)

PVSS.Dec(dk.”,T") — sk, PVSS.PubDriv(T") — pk™, (pk"); cpiri

output skz(r),pk(r), (pk;r))jE'D(r,k), and if 7 > 0, additionally output T("-*")

FIGURE 4.9: A quasi-constant round recursive DKG (RDKG) that produces group-

element secrets for establishing an adaptively-secure one-round coin flipping protocol
(Bacho et al., 2024).
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4.6.2 The Analysis

Efficiency Analysis. For communication complexity, in the base-case, an honest node P; needs to
broadcast d 4+ 1 PVSS transcripts {Ti(O), e ,Ti(d)} to the consortium D(%¥4) while the size of Ti(r) is
O(n,\), where n, denotes the size of D(kr)  which is 5 Thus, the total size of all d + 1 transcripts
is O3, ¢(0,0ymrA) = O(nA). Recall that the underlying BB incurs O(nf + An?logn) bits when
broadcasting ¢ bits to 7 nodes. Therefore, it incurs O(ngn\ + n?j log ngA)-bit communication cost to
broadcast these PVSS transcripts. Hence, the communication cost of each instance RDKG[sid|d|k],

denoted by Costg, is O(nnA + n3log ng\) bits.

In the r-th recursion, the communication cost of RDKG|sid|r|k,], denoted by Cost,, is the sum of com-

munication cost of RDKG[sid|r + 1|k;,1], RDKG]sid|r + 1|k,11], and PCSBBsid|r|k,]. According to

Theorem.2, the communication cost of PCSBBsid|r|k,] is O(An2log(n,) + n,n)), as the input size is
O(nA). Thus,
Cost, = 2- Cost, 11 + O(An2log(n,) + n.nA).

Thus, as O(53) = O(1), and n, = 75, the communication cost of RDKG[sid] is

Costg =2 - Cost; + O(An?log(n) + n?\)

=2 (2 Costy + O(Anflog(n1) + ninA)) + O(An?log(n) + n?\)

=29Costy + Z (2" - O(AnZlog(n,) +n.mA)) = O(n®lognA).
r€[0,d]

For round complexity, we first decide the duration of epochs in all underlying PCSBB protocols as O(k)
rounds, ensuring that all concurrent randomized PCSBB protocols can terminate within the time with
all but negligible probability. Consequently, every recursive step in our protocol (including the base
case and all other step involving PCSBB) has O(k) rounds, and, therefore, the round complexity of our

recursive protocol is 314" O(k) = O(k log n).

Security Analysis. We establish the following theorem for our RDKG protocol.

THEOREM 3. Under the SXDH assumption and the co-OMDL assumption, the one-round coin flipping

protocol from (Bacho et al., 2024) (recalled in Appendix B.1.2) using RDKG as its DKG setup satisfies
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the availability, agreement, bias-resistance, and unpredictability in the AGM and ROM, against any PPT

adversary which can adaptively corrupt up to L"T_lj nodes.

In the following, we sketch our security proof through several key steps, with the detailed proof presented

in Section 4.6.3.

STEP 1: GENERALIZING THE SECURITY PROOF FROM (BACHO ET AL., 2024). Our objective is to prove

the security of the coin-flipping protocol from (Bacho et al., 2024) when using our RDKG protocol as
the setup. Ideally, if the coin-flipping protocol has already been proven secure under a DKG with cer-
tain security properties, we could establish security by simply demonstrating that RDKG satisfies these
required properties. However, (Bacho et al., 2024) provides a “holistic” security proof tied specifically
to their DKG setup, making it necessary for us to delve into the details of the coin-flipping protocol to

analyze its security.

Fortunately, we observe that the security proof in (Bacho et al., 2024) can be generalized to accommodate
a broader class of DKG protocols. At a high level, this class consists of DKG protocols that are based on
the APVSS scheme from (Bacho and Loss, 2023b) and share the following structure: (1) The network,
through any mechanism, agrees on a valid PVSS transcript, which is an aggregation of a set of valid
PVSS transcripts, containing at least one generated by a forever-honest node. (2) Each honest node

decrypts this aggregated transcript to obtain its secret key share.

We formalize this class of protocols through an abstract DKG (described in Fig. 4.10 in Section 4.6.3).
In Lemma 14, we show that, under the co-OMDL assumption (recalled in Definition 9), the coin-flipping

protocol is secure under any DKG that conforms to this abstract model, in the AGM and the ROM.

STEP 2: RDKG “IMPLEMENTS” THE ABSTRACT DKG. Next, we demonstrate that RDKG serves as an

“implementation” of the abstract DKG. Specifically, we show that an adversary S against the abstract
DKG can perfectly simulate an execution of RDKG with any PPT adversary B, such that the simulated
execution terminates with an identical setup to that of the abstract DKG. Consequently, if 5 can suc-
cessfully attack the coin-flipping protocol under this setup, S can easily break the security of the coin

flipping under the abstract DKG setup.

The core of this proof is to ensure that in RDKG, the honest nodes in P agree on a PVSS transcript, which
is an aggregation of transcripts containing at least one generated by a forever-honest node. Intuitively,
this property is ensured by our RDKG via the following arguments: First, the deterministic recursive
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partition ensures the existence of a forever-honest-majority path, say
pldka) — pld=Lka1) .. ~p.

Along this path, each consortium maintains a majority of forever-honest nodes. Under the SDXH as-
sumption, the underlying BB and PCSBB (given proper setup) are secure in the random oracle model.

Then, ensured by the validity of BB, the PVSS transcripts generated by forever-honest nodes in D(¢-a)

d:ka) and subsequently aggregated into T(%*a), By the validity of

are received by all honest nodes in D(
PCSBB, T(%ka) is propagated to all honest nodes in D¢~ 1-k4-1) and aggregated into T(?~15a-1) Re-
peating this argument up the recursion layers, the final transcript 7(®) becomes an aggregation of PVSS

transcripts, including those generated by forever-honest nodes.

One subtle issue is that the security of PCSBBIsid|r|k,] depends on the secure execution of the endemic
coin-flipping protocol within the honest-majority sub-consortium D" t1:#r+1)This, in turn, requires that
RDKGsid|r 4 1|k, 1] provides a secure DKG setup for coin flipping within D("+1kr+1) We formalize

this dependency with a layer-by-layer security analysis.

o Defining the security of subroutines RDKGsid|r|k,]: For the analysis, we define the security
of each subroutine RDKG[sid|r|k,] in Definition 7. In particular, the subroutine is secure if,
when D("*r) has an honest majority: (1) All honest nodes within D7) agree on the same
tuple T("*r) which consists of valid PVSS transcripts, and each of them is an aggregation of a
set of transcriptions containing at least one generated by a forever honest node. (2) The setup
provided by RDKG[sid|r|k,| ensures secure coin flipping within D("*r),

e Security analysis for the base case RDKGsid|d|k4]: In Lemma 16, we prove that RDKG[sid|d|k]
satisfies the security requirements in Definition 7. Specifically, the security of BB ensures that
all honest nodes in D(%ka) agree on a set of PVSS transcripts, including those sent by hon-
est nodes. The aggregated transcript contains contributions from honest nodes, and the setup
derived from 7'(%) guarantees secure coin flipping within Dldka)

e Security analysis for the r-th recursion RDKG[sid|r|k,|: In Lemma 17, we prove that if the

subroutines RDKG[sid|r + 1|k;+1] and RDKG[sid|r + 1|k,+1] are secure, then RDKG[sid|r| k]

k) has an honest majority, at least one sub-consortium, say D" +1kr+1),

is secure. When D!
also has an honest majority. This enables secure coin flipping within D("+1:5+1) ensuring
the security of PCSBBI[sid|r|k,]. As a result, the aggregated PVSS transcripts T("+1kr+1) are
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propagated and aggregated into T("*) which forms the basis for secure coin flipping within

Drkr),

By combining Lemma 16 and Lemma 17, we conclude that RDKGsid] establishes a secure DKG setup

for coin flipping within P, completing the proof.

SECURITY JUSTIFICATIONS FOR COMPONENT COMPOSITION. We now justify the security of multiple

subroutines when they are composed inside RDKGsid]. This follows from the structure of our protocol,
where different subroutines are either executed in parallel by disjoint sets of nodes (e.g., RDKG|[sid|r|k;]
and RDKG[sid|r|k,]) or sequentially composed (e.g., RDKGIsid|r|k,] and PCSBBJsid|r — 1|k,_1]).
However, the only piece of secret information reused across subroutines is the secret signing key for the
underlying MTS scheme (used inside PCSBB). An adversary might thus obtain valid signatures from
honest nodes across different subroutines. Nevertheless, since every subroutine has a unique identifier
and all messages in a subroutine must begin with this identifier, signatures obtained in one subroutine

cannot help the adversary forge signatures in another.

Formally, in Lemma 15, we prove that if a subroutine RDKG[sid|r|k,| is secure in the stand-alone setting
against an enhanced adversary (as defined in Remark 2), it remains secure when composed with other
subroutines. This enhanced adversary can control nodes outside the sub-consortium Dkr) and query
a signing oracle for messages not prefixed by (sid|r|k,). Since such an adversary can simulate all other
subroutines except RDKG[sid|r|k,|, any attack on the composition can be reduced to the stand-alone
case. We apply a similar approach to justify the security of PCSBB and BB when composed with other
components. The unique identifiers and message isolation ensure these subroutines retain their security

properties in the composed protocol.

4.6.3 Full Security Proof

The original security proof in (Bacho et al., 2024) shows the coin-flipping protocol in Fig.B.1 is secure
under the specific recursive DKG protocol presented in (Bacho et al., 2024). Since we give an improved
recursive DKG (RDKG) protocol in §4.6 to replace its original DKG, it becomes necessary to analyze

its security under our new DKG, despite the generation of same key structure.

Security under Abstract DKG. We proceed with the security proof via the following two steps. First,

we generalize the original security proof in (Bacho et al., 2024) to show that the coin flipping protocol
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AbtractGenAPVSS Ocore(7)

Initialize H < [n] ifieH

Init(n, 1*) — H o« H\{i}
(crs, (€ki)icin), (dki)icn, stateq) return (dk;, sk(i))

forj e H

PVSS.Deal((ek;)icpn), {P;}) — Check(Trans™)
(Transj, Sk(j)) Parse Trans™ := ((Ai)i€[71]7

Trans® «+ AOC""((Transj)jeH), (Yi)ie[n]vAO = {A(()J)}jECID
s.t., Check(Trans™) =1 v ={s"};ccp, CIDs)
return Trans* if AY) V) ¢ Trans;,Vj € CIDsNH # 0)
A PubVrfy((ek;)icpn), Trans™) = 1
DKGOutput(Trans™) return 1

return (PubDriv(Trans™),
{Dec(ek;, dk;, Trans*) }ien)

FIGURE 4.10: Abstract DKG Setup using the APVSS scheme in Appendix B.1.1. It
first runs AbstractGenAPVSS with A to obtain Trans® and then outputs
DKGOuput(Trans™).

as long as the DKG protocol can be “captured” by the abstract DKG setup we defined in Fig.4.10. Next,

we show our RDKG in Fig.4.9 indeed satisfies this abstraction.

Availability and agreement. We show that when the APVSS transcript Trans™ is valid, the coin flipping
protocol satisfies the availability and agreement. Let (pk, (pk:)ic[n), (8ki)ie1) < DKGOuput(Trans™),
and when Trans™ is valid, there exists a t-degree polynomial f, such that pk; = g'f (7)) € Gy for all
i € [n], sk; = h/) € Gy forall i € H, and pk = ¢7(©),

First, it is easy to see that during the ComSetup, cm; produced by an honest participant P; can pass the

verification:
e(pki, h) = e(g, h)’®, while e(g7, h) - e(g,h™*) - e(g, B/ D) = e(g, h) .

Therefore, for any honest P;, its local set G contains all forever honest participants, which is at least

t+1.

Then, for every Coin" [sid], the tuple (o;, 7;) produced by an honest P; can pass the verification. There-
fore, every honest P; can receive t+ 1 valid pairs from the nodes in G. Thus, every honest P; can produce
an output in Coin" [sid], which satisfies the availability.
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If (0j,m;) passes the verification, then, ;1 = Hi(sid)® and cmj; = g% (ensured by the Dleq
proof 7;). When P; € G, it holds that cmjo = h™%sk;. Therefore, 0j2 = e(H;(sid), h Y sk;) -
e(Hy(sid)*,h) = e(Hi(sid),h)/V). Thus, o reconstructed from any set of ¢ + 1 valid (o, ;) is

e(H(sid), h)/©), which ensures the agreement.

Bias-resistance and unpredictability. We establish the following lemma.

LEMMA 14. Assume that there are a set of polynomially many instances {Coin" [sidy|}res running con-
currently under the same abstract DKG setup (c.f. Fig.4.10), where A outputs Trans™ in the AbstractGenAPVSS
subroutine. Under the condition that there exists at least one forever honest j* € getCID(Trans"), then,
despite that A might take any attacking strategies, for every k € S, the bias-resistance and unpre-

dictability are ensured.

The proof largely follows the original proof in (Bacho et al., 2023c), which concludes that ... the keys
output by GRand (their DKG name) are directly derived from the final APVSS transcript which is just
an aggregation of several initially sampled PVSS transcripts with contribution from at least one honest

party...”, and the abstract DKG surely satisfies the condition.

In the following, we show how to slightly modify the original proof for proving the security under the

abstract DKG setup.

First, if there exists an instance Coin" [sidy] for some k € S for which the adversary A can violate
the bias-resistance and unpredictability, then adversary .A can generate o = e(H (sidy), h/(?)) before
enough honest participants activating this instance. In particular, let stategf)’before be the state of A at
the time that less than ¢ + 1 — |C| honest parties have generated the corresponding {o;, 7;}. Note that
the coin value vsiq, is Ha(0), so any polynomial algorithm D given stateff)’before cannot distinguish it
from a uniformly sampled value r, if D cannot compute o. Therefore, it suffices to show that any PPT
A cannot output (o, k) at the time that less than ¢ + 1 — |C| honest parties have participated the instance

Coin" [sidy].

Next, we go through the following hybrid games, where Game 0 is the “real” game with an adversary
aiming at producing (o, k) without enough honest nodes activated in the instance of Coin [sid;]. We
prove that if the advantage of the adversary in Game 0 is non-negligible, then its advantage must be
non-negligible in the last game. After that, we show its advantage in the last game must be negligible,
which evidences that the advantage in Game 0 must be negligible as well.
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Game 0: After the setup phase, A can determine when an honest participant P; is activated in an instance
Coin" [sidx] and observe the communication transcripts. It can also choose which participant to corrupt
at any time. When A terminates, A outputs (k, o). We say A wins the game, if o = e(H (sidy), h/(0)),
and we denote the probability that A wins the game by Adv% ().

Game 1: It is identical to Game 0, except that it adds an additional abort condition. It randomly samples

k* s S in the beginning and aborts when k # k* for (k, o) returned by .A. Note that the choice of k*
0

is independent of A’s view. Therefore, the advantage of A in this game, Adv}4(/\), is at least A—d\(%,

where | S| is the number of all Coin instances, which is assumed to be polynomial in A.

Game 2: It is identical to Game 1, except that it reprograms the random oracle H; as follows. For input
sidg+, program Hi(sidg-) := &1, where (&1,...,&,) is the co-OMDL challenge. For other inputs,
randomly sample v < Z, and return g”7. Note that the standard techniques are applied to ensure
the consistency of queries. At the point of A’s view, this game is identical to the last game, and thus

Adv4(\) = Advy(\).

Game 3: It is identical to Game 2, except that it adds an additional abort condition. It randomly sample
i* < [n] in the beginning and aborts when P;- is corrupted or i* ¢ getCID(Trans™). Note that we
already required the existence of at least one forever honest node in getCID(Trans*). Therefore, the

2
advantage of A in this game, Advi()\), is at least AdVTA(/\).

Game 4: It is identical to Game 3, except that it adds an addition abort condition. Namely, when the

adversary can violate the Sim-Ext security of the SoK in the APVSS scheme, it aborts.

Game 5: It is identical to Game 4, except that it adds an addition abort condition. Namely, when the

adversary can violate the soundness of Dleq in the coin flipping protocol, it aborts.

Game 6: It is identical to Game 5, except that it adds an addition abort condition. Namely, when the

adversary can find a collision for H1, it aborts.

Given the security of the underlying building blocks, it is easy to see the advantage of A in Game 6,

ADI) _ egl(A). Then, if Adv®(A) is non-negligible, AdvS,(\) is also

denoted by Adv ()\), equals to PR

non-negligible.
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It remains to prove Adva()\) is negligible. The part exactly follows the original proof in (Bacho et al.,
2024, Page 24 to Page 29), which shows the adversary’s advantage in their game G is negligible, under
the co-OMDL assumption (cf. Def.9). Indeed, all information the adversary can learn from our Game 6,
including (1) the group descriptions, (2) the random oracle queries, (3) the PVSS transcripts generated
by honest nodes, (4) the “partial signatures” (o;, 7;) generated by honest nodes, and the secret keys
of honest nodes, are available to the adversary in their game G, and vice versa. The only difference
is how the final Trans™ is generated. In our Game 6, the adversary seems to be more powerful as
it can specify Trans®, as long as it satisfies that Check(Trans*) = 1, and that a forever honest node
P« € getCID(Trans®); in their game G, the adversary can interfere the generation of Trans™ by
corrupting participants in their DKG protocol. However, after a careful inspection, we can see that the

original proof actually works for the seemingly more powerful adversary.

In particular, the original proof gives six PPT algorithms Ay, ... Ag for solving the co-OMDL problem,
which use four simulation strategies {Simy,...,Sim4} to invoke a PPT adversary .4 against the coin
flipping protocol. It shows that, if an algebraic adversary A can produce the valid (k, o) such that
o = e(H(sidy), h/(9)) with a non-negligible probability, then at least one of the six algorithms can

solve the co-OMDL problem with a non-negligible probability.

We can build PPT algorithms By, ..., Bg accordingly for solving the co-OMDL problem by using an
adversary A against the coin flipping protocol under the abstract DKG.

e Bi, Bs and Bs: Note that A, Ao, and A3 only use the robustness of their DKG protocol, i.e.,
all honest nodes will output consistent secret key shares at the end of the DKG. In particular,
Ay (resp. As or As) applies the simulation strategy Simy (resp. Simo or Simg), where the sim-
ulation algorithm acts on the behalf of all honest nodes during the DKG protocol by honestly
following the protocol specification.

By, By and Bj are identical to A1, Ao, and As, respectively, except that during the DKG
part, B, By and B3 honestly generate the PVSS transcripts on the behalf of all honest nodes
and let A specify the final Trans*.

We note that only the simulation strategy Simy, used by Ay, A5, Ag, utilizes “properties” of their DKG

protocol.

e Simy (Bacho et al., 2024, Page 26): On input the co-OMDL challenge ({1, ..., &, ), it queries
DL, with (&4, ...,&,) and gets (2442, ..., 2,). Then, during the DKG protocol, it honestly
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generates the PVSS transcripts on the behalf of all honest nodes except Pj« (that contributes
to the final aggregated PVSS transcript and remains honest). For P;«, its PVSS transcript is
generated as follows: however, it generates the degree-t polynomial f;x = dg + d1 X + ...+
di X' € Z,[X] such that g% = £;4 forall j € [t] (i.e., the t + 1 coefficients of the polynomial
are given by the discrete logarithm values of &;,...,&.41). From this, it can generate the
commitments and encrypted shares of party P*’s PVSS transcript by Lagrange interpolation
in the exponent and knowledge of the secret keys sk; of all parties. Since Simy generates
the public keys pk; of honest parties faithfully and the adversary A is algebraic, it outputs
the (updated) public keys of corrupt parties as a linear combination of known values, which
enables Simy to compute the respective secret keys from this linear combination along with
the algebraic representation. In addition, the signature of knowledge w.r.t. A(()i*) = ¢/i*(0) ig
generated with the simulation algorithm of the underlying SoK.

e Ay, As, and Ag: The three algorithms use Simy to simulate their game G~ for invoking the
adversary A. To convert the forgery (k, o) outputted by A into a solution of the co-OMDL
challenge, the requirement on the DKG part is that the public key pk derived from Trans™ can
be expressed as {11 - g% for some o € Zp,.

e By, Bs, and Bg: They are almost identical to A4, As, and Ag, respectively, except that the
during the DKG part they generate all PVSS transcripts of honest nodes like Simy4 does but let
A to decide the final aggregated transcript Trans®.

Note that in our Game 6, there exists the designated party P;+ which is forever honest and

included in getCID(Trans®). Therefore, the final aggregated PVSS Trans™ is in the form of

(Aien)s (Vidiems Ao = {4 }jeapy iy U €11}, 7 = {59} jecip, CIDs). According to
the algorithm PubDriv, we have that pk = &7 1 - H]EC,DS\{Z-*} A(()j). Note A(()j) for j # i* comes
with a valid signature of knowledge <), Ensured by the simulation extraction property of the

o)

underlying SoK, we can obtain a¥) such that AY) = g So, pk = €11 - g2

By following the exactly same analysis in (Bacho et al., 2024), it can be established that one of the
six algorithms B, ..., Bg can solve the co-OMDL problem with a non-negligible probability, if the
algebraic adversary A can produce a valid tuple (k, o) at the time that no enough honest nodes have
activated the instance Coin" [sidy].
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Security under Our DKG in §4.6. Note that our group-element DKG protocol in Fig.4.9 has a recursive
construction. At the every recursion, every consortium has an intra-consortium DKG setup and runs

multiple instances of the one-round coin-flipping protocol within the consortium.

DEFINITION 7 (Subroutine security). Let D7) be a consortium at the r-th recursion, and let RDKG|sid |r| k,] (D))

be an instance running within D"Fr). We say that RDKG/[sid|r|k,](D""*)) is secure if, when D(-r)

|'D(Tvkr)|

5 | + 1 nodes in Drkr) gre forever honest), the following

has an honest majority (i.e., at least |

properties hold except with negligible probability.

e Agreement: If honest nodes P; and P; in the consortium output TET’kT) and ']I‘Y’k") respectively,
then TV = T,

o Validity: Within a predetermined A, rounds, each honest node P; can output
(sk\"), pk"), (pk]('r))jeD(T"kT) TRy

where the tuple T\""Fr) can be parsed as {T,(;;_l), cey T,(C(i)}. For all z € [0,r — 1], it holds
that PVSS.Vrfy((ek:j)jeD(z,kZ),T,(Ci)) = 1. Moreover, there exists a forever honest node Py

that contributes to all T,(ci). Specifically, if we parse

z > k
wa) 1= ((4)) jephars (Y7) jeplaka), Ao = {A[() Nreaps ¥ = {s®}recips, CIDs),

then P+ € getCID(TEZ)), and A(()i*) € Ag was generated by P;-.

e Secure coin flipping: If each node P; € D) yses (pk("), (pkj(.T))ED(r,kr),skz-(r)) as the
setup key for the coin-flipping protocol, and there are polynomially many instances of the coin-
flipping protocol running concurrently, then every instance satisfies the properties of availabil-

ity, agreement, bias-resistance, and unpredictability.

REMARK 2 (Enhanced stand-alone security). For ease of analysis, we consider the security of

RDKG[sid|r|k,] in the stand-alone setting, which involves the following adversary A: The adversary A
can observe all public parameters and public keys of P and the communication transcripts generated
during the execution of RDKG[sid|r|k,|(D"*)). Furthermore, it can activate any node P; € D) in

instances of the coin-flipping protocol under the setup provided by RDKG[sid|r|k,]. A can adaptively
|D(T7kr) |
2

corrupt up to | | nodes within Dkr) We consider A to have succeeded if it terminates within

A, rounds and one of the following events occurs:

o The agreement or validity property of RDKG[sid|r|k,] is violated.
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. (7'»kr) .
o A outputs (sid', rgy) such that fewer than L%J + 1 — |CA| honest nodes in D) have
been activated in the coin-flipping instance with session identifier sid’, yet vy becomes the

common coin output of that instance, i.e.,

reqr = e(Hi(sid"), sk™),

(r)

where sk(") is the Lagrange interpolation of all secret key shares skir .

The adversary A is considered enhanced in the sense that it can corrupt all nodes in P\ D"k | since
these nodes are not participants in the execution of RDKG[sid|r|k,](D"kr)). Additionally, the decryp-
tion keys {dk‘gr/) }rrefo,r—1) of any honest node P; € D(rkr) \Ci“ét are available to A, where C{ét denotes
the set of nodes initially corrupted by A. Moreover, A can query a partial signing oracle Opansign(-)

associated with the underlying MTS scheme. However, A is restricted from querying messages that

begin with the session identifier “sid|r|k,”.

REMARK 3 (Composition Security). To demonstrate the security of the final protocol RDKGsid], we
need to establish that the security of each subroutine holds when composed with other subroutines in the

protocol execution. Specifically, we consider the following adversary model.

Let A be a PPT adversary that can adaptively corrupt participants in ‘P during the execution of RDKG[sid|
and observe all communication transcripts generated by honest parties. A can utilize the information

learned from any subroutine to influence the behavior of other subroutines.

The winning condition for A in the composition setting is the same as that for an enhanced stand-alone
adversary described in Remark 2. This means that A succeeds if it violates the agreement, validity, or

secure coin-flipping properties of RDKG|sid|r|k,| under the conditions outlined in Definition 7.

Fortunately, for our protocol, we can show when RDKG[sid|r|k,| is secure in the stand-alone setting

against an enhanced adversary, it remains secure in the RDKGsid].

LEMMA 15. Assume the network P runs RDKG[sid], and let RDKG|sid|r|k,](D"*)) be a subroutine
of it. For every r € [0,d] and k, € [27), if RDKG|sid|r|k,|(D"*)) is secure in the stand-alone setting
against any enhanced adversary, then it remains secure in the composition.
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PROOEF. Let A be a PPT adversary which violates one of the security properties of RDKG|[sid|r|k;]
in the composition. Then, we can build an enhanced PPT adversary 3 which violates the security of

RDKG]sid|r|k,] in the stand-alone setting. In particular, B works as follows:

Setup phase: B takes the public parameter pp as input and provides pp to A. Upon A provides the set
A . B corrupts CB.. := CA U (P \ D)), Then, B receives all public

of initially corrupted nodes Ci,, init it

keys and the decryption keys {dky/)}we[o,r—l] of all P; € D) \ Cifit, and it generates the key pairs
for all CB,. \ CA.. B provides the public keys of all P; € P\ Ci~, to A. Then, A returns the public keys
for nodes in Cifit. Finally, B returns the public keys of all P; € Cﬁit.
Execution: B simulates an execution of RDKGJsid] (denoted by Sim|[sid]) for .A, while engaging in an
execution of RDKG|[sid|r|k,] (denoted by Real[sid|r|k,]) with the aim of breaking its security. Let C be
the set of nodes so-far corrupted by B in Real[sid|r|k,], and let C* be the set of nodes so-far corrupted

by A in Sim[sid]. B works as follows during the execution phase.

First, for any P; € CcA N Dk | B forwards every message sent by A on the behalf of P; in Sim(sid]
to Real[sid|r|k,] (also on the behalf of P;). For any P}, s.t., j € D)\ CA (the honest nodes), B

forwards every message sent by P; in Real[sid|r|k,] to Sim[sid] (also on the behalf of P;).

While the above strategy states how B simulates messages sent by P; for j € P\ C# in the subroutine
RDKG sid|r|k,], however, in Sim[sid], B also needs to simulate messages in subroutines other than
RDKG][sid|r|k,]. We can classify the messages into two categories: (1) those sent by P; € CB\ C*
(the nodes corrupted by B but not by .4), and (2) those sent by P; € D(rikr) \ C4 (the honest nodes in
Drikr)y.

For (1), B can simulate these messages by honestly following the protocol specification, as B knows
the secret states of all P; ¢ CB \ CA. For (2), according to the protocol description, P; € P €
Dkr) \ CA needs to perform actions in RDKG[sid|r — 1|k,_1], ..., RDKG]sid|1|k;], RDKG][sid], if
P; e pUr=Lkr—1) DLk 1n the following, we illustrate how B can simulate the actions of Pj in

RDKG]sid|r — 1|k,_1], while the simulation for other subroutines can be done via a similar approach.

e In RDKGJsid|r — 1|k,_1], following the subroutine RDKG[sid|r|k,], P; needs to perform
the commitment setup of the coin flipping instances Coin.ComSetupl(sid|r|k,] within D(*r),
Then, in the subroutine PCSBB/sid|r — 1|k,_1], P; needs to participant in a few coin flipping

instances to generate common coins within D(""¥r)_ B can simulate these actions in Sim|[sid]
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by activating P; in the corresponding coin flipping instances in Real[sid|k|r] and forwarding
the messages sent by P; to Sim([sid] (on the behalf of P;).

e In subroutine PCSBB([sid|r — 1|k,_1], the messages sent by P; € D{*r) \ CA (except the
messages for coin flipping) can be perfectly simulated with the help of a partial signing oracle
Opartsign () w.r.t. the MTS scheme. Therefore, since 3 can query the partial signing oracle with
messages that do not start with “sid|r|k”, B can simulate all messages within PCSBB]sid|r —
1|kp—1].

e Following the subroutine PCSBB(sid|r —1|k,_1], P; needs to process the output of the PCSBB
instance, which requires P; to decrypt the PVSS transcript T (r=1) Since B is given the de-

cryption keys {dk‘y/) }rre(0,r—1]» B can perform these actions honestly.

Handle corruption: When A corrupts P; in Sim|sid], if i € D), B corrupts P; in Real[sid|r|k,];

Otherwise, B returns the internal states of P; to A, as this node is controlled by 5 in Sim|[sid].

Output: B terminates when A terminates, and it outputs what A outputs.

It is easy to check that at the point of .A’s view, the execution of Sim([sid] simulated by B is identical to
a real execution of RDKG[sid]. Therefore, if .A wins with a non-negligible probability, 3 can win with a

non-negligible probability. O

LEMMA 16 (Base Security). Assume the network P runs RDKG][sid], and let {D(d’k)}ke[ogd_l] be all
consortiums at d-th recursion (the base case). For each k € [0,2%—1], the instance RDKG|sid|r|k4](D(%F))

(d.k)

is secure. l.e., when D has an honest majority, the instance satisfies agreement and validity, and

enables secure coin flipping, as per Def.7.

PROOF. We analyze the security of RDKG[sid|d|k,] against enhanced stand-alone adversaries (c.f.
Remark.2), which implies its security when it is composed with other subroutines in RDKGsid], follow-

ing Lemma 15.

First, we examine the security of BB([sid|d|k,|i] (for P; € D(4*a)) when composed with other subrou-
tines in RDKG[sid|d| k4] under an enhanced adversary. The enhanced adversary can corrupt all parties
outside D(@*a)  but this does not affect the security of BB|[sid|d|kg|i], as those parties are irrelevant to
the broadcast instance. Additionally, the adversary can access the signing oracle for the underlying MTS
scheme, but only for messages that do not begin with the identifier “sid|d|k;”. Since these signatures

cannot be used to forge valid messages for the broadcast instance, the adversary gains no advantage
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from this capability. Within RDKGsid|d|k4], other subroutines are separate BB instances with differ-
ent identifiers, which do not interfere with each other. As a result, the security of BB[sid|d|k4|¢] is not
compromised by its composition with these subroutines. Therefore, BB]sid|d|k4|i] remains secure even

when executed within the full protocol and under an enhanced adversary.

Given the security of the underlying BB in the composition, we analyze each property in the following.

Agreement: Ensured by the agreement of BB, all honest nodes output the same tuple {(Tj(d), e Tj(o))}
(duk"d)

%

jE'D(d’kd) .

Since PVSS.Agg is a deterministic algorithm, all participants return the same T

Validity: Tt is easy to verify that all honest nodes in D(®*) can terminate in RDKG/[sid|r|k4] within Agg
rounds, where Agg is the number of rounds of BB([sid|r|k,|i] (for P; € D(%¥)). Ensured by the validity
of BB, each honest P; can receive a tuple (Tj(d), e Tj(o)) generated by an honest P;. So, the aggregated

transcripts by P; satisfy the required form.

Secure coin flipping: Finally, we show the output of RDKG[sid|d|d, ] provides a secure setup for the one-
round coin flipping protocol (cf. Fig.B.1) within D(4*4) Namely, let T(?) be the aggregated PVSS tran-
script an honest node P; obtained at the end of RDKG|sid|d|k,], and let (pk@), (pk](-d))jep(d,kd) , sk:z(d))
be the public key shares and the secret key share that P; obtained by decrypting T(%). Then, the coin

flipping protocol is secure under the set up of (pk(%), (pk](-d)) jeD(ddr) 5 sk:gd)).

We prove this fact by showing that RDKG[sid|d|k4] can be “captured” by our abstract DKG in Fig.4.10.
Specifically, we construct a PPT algorithm S, which is an adversary in the abstract DKG and also per-
fectly simulates an execution of RDKG[sid|d|kg], such that the transcript T(%) in the simulated execution
is identical to the transcript Trans™ returned by S in the abstract DKG, which means the simulated ex-
ecution and the abstract DKG give an identical setup for the coin flipping protocol. Therefore, if there
is a PPT adversary I3 which can violate the security of the coin flipping under the setup of the simu-
lated execution, it can be trivially “translated” into an attack against the coin flipping protocol under the

abstract DKG setup.

For clarity, let B be a PPT adversary against RDKGJsid|d|k,], and we can build S in Fig.4.11. It is
easy to verify that, at the point of B’s view, the simulated execution is identical to a real execution of
RDKGsid|d|k,]. Therefore, as we analyzed above, this simulated execution should produce T'(%*a),
which is a valid, and there is a forever honest P;« has contributed to T(dka) Thus, as S returns Trans*,
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Initial Phase: Once receiving crs from the environment of abstract DKG, & provides crs
to B. Then B should declare the initially corrupted set CB. | such that Cipiy = Cifit N Dk <

init?
(rkr) | — . . . .
L%j We assume w.l.o.g. that all nodes outside D) are included in CB., as Bis

enhanced. S then passes Cinit to the environment. Next, S receives the public encryption keys
(eki)ie'D(r,kT)\cinit. Then, S sets ekzm = ek; for all i € D(kr) \ Cinit, and the generates the
key pairs (ek:gz), dkl-(z)) forall z € [0,d — 1],z # r. S also generates the key pairs w.r.t. the
MTS scheme and the digital signature scheme for all nodes in D(rkr) \ Cinit- Then, S provides
all public keys of nodes in D(rkr) \ Cinit to B, waits B3 to provide the public keys of Cinit, and
then provides (ek:y))iecmit to the environment.
Input: S receives (Trans;) FEDTFINCine from the environment of abstract DKG.
Simulating RDKG[sid|r|k,|: S simulates the execution as follows.
o During the base case (d-th recursion), S on the behalf of all honest nodes generates
the PVSS transcripts. In particular, for j € D7) \ Cini;, S honestly generates the
PVSS transcripts T;z), forall z € [0,d — 1] but z # r; S sets Ty) := Trans; which
it received from the environment of the abstract DKG.
For all the subsequent operations of RDKG/sid|r|k,]|, S acts on the behalf of
all honest nodes by honestly executing the protocol. We remark that S can do this,
because all secret keys of an honest node P;, except (ek:gr), dk"

/), are generated by
S, and dk:fr) is not needed to generate any messages in RDKG[sid|r|k;].

e When B requests to corrupt a node P;, S queries the oracle Oc,,, With ¢ and obtains
(dkzm, sk{r, 1)), which are the decryption key w.r.t. ek"

i
PVSS transcript Tgr). Note that the secret keys of all other public keys of P; are
(2)

i

, and the secret of the
generated by S, and the secrets of all T ;™ for z # r are known to S. Therefore, S
can return all secret internal states of F;, including (dkgr), sk{r,4)) and other secret
information, to B.

Output: When an honest node in the simulated execution obtains the aggregated PVSS tran-
script T("Fr) S returns Trans* = T("*) to the environment of abstract DKG.

FIGURE 4.11: The description of S which is an adversary in abstract DKG and simu-
lates RDKGsid|r|k,| for r € [0, d].

it follows that Check(Trans*) = 1 as required by the abstract DKG in Fig.4.10. Therefore, the abstract
DKG and the simulated RDKG[sid|d|k4] provide identical setup for the one-round coin flipping protocol.

Subsequently, if there is a PPT adversary B’ which on the input of B’s internal state can violate the
security of the coin flipping protocol under the setup of the simulated RDKG|sid|d|k,], there is a PPT
adversary S’ which on the input of S’s internal state can violate the coin flipping protocol under the
setup of the abstract DKG. However, as we analyzed in Lemma 14. Under the setup of abstract DKG,

conditioned on Trans* has been contributed by a forever honest P;«, the coin flipping protocol is secure.

Therefore, the coin flipping protocol under the setup of RDKG[sid|d| k] is secure.
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Next, we analyze the security of a recursion RDKG[sid|r|k,] for 7 < d, under the condition that its

subroutines RDKG][sid|r + 1|k, ;1] are secure.

LEMMA 17 (Recursion Security). Assume the network P runs RDKG[sid], and let {D("*r)} kefo,2r—1) be
all consortiums at r-th recursion, for some r € [0,d — 1]. Assuming that its subroutines RDKG[sid|r +
1|k, +1] and RDKG[sid|r + 1|k, 1] are secure in the composition, RDKG|sid|r|k;] is secure for k €
[O, 2" — 1]. Le., when Dk has an honest majority, the instance satisfies termination, agreement, and

validity, and enables secure coin flipping, as per Definition 7.

PROOF. RDKG][sid|r|k,] has the following subroutines: RDKGJsid|r + 1|k,+1], RDKGIsid|r +
1|/k-11], and PCSBBsid|r|k,]. We first examine the security of PCSBB([sid|r|k,] when it is composed
of the other two subroutines. Recall the security results of PCSBB in Theorem 2, which states an in-
stance PCSBBIsid’] satisfies its security properties when (1) one consortium has an honest majority,
(2) the coin flipping instances within the honest-majority consortium is secure, and (3) the adversary
cannot forge an MTS signature for messages starting with “sid””. When D("*7) has an honest major-
ity, one of its two sub-consortiums DUHLE) and DU+LA) must have an honest majority. Given the
security of RDKG]sid|r + 1|k, 1] and RDKG[sid|r 4 1|k, 1], the coin-flipping instances within the
honest-majority sub-consortium are secure. In addition, the information that an adversary can learn

from RDKGsid|r + 1|k, ,,] and RDKG[sid|r + 1|k,1 ] will not help the adversary to forge an MTS

signature for messages starting with “sid|r|k”.

Given the security of all subroutines when they are composed with each other, we analyze each property
in the following. Without loss of generality, we assume that the sub-consortium D T1A+1) has an

honest majority.

Agreement: The agreement follows the agreement property of the underlying PCSBB. In particular,
PCSBB([sid|r|k,] returns the same vector V(") to all nodes in D). Since all honest nodes follow a
deterministic rule to parse V() to PVSS transcripts, to verify these transcripts, and to aggregate valid

transcripts, all honest nodes have the same aggregated transcripts NGUON

Validity: Note that RDKG[sid|r + 1|k,1] can terminate within A, rounds, such that all honest par-
ticipants have a valid output T +1:kr+1) — {T,g:)ﬂ, e ’TIS)L}' Then, it takes one round to finish the
commitment setup for the endemic coin within D" t1kr+1) " Therefore, the protocol can be config-
ured to start PCSBB(sid|r|k,] at the beginning of round A, + 2, where the consortium D" +1kr+1)
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(resp. D(T“’m)) provides T +1LE+1) (resp. ’]I'(”“’m)) as the input. Ensured by Theorem 2,
PCSBB;sid|r|k,| can terminate within Apcsgp,, rounds, where Apcsgp,, is a predetermined constant.
Hence, honest parties can receive the output of PCSBB(sid|r|k,]| by the end of round A, + 1 +
Apcsep,r- Ensured by the validity of PCSBB, all honest nodes can receive the input of the honest-
majority consortium, i.e., T(r+Lkr1) | and optionally the input from another consortium. Then, the
honest nodes can verify the PVSS transcripts and aggregate them accordingly. Ensured by the validity
of RDKG[sid|r 4 1|k, 1], all PVSS transcripts in T("+1#r+1) are valid and have been contributed by a
forever honest node P;j» € D +1LEr+1) Then, according to the aggregation algorithm PVSS.Agg, the
aggregated PVSS transcripts are valid and have contributions by P;+.

Secure coin flipping: This can be proved through the exactly the same argument in the proof of Lemma
16. In particular, the simulator algorithm S in Fig.4.11 applies to simulating RDKG[sid|r|k,] for any
r € [0,d]. O
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4.7 Near-Optimal DKG for DLog Cryptosystems

Though the DKG scheme in the previous section achieves nearly optimal communication and round
complexities, it however only generates secret keys as Elliptic Curve group elements, which is incom-
patible with the majority of DLog-based cryptosystems where the secret key is in a scalar field F. To
close this gap, in this section, we present a DKG protocol for field-element secrets, where our group-
element DKG only serves as a setup for a coin-flipping protocol. Moreover, we prove the DKG scheme
achieves oracle-aided algebraic simulatability (Bacho and Loss, 2022) against adaptive adversaries and
full secrecy (Gennaro et al., 2007) against static adversaries, making our protocol broadly applicable

and as useful as the classical DKG protocols like the one by Gennaro et al. (Gennaro et al., 2007).

4.7.1 Subset Byzantine Broadcast

Following the high-level idea in Section 4.3.2, the communication cost could be saved if only O(k)
randomly selected nodes contribute secrets to the final secret key, which suffices for secrecy as there
exists one honest node among the O(k) selected nodes with an overwhelming probability. However, if
naively using O(x) BB instances for delivering the selected nodes’ PVSS transcripts, a rushing adap-
tive adversary can corrupt the senders and violate robustness. Alternatively, using O(n) BB instances
to let all nodes deliver PVSS transcripts (before selecting O(k)-size committee) is robust against rush-
ing adversaries but causes cubic communication. To address this issue, we introduce Subset Byzantine
Broadcast (SBC), which begins with a propose phase, in which all nodes disperse their inputs to the
network, followed by another delivery phase, where a selected subset of dispersed values will be recon-
structed and delivered to the entire network. Intuitively, this simultaneously achieves adaptive security
and low communication complexity, because, after the communication-efficient propose phase, it is “too
late” for any rushing adversary to prevent the dispersed inputs from being reconstructed. Formally, SBC

can be defined as follows.

DEFINITION 8 (Subset Byzantine broadcast). An (n,t,¢)-SBC protocol involves n participants P =
{Pi,..., P,} where at most t of them can be corrupted. It syntactically consists of two subsequent

phases:

e SBC.propose: Every P; has an /-bit input msg, to this phase, and would (implicitly) return
certain protocol transcripts while P; terminates.
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e SBC.deliver: After the propose phase is terminated, each P; is given the same S (i.e., a subset
of [n]) as input for the deliver phase, where S can be provided by some higher level protocol
(e.g., determined by a common coin). At the end of the deliver phase, each P; will output the

corresponding subset of input values {msg;, }cs.
An (n, t, £)-secure SBC protocol shall satisfy the following properties.

e Agreement: Every two honest parties output the same set {msg], };cs in the deliver phase.

e Validity: Let H be the set of “so-far-honest” parties at the end of the propose phase. Then,
with an overwhelming probability, for every j € H NS, we have msg;- = msg;. Le., the
network can deliver the original input value of P}, if P; has not been corrupted before the end
of the propose phase.

e Termination: Both propose and deliver phases can terminate.

SBC Construction. We first provide a high-level overview of this protocol. In the propose phase, every
node P; encodes its input msg, into n fragments (¢; 1, . . ., ¢; ) using an erasure coding scheme (Blahut,
1983), and applies an accumulator scheme to all fragments, so that the fragments correctly committed
to the accumulator can later be identified; F; then sends c; ; and its accumulator witness to each P;.
During the delivery phase, given a subset S C [n], every P; multicasts the fragments and witnesses
received from {P;};cs to the network, so that every node would reconstruct some values associated
with { P} jes. Then all participants use |S| instances of BA (Abraham et al., 2019) to reach a consensus
on the reconstructed values. The underlying BA protocol (Abraham et al., 2019) requires common coins,

so does our SBC protocol.

Next, we provide a detailed construction in Fig.4.12 and formalize analysis of Subset Byzantine Broad-

castin Lemma 18.

Given a cryptographic accumulator Acc = {Acc.Gen, Acc.Eval, Acc.Wit, Acc.Vrfy}, a (t + 1,n) era-
sure code scheme EC = {EC.Enc, EC.Dec}, and an (n, ¢, ¢)-Byzantine agreement protocol BA, one can
construct an efficient (n, ¢, ¢)-SBC protocol, as illustrated by Figure 4.12. Particularly, we assume the
following setups as granted before the protocol execution: (1) The accumulator scheme’s public param-
eter ak < Acc.Gen(1*,n), and (2) all setup needed for the underlying BA, including a common (weak)

coin within P.
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SBC.proposelsid]. Every P; € P, on input msg;, performs the following steps:
Step 1: // Encode the message and send fragments to different parties

EC.Enc(msg;) — (¢i,1,---,Cin); Acc.Eval(ak, {(j, ci ) }jem)) — i
fOI‘j S [n], Acc.Wit(ak, Uq, (]7 Ci,j)) — Wy j and send (Sid, propose, u;, ¢; ;, wi,j) to Pj

Step 2: wait for (sid, propose, u;, ¢; ;, w; ;) from all P; € P until the end of Round 1.

then terminate

SBC.deliver|sid]. Every P; € P, on input S, performs the following steps:
Step 1: // Echo the fragments from the selected parties

multicast (sid, deliver, {u,, (i, ¢, w,,) }zes)
Step 2: // Reconstruct the input messages of the selected parties
receive (sid, deliver, {ugj), (J, €25, Wz 5) }zes) fromall P; € P
for z € S,if 3], C [n] and u,, s.t. [J.| =t + 1A
Vj e Jmugj) = u, A Acc.Vrfy(ak,u,, (j,¢. 5),w. ;) = 1 then
msgl) = EC.Dec({(j, cz.j)}jer.)
else msgg) =1
Step 3: // reach a consensus on all delivered messages
for z € S, invoke BA[sid||z] with the input msg("), and obtain the output msg_
output {msg_}.cs

FIGURE 4.12: The Subset Byzantine Broadcast protocol.

LEMMA 18 (SBC). With a setup for an adaptively secure unique threshold signature scheme, the SBC
protocol in Fig.4.12 is an adaptively secure (n,t,{)-SBC protocol (cf. Definition 8) for any t < 5. In
addition, its expected communication cost is O(|S|nl+ \|S|n? log n), and its expected round complexity
is O(log |S|). Moreover, there is a predetermined bound Tsgc = O(k), such that SBC can terminate

within Tsgc rounds, with an overwhelming probability 1 — negl(k).

The Analysis. We provide a proof of Lemma 18.

PROOF. Regarding security, agreement follows that of BA, and fermination follows the synchrony
message delivery bound A, and the termination of BA. For validity, let’s consider a party P; € HNS and
has an input msg,. Since party P; has not been corrupted, even by an adaptive adversary, at the end of the
propose phase, it must have correctly generated the n coded fragments from its input msg;, calculated
corresponding witnesses that prove the validity of fragments, and sent them to every P; € P. We
emphasize that this information is successfully delivered to all honest parties before the deliver phase
begins, regardless of whether an adaptive adversary corrupts P; after the end of the propose phase.
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Consequently, all parties can collect fragments and witness from all parties in H at the beginning of the
deliver phase. Then, they pick the fragments and witnesses received from S, and multicast them. For
any t < %, there must be at least ¢+ 1 valid fragments of msg, available to every honest party by the end
©))

of deliver phase step 1. This ensures any honest party P; can reconstruct the same msg,”’ = msg;, and

use it to invoke BA[sid||i]. By the validity of BA, participants should output the original input, hence
(k)

BA[sid||i] outputs msg,”’ = msg; for all honest party Pj.

Next, we analyze the communication complexity of SBC. In the SBC.propose phase, each party P; sends
out (sid, propose, u;, ¢; j, w; j) whose size is O(X + W + £/n) to every P; € P. The communication
cost of this procedure is O(n?(\ + W) + nf). In the SBC.deliver phase step 1, each party P; multicast

(sid, deliver, {u, (i, c;i,w, i) } .es) Whose size is O(|S| - (A + W + £/n)). In step 3, each party in-
vokes |S| BA instances where each BA has an input msg(zi) of size O(¢). Adding them together, the
total communication cost is O(n?|S|(A + W) + n|S|¢ + |S|BA,(¢)). Consider using the efficient BA
instantiation and a Merkle tree instantiation for witness, the expected total communication cost reduces

to O(|S|nf + A|S|n?logn), i.e. the communication complexity stated in Lemma 18.

Finally, we investigate the round complexity in expectation or with an overwhelming probability. Since
the underlying BA protocol (Abraham et al., 2019) is a randomized protocol that terminates when a
randomly elected leader is honest, the number of rounds to terminate is a geometric random variable
X; with probability p = % Therefore a single BA instance is expected to terminate in F(X;) =
1/p = O(1) iteration (round). However, in SBC, |S| numbers of BA instances are invoked concurrently.
These |S| parallel BA instances are expected to terminate in £(max;¢ s {X:}), the expected value of
the maximum of | S| IID geometric random variables with mean 1/p, which approximates to O(log |S|)
iterations (rounds). On the other hand, by Lemma 2, with an overwhelming probability 1 — 277, there
is an integer 7" = O(k), such that among any N’ < 2" BA instances, every BA instance can terminate
within 7" rounds. In N = poly(x) SBC instances, the number of BA instances is still polynomial in
K, so every BA instance can terminate within 7" rounds with an overwhelming probability. Note that
besides the poly (k) parallel BA instances, the other parts of our SBC protocol are deterministic and only
incur constant rounds. Therefore, there is an integer Tsgc, such that every SBC instance among N SBC

instances can terminate within Tsgc rounds with an overwhelming probability. This proves the round

complexity stated in Lemma 18. U
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4.7.2 The Field-element DKG Protocol

Building Blocks. Our field-element DKG uses the following components.

SCRAPE’S LOW DEGREE TEST. Following (Shrestha et al., 2023; Das et al., 2023c), we use a variant

of Pedersen’s polynomial commitment. Particularly, to commit a ¢-degree polynomial f € F[X], we
randomly sample another ¢-degree polynomial f* € F[X], and compute the commitment as

(gf(l)hf/(l), e ,gf(")hf/(”)), where n > t + 1 is an integer, and g and h are uniformly sampled two
distinct generators of G. Such a polynomial commitment admits the efficient low-degree test due to
Scrape (Cascudo and David, 2017). For ease of use, we formulate the next two algorithms for verifying

if a vector of n group elements (C', ..., C,) commits a t-degree polynomial.

e PC.VkGen(n,t,TF). Uniformly sample ¢(X) € F[X] whose degree is at most (n —t — 2), and
q(j)
1, (=)
e PC.Vrfy(pvk, (C1,...,Cy)). Return 1, if H?Zl(Cj)P"kj = 1g; Otherwise, 0.

return pvk = (pvk;) jec[n) Where pvk; =

The effectiveness of the test is summarized by the following lemma from (Shrestha et al., 2023; Das

et al., 2023c¢).

LEMMA 19 (borrowed from (Shrestha et al., 2023; Das et al., 2023c)). Let g and h be two distinct
generators for a group G with the scalar field F. Let pvk < PC.\NkGen(n,t,F). Then, for any
(Ch,...,Cp) € G™, if PCVrfy(pvk,C1,...,Cp) =1, then

N 1
Pr[3t-degree f, f' € F[X], s.t. C; = g ORI i e n]] >1-— m
NIZK. We use a non-interactive zero-knowledge proof scheme NIZK = {NIZK.Prove,

NIZK.Vrfy} for the following relationship:
{(cm, pk, g, h) € G*; (sk,r) € F? : cm = ¢**h" A pk = ¢°*} 4.1

Here (cm, pk, g, h) corresponds to the public statement, and (sk,r) is the private knowledge. The
NIZK scheme shall satisty completeness, simulation knowledge soundness, and zero knowledge. In

Appendix B.3.1, we give a simple instantiation of it in the random oracle model.

CONSENSUS AND LEADER ELECTION COMPONENTS. We use SBC (described in Fig.4.12) as the con-

sensus component. To provide common coins used in SBC, our group-element DKG protocol RDKG
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(cf. Fig. 4.9 in Section 4.6) is used to establish the setup of one-round coin-flipping protocol from (Ba-
cho et al., 2024) (described in Fig.B.1). The leader election subroutine Election[”]%, which randomly
samples 2« indexes in [n], is realized from the same coin-flipping protocol (e.g., randomly permute [n]
using common coins and then pick up the first 2« indexes). In addition, we assume a standard digital
signature scheme DS = {DS.KeyGen, DS.Sign, DS.Vrfy} with existential unforgeability under chosen

message attacks.

Protocol description. Following the high-level idea mentioned in Section 4.3.2 and given the above
ingredients, we formally depict our field-element DKG protocol in Fig.4.13. Informally, it executes as

follows.

Initially at step 0, all parties execute our group-element DKG protocol to establish an adaptively secure

unique threshold signature, serving as the setup phase of SBC and election protocols.

From step 1 to step 3, each node interacts with all other nodes and tries to form a publicly verifiable
transcript of secret sharing. In particular, a node P; commits to a secret polynomial f; using Pedersen
commitment and sends a piece of commitment cm; ; along with its opening to each P; (step 1). When
receiving a valid opening for a commitment cm; ; from P;, P; signs the commitment (step 2). Finally, a
valid transcript consists of all commitments, signatures for the commitments, and valid openings without
signatures. Such a transcript ensures that all nodes can receive consistent shares, since either the receiver
has confirmed via its signature, or the share is contained in the transcript. Then, every node disperses

the transcript to the whole network using SBC (step 3).

At step 4, 2« indices are randomly sampled from [n]. Since all nodes have erased their secrets, an
adaptive adversary cannot learn these secrets by corrupting the selected nodes. After the election, all
nodes retrieve the transcripts dispersed by the selected nodes within the delivery phase of SBC, at step

S.

From step 6 to step 7, each node verifies the received transcripts, and obtains its secret key share by ag-
gregating the secret shares from the valid transcripts; then computes its public key share, and multicasts
it. Finally, at step 8, all public key shares were already received or can be derived by interpolating the
received valid public key shares.

137



Each P; € P performs the following steps:
Step 0: Inovke RDKGIsid[rdkg], and Coin.ComSetup[sid[coin] for coin flipping

Step 1: Sample ¢-degree polynomials: f;, f; over F[X]
Commit shares: cm; ; = gfi D ptit)
send (sid, SHARE, cm; ;, fi(7), fi(j)) to P;, for each j € [n]
Step 2: // upon receving shares, return the signed commitments
receive (sid, SHARE, cm; ;, f; (i), f;(i)) from every P; € P
for every j € [n],if cm;; = ¢/i . A/i® then
DS.Sign(DS.vk;, DS.sk;,cm; ;) — o;,:; send (sid, SIGN, g, ;) to P;
Step 3: // prepare and propose the PVSS transcript
receive (sid, SIGN, g; ;) from every P; € P; Initialize a vector Trans;
for every j € [n],if DS.Vrfy(DS.vk;,cm; ;,0, ;) = 1 then cert; ; = 0, ;
else cert; ; = (fi(j), f{(§))
Invoke SBC.propose|sid|sbc] with the input Trans; = ((cm; j, cert; ;))jen]

wait until it terminates.‘ erasef;, fI except f; (i), fi(4) ‘

Step 4: Invoke Election[™" [sidlele] — S// elect a random subset of 2« indexes
Step 5: // deliver the PVSS transcripts of the chosen subset through SBC.deliver
Inovke SBC.deliver|[sid|sbc] with the subset S, and obtain the output {Trans. }.cs
Step 6: Initialize Qual = §); pvk < PC.VkGen(n, t, p)// verify delivered transcripts
for every z € S, parse Trans, = ((cm. j, cert. ;));e(n]
if PC.Vrfy(pvk, (cm. j)jem) = 1 and for j € [n], cert. ; is either a valid
opening of cm,, ; or a valid signature for cm ;, then Qual = Qual U {z}
Step 7: sk; + Z f2(),pk; = g°F 7y Z fi(i),cm; = H cm,;
z€Qual z€Qual z€Qual
m; < NIZK.Prove((cm;, pk;), (ski, r;))// prove pk; is honestly generated

multicast (pk;, ;) and wait for (pk’;, 7;) jc[) until the next round starts
Step 8: Initialize Valid = (}// extract the public key
for j € [n],cm; = H cm, j, if NIZK.Vrfy((cmj, pkf), 7;) = 1,

z€Qual
then Valid = Valid U {5}

Let pk; = pk;- for all j € Valid. Let Valid’ C Valid include
the first ¢ + 1 indexes in Valid.
/1 Let {\;(x)},evaliar be Lagrange basis over Valid’
)\.
Interpolate {pk;}jcvaia’ : Pk = H pkj](o), and
jeValid’

pkr = ] k', ¥r ¢ Valid; output (pk, pks,. .., pkn, sk;)
j€Valid’

FIGURE 4.13: Field-element DKG with Full Secrecy. Boxed actions are for adaptive security.
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4.7.3 The Analysis

Efficiency analysis. We analyze the communication cost step by step. According to Section 4.6, RDKG
at step 0 incurs O(Axn? logn) bits communication and O(x log n) rounds. For guaranteed termination,
at step 3 and step 5, the SBC subroutine incurs O(Axn? logn) bits communication and O(k) rounds.
For all other steps, they only incur O(An?) communication cost and O(1) rounds. Therefore, the overall
communication cost of our field-element DKG in Fig.4.13 is O(Axn?logn), and its round complexity

is O(klogn).

Security analysis. Regarding security, we establish the following result with proofs.

THEOREM 4. The DKG protocol in Fig.4.13 satisfies robustness and oracle-aided simulatability against
strongly adaptive adversaries who can corrupt up to t < n/2 nodes. In addition, it achieves full secrecy

against static adversaries.

Sketch Proof. First, with an overwhelming probability there exists an index ¢* € S s.t. P; remains
honest before step 4. Then, Trans; must be valid, which means Qual is non-empty. On the other
hand, ensured by the unforgeabililty of the underlying signature, and the binding property of Pedersen
commitment, for every z € S, the honest nodes have valid shares from P,. Therefore, all honest nodes
can have consistent secret key shares and public key shares at step 7. Ensured by the completeness of
NIZK, all public key shares from honest nodes will be computed with valid proofs and delivered to every
node by the end of step 7. On the other hand, ensured by the knowledge soundness of NIZK and the
binding property of Pedersen commitment, every valid public key share was honestly constructed. It

follows that our DKG satisfies robustness.

The proof of full secrecy is similar to the proof in (Shrestha et al., 2023). In particular, the simulator will
randomly select one honest node P;« and generate its PVSS transcript without knowing the committed
polynomials, which can be done since the signatures of other honest nodes can be generated by the
simulator. F;~ will be elected at step 4, by programming the random oracle inside the leader election
subroutine. Then, after the set Qual is decided, the simulator recovers the public key shares of all
malicious nodes and then interpolates the public key shares of honest nodes based on the given public
key, which ensures the generated public key is equal to the given public key. Regarding the oracle-aided
algebraic simulatability, it largely follows the proof for GIKR(Gennaro et al., 2007) provided in (Bacho
and Loss, 2022).
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Detailed Proof. To facilitate our proof, we first restate the following fact about the low-degree testing

that was previously discussed in (Shrestha et al., 2023; Das et al., 2023c).

LEMMA 20. Let (C1,...,Cy) be n group elements in G, for which there there exist t-degree polynomials
fand f' € F[X]s.t. C; = g'DrI"®) fori € [n]. Then, for any subset 1 C [n] with |I| = t + 1 and
(ai,b;)icr s.t. C; = g%hb for i € 1, interpolate two t-degree polynomials a and b such that a(i) = a;
and b(i) = b;. It follows that C; = g* D@ for all i € [n).

PROOE. ¢ + 1 evaluations uniquely identify a degree-t polynomial. Hence we have f = a, f' = b
and g®Dpb0) = gFOpF' () = C; for all i € [n)]. O

We prove the robustness in Lemma 21, the full secrecy in Lemma 23, and the oracle-aided algebraic

simulatability in Lemma 22.

LEMMA 21. The DKG protocol in Fig.4.13 satisfies robustness.

PROOF. We first argue that all participants F;’s will output some public key and public key shares
at the end of the protocol execution. By the end of Step 7, for every j € [n], every honest P; either (i)
receives the same valid (pk;, ;) from P;, or (i) receives invalid (pk;, 7;) or nothing from P;. Notably,
the former case happens for every honest P;, since the properties of SBC, Election and low-degree test
ensure: by the end of Step 6, all honest nodes hold the common set of valid secret sharing transcripts
{Trans; }.cqual for non-empty Qual € S, so all of them can multicast valid (pk;, 7;) messages consis-
tent to {Trans. }.cqual during the Step 7 for the completeness of NIZK generating 7;. Following that,
when entering Step 8, all honest nodes have already received at least n — ¢ valid (pk;, 7;) messages

from distinct P;, making them always interpolate some public key and public key shares.

Then, we argue that the output public key and public key shares are consistent and agreed, i.e., there
exists a t-degree polynomial f € Z,[X], s.t., all honest nodes output pk = g7 and pk; = ¢f@ for
i € [n]. Following Step 1-3, we know that honest nodes can always generate valid transcripts. Let H'
be the set of all so-far-honest nodes before Step 4. Since there are x nodes being randomly sampled in
Step 4, the probability of SN H' = () is smaller than 27", which is negligible. By the validity of SBC,
for every z € SNSHi, the transcript Trans, delivered by SBC is exactly the transcript provided by P, in
Step 3. Thus, {Trans, }.cs contains honestly generated transcripts (with an overwhelming probability),
which means Qual is not empty.
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According to Step 7, an honest P; calculates sk; as ZzeQual f=(i). Since every cm, j,z € Qual has
a valid certificate cert, ; (according to Step 6) which is either a valid signature under P;’s verification
key or a valid opening. According to Step 2, an honest node will sign a commitment only when it has
received the correct opening. Following the unforgeability of the underlying digital signature scheme,
P; has the correct openings for all {cm, ;},cqual. Therefore, all honest P; can calculate sk;, pk;, 7i,
and 7;, as per Step 7. Then, for the completeness of NIZK for proving public key share, (pk}, i) jeln]
received at the end of Step 7 contain the public key shares of all honest nodes. Since honestly generated
public key shares come with a valid proof, Valid contains at least ¢ + 1 indexes. According to Step 8,

the other public key shares and the public key are obtained by interpolating {pk; } ;cyajiq’» it follows that

pk, {pk; }j¢Va|id, and {pk; }jeva”d/ are consistent.
It remains to show that all honest nodes terminate with the same public key and public key shares.

In our protocol, as the corrupted nodes may not send the same public key shares to all honest nodes,
different honest nodes may use different subsets of valid public key shares as Valid' to interpolate the
public key and other public key shares. In the following, we show that for any set of valid public key
shares, {pk; } jevalid, there exists a t-degree polynomial f, such that pk; = gf (@), If such a polynomial f
exists, then all honest nodes can obtain the same public key and public key shares, as they all receive the

same t + 1 public key shares from the forever honest nodes, which already determine the polynomial f.

It remains to show that all {pk;} cvalia (including those not in Valid’) are consistent. Following the
knowledge soundness of NIZK, each P; for j € Valid knows an opening (sk;,7;) forcm; = []_cqua €Mz j,
and pk; = ¢g°*i. On the other hand, for every Trans, = ((cm. j,cert; j))jem), 2 € Qual, as it satis-
fies PC.Vrfy(pvk,cm, 1,...,cm; ) = 1 (according to Step 6), it follows that, with an overwhelming
probability, there exist t-degree polynomials a.,b, € Z,[X], s.t., cm, ; = g% hb=0) for all j € [n],
which is ensured by Lemma 19. Furthermore, it is easy to argue that there exist ¢-degree polynomials

a,b € Z,[X], s.t. cm; =[] jcm, ;= g“Dpb@) for every i € [n]. Then, following Lemma 20,

2€Qua
based on (sk;,7;) jevalia’» We can obtain the opening (skj = 3 iy iiqr Aj(1)skj, 77 = > svanar Aj(9)75)

for any other cm;, i € [n] \ Valid'.

Ensured by the binding property of the underlying Pedersen commitment, we know sk; = sk/ for all
i € Valid\Valid'. In other words, all {(j, sk;)}jevaiiq are the evaluation of the same ¢-degree polynomial.

Thus, we completed this proof. (]
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LEMMA 22. The DKG protocol in Fig.4.13 satisfies the oracle-aided algebraic simulatability against

adaptive adversaries.

PROOF. We proceed this proof by constructing a PPT simulator SiméKG’ad , Which simulates an exe-
cution of the DKG involving the adversary .A. For clarity, we write down the pseudo-code of Sim’S‘KG’ada
in Fig.4.14. In particular, the simulator is given ¢t + 1 group elements Dy, ..., D; € G and can access to
the discrete logarithm oracle DL(-), which on input a group element A € G returns a such that A = g%,
for at most ¢ times. Aligning with the definition, the simulator is algebraic about the queries to DL,(-)

and the final pk.

We show that at the view of A, the execution simulated by SimS‘KG’ada is indistinguishable with a real

execution, through the following hybrid simualted executions.

Hybrid 0: The simulator Sim acts on behalf of all so-far-honest participants by honestly following the
protocol specification. When the adversary .4 corrupts a party, the simulator returns the current internal

state of it to A.

Hybrid 1: The simulator Sim; is almost identical to Simg, except that:

e At step 7, it generates the proof 7; for each ¢ € H by using the simulated prover algorithm

NIZK.SimProve.

Hybrid 2: The simulator Simg is almost identical to Simy, except that:

e Before step 4, it uses secret key shares rsk; (w.r.t. RDKG) of honest nodes to create the unique
threshold signature UTS.o for sid. Check whether (sid, UTS.o) has been queried by A to the
random oracle. If it has been queried, abort. Otherwise, it uniformly samples z1, ..., z; <$

[n], and records RO(sid, UTS.0) := (21, ..., 2x).

Hybrid 3: The simulator Simg is almost identical to Sims, except that:

o At step 1, it samples ¢* < H. At step 4, it programs the random oracle to ensure that ¢* is

included in the election outcome S, as SiméKG’ada does in step 4.
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ShnéKGﬁﬁ(DorDerzw..rDQ

Prepare: Let H C [n] be the set of all so-far-honest nodes.
Let C C [n]be the set of all corrupted nodes.
Step 0: honestly execute this step on the behalf of all {P; };cqn
If A corrupts P;, return all internal states of P;,
and update C and H accordingly
Step 1: sample i* < H, and honestly execute this step on the behalf of all
{P;}icm\ (i+y: For P, do the following:
for j € [n|,compute A; = H Df; sample b; < Z,; compute
T€[0,t]
B; =1, and C; = A; B,
for j € C, queryDL,(-) with A;along with its description
(0,0,(57)ref0,4), and obtain aj, s.t. A; = g%/
send (sid, SHARE, C}, a;,b;) to P;, foreach j € C
Handling corruption after step 0:
If A corrupts P;~ before step 4, abort and rewind
Otherwise, if A corrupts P; for j € H, update H and C accordingly.
query DL, (-) with A; along with its description(0, (j7)r¢[o,¢) OVer
(9, Do, ...,D;),and obtain a;, s.t. A; = g%
return (a;, b;) along with other internal states of P; to A
Step 2: honestly execute this step on the behalf of all { P, };cp
Step 3: honestly execute this step on the behalf of all { P; };cm\ (i+}:
For P;«, follow the protocol except that:
for every j € H, let cert; = DS.Sign(DS.vk;, DS.sk;, C;) — 0,
Step 4: Program the random oracle so that i* € S :
Let UTS.o be the unique threshold signature under rpk for sid.
Sample s* < [k]; Let 2z« = ¢*, and sample 21, ..., 25 —1, Zsx 41, - -, Zx <5 [1]
Let RO(sid, UTS.0) := (21,..., 24)
Step 5: honestly execute this step on the behalf of all {P; };en
Step 6: honestly execute this step on the behalf of all { P; };cpx, and obtain Qual
Step 7: for every i € H, compute sk; = Z £.(i), and pk, = g**
z€Qual\ {i*}
for i € H, compute pk; = A;pk,; simulate the proof 7; < NIZK.SimProve(cm;, pk;)
multicast (pk;, 7;) on behalf of P;
Step 8: honestly execute this step on the behalf of all { P; };cy. In addition:
Compute sk = Z(s%i);\i(o), where {\;(0)};cn is the Lagrange basis over H
icH
output (sk,1,0,...,0) as the description for pk over (g, Do, D1, ..., Dy)

FIGURE 4.14: The simulator for the oracle-aided algebraic simulatability.
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The execution in Hybrid 0 is identical to the real execution. It is also easy to see that, at the view of A,
the execution simulated by Sims is identical to the the execution simulated by Sim’S‘KG’ada on input the

uniformly sampled (Do, . .., D;) and with the access to DL,(-).

Due to the zero knowledge property of NIZK, it follows that Hybrid 0 and Hybrid 1 are indistinguish-
able to the adversary .A. Regarding Hybrid 1 and Hybrid 2, they are indentical, if Simy does not
terminate in Hybrid 2. On the other hand, due to the security of the underlying unique threshold sig-
nature scheme, the probability that A can query RO with (sid, UTS.o) is negligible. Thus, Hybrid 1
and Hybrid 2 are indistinguishable to .A. Regarding Hybrid 2 and Hybrid 3, the only difference in .A’s
view is the distribution of the output of Election. In particular, the output distribution Uz in Hybrid 2 is
the uniform distribution over [n]x, while the distribution U3 in Hybrid 3 is the uniform distribution over

[n]*\ C™, where C’ is the set of corrupted nodes before Step 4. It is easy to see the statistic distance
C]

between Us and Us is merely ()", which is negligible. Therefore, the simulation execution provided

by Sim“,S‘KG,ada and the real execution are indistinguishable to A.

Then, we argue that SiméKG’ada provides the correct expression of pk, i.e., pk = gS%DO. Recall that in
our DKG, pk is obtained by interpolating the public key shares {pk; }y,iqr With valid proofs obtained
by the end of Step 7. For j € Valid’ N H' where H' is the set of so-far-honest nodes before Step 7, pk;
is generated as A; gs_kj; For j € Valid’ \ H', according to the simulation knowledge soundness of NIZk,
A knows the opening (sk7, 1) of cm; = ([ equan i} M=) A;B; and pk; = gFi. As A; = g%
and B; = h%, we know that (skj — aj, 1} — bj) is the opening for cm; = J[,cqual i} €M=,;- On the
other hand, for each i € H, we have an opening (sk;,7;) for cm; = HZeQual\{i*} cm; ;. Following
Lemma 20, for every j € Valid’ \ H', we know that sk; = 3.y Ai(j)sk; and 7 = 3, . Mi(j)7 is an
opening for ¢m;. Then, due to the binding property of the underlying Pedersen commitment, we know
skj = sk’; — a; excepet for a negligible probability. Thus, for j € Valid"\ /', pk; = goki Aj;. It follows
easily that pk = [T;cvaig P = g™ Dy.

Finally, let us assume w.l.o.g. that at the end of the execution there are ¢ corrupted party C = {j1,..., i},

and then the simulation matrix can be represented as below:

1 0 0
I— 1 g1 ... 4

1

L oge ... gt
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It is easy to check L is invertible over Z,, and thus we complete this proof. O

LEMMA 23. The DKG protocol in Fig.4.13 satisfies the full secrecy against static aderversaries.

PROOF. We proceed this proof by constructing an PPT simulator Sim“SKG which simulates an exe-
cution of the DKG involving an adversary .A. For clarity, we write down the pseudo-code of Sim’éKG in
Fig.4.15, which takes as input pk, which is generated by the default key generation algorithm, and the

identities of corrupted parties denoted by C C [n]. We assume w.l.0.g. that |[C| = ¢.

In the following, we argue that the execution simulated by SiméKG and the real execution are indistin-

guishable to A.

Hybrid 0: The simulator Simg acts on behalf of all honest participants by honestly following the

protocol specification.
Hybrid 1: The simulator Sim; is almost identical to Simg, except that:

o At step 7, it generates the proof 7; for each ¢ € H by using the simulated prover algorithm

NIZK.SimProve.

Hybrid 2: The simulator Simy is almost identical to Sim1, except that:

o Before step 4, it uses secret key shares rsk; (w.r.t. RDKG) of honest nodes to create the unique
threshold signature UTS.o for sid. Check whether (sid, UTS.o) has been queried by A to the
random oracle. If it has been queried, abort. Otherwise, it uniformly samples z1, ..., z,; <$

[n], and records RO(sid, UTS.0) := (z1,. .., 2x).

Hybrid 3: The simulator Simj3 is almost identical to Sims, except that:

o At step 1, it samples ¢* < H. At step 4, it programs the random oracle to ensure that ¢* is

included in the election outcome S, as SiméKG’ada does in step 4.

Hybrid 4: The simulator Sim is almost identical to Simg, except that:

o At step 1, after generating C'; = cm;» ; for all j € C, P« computes Cp = gl O pFi+0) and
cmi=; = [Tecuqoy C;‘j @ where {Aj(2)}jecuqoy is the Lagrange basis over CU{0}. At step
3, C; for i € H is signed by using the signing key of F;.
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SIméKG (pk7 (C)

Prepare: define I := [n] \ C, sample i~ < H
Step 0: honestly execute this step on the behalf of all { P, };cn
Step 1: honestly execute this step on the behalf of all { P; };cpn (5+};
For P;+, do the following:
for j € C, sample a;,b; <$ Z,, and compute C; = g*i h"
Sample Cy <=5 G, compute C; = H CA W) for j e [n] \ C
Te{0}UC
send (sid, SHARE, C;, a;,b;) to P;, foreach j € C
Step 2: honestly execute this step on the behalf of all { P; };cp
Step 3: honestly execute this step on the behalf of all {P; };cp (5-}:
For P;«, follow the protocol except that:
for every j € H, let cert; = DS.Sign(DS.vk;, DS.sk;, C;) — 0 i+
Step 4: Program the random oracle so that i* € S :
Let UTS.o be the unique threshold signature under rpk for sid.
Sample s* < [k]; Let zg« ="
Sample 21, ..., 25 —1, Zsr 41, - -, 2 <5 [1]
Let RO(sid, UTS.0) := (21, ..., 2x)
Step 5: honestly execute this step on the behalf of all { P, };en
Step 6: honestly execute this step on the behalf of all {P; };cm,
and obtain Qual
Step 7:
for every j € C, compute pky*) = g%, where a;
is sent on the behalf of P;« in Step 1

for every i € H, compute sk; = Z f-(i), and pk, = gsiki.
z€Qual\{i*}
Compute pk = H 2k where {\;(2)}ien
icH
is the Lagrange basis over H
" L
Compute pk{ ) = 2=
ompute pk; o
: (i) ()N O
for i € H, compute pk; ' = H (pk; ) ,
je{o}ucC

where {, (w)};efoyuc is the Lagrange basis over {0} U C
for ¢ € H, compute pk; = pkﬁi*)p_ki
simulate the proof 7; «— NIZK.SimProve(cm;, pk;)
multicast (pk;, 7;) on the behalf of P;
Step 8: honestly execute this step on the behalf of all { P;};cp

FIGURE 4.15: The simulator for the full secrecy.
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o Atstep 7, forevery i € H, pk; is calculated as follows: First, calculate p_k» = gZZGQ“a'\{i*} £,
Next, let Ag be ¢/ and interpolate pk;(Z AO ® H , where a; (along with

some b;) for j € C is the opening for cm;+ ; sent to P; at step 1. Then, let pk; = pk:ipkl( Y,

Hybrid 5: The simulator Sims is almost identical to Simy, except that:

e Atstep 1, P;- does not explicitly sample f;-. Instead, it samples Ag < G, and {a;} jcc <5 Z,
which implicitly decides fi+, s.t. fi=(j) = aj, and Ag = ¢/# () Tt also does not sample Il

Instead, it samples {b; } jcjo1uc 5 Z;H, and computes Cy = Agh®.

Hybrid 6: The simulator Simg is almost identical to Simjs, except that:

e Atstep 1, P;- does not sample Ag. Cj is uniformly sampled from G.

o Atstep 7, Ap is randomly chosen.

The execution in Hybrid 0 is identical to a real execution. We also note that Hybrid 6 is identical
to the simulated execution provided by Sim“SKG in the view of A, as when the input pk is uniformly
distributed, pk’éi*) = %Z is also uniformly distributed. Following the similar arguments in the proof for
Lemma 22, Hybrid 0 and Hybrid 3 are indistinguishable. Through a sanity check, Hybrid 3, Hybrid
4, and Hybrid 5 are identical in the view of .A. Moreover, Hybrid 5 and Hybrid 6 are identical due to
the perfect hiding property of the underlying commitment scheme. Therefore, Hybrid 0 and Hybrid 6

are indistinguishable in the view of A.

Finally, we show that in the simulated execution by Sim“SKG, the output pk’ is exactly the input public
key pk of Sim“éKG Note that, for every ¢ € H, pk; = pkgi*)piki. It follows that pk = pkéi*)pfk =
HZeH(pk(Z ))A O (pk) ) = TTcp(pki)* ), where {\;(z)};em is the Lagrange basis over H. In
step 8, pk’ is generated by interpolating the first ¢ + 1 public key shares with valid proofs, denoted
by {pk;}jevaiia- Due to the simulation knowledge soundness of NIZK, A knows an opening (sk;, ])
for cm; = HzeQual cm ; and pk; = gs’“é‘. On the other hand, following Lemma 20, we know that
(skj = > ;e Ni(4)ski + aj, ) is also an opening for cm;. Due to the binding property of Pedersen
commitment, we have sk; = sk and pk; = g ien Xi(@)skita; — HieH(pki))\i(j)‘ In other workds, all

valid pk;’s are on the ¢-degree polynomial defined by {pk; };cm, thus it follows that pk’ = pk. U
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CHAPTER 5

Conclusion and Future Works

Distributed key generation (DKG) is a fundamental cryptographic primitive that supports threshold cryp-
tography and widespread applications in blockchain, such as cross-chain bridge, MEV protection and
checkpointing into Bitcoin. Those new applications raise a new fundamental challenge of deploying

distributed key generation on a very large scale.

In this thesis, we identify four main obstacles on the way towards large scale distributed key generation,
namely, (1) classic DKGs suffer from high communication and computation complexity due to heavy
computation and broadcast overhead in adversarial cases; (2) Recent efficient DKGs cannot achieve both
adaptive security and generate field-element secrets at the same time; (3) the round complexity of DKG
is linear to n due to underlying deterministic consensus protocols; and (4) DKG has weak support in

weighted validator settings over PoS blockchains.
To address these challenges, we provide insights on both practical and theoretical landscape.

In Chapter 3, we present Any-Trust DKG, a practical, scalable and adaptively secure DKG protocol
with field-element secrets and intend to solve challenge (1) and (2). By assuming a common coin and a
broadcast channel, our Any-Trust DKG achieves (quasi-)linear computation and broadcast overhead per-
node cost against weak adaptive adversaries. The key idea is to randomly sample an Any-Trust group,
a small group of nodes among which there is at least one honest node with overwhelming probability,
and delegate most heavy communication and computation tasks to this group. The population only
trusts that at least one member in the group is honest, without knowing which one. Besides, in Section
3.8, we introduce a sub-ID framework that addresses challenge (3) to deploy our DKG in a weighted
setting without compromising efficiency. Along with sub-ID method, our Any-Trust DKG leads to a
fully practical instantiation of Filecoin’s checkpointing mechanism, in which all validators of a Proof-
of-Stake (PoS) blockchain periodically run DKG and threshold signing to create checkpoints on Bitcoin,

to enhance the security of the PoS chain.
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In Chapter 4, on the theoretical side, we purpose Circular Dragon, the first construction of adaptively
secure DKG protocol to solve challenge (1), (2) and (3). Our Circular Dragon realizes optimal n /2
resilience in the synchronous network, and attains near-optimal asymptotic complexities, i.e., 5(712)
communication and O (1) rounds. In addition, the proposed DKG protocol also produces field-element
secrets to support the standard discrete-logarithm based threshold cryptosystem. Last but not least, the
practicality of Circular Dragon is yet to be assessed. Our solution indeed reduces the round complexity
theoretically, however concrete improvements can only be observed in the asymptotic manner. This
means super large network size is anticipated even for loose security parameters. Claiming real-world

practicality of sub-linear round DKG still remains as an open problem.

Both our approaches assume a synchronous network, leading to a future challenge: designing a scal-
able, adaptively secure DKG for asynchronous settings that better reflect real Internet conditions and are
truly deployable for production. Another interesting theoretical question is whether we can remove the
log n term in communication complexity of Circular Dragon DKG, and have a DKG protocol with exact
O(n?)\) communication complexity, matching the lower bound established in (Shrestha et al., 2023), or
whether this lower bound is tight. Yet another broader question is how to adapt DKG and threshold pro-
tocols to other cryptographic systems, like lattice-based ones, while maintaining our performance and
security metrics. Finally, another interesting question is that whether our techniques, including forming
consortium via partitioning and recursively bootstrapping randomized consensus, can find broader ap-
plications beyond DKG; thus whether we may simplify our DKGs, for example, by identifying a new

way of organizing consortiums, without comprising efficiency and security.
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APPENDIX A

Supplementary Materials for Any-Trust DKG

A.1 Supplementary Materials for Bitcoin Checkpointing

A.1.1 The Blueprint of Pikachu

Long-range attacks against PoS blockchain. Unlike proof-of-work chains, block creation in PoS
systems is both costless (in terms of physical resources like energy) and timeless (unconstrained by time
limits), which enables adversaries to easily fork a chain. Existing PoS chains prevent malicious forking
by punishing misbehavior validators. However, an attacker can choose to present the fork chain after all
its stakes have been withdrawn, thus free of being slashed, What is worse, a late coming client may not

be able to decide the canonical chain among the forks.

Securing PoS with Bitcoin checkpointing. A few works (Azouvi and Vukolic, 2022; Tas et al., 2023)
have shown that long-range attacks can be effectively mitigated by creating checkpoints of the PoS chain
on a PoW chain, such that a late coming client can distinguish the canonical chain among forks. Pikachu
illustrates a threshold signature-based checkpointing mechanism. At a high level, the lifetime of the PoS
system is divided into multiple epochs, and checkpoints are supposed to be created per epoch. At every
epoch 4, a configuration C; = {(V; j, w; j)}jc|n,] for some integer n;, which is the set of all validators
{Vi.j}jein,) With their weights {w; ;} je[n,)» is associated with a public key Q; (w.r.t. Schnorr signature
scheme) which can serve as a Bitcoin address, while the secret key of (); is secretly shared among C;.
At epoch ¢ + 1, validators in C; will jointly create a Bitcoin transaction which transfers all assets on );
to (Q;+1, the address belongs to the current configuration C;1; This transaction is the checkpoint. We

elucidate their design with the following three algorithms/protocols’.

1Slightly different from their original description where the PoS digest is embedded into the Bitcoin address, we choose
to put it in OP_RETURN for simplicity.
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e AllocateSubID(C') — {d;} je[)- The sub-identity allocation algorithm takes input as a config-

uration
C ={(Vj,wi)}jem]
and determines the number of sub-identities d; for each V; according to their weight w;.

e DKG({(Vj,dj)}je[n))- The validators in C' run a DKG protocol, while each sub-identity
is viewed as an independent participant. Therefore, each validator V; obtains d; pairs of
(pkj 2, skjg)ze[dj}, and all validators obtain the same public key ) = pk and the list of public
key shares pk = (Pkj2) jen),zeld;)-

e CreateCKP(C}, ckp, PreAdd, Q;+1) — TX. At the epoch i+ 1, assume that validators in C; 41
have generated the public key ();11, the digest of PoS block to be checkpointed is ckp, and
the address of the last checkpointing Bitcoin transaction is PreAdd. Then, the validators in
C; invoke a Threshold Schnorr protocol to sign a Bitcoin transaction TX with the following

information.
{Input : PreAdd; Output : Q;+1; OP_Return : ckp}.

Once the transaction has been properly signed, every validator should disseminate it to the

Bitcoin network.

With checkpoints on Bitcoin, it is rather straightforward for a late-coming user to decide which fork is
the canonical chain when the user is provided with a block tree of finalized PoS blocks. Specifically, the
user first synchronizes with the Bitcoin blockchain. Then, it finds the initial checkpoint transaction and
builds a chain of transactions following the initial transaction. Next, it obtains the digest ckp from the
latest checkpoint transaction and decides the fork with the block whose digest is ckp as the canonical
chain. Moreover, while other approaches like key-evolving forward-secure signatures (Chen and Micali,
2019; David et al., 2018) may also mitigate long-range attacks, the checkpointing mechanism enjoys the
unique advantage of ensuring malicious validators are always slashable. We defer a detailed discussion

to Section A.1.2.

A.1.2 Security of Checkpointing

This paradigm has been thoroughly analyzed in (Azouvi and Vukolic, 2022). It considers an efficient
adversary A, which at each epoch i can corrupt all validators in previous configurations {C'};<;—, and
a fraction of validators up to f in “recent” configurations {C'; };_ <<, for some parameter L such that
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the checkpoint transaction for epoch ¢g will be confirmed in Bitcoin by epoch ig + L. Such an adversary
can mount long-range attacks by using the previous secret keys to forge another validate-looking chain
(called a long-range attack chain). However, since the Bitcoin blockchain has recorded transactions
that transferred all assets from previous addresses {Q;}j<;—r, A cannot create valid checkpoints using
secret keys of {Q);}j<i—r. Therefore, a bootstrapping client can decide the canonical chain with Bitcoin

checkpoints. We summarize their results in the following theorem.

THEOREM 5 ((Azouvi and Vukolic, 2022)). Assume both the Bitcoin blockchain and the PoS chain
satisfy conmsistency, chain growth, and chain quality (as defined in (Garay et al., 2015)). Assume the
Threshold Schnorr signature satisfies unforgeability and robustness under the DKG protocol against
A corrupting up to t sub-identities, and AllocateSublD allocates at most t sub-IDs to A. Then, the

checkpointing mechanism satisfies the following properties.

e Safery. A cannot produce any valid checkpointing transactions for long-range attack chains.

e Liveness. A cannot stop the checkpoints from happening.

On Slashable Safety. Babylon claims the slashable safety. Specifically, for a PoS system with 3¢ + 1
units of stake, validators with at least ¢ units should become slashable in the view of all honest validators
whenever there is a safety violation. Many PoS systems offer slashable safety against short-range attacks
by locking validators’ stakes for a period and slashing one’s stake once proof of security violation is
presented. However, long-range attackers can evade being slashed by publishing the attack chain after

withdrawing their stakes from the canonical chain.

It has been proved in (Tas et al., 2023) that slashable safety against long-range attacks is impossible
without external trust. With this result, (Tas et al., 2023) also shows that other approaches for mitigating
long-range attacks, such as key-evolving signatures (Badertscher et al., 2018; Chen and Micali, 2019)
cannot provide slashable safety. Nonetheless, leveraging the Bitcoin blockchain as an external trust can
certainly bypass this impossibility. Assuming that checkpoints for the canonical PoS chain have been
properly posted on the Bitcoin blockchain, the attacker cannot present an attack chain that diverges from
the canonical chain before the latest checkpoint. In this case, the attacker must not have withdrawn its

stakes and thus is slashable.

In light of the above, both ours/Pikachu and Babylon can guarantee slashable safety once the check-

points have been properly created. Now, we turn to examine the case in which checkpoints may not
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be generated correctly. The adversary has the following options: (1) not make a checkpoint; (2) make
a checkpoint for an ill-formed block; (3) make more than one checkpoint for different well-formed
blocks at the same height and hide the block whose checkpoint appears earlier; (4) make a checkpoint
for a well-formed block but exclude some valid transactions (for censorship). Babylon introduces an
emergency break to prevent from (2) and (3). The client can notice these attacks happening and then no
longer process this chain. In case the adversary refuses to participate in the checkpoint creation, Babylon
considered the punishment of inactivity, which enables the removal of the inactive validators. Regarding
censorship resistance (4), Babylon proposed a roll-up technique that is orthogonal to the checkpointing

mechanism.

In our system, as all checkpoints are in the chain of transactions, the adversary cannot mount the attack
of (3). For (2) and (4), we can follow the exact same approach as Babylon does. For the attack of (1), it
may be hard to identify who makes the DKG/threshold signing fail. Instead, we require a checkpoint to
be made by a certain height of the Bitcoin blockchain, and then the client can switch to emergency break
when it does not find a valid checkpoint by the designated position. In summary, our checkpointing

mechanism provides slashable safety as long as honest clients do not switch to emergency breaks.
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APPENDIX B

Supplementary Materials for Circular Dragon DKG

B.1 Supplementary Material to Coin Flipping from Our New Recursive

DKG for Group-Element Secrets (§4.6)

B.1.1 Aggregatable PVSS

Recall the syntax of APVSS in Section 2.2. We present an aggregatable PVSS scheme in this sec-
tion, identical to the scheme in (Gurkan et al., 2021) with a slightly different syntax solely for nota-
tional convenience. In particular, the two schemes have a similar transcript, where ours is a superset
of theirs, and includes CIDs and commitments {Aéj )} for all CIDs in the transcript. In terms of func-
tionalities, the following algorithm in ours Init, Deal, Agg, PubVrfy, Dec, Rec are equivalent to theirs
Keys, Dist, Agg, Ver, Dec, Rec respectively. For the getCID and PubDriv algorithms, they are helper

functions that extract information from a transcript directly and compute.

Building blocks. We first introduce a few needed cryptographic building blocks.

Pairing. There is an efficient deterministic algorithm GroupGen which outputs the description of the
pairing groups, including (p, G1, G2, Gr, e, g, h), where Gy, Ga, G are groups of order p, g is the

generator of G, h is the generator of Go, and e : Gy x G is a bilinear map.

Signature of Knowledge. A signature of knowledge (SoK) scheme SoK for an NP language L in the
random oracle model consists of two algorithms. Sign(z,w,m) on inputs a statement x, a witness w,
and a message m, produces a signature o on m. Vrfy(x, m, o) verifies the signature. A SoK scheme
should satisfy the Sim-Ext security (Chase and Lysyanskaya, 2006). The SoK in the APVSS scheme
can be instantiated by using Schnorr signature.
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e Init(1*,n). (1) GroupGen — (p,G1, Go, G, ¢, g, h); Define crs = (p, Gy, Go, Gr, e, g, h).
(2) For uncorrupted i € [n], dk; <= Z,, and ek; = hdki,

o Deal((ek;);cn), cid). Sample (ag, a1, ..., a;) <5 Z4, define f(X) = 320 a; X', (A; =
97D)ie(0.n)- and (V; = ek’zf(i))z‘e[l,ny
Sign cid with the knowledge of f(0) w.r.t. Ap: SoK.Sign(Ayp, f(0),cid) — <. Let sk =
hf(©) and Trans = ((Ad)igm)s (Yi)ie[n], {Ao},{0},{cid}) and return (Trans, sk).

o Agg({Trans;}jepm, (eki)icp)- Parse Trans; = (A7 )iep, (V) )iep, AT
79, CIDs?). Compute (4; = [Licim Az('j))ie[n]9 (Vi = [Licim Yi(j))ie[n}, Ao = Uje[m]A(()j)’
v = Ujepmyy?, and CIDs = Uj¢p, CIDsY),
Return Trans = ((A;)iefn], (Yi)ie[n], Ao, 7, CIDs).

o PubVrfy((eki)ic[n), Trans). Parse Trans = ((4i)icpn), (ffi)ie[n], {Aéj)}je[m]
{§(j)}je[m]’ {cid(j)}je[m]). It first checks SoK.Vrfy(Aéj), cid@, ¢U)) for j € [m]. Next, it
randomly samples a (n — t)-degree polynomial ¢(z) € Zy[x], and computes the dual code

q(4)
[T—0 (i —3)
The dual code is used to check the validity of Scrape’s polynomial commitment. See (Cascudo

and David, 2017). In our case, it computes Ay = [ | j€lm] A(()j ) and checks whether

(codeq, ..., code ), where code;” =

n
[T Accde =1. (B.1)
=0

If the above check passes, it confirms that the exponents of (Ai)ie[o,n] are from a t-degree
polynomial f(X), and A; = ¢/, Then, it checks if e(g,Y;) = e(A;, ek;) fori € [n]. It
returns 1 if all checks pass; otherwise, it returns O.

e getCID(Trans). Itreturns Trans[4] = {cid(j)}je[m].

e PubDriv(Trans). It returns pk = [ [ ;¢ A((]j) and (pk; = Ai)icn)-

e Dec(ek;,dk;, Trans). It returns sk; = }A/Zd%z

o Rec({ (4, sk;)}ier). It first computes the Lagrange coefficients {\;};c1 based on I, and then
sk=1] sk‘?l

B.1.2 Bacho et al.’s One-round Coin Flipping (Bacho et al., 2024)

For completeness, we include a description of Bacho et al.” coin flipping (Bacho et al., 2024) in the

following. Here we only specify the key structure required by the scheme, without giving all details of
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the setup and distributed key generation parts, as they will be fulfilled by our new group-element DKG

protocol in §4.6.

Building Block. The scheme requires pairing friendly groups (p, G1, G2, Gr, €, g, h), which are the
same groups used by the APVSS scheme. It also uses a NIZK proof system, dubbed Dleq, for showing
two group elements have the same discrete logarithm w.r.t. two different bases. Formally, Dleq works

for the following relation:
Reg :={(91,9',92,9") € G'ia: ¢’ = g7 N g" = g5}.
Note that Dleq has an efficient instantiation in the random oracle model (Chaum and Pedersen, 1992).

In addition, it assumes a random oracle H; : {0,1}* — G; and a random oracle Hy : Gy — V.

Description. The description of the protocol is available in Fig.B.1. It is easy to see the communication

complexity for each coin is O(An?).

Setup. The setup phase consists of a DKG setup and a one-round commitment setup.

e DKG: Each participant P; obtains (vk,vky,...,vk,) € G7™! and its secret key
sk; € Go. The output satisfies that e(pk;, h) = e(g, sk;), and there exists a t-degree
polynomial f, s.t. pk; = gf() for j € [n] and pk = ¢7(©).

e ComSetup : In addition to the DKG setup, each honest participant P; performs the
following tasks in one round:

— Initialize a local set G = (.
— Sample «; < Z,, and multicast cm; := (g, h~%sk;). Store ;.
- Upon receiving cm; = (cmj,cmj2) from Pj, check if e(pk;,h) =
e(cm;j1,h) - e(g,cm;2). Only if the check verifies, update G < G U {P;}.
Store all {cm;};cg.
Coin"[sid]. Each honest participant P; performs the following tasks to obtain a the coin value
for the instance with sid:

e Compute o; <« (Hi(sid)*, e(H;(sid),sk;)) along with a proof m; =
Dleq(g, g%, Hi(sid), Hy (sid)®). Multicast (o, ;).

e Upon receiving (o, ;) from Pj, check if m; verifies 01 and cmj;. Further,
check if oj2 = e(Hi(sid),cm;2) - e(coj1,h). Upon recieving ¢ + 1 valid tu-
ples {(0;,m;)}jes from distinct nodes in G, compute 0 = [[;cg a;fé, where
N =Tlkes ]:—’“k Return rgg = Ha(o) € V.

FIGURE B.1: The coin-flipping protocol in (Bacho et al., 2024).

The security of the coin flipping protocol is based on the co-one-more discrete logarithm (co-OMDL)

assumption (Bacho and Loss, 2023b), which we recall in the following definition.
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DKGsid]. Every P; € D*) c P performs the following steps:
Step 1: // Each consortium runs an inner-group DKG

activate an inner-group DKG protocol DKG/[sid|k](D*))

Step 2: // Each node broadcasts a PVSS script to its consortium group
PVSS.Deal((ek;) e[n), i) — T;, which shares a random secret s;
BBI[sid|k](D¥), P,(T5)), which broadcasts T} across the group D*)
wait for receiving all T := {7} ;cp) from BBs until next step starts

Step 3: // Every consortium broadcasts its aggregated PVSS to all nodes
PVSS.Agg(T) — T*)//This step skips empty and invalid PVSS transcripts
PCSBBJsid]({DW), ..., D™} DR (TH)) 5 p
PVSS.Agg(V) — T, PVSS.PubDrive(T') — pk, (pk;) jein). PVSS.Dec(dk;, T') — sk;
output pk, (pk;) jen, ski
//if need to flip coins, multicast sk; and reconstruct sk, output Hash(sk)

//or use the DKG output to run the coin-flipping protocol from (Bacho et al., 2024) (Fig. B.1)

FIGURE B.2: A simple sub-linear round DKG protocol for coin flipping.

DEFINITION 9 (co-OMDL Assumption). Let (G1, Ga, p, g, h) be cyclic groups of prime order p. For a
positive integer k € N, the k-co-OMDL assumption states that, for any PPT adversary A,

(215 2k) 48 25, &+ (g7, h7) € Gy x Ga, Vi € [k]
Pr (217 s Zl,v) — ADLQ(.) (le Ga,p, 9, h, (gl)zé[k}) : < negl()‘)y
2, = z;,Vi € [K]

where the oracle DL, on input a group element X in Gy returns x s.t. X = g*, and A can access DL,

at most k — 1 times.

B.2 A Simple Group-Element DKG with Sub-linear Round

Figure B.2 illustrates our first very simple construction of group-element DKG for Bacho et al.’s coin-
flipping protocol (Bacho et al., 2024) with sub-linear rounds from PCSBB and APVSS, which divides
the whole network into a partition D := {D(k) } ke[m] with m consortium groups, to take advantage of
PCSBB. Every D in the partition ID contains the (almost) same number 7 of nodes, and D does not
rely on a trusted setup, as it is some arbitrarily pre-specified parameters that can be hard-coded by the

protocol in any deterministic way. In greater detail, the protocol proceeds as follows:
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e Step 1. For each consortium group D), its member nodes collectively execute an inner-
group DKG protocol, which distributedly initializes a threshold cryptosystem across the nodes
{Pl(k), .. .Pék)} in the group. Note that although these inner-group DKG protocols only set
up threshold cryptosystems for each consortium group, it suffices to use them to instantiate a
PCSBB protocol, thus enabling each honest-majority group to broadcast messages across the
whole network efficiently.

e Step 2. Then, each node P; in the group D*) samples a random secret s; and computes a (t,n)
PVSS transcript T; encrypting n secret shares of s;. Though 7; is a PVSS transcript sharing s;
by encrypting s;’s n secret shares with the public keys of the whole network, P; only attempts
to send 7} to its associated consortium group D¥). For this purpose, P; invokes an inner-group
BB protocol using 7; as input, and then waits for receiving all T := {7} jeptr) from all BBs
in its consortium group.

e Step 3. Subsequently, every node F;, as a member of its consortium group D), aggregates
T into an aggregate PVSS transcript T*®), and executes a PCSBB protocol running among the
whole network, using T’ (k) as input. After PCSBB outputs V, P; aggregates all valid PVSS
scripts carried by V into 7'. All honest nodes would obtain the same aggregate PVSS transcript
T, so they can derive all required public keys and locally decrypt their exclusive secret key

shares, thus completing the DKG across the whole network.

Efficiency Analysis. Before analyzing the complexities of our construction, let us first recall the com-
plexities of its building blocks. If using the threshold signature from MTSS with A log n-bit size, our
PCSBB construction attains an expected communication of O(nmf+ Amn? log n) bits and it terminates
in O(m) epochs, i.e., O(mk) rounds (as we can safely choose each PCSBB epoch to be O(x) rounds,
according to Lemma 2). Also, an inner-group DKG protocol costs O(7) rounds and O(An®) communi-
cated bits, and an inner-group BB can attain O(n) rounds and O(¢n + An?) communicated bits, even if
instantiating them by classical (adaptively secure) results. Note that the input length £ of BB and PCSBB

is An, as it corresponds to the bit length of a PVSS transcript.

So our DKG protocol in Fig. B.2 realizes an expected communication complexity of O(m - Coin, +n -
BB,,(An) + PCSBB(An)) = m - O(Ap®) +n - O(Ann) + O(nm - An + Amn®logn) = O(Ann? +
Amn? log n) bits and a round complexity of O(n) + O(n) + O(m«k) = O(n + mk). When m := n%?
and n := n%5, the communication becomes expected O(An?logn), and more importantly, its round
complexity is O(xn’®) which is sub-linear.
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Security Analysis. The security of our simple sub-linear round DKG protocol described in Fig. B.2 can

be summarized by the following Lemma.

LEMMA 24. If instantiating our sub-linear DKG protocol in Fig.B.2 using the APVSS scheme from
(Bacho and Loss, 2023b), it can securely realize the key generation part of the adaptively-secure unique
threshold signature scheme from (Bacho et al., 2024), in the presence of a PPT adversary that can

adaptively corrupt up to n/2 nodes.

SKETCH. Despite the adversary, in the partition D := {D(’“) } kepm)’ there must exist some consor-
tium group D" e D), such that D) has honest majority, otherwise, the basic honest-majority assump-
tion across the whole network is violated. That said, we can state: (i) all honest nodes in DM must
receive from the inner-group BBs the same set T of PVSS transcripts including those from all honest
nodes in D, otherwise, the security of inner-group BB is breached; (ii) PCSBB must deliver the same
list V of results to the whole network, and more importantly, the list }V includes a PVSS transcript that is
aggregated from T, otherwise, PCSBB is breached. Thus, all honest nodes must aggregate ) to obtain
the same PVSS transcript 7', which at least aggregates the PVSS transcripts generated by all honest
nodes in D). Once we prove the above “consensus” part and demonstrate that all honest nodes must
obtain an aggregate PVSS transcript (which aggregates at least some honest node’s PVSS transcript)
despite n/2 adaptive corruptions, the remaining analysis would largely mirror that of the linear-round
DKG in (Bacho et al., 2024) and repeat our previous analysis in Section 4.6.3. We refrain from repeating

such existing analysis and refer interested readers to the earlier section for details.

O
B.3 Supplementary Material to Field-Element DKG (§4.7)
B.3.1 NIZK Construction
We introduce a NIZK construction in the random oracle model for the following relation.
{(cm, pk, g, h) € G*; (sk,r) € F? : cm = ¢°*h" A pk = ¢°F} (B.2)

We prove the relation by proving the knowledge of sk w.r.t. pk and then r w.r.t. cm/pk. In the detail the

protocol works as follows.
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e NIZK.Prove((cm, pk, g, h); (sk,r)). First, sample a < F and b <= F, and compute A = ¢°,
B = hP. Then, compute ¢ = Hash((cm, pk, g, h), (A, B)) € F, where Hash is a hash function
modeled as a random oracle. Next, compute z; = a + ¢ - sk and z2 = b + cr. The proof 7 is
(21, 22, ¢).

e NIZK.Vrfy((cm, pk, g, h), 7). Compute H = cm/pk, and then check if
Hash((cm, pk, g, h), (¢** /pk®, h** /H)).
If passing the check, return 1. Otherwise, return 0.

It is easy to check the underlying ¥ protocol satisfies honest-verifier zero-knowledge, 2-special sound-
ness, and completeness. Then, the zero-knowledge, simulation knowledge soundness, and completeness
trivially follow the security results about the Fiat-Shamir transformation(Fiat and Shamir, 1986; Bellare

and Rogaway, 1993).
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