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Abstract

In this digitalised world, inappropriate content is a major concern across various domains, in-
cluding media, mobile apps, and computer games, mainly for children. As GDPR, COPPA, and
APPS are enforced, each industry has started standardising the content available to end users.
Content/Age rating in mobile apps describes the minimum maturity level of content in apps.
Yet the content available in the mobile app ecosystem presents a significant security risk. While
the mobile app privacy and security violations, malware/ spam/ counterfeit detection, have been
extensively studied in research, content compliance detection remains in the rudimentary stage.

This thesis investigates four perspectives: 1) app metamorphosis, which measures the funda-
mental evolution of apps via app metadata rather than following a typical incremental updates.
2) cross-modal contrastive learning to identify content rating non-compliance across Google
Play Store, 3) cross-model rationale generation, which targets interpretable explanations of
content rating descriptor violations in a cross-platform setting and 4) a unified framework that
detects out-of-distribution samples by analysing class-wise ranking violations in model outputs
without auxiliary outlier data,

In the first part of this thesis, we investigate metamorphosis events in mobile applications
by developing a multi-modal similarity search pipeline capable of identifying substantial shifts
in mobile apps across five years. Our methodology combines multi-modal embeddings through
a majority-voting algorithm to establish robust cross-dataset app correspondences. Further, we
quantitatively characterise how successful an app is progressing from 2018 to 2023 with a novel
score function. This research pioneered the work in identifying the prevalence of content rating
non-compliance in Google Play Store.

The second part explores automated detection of content rating violations in Android apps
by developing a vision—language representation generation model that jointly analyses app de-
scriptions and visual creatives. The method emphasises the significance of coupling content and
style features in visual data and combines with text features, then the textual and visual repre-
sentations are aligned through a cross-attention module to reduce the semantic gap in context-
sensitive mobile app data. Due to the inherent ordinal structure in content ratings, we employ
ListMLE loss to predict ratings for each app as a downstream task. Evaluated on 10,000 Play
Store games, including “Teacher Approved” apps, 34.5% of teacher-approved apps and 45.7%
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of malpractices flagged by our method were later observed as discontinued.

Motivated by the strong performance of our ordinal classification, we extend the ListMLE
loss to capture the inherent order in standard image classifiers such as ResNet18. We further
demonstrate that violations of the learned rank structure provide an effective signal for out-of-
distribution detection. Based on this insight, we introduce RankOOD, a unified framework that
detects OOD samples by directly analysing class-wise ranking patterns in model outputs, with-
out requiring auxiliary outlier data during training. Our method achieves SOTA performance,
reducing FPR95 by 4.3% relative to the strongest baseline on TinyImageNet for the near-OOD
setting.

In the final part of this thesis, we address the underdeclaration of content rating by the
developers and the absence of a unified content rating framework in the mobile app ecosys-
tem. We leverage the rigorously regulated Apple App Store as an external reference point. To
enable cross-platform knowledge transfer, we introduce a content-descriptor-based data gener-
ation pipeline that transforms app creatives and descriptions into structured question—answer
pairs designed to capture content descriptors. Rather than predicting age ratings directly, we
fine-tune a vision language model to identify the presence or absence of specific content rat-
ing descriptors, thereby producing explainable outputs. The training procedure incorporates
a two-step training strategy: supervised fine-tuning on 3,000 Apple apps to establish baseline
semantic grounding, followed by mistakes-oriented DPO training to correct misclassifications.
Compared to our method, Qwen3 baseline shows a reduction in positive recall of 52.8% for

binary classification and 39% for impact-based multi-class classification.
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Chapter 1
Introduction

The global reliance on mobile technology has grown substantially over the last decade, trans-
forming smartphones into indispensable tools for communication, entertainment, education,
commerce, and social interaction. The global mobile app market is dominated by the Google
Play Store [1] and the Apple App Store [2], which together host approximately four million
applications [3, 4]. Mobile device adoption has expanded beyond adults to include adolescents
and young children, who increasingly use smartphones for activities such as gaming, video
streaming, and educational activities. A 2025 report indicates that more than 60.42% of the
global population owns a smart device [5], with mobile penetration rates exceeding 85% in
many developed regions [6, 7, 8]. More significantly, mobile device usage has exploded among
younger populations, with research demonstrating that children are accessing smartphones at
increasingly early ages. In 2024, the Pew Research Center reported that approximately 95% of
teenagers aged 13-17 own or have access to a smartphone [9], while other studies indicate that
children as young as eight years old are regular mobile device users [10]. This trend underscores
the importance of ensuring that the digital environments accessed by young audiences are both
safe and age-appropriate.

Mobile applications, commonly referred to as apps, are a central component of the modern
digital ecosystem. They have significantly reshaped human behaviour and institutional oper-
ations, enabling personalised services and continuous connectivity. The banking sector, for
instance, has witnessed a marked shift toward mobile-first strategies, with financial institutions
reporting that mobile applications now account for the majority of customer transactions [11].
Similarly, educational institutions have increasingly adopted mobile applications to facilitate
remote learning and student engagement [12], while healthcare providers utilise specialised ap-
plications for telemedicine, patient monitoring, and health management [13]. However, this
widespread adoption has also introduced a range of challenges, including security threats, pri-
vacy concerns, and various forms of misuse and regulatory non-compliance within mobile app

ecosystems.



1. INTRODUCTION

Mobile malware: The relatively permissive nature of mobile application ecosystems has facil-
itated the rapid spread of malware. Historically, mobile malware predominantly targeted An-
droid smartphones, owing to the platform’s open-source architecture and the ease of distributing
applications through third-party marketplaces [14].

Although security mechanisms such as Google Play Protect [15] have detected and blocked
a large number of malicious applications before their public release, advanced techniques, in-
cluding dynamic code loading, incremental malicious updates, and app repackaging, have en-
abled malware to bypass detection and propagate through official app stores [16]. On 10S,
jailbreaking provides a mechanism to bypass Apple’s built-in restrictions, allowing the instal-
lation of unauthorised applications and system tweaks. Further, sophisticated spyware such as
Pegasus and Predator have demonstrated that even a tightly controlled platform such as 1OS is
not immune to advanced mobile malware threats [16].
Mobile greyware and malpractices: Beyond mobile malware, several works have studied
various malpractices and dubious app behaviours in app markets, such as spamming [17, 18],
cloning [19, 20], counterfeits [21, 22], and ranking frauds [23, 24]. These works involve decep-
tive tactics to artificially boost an app’s visibility and popularity using fake reviews and inflated
downloads, while some apps attempt to mimic the branding, functionality, or identity of popular
apps in order to attract users, generate advertising revenue, or spread malware. Although exist-
ing studies [23, 25, 21, 17] have proposed techniques to identify these fraudulent behaviours, in
a highly competitive and profit-driven ecosystem, fraudsters and threat actors can come up with

new techniques to circumvent mitigations deployed by app markets.

Mobile app privacy violations: While it is known that app developers use tracking libraries
in both free and paid apps [26, 27], numerous studies have examined privacy violations aris-
ing when an app’s actual behaviour deviates from its declared privacy policy or breaches data
protection laws (e.g., GDPR [28], CCPA [29], and COPPA [30]). User surveys, app developer
communications, and static code analyses have highlighted widespread under-reporting of data
practices (e.g. data sharing and data collection) following the introduction of the Data Safety
section (cf. Figure 1.3) for Android apps in 2022. These studies also reveal significant incon-
sistencies between declared data safety disclosures and actual app behaviour [31]. Further, this
research area extends to efforts to simplify privacy policies through summarisation [32, 33],
support user decision-making [34], answer user queries [35], and to build user-interactive pri-
vacy tools [36] with the advancements in Natural Language Processing (NLP).

Such findings and associated research have significantly advanced mobile app end-user
safety, particularly in areas such as data protection, permission misuse, and privacy policy re-
view. Nonetheless, these efforts were overwhelmingly concentrated on security and privacy

risks. In contrast, comparatively limited attention has been directed towards mobile app content
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compliance. Content or age or maturity rating (CR) specifies the minimum required matu-
rity level based on the content available in an application. Violations of CR, where the declared
rating does not accurately reflect the app’s actual content, can expose younger users to inappro-
priate material and undermine the very purpose of rating systems intended to guide parents and
guardians.
Content rating authorities: Android follows region-specific content-rating schemes [37] in
which games distributed in Australia adopt the Australian Classification Board (ACB) rat-
ings [38], while general-purpose apps rely on the International Age Rating Coalition (IARC)
system [39]. Other jurisdictions map to their respective authorities; i.e., Pan European Game
Information (PEGI) [40] governs ratings across Europe and the Middle East, the Entertainment
Software Rating Board (ESRB) [41] administers classifications in North and South America, the
Unterhaltungssoftware Selbstkontrolle (USK) [42] oversees ratings in Germany, and the Game
Rating and Administration Committee (GRAC) [43] regulates content ratings in South Korea.
In contrast, Apple employs a predominantly centralised rating framework across all regions [44]
with the exception of selected regions(cf. Figure 1.2). Apple employs a proprietary content rat-
ing system comprising four age tiers (44, 9+, 134, and 17+) with region-specific labels where
required. In 2025, Apple expanded this framework into a more granular five-tier scheme by re-
tiring the 12+ and 17+ categories and introducing 13+, 16+, and 18+ age ratings. These schemes
evaluate the presence of content rating descriptors (CRDs) such as mature themes, sexuality or
nudity, violence, gambling elements, drug references, and strong language [44, 37]. Across both
platforms, the initial classification is derived from developer-completed questionnaires provided
during the app-submission process, with each marketplace providing its own rating form and
interpretation [45].
CR label assignment: Unlike security- or privacy-related disclosures, which are routinely val-
idated through static and dynamic analysis and data-flow inspection, content ratings rely pri-
marily on developer self-reporting and are not systematically audited at the time of initial app
release. In practice, verification of content appropriateness typically occurs reactively, follow-
ing user complaints or reports of inappropriate content, despite the fact that such verification is
technically feasible. The content rating challenges outlined above stem primarily from infras-
tructural dependencies and the prioritisation of monetisation within app markets. First, content
ratings are largely determined by developer self-reporting, with limited verification during the
initial app review process. Second, Android’s reliance on region-specific classification frame-
works results in the same application receiving different age ratings across countries. Finally,
Apple’s use of a proprietary rating scheme introduces cross-platform inconsistencies.

Even though new generative Al models appear to provide a possible means to analyse vi-
sual and textual content at scale, their naive use lacks explicit grounding in the legal logics

that underpin formal age classification systems. This limitation is further exacerbated by the
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Figure 1.1: Overview of the mobile app submission process to app markets, highlighting key
research gaps at each stage.

under-reporting of content ratings and descriptors by developers seeking to reach a broader au-
dience, which restricts the availability of reliable, high-quality labeled data for model training.
Moreover, the manual evaluation of individual apps required to construct larger datasets is both
time-intensive and resource-intensive, further constraining the incorporation of recent vision
language models (VLMs).

This thesis has identified the following research challenges that need to be addressed for a
safer mobile app ecosystem. We summarise the identified research gaps in Figure 1.1, aligned

with the three stages of the app submission process to the app market.

* Understanding Developer Practices and Malpractices: As discussed earlier, the mobile
app ecosystem is highly dynamic, competitive, and profit-driven. Consequently, developers
continuously seek ways to remain competitive, occasionally resorting to practices that violate
app marketplace policies. To gain a comprehensive understanding of developer behaviour, it
is therefore essential to study the long-term evolutionary patterns of mobile applications over
extended periods. For example, Mafia City exhibits a transition in its content rating from PG
to M, driven by the inclusion of violence and strong language. Such shifts raise significant
safety concerns, as underage users may have already downloaded the app under PG rating.
Similarly, shifts in hardware capabilities have prompted functional transformations within the
Android ecosystem, with applications such as Noah Camera evolving into a photo editor app.
Such longitudinal transformations are common within mobile app markets; however, whether
and how these changes contribute to maintain user attraction, user safety and market success

remains insufficiently understood.

* Platform-Level Discrepancies and Use of Multiple Concurrent Rating Schemes: Ap-
ple employs a proprietary classification scheme (4+, 9+, 13+, 17+) while also displaying
geolocation-specific ratings for certain regions. In contrast, Android relies primarily on the
IARC framework, which automatically assigns region-appropriate ratings based on user lo-
cation. The use of these different rating infrastructures means that the same app can present
multiple age ratings depending on platform and geography. The Canadian Centre for Child
Protection illustrates this issue clearly: YouTube is labelled 17+ on Apple App Store, “Teen”

4
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on Google Play (ESRB ratings), and 13+ in its own Terms of Service [46]. Figure 1.2 il-
lustrates the distinct and overlapping content rating schemes used by the Android and iOS
app marketplaces. For example, Apple defines three intermediate age categories (4+, 9+, and
12+) that span between [G, PG] and [M, MA15+] categories. Such disparities highlight the
platform level discrepancies within mobile app ecosystems, which produce divergent inter-
pretations of content suitability. These contradictions create a situation in which parents may
encounter mutually inconsistent age thresholds for a single service, undermining the inter-

pretability and reliability of platform-provided ratings.

* Heavy Dependence on Questionnaire-Based Developer Self-Declarations: Current app-
rating pipelines rely predominantly on developer-submitted questionnaires that are translated
into age or content rating labels [45, 37]. This reliance on self-declaration introduces an
inherent vulnerability: developers may unintentionally misinterpret questions, underestimate
the relevance of certain content, or strategically downplay sensitive features to broaden their
potential user base. Since most marketplaces do not systematically verify the accuracy of
these declarations through a manual review process or an automated content analysis, the risk

of inaccurate ratings is amplified.

* Regional Fragmentation and Non-Uniform Rating Standards: Regional divergence in
content-rating standards further complicates the reliability of mobile app classifications. Rat-
ing authorities across jurisdictions embed distinct cultural norms, regulatory expectations,
and interpretive criteria, leading to heterogeneous assessments of the same application. This
fragmentation is empirically evident: Sun et al. [47] report that 21.69% of the 9,453 apps they
examined exhibited inconsistent content ratings across authorities. A representative example
appears in the case of com.my**1in.appx*, a plant identification app with more than one
million installs. While the IARC system labels it “PEGI 3 and “Rated for 347, the rating
changes to “USK 12+” and “ESRB Mature 17+” when the same app is viewed through the
Play Store interface using gl=de and gl=us parameters. Such discrepancies demonstrate
that the perceived suitability of an application depends not solely on its content but on the
regional regulatory lens through which it is viewed. In the context of mobile ecosystems,
where apps circulate globally and users routinely traverse markets, this variability introduces

significant uncertainty for parents and policymakers attempting to understand content ratings.

* Less Domain Alignment in Foundation VLMs to Assign Content Ratings in Mobile
Apps: Despite recent advances in multimodal generative Al models [48, 49] and vision—language
models [50, 51], there remains a lack of reliable automated methods for assigning content rat-
ings to mobile applications. Generic vision-language models, primarily trained on general-

purpose web-scale image—text data, are not well aligned with the requirements of mobile
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Figure 1.2: Comparison of age-based content rating categories across major rating authorities
(IARC, PEGI, ESRB, ACB, and Apple App Store). The figure illustrates discrepancies in how
apps are mapped to age groups across authorities, highlighting the lack of a unified standard for
content ratings.

app content rating, which involves context sensitive semantics, regulatory criteria, and sub-
tle safety cues. Effective adaptation of such models typically requires large-scale, domain-
specific multimodal datasets [52], which are difficult to construct for mobile app markets due
to the need for expert annotation and systematic identification of undeclared content. Conse-
quently, existing approaches to mobile app content rating have predominantly relied on static
and dynamic analysis techniques, including keyword-based methods [53, 54], feature-based

models [55], and statistical approaches [47], rather than general-purpose VLMs.

These research challenges collectively undermine the reliability of age classifications and com-
plicate efforts to ensure safe digital environments, particularly for younger audiences who rely
on rating schemes as a primary layer of protection.

This motivates the central research question of this work: How can we develop robust,
scalable, and regulation-aware multimodal methods for accurate mobile app content rat-
ing under weak supervision, cross-platform discrepancies, and domain misalignment? We
focus on content-rating practices within the Australian context, where mobile applications are
primarily governed by the Australian Classification Board (ACB) and regionally adapted inter-
pretations of the IARC framework. To contextualise these challenges and establish the foun-
dation for the analyses that follow, the next section introduces the key background concepts

underpinning mobile app ecosystems and regulatory frameworks.
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1.1 App Metadata and Content Rating Frameworks

Within mobile app ecosystems, regulatory and consumer-facing information is primarily com-
municated through “app metadata”, which refers to the structured set of descriptive and declar-
ative information that developers are required to submit during the app publication process and
that platforms display to users, regulators, and other stakeholders. As shown in Figure 1.3, core
metadata elements typically include the app name, app description, app genre, developer infor-
mation, app screenshots, app icon, and age-related content rating information. Among these
elements, content rating information occupies a distinctive role, as it serves simultaneously as a
consumer guidance label and as a regulatory requirement.

Both Apple and the ACB used by Android employ hierarchical rating schemes, but their
structuring and treatment of content differ substantially. As shown in Table 1.1, Apple organises
its framework into seven high-level categories—In-App Controls, Capabilities, Mature Themes,
Medical or Wellness, Sexuality or Nudity, Violence, and Chance-Based Activities—whereas
ACB defines eight top-level domains, including Themes, Violence, Language, Drug Use, Nu-
dity, Sex, Online Interactivity, and In-Game Purchases (cf. Appendix A.1). Although these
first-layer categories appear broadly aligned, the second-layer descriptors, hereafter named as
Content Rating Descriptors (CRDs), diverge considerably and specify the nature of poten-
tially sensitive or objectionable material present in an app. ACB uses fine-grained CRDs with
impact levels spanning very mild, mild, moderate, strong, and high impact. Impact levels are
modulated not only by frequency/ intensity, but also by contextual factors such as tone, purpose,
realism, level of detail, interactivity, and whether content is depicted or merely implied. In con-
trast, Apple reduces intensity to a binary distinction: mild/infrequent versus intense/frequent,
resulting in a coarser measurement scale. These structural differences lead to significant incon-
sistencies in age-related decisions across the two systems. Apple prohibits nearly all forms of
sexual content below 13+, whereas ACB permits very mild sexual references, imagery, or non-
sexual nudity within the G category. A similar pattern appears in violence: Apple disallows all
violence in its 4+ tier, while ACB allows very mild cartoon, fantasy, and comedic violence in G.
Apple also restricts horror/fear content to 9+, but ACB permits very mild horror or supernatural
elements at G. Additional divergences include crude humour—prohibited in Apple’s 4+ but al-
lowed at very mild levels in ACB’s G—and mature themes, which ACB permits at G but Apple
reserves for 9+ (infrequent) or 13+ (frequent). Together, these discrepancies illustrate that Ap-
ple’s model is substantially more conservative at early age tiers, while ACB’s multidimensional

impact framework permits low-intensity material at younger classifications.
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As outlined earlier, content ratings within mobile app metadata are generated through de-

veloper self-disclosure, which also varies by platform. The Google Play Store has adopted
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the IARC framework as the foundation of its age rating system. Through direct integration of
the IARC questionnaire into its developer dashboard, Google enables automated generation of
region-specific age ratings that correspond to the requirements of participating authorities, in-
cluding ESRB, PEGI, ACB and USK. To accommodate the scale of the mobile app ecosystem,
IARC employs an automated questionnaire-driven pipeline in which developers self-report con-
tent descriptors and receive ratings instantaneously. The questionnaire encodes the distinct stan-
dards of each participating authority, using rule-based algorithms to generate region-appropriate
ratings without the need for prior human review [39].

In contrast, the Apple App Store continues to rely on a proprietary content rating system that
operates independently of IARC and national rating authorities. However, Apple also requires
developers to self-report the presence and frequency of specific content descriptors through
a platform-defined questionnaire, which then determines placement within Apple’s internally
defined age tiers [45]. The resulting classifications are not formally mapped onto established
regional systems such as ESRB, PEGI, or ACB. As a result, the same application may receive
different content labels across the two dominant mobile platforms, even when distributed in
the same jurisdiction. Figure 1.3 illustrates a discrepancy in the content ratings assigned to
SimCity BuildIt across platforms, with the app receiving a Mature (M, 15+) rating under the
ACB authority on Android; however, a 9+ rating on the Apple App Store. The Apple metadata
indicates the presence of mild cartoon or fantasy violence, whereas the Android listing does not
explicitly disclose comparable content descriptors, despite the ACB Mature rating permitting

moderate fantasy themes and violence (cf. Appendix A.1).

1.2 Vision-Language Models for CR Classification

As discussed earlier, recent advances in vision—language models offer scalable opportunities;
however, in deep learning, the suitability of a model for a given task depends heavily on the
alignment between the model’s training distribution and the target distribution encountered at
inference. When this alignment is weak or absent, performance degrades due to domain shift.
We identify that a similar domain shift occurs when applying VLMs such as GPT or Gem-
ini [49] to the task of mobile app CR prediction. Unlike standard VLM training, which lever-
ages conceptual captions, image—text pairs where the texts directly describe the images in the
real world, app metadata consists of less indicative, loosely related modalities: screenshots and
icons that represent the aesthetic identity of the app, and textual descriptions that highlight mar-
keting intent and functionality of the app. These two modalities rarely form coherent semantic
pairs. For example, a puzzle game might feature a cat image that is unrelated to its description,
where players arrange fragmented cat blocks to form a complete picture, or a hand-shaped icon

may indicate “Raise hand” in a video conferencing app or “Hand tool” in Photoshop.
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Categories Apple Content Rating Descriptor 4+ 9+ 13+ 16+ 18+
Parental Controls v / v X X
In-App Controlls Age Assurance v /v v/ X X
Unrestricted Web Access X X X v v
Capabilities User-Generated Content v / v v v
Messaging and Chat v /7 v v
Advertising v 7/ v v
Profanity or Crude Humour X Inf F F F
Mature Themes Horror / Fear Themes X Inf F F F
Alcohol, Tobacco, or Drug Use or References X X Inf  Inf F
Medical or Medical or Treatment Information X X Inf F F
Wellness Health or Wellness Topics X Vv v v v
Sexuality or Mature or Suggestive ”I.‘hemes X Inf Inf F F
Nudity Sexuall Content or Nudity . X X Inf Inf F
Graphic Sexual Content and Nudity X X X X F
Cartoon or Fantasy Violence X Inf F F F
Violence Gun§ or Other Weapons X Inf F F F
Realistic Violence X X Inf Inf F
Prolonged Graphic/ Sadistic Realistic Violence = X X X X F
Simulated Gambling X X Inf Inf F
Ch/iifii-i]zzzed Contests Inf Inf F F F
Loot Boxes X Vv v v v

Table 1.1: Apple App Store age rating descriptors and their allowed presence or frequency
across age categories. Entries indicate whether a feature is permitted (v) or allowed at an
infrequent (Inf) or frequent (F) level for a given age rating.

In addition, while modern VLMs excel at identifying objects and visual entities, CR predic-
tion does not solely depend on object-centric cues. It depends on the interplay between content
(e.g., presence of weapons) and style (e.g., cartoonish vs. realistic depiction). Children’s apps
commonly use bright, rounded, exaggerated visual styles, whereas adult-targeted content may
depict similar objects with heightened realism, darker palettes, or graphic detail. Generative
models, however, are typically biased toward object recognition and exhibit limited sensitiv-
ity to stylistic properties such as colour tone, texture, or emotional ambience. This creates a
style-content disparity that further reduces prediction reliability.

Taken together, the modality misalignment and style—content disparity highlight why cur-
rent generative models are fundamentally unsuited for reliable CR prediction. Addressing these
limitations would require not only new training data regimes, but also models that explicitly

encode rating-specific features, contextual cues, content and style feature alignments.

1.3 Scope of the Thesis

Ensuring mobile app safety and regulatory compliance requires a deep understanding of how
apps evolve, how their content is represented, and how automated systems can verify the ap-

propriateness of the app content. Yet, existing app ecosystems exhibit substantial compliance
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Figure 1.4: Scope of the thesis highlighting the key contributions which address the challenges
in each stage of app submission process.

gaps: 1) developers can transform their apps in ways that obscure their identity and purpose,
2) content rating systems are vulnerable to self-reporting biases and inconsistencies, and 3) the
nuanced descriptors remain difficult to identify reliably through automated means. Address-
ing these challenges requires a multi-faceted investigation that spans ecosystem-level analysis,
multimodal representation learning, and fine-grained generative reasoning. Figure 1.4 shows
how we address the key challenges in each chapter.

From the perspective of ecosystem integrity, we first examine whether mobile applications
retain stable identities throughout their lifecycles or whether they undergo dramatic changes
that escape traditional monitoring mechanisms. To this end, we introduce a novel phenomenon
called app metamorphosis (cf. Figure 1.4 (a)), where apps significantly alter their purpose, pre-
sentation, or market positioning across time. Using two large-scale snapshots of the Google
Play Store taken five years apart, we develop a multi-modal search methodology that combines
icon similarity, textual semantics, and developer metadata to uncover hidden transformations
such as re-branding, re-purposing, re-birthing, and more. This allows us to characterise the
prevalence, motivations, and consequences of metamorphosis, shedding light on potential secu-
rity and privacy risks that remain invisible under conventional app lifecycle assumptions.

From the perspective of content rating robustness, we investigate whether current content
rating mechanisms reliably reflect the actual content presented to users (cf. Figure 1.4 (b)). The
Google Play Store largely relies on developer self-disclosures obtained via questionnaires, a
practice that can incentivise under-reporting of content ratings to reach broader user audiences.
To address this, we propose a vision—language approach that leverages a contrastive learning
technique, effectively learn representations across different modalities of metadata (app descrip-
tion and screenshots), obtained via textual and content/style visual encoders and particularly
utilising ListMLE [56] based ordinal classifier for the prediction of ACB content rating labels.
Our findings highlight large-scale discrepancies between predicted and developer-assigned rat-
ings, revealing numerous violations. This approach not only reveals widespread content mal-
practices and disguises, but also highlights how certain developers strategically under-report

mature themes to broaden their market reach or bypass policy constraints.
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Building upon this foundation, our third contribution advances content compliance detection
to a fine-grained, descriptor-aware level. Rather than predicting a single content rating, we focus
on the availability of content rating descriptors (CRDs), such as cartoon or fantasy violence,
mature themes, gambling, or alcohol references, which often diverge sharply across platforms
(cf. Figure 1.4 (c)). To enable more interpretable analysis, we develop QwenSafe, a preference-
aligned multimodal generative model designed to identify the presence of Apple-defined CRDs
directly from app creatives and screenshots. Utilising a metadata2CRD pipeline, we construct
descriptor-aligned supervision that enables the model to detect not only declared descriptors but
also undefined, hidden, or unreported CRDs. This allows for a more transparent and evidence-
driven compliance assessment and reveals subtle forms of policy evasion that remain invisible
when evaluating only high-level ratings.

Collectively, these three strands: 1) ecosystem-level metamorphosis detection, 2) contrastive
multimodal content rating prediction, and 3) content rating descriptor level reasoning, provide
a unified investigation of the reliability, transparency, and detectability of mobile app content
compliance.

Motivated by the effectiveness of our ranking-based approach for ordinal content rating
classification, we expand the ListMLE loss to model the inherent ranking order among standard
image classifiers such as ResNet18 [57]. We then show that deviations from the learned ranking
order serve as a powerful signal for OOD detection. Our proposed method, RankOOD (cf. Fig-
ure 1.4 (d)), provides a unified framework by analysing class-wise rank order patterns directly
from model outputs and without introducing auxiliary outliers during training. In Table 1.2, we

summarise the key contributions of this thesis.

1.3.1 Structure of the Thesis

The remainder of this thesis is organised as follows. Chapter 2 reviews related work across
mobile app ecosystems, content rating systems, and multimodal learning, highlighting current
limitations in app compliance monitoring and robustness. Chapter 3 presents our analysis of
Android app metamorphosis, introducing the multimodal similarity framework used to identify
large-scale app transformations and discussing their ecosystem, privacy, and security implica-
tions. Chapter 4 investigates content rating compliance using multimodal inputs, describing
our contrastive learning approach for rating prediction and demonstrating how it exposes rating
inconsistencies, malpractices, and developer disguises. Chapter 5 extends content compliance
analysis to a fine-grained level through descriptor-aware modelling, detailing the QwenSafe
framework for CRD detection and its ability to uncover undefined or unreported descriptors.
Chapter 6 explores ordinal classification loss, ListMLE as a robustness signal, introducing

RankOQD, a class ranking framework for detecting out-of-distribution data via violations of
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Chapter Key Contributions
Chapter 3
(Mobile App
Metamorphosis)

* Novel multi-modal app similarity search framework, by jointly leveraging five dif-
ferent modalities via majority voting.

* First large-scale measurement of app metamorphosis, analysing two Google Play
Store snapshots five years apart to identify and categorise Android app transforma-
tions such as re-branding, re-purposing, and re-birth on top-10k apps.

* Introduction of a quantitative success score metric that represents app growth
against overall Android ecosystem growth, enabling empirical comparison of the
impact of different metamorphosis strategies.

* Propose a supervised contrastive vision—language framework that learns joint em-
Chapter 4 beddings of app creatives (app icon and screenshots) and descriptions to capture
(Custom Contrastive  age-relevant semantic cues.

Learning) . . . . . .
g * Propose an ordinal content rating classification that integrates ListMLE with cross-

entropy loss using learned visual and textual embeddings.

* A large-scale empirical analysis of content rating violations, uncovering malprac-
tices and disguises in the Google Play Store.

Chapter 5 * Propose a novel metadata2CRD data construction pipeline that synthesises
(QwenSafe) descriptor-aligned multimodal supervision by jointly leveraging app metadata,
screenshots, and formal content rating definitions.

* Propose an offline model adaptation framework combining supervised fine-tuning
(SFT) with mistake-driven Direct Preference Optimization (DPO), aligning a vi-
sion—language model with descriptor-specific detail and explicitly correcting pre-
diction errors.

» Uncovers a substantial fraction of undisclosed content rating descriptors in both the
Apple App Store and Google Play, revealing widespread content non-compliance

Chapter 6 ¢ Introduce RankOOD, a novel class ranking—aware training framework, exploits the
(RankOOD) implicit class ranking structure learned during standard cross-entropy pre-training
and models it explicitly using a ListMLE objective to improve OOD detection.

* The method introduces a rank-based OOD score that quantifies misalignments be-
tween predicted and canonical class rankings, enabling consistent and state-of-
the-art OOD detection performance by outperforming prior rank-based approaches
across near- and far-OOD benchmarks.

Table 1.2: Key contributions of this thesis
learned ordinal structures. Chapter 7 concludes the thesis by summarising key findings and out-

lining future research directions in mobile app transparency, safety, and multimodal compliance

analysis.
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Chapter 2

Related Work

With continuous technological advancements, a diverse range of information can now be readily
distributed to users through mobile apps. While such apps enhance convenience, they also in-
troduce significant societal challenges, including privacy violations and the creation and distri-
bution of unlawful or inappropriate content. Inappropriate content particularly affects children’s
development, while privacy violations pose serious risks to individual rights.

Regulators worldwide are increasingly focusing on preventing inappropriate content in on-
line services, particularly content that may harm children or vulnerable users. Several legal
frameworks address online safety and age-appropriate access, including U.S. regulations such
as the Children’s Online Privacy Protection Act (COPPA) [58], the Children’s Internet Protec-
tion Act (CIPA) [59], and the Communications Decency Act (CDA) [60], which aim to restrict
children’s exposure to harmful content. Content rating systems for media, such as those issued
by the MPAA [61] and ESRB [41], further provide standardised guidance for videos, movies,
and games. Despite these efforts, the mobile application ecosystem still lacks a unified and ex-
plicit regulatory framework for app-level content rating and moderation, leaving a gap in mobile
app content standards.

Many studies have examined security and privacy risks in smartphone platforms, particu-
larly whether mobile app behaviour, such as data collection and sharing, aligns with privacy
policy statements on online advertising and tracking [62, 63, 64, 65]. Other work has anal-
ysed user reviews [66, 67], cookie consent mechanisms [68], and in-app advertising content
[69, 70]. In contrast, relatively few studies have focused on mobile app content/age ratings
[71, 72, 53], despite growing ethical and legal concerns surrounding inappropriate content and
content suitability in mobile applications (a.k.a apps). As discussed in Section 1.1, app markets
and regulatory bodies have implemented rules, policies, and processes to assign content rat-
ings [73, 74] to mobile applications; however, these procedures are time-consuming and prone
to errors and inconsistencies. Recently, image- and text-based contrastive learning and mul-

timodal large language models have shown promise in reducing reliance on labelled data and
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Figure 2.1: Evolution of content rating schemes.

enabling effective representation learning, understanding, and reasoning, providing a viable al-
ternative to traditional, supervised learning based content appropriateness detection.

The remainder of the chapter is organised as follows. Section 2.1 discusses how app markets
have evolved to reach the current content rating schemes. Section 2.2 reviews research on online
privacy violations, including profiling, consent breaches, content rating malpractices and in-app
advertisements. Section 2.3 presents self-supervised learning with image and text modalities,
focusing on contrastive learning techniques and applications. Finally, Section 2.4 discusses
Multimodal Large Language Models (MLLMs).

2.1 The Evolution of Content Rating Schemes

Modern rating practices originated with the introduction of the first voluntary film rating in
1968, which established the template for advisory and replaced the outdated and highly restric-
tive self-censorship known as the Hays Production Code. This model, using age categories
and content descriptors to inform consumers, was later adopted by the video game industry
two decades later. Consequently, the Entertainment Software Rating Board (ESRB) was es-
tablished in 1994 in response to U.S. congressional scrutiny of violent game content. Europe
followed with the Pan-European Game Information (PEGI) system in 2003, creating a unified
cross-national standard grounded in co-regulatory principles. Parallel national developments,
such as Germany’s USK and Australia’s National Classification Scheme (NCS), contributed to
a heterogeneous global regulatory landscape; the Australian system, formalised under the Clas-
sification Act 2005 and expanded in 2013 to include an R18+ category, represents one of the
few fully statutory and legally enforceable video game classification regimes worldwide.

After the ESRB and PEGI successfully established trusted, self-regulatory systems, any de-
veloper wishing to sell their game across major global markets had to engage with multiple

different rating authorities. This often required submitting separate, detailed applications and
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waiting for assessment by each body. This bottleneck became unsustainable as the digital dis-
tribution markets, such as mobile app stores and PC stores, exploded. The launch of IARC
in December 2013 was a direct response to this challenge, which streamlined cross-regional
ratings for mobile and online platforms. It represented a groundbreaking agreement where the
world’s major rating authorities (including their participating bodies ESRB, PEGI, ACB, and
USK) collaborated to create a single, automated questionnaire.

Age rating systems for digital content vary substantially across jurisdictions in terms of le-
gal status, enforcement mechanisms, and institutional design. In the United States, the ESRB
operates as a fully self-regulatory and advisory system without legal enforceability [75, 76].
However, the ESRB framework is partially enforceable in certain Canadian provinces, such
as Ontario, where age classifications may carry regulatory weight. European systems adopt
co-regulatory models with varying degrees of legal enforceability. For example, PEGI and
the German USK may be legally binding in specific jurisdictions while remaining advisory in
others, and both incorporate input from non-industry stakeholders to mitigate conflicts of inter-
est [77]. Unlike advisory systems such as the ESRB, Australia’s classifications are enforceable
by law [78]. Until 2013, games could not receive ratings higher than MA15+, leading to the
refusal of classification for titles deemed unsuitable, and games containing gambling were often
rated G or PG and widely accessible to minors [79]. After years of debate, Australia introduced
an R18+ rating for games in 2013, replacing the older system where anything above MA15+
was banned [80]. Recently, ACB introduced a new minimum rating [M-Mature] for chance-
based purchases (e.g. loot boxes) and R18+ for simulated gambling.

The exponential growth of the mobile app market presented a monumental challenge to the
traditional age rating structure and the direct integration of the IARC system into the develop-
ment dashboards. Most notably, Google Play adopted IARC ratings in March 2015, followed
by other platforms like the Microsoft Store. However, fragmentation persists, particularly as
major actors such as Apple continue to employ proprietary rating schemes. In 2009, Apple in-
troduced its own rating scheme, a four-tier rating scheme. Later in 2025, Apple expanded it to
a five-tier rating by introducing 134, 16+ and 18+ and excluding 12+ and 17+ ratings from the

old scheme. Fig 2.1 depicts the major evolutionary changes happened in age rating schemes.

2.2 Empirical Studies on Privacy Risks of Mobile Apps

This section summarises the privacy malpractices in mobile apps, along with corresponding
detection methods. As shown in Figure 2.2, these can be classified into four categories: 1)
privacy legislation violations, 2) in-app advertisement violations, 3) consent notice violations,

and 4) content malpractices.
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Figure 2.2: Summary of prior research on detecting mobile app privacy and security threats.
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2.2.1 Detecting Non-conformity to Privacy Legislation

While web tracking and personal information sharing have been widely studied [68, 86], re-
search on mobile applications has only recently gained attention, as mobile apps are often
legally permitted to collect and share data if declared in their privacy policies. Under the Califor-
nia Consumer Privacy Act (CCPA) [29], app developers must provide accurate privacy notices
and respond to right to know requests by disclosing any personal information collected, used,
or shared for commercial purposes. Similarly, the GDPR requires developers to obtain explicit,
freely given, specific, informed, and unambiguous consent before sharing personal data. Com-
mon violations include tracking without consent, profiling cookies, and not allowing the user to
deny data collection [63, 68, 87, 65].

Weir et al. [65] surveyed the impact of GDPR on app developers, finding that while cosmetic
changes were common, GDPR had a limited effect on improving user privacy. Reyes et al. [63]
proposed a dynamic analysis framework for Android to automatically detect potential COPPA
violations, observing app behaviour in real time using Google Play’s ‘Designed for Families’
apps. Building on this, PoliCheck [82] combines dynamic analysis of app data flows with
privacy policies to verify entity-sensitive flow-to-policy consistency, ensuring that mobile apps
accurately disclose privacy-sensitive data flows and explicitly account for the recipients (first-
vs. third-party). Zimmeck et al. [62] developed a machine learning classifier to categorise

policy content using keyword search, bi-grams, and word modifiers.

2.2.2 Detecting In-app Advertisement Threats

Mobile advertisements (ads) are a major revenue source for app developers, accounting for
52% of digital advertising spending in Australia in 2021 ( 6.8 billion) [88]. However, the ad
ecosystem is vulnerable to abuse, including unintended ad clicks used to defraud advertisers and
users. In 2015, mobile ad fraud caused losses of 1.3 billion in the U.S. Research has increasingly
focused on this area, including automated ad library identification [89, 90], mobile ad fraud
detection [91, 92], and security and privacy analysis of ad libraries [93, 94]. Ad content also
poses risks: downloading an app that is advertised at runtime by a legitimate app may contain

malware or can be a malicious app, and some Google Play apps have been found to display
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pornographic ads, violating content policies [95, 96].

Chen et al. [70] were the first to analyse in-app advertisement content. They classified the
ads into two categories: policy non-compliant and controversial, by analysing screenshots of
ad landing pages using the Google Vision API. They further introduced MAdLife, a framework
for collecting in-app ad traffic on mobile platforms that is generated during an ad’s lifecycle.
Rastogi et al. [69] proposed a framework to analyse ad-clicking app—web interfaces, that redi-
rect users from the app to external web pages, to detect deceptive content and identify malicious
origins. Their approach includes: (1) identifying ad-triggering buttons or widgets using edge
detection and contour recognition, (2) detecting malicious landing pages or URLs via Virus-
Total, and (3) providing the source of malicious activity. In contrast, MadDroid [83] detects
fraudulent ad loading and clicking behaviours and classifies them into five categories using a

plug-in—based architecture.

2.2.3 Detecting Deceptive Practices in Consent Notices

Each time a mobile app is used, user information and online activities are transmitted to third-
party entities, primarily for advertising purposes. To limit user tracking, governments have
introduced regulations such as the ePrivacy Directive [97], GDPR, and CCPA. The ePrivacy
Directive and Recital 30 of the GDPR require explicit user consent for sharing personal data,
obligating mobile apps to inform users of the consent purpose and provide the option to decline
specific uses. Despite these safeguards, researchers have identified deceptive practices that un-
dermine user control, including pre-selecting affirmative consent, assigning consent irrespective
of the user’s choice, and excluding rejection options. As a result, enforcement of GDPR consent
requirements remains limited.

An early study on consent notices in mobile apps was conducted by Kollnig et al. [84], who
manually analysed 1,297 Google Play apps to assess the presence and quality of consent no-
tices. Nguyen et al. [81] later performed the first large-scale analysis, focusing on three aspects:
1) common characteristics of consent notices, 2) GDPR legal justification, and 3) developer
awareness of GDPR and related violations. They crawled free Android apps from Google Play
Store between October 2021 and March 2022 using the AndroZoo dataset (European Economic
Area location based selection). Using TF-IDF and hypernym-based feature generation, formed

44 clusters and found that only 13,082 out of 250,972 apps implemented consent notices.

2.2.4 Detection of Mobile App Content Rating Malpractices

Maturity ratings are used to identify whether there is harmful/inappropriate content in mobile
apps. Notably, while selecting apps for their children and teenagers, parents place great value on
app maturity ratings, which necessitate the importance of an accurate rating system. However,

research on automatic maturity detection or evaluation for mobile apps is limited.
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Chen et al. [70] studied the reliability of maturity ratings in Google Play and the Apple
App Store, showing that iOS ratings are generally more precise due to stricter manual review
processes. They proposed a framework to verify maturity ratings across platforms and intro-
duced Automatic Label of Maturity ratings (ALM), a text-mining approach that ranks apps
using descriptions and user reviews with manually selected seed lexicons. However, ALM re-
lies on keyword matching, ignores semantic context, and requires costly manual labelling. Hu
et al. [72] proposed the Automatic App Maturity Rating (AAMR) framework, which predicts
ratings based on policy guidelines using app descriptions encoded with Word2Vec and TF-IDF
features and classified via an SVM-based multi-label approach. Despite incorporating semantic
information, AAMR relies solely on text features and requires large-scale human annotation.
Liu et al. [71] developed a multimodal learning approach that uses both image and text features
to predict an app’s suitability for children, incorporating app icon colour distributions, screen-
shot text characteristics, and metadata features. Sun et al. [47] analyse content age ratings by
collecting ratings from multiple authorities (ESRB, PEGI, USK, ACB, TARC) and quantify-
ing cross-authority inconsistencies using an age-gap—based metric, complemented by manual
review.

A separate line of work focuses on detecting inappropriate content in mobile apps rather than
predicting app content ratings. HeCGamb [98] analyses encrypted network traffic by collecting
data generated during app execution, extracting TLS handshake fingerprints and flow statistics,
and using a heterogeneous graph neural network to classify apps as gambling or benign. Serra
et al. [99] address the privacy-preserving detection of sensitive media (e.g., pornography and
violence) in messaging apps by proposing a media moderation framework that analyses ex-
changed media via an external MediaClassifier service without inspecting message text. Their
approach employs a multimodal pipeline that extracts visual features using InceptionV3 and
audio features using AudioVGG, aggregates them into a joint embedding, later applies an SVM
classifier to identify sensitive content.

Existing work focuses on privacy violations under legislation, with limited attention to con-
sent notice exploitation and misleading in-app advertisements. Mobile app content rating anal-
ysis remains relatively unexplored. Prior studies target child-directed apps or content rating
prediction via supervised learning or focus on a single type of inappropriate content, requiring
costly labelled data and often relying on a single modality. The next section reviews recent
multimodal self-supervised learning approaches and examines how large-scale unlabelled mul-
timodal data is adapted to generate content rating of apps and the unique challenges that arise

in these settings.
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2.3 Overview of Multimodal Self-Supervised Learning

Supervised learning depends on large-scale human-annotated datasets, which are expensive and
time-consuming to collect. However, most real-world data is unstructured, making label ac-
quisition difficult and often impractical, particularly in specialised domains such as medical
imaging that require expert knowledge. To overcome the limitations of supervised learning,
several alternative paradigms have been proposed, including self-supervised learning (SSL).
Although the term self-supervised learning (SSL) was introduced later, related ideas have ex-
isted for decades. SSL methods learn discriminative representations from large-scale unlabelled
data without requiring human annotations. However, SSL received limited attention until its
success in natural language processing. The introduction of Word2Vec by Mikolov et al. [100]
demonstrated the effectiveness of self-supervised objectives for learning meaningful represen-
tations, paving the way for large-scale language models such as BERT [101], RoBERTa [102],
and XLM-R [103]. More recently, SSL has gained significant interest in computer vision and
later in multimodal learning due to its ability to learn representations directly from data without
manual annotation. In this section, we provide an overview of multimodal SSL.

SSL follows a two-stage pipeline. In the self-supervised pre-training stage, a predefined pre-
text task is constructed, where pseudo-labels are automatically generated from intrinsic proper-
ties of the input data. The model is trained to solve this task without human annotation. The
pre-trained model is then transferred to downstream tasks. Pretext tasks generally share two
characteristics: (1) deep networks are trained to learn representations useful for solving the
task, and (2) supervision is obtained intrinsically from the data. However, multimodal SSL
differs from unimodal approaches by requiring objectives that account for the characteristics of
each modality. Common pretext tasks in multimodal SSL can be grouped into three categories:
clustering, instance discrimination, and masked prediction, highlighting extensions of classic
unimodal objectives to handle multimodal inputs.

Clustering: Clustering-based approaches assume that end-to-end training induces repre-
sentations in which samples are grouped according to semantically meaningful features. These
methods iteratively predict cluster assignments of encoded representations and use them as a
pseudo-label, a supervisory signal to update features. Multimodal clustering leverages pseudo-
labels from one modality to supervise others, capturing cross-modal structure and improving
downstream tasks like retrieval. Cluster assignments can be derived from jointly fused or
modality-specific representations. Representative methods include Cross-Modal Deep Cluster-
ing (XDC) [104], which supervises one modality using cluster assignments of the other modal-
ity. SeLaVi [105], which extends unimodal SeLa [106] via an optimal transport problem to learn
audio-visual view invariance; and DMC [107], which co-clusters image and audio features and

uses cross-modal similarity as supervision. Unlike unimodal clustering, multimodal clustering
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can allow different modalities to have distinct cluster assignments, increasing diversity when
paired modalities are imperfectly aligned. However, this flexibility is dataset-dependent and
difficult to tune a priori. Further, clustering is sensitive to initialisation, clustering algorithm
and the number of clusters must be carefully chosen to avoid over- or under-fitting.

Masked Prediction: masked prediction can be formulated as auto-encoding, as in BERT [101],
or auto-regressive, as in GPT series [108, 48]. Auto-encoding approaches pre-train models
by masking input elements and predicting the missing information. Originally introduced as
masked language modeling (MLM) for NLP, this strategy is now widely applied in multimodal
learning. In cross-modal settings, the model predicts missing information conditioned on other
modalities. For example, the model can use an image as context to predict missing text or use
text to predict missing visual content. SelfDoc [109] randomly masks language or vision fea-
tures for document understanding, while VideoBERT [110] converts video and text into discrete
tokens, enabling pre-training with intra-modal mask-completion on either video- or text-only
corpora using the same language model. Auto-regressive pre-training, introduced by Pixel CNN
and GPT [108], predicts masked tokens sequentially from left to right. SImVLM [111] improves
this with a PrefixLM objective, applying bidirectional attention to the prefix and auto-regressive
factorisation only to remaining tokens, efficiently leveraging cross-modal information while re-
ducing training complexity.

Masked prediction has proven effective in unimodal settings, such as language (BERT [112],
GPT [108]) and vision (MAE [113]). By tokenizing inputs, the same objective can be ap-
plied across modalities, and mixing different modality tokens enhances cross-modal interac-
tions. However, a key limitation is the added computational cost from the decoders required to
reconstruct masked inputs.

Instance Discrimination: Instance discrimination aims to determine whether samples from
two input modalities correspond to the same instance (i.e., are paired). By enforcing this objec-
tive, the method aligns the representation spaces of paired modalities while pushing representa-
tions of mismatched instance pairs further apart. Depending on the sampling strategy, instance
discrimination objectives can be broadly categorized into contrastive learning (CL) and match-
ing prediction. Visual CL methods treat views of the same instance as positive pairs and views
from different instances as negative pairs, encouraging closeness for positives and separation for
negatives in the latent space. Notable examples in the visual domain include MoCo v1 [114],
MoCo v2 [115], and SimCLR [116].

In multimodal CL, corresponding modalities (e.g., image and caption) form positive pairs.
Contrastive Multiview Coding (CMC) [117] was an early multimodal approach, maximizing
mutual information between different modalities of the same scene while separating unmatched
samples. This principle of cross-modal instance discrimination has since been widely ex-

tended. MultiModal Versatile (MMV) networks [118] maximize mutual information among
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temporally co-occurring vision, audio, and text pairs. Similarly, Video-Audio-Text Transformer
(VATT) [119] employs a modality-agnostic, single-backbone transformer with shared weights
across the three modalities using a contrastive objective.

Prior research has shown that CL scales effectively to large models and datasets. CLIP [50]
achieves strong zero-shot performance by predicting pairings on 400M image-text pairs. This
approach has been extended to AudioCLIP [120], VideoCLIP [121], and pointCLIP [122].
ALIGN [51] shows that pre-training on noisy image text pairs still yields strong performance.
To improve efficiency for large-scale training, CLIPPO [123] unifies CLIP modalities using a
pixel-based approach, and FLIP [124] masks large image patches, achieving performance com-
parable or superior to CLIP. In addition to inter-modal alignment, intra-modality contrastive
learning provides complementary supervision. SLIP [125] combines intra-modal and cross-
modal contrastive losses, improving performance on the image-text task.

Matching prediction, also known as alignment prediction, is widely used in large-scale mul-
timodal learning. It classifies whether a pair of samples from two modalities forms a positive or
negative pair(e.g., if a piece of text corresponds to an image’s caption). Unlike contrastive learn-
ing, which compares a positive pair against all negatives in a mini-batch, matching prediction
labels individual tuples as positive or negative. Image-Text Matching (ITM), first introduced by
UNITER [126], feeds global cross-modal representations to a binary classifier to predict pair
alignment. ITM has been adopted in models such as BLIP [127] and FLAVA [128].

Instance discrimination is effective but often requires large batch sizes to ensure sufficient
negative samples, making it memory-intensive [129]. Cross-modal contrastive models compute
dot products between embeddings from modality-specific encoders, which is simple but limits
cross-modal interactions. In contrast, matching prediction operates on joint representations,

enabling richer interactions. Combining both objectives can provide complementary benefits.

2.3.1 Applications of Multimodal Self-Supervised Learning

Self-supervised multimodal learning methods have been widely applied across real-world do-
mains, including state representation learning, healthcare, remote sensing, autonomous driving,
and machine translation. In healthcare, clinical decision-making relies heavily on multimodal
data, however, the need for high-quality annotations from domain experts makes supervised
learning difficult to scale, making self-supervised learning an effective alternative. In med-
ical imaging, contrastive methods such as ConVIRT [130], and GLoRIA [131] leverage im-
age-report pairs to improve diagnostic performance. MEDCLIP [132] decouples image and
text encoders to leverage readily available unpaired medical images and reports, while Con-
tIG [133] applies a contrastive objective to align retinal imaging and genetic modalities. In re-
mote sensing, complementary data from multiple sensors—such as hyperspectral, multispectral,

LiDAR, and SAR, enable richer earth observation. Hyper-spectral images capture land-cover
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Domain Key Contribution

ConVIRT [130]: medical image representation using CL on image—report pairs.
GLoRIA [131]: attention-based global-local CL framework.

MEDCLIP [132]: align unpaired medical images and reports via a decoupled CL model.
ContlG [133]: aligns retinal imaging and genetic data via contrastive objectives.

Healthcare

Chen et al. [134]: aligns SAR and optical imagery using contrastive learning.
Remote Sensing Montanaro et al. [135]: applies masked prediction to fuse multispectral and SAR data.
Saha et al. [136]: combines clustering and CL for optical-SAR change detection.

Autonomous GtN [137]: CLIP-based vision—language navigation for vehicle movement control.

Driving CLIP2Scene [138]: learns pixel-point—text correspondences for 3D scene understanding.
Mobile App UI . . . .
Understanding Lexi [139]: visually grounded textual representations of Ul screens using SSL
Recommender  SMAR [140]: improves mobile app recommendation via item representation learning.
Systems for Yao et al. [141]: addresses long-tail and sparse data using SSL on app metadata.
Mobile Apps

Table 2.1: Applications of multimodal self-supervised learning across domains.

categories via spectral signatures, while SAR provides dielectric properties. SSL provides a
way for integrating these heterogeneous remote sensing data, such as aligning SAR and op-
tical images using contrastive losses [134], while masked prediction has been applied to fuse
multispectral and SAR modalities [135]. Using bi-temporal scenes from heterogeneous sen-
sors, a clustering method combined with contrastive learning is employed for detecting changes
in optical-SAR images [136]. In autonomous driving, GtN [137] proposes a vision language
navigation tool to control vehicle movements with the help of CLIP. CLIP2Scene [138] in-
vestigates the use of CLIP for 3D scene understanding in autonomous driving. By bridging
pixel-text and pixel—point correspondences, it constructs point—text and pixel-point—text pairs
to train contrastive representations. Lexi [139] proposes a vision language SSL model to learn
visually-grounded textual representations of web and mobile app Ul screens and their compo-
nents. SMAR [140] and Yao et al. [141] use SSL as an auxiliary task to improve item repre-
sentations, particularly for long-tail and sparse data, in mobile app recommendation. However,
their approach only relies on text-based metadata from app landing pages, including app ID,
developer name, and title. Table 2.1 summarises the adaptation of SSL in different domains.
While multimodal self-supervised learning does not rely on large-scale labelled data and
aligns heterogeneous modalities across different applications, the mobile app domain, particu-
larly content rating, remains underexplored. Adapting multimodal SSL to mobile apps is non-
trivial, as existing models are trained on conceptual captions grounded in real-world images.
In contrast, mobile app visuals lack well-aligned captions, and app descriptions neither reflect

content appropriateness nor align reliably with screenshots.
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Figure 2.3: Timeline of representative text—image multimodal large language models (MLLMs)
from 2021 to 2025.

2.4 Multimodal Large Language Models

Recent progress in multimodal (MM) pre-training has significantly improved performance across
a wide range of downstream tasks. Despite these advances, the development of effective mul-
timodal large language models (MLLMs) faces several fundamental challenges, particularly in
visual representation quality and vision—language alignment. Most MLLMs are pre-trained us-
ing self-supervised learning, where naturally paired multimodal data (e.g., image—text pairs)
provide the supervision signal. Figure 2.3 shows the timeline of representative MLLMs.

MLLM architecture and training: MLLMs integrate pre-trained models from different
modalities and enable collaborative inference through effective cross-modal alignment. Ar-
chitecturally, an MLLM consists of three components: a pre-trained modality encoder (e.g.,
vision), a pre-trained LLM serving as the decoder, and a learnable modality interface that
bridges the two. The LLM backbone is typically kept architecturally unchanged, with optional
lightweight adaptations such as LoRA. Widely used MLLMs generally follow a three-stage
training pipeline: pre-training, instruction tuning, and alignment tuning. Pre-training focuses
on aligning modalities and learning multimodal representations using large-scale paired data
(e.g., image—caption pairs), often by freezing both the encoder and LLM and training only
the interface modules. Instruction tuning further adapts the model to multimodal, instruction-
following tasks by jointly training the interface and LLM on curated instruction datasets, im-
proving zero-shot and few-shot generalisation. Finally, alignment tuning refines model outputs
to better match human preferences, commonly using reinforcement learning with human feed-
back (RLHF) or direct preference optimisation (DPO).

Visual Encoders: Recent work has focused on improving visual encoders to better capture
fine-grained visual information. This line of research has progressed along two main directions:
1) enhancing the representation capabilities of individual encoders and 2) combining multiple
encoders in a complementary manner. Early encoders such as CLIP [50] provide strong high-
level semantic representations, however lack detailed geometric information. Subsequent mod-

els, including SigLip [142] and Eva-CLIP [143], improve semantic alignment and fine-grained
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recognition through optimised training objectives and data construction, while the DINO se-
ries [144] captures pixel-level geometry and texture via self-supervised learning. More recent
approaches progress towards multi-encoder approaches, for example, combining CLIP with
DINOV2 [145] to leverage both semantic and geometric strengths. Methods such as LLaVA-
HR [146] and Mini-Gemini [147] further incorporate high-resolution visual features through
hybrid-resolution adapters and localised cross-attention mechanisms, respectively.
Pre-trained LLMs: Rather than training from scratch, it is more efficient to initialize with
a pre-trained LLM. Extensive pre-training on large-scale web corpora embeds LLLMs with rich
world knowledge, strong generalization and reasoning capabilities. Most commonly used LLMs
fall under the decoder-only category. Early models such as BLIP-2 and InstructBLIP employed
Flan-T5 series. The LLaMA series [148] and the Vicuna family [149] are widely studied open-
source LLMs, but their pre-training primarily on English corpora limits multilingual capabil-
ities, particularly for Chinese. In contrast, Qwen [150] is a bilingual LLM supporting both
Chinese and English. The research indicates that scaling LLLMs yields consistent performance
gains for MLLMs but incurs substantial computational cost. In contrast, mixture-of-experts
(MoE) architectures have attracted attention for their sparsity, and empirical results from MoE-
LLaVA [151] show that MoE models outperform dense counterparts across most benchmarks.
Vision-language alignment: Effective projection layers must not only increase informa-
tion throughput but also enable dynamic, task-aware feature selection and structured visual-to-
textual feature transformation. Existing alignment strategies can be broadly categorized into
three types: 1) deep fusion using standard cross attention layers, 2) deep fusion via custom lay-
ers and 3) early fusion. Flamingo [152] directs resampled tokens into standard cross-attention
layers of the LLLM, which augment language representations with visual information. In con-
trast, mPLUG-OwI2 employs custom cross-attention layers that are fused into the internal lay-
ers of the pre-trained LLM model [153]. mPLUG-OwI2 learns a modality adaptive module, a
custom cross attention layer, which employs a common Q for separate K and V in each modal-
ity. Instead of inserting custom cross-attention into the LLM, MoE-LLaVA modifies each de-
coder layer of LLaVA by adding LoRA weights. Although these deep fusion approaches enable
fine-grained modality interaction, they require substantial training data and computational re-
sources. In contrast, early fusion methods directly integrate the interface output at the LLM
input, avoiding modifications to internal layers. Common interface designs include linear-
layer/MLP [52, 154], Q-former [155], attention-pooling layer, custom learnable layer [156]
or perceiver resampler [157]. These approaches are more scalable due to its modular nature,
do not require the internal layers of the LLM and the number of trainable parameters is lower

compared to the other models.
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2. RELATED WORK

2.4.1 Applications of Multimodal Large Language Models

Beyond general-purpose assistants, some studies target domain-specific scenarios that account
for practical constraints, while others extend MLLMs to downstream tasks that require spe-
cialised expertise. A common trend is to adapt MLLMs to real-world, task-specific scenarios.
For example, previous work develops interactive agents for real world scenarios, such as GUI
assistants (e.g., CogAgent [158]), as well as embodied agents [159] capable of reasoning, nav-
igation, and manipulation. These systems typically emphasise task planning and step-wise
execution based on user instructions. Another line of research augments MLLMs with domain-
specific capabilities. In document understanding, models such as mPLUG-DocOwl [160] lever-
age diverse document-level supervision to improve OCR-free understanding. MLLMs have also
been extended to traditional vision tasks, including visual grounding, by unifying input—output
formats under a language modeling objective and reformulating the grounding task as condi-
tioned box coordinate prediction [161, 162]. Additionally, MLLMs have been adapted to med-
ical domains by incorporating specialised knowledge, as demonstrated by LLaVA-Med [52].

In the mobile application domain, MobileAgent [163] and AppAgent [164] leverage exist-
ing MLLMs such as GPT-4V to build UI agents, primarily relying on prompt engineering and
external modules or APIs to access Ul-layer information. Recently, lightweight MLLMs have
gained attention for efficient deployment in resource-constrained settings [165]. These models
are designed to minimize computational and memory overhead while largely preserving perfor-
mance, making them suitable for deployment on mobile devices. From a modeling perspective,
various strategies have been explored to enable efficient training and inference. For example,
MobileVLM [166] develops compact MLLM variants tailored for limited-resource environ-
ments, employing techniques such as smaller LLM backbones and quantization to accelerate
computation. Similarly, MiniCPM-V [167] targets efficient end-device inference and adopts a
Q-Former [168] to reduce the number of visual tokens per image patch.

A separate line of work incorporated MLLMs to detect content safety in social media
memes. The Hateful Memes challenge [169] established a rigorous multimodal benchmark
by contrasting subtle hateful content with benign samples, thereby discouraging unimodal ap-
proaches. Pro-Cap [170] leverages a frozen CLIP-based VLM to identify hateful meme content,
while MOMENTA [171] employs a multimodal reasoning framework for harmful meme detec-
tion. UGCG-GUARD [172] is proposed to detect image-based unsafe user-generated content.
It builds on a conditional prompting strategy with chain-of-thought reasoning and leverages
InstructBLIP to enable zero-shot adaptation.

Although multimodal large language models, particularly vision—text models, have ad-
vanced rapidly and have been applied to content safety tasks such as hate speech detection
on social media, none have focused on mobile app content rating, which requires not only

detecting inappropriate content but also incorporating age restrictions, impact, and intensity.
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Chapter 3

Detecting and Characterising Mobile App
Metamorphosis in Google Play Store

As outlined in the scope of this thesis (cf. Section 1.3), this chapter' investigates the evolution
of Android apps over the years. The primary research question addressed in this work is how
developers sustain application popularity over time and what long-term evolutionary patterns

emerge in mobile app ecosystems.

3.1 Introduction

The mobile app industry is highly competitive, with over 2.5 million apps on the Google Play
Store [173] and 1.5 million apps on the Apple App Store [174], it can be difficult for apps to
stand out from the crowd. To be successful, app developers need to create innovative and user-
friendly apps, update existing apps, and respond to new operating system features and market
demands.

While the typical life cycle of an app involves releasing it to the app market and periodically
updating it to add new features or fix bugs and security issues, some apps deviate from this
pattern of incremental updates. Instead, they undergo dramatic changes in their use cases or
market positioning. The methods to match apps between two different time spans and observe
such dramatic transformations remain largely unexplored. We define this relatively unknown
phenomenon as “app metamorphosis” and there are multiple reasons and implications of it
based on our findings.

For instance, sometimes developers may use the re-branding strategy to uplift a struggling
app. This re-branding will involve changing the app’s name, logo, or overall look and feel.

The aim is to improve the app’s image or to make it more relevant to a new target audience.

IThis chapter includes the work in: D. Denipitiyage, B. Silva, K. Gunathilaka, S. Seneviratne, A. Mahanti,
A. Seneviratne, S. Chawla, “Detecting and Characterising Mobile App Metamorphosis in Google Play Store”,
accepted in IEEE Transactions on Mobile Computing.
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Figure 3.1: Identified app metamorphosis categories and a notable example pair for each cate-
gory. (*: 2018 app)

Re-branding can also happen after a merger or an acquisition, as in the case of the popular short
video-sharing social networking app TikTok, which used to be called Musical.ly with a slightly
different purpose of sharing short lip-synced videos [175].

Similarly, some developers looking to extend the useful life of their successful apps employ
the re-purposing strategy. Re-purposing an app means changing its core functionality or pur-
pose. This enables the developers to change their app’s core functionality while retaining its
app audience, download numbers, ratings, etc. Equally, some developers may re-purpose their
apps when their core functionalities become redundant due to them being added to the operating
system as standard features. For example, due to hardware advances in smartphone cameras,
some camera apps such as Noah Camera became photo editors.

Developers can also attempt to revive apps by re-birthing them. That means re-introducing
a previously discontinued or an about-to-change app under a new identity (i.e., a new app ID),
with minimum or no functionality change compared to the original one. This is a major un-
dertaking, but it can be a successful way to create a new and improved app that is more likely
to succeed. As an example, once UNO & Friends was discontinued by Ubisoft, it was revived
back by a different developer Mattel163 as UNO! and became successful by reaching a wider
audience. Another potentially adverse reason for re-birthing is to overcome bans imposed by
Google on developers. In Figure 3.1 we provide a summary of these metamorphosis scenarios
we identify.

To date, motivations for app metamorphosis are not fully understood as there have been no
systematic studies that focus on this aspect of the mobile app ecosystem. An investigation of
app metamorphosis that focuses on the characteristics and prevalence of app metamorphosis
will provide further insights into how the mobile app ecosystem is evolving. Moreover, such a
study will help app market operators to identify different forms of app metamorphosis and their
impact on the apps and enable developers to understand the implications of their actions. It is
also important to understand how successful or unsuccessful the apps that underwent metamor-
phosis are. This will provide insights to the app developers to make decisions on app updates
and monetisation strategies. Finally, there can be privacy and security implications because of

these app transformations.
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To this end, in this chapter, we compare two snapshots of the Google Play Store that are
five years apart and propose a search methodology to identify similar apps across datasets that
will help identify apps that possibly went through a “metamorphosis” phase. Next, we provide a
taxonomy and a set of rules to categorise various cases of “metamorphosis” identify and discuss

reasons behind them. More specifically, we make the following contributions.

* We propose a multi-modal search methodology for identifying similar apps across datasets,
incorporating dimensions such as app icon similarity, app description similarity, app name,
and developer name similarity. Usually, app re-identification is straightforward, and you can
use the app ID to do that. However, in this case, we want something beyond that because part

of our objective is to identify similar apps with different app IDs between datasets.

* We apply our search methodology to analyse two snapshots of the Google Play Store five
years apart, focusing primarily on the top 10,000 apps in 2018, and identify apps that have
possibly gone through “metamorphosis” between 2018-2023 and provide a taxonomy of var-

ious cases of “metamorphosis’” and build a rule set to identify apps belonging to those cases.

* We introduce a “success score” to quantitatively characterise how successful an app progress-
ing from 2018 to 2023 is, compared to the natural growth in Android eco-system. Based
on the overall results, we show that app re-branding has the highest possibility of becoming
successful (~ 11.3% better) followed up by re-purposing (~ 4.3% better) while re-birthing

is the most challenging.

* We further discuss how metamorphosis can ascertain privacy and security risks, for example,
an adverse developer could introduce a counterfeit app, disguising as a legitimate re-birth for

discontinuing apps.

The rest of the chapter is organised as follows. In Section 3.2, we present the related work,
and in Section 3.3 we present our datasets. Section 3.4 presents our multi-modal app similar-
ity search algorithm and Section 3.5 presents its performance in controlled experiments. Sec-
tion 3.6 presents the results and findings of using our search methods to identify apps demon-
strating “metamorphosis” between 2018 to 2023. Section 3.7 discusses the privacy and security

implications of our findings. Finally, Section 3.8 concludes the chapter.

3.2 Related Work

Various empirical studies have been conducted on Google Play Store and other app stores fo-
cusing on different aspects such as; general statistics related to apps [176, 177], advertising
and analytics library behaviours [178, 179], characterising and detecting malware and malprac-
tices [180, 181, 182, 183, 184, 185], and privacy and security analysis of one specific type of

apps [186, 81]. However, only a limited amount of work focused on studying the evolution of
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apps over a longer time period.

App life cycle in Google Play - The usual life cycle of an app in Google Play Store involves the
developer publishing the app by selecting some of the metadata such as category, content rating,
and self-reporting data collection and sharing practises [187, 81]. Once it is published, the app
will be updated periodically to release new features or fix bugs. The vast majority of apps will
continue to be like this; however, some apps may get discontinued (i.e., no further updates),
removed from Google Play Store (i.e., either developer decides to remove the app, or Google
removes the app or ban the developer for various reasons [18]) or go through “metamorphosis”
- which is the focus of this chapter.

To date, the app life cycle has been characterised predominantly from an app update point
of view. For instance, Pothuraju et al. [188] claim that nearly 76% of apps did not get any
update in Play Store within their monitoring dataset for a period of approximately six months
while a minority got nearly hundreds of updates which may point to newly released apps that
could require many bug fixes. Though these updates are supposed to fix bugs or provide better
security, Moller et al. [189] noted that even after a week of an update, app users still tend to
use the older version. Vincent et at. [190] used PlayDrone [176] to extract permission usage of
apps and observed that popular apps request additional dangerous permissions with subsequent
updates.

Another body of work checked how some individual app libraries, such as advertising and
analytic libraries, are being updated [191, 192]. However, in all these cases, the apps do not go
through “metamorphosis”, and app developers remain the same. We also note that the app life
cycle we consider in this chapter is different from the app life cycle considered by some works
[193, 194], which focus on the app usage point of view, such as when a user installs an app, and

abandon it after using it for a period of time.

Disguising (or misleading) app users - Beyond malware, multiple works have explored var-
ious disguises and malpractices happening in Google Play Store. One of the common ways
to distribute malware in the mobile ecosystem is through repackaging of legitimate apps. This
process includes app downloading, de-compiling, manipulating, recompiling an application,
and publishing it again in an app store. These repackaged apps are often distributed through
third-party or unofficial app markets but can also appear on official app stores like Google
Play under new app IDs. Several works looked into detecting repackaged apps by analysing
bytecode similarity [195, 196, 197, 198, 199], app metadata such as APIs, permissions, and
description [200, 201, 202], or runtime behavior monitoring [203]. While these works revealed
privacy issues attached to mobile apps, our approach contributes differently, to a novel perspec-
tive of app life cycle changes. However, such work is related to ours because when detecting

“app metamorphosis”, we can incur some of these cases as false positives. Karunanayake et
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al. [22] proposed a multi-modal neural framework to identify counterfeit apps that impersonate
popular apps. In contrast, Viennot et al. [176] used clusters of similar apps, developer names,
and certificate information to identify potential legitimate re-branding. As we present later in
the results, some of the “app metamorphosis” cases we identify will have some overlaps with
counterfeiting. Other forms of malpractices that have been investigated include: miscategorisa-
tion [204] and spamming [18, 17].

To the best of our knowledge, “app metamorphosis” hasn’t been studied or characterised
to date, and ours is the first study that investigates this phenomenon by comparing two large

snapshots in Google Play Store that are five years apart.

3.3 Datasets

We use two main datasets in our work. These are two snapshots of the Google Play Store,
collected in 2018 and 2023, respectively. They contain app metadata (e.g., app ID, app name,
app category/genre, app description, developer name, etc.), app creatives (e.g., app icons and
app screenshots), and for free apps, APK app executables. The 2018 dataset that was collected
as a part of our previous work [22] contains metadata of over one million apps that were col-
lected between January and March 2018. The 2023 dataset contains metadata of 1,280,142
apps and was collected between January and November 2023. The data was collected using a
Python-based crawler that started from an initial seed of apps, sourced by various top-lists in
the Google Play Store progressively discovering new ones. To avoid any disturbances to the

app market operation, we conducted our crawl conservatively at a low rate.

i) Top-k apps in 2018 and 2023 datasets - Our key objective in this work is to identify apps
that went through notable re-transformations between the two snapshots. To get better insights
and to avoid low-quality apps affecting our results as noise, we focus only on the top-k apps
in the 2018 dataset and their relevant counterpart in 2023. To identify the top-k apps in each
dataset, we use the same method proposed by [18] in sorting the datasets. That is, we sort the
set of crawled apps in a dataset (either the 2018 dataset or the 2023 dataset), first based on the
number of downloads, second based on rating count, and third based on the average stars and
select the first k apps. Next, we constructed a ‘validation-set” and a ‘test-set’ to fine-tune hyper-
parameters of the app similarity search algorithm and to evaluate the performance. We discuss

our search algorithm later in the Section 3.4.

ii) Validation-sets - When we are searching for a counterpart app between the two datasets,
there may be or may not be a matching app. For example, an app may have been discontinued.
To properly capture this idea, there must be ground-truth sets on matches and no matches to

fine-tune our algorithm; therefore, we create two validation sets.
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Figure 3.2: Creation of validation and test sets from 2018 and 2023 datasets.
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query from 2018 dataset to be matched with indexed 2023 dataset. We utilise Faisis library for
creating the indexes archive.

First, we create a validation set for the match scenario. As the first step, we select 500 apps
from 1,280,142 apps, which has a counterpart in 2023 dataset (teal colour circle in Figure 3.2).
We exclude top-150 apps from the 2023 dataset when selecting these 500 apps for test-set
creation. We search the counterpart 2018 app, first using the app ID and then manually verifying
each one of them (blue colour arrow). The verification is done by cross-referencing the apps’
metadata between the two datasets. The figure in Appendix B.3 shows how the top 500 apps
are distributed across the 2023 dataset of 1.3M apps. As the next step, we add 4,500 more
apps to the selected 500 apps from 2023 dataset, randomly selected from the top-20,000 apps
of the 2023 dataset but excluding the first top-150 apps and 199 apps that are selected for the
validation set (199 apps are in between top-150 and top-20,000). Now we have 500 apps from
2018 (light-blue colour circle) and 5000 apps from 2023 dataset with 500 guaranteed matching
apps between them. Our expectation is to identify all of them as matches during the validation
step of our similarity search. To create the no-match validation-set, we simply remove the 500

apps from 2023 side that were mapped to the 2018 dataset.

iii) Test-set - To test the performance of our app similarity search algorithm with matching
and no-matching apps, we create two controlled test-sets, quite similar to the method discussed
before. We first randomly select 100 apps from top-150 apps in 2023 dataset (green colour
circle in Figure 3.2). Then we select their counterpart 2018 app using the app ID followed up

by a manual verification (light-green colour arrow). In total, we found that 117 app IDs from
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the top-150 apps in the 2023 dataset had exact matches in the 2018 dataset. Next, we add 900
more apps to the 2023 side by randomly selecting from the top-20,000 apps but excluding 199
apps of validation set in the 2023 dataset (purple colour ring in Figure 3.2). This 1000 test-set is
used for identifying the accuracy of matches of our algorithm during the testing time. To create
the no-match test-set, we simply remove the 100 apps from 2023 side that were mapped to the
2018 dataset.

3.4 Similarity Search Algorithm

Our objective is to identify a 2023 counterpart app for a given 2018 app (a ‘match’) or else to
return a ‘no-match’ if such an app does not exist. We follow a multimodal search mechanism
to obtain the mappings between the two datasets, and we specifically do not rely on app ID
matching in this process. The reason is that metadata-based matching allows us to identify
cases of metamorphosis better and to observe whether the developers continued with the same
app ID or introduced a new identity.

Our methodology consists of four main steps. i) obtain neural embeddings for app icons
and app descriptions, and TF-IDF vector representations for app names and developer names,
ii) for a given app, retrieve a set of nearest neighbour apps considering each modality, iii)
perform modality-wise majority voting to obtain the top-candidate apps for a given app. iv)
decide if we could select an app as a ‘match’ from the candidate app list (further discussed
in Section 3.4.4) or else decide it as a ‘no-match’. We show the end-to-end pipeline of the
proposed method in Figure 3.3. In the figure, we use the query app’s embedding representations
to retrieve results as search keys and the retrieved results (more specifically, retrieved app IDs)

as values. The following subsections explain these steps in detail.
3.4.1 Representation of Different Modalities

As inputs for the search methodology, We use metadata extracted from the Play Store and
more specifically, app icon, app description, app name and developer name for both datasets
2018 and 2023. We selected these based on prior work and our investigations on the available
metadata that are in spotlight for target app users. (Ablation results in selecting the modalities
are depicted in Table B.1 of the Appendix B.4.) For example, developers use the same name
to maintain brand consistency for their apps, compared to the developer email, which is often
not publicly available and developers might use different email addresses for different apps to

avoid confusion.
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3.4.1.1 App Icon Embeddings

The app icon serves as the initial point of visual engagement for users, often functioning as a
distinctive trademark representing the developer’s brand identity. Therefore, a matching pair of
apps is likely to have a similar visual ‘styling’ and similar ‘content’ information, emphasising
the need to encode both such information. StyTr? introduced by [205] is a popular transformer-
based framework with style and content encoders, both producing output embeddings of the
shape (1 x 512). Additionally, we experiment with vision transformer content encoder embed-
dings [206] as well as style and content embeddings from VGG19 architecture as proposed
in [22]. We identify which style and content embedding combination produces the best results
for both ‘matches’ and ‘no-matches’ by evaluating possible combinations against our validation
dataset. As presented in Table 3.1 we selected the combination of StyTr? content embeddings

and VGG19 style embeddings to represent app icons.

3.4.1.2 App Description Embeddings

Despite large language generative models being popular, text embedding transformer models,
due to their unique encoding capabilities, allow us to obtain rich vector representations for text
sequences [207]. Therefore, we use the MPNet [208] model to encode the long app descriptions
into the vectors, v, of shape (1 x 768). MPNet is a language model similar to BERT [101] and
allows to obtain vector representations of text. It considers masked language modelling such
as BERT and permuted language modelling such as XLNet [209] in a unified view and thus

inherits the advantages of both methods.

3.4.1.3 App Name and Developer Name Embeddings

Since the app and developer names have limited meaningfulness as natural language, as well as
they are very short texts, we employ TF-IDF vectorisation to encode app names and developer
names instead of using MPNet embeddings. We represent each app and developer name as a
vector of size (1 x 4,096) where the vocabulary contains 4,096 most frequent 1 — 4 grams

when 200,000 app descriptions were used to build the vocabulary.

3.4.2 Nearest Neighbours of Each Modality

Identifying potential apps that underwent “metamorphosis” involves taking a query app from
the top-10,000 apps in the 2018 dataset and identifying the most similar app (if there is any)
among the 1,280,142 odd apps in the 2023 dataset. This requires identifying close apps along
each modality presented in Section 3.4.1 using nearest neighbour search. However, the vanilla
version of the nearest neighbour search is highly inefficient here because of the larger queried

set, the number of modalities, and the sizes of the embeddings.
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Figure 3.4: Majority voting Algorithm

Instead, we use the indexing options provided in the Faiss library [210] to create an Inverted
File Index of the queried embeddings to narrow the search scope. First, we create sharded in-
dexes for small batches of embeddings, and we build the final index on disk by merging sharded
indexes into one larger index. We created five such indexes for each modality (represented by an
embedding type; app icon - content, app icon - style, app name, app description and developer
name), and they are queried for nearest neighbours using the query app’s embeddings.

For a single query, we obtain five different nearest neighbour sets corresponding to the five
modalities we consider in the descending order of the similarity with the query app’s embedding

vectors.

3.4.3 Majority Voting

Starting of the app similarity search algorithm is a majority voting scheme based on four modal-
ities (we have excluded the ‘developer name’ to be discussed later). Figure 3.4 emphasises four
main steps based on the previously retrieved nearest neighbour lists for four modalities in the
descending (vertical) order. In each iteration, we select the app that has the most number of
occurrences in each row-wise-position as the most common result. In the figure, each of these

selections is visualised in the grey colour box.

Table 3.1: Harmonic mean on the validation set for different embedding combinations and
voting thresholds. (M. = Match)

a=1 a=2 a=3 a=4 a=5 Harmonic mean
No No No No No «
M M. M. M. M. M. M. M. M. M. 1 2 3 4 5

StyTrZ+VGG19, 888 0.0 884 368 860 882 630 970 418 992 00 520 871 7T64 588
VGG19.+StyTr2 892 00 888 376 8.4 882 626 972 452 990 00 528 868 762 62.1
VGG19.+VGG19s 8.2 0.0 858 288 83.6 8.6 644 962 494 982 00 431 851 772 657

StyTr2+ViT 900 00 894 354 8.2 8.0 658 964 444 988 00 507 86.1 782 612
ViT. +VGG19, 88.8 00 884 322 862 856 702 956 498 982 00 472 859 810 66.1
StyTr2 + StyTr2 850 00 842 354 806 860 540 964 402 988 00 498 832 692 571

As shown in Figure 3.4, in step 1, app B is selected as the most common occurrence since it
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appears as the top choice in two separate modalities (occurrence count = 2). Then the remain-
ing apps (A and C) from that position are carried forward to the next iteration. This ensures
all potentially similar apps are considered in subsequent row-wise-positions to be iteratively
repeated. As shown in step 3, we exclude app D from the selection space since it has already
been selected in the second position. When multiple apps appear with the same frequency, we
make a random selection. Step 4 indicates this by randomly selecting app M, while both M and
N have equal number of occurrences. The final output is the list of nearest neighbours (vertical
list in grey colour) and their corresponding occurrence count for a given query app.

Note that we handle developer names in a slightly different way as step number 5 that is not
shown in Figure 3.4. Since some developers publish more than one app, if we use the developer
name as a modality in the neighbour search, the result with the highest occurrence count may
not be the desired matched result. For example, if we have the same developer for app X and
app Y, then there is no straightforward way to mention X and Y both in the same position in
the app developer neighbour list. Therefore, for each row-wise-position, we check the app with
the most occurrence count (e.g., app B in step 1) is developed by the same developer of that
row-wise-position’s app-developer modality result. If so, we consider it as a modality match
and add one more to the occurrence count (e.g., app Z in app-developer modality position is the
same developer as app B, then we add 1 to the occurrence count in step 1). We only change the

occurrence count list (if applicable) in this step.

3.4.4 Match or No-match?

Upon retrieving the list of nearest neighbour apps for a given query app, we identify a matching
app as the first neighbour app in the list’s descending order that agrees with the following two

criteria.

* We define a hyper-parameter « such that the number of modalities that contributed for an app
to be selected as a nearest neighbour (i.e., the occurrence count) should be equal or greater

than «. We call this hyper-parameter as ‘occurrence count threshold’.

* We calculate the change of star rating count, representing the number of users who have rated
the app, between the neighbour app and the query app. It should be positive. Our intuition

here is that a matching app should have grown in rating counts over the past five years.

However, if all the apps in the nearest neighbour search list show a negative star rating
count change with respect to the query app, then we only consider the first criteria. But, if
no app satisfies the first criteria, we denote it as query app not having a match. The threshold
value « is selected based on an ablation study we conducted, and we discuss this in Section 3.5.
It is also worth noting here that having a no-match result does not mean that we exclude that

particular app from metamorphosis analysis. We further utilise them to identify and analyse
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interesting transitions of apps in Section 3.6.

3.5 Performance Analysis of App Similarity Search

In this section, we evaluate the similarity search algorithm based on the validation and test sets
described in Section 3.3. To summarise, when we are using the validation-set for identifying
‘matches’, then we have 500 query apps from 2018 to be matched to a counterpart app among
5000 apps in 2023 dataset. When we are identifying ‘no-matches’, we query the same 500
apps from 2018 to be ‘not-selected’ among the 4500 in 2023 dataset because the matching 500
apps of 2023 are removed in this setting. Test-sets are used to observe the performance after
the hyper-parameters are selected and they work in a similar setting too; 100 apps in 2018 to
match among 1000 total in 2023 for ‘matches’ and the same 100 apps among 900 in 2023 for
‘no-matches’. Next we will discuss the hyper-parameters we validate our model with. We make

two hyperparameter choices based on the performance on the validation set.
* We explore six different combinations of style and content embeddings.

* We explore five different occurrence count thresholds (« values) from 1 to 5.

We evaluate a occurrence count threshold, o for each embedding combination and report
the harmonic mean of the two scenarios. We show the results in Table 3.1. As can be seen,
the combination of StyTr? content embeddings and VGG19 style embeddings produce the best
performance at the voting threshold v = 3. We used this hyperparameter combination to obtain
the main results of the chapter.

We also observe that the accuracy of the no-match scenario increases when we increase the
thresholds. This is expected because as we increase the thresholds, the number of modalities
an app should be included to select as a match increases. On the other hand, the accuracy
decreases with the increased thresholds when there is a match. This happens because, as the
threshold increases, an app should be included in more modalities in order to be selected as a
match, therefore, the conditions become more restrictive. The following subsections describe

the performance metrics we use and the performance of the test set.

3.5.1 Performance Metrics

We measure the performance of our method on test set and compare with an existing baseline
using accuracy, precision@1 and recall @1 matrices.

3.5.1.1 Accuracy

We take the harmonic mean of the accuracies when there is a match and when there is no-

match. We use harmonic mean instead of the arithmetic mean because we need accuracy in
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both scenarios to contribute equally.

3.5.1.2 Precision and Recall

We define Precision and Recall based on the following definitions. For a match scenario, there
can be i) a correct match (true positive), ii) an incorrect match (false positive), and iii) no
result when there is a correct match available (false negative). Note that there are no true
negative occurrences since we are considering matches and no-matches separately. We define

the Precision and Recall for a match scenario as in Equation 3.1 and Equation 3.2.

. |T'rue Positives|
Precision =

3.1
|T'rue Positives| 4+ |False Positives| G-

|T'rue Positives|

Recall = 3.2)

|T'rue Positives| + | False Negatives|

For non-match scenarios, the algorithm can output either no match (True Positive) or an

incorrect match (False Negative). Therefore we define only Recall for the non-match as defined
in Equation 3.2. Note that Recall and Accuracy are similar for the no-match scenario.

When we report our results as precision@1 and recall@1, we only consider the first match-

ing result for each method when calculating scores.

3.5.2 Performance Analysis

We compare our method with the method proposed by Karunanayaka et al. [22]. In [22], the
authors proposed a nearest neighbour search for the weighted sum of each embedding, in-
cluding the app icon (style and content) and app description. We adapt their method using
a, 3,0, andé [22] as the weights for image content embeddings, image style embeddings, de-
veloper name embedding, app description embedding and app name embeddings, respectively.
In addition to those weights, we use an additional threshold parameter to decide the apps that
do not have any matching apps. Then, we choose the optimal values for those weights and the
threshold using the Bayesian optimisation [211] on the validation dataset considering the inte-
ger values between 1 and 10. We report the results for the best-performed values of «, 3,0, ~, 0

and the threshold and results for our method in Table 3.2.

Table 3.2: Similarity search performance on the test set

Match No match
A@]l P@l R@] R@1
Majority voting (ours) 0.930 0.989 0.939 0.900
a,,0,v,9 [22] 0.870 1.000 0.870 0.980

As can be seen from the results, our method provides better results when the app is included
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Figure 3.5: Identifiable mappings and regions of interests that are obtainable from our similar-
ity matching algorithm. Area under each pie segment is indicative of the proportion of apps
belonging to each category as described in the legend. Note: top 10k, 20k and 50k dashed lines
are not to the scale, but all pie charts and the proportions they represent between top10k, 20k
and 50k are true-to-the scale for better visualisation.

within the search space (i.e., with matches). Conversely, the method proposed by [22] demon-
strates higher accuracy for no-matches. Nonetheless, As shown in Appendix B.2, [22] becomes
infeasible to use when the queried dataset and the number of search keys are larger, given that
it uses a brute force approach, comparing the search key with embeddings of all apps in the

queried data multiple times for different types of embeddings.

3.5.3 Success Score

We introduce ‘success score’ (§S) as a parameter that we can use to evaluate the performance
of each app progressing from 2018 to 2023. In high-level, we expect a positive SS to indicate
an app that has been performing well such that there is no risk of that app going obsolete and a
negative SS to indicate an app not performing well.

The success of an Android app could intuitively be associated with the number of downloads
and the number of ratings it received from the app users, both ultimately impacting the direct
and in-direct revenue incoming to the developers. As Google Play Store only provides end-users
with the cumulative download counts and the rating counts as app metadata, it does not reflect
current installations (active users) or indicate whether an app is gaining popularity or losing
user interest. Therefore, it is relevant to compare the increase or decrease of these numbers
across a period of time, as in our study, across five-years. However, an increase in these counts
does not necessarily mean an app is performing better due to the natural growth of the Android
user base over a period of time: 2.3 billion worldwide devices in 2018 [212] to approximately
3.6 billion in 2023 [213, 214, 215]. Therefore to distinguish an over-performing app and an
under-performing app, we need to adjust this natural growth rate which is likely to have been
incorporated to any app in the app market.

To address this limitation, we propose a metric, referred to as the success score, which
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offsets the average Android user base growth against the average growth in download and user
rating counts for a given app. We employ the widely used [216] Compound Annual Growth Rate
(CAGR) to analyse the growth or decline of the three key metrics: the number of app downloads,
the number of user ratings, and the number of Android device users. Since our dataset spans
five-year intervals, CAGR smooths out short-term volatility for a more consistent measure of
growth and is ideal for capturing long-term changes by presenting an average annualised growth
rate unlike the annual growth rate (AGR) which focuses on year-to-year variations [217, 218].

Considering this factor, we define the Success Score (SS) for an app based on the CAGR
of downloads and ratings offset by the natural growth in the Android ecosystem over a
time span of ¢ years. As specified in Equation 3.3, when we calculate C AG R 44ownioads> the
term n;niriq 18 the download count of 2018 app, nfinq 1s the download count of counterpart
2023 app and t = 5 years. C'AG Ry,qtings 1s similarly calculated based on the star rating count
and CAG R4 andro 1s calculated based on the increase of android devices over the five years,
2.3B to 3.6B.

CAGR = ()it 33)
initia
1 1
55 = 5CACGR yaounioads + 5 CAGR yratings — CAG Ry andro 34

According to the Equation 3.4, SS value of x indicates that the average number of down-
loads and user ratings have increased x% better than the average growth of Android eco-system
growth per year. Moving forward, we discuss SS as a percentage (e.g., SS=0.145 is interpreted

as 14.5%) for convenience.

3.6 Characterisation of App Metamorphosis

In this section, we provide a characterisation of different types of metamorphosis categories
listed in Figure 3.1. We explain how to identify each category using our search methodology,
analysis and insights on the causes and effects of metamorphosis, followed by interesting ex-
amples.

First, we use our search algorithm on the top 10,000 apps from the 2018 dataset (Fig-
ure 3.5a) to identify their corresponding apps among the 1.3 million apps in the 2023 dataset
(Figure 3.5b). The legend in Figure 3.5c indicates how we identify the significant metamor-
phism regions of interest in D18 to D23 mappings. First, we check if our algorithm gives a
match or a no-match. If it is a match, we observe if the app ID in 2018 is identical to the app
result we get in 2023. If they are not identical (i.e., 2018 app ID # 2023 app ID), then we check
whether the 2018 original app ID exists in the 2023 dataset; if it exists, we analyse them further.
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Lastly, for any of the 2018 top 10k apps that our algorithm gives no-match, we check again if
those 2018 app IDs exist in the 2023 dataset and analyse further.

3.6.1 Summary of Mappings

As shown in Figure 3.5, a total of 4,518 apps get a match in D23 having the same app ID be-
tween the two datasets (blue arrow). Nonetheless, only 61.6% of them are still among the Top
10k of D23. The rest were mostly in between the top 10k and S0k. We observe an average suc-
cess score (SS) of 10.01% for these 4,518 apps, and this score is more influenced by download
count (~20% more contribution) rather than user rating. These apps are likely not to have gone
through drastic transformations as our algorithm has already returned a match, and the app IDs
are the same between the two datasets. We use their SS numbers as the baseline to compare
with the SS numbers of different metamorphosis categories.

We observe 298 apps that our algorithm matched, without the same app ID among the
matching pairs (teal and purple arrows). They suggest that the original app continued to 2023
with a different identity, which we identify as a potential re-birth that is discussed later in
Section 3.6.2. Out of those 298, 116 had the same app ID linked to other apps in the 2023
dataset (green arrow) that our algorithm did not find as similar. Furthermore, there are 2,070
other examples in the 2018 dataset initially returned again as no-matches, but the same app ID
exists in the 2023 dataset (yellow arrow). Both of these scenarios suggest that the developer has
decided to re-brand or re-purpose those apps, resulting in major changes to the app description,
name and app icon; hence why our methods did not match them. We discuss this further in
Section 3.6.3 and Section 3.6.4.

We also discuss other interesting adaptations by the app developers, such as changes in the
genre, content-rating, revenue-model and developer-transitions. Furthermore, developers might
opt to keep multiple versions of the same app or could develop apps targeted at particular user
demographics. We discuss them in detail in Section 3.6.5 to Section 3.6.10.

Finally, there are 3,114 apps, for which our method gives no matches, and the same app IDs
are no longer present in D23 (orange arrow), indicating either the developers have discontinued
those apps or they have been removed by Google (e.g. due to spamming [18]). When an app
is discontinued, it is likely caused by the applications of such apps no longer being required
or being replaced by progressive versions. Majority of these discontinuations were from tech
giants such as Google, Samsung, HTC or from popular game developers such as Gameloft, and

Electronic Arts.
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3.6.2 Re-born Apps

Re-born apps are characterised by their initial discontinuation, followed by a reappearance

where either the original developer or a new one reintroduces the same app concept.

Identification: We select matched apps from the similarity search where the 2018 app ID
is different from the 2023 app ID. We found a total of 298 belonging to this condition (cf.
Figure 3.5: 116 in purple and 182 in teal). We further filter them by selecting the apps with a
release day in D23, which is later than the last update day in D18, and obtain 88 potential apps
for re-birth. We manually validated these 88 apps and found that 74 of them (84.1%) are indeed

actual re-births, indicating our identification method works.

Analysis - Because of the app ID change, any market presence the 2018 app gained is discon-
tinued and the new app has to start afresh. As a result, the average success score (SS) for an app
in this category is -14.81%, and they struggle to be within the top 10k category in D23 as further
illustrated in Figure 3.5 with only 20.4% of the apps represented by purple and teal colours are
in the top 10k of 2023. We note the following observations while analysing the re-born apps.

* In Figure 3.7(a), we plot the cumulative distribution function (CDF) of SS scores of re-born
apps. It further shows that the success of re-born apps is inferior compared to the baseline
SS-CDF of nearly 5,000 matched apps between the datasets, which remain in the top 10k (cf.
Section 3.6.1). Here, we also observe that nearly ~ 70% of apps in the re-born category have

a negative SS compared to ~ 32% in the baseline CDF.

* Despite the negative average SS in this category, 30.13% of apps such as, Bowmasters,
MONOPOLY, VLC for Android have managed to recover (SS>0) and even build upon their

user base and ratings within or less than five years time span.

* Games are often (~ 27%) re-introducing the progressive versions as re-births. An already
established user base would actively follow newer versions, therefore contributing to pushing
the SS towards a positive value. This allows the developers to discontinue the old version after
the transition period to reduce the maintenance cost of multiple apps. Changing the original
app to a newer version while re-birthing the former using a new app ID is very rare. But we

observed one such example as shown in Figure 3.9(b).

* We identify that sometimes developers change their original app into a totally new type of
app using the same app ID (i.e., re-purposed - discussed more in Subsection 3.6.4). How-
ever, they do not want to discontinue their original app to keep the revenue stream. They
get a new app ID and introduce the original app again, which is a re-birth. For example, Ap-
pLock@ DoMobile changed their AppLock Theme Nightclub app to a game called Block puzzle
and re-introduced the AppLock Theme Nightclub under a different app ID (cf. Figure 3.9(a)).
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* 29.5% of manually verified re-births happen with developer name changes. Even if the app
name, description and visual data allow us to verify them as the same app being re-introduced,
a malicious actor could easily employ the same strategy and introduce counterfeit apps as re-
births when one app gets discontinued. This puts even a tech-savvy user in a vulnerable
position as Google Play Store does not provide the history of an app developer. We further

discuss this in Section 3.7.

Examples - We have identified notable apps while observing this category, including Uno [219]
and Flickr [220] (cf. Figure 3.6). In both of those examples, the original app lost the existing
user base as the app ID was discontinued. However, different developers re-introduced very
similar apps without a major change in the functionality. In 2019, SmugMug acquired Flickr
from the former owner Yahoo and reintroduced it as a new app with significant changes. How-
ever, the SS of the app is -38.8%, indicating that it experienced a significant loss of its user base
during this transition. Conversely, the Uno app has a positive SS of 0.7%. Despite a decrease
in its rating count, as reflected by a CAGR 445 0f -0.3%, games like Uno naturally has a high
demand, evidenced by CAGR younioads 0f 20.2%.
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VLC for Android beta*  Uno & Friends* Bowmasters* Flickr*
(Videolabs)* (Gameloft)* (Miniclip.com)* (Yahoo)*
org.videolan...neon* com.gameloft...UOHM* com.miniclip...masters* com.yahoo....flickr*
VLC for Android Uno! Bowmasters Flickr
(Videolabs) (Mattel163 Limited) (Playgendary Limited) (Flickr, Inc.)
org.videolan.vic com.matteljv.uno com.play...masters com.flickr.android

Figure 3.6: Examples for re-birth. Mentioned in italics are the developer name and app ID. (*:
indicates 2018 version.) The success score for the transition is numbered inside the text box.

3.6.3 Re-branded Apps

Some apps in Google Play can stagnate after a while because they no longer attract new users,
stalling the growth of app-related revenue. In such settings, a developer may opt to change an
app’s outlook drastically, fine-tune some degree with features or perhaps may opt to transfer/sell
the app to a new developer, again resulting in drastic changes to the app according to new

ownership. We identify this change as app re-branding.

Identification: We select non-matched apps from similarity search where the 2018 app ID still
exists in 2023 dataset (cf. Figure 3.5: 116 (green) and 2,070 (yellow)). A re-branded app could
potentially have changed in the outlook (app icon, visual style and colour schemes, app name)
but should have a similar context in the app description. (A drastic change in app descrip-

tion indicates that the app may have been re-purposed rather than re-branded). Therefore, we
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Figure 3.7: CDF plots for the selected metamorphosis categories. X axis represents the success
score (SS %). SS represents the average SS for all apps undergoing the transition per sub-
figure. Legend: Blue: smoothed CDF plot. Green: Baseline CDF for the SS of 4,518 app pairs
where our model gives a match.

further filter previous results by selecting the apps with app name and app icon content em-
beddings having a smaller cosine similarity (< 0.7; i.e., these features are likely changed) and
app description cosine similarity being higher (>0.4; i.e., still the descriptions remain relatively

unchanged) between 2018 and 2023 counterparts.

Analysis: From previous criteria, we retrieved 322 apps that potentially underwent re-branding.
Since we know the app ID is identical for all of them across the 2018 and 2023 datasets, there
should not be false retrievals. Yet, we manually evaluated all of them for characterisation.
66.8% (215 apps total) of them portrayed an identifiable reason for re-branding; for example, the
app name/ app description mentioned the particular changes or the developer was changed along
with modifications. The remaining apps had drastic changes in the app name and description,
but we were unable to determine a specific root cause. Furthermore, out of the verified 215,

38.6% of the re-branding occurred within the same developer.
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Figure 3.8: Examples for re-branding. (*: indicates 2018 version.) The success score for the
transition is numbered inside the text box.

Examples - Our SS calculation for re-brand apps is 21.3% which is notably 11.3% higher
than the baseline average SS for ~5,000 matched apps. This is further emphasised in the Fig-
ure 3.7(b) establishing that re-branding has a better chance of success among all other categories
of metamorphosis. This positive SS is anticipated as re-branded apps retain their download and
rating counts during the transition and re-branding potentially brings new user engagements.

Notably, Mi Drop to ShareMe: File sharing by Xiaomi Inc, Android Messages to Messages by
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Figure 3.9: (a) a special example where an app re-purposed and a re-birth occurred using a
different app ID. (b) an example where an app changed to a different version, however the
original app re-born again using a different app ID (c) a generic example of an app re-purposed

Google and Google Duo to Google Meet, each achieving a SS over 88%. Google LLC claims
that the transition of Google Duo to Google Meet is to create a unified platform to provide users
with an enhanced experience by adding new Google Meet features to the Duo app. Apps such
as Musical.ly were re-branded by merging with an existing app like TikTok to gain international
recognition. Another notable example is Google introducing Google Currents as a replacement
for Google+ which has a SS of 10.98%. According to G Suite, this is due to low user en-
gagement and security concerns. Even though Google Current is designed for organisations,
the app’s main purpose remains the same. This type of overhaul creates new discussion topics
among the community to attract more users and also enhance the core functionality the orig-
inal app was based on. This is quite prominent among tech giants such as Google, Microsoft
where there is considerable media attention to anything novel coming out of them. As shown in
Figure 3.8, other notable examples include Android Pay to Google Wallet, Google Fit: Fitness
Tracking to Google Fit: Activity Tracking and Android Messages to Messages by Google. To
summarise, re-branding apps tend to show higher success in terms of SS compared to typical
apps in the app market, indicating that strategic re-branding can significantly enhance an app’s

market performance.

3.6.4 Re-purposed Apps

Contrary to what is discussed before, some apps may experience quite a significant loss of
interest over time and may no longer provide useful services to the user base. For example, rapid
developments in the Android operating system could cause many popular apps such as camera,
file management, battery optimisation and other utility apps to become obsolete quickly. The
developers may want to relaunch them by overhauling the original functionality; we call them
“re-purposed” apps. The basic intuition behind this incentive is that the original app has a
significant user base and contains good reviews, and the developers need to build on top of
that. There could also be instances where a developer needs to transfer the app to a blooming
app category, away from the existing competition but intending to maintain the previous user
base. Overall, reasons to re-purpose an app compared to the original app concept could be

summarised as follows;
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* The developers perform drastic changes in core functionality; therefore, the original app is
re-purposed, and the original concept is now discontinued. This can also be considered as an

extreme end of app re-branding.

* The developers re-purposed the original app. However, they intend to retain their original

concept and reintroduce it as a re-birth ( cf. Section 3.6.2).

Identification: How we identify re-purposed apps is the same as identifying re-branded apps.
However, we only retrieve instances where the app description’s cosine similarity is between
0.2 and 0.4. The reason is that a re-purposed app drastically changes functionality, and the app
description embeddings should deviate significantly from one another. Similarities of less than
0.2 were observed to be noisy, such as descriptions in two different languages, and as a result,

we discarded them from the evaluation. The selection criteria is summarised in Appendix B.5.

Analysis: The average SS for this category is 14.3%, which is lesser than the SS of re-branded
apps yet higher than the baseline as shown in Figure 3.7(c). This could be due to the nature of
re-purposing, which involves significantly changing the app’s functionality or target audience,
which can negatively affect its existing user base. In contrast, re-branding maintains its core
functionality and changes the brand elements. Overall, we identified 33 re-purposed examples,
and we manually verified all of them. We identified 24.2% of them as ideal examples. We
couldn’t conclusively verify the rest of the apps, which will likely be at the intersection of re-

branding and re-purposing.

Examples - We show some examples of re-purposing in Figure 3.9(a) and Figure 3.9(c). The
AppLock Theme Nightclub app was re-purposed to a Block Puzzle game, while Electric Color
Keyboard was re-purposed in to 2022 Color Numbers apps. Both of these examples highlight
how developers leveraged their existing user base to introduce new app concepts. Some other
notable examples include; Fingerprint Lock Screen - Prank (10M+ downloads) re-purposed to
GPS Navigation - Route Finder (10M+ downloads) (app ID: com.galaxyapps.lock). An
incentive from developers like this is undesirable for app users as they did not download the

original app for a navigational purpose.

3.6.5 Genre Changes

Genre changes, also known as category changes, represent the instances where the high-level
category (e.g., Educational, Simulation, Casual) is changed in an app. We obtain this informa-

tion from the app metadata hosted in Google Play Store for each app.

Identification - We discover a total of 1,111 alterations in the app categories among the 4,518

match and 2018 app ID = 2023 app ID instances identified by our algorithm. We present the
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most commonly observed category changes in Figure 3.10(a).

Analysis and Examples - The average SS for apps that have undergone a genre change is
9.44% as shown in Figure 3.7 (d). Therefore, despite the app undergoing genre changes, it
remains as competitive as an average top 10k app on average. As shown in Figure 3.10(a), the
most frequent genre transition involves casual apps shifting to simulations. Even though 209
apps have made this transition, their SS is lower than the average at 7.74%. However, 23 apps
that became simulation from being role playing, have achieved an average SS of 22.14%.

The motivation behind altering the app category/genre by developers can stem from several
plausible reasons, including 1) the aim to better align the app with its features, functionality, or
target audience; ii) adjusting to app market changes (e.g., from "Candy Crush Saga” categorized
as “Casual” to "Puzzle”); and perhaps iii) move the app by modifying the app category to go
into a less competitive app category or to avoid scrutiny (e.g., "CVS Pharmacy” categorised as
“Health & Fitness” to ”Shopping”). There has been some evidence for this behaviour in the
past [204].

-1 % 50% -1 % 40%
Casual — Simulation ——+— G—->PG (——
Arcade — Action ——+— G-oM —+—
Casual — Puzzle ——+— 3+ - 12+
Adventure — Action {+—— PG->G |—+—
Racing — Simulation -—+— PG>M ——+——
Arcade — Puzzle —+— M—PG —+—F——
Educational — Simulation —3— M — MA15+ | ——
Role Playing — Simulation ——+(23)— MA15+ - M |}~
Arcade — Simulation }— MG —f—F—
Simulation — Casual 12+ — 3+ A+—+—
(a) Genre changes (b) Content rating changes

Figure 3.10: Diagram of 10 most common genre (a) and content rating (b) changes with respect
to their average success score. Standard deviation of the SS for each transition is also shown
using error-bars. The number enclosed in parenthesis represents how many apps underwent the
transition.

3.6.6 Content Rating Changes

Content rating, also known as age rating in Android, is self-reported by the developer. This
information is also available in the app metadata in the Play Store. In Australia, where we con-
ducted the data collection, games follow a content maturity rating issued by the local regulatory
body (i.e., G, PG, M, MA15+, and R18+), and other apps follow the International Age Rating
Coalition (IARC) rating (i.e., Ages 3+, 7+, 12+, 16+, and 18+). Over the past five years, we

observe a noticeable shift in content ratings of apps.

Identification - We were able to identify 504 apps with different content ratings among the
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4,518 match and 2018 app ID = 2023 app ID instances. We present the most commonly ob-
served changes in Figure 3.10(b).

Analysis and Examples - Overall SS for the 504 apps that have changed the content rating is
11.54% as shown in Figure 3.7 (e). Within this, we identified 11 apps that has been re-born with
changes in content ranting, for example Uno shifted its content rating from G to PG after being
taken over by a new developer. Further, 17 apps became games and 12 games transitioned into
generic apps. However, upon manual analysis, we found that those 17 apps that became games
were games in the first place, and the developer content rating was not correctly reflecting that.
As an example, the game ‘Tanktastic 3D Tanks’ in 2018 was rated for 3+ and in 2023 (giving
a false illusion that this could be a generic app instead of a game), the rating changed to PG
(Parental Guidance) and a better match for the overall theme of tank battles.

We observe a similar setting among game to app transitions as well. Furthermore, as shown
in Figure 3.10(b), the most common change happening among game apps is 122 of them in-
creasing their rating from G (General) to PG. A popular game of ‘Mafia City’ changed from PG
to M due to violence, strong language and blood-related themes in the game.

We attribute the changes discussed above as better alignment with Google Play Store rating
guidelines and more developers being aware of any previous mistake they did. Further restrict-
ing a content rating category than the original one is not necessarily adverse. However, whether
the existing users were duly notified is questionable. On the other hand, loosening the content
rating category could attract more popularity among a wide range of users if they comply with
content-rating regulations. Among the 26 games that changed the rating from M to PG, we
identified 14 of them directly contained Gun violence related app icons, which is questionable.
Since identifying content compliance malpractices is not our primary concern, we open this

topic for future research.

3.6.7 Changes in Revenue Model

In this context, we consider only the direct revenue model where an app is either “free” or
requires payment for installation (hereafter referred to as “paid apps”).

Identification - This information is extractable directly via app metadata, and we can utilise
our similarity search algorithm to obtain matching pairs and identify the instances of paid apps
becoming free. In 2018, there were 38 paid apps, however 9 of them discontinued by 2023.
Examples - Among the results we obtained, we did not observe any examples within the top
10,000 apps of the 2018 dataset that changed from a paid app to a free app. It is understandable
that popular paid apps may not consider moving to a free model, as they would not want to lose
their existing users who bring direct revenue. Nonetheless, upon further investigation using the

entire 2018 dataset, we could identify 649 paid apps in 2018 that have become free apps with an
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average SS of ~ 13% (cf. Figure 3.7-f). A noteworthy example is TextGrabber — image to text:
OCR where originally it was a paid app ($6.99) but was later changed to a free app, possibly due
to many similar tools being available elsewhere for free and the developer deciding freemium
might be a better business model than simply offering a paid app. Moreover, Farm Simulator
16 transitioned to a free app and its download count jumped from less than 1M in 2018 to 65M,
securing a top spot in 2023.

3.6.8 Transferred Apps

There is an option in Google Play Store for an app to be transferred from one developer to
another developer [221]. Such transfers may occur when developers adopt new business models
centered around rapidly growing mobile app concepts (e.g., spin-offs) or when their businesses

are acquired by different companies.

Identification - To identify these types of apps, we employ our search method to find matches
where 2018 app ID = 2023 app ID. From these selections, we extract the ones with a cosine
similarity of the developer’s name, email, and website below a threshold of 0.5. In this way, we
identified a total of 104 potential app transfers with an average SS of ~ 14% (cf. Figure 3.7-
g). Note: This is not to be confused with ‘Re-branding’ where our algorithm does not give a
‘match’ due to the considerable change in app’s appearance. Here, it is simply handed over

without major changes.

Examples - Subway Surfers, the first game to cross 1 billion downloads on the Google Play
Store, was initially co-developed by both Kiloo and SYBO Games. However, Kiloo has with-
drawn from the development and the game is now solely owned by SYBO Games [222]. Another
example is shown in Figure 3.1 where Flip Master game is transferred from popular developer
Miniclip to MotionVolt Games. Overall, app transfers between developers can bring fresh per-
spectives, resources, and opportunities for growth, ensuring the continued development, sup-

port, and success of such mobile apps.

3.6.9 Changes in Target Demography

Some developers may opt to publish different variations of the same base app for different target
audiences. In previous subsections, we retrieved only the top result of the 5 nearest neighbours
by our similarity search algorithm. Observing the results for the remaining nearest neighbours
with the condition developer name 2018 ~ developer name 2023, we observe apps belonging

to this category.

Age - There are 84 apps that are targeting users of different age-demographics with the same
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Figure 3.11: Some examples of apps where the target demography changed based on age and
language.
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Figure 3.12: Progressive version examples for two apps, Cut the Rope and Bubble Witch Saga.

concept. Examples include apps such as Plants vs Zombies™ 2 (Mature) and Plants vs. Zom-
bies™ Heroes (Parental Guidance), Vector 2 (General) and Vector 2 Premium (Parental Guid-

ance), Silly Sausage in Meat Land (Mature) and Silly Sausage: Doggy Dessert (General).

Language and geographical region - We noticed 21 apps with multiple languages or target lo-
calities. For example, Clash of Lords 2 has multiple versions for different languages as shown in
Figure 3.11 and 7ikTok has two different versions; com.ss.android.ugc.trill and com.zhiliaoapp.
musically. The former version primarily targets East Asian and Southeast Asian countries,

while the latter is intended for other countries.

Multiple revenue models - Exapanding the analysis from previous subsection about changes
to the original revenue model, we observed 88 apps that exhibit multiple price variations,
with some being offered as free apps and others requiring a payment. A notable example
is Need for Speed”™ Most Wanted with a paid app; com.ea.games.nfs13_na and a free app;

com.ea.games.nfs13_row (only available for some mobile devices).

3.6.10 Progressive Versions of Apps

The decision to release newer versions of an app gives opportunity for the developers to enhance
features, address bugs, and meet evolving security and technological requirements based on user

feedback and suggestions. We discussed in Sub. Section 3.6.2 that most of the games abandon
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previous versions after some time when the user base has shifted to the newly released version.
However, some developers may opt to maintain retain the previous versions such that they can
target different niche markets, address specific platforms or hardware compatibility issues, or
experiment with novel concepts. Later, based on user feedback and market response, the devel-
oper has the flexibility to decide whether to continue maintaining both versions or discontinue
one of them. We observe 380 examples of 2018 top 10,000 dataset now has multiple versions
by observing the nearest neighbours of our similarity search algorithm with the condition of

developer name 2018 ~ developer name 2023. We highlight some examples in Figure 3.12.

2018 2023 2018

(a) ﬂ Music () e 3 Truck
L_)E Player S ‘ e Simulator
Original Counterfeit Origh» . Counterfeit

Pi Music Player -
MP3 Player

Truck Simulator
USA Evolution

2018: Google Duo
() n—> “ 2023: Google Meet «
Developer: Google LLC
2018: REC Screen
Recorder HD imo-International imo video calls and
ﬂ 2023: Screen Recorder: Calls & Chat chat HD
. Facecom Audio Developer: Developer: Baby

Developer: Prometheus imo.im Penguin
Interactive LLC 1B+ downloads  10M+ downloads

Figure 3.13: Security Risks of Mobile App Metamorphosis. Outlined in red are observed to be
counterfeits/ practicing plagiarism.

3.7 Privacy and Security Implications of Metamorphosis

Even if the general belief is that the top apps in Google Play Store are trustworthy and are better
moderated, our results showed that an app’s visual appearance, textual description, developer
name, or all of them could change under metamorphosis. Some metamorphosis scenarios in-
volve cases where the app ID remains unchanged, and updates are pushed to users who have
already installed the app. The behaviour, branding and functionality changes can come as a
total surprise to the user. Also, at Google Play Store, potential new users will not see any trans-
formations an app has undergone and are compelled to “download an app as you see it”, even
if we remember “what it used to be”. We next discuss and present further results to emphasise

why app metamorphosis is an important phenomenon that requires attention in app markets.

3.7.1 App Counterfeits and Plagiarism

In two instances out of 88 potential re-birth instances that were flagged by our methodology,
we observed that the original app was discontinued and re-born with a different app ID. Further
analysis established that the original apps did not discontinue, instead they went through some

major changes.
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For example, Pi Music Player was renamed to Pi Music Player- MP3 Player with drastic
changes in the app icon and other metadata as portrayed in Figure 3.13(a). Noticing this change,
a counterfeit app emerged in the name of Music Player with the same app icon that used to be
with the authentic app and reached nearly 100k+ downloads. Similarly, a counterfeit app called
Truck Simulator appeared when the original app Truck Simulator USA was changed to Truck
Simulator USA Evolution, as shown in Figure 3.13(b). This counterfeit app, however, is now
removed from Google Play Store but managed to reach ~ 200k downloads.

In one instance of app re-branding, when Google Duo changed to Google Meet, another app
developer picked up an almost similar app icon to the discontinued Google Duo app, aiming to
trick users into downloading the app based on icon familiarity. This is shown in Figure 3.13(c).
Another instance, Figure 3.13(d), we observed is a developer named Baby Penguin maintaining
an app visually similar to the popular imo-International Calls & Chat app, potentially victimis-
ing more than 10 million users, until it was discontinued/banned from Play Store.

It is important to note that we were not actively looking for counterfeits as they are out-
side our main research focus. Rather, we found them to be a byproduct of our metamorphosis
analysis. Nonetheless, results like these show the security and privacy risks even to the most
tech-savvy users in identifying the authenticity of an app among the top apps in Google Play
Store. The examples we observed did not contain any malware indications when evaluating
their installation files with VirusTotal service, rather observed as an effort to tap on to exist-
ing popular apps in top 10,000 category. While previous work has developed methods for app
counterfeit detection when both the target and the counterfeit apps are in the market and high-
lighted the associated associated risks, such as counterfeit apps being channels for malware
distribution [22], our metamorphosis analysis provides insights into how other scenarios lead to
counterfeits.

We encourage app market operators to deploy a similar pipeline as we proposed and actively
investigate new additions to the app market. As emphasised in Appendix B.2, search efficiency
improvement of our method further enables it to be deployed in the real-world scale where an
app is introduced every 1.13 minutes to the PlayStore [223]. We suggest the app markets to
observe the resultant matching app(s) if existing and bin the results to appropriate metamorpho-
sis categories we identified. Ideally, the operators can perform this for multiple past-indexed
years to obtain an even finer-granular picture. The market operators have a further advantage
to identify if a matching app is counterfeit or not as they have the relevant history for a partic-
ular change (e.g. the developer changed the name, the developer re-branded the app, etc.) and
further investigate any other potential red flags. Though it is out of our scope, malware detec-
tion techniques (e.g. VirusTotal) and static or dynamic code analysis techniques are resource
intensive and could not be done for every new app. Instead, any red flags from our method

are ideal to be selected for such additional checks. We believe the metamorphosis concept we
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propose simplifies finer-granular investigation steps for market operators. On the contrary, the
researchers and end-users hardly have information on the history of an app or an app-developer

unless it is covered by media such as with music.ly to tiktok example.

3.7.2 Permission Changes

We evaluated the changes in the permissions of the manually verified apps belonging to re-birth
(74), re-branding (215) and re-purposing (8) metamorphosis categories and their percentage
changes are shown in Figure 3.14. We categorised each permission based on the risk associated

with it as previously suggested by [224].
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Figure 3.14: Percentage change of permissions according to the risk category when the apps un-
derwent three metamorphosis categories. (x) indicates the number of permissions that changed.

When an app undergoes a re-birth, it is essentially a new app; therefore, a change of per-
missions is expected. Among the 74 apps, we observe that astronomical and critical permission
requests have been reduced. Re-branded apps and re-purposed apps, on the other hand, are
essentially the same apps if the user installed them before the transition period as there is no
change in app ID and the app will be updated automatically (based on the user settings) and
new permission requests will be prompted to the users.

With re-branding, we do not observe significant permissions growth for medium and above
risk categories. Comparatively, the re-purposed apps have a significant growth of permission
requests for high and critical. It is questionable whether existing users are transparently in-
formed about when apps undergoing major changes that re-purpose their core functionality, as
users tend to routinely allow permission prompts without much scrutiny. Therefore, we reiter-
ate the importance of users remaining vigilant about routine permission requests from apps and
carefully evaluating their necessity.

From a privacy standpoint, majority of end-users are expressing concerns about data collec-
tion and retention practices, but there is an ambiguity surrounding how sensitive information
is handled during app metamorphosis. While Google Play places a strong emphasis on devel-
opers disclosing their practices, specific instances of app metamorphosis, such as when an app
changes its developer (app-transferred), are not explicitly addressed on the Google Play Store.

Consequently, most app users are unlikely to notice such changes and remain unaware of how
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their information is being passed along. Therefore, it is crucial to carefully observe privacy
change notices when they appear while using an app.

Similarly, app market operators should also implement mechanisms to detect changes in app
permissions that may occur during legitimate app metamorphosis. When significant changes are
identified, such as changes in authorship or a large number of new permissions, users should be
notified promptly. These notifications should clearly inform users that the app has undergone

substantial modifications and that caution is advised before continuing to use it.

3.7.3 Breach of User Trust

Developers are encouraged to provide routine updates to the apps and as a result, they have the
freedom to change app matadata to reflect such changes. In fact, there are apps that can benefit
from changing the theme according to the season, such as snowy themes during the winter tri-
month (e.g., shopping apps and games providing holiday-themed in-app purchases). However,
due to the freedom of metadata change, we observed that the genre category (ref. Section 3.6.5),
content rating category (ref. Section 3.6.6) and even the revenue model (ref. Section 3.6.7)
have been changed while the app was not undergoing major reformations in functionality or
appearance. We have identified several factors that could have influenced these changes, yet
this creates a breach in user trust. A game could change the content rating from PG (parental
guidance) to M (mature), however, a child who downloaded the game previously could be
exposed to sensitive content not intended for them, and often the developers could collect blind
consenting in the form of “We are updating the app” report that users rarely read. Similarly, a
game that changed from “puzzle” into “simulation” where the original users expected it to be
“puzzle” is again a breach of their trust and a waste of their time. An app becoming free after
being a paid app should consider having refund policies for their existing users, yet most of such
apps being one-time payments at the beginning makes it nearly impossible to refund. In such a
context, it is important that app market operators be more vigilant about these metamorphosis
categories and promptly note their existing user base about these particular changes, in addition

to what the developers note.

3.8 Concluding Remarks

Using our proposed multi-modal app search methodology, we investigated the phenomenon
of “app metamorphosis” occurring on the Google Play Store between two snapshots taken five
years apart. To the best of our knowledge, this is the first study examining this phenomenon. By
defining a success score (SS) for each app, we quantitatively characterised the metamorphosis
categories. Our observations revealed that although these apps do not follow the traditional app

life cycle of incremental updates, the majority of apps in these categories are more successful
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compared to an average app within the top 10,000 category in 2018.

We found interesting forms of metamorphosis such as re-birthing (average SS ~ —15%),
re-branding (average SS = 21%), re-purposing (average SS =~ 14%), for which we provided
details on identification and analysis. In addition to these we also found other forms of meta-
morphosis such as genre changes, content-rating changes, revenue model changes, developer
transfers, targeting multiple demographics, and coming in multiple versions. We observed that
re-branding is more successful than the other categories.

While being restricted to only two snapshots is a limitation, our focus was on identifying
significant cases of *metamorphosis’ over a period of five years. Introducing an intermediate
snapshot could shift the focus toward smaller, incremental changes, which deviate from our
primary goal. For example, re-branding is often a gradual process involving changes such as
app icons, descriptions, or minor Ul adjustments. An intermediate snapshot might introduce
ambiguity between seasonal re-branding, incremental re-branding, and full re-branding, com-
plicating detection. Similarly, for re-birth scenarios, where a re-born app co-exists with its old
version temporarily, an intermediate snapshot could blur the classification, making it unclear
whether to treat this as a re-birth or a different version entirely. However, we were still able
to conclusively validate the majority of our results. For example, out of all potential rebirth
and re-branding results, we manually verified approximately 85% and 78%, respectively, to be
conclusive and strong examples.

Additionally, we presented insights into privacy and security risks arising from metamor-
phosis, such as app counterfeiting, requests for additional permissions, and changes in app be-
haviour. Our results show that app ecosystems need to pay close attention to the metamorphosis
phenomenon to maintain the integrity of their stores. Based on our proposed methodology,
market operators can analyse app metadata changes in a similar way how app users perceive
information prior to installation, and based on observable metamorphosis categories (if any),
they can further analyse latest versions against possible past versions and flag any mismatches.
Market operators have much further capacity to view the history of app developers, perform
static and dynamic code analysis to further evaluate such flagged instances. The flags created
by our method will aid in narrowing down this extensive analysis process to the metamorphosis
apps that could be potentially risky and operators will have the capacity to take them down even

before user complaints.
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Chapter 4

Detecting Content Rating Violations in
Android Applications: A Vision-Language
Approach

In the previous chapter, our analysis centred on the broader evolutionary dynamics of mobile
applications rather than on conventional incremental development patterns. In this chapter,!
We shift our focus to the problem of detecting content rating malpractices in mobile apps.
Specifically, we investigate a vision language framework that leverages multi-modal contrastive

learning to implicitly capture both stylistic and semantic cues present in app metadata.

4.1 Introduction

In recent years, our reliance on mobile services has surged, whether for entertainment, com-
munication, shopping, travel, or finance. According to recent reports, 60.42% of the world’s
population owns a smart device [225]. One implication of this trend is that children of all ages
are using smart devices and apps more than ever.

In 2013, a survey revealed that over 75% of children under 8 years old were using mobile
phones [71] and in 2019, 69% of teens owned a smartphone [10]. This widespread dependence
among young children poses a significant social challenge whether they are being provided
with age-appropriate content, usually defined by content ratings. For example, the Google
Play Store ratings in the US and Canada are maintained by the Entertainment Software Rating
Board (ESRB), with rating categories Everyone, Everyone 10+, Teen, Mature and Adult only,

whereas in Australia, games adhere to local content maturity ratings issued by the Australian

'This chapter incorporates material from: Dishanika Denipitiyage, Bhanuka Silva, Suranga Seneviratne,
Aruna Seneviratne, Sanjay Chawla, A Vision—-Language Approach with Cross-Attention for Detecting Content
Rating Malpractices in Android Applications, accepted at the IEEE 24th International Conference on Trust, Secu-
rity and Privacy in Computing and Communications (TrustCom 2025)
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Figure 4.1: Example predictions of two apps: Bingo Mania (left) and Cute Cats Jigsaw Puzzle
(right). Our model correctly identifies content rating, while GPT-40 under-predicts both, as-
signing lower classifications.

Classification Board (ACB), including G, PG, M, MA15+, and R18+. Similarly, rating systems
are employed in different regions, such as Pan-European Game Information (PEGI) in Europe.
These guidelines use six different content descriptors: themes, violence, sex, language, drug
use (substances) and nudity and asses the impact depends on the frequency and/or intensity.

To assist users, especially parents, in finding suitable apps, the Google Play Store enforces
strict developer policies. As a result, each app page displays critical app information, such as
download counts, requested permissions, content rating, developer names, and user reviews,
allowing users/ parents to understand the app before downloading. Additionally, all apps un-
dergo automated inspection and vetting procedures before being published. Furthermore, in
2020, Play Store introduced “Teacher Approved” apps, which are published after being rated
by teachers and specialists. They take into consideration factors such as design, age appro-
priateness, and appeal when rating an app [226]. Despite such initiatives, Luo et al. [227]
identified that 40% of apps contained inappropriate content among 70 children’s apps in 2020.
Moreover, children reportedly spent 27% more screen time on online video platforms, 120%
more for TikTok in 2023 compared to 2022 [228] despite those apps being rated for ages 13 and
up. Furthermore, by analysing 20,000 apps in Google Play Store, Sun et al. [47] claimed that
19.25% of apps have inconsistent content ratings across different protection authorities around
the world, thus making them un-generalisable.

One reason why such content rating violations and discrepancies are possible among apps,
especially in the Google Play Store, is its loosely regulated nature. The Google Play Store relies
on an app developer’s completed questionnaire and self-reported information to automatically
determine the content rating as disclosed by developers [229]. In a profit-driven app ecosys-

tem with over 3.6 million apps in the Google Play Store [214], where app engagements matter
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significantly, especially those from young children, it can not always be expected that all de-
velopers will play fair. Furthermore, Google employs different content rating systems based
on geographical locations [229], and there are no clear boundaries among the categories, to the
extent that an average smartphone user can easily get overwhelmed. On the other hand, the app
vetting process by the Apple App Store is manual [73], and as a result, it is most likely to have
correct content ratings for apps; however, the downside is that getting apps published in the App
Store takes time.

Even advanced general-purpose models struggle to accurately classify app content ratings.
For instance, as shown in Figure 4.1, GPT-40, despite having access to both the app description
and game image, misclassifies apps containing simulated gambling or strong horror themes as
suitable for general audiences. These examples highlight the complexity of this task: in the first
case (left) [230], the app contains simulated gambling, yet this detail is not explicitly mentioned
in the text or easily inferred from the app image. In the second case (right) [231], the app
includes strong horror themes and online interactivity, but the description presents conflicting
cues, stating it is designed for both adults and children, while also encouraging users to share
images via the internet and social media. Such ambiguity and lack of explicit content warnings
make it difficult even for powerful models like GPT-40 to make correct predictions, emphasising
the need for a task-specific model trained to detect the content rating of mobile apps.

As such, there is a stronger need to develop methods to automatically assign correct content
ratings for given apps. This requirement is further exacerbated by the fact that regulatory bodies,
such as a country’s e-safety commission, do not have the necessary means to identify apps that
violate the country’s content rating guidelines unless end users complain about specific apps.
Currently, such studies by regulators are mostly carried out manually or semi-manually. For
example, in 2012, the FTC reviewed 200 apps, mostly through manual processes [232].

To this end, in this chapter, we propose a vision-language approach based on self-supervised
learning and supervised contrastive learning that allows us to identify content rating violations
in app markets. Our approach is based on the intuition that multi-modality is important in this
problem (i.e., considering both app descriptions and images such as icons and screenshots, com-
monly known as app creatives). Within creatives, it is crucial to consider both the content and
style of these images. The style information is effective in identifying the target demographic
of an app, as apps designed for children tend to have cartoon effects and tactile textures like

glitter. More specifically, we make the following contributions:

* We propose a vision-language approach using trained content, style, and text encoders, along
with a cross-attention module, to predict mobile app content ratings from descriptions and

creatives.

» Using a real-world dataset, we show that our approach achieves 8.12% and 7.99% relative

improvements in accuracy over state-of-the-art CLIP and CLIP fine-tuned models.
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* Upon evaluating the test dataset, our model identified 71 apps (~17% of the total verified)
with potential content rating malpractices in the Google Play Store and 32 apps subtly attract-
ing an unsuitable audience. This includes nine ‘Teacher Approved’ apps, which Google Play

claims to verify manually.

* We conduct extensive experiments on nearly 16,000 apps to validate the effectiveness of our
model. The results show that 45.7% of identified malpractices and 39.1% of identified dis-

guises were removed by the Play Store after nine months of our initial crawl.

4.2 Related Work

Automatic app maturity ratings: The evaluation of mobile apps often involves various per-
spectives. In particular, identifying mobile app development is consistent with what is stated
in the privacy policy concerning online advertising and tracking [85, 233], aiding developers
in crafting child-friendly apps concerning both content and privacy aspects [55, 234]. How-
ever, fewer studies aimed at mobile app maturity rating. Therefore, there is growing concern
regarding inappropriate content and maturity ratings in mobile apps, which are linked to privacy
concerns. Early work by Chen et al. [53] proposed Automatic Label of Maturity ratings (ALM),
a text-mining-based semi-supervised algorithm that uses app descriptions and user reviews to
determine maturity ratings. The authors used the content rating from Apple App Store as the
reference standard for a given app. However, this method uses keyword matching while ignor-
ing semantic analysis. Using a similar approach for ground truth establishment, Hu et al. [55]
proposed a text feature-based SVM classifier for content rating prediction with an online train-
ing element. The previous two methods solely depend on text features despite having access to
other modalities. Liu et al. [71] and Chenyu et al. [54] extended these works by incorporating
image and APK features to identify children’s apps. However, features were limited to extract-
ing text using OCR software, colour distribution of the icon and screenshots, and permissions
and APIs. More recently, Sun et al. [47] identified discrepancies in content ratings of the same
app in different geographic regions by defining rating system mappings between geographical
regions. However, this research focuses on single modalities or multiple modalities but treats

them independently.

Vision-Language (VL) models: Early image-based contrastive representations have made ad-
vancements, nearly achieving the performance levels seen in supervised baselines across various
downstream tasks such as image classification and retrieval [116, 235]. Driven by the success
of contrastive learning in intra-modal tasks, there has been a growing interest in developing
multi-modal objectives (e.g., Vision-Language), enabling the model to comprehend and exploit

cross-modal associations. Pioneering works such as CLIP [50] and ALIGN [51] bridged the gap

59



4. DETECTING CONTENT RATING VIOLATIONS IN ANDROID APPS

between the vision and language modalities by learning language and vision encoders jointly
with a symmetric cross-entropy loss which is an adaptation of InfoNCE loss [236] for cross-
model pairs. CLIP optimises the cosine similarity between text and image embeddings, while
ALIGN employs a similar contrastive learning setting with noisy training data. Zhai et al. [237]
tuned the text encoder using image-text pairs while keeping the image encoder frozen. The rich
embeddings that these methods learn are later adapted to various application domains such as
video-text retrieval [238, 239], image generation [240], and visual assistance [241]. However,
[242, 243] point out the challenges in adapting Large Multi-modal Models (LMMs) for differ-
ent domains when the downstream task deviates from the originally pre-trained task. To the best
of our understanding, ours is the first work to leverage the advances in VL-language models to

detect content compliance malpractices specific to mobile apps.
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Figure 4.2: (a): Vision-language model architecture during the training stage. (b): Custom
transformer block with cross-attention. (c): Pipeline for the downstream task of content rating
classification.

4.3 Methodology

We propose a customised vision-language (VL) model that can be trained end-to-end with im-
age and language data for learning joint representations directly via image patches and raw text
tokens. Figure 4.2(a) gives an overview of our model. It uses mobile app creatives such as app
icons/ screenshots and app descriptions as the paired inputs to generate joint embeddings that
are useful for the downstream task of content rating prediction. We discuss our dataset in detail
in Section 4.4.1.

At a high level, we adapt two image encoder-based backbones to learn image content and
style features separately. These two encoded features are merged together as image features.
Then, we employ a text backbone to encode text features in the corresponding image-text pair
belonging to an app. A cross-modal module then extracts relationships between image and
textual features to produce the final image and textual embedding representations. We use

pair-wise Sigmoid contrastive loss to learn the model parameters. Using the trained text and
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image embeddings, we then train a simple classifier to predict the content rating of an app, as

illustrated in Figure 4.2(c).

4.3.1 Encoding Visual Information

App icons and screenshots are the most prominent static-visual information the prospective app
users first observe. In some cases, the style of an app icon alone is enough to distinguish many
popular apps. As an example, app icons from Google would likely contain four colours: red,
yellow, green and blue (cf. Figure 4.3). However, encoding such information is challenging as
they do not contain features a generalised encoder such as CLIP was pre-trained on. To address
this, we introduce trainable content and style encoder modules that work together to generate

the final image embedding vector. Their ablation studies are further discussed in Section 4.5.3.

4.3.1.1 Style Encoder

Style information (e.g., texture, colour schemes, artistic choices) is crucial when predicting
content rating as it adds context beyond the objects or elements present in images. Kid-specific
apps often use cartoonish characters, which are often associated with distinctive shapes and
distinctive colour palettes and textures (e.g., bright colours, glitter texture, non-complex surface
reflections), while dark tones (e.g. blood) or provocative lighting would be inappropriate for
younger audiences, even if the content seems neutral [71].

In Figure 4.3, we provide some example cases of apps with a significant disparity between
the content and style of their creatives relative to the app category and content rating. The
app icon and screenshots for The Puzzle Cakes showcase cake related content and would have
to rely on the style to associate it with a puzzle game. Conversely, Pocket Love and Dirty
Crown Scandal employ a similar animated, cartoonish style but are aimed at distinctly different
audiences based on their content ratings. Furthermore, there can be inter-app content and style
disparities as in the examples of The Virus and Spin the Bottle Game. In both cases, the colour

themes of the app icons are very different from the screenshots.

App icons often follow a similar styling across developers
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all [34] L G all [R18+]
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Figure 4.3: Disparity between the content and style of app icons and screenshots.
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Therefore, we embedded a separate style encoder module. We use the CLIP image encoder
as the base network for the style encoder, employing a masked representation learning task. This
involves two identical networks, as illustrated in Figure4.2 (a). First, we uniformly sample an
image ¢ from the dataset D and generate an augmented image =, = t4(7) by applying an image
augmentation ¢; ~ 7. Next, we randomly mask three 3 x 3 patches to produce the masked
image z,. The masked image is provided for one network called online, while the unmasked
image passes through another network called target, a slow-moving average network. This
allows the network to focus on the features that are invariant to masking. The target network
0; uses an exponential moving average (EMA) of the online network 6, to learn lower semantic
features [244, 113]. More precisely, given a target decay rate T € [0, 1], after each training step,

we update the target network weights using,
Oy < 10, + (1 — 7)6;. 4.1)

The EMA introduces stability by averaging the network’s weights over time, smoothing out
rapid updates that occur during the training process. This slows down the learning of fast-
changing, higher-level features and enables the capturing of lower-level feature. From the
masked image ., the online network outputs a representation ¢, = fy.(z,). The target net-
work outputs g; = fy,(z,) from the augmented view . Finally we define the mean squared

error between the embeddings ¢, and q;

‘Cmse = ||QS - Q;H% (42)

and is added to the final loss, which we discuss later in Section 4.3.4. Furthermore, the generated
style embeddings from the target network are scaled down using the hyperparameter o and

added to the embeddings generated by the content backbone.

4.3.1.2 Content Encoder

As shown in Figure 4.2(a), our image content backbone, fy_, is built on the CLIP image encoder
and remains active throughout the training process. This branch operates on augmented images
of 224x224 resolution, which could be derived from an app icon or screenshots. We follow the
augmentation settings defined in CLIP to generate different views of the image. The content
backbone outputs visual content features, g. and are combined with visual style features, g
given by the style encoder. We represent this combination using the equation ¢; = q. + a.qs

where « is empirically selected as 0.1.
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4.3.2 Encoding Textual Information

The app description provides an overview of the app’s functionalities, features, and content
to the prospective audience. Often, the text is summarised as app users are reluctant to read
lengthy texts (capped at 4,000 characters; the average length of an app description in the top
20,000 apps of Google Play Store is 2,169 words), and Google Play mandated it to be gen-
eral audience friendly. We perform randomised text chunking with four or more consecutive
sentences randomly extracted from the long app description to be paired with respective app vi-
suals. We used a 110 million parameter ROBERTa text transformer with maximum 256 tokens
marked as text backbone in Figure 4.2(a) to encode this information while the model parameters

are kept frozen during the training.

4.3.3 Image-Text Cross Attention

Typical image captioning datasets such as MS-COCO [245] and Flickr30k [246] have a strong
correlation between the captions and the images. In contrast, app icons/screenshots and descrip-
tions can exhibit a larger semantic gap, especially in the context of the content rating prediction
problem because: 1) the description may not perfectly reflect what is depicted in the app icon
or screenshots, 2) these modalities may not always contain useful information related to the
content/age rating, and 3) App images display complex variations within the same content rat-
ing class. Therefore, we employ a stack of cross attention layers [247] to align visual and
textual tokens to fill the correlation gap between image patches and words. As shown in Fig-
ure 4.2(b), our custom cross-attention module initially has a self-attention layer followed by a
cross-attention layer. This layer induces text information to the image features. The query val-
ues are derived from the previous image content encoder layer, and the memory keys and values
are obtained from the hidden layers of the text encoder and vise versa. Text-to-image cross
attention allows every patch of the image to attend over all tokens in the input sequence. Con-
versely, in image-to-text cross attention, the roles are reversed, allowing every token of the input
sequence to attend over all patches in the content image. Finally, we introduce an additional

linear projection layer, which outputs the final visual and textual embeddings.

4.3.4 Loss Function

Given a paired image and text sample (7, j) from dataset D, two transformations ¢, and ¢4 are
drawn from a distribution of image augmentation 7" (cf. 4.3.1), to produce two distinct views
zr. = t.(1) and x5 = t4(i) of the image i. These views serve as inputs to the image content
backbone fp, and the image target encoder fy, in the style encoder block, respectively. The
views . and z, are first encoded by fy, and fy, into their representations q. = fy (x.) and

qs = fo,(xs), which are then linearly combined to get the representation ¢;. The text j is encoded
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by a text backbone, g, into their representation ¢; = g,(j). Then, these representations, ¢; and
¢; are mapped by the custom cross attention modules onto the embeddings z; and z;. The
Sigmoid Contrastive Loss [142] is computed at the embedding level on z; and z;.

As defined in Equation 4.3, we adopt a supervised Contrastive Loss, more specifically, Sig-
moid Contrastive loss (SigCL) proposed by [142] with content rating label, where we consider
image-text pairs with the same rating as positive pairs. This enables it to distinguish between
data points not just based on data similarity but also according to their categories. Additionally,
the SigCL benefits over Unified Contrastive Loss (UniCL) [248] in a multi-modal setting be-
cause, when N image-text pairs from the same content rating category are presented in a batch,
UniCL is bounded and the maximum softmax value per pair is limited to 1/N. Meanwhile,
SigCL varies between 0 and 1 for each positive pair. We defined the SigCL between z; and z;
embeddings along the batch B as,

1
Loor =~ L e [ 3 W @9

ZGIBI JelBN\{P}

where y; and y; are the labels for a given image and text pair and P = {k|k € B,y;, =
y;}, which represents the image text pairs coming from the same content rating. The b in
Equation 4.3 alleviates the heavy imbalance coming from the many negatives. We also employ
Euclidean distance loss, L, to learn low level information such as texture and colour in image
data. Specifically, we take the augmented image = and generate a masked version of it. The
two views are encoded by the target and online networks described in Section 4.3.1.1 into
representations y, and v, and optimise them using L,,... The entire network is optimized by

minimising the following loss function:
L= ESigCL + Alrnse “4.4)

where ) is a positive constant that controls the trade-off between the first and second terms in
the loss L.

4.3.5 Content Rating Classifier

For the downstream prediction task, we trained a classifier using the frozen image and text
embeddings produced by the contrastive model described earlier. The content rating prediction
task is inherently ordinal, where the classes follow G < PG < M < MA15+ < RI18+. Therefore,
we treat the task as an ordinal classification problem. Misclassifying an app into a lower rating
category is more harmful than predicting a higher one. Therefore, the ranking used in our loss

formulation is constructed to prefer the true label and any more restrictive (higher) ranking
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labels over less restrictive (lower) ranking labels. This ensures that the classifier penalises
unsafe under-prediction more strongly than over-prediction.

Let z; and z; denote the image and text embeddings for an app. After passing through
two MLPs and concatenation, the classifier outputs a score vector s € RE overthe K = 5
classes (cf. Figure 4.2(c)). Alongside the standard cross-entropy loss, we introduce a List-
wise Maximum Likelihood Estimation (ListMLE) [56] term to explicitly encode the ordinal
and safety-sensitive structure. ListMLE requires a ranking order 7 of each class. We construct
7 by prioritising the true class and progressively selecting classes in the direction that preserves
user safety. Specifically, for an app with true label y, we use y as the rank-0. We then ap-
pend the two higher-rated classes in increasing order, followed by the two lower-rated classes
in decreasing order. This ordering reflects that predicting the true class or a higher rating is
acceptable, whereas predicting a lower rating should be penalised more heavily. Formally, let
the class index set C = {1,...,5} be ordered as [G, PG, M, MA15+, R18+].For a sample with
true label y, we construct the ranking order 7, as 7, = [y, y', ', y*, y*], where y' and
y'" denote the classes higher than y, and y* and y* denote the classes lower than vy, selected
alternately until all classes are ranked. In Table 4.2, we show the selected class ranking matrix
for all five content rating classes.

Given a ranking 7, ListMLE models the probability of observing this ranking under scores

s as,

K
(Sm)
P(r|s) = il , 4.5)
1S ey

and the corresponding ListMLE loss is given by

K
Liismie = —log P(m | ) = — Z Smp — logZexp (S )| - (4.6)
k=t

t=1

The final classifier objective combines cross-entropy with the ordinal regulariser:
Lar = Lce + 7LListMLE 4.7)

Equation 4.7 preserves the standard discriminative signal while encouraging the classifier to
prefer higher-rank predictions under uncertainty, thereby reducing harmful underestimation er-

rors.
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4.4 Experimental Setup

4.4.1 Dataset

Our dataset is a snapshot of the Google Play Store, which includes metadata and creatives for
1.3 million apps. This dataset was collected using a Python crawler from January 2023 to
November 2023. We deployed an extremely slow crawling rate during this data collection. For
this work, we filtered out and used only the games category, which is more popular among
children and as such, the correct content rating matters significantly. During our crawl, the
crawler’s geo-location was set as Australia (AU) to be consistent in obtaining content rating
values of G, PG, M, MA15+, or R18+.

We sorted the selected gaming apps by rank, i.e., sorting in the descending order of number
of downloads, star rating count and final star rating number following similar previous work [18,
21], and the first 20k games were selected as training and validation sets (80:20 random split)
while the next 10k games were selected as the test set. We specifically did not mix the former
due to the assumption that more popular apps are well monitored within the community and
well maintained by the developers such that the metadata and content ratings information are
less noisy than in the rest of the order. Due to the scarcity of games in categories of MA15+ and
R18+ within the top 30k, we expanded our search space for them and appended them into train,
validation and test sets. For analysis purposes, we created another dataset by including apps
with the ‘Teacher Approved’ tag [226]. We report the distribution of apps by content rating

across various datasets in Table 4.1.

Table 4.1: Dataset split and class distribu- Table 4.2:  Selected rank order for each
tion for train, validation, test and teacher- class. Rank-0 represents the true class la-

approved (TA) datasets. bel.
Train  Val. Test TA Rank0 Rankl1 Rank2 Rank3 Rank4
G 4,544 1,139 2,650 2140 G PG M MA15+ RI18+
PG 4,540 1,130 2,649 30 PG M MA15+ G R18+
M 4,530 1,120 2,648 2 M MA15+ RI18+ PG G
MAI15+ 2,131 547 1,796 - MA15+ RI18+ M PG G
R18+ 255 62 255 - R18+ MA15+ M PG G

4.4.2 Implementation Details

We use the ViT-B/16 CLIP image encoder as our image backbone for both style and content
branches and a frozen ROBERTa backbone in the text encoder branch. The model is pre-trained
on eight NVIDIA V100 GPUs for 30 epochs with a minibatch size of 64. We use the Adam
optimizer [249] with learning rate of 10~°, momentum of 0.9, and weight decay of 0.02. The

learning rate follows a cosine decay schedule [250], starting from O with 10 warmup epochs
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Figure 4.4: Examples belonging to 1) potential malpractices, and 2) potential disguises. For
each app, the image on the left represents the app icon, and on the right is a screenshot. Red *
represents app which removed from the Play Store after the initial data crawl in 2023.

and with a final value of 10~%. We perform a grid search to select the loss coefficients \ in

Equation 4.4 and set it to 5.

4.4.3 Performance Metrics

We evaluate the classifier using weighted and macro precision, recall, Fl-score, and overall
accuracy. In addition to these standard metrics, we introduce an Age-Safety Matrix (ASM),
derived from the confusion matrix, to quantify the safety characteristics of misclassifications.
Specifically, we report the proportion of samples that fall on the diagonal and in the upper-
triangular region of this matrix. Predictions in the upper triangle correspond to assigning an
app to its true rating or a higher content rating, which is a safer outcome for users. In contrast,
lower triangular errors, where an app with a mature rating such as M or MA15+ is incorrectly
predicted as suitable for younger audiences such as G or PG, pose a greater safety risk. The
Age-Safety Matrix, therefore, captures both correctness and the directionality of errors, which
is essential for evaluating models in safety-critical ordinal classification settings such as content

rating prediction.

4.5 Results

In this section, we first compare the performance of our method against state-of-the-art base-
lines using image-only, text-only, and image—text multimodal embeddings. We then evaluate the
proposed Age-Safety Matrix using the combined embeddings and analyse the classifier trained
with cross-entropy alone versus cross-entropy with ListMLE regularisation. Next, we present
an ablation study to assess the contribution of each model component by removing them in-

dividually. Finally, we examine the impact of alternative contrastive objectives by comparing

67



4. DETECTING CONTENT RATING VIOLATIONS IN ANDROID APPS

Table 4.3: Performance Evaluation. Linear classification on top of the frozen image and text
representation and supervised baselines

Pm Rm P’w Rw Acc
1) Image embeddings only

ResNet50 26.48 45.54 44.07 38.60 38.61
ViT 28.33 3525 45.18 46.06 46.07
BLIP 4048 32.74 48.65 45.18 45.19
CLIP 56.88 4257 51.24 50.02 50.03
CLIP-f.t. 56.64 4239 51.01 49.80 49.79
Ours 61.18 45.14 53.10 51.14 51.15
2) Text embeddings only
BERT 4528 4794 51.06 49.32 49.33
RoBERTa 5235 46.86 49.82 49.83 49.84
BLIP 38.10 41.20 45.11 39.75 39.76
CLIP 51.08 42.62 47.44 47.65 47.46
CLIP-f.t. 49.25 41.63 46.69 47.08 50.18
Ours 60.58 43.31 52.54 5045 50.46

3) Image-Text embeddings only
ViT+RoBERTa 33.33 33.87 4845 50.78 50.78

BLIP 33.26 3259 47773 49.13 49.13
CLIP 53.66 4544 4997 50.11 50.12
CLIP-f.t. 5770 45,56 50.60 50.19 50.18
Ours 53.01 5051 53.81 54.19 54.19

symmetric cross-entropy (SCE) [50], UniCL [248], and SigCL [142] losses.

4.5.1 Performance Comparison with Baselines

Table 4.3 reports results across three evaluation settings: 1) image-only (2;), 2) text-only (z;),
and 3) image—text (z; and z;) embeddings. We adapt the classification pipeline in Section 4.3.5
such that only z; or z; is passed through a single MLP before softmax prediction. In the image
and image—text settings, predictions from all available app creatives (icon and screenshots) are
aggregated via majority voting, whereas the text-only classifier uses a single description per app.
For the CLIP baselines, we evaluate both pre-trained and fine-tuned variants: the pre-trained
CLIP encoder is frozen before training the classification head, while the fine-tuned version is
obtained by updating CLIP on our training set of app creatives and descriptions for 13 epochs
(batch size 384), after which the encoder is frozen and only the classifier is trained.

We also evaluate standard supervised baselines trained end-to-end on our dataset. Image-
only models use ResNet50 [251], ViT [206], and BLIP [127] image encoders; text-only models
use BERT [112], RoBERTa [102], and BLIP text encoders; and multimodal baselines use con-
catenated ViT+RoBERTa and BLIP image—text encoders. These baselines illustrate the limi-
tations of relying solely on conventional image or text towers. ResNet50 and ViT show large

drops in accuracy compared to our image-only classifier (-32.48% and -11.03%), reflecting
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Figure 4.5: Confusion matrices comparing our method against baselines - using image-text
embeddings.

the high visual variability across app creatives. In contrast, BERT and RoBERTa experience a
smaller average decrease (~1.8%), as app descriptions often contain explicit age-relevant infor-
mation. Nonetheless, our approach using only the text embedding surpasses these standard text
baselines due to the contrastive pre-training and cross-modal alignment that enrich both text
and image embeddings. Similarly, the ViT+RoBERTa and BLIP multimodal baselines achieve
50.78% and 49.13% accuracy respectively, underperforming our method by 6.72% and 10.3%.

When using both image and text embeddings, our model attains 54.19% accuracy, yielding
relative gains of 8.12% over pre-trained CLIP and 7.99% over CLIP-ft. Similar improvements
are observed for macro and weighted precision and recall. Although the image-only and text-
only variants exhibit lower absolute accuracy (-5.94% and -7.39% relative to the multimodal
setting), they still surpass all CLIP and CLIP-ft baselines across every metric excluding 17, .
These results indicate that the combination of the style encoder and image—text cross-attention
produces richer representations than those obtained from independent image or text towers, and

leads to consistent improvements across all evaluation regimes.

4.5.2 Age Safety Evaluation

Content rating categories differ in qualitative, regulatory, and culturally defined ways. The se-
mantic gap between MA15+ and R18+ (e.g., graphic violence, sexual content, extreme themes)
is not comparable to that between G and PG (e.g., mild suspense or language). This motivates
the use of an ordinal order-based regulariser rather than an ordinal distance-based regulariser.
Therefore, we adopt ListMLE to impose a ranking structure over class logits. As shown in
Equation 4.7, cross-entropy encourages prediction of the correct label, while ListMLE turns the
model’s logits into a monotonic severity scale. This enables the model to encode a continuous

notion of severity across classes. As illustrated in Table 4.2, the ranking order is constructed to
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Table 4.4: Performance with different losses

Metric SCE UniCL Ours
Macro Precision 56.36 60.29 53.01
Recall 38.52 43.45 50.51
F1 Score 38.17 4523 51.39
Weighted Precision 49.74 52.63 53.81
Recall 48.59 51.51 54.19
F1 Score 46.77 50.50 53.75
Accuracy 48.59 51.52 54.19

prioritise child safety by placing lower-severity ratings far from higher-severity ones. For ex-
ample, a sample with true label M is assigned the ranking [M, MA15+, R18+, PG, G], ensuring
that its representation remains closer to adjacent higher-severity classes than to substantially
milder ones.

To quantify safety-oriented behaviour, we introduce the Age-Safety Matrix (ASM), defined
as the proportion of samples that fall within the upper triangular region of the confusion matrix,
where predictions are equal to or stricter than the ground-truth rating. As shown in Figure 4.5,
CLIP and CLIP-ft exhibit high accuracy for lower-risk classes (G, PG, M) but reduced accuracy
for higher-risk categories (MA15+, R18+). A similar pattern is observed in our model when
trained with cross-entropy alone. Incorporating ListMLE substantially improves safety align-
ment: predictions become more uniformly distributed across all classes, and a larger fraction of
samples shift into the upper-triangular region. Our method achieves an ASM of 0.748, meaning
74.8% of predictions are at or above the true rating, compared to 0.691, 0.701, and 0.733 for
CLIP, CLIP-ft, and our cross-entropy-only variant, respectively.

4.5.3 Ablation Studies

Ablations with respect to loss functions: We alter our contrastive loss function in Equation 4.3
in several ways to experiment with different loss functions in SSL, such as SCE loss, UniCL,
and SigCL. We compare linear classification results trained on the combination of image and
text representations. The results of Table 4.4 show that our method trained on SigCL outper-
forms SCE and UniCL methods by 11.53% and 5.18%, respectively.

Ablation of model components: To observe the effect of the style encoder, we evaluate our
model with only the content-encoder as presented in Table 4.5. The macro average precision
observes a gain of 18.1% without the style encoder (i.e., less likely to make false predictions but
recalls less: -15.96%), yet, all the other metrics indicate better performance with our method
(macro average F1 score: +12.10%, accuracy: +6.82%). Next, we augmented our methodology

without cross-attention and replaced it with a self-attention block. Our method achieves better
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Table 4.5: Effect of incorporating style encoder and cross attention

Metric w/o style w/o cross  Ours
encoder  attention
Macro Precision 62.60 58.81 53.01
Recall 43.56 46.43 50.51
F1 Score 45.84 49.12 51.39
Weighted Precision 54.91 50.99 53.81
Recall 50.72 50.76 54.19
F1 Score 49.86 49.80 53.75
Accuracy  50.73 50.76 54.19

performance in all the metrics compared to this setting. Removing cross-attention dispropor-
tionately affects classes, as indicated by a larger drop in the weighted F1 score compared to
the macro F1 score. This suggests that cross-attention is crucial for maintaining performance
in majority classes like G, PG, and M, helping the model effectively distinguish between these
content ratings. Overall, ablation study results show that style backbone added with text-image
cross-attention contributes to the increased performance.

GPT-40 vs. Our Method: To further evaluate the performance of our proposed model, we
conducted an ablation study comparing it with GPT-40 and Gemni 2.5-Flash models. For this
experiment, we selected the 50 games from our test set, with top 10 samples per class. We
formulated a prompt combining the app description, the image, and content rating definitions,
querying the model for its predicted content rating. Figure 4.6 presents the confusion matrices
for all three models. While GPT-40 and Gemini 2.5- Flash demonstrate an overall accuracy of
32% and 36% respectively, our method significantly outperforms it, achieving 44.00% accu-
racy, an 37.5% and 22.2% improvement. In particular, both LMMs fail to correctly predict any
instance of the R18+ class, highlighting its limitations in identifying mature content. In con-
trast, our model successfully identifies multiple samples from both MA15+ and R18+ classes
and demonstrates improved precision and recall across all categories. Interestingly, both LMMs
tend to under predict the content rating (lower ASM), often assigning lower classifications than
appropriate, particularly for mature content. This tendency may reflect a bias toward conser-
vative or safe outputs in the absence of explicit domain tuning. These findings highlight the
advantages of our task-specific model in capturing the nuanced cues required for accurate con-

tent rating prediction.

4.6 Result Analysis

In this section, we analyse the results and predictions of our method from the perspective of the
mobile app ecosystem. First, we observe how deviated the text and visual data are compared
to natural language and text. Next, we present interesting findings among the lower and upper

triangular parts of the confusion matrix (i.e., apps having a lower or higher content rating than

71



4. DETECTING CONTENT RATING VIOLATIONS IN ANDROID APPS

GPT-40 Gemini 2.5 Flash
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Predicted label
Precision Recall Accuracy ASM
GPT-40 24.27 32.00 32.00 0.42
Gemini 2.5-Flash 34.17 36.00 36.00 0.42
Ours 49.89 44.00 44.00 0.68

Figure 4.6: Confusion matrices comparing our method, GPT-40 and Gemini 2.5 flash.
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Figure 4.7: Visualisation of image patches attending to text tokens in the custom cross-attention
layer.

In Section 4.3.3, we discussed how our image-text cross attention (CA) design allows ev-
ery patch of the content image to attend over all tokens in the text input sequence. Also, for
each image patch, there are 12 attention heads running in parallel. Therefore, to qualitatively
measure how the CA happens, we select attention-heads of the first layer as lower layers are
often associated with broader attention [252]. Then, for each image patch, we select the tokens
with the highest numerical attention values after excluding some stop-word and punctuation
mark-related tokens. In Figure 4.7, we visualise the highly attended words in a given input im-
age portion for some example images. An image portion is a collection of consecutive patches

which we select as a region of interest; for example, the patches outlining the gun in Figure 4.7

72



4. DETECTING CONTENT RATING VIOLATIONS IN ANDROID APPS

(d) or the heart in Figure 4.7 (a). The results show that mobile app ecosystem-related tokens
such as ‘simulator’, ‘game’, ‘upgrade’, and ‘developers’ are now attended by the image patches,
even though those words cannot be identified by observing the image in a general context. Fur-
thermore, the tokens representing target audiences such as ‘kids’, ‘children’ and ‘girls’ are now
attended. This further demonstrates how our model has been able to reduce the gap between

visual data and textual data in the mobile app domain.

4.6.2 Predictions in the Wild

When our classifier is applied to the test set containing 10,000 gaming apps, two interesting
cases emerge, i.e., apps with a higher or lower labelled rating than our model’s predictions.
These two scenarios lead to potential “malpractices” and “disguises” that are important from

a content safety point of view.

4.6.2.1 Potential malpractices

When our method predicts a class label that is higher than the developer-defined label, we
characterise such examples as possible malpractices (i.e., having a lower content rating than
what the app is supposed to have - cf. Figure 4.5 (d)). Occurrences belonging to this category
could be identified along the horizontal axis of the confusion matrix, on the right-hand side to
the diagonal. This is more observed in the G category as any higher prediction, such as PG, M,
MA15+, and R18+, raises a concern. As we go higher in prediction classes, the possibilities for
malpractices decrease, and therefore, the R18+ category is not susceptible to malpractices.

We manually evaluated 350 apps with predicted labels that were two classes or more higher
than the true label (e.g., prediction [M, MA15+ or R18+] when the true label is [G]) and identi-
fied 62 (17.7%) of them as potential malpractices (i.e., possible content rating violations). Also,
we highlight that at the time of writing, 14 of them were removed from Play Store, and 20 of them
were increased to a higher rating class compared to the time we crawled the dataset. While we
can’t be exactly sure why these 14 apps were removed from Google Play Store, previous work
has reported that Google take down apps violating their content policies [18].

We highlight ten exemplary instances that are potentially linked to malpractices in Figure 4.4
(1). Examples (a) and (b) both represent gambling-related games rated [G] that would at least
require a rating of [PG]. Example (c) depicts shooting and gun usage, again not suitable for a
general audience. (e) and (j) contain images more suited for an [MA15+] audience, and (d) and
(f) entertain visual and textual cues strongly related to illegal substances that require a rating
higher than [PG]. (g) and (h) contain images with horror themes, blood and intense cartoon or
fantasy violence which are more suited for [MA15+4] audience. These examples suggest that

our model can flag potential content malpractices in the app ecosystem.
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4.6.2.2 Potential disguises

Apps belonging to higher content ratings are likely not to conduct malpractices, but alarmingly,
they could be disguised as a lower-rated app and, as a consequence, could attract an unsuitable
audience to the app (cf. Figure 4.5 (d)). As an example, an R18+ app consisting of cartoonish
images and not-so-alarming textual data could attract underage audiences due to their natural
tendency for curiosity and their interest in cartoons. From the developer’s perspective, they
comply with the content policies and applicable laws. However, in such cases, we argue that
at least the textual description must contain information such that someone (e.g., a parent or
a guardian) who misses the content rating label should be able to figure out the app’s purpose
and functionality independently. We define this category as possible disguises. R18+ is more
vulnerable to disguises that can be identified horizontally left to the diagonal of the confusion
matrix. Being the lowest content rating, category [G] is not susceptible to disguises. We checked
131 samples that were predicted [G, PG, M] when the true class was [R18+], and 203 samples
predicted [G] when the true class was [MA15+] and observed ~9.3% of them to be possible
disguises.

We demonstrate some of such examples in Figure 4.4 (2). App represented by (a) is an app
rated for [PG] and our method predicts even lower as [G]. Observing the images, it is evident
their content is sexual in nature despite the cartoonish theme. In our test dataset, the average
rating for an app with such sexualised imagery is [MA15+]. Note that in this category, our
model is likely to predict a lower rating as the images or text is not suggestive of requiring
high ratings. Due to such examples being rare, our model does not know how to predict them
correctly, yet we still can automatically identify them based on our off-to-left-diagonal results,
as explained before. Apps (b, e, g) and (i), though rated for [MA15+] and higher based on a
storyline related to a ‘fashion and makeup’, is likely to attract a younger audience due to the
visual appearance similar to the majority of [PG] rated Dress up games. A similar interpretation
can be given to [M] rated examples (c, h), which are too cartoonish yet contain images related
to mature audiences, such as pregnancy. Furthermore, (f) and (j) are rated as [MA15+], which
contains appealing games for young audience. Despite measures such as Not designed for
children tagging is available in Google Play [253] to safeguard users, it doesn’t appear to be

used by many developers.

4.6.2.3 Unverifiable apps

We further highlight discrepancies in content rating declarations, as illustrated in Figure 4.8.
These noisy instances represent cases where we could not manually verify the developer-assigned

ratings based on the app’s available metadata, visuals, or descriptions. The app in (a) is rated
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Figure 4.8: Examples of unverifiable apps with developer defined content rating descriptors.

as [M] with descriptors indicating simulated gambling, online interactivity, and in-game pur-
chases. However, compared to similar games in the dataset, it does not display any visual cues
or textual descriptions to justify such a rating. Therefore, the absence of gambling graphics or
explicit mention of gambling mechanics justifies the predicted rating of [G]. Similarly, app (b)
and (c) fail to reflect sensitive content such as sexualised imagery and strong violence in app
creatives. Hence, in all these cases, our model predicted a lower rating than the original rating.
While it may not be explicitly illegal to omit sensitive descriptors from app screenshots or de-
scriptions, missing descriptors in visuals hinder the user’s ability to make informed decisions,
leading to unwanted downloads or unexpected experiences and children and vulnerable users

may unintentionally be exposed to harmful or age-inappropriate content.

4.6.2.4 Teacher Approved (TA) Apps

Google Play has deployed the ‘teacher approved’ apps based on consultations with experts to de-
termine the suitability for kids, and especially the age appropriateness [226]. Hence, these apps
are likely to be more content appropriate as per the rating labelling. However, after analysing
2,172 TA apps, we found that our model predictions deviate from the declared content rating
classifications, with 10.4% of them being flagged for potential malpractices. Among them, 92%
of the instances were flagged as requiring [PG] despite being declared as [G]. Further evaluating
their continuity, within a time span of nine months, we observed that 34.5% of apps that were
classified as potential malpractices have been removed from the Play Store. On the contrary,
only 27.4% of correctly predicted apps were removed, which is lower compared to the deletion

rate of apps identified with malpractices. We further discuss why app removal rate can be a

*com.alyaka.***phone ey com.Mee***Global

*com.scho***House
1\*3{]‘3‘3 pagl True: PG True: G
M Pred:

A completely Every generation, it This game must be ... playing

new criminal case for lures five kids inside  played in the presence with Al, playing with
the three. Suitable for and never lets them of a mother or father, ~ family members and
players aged 10+... leave... and ... playing online...

Figure 4.9: Examples of teacher-approved apps with incorrect content ratings - A section of the
app description is quoted and * indicates this app is no longer available.
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Figure 4.10: App deletion rates w.r.t number of downloads.

proxy measure of content policy violations in the next subsection.

As depicted in Figure 4.9 we manually verified a portion of apps flagged before as mal-
practices based on the available metadata and identified that nine apps are likely to be not
suitable for children despite being tagged as TA. The presence of violence (Figure 4.9a), horror
themes (Figure 4.9b) or online multiplayer interactions (Figure 4.9d) were the main reasons we
identified behind these content rating discrepancies. The example in Figure 4.9 ¢ highlights a
contradiction in the app’s description, which mandates parental presence, despite the app being
labeled as [G] in the Play Store. Overall, the presence of these practices among ‘teacher ap-
proved’ apps is alarming. It shows that even manually verified apps are not immune to content

rating malpractices, and further rigour is required in app vetting.

4.6.2.5 App Deletion Rate

An app can be discontinued in Google Play for two reasons: the developer could discontinue
the app [254], or Google could remove the app for violating its policies [255]. As a result, an
app being removed from Google Play can be used as an indication of a possible violation of
Google Play policies.

To this end, we used 15,985 apps that are gathered from the test set (10,000 apps: c.f.
Section 4.4.1) added with 5,985 apps with lower downloads (download count < 100,000 - to
account for a better distribution as our test set consists of top apps only). Next, we attempted
to re-crawl these apps to check whether they were still there in Google Play. Overall, we found
45.7% of apps identified as having malpractices, 39.1% of apps that predicted to be disguises
were removed within the time span of nine months. In comparison only 29.1% of apps that
correctly predicted were removed.

In Figure 4.10, we show the percentage of apps that we found as deleted according to the
download numbers and the predictions of our classifier. At all download ranges apart from
< 100, we notice that apps we classified as potential malpractices have a higher deletion rate
than apps we classified as correct. Similar values of < 100 category can be explained by less
attention and consequently fewer complaints received on those apps for Google to action.

On the other hand, apps classified as disguises are likely not to be removed as malpractices,
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as they are unlikely to be noticed or complained about by an average audience. Notably, apps
flagged as disguises with more than 1M downloads are far less likely to be removed as the
number of apps with a higher content rating label (e.g., MA15+, R18+) are not frequent among
the apps.

4.7 Concluding Remarks

In this chapter, we proposed a vision-language approach to detect content rating violations in
the Google Play Store. Our model includes multiple trained encoders capturing features related
to app creative styles, content, text descriptions and their relationships using a cross-attention
module. We employed ListMLE loss as a regulariser to predict the ordinal content rating pre-
diction task. We trained our model using a large dataset from the Google Play Store focusing
on gaming apps. Our method outperformed the state-of-the-art CLIP model, even when fine-
tuned on the same dataset. We achieved 8.12% and 7.99% relative improvements in accuracy
compared to CLIP and fine-tuned CLIP, respectively. Even though our method doesn’t achieve
perfect accuracy, apps that deviate from the predicted rating (i.e., potential malpractices or dis-
guises) can serve as a shortlist for e-safety regulators and app market operators, thereby reducing
manual effort. By leveraging static information such as images and text, we can quickly identify
apps for further inspection. Beyond these two categories, we also identified unverifiable apps
that have been assigned higher content ratings, yet even human reviewers could not justify these
ratings based on the app creatives and descriptions alone. While there is no legal requirement
for an app’s creatives to explicitly reflect its content rating, we emphasize the importance of en-
suring alignment between content descriptors and app creatives/descriptions. This transparency
will help users to make informed decisions.

We applied our model in the wild and found that our model can detect content rating mal-
practices in practice. We could identify 71 (~17% of what we verified) of such examples. Some
notable examples include gambling apps such as Liar’s Dice VIP being categorised as G and
Drug Mafia 3d Weed being categorised as PG. In addition to that, within our test set, 16.86% of
the apps we identified as violating content policies are no longer available in Google Play Store
due to potential banning, further justifying the effectiveness of our method. As an artefact, we
also found another interesting behaviour related to app content ratings in the Google Play Store
characterised as potentially disguises. These apps have a correct content rating. However, their
look and feel appear to target a general audience. For example, an app with a cartoonish theme
but mature content may inadvertently attract children, for whom the content could be disturb-
ing. We identified 32 such instances. Finally, we conducted an extended evaluation on 2,172
‘teacher approved’ apps and identified nine apps with possible content rating malpractices.

One limitation of our work is the reliance on top apps having reliable content ratings and
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representative app creatives. While several comparable works have used similar ideas in do-
mains such as spam app detection [18], counterfeit detection [22], this approach may introduce
noise into the CLIP fine-tuning process. One way to mitigate this limitation is through human
annotation, though this can be costly. Another approach is to match apps between the Google
Play Store and Apple App Store using a method such as [256], leveraging Apple’s content
ratings, which typically undergo manual verification. However, Google and Apple use different
content rating scales, which may introduce inconsistencies.

Additionally, incorporating other app metadata—such as user comments, data safety dec-
larations, and dynamic app behaviors—could enhance the framework’s robustness against un-
verifiable apps. However, this approach is more resource- and time-intensive than analyzing
text descriptions and app creatives. As a result, it could serve as a secondary classifier after

identifying potential content rating violations at scale using our proposed method.
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Chapter 5

QwenSafe: Multimodal Content Rating
Descriptor Identification via
Preference-Aligned VLMs

In the previous chapter, we leveraged the mobile app metadata to predict the content rating itself
via self self-supervised contrastive learning approach. However, this method lacks a reasoning
aspect. Therefore, in this chapter!, we build upon content rating descriptors to enable fine-

grained detection of inappropriate content in mobile applications.

5.1 Introduction

Mobile applications have become an integral part of everyday life, used not only by adults but
also by children. With an average of 1,863 new apps being added to Apple’s App Store [4]
and 1,617 to Google Play [3] every single day, users are continuously exposed to novel ex-
periences and functionalities. Given this widespread usage, ensuring that applications provide
age-appropriate and safe content is a critical responsibility for app distribution platforms. How-
ever, not all apps adhere to established policies, and in a profit-driven ecosystem, developers
may sometimes attempt to circumvent platform rules, resulting in apps that expose users, espe-
cially children, to harmful or inappropriate content through inaccurate age or content ratings.
These issues undermine the integrity of the mobile app ecosystem, emphasizing the need for
more robust and effective content rating systems.

The two leading app marketplaces, Google Play Store and Apple App Store, have imple-

mented multiple safeguards to protect users, including strict developer policies, inspection and

'This chapter includes the work in: D. Denipitiyage, S. Seneviratne, and A. Seneviratne, “QwenSafe: Multi-
modal Content Rating Descriptor Identification via Preference-Aligned VLMs”, ACM ASIA Conference on Com-
puter and Communications Security (ACM ASIACCS) 2026 - Under review.
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vetting procedures prior to publication, the provision of essential app information (e.g., down-
load counts, permissions, ratings, developer details, and community reviews), and the assign-
ment of age-appropriateness ratings to guide user decision-making. Android follows a region-
specific rating schemes (see Section 1 and Figure 1.2). In contrast, Apple employs a centralised
rating framework across all regions, along with regional exceptions. These rating schemes as-
sess the presence of content descriptors such as mature themes, sexuality or nudity, violence,
gambling, drugs and language [257, 37]. The initial evaluation is based on questionnaires com-
pleted by app developers when submitting their apps, with each store using its own question-
naire. In 2017, Google employed text analysis, image understanding, and static and dynamic
analysis of the APK binary to identify potential threats an app poses to its users [258]. In 2023,
Google introduced machine learning based initial screening to scan apps for policy violations,
which reduces the manual workload and filters bad actors before they are ever seen by human
reviewers [259, 260].

Despite Google’s efforts to prevent the publication of apps that violate content rating schemes,
a significant 19.25% of content rating inconsistencies were still observed across different agen-
cies [47]. Additionally, 81.25% of apps categorised as “family-friendly” [261] were found to
embed trackers, despite such practices being prohibited for children’s apps [47]. The Canadian
Centre for Child Protection (C3P) found that Google Play often assigns lower age ratings (e.g.,
“Teen”) than the Apple App Store (e.g., “17+7), allowing younger users access to apps such as
YouTube, KIK, Whisper™, and Yubo. They also note that Google Play provides less detailed
content descriptors, limiting its descriptors to interactive elements and in-app purchases, while
Apple includes more comprehensive content descriptors [46]. Furthermore, the C3P states that
Apple uses content descriptors similar to the ESRB [41]. However, the downside is, manual
review is resource-intensive and may substantially delay the release of an app to users.

Therefore, there is a pressing need to develop a centralised system that can be applied across
all app marketplaces to address inconsistencies in age rating standards. Such a system would
promote greater consistency and transparency in content classification, reduce confusion for de-
velopers and consumers, and strengthen child protection by ensuring that applications are eval-
uated against uniform criteria regardless of platform. In this chapter, we introduce an automated
framework for analysing content rating descriptors (CRDs) directly from multimodal app meta-
data. We construct a unified descriptor taxonomy and generate descriptor-aligned training data
that integrates app descriptions, screenshots, and formal descriptor definitions. We then adapt
the Qwen3-VL-8B model [156], referred to as QwenSafe, for fine-grained CRD identification.
QwenSafe consists of two components: (1) metadata2 CRD, which converts visual and textual
metadata into structured CRD question—answer pairs, and (2) an offline model-adaptation stage
where supervised fine-tuning and Direct Preference Optimisation (DPO) [262] are used to align

the model with descriptor-specific reasoning. Our contributions are as follows:
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* We develop QwenSafe, a vision—language model adapted for CRD identification, supported
by metadata2CRD, a data construction pipeline that produces descriptor-aligned Q&A pairs

by combining app descriptions, screenshots, and formal descriptor definitions.

* We apply supervised fine-tuning and DPO-based preference alignment to Qwen3-VL-8B,
enabling the model to identify descriptor presence and explain relevant cues across visual and

textual modalities.

* Through evaluation on 12 Apple-defined descriptors, QwenSafe outperforms Qwen3-VL,
LLaVA-1.6, and Gemini-2.5-Flash, improving positive class recall by 111.8%, 36.1%, and
2.1%, respectively in binary CRD classification. In multi-class classification, QwenSafe in-
creases average mild-class recall by 62.75% over Gemini-2.5-Flash and achieves the highest

strong-class recall, exceeding Gemini-2.5-Flash by 12.64%.

5.2 Background

5.2.1 Legal Background and App Market Policies

Legislation: This section describes the existing legal/regulatory implementations such as the
European General Data Protection Regulation (GDPR), the Children’s Online Privacy Protec-
tion Act (COPPA), App Store and Google Play Policies around mobile app content rating, age
assurance, and protecting minors from harmful content. Further, we specifically outline recent
changes in mobile app content rating in Australia, as this research was conducted by setting the
geographical location as Australia.

Children need constant vigilance and effort to protect their personal data, as they often do
not fully understand the risks of how their data is collected and used. According to COPPA
§312.4 [30], applications directed at users under the age of 13 are required to make reasonable
efforts to ensure that a child’s parent receives direct notice of the app’s practices concerning the
collection, use, or disclosure of personal information. Similarly, under GDPR [28] Art. 8, the
processing of a child’s ( below the age of 16 years) personal data is lawful only when consent
is provided by the holder of parental responsibility and Art. 5 requires that user personal data
be processed “lawfully, fairly and in a transparent manner in relation to the data subject.” These
regulatory efforts collectively protect the underage audience from intentional or accidental ac-
cess to age-restricted applications. While reputed organisations strictly follow such regulatory
guidelines and reflect the target audience via content rating labels, there is no guarantee that
not-on-spotlight developers are representing the actual content of their apps via content-rating
labels [263]. Enforcement actions for such apps, therefore, are reactive in nature, as the regula-
tory efforts are predominantly focused on restricting access and securing personal information

handling of children rather than verifying the content’s suitability.
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In Australia, the Online Safety Act 2021 (Cth), Part 9 [264, 265] consolidated powers of
the eSafety Commissioner to compel removal and restrict access of harmful mobile apps, com-
plementing the Broadcasting Services Act 1992 (Cth) [266] and its classification regime. The
subsequent Online Safety Amendment (Social Media Minimum Age) Act 2024 introduced Part
4A, establishing a statutory minimum age of sixteen for users of designated social media plat-
forms [265]. By requiring providers to take reasonable steps to prevent underage users from
creating or maintaining accounts, and to purge existing accounts belonging to children, the
amendment seeks to reduce children’s exposure to harmful or age-inappropriate content. This
law is intended to apply to companies such as Facebook rather than companies offering educa-
tion and health support.

Content descriptors: Content descriptors are indicators accompanying age ratings that specify
the nature of potentially sensitive or objectionable material present in an app. These indicators
are defined by a regulatory body or by the app market itself. For example, ACB guidelines use
a hierarchical descriptor scheme where the first layer has eight different indicators, themes, vi-
olence, sex, language, drug use, nudity, online interactivity, and in-game purchases, and assess
the impact to decide the age rating. More specifically, Android follows five Likert-style scales:
‘very mild’, ‘mild’, ‘available’ and ‘strong’ and ‘very strong’. iOS apps follow a similar struc-
ture containing seven main descriptors (In-App Controls, Capabilities, Mature Themes, Medical
or Wellness, Sexuality or Nudity, Violence, Horror/Fear Themes, Chance-Based Activities) and
consider ‘mild/infrequent’ or ‘intense/frequent’ presence of the descriptor. Even though both
app markets have different first layers in their hierarchy, they both follows almost similar de-
scriptors in the second layer. However, ACB provides a fine granular second layer compared to
Apple. For example ACB divides violence into 12 sub-categories whereas Apple has only four
sub-categories. Compared to Android, Apple recently introduces Parental Controls and Age

Assurance as a protection layer for children under 16 years.

5.2.2 i0OS and Android Content Rating Schemes

Content ratings and descriptors can diverge substantially even for the same application when
distributed across iOS and Android, owing to the fact that developers respond to different
platform-specific questionnaires during the submission process. As illustrated in Figure 5.1,
The Sims™ FreePlay by Electronic Arts receives an R18+ rating on Android but only 15+ on
108, despite representing the same title with identical screenshots. The underlying descriptors
further highlight this discrepancy: Android attributes its classification to simulated gambling
and in-game purchases, whereas iOS cites sexual content and nudity, alcohol and tobacco use,
mature or suggestive themes, and several additional factors. Such inconsistencies raise a funda-
mental question about how two rating schemes can govern an identical game within the same

region and which set of descriptors more accurately reflect the app’s content. This phenomenon
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Figure 5.1: Content descriptors of The Sims?™ FreePlay and Net flix apps across App Store
and Play Store.

extends beyond games. For instance, Netflix is rated 12+ on both platforms, yet the rationale
differs markedly: Android points solely to in-app purchases, while 10S lists realistic violence,
profanity or crude humour, mature or suggestive themes, sexual content and nudity, and several
others. More concerning is that developers appear to treat each app marketplace as a distinct
regulatory environment, even when distributing the same product. In practice, households often
operate a mix of Android and i0S devices, leaving end users, particularly parents, uncertain
about which rating or set of descriptors to trust when evaluating apps they have no prior famil-
iarity with.

Additionally, we observed several content rating descriptors that are visible only in certain
app ecosystems. In 10S, if developers claim their game contains infrequent nudity or sexual
content, that app may no longer receive a content rating less than 12+. In Android, very mild
nudity or sexual content could be present in a general (G) rated game, and more occurrences
require parental guidance. It is again concerning how Australian regulators are not binding both
behaviours to avoid this confusion to both app developers and end-users alike. In this work, we

aim to reduce this gap by comparing both ecosystems.

5.3 Related Work

Content Rating: Comparatively fewer efforts directly address the problem of automatic app
maturity rating, despite increasing concerns regarding inappropriate content exposure and mis-
classification in app marketplaces. Early work by Chen et al. [53] proposed Automatic Label

of Maturity ratings (ALM), a semi-supervised text-mining approach that infers maturity ratings
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using app descriptions and user reviews, treating Apple App Store ratings as ground truth. How-
ever, this method relies primarily on keyword matching and lacks semantic understanding. Hu
et al. [55] extended this line of work by introducing a text feature—based SVM classifier with
online training, but similarly depended exclusively on textual cues. Subsequent studies by Liu et
al. [71] and Chenyu et al. [54] incorporated additional modalities, including app icons, screen-
shots, and APK features, to identify children’s apps. Nevertheless, their feature extraction was
limited to surface-level signals such as OCR-extracted text, colour distributions, permissions,
and APIs, without deeper cross-modal reasoning.

More recent work by Sun et al. [47] analysed inconsistencies in content ratings across geo-
graphic regions by mapping rating systems between jurisdictions. Complementing these find-
ings, an investigation by the Canadian Centre for Child Protection Inc. (C3P) [46] in 2022
reported that app age ratings often vary across Apple’s App Store, Google Play, and the app’s
own terms of service, and further noted that both major mobile app stores lack transparency in
how age ratings are determined. Beyond automated methods, longitudinal audits have revealed
substantial non-compliance with platform and regulatory standards. For example, Xiao [267]
reported widespread violations in the UK loot box industry, where apps rated as suitable for
children (e.g., 4+ or 94) nonetheless imposed 18+ age requirements through in-app gating
mechanisms. Similarly, Carter et al. [268] identified systemic failures in Australia’s Manda-
tory Minimum Classifications Scheme for gambling-like content. Collectively, these studies
underscore persistent gaps between declared ratings and actual content exposure, motivating
automated, content-descriptor-aware auditing tools.
Generative AI models for harmful content understanding: Recent years have seen growing
interest in leveraging large language models (LLMs) and vision—language models (VLMs) for
detecting inappropriate, hateful, or otherwise harmful content across online platforms. Early
work [269] evaluated the ability of GPT-3 to identify sexist and racist text, demonstrating that
few-shot prompting could achieve accuracies of approximately 85%. Building on this line of
research, Guo et al. [270] systematically explored four prompting strategies for online hate
speech detection using LLMs, reporting substantial F1-score improvements ranging from 7.9%
to 24.2% on the HateXplain dataset [271]. Beyond text-only approaches, VLMs extend con-
tent understanding by jointly modelling visual and textual signals, enabling the detection of
multimodal harmful content. The Hateful Memes Challenge [169] introduced a benchmark
highlighting the limitations of unimodal models and the necessity of multimodal reasoning. Pro-
Cap [170] employed frozen CLIP-based representations to identify hateful meme content, while
Vid+RM-FT [272] fine-tuned large-scale VLMs (LLaMA-3.2-11B and LLaVA-NextVideo-7B)
on HateMM and re-annotated Hateful Memes datasets [169].

Despite this progress, state-of-the-art LLMs and VLMs often require extensive task-specific
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Figure 5.2: (a) Content descriptor taxonomy and (b) mapping to 12 different Apple content
rating descriptors

fine-tuning, carefully engineered prompting strategies [270], or additional supervision to gener-
alise reliably to new domains. Moreover, existing work predominantly focuses on social media,
memes, or open-domain multimedia, with limited attention to mobile application ecosystems.
To the best of our knowledge, this is the first study to apply VLMs to the detection of undisclosed

or misrepresented content rating descriptors in large-scale mobile app marketplaces.

5.4 Data Pipeline

In this section, we formulate our content rating descriptor (CRD) taxonomy creation and dataset
curation for CRD prediction task.

Content descriptor taxonomy: We categorise content descriptors into nine general categories:
Language, Themes, Gambling, Violence, Sexual themes and Nudity, Medical treatment Infor-
mation, Substance and Interactive Elements. Each primary category is further divided into 2-6
sub-categories, resulting in a total of 30 sub-categories, as shown in Figure 5.2.

This taxonomy originates as an amalgamation of Apple content rating guidelines and ACB
(which is utilised by Android apps) guidelines, defining all types of content that can be cate-
gorised as inappropriate for different age groups. This taxonomy is more concise and gener-
alised, making it more flexible to represent content in both app markets. The taxonomy covers
all 12 content descriptors defined in the iOS ecosystem and fully covers all first-layer descrip-
tors specified by the ACB standards. Moreover, the taxonomy can be progressively refined in
the following data construction and training process. This adaptability ensures robustness in
handling evolving inappropriate content and the mobile app ecosystem.

Curation of training and testing datasets: The manual reviewing process for iOS apps

compared to the automated review in Android has resulted in selecting iOS data as ground truth
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Figure 5.3: The overview of QwenSafe pipeline. The pipeline involves two two-stage process.
1) metadata2CRD: constructing QwenSafe training data from Apple app metadata, 2) training
Qwen3-VL model.

for verifying Android apps in many prior research [53]. Following this intuition, we construct
our training dataset using developer-defined content descriptors, app metadata, and content-
rating labels from popular 10S applications. We crawled a large-scale dataset of approximately
1.2 million Apple App Store entries between January and November 2023. From this corpus, we
selected the top 780 apps from each content-rating category, excluding the 4+ category because
it does not provide descriptor-level information. The selection was stratified across 26 app
categories [273], taking the top 30 apps per category, where “top” is determined by sorting apps
based on: (i) number of user ratings, (i) average star rating, and (iii) popularity rank. We posit
that highly downloaded applications are less likely to contain incorrect information, as their
large user base increases the likelihood of detecting and reporting violations, thereby enhancing
the reliability of their content rating labels. For each app, we extract textual information such
as short and long app descriptions, visual information such as the app icon and app screenshots,
and developer-defined metadata such as content rating label and content rating descriptors.

To evaluate our pipeline, we construct a iOS test set by selecting the next ten most popular

apps per category for each content-rating class, yielding a dataset of 981 applications.

5.5 Methodology

In this section, we outline the overall methodology of QwenSafe, which comprises two primary
components: (1) training data construction and (2) offline model adaptation for content-rating
descriptor (CRD) reasoning. As detailed in Section 5.5.1, we employ Gemini-2.5-Flash to gen-
erate descriptor-aligned question—answer pairs for each image, forming a high-quality supervi-
sion signal for CRD interpretation. Section 5.5.2 then describes the two-stage training pipeline,
where the Qwen3-VL-8B model is adapted through LoRA-based supervised fine-tuning fol-
lowed by mistake-driven Direct Preference Optimisation to align the model with descriptor-

specific rationales.
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5.5.1 Construction of Training Data

metadata2CRD: Descriptor-Aligned Q&A dataset Construction: As outlined in Section 5.4,
our unified descriptor taxonomy contains 32 fine-grained content descriptors, whereas Apple’s
taxonomy has only 12 descriptor classes and collapses several categories into single labels. For
example, Apple provides only one aggregated descriptor for alcohol, tobacco, or drug use, de-
spite the presence of six separate sub-descriptors in our taxonomy. To reconcile this mismatch,
we first align all Apple-provided labels with the corresponding first- and second-layer nodes
in our hierarchical taxonomy. This alignment enables a consistent mapping from marketplace-
specific descriptor schemes to our unified CRD space. After aligning descriptor categories,
we construct a descriptor-definition corpus by compiling formal definitions from ESRB, ACB,
and Apple guidelines [41, 38, 274]. Each descriptor is thus associated with a textual defini-
tion. For each app, developers provide a set of metadata—most notably, an app description
and multiple screenshots—that we treat as multi-modal input features. Rather than relying on
traditional VQA-style question—answer pairs [156] that focus solely on observable visual cues,
we introduce a structured generation procedure that leverages both mobile app metadata and
descriptor-specific definitions to generate question and answer pairs. Given an app screenshot,
its description, a target CDR, and a target CRD definition, we prompt the Gemini-2.5-Flash [49]
model to analyse the multi-modal input and instruct it to produce chain-of-thought rationales
that articulate (i) whether the descriptor is evidenced in the content and (ii) the supporting vi-
sual and textual cues. These rationales serve as secondary content-rating descriptor tags that
improve interpretability and provide a richer supervision signal. We refer to this procedure as
metadata2CRD. Formally, metadata2CRD is composed of four sequential reasoning steps:

* Visual Understanding - The model identifies salient visual cues from the app screenshot that

can be leveraged to characterise the content.

e Textual Understanding - The app description is analysed to build an understanding of the

app’s intent and functionality, complementing the visual evidence.

* Descriptor-Definition Matching - Using the given descriptor definitions, the model evaluates

whether the combined visual and textual evidence satisfies the criteria for the target descriptor.

* Q&A Generation - The model summarises the above analyses into structured question—answer
pairs that:(a) indicate the presence or absence of the descriptor in the image, and (b) justify
this decision by citing relevant cues from both modalities.

This process produces descriptor-aligned conversations that serve as training examples for our

supervised fine-tuning and DPO stages. An overview of the workflow can be found in Fig-

ure 5.3. From the secondary CRD tags generated by Gemini, we retain only those conversations
whose predicted descriptors are consistent with the developer-defined labels. After filtering, our

final training corpus comprises 79,500 high-quality Q&A pairs with corresponding images.
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5.5.2 Offline Training of QwenSafe

Overview of Qwen3-VL: We adapt Qwen3-VL-8B model [156] to content rating descriptor
generation task. Qwen3-VL is an efficient VLM with three components tailored for high-
resolution visual understanding and scalable language reasoning. (1) Large Language Model:
Qwen3-VL integrates the Qwen3 family of LLMs, providing strong general reasoning capabil-
ities. (2) Vision Encoder: build upon the SigLIP-2 architecture [275] as the visual backbone,
to extracts visual cues. (3) MLP-Based Vision—Language Merger: apply a lightweight two-
layer MLP to compress visual features into a single visual token aligned with the LLM hidden
dimension. In addition, specialized merger modules are introduced to support the DeepStack
mechanism [276], enhancing multi-level visual fusion.

Training: Our training pipeline consists of two stages: (1) LoRA-based supervised fine-tuning
(SFT) and (2) mistake-driven Direct Preference Optimization (DPO).

We fine-tune the Qwen3-VL-8B-Instruct model using all filtered image—text Q&A pairs
generated through our metadata2CRD procedure. Because each training example is produced
by jointly reasoning over screenshots, app descriptions, and descriptor definitions, the result-
ing corpus provides highly structured, descriptor-aligned supervisory signals. During SFT, the

model is trained to minimise the standard next-token cross-entropy loss:

T
1
Lspr = _T Zlogpe (?Jt | x7y<t)7 (5.1)

where T represents the number of output tokens, y.; = vy, ..., y;_1 represents all the output
tokens before position ¢ and x represents the input sequence containing both visual tokens and
text prompts. py is the probability that the model assigns to the next token y; given all previous
tokens y_, under the current parameters 6. In this phase, the vision encoder and base language
model remain fixed, and only the multimodal projection layer and LoRA adapters on selected
transformer blocks are updated. This parameter-efficient strategy enables the VLM to learn
CRD-specific reasoning, while preserving the pre-trained visual and linguistic representations.

Following the SFT phase, we employ Direct Preference Optimization (DPO) [262] to fur-
ther align the model with the CRD and enhance predictive accuracy. After completing SFT,
we run the fine-tuned model over the entire SFT corpus and sample multiple responses per
instance across three inference passes. These samples are compared against the reference an-
swers produced by our metadata2CRD procedure, enabling us to collect both aligned (correct)
and misaligned (incorrect) outputs. To identify misaligned responses, we employ Meta-Llama-
3-8B-Instruct as a judge. For each item, the judge model is prompted with the original reference
answer and the SFT-generated response and asked to assign an alignment score from O to 5 (0
indicating complete disagreement and 5 indicating perfect agreement). Responses with scores

below 3 are treated as erroneous outputs and selected for DPO training. Each DPO pair thus
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consists of: (i) the ground-truth answer from the metadata2CRD process as the winning re-
sponse, (ii) the misaligned SFT-generated answer as the losing response, and (iii) the associated

visual-textual input. The model is then optimized via the standard DPO objective:

/CDPO(’]TG; 7rref) = _E(:v,yw,yl)ND [10g0 (’ﬁH (.CE, yw) - 729 (.17, yl))] (52)

mo(y | v)
Tret (Y | )

Here, my denotes the model being optimized, m.¢ is the SFT model, and y,, and y; repre-

where 74 (z,y) = [ log

sent the preferred and dis-preferred responses, respectively. This stage prioritises the model to

generate more descriptor-consistent rationales.

5.6 Experimental Setup

Dataset: Using the procedure described in Section 5.5.1, we construct a corpus of 79,500
descriptor-aligned question—answer pairs derived from 2,340 iOS applications. This dataset
serves as the training dataset for the SFT of the QwenSafe model. Following SFT, we further
obtain 7,356 mistake-focused image—text preference pairs, which are used to train the model
through DPO. We used 981 i0OS apps as the test dataset to evaluate the QwenSafe model.

Evaluation Metrics: The goal of QwenSafe is to reliably detect the presence of specific content
rating descriptors in mobile app metadata. To assess model performance, we formulate the task
1) binary classification for each CRD, where the model’s generated textual output is mapped to
a positive or negative label and 2) multi-class classification, which predicts the impact as either
strong or mild (see Section 5.6.1 for details). For each descriptor, we report precision and recall
for both the positive and negative classes. Among these metrics, we prioritise positive recall and
negative precision, as they capture the two most critical behaviours for safety rating: (i) high
positive recall ensures that instances containing objectionable or rating-relevant content are cor-
rectly identified, while (ii) high negative precision reduces false alarms by ensuring that benign
content is classified as harmful. This aligns the evaluation with the practical requirements of
content rating systems, which must avoid both missed violations and unnecessary over-flagging.
Baselines: To evaluate the performance of QwenSafe, we compare against several strong vi-
sion—language models (VLMs). Specifically, we evaluate: (i) Qwen3-VL-8B [156], the under-
lying backbone of QwenSafe; (ii) LLaVA-v1.6-Mistral-7B [277], a similarly sized open-source
VLM capable of joint image—text reasoning; and (iii) Gemini-2.5-Flash [49], a state-of-the-
art multimodal model from Google DeepMind. Gemini-2.5-Flash is included both as a high-
capacity reasoning baseline and because it is used in our data construction pipeline for generat-
ing SFT training corpora. For each model, we provide the app screenshot and its corresponding

textual description as input, and prompt the model to determine the presence or absence of each
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Figure 5.4: Example illustrating model behaviour on the “Mature/Suggestive Themes descrip-
tor”. QwenSafe recognises the subtle cues present in both the screenshot and description and
accurately labels the impact as mild, demonstrating improved sensitivity to low-intensity con-
tent.

content rating descriptor. This setup ensures a consistent and comparable evaluation across all

baselines.

5.6.1 Evaluation Results

First, we evaluate binary classification performance across 12 Apple-defined content rating de-
scriptors (cf. Figure 5.2 (b)), using app descriptions paired with multiple images (icons and
screenshots). A descriptor is considered present if at least one image—text pair is flagged posi-
tive. As shown in Table 5.1, QwenSafe substantially improves descriptor detection over base-
line VLMs. Relative to Qwen3-VL, our method yields a 111.8% gain in positive class recall,
demonstrating that the QwenSafe pipeline reliably identifies descriptor-relevant content while
also improving negative class precision by 2.9%, reducing false positives in non-descriptor
cases. Compared with LLaVA-v1.6-7B, QwenSafe achieves a 36.1% higher positive recall,
underscoring its advantage in identifying safety-critical instances. Further, the lower R and
higher P~ indicate that LLaVA and Qwen3 underestimate the descriptor availability in an app.
Although LLaVA often identifies descriptor availability, it struggles to assess descriptor sever-
ity, indicating that general-purpose VLMs lack specialised alignment for fine-grained content-
rating tasks. Gemini-2.5-Flash performs competitively (50.01% R*; 90.3% P~), yet QwenSafe
surpasses this large-scale model by > 2.1% on both metrics.

Table 5.2 reports multi-class classification performance for mild and strong impact levels
across content rating descriptors. Overall, QwenSafe outperforms both Qwen3-VL-8B and
Gemini-2.5-Flash in detecting mild and strong descriptor classes, demonstrating improved re-
call to graded content severity. Qwen3-VL shows notably low performance on the mild class
(Rmiia = 0.0458 on average), indicating that it struggles to recognise mild impact descrip-

tors. Although Qwen3 achieves comparatively higher recall for strong indicators (Rsirong =
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Content Rating Descriptor LLaVA Qwen3 Gemini QwenSafe
R* P~ R P~ R P~ R P~

Alcohol, Tobacco or Drug

Use or References 0.1687 0.8552 0.1386 0.8507 0.4337 0.8522 0.5422 0.9115

Horror or Fear Themes 0.4522 09322 0.2609 09106 0.4870 0.9095 0.4000 0.9238

Mature or Suggestive Themes 0.1625 0.7465 0.2438 0.7654 0.5230 0.7589 0.5548 0.7978
Medical / Treatment Information  0.4505 0.9345 0.3694 0.9255 0.5586 0.9241 0.5766 0.9433

Profanity or Crude Humour 0.2287 0.8454 0.1011 0.8243 0.4149 0.8254 0.4628 0.8855
Cartoon or Fantasy Violence 0.3396 0.8867 0.2830 0.8782 0.5597 0.8869 0.5220 0.9110
Realistic Violence 0.3425 09498 0.2603 0.9439 0.5205 0.9478 0.6027 0.9664
Sexual Content or Nudity 0.3333 09016 0.2754 0.8940 0.4275 0.8783 0.5145 0.9229
Simulated Gambling 0.4054 09772 0.1622 0.9682 0.3243 0.9641 0.3514 0.9744
Real Gambling 0.1579 09506 0.1228 0.9487 0.1579 0.9313 0.2456 0.9546
Unrestricted Web Access 0.7429 09701 0.1619 0.9087 0.8762 0.9789 0.6095 0.9384
Contests 0.7179 09885 0.5128 0.9802 0.7179 0.9838 0.7436  0.9862
Average 0.3752 09115 0.2410 0.8999 0.5001 0.9034 0.5105 0.9263

Table 5.1: Binary classification performance comparison. Positive class recall (R") and neg-
ative precision (P~) across content rating descriptors for LLaVA-v1.6-mistral-7b-hf [277],
Qwen3-VL-8B [156], Gemini-2.5-Flash [49], and QwenSafe(ours). The binary classification
only determines whether a content rating descriptor is available in app metadata or not. Best
performance is denoted in bold.

0.4591), QwenSafe still provides a 20.34% absolute improvement in strong-class recall, achiev-
ing 0.5525 recall. This behaviour is consistent with the binary results in Table 1, where Qwen3
attains a positive recall of 0.241 and a negative precision of 0.8999, reflecting limited robustness
in fine-grained CRD detection. Gemini performs moderately on the mild class and compara-
tively better on strong indicators. In contrast to QwenSafe, both Gemini and Qwen3 exhibit
high precision but comparatively lower recall across both mild and strong indicators, suggest-
ing a limited ability to capture indirectly expressed content descriptors.These patterns reflects
the fact that general-purpose multimodal models focus on broad content understanding rather
than graded severity differentiation. While the generic VLM models can often identify the pres-
ence of a descriptor, they do not reliably distinguish between its mild and strong variants, as
the distinction requires semantic alignment.

In contrast, QwenSafe achieves the best performance across all CRD categories. It improves
average mild-class recall by 62.75% relative to Gemini and achieves the highest overall strong-
class recall, exceeding Gemini by 12.64%. One factor affecting mild-class recall is that some
apps formally declare CRDs, but their visual and textual metadata do not explicitly depict mild-
level cues, making these instances inherently challenging. Despite this, QwenSafe demonstrates
consistently superior discrimination across both severity levels. These gains highlight the ef-
fectiveness of our metadata2 CRD data construction pipeline and targeted fine-tuning strategy

to learn descriptor specific features.
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5. QWENSAFE: CONTENT RATING DESCRIPTOR IDENTIFICATION
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Figure 5.5: Analysis of non-disclosed content rating descriptors (CRDs) identified by Qwen-
Safe. (i) Distribution of applications containing non-disclosed CRDs across Apple age rating
categories (4+, 9+, 12+, and 17+) and descriptor types. (ii) Representative examples of appli-
cations where QwenSafe detects CRDs that are not declared in the app metadata.

5.6.2 Non-Disclosed Descriptors.

Apple’s age-rating system requires developers to disclose the presence of specific content rat-
ing descriptors (CRDs). However, some descriptors may appear in the app’s visual content
but remain unreported in the app metadata. We refer to these as non-disclosed descriptors.
To quantify and analyse such cases, we evaluate all apps in our test set using QwenSafe and
assess the presence of all 12 Apple-defined CRDs, regardless of what developers reported. Fig-
ure 5.5 (i) summarises the number of apps containing non-disclosed CRDs for each descriptor,
while Figure 5.5 (i1) presents representative examples identified by QwenSafe. According to
Apple’s guidelines, apps rated 4+ are expected to contain no objectionable material. However,
our analysis reveals 21 apps within the 4+ category that exhibit at least one non-disclosed CRD.
Notably, Apple’s age rating definitions specify that apps containing mild cartoon or fantasy vi-
olence, mild profanity or crude humour, or mild mature, suggestive, or horror-themed content
must be rated 9+ or higher. As illustrated in Figure 5.5(ii), we identify multiple 4+ applications
that display visible mature or suggestive themes, rendering them inappropriate for the intended
age group. We further observe similar inconsistencies in higher age categories. Specifically,
within the 9+ category, we identify 14 applications with non-disclosed CRDs. These include
applications with alcohol references as well as a media streaming application for which Qwen-

Safe detects additional descriptors, including realistic violence, that are not reflected in the
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declared metadata. While Apple permits mild or infrequent mature or suggestive themes for
the 9+ category, we identify five applications in which such content is present but not disclosed.
Comparable patterns of missing descriptors are also observed in applications rated 12+ and 17+.

Apple states that applications undergo manual review prior to publication on the App Store.
Nevertheless, our evaluation indicates that 9.37% of applications in the test set contain at least
one non-disclosed CRD. As discussed in Section 5.6.1 and illustrated in Figure 5.4, even state-
of-the-art vision—language models such as Gemini and Qwen3 exhibit limited effectiveness in
reliably identifying CRDs and their severity levels. This gap introduces potential safety risks,
particularly for younger users. In contrast, QwenSafe demonstrates the ability to systematically
detect undisclosed descriptors and align predictions with Apple’s content rating definitions,

providing a more reliable and policy-aligned solution for this downstream safety-critical task.

5.7 Conclusion

We introduce QwenSafe, a vision—language model for automatic identification of content rat-
ing descriptors in mobile applications, supported by metadata2CRD, a scalable pipeline for
constructing descriptor-aligned supervision from app metadata and screenshots. By combining
supervised fine-tuning with DPO-based preference alignment, QwenSafe consistently outper-
forms strong vision—language baselines across 12 Apple-defined descriptors, with particularly
large gains in positive-class recall. These results demonstrate the effectiveness of descriptor-
aware multimodal alignment for automated content classification and highlight the practical
potential of vision—language models for scalable and consistent content rating in large app mar-

ketplaces.
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Chapter 6

RankOOD - Class Ranking-based

Out-of-Distribution Detection

As outlined in the scope of this thesis (cf. Section 1.3), this chapter! propose an Out-of-
Distribution (OOD) detection approach based on training a model with the ListMLE loss, where

the model is optimised to preserve the given class-ranking.

6.1 Introduction

Despite their tremendous success, deployment of Deep Neural Networks (DNNs) in critical
applications remains restricted due to the out-of-distribution (OOD) problem. For example, a
vision classifier installed in an autonomous vehicle may make an inaccurate but overconfident
prediction for an object class not seen in the training data. Accurate OOD detection continues to
remain a fundamental unresolved problem not only in computer vision, but also in all machine
learning [278, 279, 280].

Existing OOD detection approaches can be broadly divided into two categories: post-hoc
methods and training-based methods. Post-hoc methods [278, 281, 282, 283, 284] operate on
pretrained models and extract OOD signals from their outputs or internal representations, of-
fering simplicity and compatibility with existing networks. In contrast, training-based methods
modify the learning process to improve the separability between in-distribution (ID) and OOD
data. Among these, outlier-exposure techniques [285, 286, 287, 288] explicitly use auxiliary
outlier datasets during training, while training without outliers methods enhance OOD robust-
ness implicitly through regularisation or objective design. Although post-hoc approaches are
lightweight and maintain ID performance, training-based approaches typically achieve stronger

OOD detection, often at the cost of reduced classification accuracy on ID samples.

!"This chapter includes the work in: D. Denipitiyage, N.Karunanayaka, S. Seneviratne, S. Chawla, “RankOOD -
Class Ranking-based Out-of-Distribution Detection”, accepted in The IEEE/CVF Conference on Computer Vision
and Pattern Recognition.
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Figure 6.1: .

The performance comparison of average FPR95 on Far-OOD (x-axis) and Near-OOD (y-axis).
RankOOD outperforms all post-hoc and training methods without outliers. Compared to
training methods with outliers, its performance is only second to the Outlier Exposure (OE)
method.

Recently, a new line of work has emerged on addressing the OOD problem, which is post-

hoc and includes elements of post-training. The key insight is the following:

A DNN classifier trained for single-class prediction often naturally induces a rank order
across classes. An OOD example may be overconfidently assigned to a class label but is un-
likely to respect the associated rank order. Thus, if we can train a classifier to strengthen the

rank order, then we can achieve both accurate in-distribution prediction and OOD detection.

Several works leverage class ranking patterns as a discriminative signal for OOD detec-
tion [289, 290, 291]. For instance, CRAFT [290] fine-tunes pre-trained models to learn class-
specific ranking distributions among prediction scores. CRAFT demonstrates that ID sam-
ples exhibit more deterministic inter-class ranking relationships, while OOD samples disrupt
these patterns. By modelling these relationships via class-dependent probability mass functions
(PMFs) and measuring their divergence during inference, CRAFT achieves strong OOD per-
formance. However, this fine-tuning process introduces architectural modifications and ignores
the relative ordering of the class ranks.

In this work, we propose RankOOD, a rank-based, listwise OOD detection framework that
eliminates the need for fine-tuning or a separate network while preserving the discriminative

power of ranking structures. Unlike CRAFT, which models each class ranking as a 2D CxC
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PMF matrix (where C is the number of classes), RankOOD directly operates on the raw log-
its of a pre-trained network and orders them according to predefined rank labels. We employ
a Listwise Maximum Likelihood Estimation (ListMLE) [56] objective to learn the rank struc-
ture. Unlike pointwise or pairwise objectives, ListMLE treats the entire output list jointly and
assigns a probability to each permutation via the Plackett-Luce model [292], maximizing the
likelihood of the observed ranking. This allows the model to capture relative ordering depen-
dencies among classes, reflecting their competitive nature in the final decision. Conceptually,
our method captures global listwise consistency, modeling how class scores interact within a
shared ranking space. This perspective not only simplifies the training pipeline, since no addi-
tional fine-tuning or outlier exposure is required, but also provides a canonical ranking structure
for OOD detection. We summarize the following contributions,
* We propose RankOOD, a novel method that detects OOD inputs by learning and analysing
clase-wise rank order patterns directly from model outputs without fine-tuning or auxiliary

outliers.

* We introduce the novel use of a ListMLE objective derived from the Plackett-Luce (PL)
model [292], to model entire output rankings for OOD detection, effectively capturing vital

inter-class dependencies ignored by prior methods.

* We validate RankOOD by comparing 34 existing methods conducted in the OpenOOD envi-
ronment [293]. Our method consistently ranks within the top two in near-OOD detection and
the top three for far-OOD setting, demonstrating the strong consistency among the evaluated
methods. Notably, on the TinylmageNet near-OOD, RankOOD achieves SOTA performance,
reducing FPR95 by 4.3% relative to the strongest baseline.

6.2 Related Work

OOD detection methods for image classifiers are primarily grouped into two categories: 1) post-
hoc inference methods [278, 294, 282] and ii) training-based methods [295, 296, 285].
Post-hoc inference methods: These methods utilise a standard classifier (usually trained with
cross-entropy) and compute an OOD score from its outputs or intermediate features. A simple
baseline is the Maximum Softmax Probability (MSP) detector, which uses the largest softmax
score as the anomaly score [278]. Other classic scores include the Mahalanobis distance [294],
which measures deviations from class-conditional feature statistics, and the energy score [282],
defined as the negative log-sum-exp of the logits. More recent methods aim to further improve
the separability between ID and OOD samples by refining DNN outputs or activations through
techniques such as rectification [283], shaping [297], and sparsification [298].

Training-based methods: Following the OpenOOD taxonomy [293], training-based methods
can be further grouped into methods without outliers [295, 299, 300] and with outliers [285, 288,
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286]. Training methods without outliers modify the learning objective using only ID data to im-
prove calibration and robustness. RotPred [296] introduces an auxiliary rotation prediction task,
leveraging self-supervision to encourage feature diversity that aids OOD detection. CSI [301]
applies contrastive self-supervised learning to cluster ID samples tightly in embedding space.
LogitNorm [295] enforces a fixed norm on the output logits during training, preventing over-
confident predictions and substantially improving post-hoc OOD separability. These methods
offer strong performance without relying on external data, making them practical for closed-set
training scenarios.

On the other hand, when auxiliary outlier data are available, models can explicitly learn
to assign low confidence to them (i.e., training methods with outliers). The outlier exposure
method [285] introduces a loss term that penalises overconfident predictions on a diverse aux-
iliary dataset, encouraging uniform output distributions for OOD samples. Building on OE,
MixOE [288] interpolates ID and OOD samples to generate mixed examples that regularise
model confidence. Other variants, such as MCD [286] and UDG [287], leverage ensemble
disagreement or unsupervised clustering to synthesise pseudo-OOD data.

Each category of methods has its own strengths and trade-offs. Post-hoc approaches are
simple to apply and require no retraining, but their effectiveness depends heavily on the quality
and calibration of the underlying model. Training-based methods without outliers tend to be
more robust and data-efficient, though they may struggle when confronted with unfamiliar, real-
world anomalies. Outlier-assisted methods often achieve the strongest results but risk overfitting
to the seen outlier data and rely on access to sufficiently diverse and representative outlier
examples, which may not always be practical.

Class rank-based OOD detection A recent line of research has leveraged class-rank informa-
tion to improve OOD detection. For example, ExCeL [291] computes a post-hoc OOD score
by combining the maximum logit with a class rank signature that captures the probability of
each class appearing in subsequent ranks. Extending this idea, CRAFT [290] enhances OOD
detection by fine-tuning a pre-trained classifier to sharpen its learned class-rank patterns, which
are modelled as PMFs. Our work, RankOOD, further advances this direction by optimizing
class-wise rank structures under the Plackett—Luce formulation [292], using standard vision

backbones without architectural changes.

6.3 Methodology

In this section, we present the overall methodology of RankOOD, which consists of three main
steps: 1) using a pre-trained model on ID data, we derive a canonical class ranking for each class
by solving a rank assignment problem (Section 6.3.1); i1) we then train a new classifier on the

ID data using the canonical class rankings as ground truth and the ListMLE loss, referred to as
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RankOOD-T, the training process of our framework (Section 6.3.2); and iii) during inference,
we compute an OOD score (termed RankOOD-S) based on the predicted ranks and their devi-
ation from the canonical rankings, under the premise that OOD samples deviate more from the

canonical class ranking patterns (Section 6.3.3).

6.3.1 Finding Canonical Class Ranks

Using a pre-trained model on in-distribution train data, we first compute a Rank Probability
Matrix (RPM) [290] for each class ¢ € C, which comprises the probability mass functions
(PMFs) across all rank positions, estimated from ID samples that are correctly predicted as
class c. Specifically, for each class ¢, an element pf,j within the RPM, P¢ € R¢*X denotes the
probability that class i appears at the j* € K rank when the input is classified as class c. Thus,
each column of the matrix P} represents a PMF over ID classes corresponding to a particular
rank position j.

To obtain a consistent canonical class ranking for each top-rank class, we solve an Integer
Linear Programming (ILP) problem. That is, we formulate a 0-1 integer linear program that
selects one class per rank, ensuring uniqueness and maximizing the total assignment probability.
For each class, this yields a consistent ranking that best reflects the trained preference structure.

Given the class ¢, and its rank probability matrix, P¢ € RE*K  we introduce binary decision
variables,

1, ifclass i is assigned to rank 7,

0, otherwise.

We compute the consensus ranking by solving the following 0-1 integer linear program:

C K
max Z Z x;jp,-J (6.1)

i=1 j=1

subject to
K

C
Y oaf, =W e[L,K], > xf, <1Vie[1,C]

i=1 j=1
This yields a valid ranking permutation that maximizes the joint probability of the /K ranking
structure under the model. Note that the first constraint ensures only one class is selected per
rank, and the second constraint ensures that a class is selected at most once, across all consid-

ered ranks.
Example: Consider this worked example in a four-class classification problem as shown in

Table 6.1. We consider the 100 correctly classified samples of Class 2.

Since we are considering only 100 correctly classifying samples of Class 2, the frequency
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fj for (2,0), i.e., the number of samples where Class 2 is in the 0! rank is 100. This also means,
there are no samples with any other class in rank 0, i.e., 3 V i\ {2} is 0. Also means that Class
2 can not appear in any other position than rank-0, i.e., f3; ¥ j\{0} is 0.

Consider the other Z-Qj values as filled in the table. Note that the jth column sum, i.e.,
Z?:l fj is 100. Next, the relative frequency can be converted to probabilities, pfj, as shown
inside brackets in the table. The shaded cells of this table, ignoring the trivial row and column
for class 2, form the RPM € 4 x 4 for Class 2.

Note that in this example, for Class 2, rank 1 is dominated by Class 1, and rank 2 is domi-
nated by Class 3, and rank 3 is dominated by Class 4. Though the canonical class is clear cut in
this example, in practice, as the number of classes increases, RPMs get noisier, leading to ties
between classes in some ranks. Our ILP solution ensures that the best representative ranking

order is selected for each class.

Rank (j)
0 1 2 3
1 0 80 (0.80) 15 (0.15) 5 (0.05)
= 2 100 0 0 0
E‘ 3 0 10 (0.10) 75 (0.75) 15 (0.15)
o 4 0 10 (0.10) 10 (0.10) 80 (0.80)

Table 6.1: An example RPM for Class 2, in a four class classification problem

6.3.2 Ordered Preference Learning

Next, leveraging the ranking information generated through ILP, we train a model using the hy-
brid objective combining cross-entropy (CE) loss and Listwise Maximum Likelihood Estima-
tion (ListMLE) [56]. While CE encourages the model to predict the correct top class, ListMLE
enforces consistency across the entire ordered label sequence by maximizing the likelihood of

the observed ranking under the Plackett—Luce formulation [292]. The ListMLE loss is defined

as: K—1 K—1
Liisme = — Z(lm - 509(2 eXP(le))) (6.2)
i=0 j=i
equivalently expressed under the Plackett—Luce model as
v exp(l)
P(r|l) = H — Liisme = —log[P(m|l)] (6.3)

i=0 Zj:z‘ eXp(lﬂ'j ) ’

Here, 7 = (mg, 71, ...,mk_1) denote the ground-truth ranking where 7; is the class index
assigned to rank ¢ and [/, denote the logits of the class at rank ¢ produced by the model. The

Eq. 6.3 defines a parameterized exponential probability distribution over all the permutations
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given the predicted result by the model Fy, and defines the loss function (Eq. 6.2) as the negative
log likelihood of the ground truth ranks. This formulation enforces relative ordering ([, >

D T ) consistency across the entire ranked list rather than optimizing

TK—1
only the top-1 classification decision. Unlike conventional CE loss, which encourages only
the correct label to have maximal score, ListMLE optimizes the full permutation likelihood,
ensuring a coherent and structured logit hierarchy. This property makes ListMLE particularly
suitable when the model must preserve rich class-relation structure and when OOD detection
depends on stable, interpretable score ordering beyond the top prediction. We empirically show
that it is not necessary to train the model on the entire rank sequence when only a subset of
ranks is sufficient for the downstream OOD score and we selected top-%£ ranks and lowest-k
ranks. However, training on a subset of ranks alone does not constrain the absolute ordering of
unsupervised middle positions, nor does it guarantee that the [, is globally maximal among all
C logits. Therefore, to ensure that the predicted top class is indeed the argmax of the full logit

vector, we therefore complement the ListMLE loss with a cross-entropy term,

Lrankoop—1 = Log + aLiismie (6.4)

The hyperparameter « balances the trade-off between the two objectives.

6.3.3 Detecting OOD Samples

To effectively distinguish ID samples from OOD inputs, we leverage the structure of rank-
based logits learned by our RankOOD-T model. First, we derive class-dependent logit thresh-
old profiles from confident training samples, capturing characteristic logit decay across ranks
for correctly classified samples. Second, at test time, we compute a RankOOD-S that penalizes
deviations from both the expected ranking order and the reference logit thresholds.

Logit threshold Profile - Ref: We construct a reference threshold profile for each class based
on the logit values of correctly predicted training samples at rank-0. Among these, we further
retain only those samples that satisfy the condition that at least NV rank positions yield correct
predictions, where NN is chosen such that each class has at least one qualifying training sample.
For each rank position i, we compute the class-specific reference logit threshold, Ref; as the
empirical 95"-percentile of logits. In Section 6.5.4 we explain the percentile selection using
the validation set provided by the OpenOOD benchmark [293].

RankOOD-S: Let = denote the logit vector for a given test input, we first determine its pre-
dicted class label ¢ (i.e., the class related to the highest logit value in x) and obtain the expected
ranking order 7¢ for the predicted class ¢. Let 7 denote the ranking predicted by the input
sample. For each rank position 7, we introduce a penalty term if the model misorders the rank,

7; # m¢. Since the Plackett-Luce objective couples rank 7 with all preceding ranks [0, 4], an
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incorrect rank at position ¢ contributes to a deviation in logits in previous ranks. Therefore, we

define a cumulative margin penalty on logits in each expected rank ¢:
0e=7", r= 1[7T§ # 7] (6.5)

where v > 1. Finally, the RankOOD-S measures the weighted deviation of penalized logits

from the class-specific reference threshold profile:

K—1
RankOOD-S = Z w; log (softmax(u)), (6.6)
i=0
X e .
where w; = 5 — Reff Vie{0,...,K -1}

i

where w; is learned via linear regression on validation data to maximize separation be-
tween ID and OOD samples. Intuitively, ID samples are expected to exhibit a high rank-0 logit
value followed by a monotonically decreasing logit sequence that maintains the logit ordering
structure across ranks. Since ListMLE in RankOOD-T loss enforces a sequential scoring de-
pendency, a single mid-rank violation reveals inconsistency in the entire confidence trajectory,
making the method inherently sensitive to OOD distortions. An example of RankOOD-S is
provided in the Appendix C.5.

6.4 Experiments

Datasets: We use CIFAR-10/100 [302] and ImageNet-200 (a.k.a., TinyImageNet) [303] as in-
distribution (ID) datasets for our experiments. Following the OpenOOD benchmark [293], we
evaluate each ID dataset against both near-OOD and far-OOD test datasets. Specifically, for
CIFAR-10, the near-OOD datasets include CIFAR-100 and TinylmageNet, while for CIFAR-
100, CIFAR-10 and TinyImageNet are used as near-OOD. For both CIFAR-10 and CIFAR-100,
the far-OOD group comprises MNIST [304], SVHN [305], Textures [306], and Places365 [307].
For ImageNet-200, SSB-hard [308] and NINCO [309] serve as near-OOD datasets, whereas
iNaturalist [310], Textures [306], and Openlmage-O [284] form the far-OOD group. To ensure
consistency, we adopt the same training, validation, and testing splits provided by the OpenOOD
benchmark.

Evaluation Metrics: Similar to previous work, we use two standard metrics to evaluate OOD
detection performance: (1) FPR95, the false positive rate for OOD samples when the true posi-
tive rate for ID samples is 95%; and (2) AUROC, the area under the receiver operating character-
istic curve, which measures the detector’s ability to distinguish between ID and OOD samples

across all thresholds. We report the mean and standard deviation of these metrics over three
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independent runs with different random seeds.

Baselines: We compare RankOOD against a comprehensive set of 34 OOD detection methods.
We categorise the baselines into three major categories based on the inference methods and the
training methods: post-hoc methods, training methods without outliers, and training methods
with outliers. Among post-hoc methods, we include classical approaches such as MSP [278§]
and Energy-based OOD detection (EBO) [282], as well as more recent techniques like Re-
Act [283], ASH [297], and GEN [311]. Training-based methods without auxiliary outlier data
include ConfBranch [312], G-ODIN [299], and LogitNorm [295]. Conversely, methods that
utilise auxiliary outlier data for training include Outlier Exposure (OE) [285], MCD [286],
UDG [287], and MixOE [288]. Finally, we compare our method against two existing rank-
based methods, ExCeL [291] and CRAFT [290].

Implementation Details: For all experiments, we use pre-trained ResNet-18 models [57] as
the backbone. For both CIFAR datasets, each model is trained for 500 epochs, while the Tiny-
ImageNet model is trained for 300 epochs using RankOOD-T loss. All models use the SGD
optimizer with a momentum of 0.9, an initial learning rate of 0.1, and a cosine annealing decay
schedule. In our method, we perform hyperparameter sweeps over the loss weighting parameter
« in Equation 6.4 as well as over the reference logit threshold, Ref. We set o to 0.8, 1.0, and
0.5 for CIFAR-10, CIFAR-100, and TinyImageNet, respectively, and select the 95" percentile
of the logit distribution as the reference logit threshold for all datasets. The CIFAR-10 network
is trained using all 10 ranks, whereas the CIFAR-100 and TinylmageNet models are trained
using the top 10 and bottom 10 ranks generated through the ILP procedure. Hyperparameter
search details are provided in Section 6.5.4. Additional details on GPU hours, ILP complexity,
and ILP runtime are provided in the Appendix C.4.

6.5 Results

We summarize near-OOD results in Table 6.2 and far-OOD results in Table 6.3 on CIFAR-
10/100 and TinyImageNet. For brevity, we present average near- and far-OOD performance
across all benchmarks for each ID dataset (Section 6.5.1), as well as the overall OOD detec-
tion performance. Complete results for all 34 methods, including per-dataset performance, are

provided in the Appendix C.1 and Appendix C.2.

6.5.1 Comparison with SOTA Methods

Across the average performance over all benchmarks, RankOOD consistently ranks among the
top three methods, achieving the second-best near-OOD (cf. Table 6.2) in terms of both AUROC
and FPR95. RankOOQOD is also the third-best far-OOD (cf. Table 6.3) performance. Similarly,
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Table 6.2: Performance comparison in near-OOD detection. For each column, the top five
methods are marked in bold.

Method CIFAR-10 CIFAR-100 ImageNet-200 Average
AUROCT FPR95] AUROC?T FPR95] AUROC?T FPRY5] AUROC?T  FPR95|
Post-hoc inference methods
MSP [278] 88.03+0.25 48.17+3.92 | 80.27+0.11 54.80+0.33 | 8334+0.06 54.82+0.35 83.88 52.60
TempScale [281] 88.09+0.31  50.96+4.32 | 80.90+0.07 54.49+048 | 83.69+0.04 54.82+0.23 84.23 53.42
RMDS [313] 89.80+£0.28  38.89+2.39 | 80.15%0.11 55.46 £0.41 82.57+0.25  54.02 +0.58 84.17 49.46
EBO [282] 87.58+0.46 6134+4.63 | 80.91+0.08 55.62+0.61 82.50+0.05  60.24 £0.57 83.66 59.07
ReAct [283] 87.11+0.61 63.56+7.33 | 80.77+0.05 5639+0.34 | 81.87+098  62.49+2.19 83.25 60.81
MLS [314] 87.52+047 61.32+4.62 | 81.05+£0.07 5547+0.66 | 82.90+0.04 59.76 +0.59 83.82 58.85
VIM [284] 88.68 £0.28  44.84 £2.31 7498 £0.13  62.63+0.27 | 78.68+024  59.19+0.71 80.78 55.55
KNN [315] 90.64+020 34.01+0.38 | 80.18+0.15 61.22+0.14 | 81.57+0.17 60.18 £0.52 84.13 51.80
ASH [297] 7527+1.04 86.78+1.82 | 7820+0.15 65.71+£0.24 | 8238+0.19  64.89+0.90 78.62 72.46
GEN [311] 88.20+0.30  53.67+3.14 | 81.31+0.08 54.42+0.33 | 83.68+0.06 55.20+0.20 84.40 54.43
ExCeL [291] 86.89+£0.23  66.55+043 | 80.70+0.06 5521+0.56 | 82.40+0.04 57.90+0.40 83.33 59.89
Training methods without outliers
RankOOD (ours) 90.21 +0.41  31.72+0.67 | 80.67+0.40 52.59+0.75 | 8530+0.18 50.05+0.16 85.39 44.79
CRAFT [290] 91.11+0.04 31.94+141 | 8090+033 53.73+0.62 | 83.65+041 54.62+0.57 85.22 46.76
ConfBranch [312]  89.84 £0.24  31.28+0.66 | 71.60+0.62  70.21 £0.83 | 79.10£0.24  61.44+0.34 80.18 54.31
G-ODIN [299] 89.12+0.57 45544252 | 77.15+0.28 67.58+0.98 | 77.28+0.10  69.87 £0.46 81.18 61.00
LogitNorm [295] 92.33+0.08 29.34+0.81 | 78.47+0.31 62.89+£0.57 | 82.66+0.15  56.46+0.37 84.49 49.56
CIDER [300] 90.71+£0.16  32.11+094 | 7310039  72.02+0.31 80.58 £1.75  60.10+0.73 81.46 54.74
Training methods with outliers

OE [285] 94.82+0.21 19.84+095 | 8830+0.10 30.73+0.11 | 84.84+0.16 52.30 +0.67 89.32 34.29
MCD [286] 91.03+0.12 30.17+0.06 | 77.07+032 55.88+0.85 | 83.62+0.09 54.71+0.83 83.91 46.92
UDG [287] 89.91+0.25 3534+0095 | 78.02+0.10 6142+048 | 7430+1.63 68.89+1.72 80.74 55.22
MixOE [288] 88.73+0.82 5145+7.78 | 80.95+0.20 5522+049 | 82.62+0.03 57.97+0.40 84.10 54.88

RankOOD outperforms all prior rank-based approaches, CRAFT [290] and ExCel [291] in both
near- and far-OOD settings, achieving an average FPR95 reduction of 7.51% for far-OOD and
4.21% for near-OOD, while outperforming both CIFAR-100 and TinylmageNet datasets and
lies on-par with CIFAR-10 performance.

In the near-OOD setting (cf. Table 6.2), the only method surpassing RankOOD is OE [285],
which benefits from access to outlier samples during training—an assumption RankOOD does
not make. Notably, in the near-OOD setting, RankOOD achieves SOTA performance on Tiny-
ImageNet, improving AUROC by 0.50% and reducing FPR95 by 4.3% compared to the strongest
baseline. This highlights the value of incorporating semantic rank structure when detecting
OQOD samples in high-cardinality label spaces. Furthermore, among methods that do not utilise
outliers, RankOOD obtains the best FPR95 on CIFAR-100, outperforming GEN [311] by 3.36%.

As shown in Table 6.3, despite being on par with top five methods for CIFAR-10, RankOOD
ranks second on CIFAR-100 with 83.63% AUROC and 47.44% FPR9S5, trailing only G-ODIN [299].
Nonetheless, RankOOD outperforms G-ODIN by 8.12% in TinylmageNet FPR9S5, and G-
ODIN performs worst in near-OOD setting for all the datasets. Moreover, in far-OOD setting,
RankOOQOD outperforms all outlier-exposure-based methods on CIFAR-100 and TinylmageNet

across all metrics.

6.5.2 Qualitative Study of Rank Distributions

To analyse how rank-based training influences logit distributions, we examine the class-conditional

logit distributions across different rank positions on CIFAR-100 under (a) standard cross-entropy
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Table 6.3: Performance comparison in far-OOD detection. For each column, the top five
methods are marked in bold.

Method CIFAR-10 CIFAR-100 ImageNet-200 Average
AUROC 1 FPRYS | AUROC 1 FPROS | AUROC 1 FPRYS5 | AUROC T  FPR9S |
Post-hoc inference methods
MSP [278] 90.73+0.43  31.72+1.84 | 7776 +0.44 5870+1.06 | 90.13+0.09 3543 +0.38 86.21 41.95
TempScale [281] 9097 +0.52  33.48+239 | 78.74+051 5794+1.14 | 90.82+0.09  34.00 +0.37 86.84 41.81
RMDS [313] 9220 +£0.21 2535+£0.73 | 82.92+042 52.81+0.63 | 88.06+0.34 32.45+0.79 87.73 36.87
EBO [282] 91.21+092  41.69+532 | 79.77+0.61 56.59+1.38 | 90.86+021  34.806+1.30 87.28 44.38
ReAct [283] 90.42+1.41 4490+837 | 80.39+049 5420156 | 9231+0.56 28.50+0.95 87.71 42.53
MLS [314] 91.10 £ 0.89 41.68 £5.27 79.67 £0.57 56.73 +1.33 91.11 +£0.19 34.03 £ 1.21 87.29 44.15
VIM [284] 93.48+024 2505+0.52 | 81.70+0.62 50.74+1.00 | 91.26+0.19  27.20 +0.30 88.81 34.33
KNN [315] 9296+0.14  2427+040 | 82.40+0.17 53.65+0.28 | 93.16+0.22 27.27+0.75 89.51 35.06
ASH [297] 7849 +258  79.03+£4.22 | 80.58+0.66 59.20+£2.46 | 93.90+0.27 27.29+1.12 84.32 55.17
GEN [311] 91.35+0.69 3473+1.58 | 79.68+0.75 56.71+1.59 | 91.36+0.10  32.10+0.59 87.46 41.18
ExCeL [291] 91.69+0.18  40.03+0.84 | 82.04+0.90 52.24+190 | 91.97+027 28.45+0.80 88.57 40.24
Training methods without outliers
RankOOD (ours) 93.19+0.84 2096+2.55 | 83.63+1.06 47.44+0.80 | 92.14+0.20 27.73+0.33 89.65 32.04
CRAFT [290] 93.94+020 19.40+0.88 | 82.03+034 51.86+049 | 90.88+0.89  32.67+1.13 88.95 34.64
ConfBranch [312]  92.85+0.29 21.48+0.94 | 6890+1.83  71.82+3.39 | 9043 +0.18 34.75+0.63 84.06 42.68
G-ODIN [299] 9551+0.31 21.45+191 85.67+1.58 42.68+3.19 | 9233+0.11 30.18+0.49 91.17 31.44
LogitNorm [295] 96.74 £0.06 13.81+0.20 | 81.53+1.26 53.61+£3.45 | 93.04+0.21  26.11+0.52 90.44 31.18
CIDER [300] 9471036  20.72+0.85 | 80.49+0.68 5422124 | 90.66+1.68  30.17+2.75 88.62 35.04
Training methods with outliers

OE [285] 96.00 +0.13  13.13+0.53 | 81.41+1.49 54.82%279 | 89.02+0.18 34.17 +£0.56 88.81 34.04
MCD [286] 91.00+1.10  32.03 +4.21 7472+£0.78  5439+1.34 | 88.94+0.10 29.93+0.30 84.89 38.78
UDG [287] 94.06£0.90 20.35+2.41 | 79.59+1.77  59.00 +£3.35 82.09£2.78  62.04 +£5.99 85.25 47.13
MixOE [288] 91.93+0.69 33.84+477 | 76.40+1.44  63.88+248 | 88.27+041 40.93+0.29 85.53 46.22

(CE) and (b) RankOOD training. For a given predicted class, we sample logits corresponding
to five rank positions (rank-0, three intermediate ranks, and rank-99) and measure their evolu-
tion across training epochs. Next, we compare these distributions for in-distribution (ID) and
out-of-distribution (OOD) samples.

As shown in Figure 6.2(b), after convergence, the mean logits at ranks 0, 90, and 99 are ap-
proximately 53.72, —4.18, and —58.33, respectively, yielding a consistent minimal average rank
separation margin of roughly 25 (difference of mean values between distributions). This is be-
cause ListMLE optimises the pairwise logit ordering likelihood and therefore depends only on
the relative margin between logits of adjacent ranks, penalising margin violations more strongly
than large positive margins [56]. Consequently, the optimisation explicitly prioritises preserv-
ing the correct ordering rather than pushing the correct class logit arbitrarily high. ListMLE
progressively induces a structured semantic hierarchy along the rank dimension: logits associ-
ated with semantically closer classes remain comparatively high, while less similar classes are
increasingly suppressed, leading to a stable and widening margin across the ranking spectrum.
In contrast, low ranks (semantically nearest neighbors) in the CE model initially remain rela-
tively higher, their separation decreases as training progresses, leading to substantial overlap
in the logit distributions for mid- and high-rank classes and loses semantic ordering informa-
tion. Moreover, as shown in Figure 6.2(a), CE induces rank distribution compression, where
semantically dissimilar classes become difficult to distinguish in later rank positions.

In the bottom row of Figure 6.2(b), we report the rank-wise logit distributions for OOD

samples. Unlike ID samples, OOD logits cluster near zero with substantially lower variance,
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Figure 6.2: Logit distributions at selected rank positions for predicted class 82 on CIFAR100.
Across training epochs, (b) ID samples show increasing separation across rank positions, while
(b) OOD samples remain concentrated near zero with minimal separation. OOD samples are
shown for comparison only.

forming a compact distribution. Nonetheless, a small yet consistent average margin between
ranks remains. This is because ListMLE enforces relative logit margins only for ID samples,
which indirectly shapes the geometry of the classifier weights. When an OOD feature lies closer
to certain ID class regions, the corresponding logits reflect this proximity, producing slight rank-
dependent variation. However, as shown in the Section 6.5.3 and Figure 6.3, OOD samples do
not maintain the expected class ranking order for the predicted class.

Overall, the logit magnitude between the ID and OOD in different ranks enables effective
OOD detection: ID samples maintain higher, stable rank-dependent margins, while OOD sam-

ples remain near zero across ranks.

6.5.3 Logit Ordering Consistency Explains Improved OOD Detection un-
der RankOOD

The left column of Figure 6.3 compares the distributions of MSP and RankOOD-S for CIFAR-
10 (ID) and SVHN (OOD) samples under models trained with CE and RankOOD-T losses.
Under CE training, MSP (cf. Figure 6.3(a)) achieves an FPR95 of 24.24 on SVHN, while
RankOOD reduces it by 37.12% (cf. Figure 6.3(c)). The RankOOD-T loss explicitly enforces
a consistent ranking structure among logits through ListMLE supervision. This encourages
the logits to maintain smooth, monotonic decay rather than allowing a single confidence spike.
Consequently, even when an OOD input produces a high top-1 logit, its intermediate logits

tend to deviate from the canonical decay pattern observed in ID data. This structural deviation
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Figure 6.3: Left: Distributions of RankOOD and MSP scores for CIFAR-10 (ID) and SVHN
(OOD) samples under models trained with CE and RankOOD losses. Right: Conditional prob-
ability matrix (CP) of rank position ¢ given that all prior ranks have been correctly predicted.

reduces the overall MSP score, shifting OOD MSP scores away from 1 and reducing FPR95
for MSP under RankOOD-T. Moreover, the RankOOD-S further decreases FPR95 to 12.23
(Figure 6.3(e)). This occurs because the RankOOD-S amplifies this effect by penalizing rank-
order violations and deviations from class-specific logit thresholds.

To analyse how RankOOD leverages ranking consistency, the right column shows condi-
tional probability (CP) matrices capturing P(rank i | ranks < i are correct). We report
three cases: (b) CIFAR-10 (ID) under CE training, (d) SVHN (OOD) under RankOOD-T, and
(f) CIFAR-10 (ID) under RankOOD-T. Due to space constraints, we report CP matrices for
five classes, and provide the complete figures in the Appendix C.6. Each CP matrix illustrates
the model’s ability to preserve the class-wise canonical rank order across ranks. While the CE-
trained model (cf. Figure 6.3(b)) shows weak rank-consistency, RankOOD-T induces sequential
dependencies between ranks, yielding high conditional probabilities (> 0.84) for ID data (cf.
Figure 6.3(f)). In contrast, OOD samples under RankOOD-T loss exhibit early rank-order viola-
tions, accumulating higher penalties ¢,,, in Equation 6.5 and causing higher deviation from the
reference logit thresholds Re f;. These deviations contribute to RankOOD’s superior sensitivity
to OOD distortions.

6.5.4 Ablation Study

Subset of Ranks: In Figure 6.4 (left), we compare the OOD detection performance on CIFAR-
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Figure 6.4: OOD and ID detection performance on CIFAR-100 when training with different
rank subsets. (left): AUROC (right):ID accuracy. Top Ranks uses the top—/NV class ranks,
Bottom Ranks uses the lowest NV — 1 ranks along with rank—0, and Top-Bottom samples half
of the ranks from the top and half from the lowest ranks.
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Figure 6.5: OOD detection performance on CIFAR-100 with respect to « and logit threshold
(Ref) hyper-parameters.

100 when training with three types of rank subsets; Top ranks subset uses the top-N class ranks,
Bottom ranks subset uses the lowest N-1 ranks with rank-0 and Top-Bottom subset consists of
the first half and second half of the previous two subsets, respectively. Since the selection of
rankings is not only crucial for OOD detection performance but also for ID accuracy, we illus-
trate the right sub-figure according to the same three subsets. As shown, using only the Top
ranks yields lower ID accuracy since it focuses on separating semantically similar classes. In
contrast, including Bottom or both Top—Bottom ranks improves ID accuracy by exposing the
model to semantically dissimilar classes. Both Top and Bottom rank subsets exhibit unstable
AUROC when trained with a small number of ranks. This behaviour arises because the Top
ranks primarily distinguish semantically similar class variations, leading to dominance of near-
OOD samples, whereas the Bottom ranks, in high-level learns to differentiate highly dissimilar
classes compared to rank-0 via logit separations, reducing sensitivity to near-OOD regions.
When selecting Top-Bottom ranks, after a certain point, the performance decreases as the ranks
introduce more noise. Empirically, selecting the top 10 and bottom 10 ranks (/N=20) achieves
the best balance - maximising ID accuracy and maintaining high AUROC. This demonstrates
that enforcing Listwise ranking across semantically diverse ranks enhances OOD discrimina-
tion. We observed these numbers based on an @ = 1.0 and a logit threshold of 0.95.

Ablation of o and Logit threshold: In Figure 6.5, we present the ablation results of select-
ing the alpha in Equation 6.4 and the logit threshold (Re f) in the RankOOD-S. We conducted

108



6. CLASS RANKING-BASED OOD DETECTION

AUROC tests with different alpha and logit thresholds. For both datasets, « = 0.1 shows high
AUROC as the loss function is closer to CE loss, and the highest AUROC is achieved at 0.8 for
CIFAR-10 and 1.0 for CIFAR-100. With both datasets, we observe AUROC increasing with
the increments in the logit threshold, peaking at around 0.95 and starting to decline as the in-
creasing Re f increases the gap between OOD rank logit and threshold in lower ranks, whereas
ID samples exhibit a lower gap and vice versa for higher ranks. Consequently, the AUROC de-
creases once Ref surpasses this threshold, as the threshold becomes the maximum logit value
of the given rank. This variation demonstrates significant performance improvement.
Effectiveness of RankOQOOD-T: We evaluate RankOOD-T with various logit-based OOD scores
and consistently outperform standard CE training. These results suggest that primary gains are
due to the RankOOD-T objective ; detailed results are provided in Appendix C.3.

6.6 Concluding Remarks

In this chapter, we presented a novel OOD detection framework, RankOOD, which leverages
class-wise logit ranking structures to enhance the detection of distribution (OOD) samples.
RankOQOD constructs canonical rank orders using a 01 integer linear programming formula-
tion guided by semantic similarity from probability mass functions (PMFs) of a pre-trained
network, and optimises them via a Listwise Maximum Likelihood Estimation (ListMLE) ob-
jective. Extensive evaluations on CIFAR-10, CIFAR-100, and TinyImageNet demonstrate that
RankOOD consistently ranks among the top two methods for near-OOD detection and the top
three for far-OOD detection across 34 baselines. Notably, RankOOD achieves superior AUROC
and FPR9S5 on the challenging TinyImageNet near-OOD benchmark, highlighting its ability to

capture fine-grained semantic distinctions between ID and OOD samples.
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Chapter 7
Conclusion

This thesis investigates content rating compliance in mobile application markets, an area that
has received limited research attention despite rapid advances in generative artificial intelligence
and multimodal vision—language technologies. Mobile applications have become integral to
daily life across all age groups and sectors, including finance, healthcare, cybersecurity, and
cyber-physical systems. However, the extent to which malicious actors exploit mobile platforms
for monetisation through inappropriate or deceptive content practices has only recently begun
to be examined.

The central research question of this thesis is:

How can content rating compliance in mobile applications be identified across different
app markets, despite developer bias and legal variability among platforms, and how can
an automated method be designed to centralise and enforce heterogeneous content rating

schemes?

To address this question, the thesis analyses the evolution of mobile app markets with re-
spect to revenue-driven practices, content rating manipulation, and the fragmentation of rating
frameworks. These factors introduce practical constraints imposed by developers and platform
operators, often at the expense of user safety, particularly for minors. By identifying rating mal-
practices and proposing a centralised, automated content rating approach, this research aims to
bridge the gap between legal vulnerability analysis and the practical detection of inappropriate
mobile application content.

This chapter concludes the thesis by summarising its main contributions and consolidating
the findings from the preceding studies. Further, the chapter outline with reflections on the
broader implications of this work, highlighting the applicability of the presented techniques to
other domains, including out-of-distribution detection. Finally, the chapter outlines potential

directions for future research.
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7.1 Summary and conclusion

This thesis presented four core contributions. The first three address challenges related to mo-
bile application content appropriateness and compliance, with a focus on user safety. The final
contribution extends the applicability of the proposed techniques to domains beyond mobile
app markets. Collectively, these contributions provide a systematic analysis of vulnerabilities
in existing content rating schemes and identify pathways toward more robust and automated

content rating assignment.
7.1.1 Longitudinal Study of Apps via Multi-modal Majority Voting

In Chapter 3, we examined how mobile app metadata is highly dynamic, shifting in ways that
complicate the task of tracking apps over long periods of time. Although the Google Play Store
assigns each app a nominally unique app ID, our analysis shows that this identifier alone is
insufficient for long-term re-identification. App IDs may change due to developer decisions,
market-operator requirements, acquisitions, or deliberate strategic transformations. This insta-
bility highlights the need for more sophisticated cross-temporal app identification methods.

We proposed a novel, multimodal majority-voting—based app similarity search methodol-
ogy capable of matching applications across two large-scale Google Play Store snapshots taken
five years apart. Our approach integrates app icon features, textual semantics from descriptions,
and TF-IDF representations of app and developer names. Through majority voting across these
modalities, our system robustly identifies the closest counterpart of a 2018 app in the 2023 snap-
shot, even when app IDs change. This enables large-scale longitudinal studies of app behaviour
and evolution-tasks previously infeasible with app ID—based matching alone.

Using this framework, we uncovered eight distinct categories of app metamorphosis. To
quantify the impact of such transformations, we proposed a Success Score (SS) metric. For-
mally, SS reflects the extent to which an app’s performance gains or falls behind the ecosys-
tem’s baseline expansion. Our results reveal several key insights. Re-branding emerges as
the most successful metamorphosis strategy (average SS ~ 21%), outperforming even top-tier,
non-transformed apps by approximately 11%. Re-purposing also demonstrates above-baseline
performance (SS ~ 14%), illustrating that functional changes can become successful when exe-
cuted carefully. In contrast, re-births, which require restarting under a new app ID, are the most
challenging (SS ~ —15%), reflecting the difficulty of rebuilding lost user bases.

Our analysis further uncovered systemic shifts in content ratings, a metamorphosis form ex-
tending beyond market strategy. We identified 504 apps whose content ratings shifted over five
years, including cases where developers tightened ratings due to increased violence or mature
themes, and cases where ratings were relaxed. This metamorphosis category remains critically
under-explored in the literature, despite its significance for child protection, user safety, and reg-

ulatory compliance. Therefore opens an important research avenue into detecting content-rating
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compliance in mobile markets.

Limitations: Our study focuses on intra-app evolution, analysing changes across successive
versions of the same app. We do not address functionally similar applications developed by dif-
ferent authors (e.g., counterfeit apps), nor do we consider code-level similarity or repackaging
detection. Existing work on repackaged, counterfeit, or malicious mobile applications typically
relies on fine-grained analyses, such as bytecode similarity, control-flow graph comparison, or
dynamic runtime analysis using one or more modalities. We argue that the proposed method
is complementary and can be integrated into such frameworks to assist in detecting functional

similarity or malicious modifications.
7.1.2 Contrastive Learning for Content Rating Prediction

Chapter 4 introduced a supervised contrastive learning framework for identifying content rat-
ing violations in mobile app markets. The proposed approach is grounded in the importance
of multi-modality, jointly leveraging app creatives (i.e., icons and screenshots) and textual de-
scriptions. To address content—style disparity in app metadata, the method separately integrates
content and style encoders, trained using online and target networks updated via an exponen-
tially moving average. These encoders learn visual and textual representations associated with
content rating cues, such as cartoonish versus realistic violence. After representation learning,
the ordinal nature of content ratings is exploited by training a ranking-based classifier using the
ListMLE loss to predict app ratings.

Experimental results show that the proposed method outperforms state-of-the-art CLIP-
based models, including fine-tuned variants, at least by 8%. Beyond performance gains, the
model reveals two critical phenomena that pose risks to users: malpractices, where apps are
assigned lower ratings than their content suggests, and disguises, where apps with correct rat-
ings visually target a general or younger audience despite containing mature content. In the
evaluated dataset, the model identified 71 apps (~ 17% of verified cases) exhibiting rating mal-
practices, 32 apps showing disguising behaviour, and further found that 16.86% of violating
apps were later removed from the store. Importantly, the analysis of 2,172 teacher-approved
apps uncovered nine potential violations, highlighting risks to minors.

Overall, this work demonstrates that supervised contrastive learning enables robust learning
of visual and textual cues relevant to content ratings. The proposed model is adaptable to
different content rating schemes by training only the classifier and provides a practical tool for
identifying risky apps, reducing manual review effort, and improving transparency and user
safety in app markets.

Limitations: Prior work has demonstrated that contrastive learning objectives benefit from
large batch sizes, as they effectively increase the number of negative samples available during

training and thereby promote more discriminative representations [114, 236]. However, this
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reliance on large batch sizes introduces practical challenges for model training, as it substan-
tially increases computational and memory requirements. With increased GPU resources, the
proposed method can be further scaled to enhance cross-modal alignment and representation

quality, leading to improved separation among content rating classes.
7.1.3 CRD Reasoning with QwenSafe

Chapter 5 addresses a key limitation identified in the preceding work, where content rating pre-
diction was performed without providing explanatory evidence. To overcome this, we extended
our previous work by introducing QwenSafe, a multimodal vision—language model built on the
Owen3 backbone, designed to identify content rating descriptors and generate explicit reason-
ing grounded in app screenshots and textual descriptions. This shift from label-only prediction
to evidence-based reasoning improves transparency and interpretability in automated content
rating systems.

To support effective domain adaptation for content rating data, we proposed a novel meta-
data2CRD pipeline, which reformulates multimodal app data into a conversational training for-
mat aligned with a unified descriptor taxonomy. The resulting framework generalises across
heterogeneous rating schemes and reduces dependence on region-specific or platform-specific
rating algorithms. Experimental results demonstrate that QwenSafe substantially improves the
detection of inappropriate content. Compared to the QwenSafe, the positive recall of the Qwen3
baseline decreased by 52.8% in binary classification and by 39% in impact-based multi-class
classification. QwenSafe also achieved a 2.1% improvement in positive recall over Gemini, a
large-scale multimodal model trained on substantially broader data, indicating strong generali-
sation in a safety-critical domain.

Beyond performance improvements, the analysis reveals under-reporting of content descrip-
tors in major app marketplaces. In particular, the Android Play Store frequently omits descrip-
tors that are visually or semantically present in the app content and even permitted under exist-
ing regional authorities. This finding underscores the limitations of current self-disclosure and
review mechanisms and motivates the need for automated tools.

Centralising content rating schemes poses significant legal and social challenges. How-
ever, content rating descriptors offer a more viable basis for unification. This chapter presents
a generic and automated framework for content descriptor identification that operates inde-
pendently of region- and platform-specific rating systems, enabling a unified, scalable, and
explainable approach to content rating verification across mobile app ecosystems.

Limitations: QwenSafe focuses on analysing app descriptions and screenshots available
at submission time, which aligns well with scalable marketplace review workflows. However,
some content rating descriptors, particularly those related to interactive elements, evolving user-

generated content, or dynamic in-app experiences/divertissements may only manifest during
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runtime. Extending the framework to incorporate dynamic signals could further strengthen its

coverage.

7.1.4 Out-Of-Distribution Detection via RankOOD

Chapter 4 leveraged ListMLE loss to exploit the inherent ordinal structure of content rating
classes. Chapter 6 extends this idea to out-of-distribution detection by leveraging implicit
class ranking. Specifically, Chapter 6 introduced RankOOD, a training-based OOD detection
framework that utilises class-wise ranking structures to distinguish in-distribution from out-of-
distribution samples. By learning canonical class rankings and optimising a listwise objective
based on the Plackett—Luce formulation, RankOOD enforces ranking consistency beyond top-1
predictions. The proposed RankOOD score explicitly penalises deviations from the expected
ranking order, providing an effective OOD signal. Extensive evaluations against 34 baselines
demonstrate that RankOOD consistently achieves top-tier performance, ranking within the top
two methods for near-OOD detection and the top three for far-OOD detection. Notably, it
outperforms existing rank-based approaches, including the strongest baseline CRAFT, with av-
erage FPROS5 reductions of 4.21% in near-OOD and 7.51% in far-OOD settings while achieving
SOTA FPR95 performance on TinylmageNet in near-OOD setting. These gains are achieved
without architectural modifications or reliance on auxiliary outlier data.

This work shows that leveraging information from multiple ranks yields stronger OOD dis-
crimination than relying solely on the top-ranked class, particularly as the number of classes
increases. RankOOD thus provides a scalable and conceptually simple extension to rank-based
OOD detection, highlighting the importance of structured class relationships for reliable OOD
detection.

To better align RankOOD with the core research of the thesis, we note that the underlying
principle of exploiting structured class relationships can be naturally extended to content rating
compliance. In particular, content rating categories inherently follow an ordinal and semanti-
cally structured hierarchy (e.g., increasing levels of violence, maturity, or risk). By modelling
these relationships through ranking-based objectives, deviations from expected descriptor or
rating orderings can serve as indicators of potential non-compliance. For instance, an applica-
tion whose learned representation induces inconsistent rankings across content descriptors (e.g.,
low predicted maturity despite strong high-risk cues) can be interpreted as exhibiting rating ir-
regularities similar to the malpractices identified in earlier chapters. In this sense, RankOOD
provides a complementary perspective: rather than detecting distributional anomalies at the top
rank output prediction alone, it captures inconsistencies in the relational structure of predictions.
This suggests a unified framework in which ranking-based signals are jointly leveraged for both
out-of-distribution detection and content compliance verification, offering a novel approach to

identifying subtle, adversarially manipulated app content.
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Limitations: ListMLE optimises the likelihood of observing a complete ranking, which
allows it to capture relative ordering information; however, it also introduces sensitivity to the
exact ranking structure present in the training data. This sensitivity can lead to overfitting when
the underlying differences between classes are small, yet a strict ordering is imposed. Such

effects are more evident in high-cardinality datasets with highly semantically similar categories.

7.2 Future Work

While the proposed approaches demonstrate effectiveness in identifying inappropriate applica-
tions, they are currently limited to mobile app metadata, specifically screenshots and textual
descriptions. Extending the framework to incorporate additional sources of app metadata re-
mains an important direction for future work. One extension is the integration of other app
metadata, such as user reviews and data safety declarations (cf. Figure 1.3). Prior work has
shown that combining static and dynamic analyses of data safety declarations can effectively
identify inconsistencies [316]. Other studies have leveraged mobile app user reviews to detect
hate speech, violent content, and other harmful user experiences using large language models
and natural language processing techniques [317, 318]. Hate speech detection has also been ex-
tended to multimodal data (text, image, and video) extracted from social media platforms, with
various multimodal fusion strategies proposed, including early fusion [319], late fusion [320],
and joint representation learning [321].

Another promising direction is the inclusion of video-based content, such as trailer videos
and screen-recordings of mobile apps. Modeling video data can provide additional contextual
cues about application functionality and expose information not captured in app store pages. Al-
though mobile app video-based content analysis has not been extensively studied, prior research
has addressed harmful video detection on social media platforms [322]. The recent emergence
of multimodal large language models (MLLMs) capable of reasoning over text, images, and
videos, such as Qwen3-VL [156], Gemini 2.5 Pro [49], and the GPT series [48] opens new
opportunities for multimodal content classification, particularly in the context of video-centric
digital platforms.

We utilized a contrastive learning approach to generate embeddings for mobile app metadata
in Chapter 4. However, contrastive learning relies on negative examples, which increases the
batch size and often requires hard sample mining, a procedure that introduces additional compu-
tational overhead and complexity during training. With the introduction of ViT [206], masked
multimodal modeling (MMM) gained prominence, achieving strong performances. Previous
MMM work such as FLAVA [128] and Unified-10 [323] use different fusion techniques to uni-
fied the modalities or treat them separately. It would be interesting to incorporate our findings

regarding mobile app content domain into more recent such techniques.
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Appendix A

Introduction

A.1 ACB Content Rating Definitions

This appendix presents the content rating descriptors defined by the Australian Classification Board

(ACB) and their associated impact across each content rating category.

Categories ACB Content Rating Descriptor G PG M MA15+ RI18+

Online Online interactivity v v v v v
Interactivity Chat v v 4 4 4
In-game
Purchases In-game purchases X X 4 v v
Mature themes v. mild mild mod. strong  high
Blood and gore X X mod. strong high
Bullying themes .mild mild mod. strong  high

Crude humour
Fantasy themes
Gambling themes

mild mild mod. strong  high
mild mild mod. strong  high
mild mild mod. strong  high

< <222 <

Mental health themes .mild mild mod. strong X
Themes Horror themes .mild mild mod. strong  high
Injury detail X mild mod. strong  high
Science fiction themes v. mild mild mod. strong  high
Self-harm X X mod. strong  high
Simulated gambling X X X X high
Suicide references X mild mod. strong  high
Suicide scenes X X mod. strong  high
Supernatural themes v.mild mild mod. strong  high
Violence v.mild mild mod. strong  high
References to sexual violence X X X X high
Action violence X mild mod. strong  high
Battle violence X mild mod. strong  high
Comedic violence v. mild mild mod. strong  high
Violence Family violence X mild mod. strong  high
Fantasy violence v.mild mild mod. strong  high
Hunting violence X mild mod. strong  high
Horror violence X X mod. strong  high
Science fiction violence v. mild mild mod. strong  high
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Categories ACB Content Rating Descriptor G PG M MA15+ RI18+

Sporting violence

<

.mild mild mod. strong  high

Violence Supernatural violence v. mild mild mod. strong  high
Language  Coarse language v. mild mild mod. strong  high
Drug references X mild mod. strong  high

Drug Use Drug use X mild mod. strong  high
Interactive drug use X X X X high

Nudit Nudity v. mild mild mod. strong  high
y Nudity related to incentives and rewards X X X X high
Sexual references v. mild mild mod. strong  high

Sex Sex scenes X mild mod. strong  high
Sexualised imagery v.mild mild mod. strong  high

sexual activity related incentives & rewards X X X X high

Table A.1: Australian Classification Board (ACB) content descriptors and their permitted sever-
ity across age ratings. Entries indicate the maximum allowed intensity (e.g., very mild, mild,
strong, high impact) or availability of each descriptor under the corresponding classification.
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Appendix B

Detecting and Characterising Mobile App
Metamorphosis in Google Play Store

We discuss the ethical considerations of our work in Appendix B.1, and in Appendix B.2, we provide
the comparison of search efficiency between our model and Karunanayake et.al [22]. Finally, in Ap-
pendix B.3 and Appendix B.5 we describe app distribution of the validation set and hyper-parameter

selection for re-purposed apps.

B.1 Ethics

During the crawling stages, we only crawled publicly available app metadata hosted in Google Play
Store, and to avoid any disturbances to its operation, we visited Play Store pages at a very slow rate.

Beyond that, we did not process any data related to app users, such as app reviews.

B.2 Search Efficiency

Here, we show the comparison of the efficiency of our proposed method with the method introduced by
Karunanayake et al. [22]. Both methods rely on generating embeddings, but their subsequent processes
differ significantly. The method [22] requires an extensive grid search to identify optimal parameters,
where each parameter ranges from 1 to 9. Using our validation set (Section 3.3), this hyper-parameter
tuning took approximately 17.25 hours (62,097.613 seconds). However, this step is performed only
once. After hyper-parameter tuning, [22] performs a similarity search using optimised parameters. In
contrast, our method generates FAISS indices and uses those indices to find the most similar counterpart.
We tested this on the test set (Section 3.3) by progressively increasing the size of the queried dataset.
Figure B.1 shows the time taken to find a counterpart for a single app across increasing dataset sizes.
The time taken by [22] increases exponentially as the queried app space grows. In contrast, our method
scales more efficiently, demonstrating near-linear growth. This makes our approach significantly more
practical for larger datasets, where [22] becomes infeasible due to the exponential increase in processing

time.
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Figure B.1: Comparison of Time Efficiency: Proposed Method vs. Karunanayake et al. [22]

160 A

140 A

= =
o N
<) o
1 1

[oe]
o
!

Frequency

(=)}
o
!

40 1

20+

Top App Range

Figure B.2: Distribution of the validation set across dataset
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Figure B.4: CDF of average cosine similarity between app genres from two datasets 2018 and
2023.

148



B. APPENDIX: METAMORPHOSIS

Table B.1: Harmonic mean on the validation set for different embedding combinations and
voting thresholds

a=1 a=2 a=3 a=4 Harmonic mean
No No No No «

M. M. M. M. M. M. M M 1 2 3 g
MPNetges(M) 93.0 0.0 - - - - - - 00 - - -
TFIDFname(T) 89.6 0.0 - - - - - - 00 - - -
ViTicon 756 0.0 - - - - - - 00 - - -
VGG19¢, . 704 0.0 - - - - - - 00 - - -
Styrr, 584 0.0 - - - - - - 00 - - -
VGG19:,,. 744 0.0 - - - - - - 00 - - -
StyTrE, 624 00 - - - - - - 00 - - -
M+T 888 00 834 568 736 926 - - 00 676 820 -
M + ViTjcon 91.8 00 706 840 630 956 - - 00 767 759 -
M+ VGG19S,,, 876 00 680 926 608 962 - - 00 784 745 -
M + StyTrZ 892 00 562 960 502 982 - - 00 709 664 -
M + ViTicon + T 902 00 886 454 848 890 560 976 00 600 868 712
M+VGG19S,, +T 894 00 886 438 842 890 528 980 00 586 865 686
M + StyTr? +T 884 00 868 456 818 908 430 988 00 598 861 599
M +T + ViTicon + VGG195,,, 888 00 884 322 862 856 702 956 00 472 859 810
M + T + ViTicon + StyTr2,,, 900 0.0 894 354 862 860 658 964 00 507 861 782
M+T+VGG19,, +VGG19:, ~ 862 00 858 288 836 86.6 644 962 00 431 851 772
M+T+VGGL9S,  +StyIr2 892 00 888 376 854 882 626 972 00 528 868 762
M+ T+StyTr2_ +VGG195 . 888 00 884 368 860 882 630 970 00 520 871 764
M +T+ StyTr?,  + StyTr2, 892 00 888 376 854 882 626 972 00 371 845 697

B.3 Validation App Distribution

As shown in the Figure B.2, app selection in the validation set ranges from top-150 to top-150k allowing

to select a generic value for the hyper-parameter c.

B.4 Modality Selection

To evaluate the effectiveness of each modality, we conducted experiments on the validation set described
in Section 3.3. These experiments involved varying the number of modalities used for similarity match-
ing and calculating the harmonic mean of accuracy for both matches and non-matches across four differ-
ent occurrence count thresholds (« values). Starting with a single modality, we incrementally increased
the number of modalities up to five. The findings are depicted in the Table B.1. The results demonstrate
that the selected combination of four modalities: MPNet app description embeddings (M PN ET 4. or
M), TF-IDF app name and developer name embeddings (T'F'I D F,qme or T'), VGG19 style embedding
(VGG19:,,,) and StyTr? content embeddings (StyTr?, ) for app icon achieves the highest perfor-

mance. This analysis supports our claim that the chosen combination is the most effective for identifying

matches and no-matches.
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B.S Ablation Study - Re-purposed Apps

Having core functionality changes in re-purposed apps, we highlighted that the app description em-
beddings should deviate significantly from one another. To validate the choice of the 0.2—0.4 similarity
threshold, we conducted an experiment comparing the cosine similarity of app descriptions across genres
in the 2018 and 2023 datasets with the intuition that dis-similar genres are likely to contain dis-similar
descriptions explaining the functionality. In this experiment, for each genre, 100 apps were sampled
based on availability, and their average cosine similarity of app description embeddings were computed
and portrayed in Figure B.3 and Figure B.4. The average inter-genre cosine similarity is 0.193 and the
maximum cosine similarity is 0.43. Furthermore, we observed apps with descriptions in non-English
languages producing similarities around 0.15, contributing to noise. To mitigate this and focus on apps
that demonstrate significant but interpretable functional shifts, we selected a threshold of 0.2—0.4. This

range effectively excludes noisy data.

150



Appendix C

RankOOD: Class Ranking-based

Out-of-Distribution Detection

In this supplementary material, we present additional details and results that were excluded from the

main content due to space limitations.

C.1 Comparison with baselines

In the main text (Tab. 2 and Tab. 3), we report results only for baselines that placed in the top five in
at least one setting. For completeness, we provide the full results for all 35 baselines in Tab. C.2 (near-

OOD) and Tab. C.3 (far-OOD), with key observations summarized in the respective captions.

C.2 Detailed per-dataset OOD detection results

In Section 6.5.1 , we reported average AUROC and FPR95 across all OOD datasets for each ID dataset
(Tab. 2 and Tab. 3). For completeness, we provide the per-dataset results for each OOD benchmark.
TinyImageNet results in Tab. C.4 and Tab. C.5; CIFAR-100 results in Tab. C.6 and Tab. C.7; and CIFAR-
10 results are shown in Tab. C.8 and Tab. C.9.

Table C.1: Per-epoch GPU time (sec.) and per-class ILP runtime (sec.) across different datasets
(C-CIFAR, IN-ImageNet).

Method C-10 C-100 IN-200 IN-1k Epochs
LogitNorm 8.33 532 104550 6614.0 ~ 200
CRAFT 17.45 2544 1354.00 ~ 100

RankOOD 13.80 14.34 1402.12 6855.7 ~ 300 — 500

ILP Runtime 0.0058 0.1718 2.4933 1413.6
ILP - Greedy 0.0006 0.0023 0.0177 0.2147
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Table C.2: Performance comparison in near-OOD detection. For each column, the top five
methods are marked in bold. Note that N/A indicates missing results in OpenOOD. OE obtains
the lowest average FPR95 (34.29), while RankOOD ranks second with 44.79. However, OE’s
performance is known to be biased toward seen outliers used during training, making its eval-
uation less reliable [290]. Among methods that do not rely on outliers, RankOOD achieves the
best performance for both AUROC and FPR95. Notably, RankOOD achieves state-of-the-art
performance on TinylmageNet near-OOD, reducing FPR95 by 4.3% relative to the strongest
baseline OE.

Method CIFAR-10 CIFAR-100 ImageNet-200 Average
AUROC 1 FPRYS | AUROC 1 FPRYS | AUROC 1 FPRYS | AUROCT  FPRY5 |
Post-hoc inference methods
OpenMax [289] 87.62+0.29  43.62+227 | 7641+0.25 56.58+0.73 80.27+£0.10  63.48 £0.25 81.43 54.56
MSP [278] 88.03+0.25 48.17+£3.92 | 80.27+0.11 54.80+0.33 | 83.34+0.06 54.82+0.35 83.88 52.60
TempScale [281] 88.09 £ 0.31 5096+4.32 | 80.90+0.07 54.49+0.48 | 83.69+0.04 54.82+0.23 84.23 53.42
ODIN [324] 82.87+1.85 76.19+£6.08 | 79.90+0.11  57.91+0.51 80.27 £0.08  66.76 £ 0.26 81.01 66.95
MDS [294] 84.20+£240 49.90+3.98 | 58.69+0.09 8353+0.60 | 61.93+0.51  79.11+0.31 68.27 70.85
MDSEns [294] 6043 £0.26 9226+£0.20 | 4631+024 95.88+0.04 | 5432+£0.24 91.75+0.10 53.69 93.30
RMDS [313] 89.80+0.28  38.89+2.39 80.15+0.11 55.46 +0.41 82.57+0.25  54.02+0.58 84.17 49.46
Gram [325] 58.66+4.83  90.87 £1.91 51.66 +0.77 9228+0.29 | 67.67+1.07 86.40+1.21 59.33 89.85
EBO [282] 87.58 £0.46  61.34+4.63 | 80.91+0.08 55.62+0.61 82.50+0.05  60.24 £0.57 83.66 59.07
OpenGAN [326] 5371+7.68 9448 +4.01 6598+ 126  76.52+259 | 59.79+339  84.15+3.85 59.83 85.05
GradNorm [327] 5490+098 94.72+£0.82 | 70.13+0.47  85.58+0.46 | 72.75+048  82.67+0.30 65.93 87.66
ReAct [283] 87.11+0.61  63.56+7.33 80.77+0.05 5639+0.34 | 81.87+098  62.49+2.19 83.25 60.81
MLS [314] 87.52+047 6132+4.62 | 81.05+0.07 5547+0.66 | 82.90+0.04 59.76 £0.59 83.82 58.85
KLM [314] 79.19+0.80 87.86+£6.37 | 76.56+0.25  77.92+1.31 80.76 £0.08  70.26 + 0.64 78.84 78.68
VIM [284] 88.68 £0.28  44.84 £2.31 7498 +0.13  62.63+0.27 | 78.68+024  59.19+0.71 80.78 55.55
KNN [315] 90.64+0.20  34.01 £0.38 80.18 £0.15  61.22+0.14 | 81.57+0.17  60.18 £0.52 84.13 51.80
DICE [298] 7834+0.79  70.04+£7.64 | 7938+0.23 57.95+0.53 81.78£0.14  61.88 £0.67 79.83 63.29
RankFeat [328] 7946 +2.52  60.88+4.60 | 61.88+1.28  80.59+1.10 | 56.92+1.59  92.06+0.23 66.09 77.84
ASH [297] 7527+1.04 86.78+£1.82 | 7820+£0.15 65.71+£0.24 | 82.38+0.19  64.89+0.90 78.62 72.46
SHE [329] 81.54 £0.51 79.65+3.47 | 7895+0.18  59.07 £0.25 80.18 £0.25  66.80 £ 0.74 80.22 68.51
GEN [311] 88.20+0.30  53.67+3.14 | 81.31+0.08 54.42+0.33 | 83.68+0.06 5520+0.20 84.40 54.43
ExCeL [291] 86.89£0.23  66.55+0.43 80.70 £0.06  55.21+0.56 | 82.40+0.04  57.90 +0.40 83.33 59.89
Training methods without outliers
RankOOD (ours) 90.21 £041  31.72+£0.67 | 80.67+0.40 52.59+0.75 | 85.30+0.18 50.05+0.16 85.39 44.79
CRAFT[290] 91.11 £ 0.04  31.94+1.41 80.90£0.33  53.73+0.62 | 83.65+0.41 54.62+0.57 85.22 46.76
ConfBranch [312]  89.84 £0.24  31.28+0.66 | 71.60+0.62  70.21+0.83 | 79.10£0.24  61.44+0.34 80.18 5431
G-ODIN [299] 89.12+0.57 4554+£252 | 77.15+£0.28 67.58+0.98 | 77.28+0.10  69.87 +£0.46 81.18 61.00
CSI[301] 89.51£0.19  33.66+0.64 | 71.45+£0.27 70.26 £0.56 N/A N/A 80.48 51.96
ARPL [330] 8744 +0.15 4033£0.70 | 7494+093  61.56+1.81 82.02+0.10  55.74£0.70 81.47 52.54
MOS [331] 7145+3.09 78.72+£5.86 | 80.40%0.18  56.05+1.01 69.84 +0.46  71.60 £0.48 73.90 68.79
LogitNorm [295] 92.33+0.08 29.34+0.81 | 78.47+0.31 62.89 +0.57 82.66+0.15  56.46 £ 0.37 84.49 49.56
CIDER [300] 90.71+0.16  32.11+094 | 73.10+039  72.02+0.31 80.58 +1.75  60.10£0.73 81.46 54.74
Training methods with outliers

OE [285] 94.82+0.21 19.84+095 | 8830+0.10 30.73+0.11 | 84.84+0.16 52.30 +0.67 89.32 34.29
MCD [286] 91.03+0.12 30.17+£0.06 | 77.07+0.32  55.88+0.85 83.62+0.09 54.71+0.83 83.91 46.92
UDG [287] 89.91+£0.25 3534+095 | 78.02+0.10 6142+048 | 7430+1.63 68.89+1.72 80.74 55.22
MixOE [288] 88.73+0.82 51.45+7.78 | 80.95+0.20 5522+0.49 82.62+0.03  57.97 £0.40 84.10 54.88

C.3 Effectiveness of RankOOD-T

Fig. C.1 shows standard logit-based OOD scores (MSP, MaxLogit, EBO (Energy based), and GEN)
under RankOOD-T. It can be seen that RankOOD-T performs better across all scoring methods, including
RankOOD-S defined in Eq. 6, compared to cross-entropy (CE) training. This indicates that the observed
performance gains primarily stem from the RankOOD-T objective rather than the RankOOD-S function
itself. In particular, ListMLE training improve s AUROC by at least 1.5% and reduces FPR95 by over
7% compared to CE training. Nonetheless, as shown in Fig C.1, logit-based OOD scores can be used in

open-world settings to obtain on-par performance after RankOOD-T.
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Table C.3: Performance comparison in far-OOD detection. For each column, the top five meth-
ods are marked in bold. Note that N/A indicates missing results in OpenOOD. RankOOD
ranks third in both AUROC (89.65) and FPR95 (32.04) on far-OOD detection. LogitNorm and
G-ODIN achieve the strongest results, outperforming RankOOD by roughly 2.7% in FPR95.
Nonetheless, RankOOD surpasses G-ODIN on CIFAR-10 and TinylmageNet and exceeds Logit-
Norm on CIFAR-100. Moreover, RankOOD outperforms OE on CIFAR-100 and ImageNet-200,
while achieving an overall AUROC within 1% of the best-performing outlier based methods.

Method CIFAR-10 CIFAR-100 TinyImageNet Average
AUROC 1 FPRYS | AUROC 1 FPROS | AUROC 1 FPROS | AUROC T  FPR9S |
Post-hoc inference methods
OpenMax [289] 89.62 £0.19 29.69 + 1.21 79.48 £ 0.41 5450 +£0.68 | 90.20+0.17  33.12+0.66 86.43 39.10
MSP [278] 90.73 +0.43 31.72+1.84 77776 +0.44  58.70+1.06 | 90.13+0.09 3543 +0.38 86.21 41.95
TempScale [281] 90.97 +0.52 33.48 £2.39 7874051  57.94+1.14 | 90.82+0.09  34.00 +£0.37 86.84 41.81
ODIN [324] 87.96 £0.61 57.62 £4.24 79.28 £0.21 58.86+0.79 | 91.71+0.19  34.23 £1.05 86.32 50.24
MDS [294] 89.72 +1.36 32.22+3.40 69.39+1.39  7226+1.56 | 7472+026  61.66 +0.27 77.94 55.38
MDSEns [294] 73.90 £0.27 61.47 £0.48 66.00+0.69 66.74+£1.04 | 69.27+0.57  80.96 +0.38 69.72 69.72
RMDS [313] 92.20+0.21 25.35+0.73 82.92+0.42 52.81+0.63 | 88.06+0.34  32.45%0.79 87.73 36.87
Gram [313] 71.73 +3.20 72.34+£6.73 7336+ 1.08 6444+237 | 71.19+024 84.36+0.78 72.09 73.71
EBO [282] 91.21+£0.92 41.69 £5.32 79.77 £ 0.61 56.59 £1.38 | 90.86+0.21 34.86 £ 1.30 87.28 44.38
OpenGAN [326] 5461 +155 8352+11.63 | 67.88+7.16 7049+7.38 | 73.15+4.07 64.16+9.33 65.21 72.72
GradNorm [327] 57.55+3.22 91.90 +2.23 69.14+1.05 83.68+1.92 | 84.26+0.87 66.45+0.22 70.32 80.68
ReAct [283] 90.42 + 1.41 4490 +8.37 80.39£0.49  5420+1.56 | 92.31+£0.56 28.50 +0.95 87.71 42.53
MLS [314] 91.10 +0.89 41.68 +5.27 79.67+057 56.73+1.33 | 91.11+0.19  34.03+1.21 87.29 44.15
KLM [314] 82.68 £0.21 78.31+4.84 76.24+£0.52  71.65+2.01 88.53+0.11  40.90 +1.08 82.48 63.62
VIM [284] 93.48 £0.24 25.05 £0.52 8170 £0.62  50.74+1.00 | 91.26+0.19  27.20 +0.30 88.81 34.33
KNN [315] 92.96 +0.14 24.27 +0.40 82.40+0.17 53.65+0.28 | 93.16+0.22 27.27 +0.75 89.51 35.06
DICE [298] 84.23 £ 1.89 51.76 £4.42 80.01 £0.18  56.25+0.60 | 90.80 £0.31 36.51 £1.18 85.01 48.17
RankFeat [328] 75.87 +5.06 57.44 +7.99 67.10+1.42  69.45+1.01 3822+385 97.72+0.75 60.40 74.87
ASH [297] 78.49 +2.58 79.03 +4.22 80.58 £0.66 5920246 | 93.90+0.27 27.29+1.12 84.32 55.17
SHE [329] 85.32+£1.43 66.48 +5.98 76.92 +1.16 64.12 £2.70 89.81 £0.61 42.17+£1.24 84.02 57.59
GEN [311] 91.35+0.69 3473 £ 1.58 79.68+0.75 5671159 | 91.36+0.10 32.10+0.59 87.46 41.18
ExCeL [291] 91.69 +0.18 40.03 + 0.84 82.04+090 52.24+190 | 91.97+027 28.45+0.80 88.57 40.24
Training methods without outliers
RankOOD (ours) 93.19+0.84 20.96 +2.55 83.63+1.06 47.44+080 | 92.14+020 27.73+0.33 89.65 32.04
CRAFT [290] 93.94+0.20 19.40 + 0.88 82.03+0.34 51.86+0.49 | 90.88+0.89 32.67+1.13 88.95 34.64
ConfBranch [312]  92.85+0.29 21.48 £0.94 6890+ 1.83  71.82+£3.39 | 90.43+0.18 34.75+0.63 84.06 42.68
G-ODIN [299] 95.51 + 0.31 21.45+191 85.67+1.58 42.68+3.19 | 9233+0.11 30.18+0.49 91.17 31.44
CSI[301] 92.00 + 0.30 26.42 +0.29 6631121  76.92+1.29 N/A N/A 79.16 51.67
ARPL [330] 89.31 £0.32 3239 £0.74 73.69+1.80  63.14+2.53 | 89.23+0.11 36.46 +0.08 84.08 44.00
MOS [331] 76.41 +5.93 62.90 + 6.62 80.17+1.21  5728+3.29 | 8046+0.92 51.56+0.42 79.01 57.25
LogitNorm [295] 96.74 + 0.06 13.81 +0.20 81.53+1.26 53.61+345 | 93.04+021 26.11+0.52 90.44 31.18
CIDER [300] 94.71 + 0.36 20.72 + 0.85 80.49+0.68  5422+1.24 | 90.66+1.68  30.17£2.75 88.62 35.04
Training methods with outliers

OE [285] 96.00 + 0.13 13.13 £0.53 8141+1.49 5482+279 | 89.02+0.18 34.17+0.56 88.81 34.04
MCD [286] 91.00 + 1.10 32.03 £4.21 7472+£0.78  5439+1.34 | 8894+0.10 29.93+0.30 84.89 38.78
UDG [287] 94.06 = 0.90 20.35 +2.41 79.59+1.77  59.00+£3.35 | 82.09+2.78  62.04+5.99 85.25 47.13
MixOE [288] 91.93 +0.69 33.84 £4.77 76.40+1.44  63.88+248 | 88.27+041 40.93+0.29 85.53 46.22

C.4 Scalability and Computational Cost

GPU Time: Table C.1 reports per-epoch GPU training time (seconds). As the number of classes in-
creases, all methods exhibit comparable training costs. RankOOD incurs approximately 34% higher
GPU time than LogitNorm in TinylmageNet due to the ListMLE objective, which requires computing
probabilities over full permutations. We clarify that RankOOD-T follows the same pre-training paradigm
as LogitNorm with a total of 300/500 epochs and doesn’t need extra fine-tuning epochs like CRAFT as
canonical classes can be derived from a SOTA pre-trained model.

ILP Runtime: Tab. C.1 reports ILP rank execution time. ILP time grows exponentially with the number

20%KY where C-classes and K -ranks. However,

of ranks and classes, with worst-case complexity O(
this can be addressed using a greedy approach with complexity O(C'K.log(K)), significantly reducing

computational cost.
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Table C.4: FPR95 (% |) of various methods for different OOD datasets when TinyImageNet
is ID. For each column, the top five methods are marked in bold. Note that N/A indicates that
results are not reported in OpenOOD. RankOOD achieves SOTA performance in near-OOD and
ranks within the top three methods in two out of three far-OOD datasets.

Method Near OOD Far OOD

SSB-hard NINCO Average iNaturalist Textures Openlmage-O Average
Post-hoc inference methods

OpenMax [289] 7237+0.11 5459+0.54 63.48+£0.25 | 2453+£096 36.80+0.55 38.03 £0.49 33.12 £ 0.66

MSP [278] 66.00+£0.10 43.65+0.75 54.82+0.35 | 2648+0.73 4458 +£0.68 3523+£0.18 3543 +£0.38
TempScale [281] 66.43+0.26 43.21+0.70 54.82+0.23 | 2439+0.79 43.57+0.77 34.04 £ 0.31 34.00 £ 0.37
ODIN [324] 7351038 60.00£0.80 66.76+0.26 | 22.39+1.87 4299+ 1.56 37.30 £ 0.59 3423+ 1.05
MDS [294] 83.65+047 7457+0.15 79.11+£031 | 5853+0.75 58.16+0.84  68.29 +0.28 61.66 +0.27
MDSEns [294] 92.13+£0.05 91.36+0.16 91.75+0.10 | 83.37+0.70 7227 +0.48 87.26 +£0.10 80.96 +0.38
RMDS [313] 6591 +0.27 42.13+1.04 54.02+0.58 | 24.70+£0.90 37.80+1.32 34.85+0.31 32.45+0.79
Gram [325] 85.68+0.85 87.13+x1.89 8640+1.21 | 85.54+0.40 80.87+1.20 86.66 + 1.27 84.36 £0.78
EBO [282] 69.77+£0.32 50.70+0.89 60.24+0.57 | 2641 +229 4143 +1.85 36.74 £ 1.14 34.86 + 1.30

OpenGAN [326] 88.07+2.23 80.23+5.71 84.15+£385 | 60.13+9.79 66.00 +9.97 66.34 £8.44  64.16+9.33
GradNorm [327] 82.17+0.62 83.17+x0.21 82.67+0.30 | 61.31+2.86 66.88+3.59 71.16 £0.23 66.45 +£0.22

ReAct [283] 7151192 5347+246 6249+2.19 | 2297+£225 29.67 +1.35 3286+0.74  28.50%0.95
MLS [314] 69.64 £0.37 49.87+094 59.76£0.59 | 25.09+2.04 41.25+1.86 3576 £0.74 34.03+1.21
KLM [314] 78.19+230 6233+2.66 70.26+0.64 | 26.66+1.61 50.24 +1.26 45.81 £0.59 40.90 £ 1.08
VIM [284] 7128049 47.10%£1.10 59.19+£0.71 | 27.34+0.38  20.39 £ 0.17 33.86 +0.63 27.20 £ 0.30
KNN [315] 73.71+£031 46.64+0.73 60.18+0.52 | 2446+1.06 24.45+0.29 3290+ 1.12 27.27£0.75
DICE [298] 70.84£030 5291+£120 61.88+0.67 | 29.66+2.62 40.96+1.87 3891 +1.16 36.51 £1.18
RankFeat [328] 90.79£0.37 9332%0.11 92.06+0.23 | 98.00+0.80 99.40 +0.68 95.77 £0.85 97.72£0.75
ASH [297] 72.14+£097 57.63+098 64.89+090 | 22.49+£224  25.65+0.80 33.72+£0.97 27.29 +1.12
SHE [329] 7264030 6096+133 66.80+0.74 | 3438+3.48 4558+2.42 4654 +134  42.17+1.24
GEN [311] 66.79 £0.26  43.61 £0.61 5520%0.20 | 22.03£0.98 42.01 +£0.92 32.25+0.31 32.10+0.59
ExCeL [291] 6928 £0.60 4651020 57.90+040 | 22.29+1.00 30.14 +0.64 3291 +£0.76 28.45 +0.80

Training methods without outliers
RankOOD (Ours) | 60.68 +0.61 39.43+0.99 50.05+0.16 | 19.42+0.71 33.81 +0.95 2997 +£0.56  27.73 +0.33

CRAFT [290] 69.07+0.39 40.40+1.13 54.62+0.57 | 24.89+1.33 38.73+4.55 3348174  32.67+1.13
ConfBranch [312] | 7224 +0.37 50.63+0.60 61.44+034 | 23.84+0.40 42.42+2.27 37.99 £ 0.09 34.75 £ 0.63
G-ODIN [299] 7823+0.70  61.52+0.64 69.87+0.46 | 26.13+£0.77 28.98+1.15 3543+£0.43 30.18 £0.49
CSI[301] N/A N/A N/A N/A N/A N/A N/A

ARPL [330] 65.73+0.51 4575+0.89 5574+0.70 | 29.32+£0.64 42.87+1.09 37.20 £ 0.69 36.46 £0.08
MOS [331] 7435+032 68.85+0.68 71.60+£048 | 49.55+£0.73 51.27+1.02 53.86+0.30 51.56+0.42
LogitNorm [295] 67.46£0.21 4546+0.69 56.46+0.37 | 1570+£0.61 32.13+0.67 30.49+0.62  26.11 +0.52
CIDER [300] 7550 +£0.68 44.69+0.88 60.10+0.73 | 26.54£2.27 31.51+3.68  3247+240  30.17+2.75

Training methods with outliers

OE [285] 64.67 £0.25 3993+1.13 5230+0.67 | 27.03+0.47 41.92+1.69 33.56 £ 0.46 34.17 £0.56
MCD [286] 65.69 +£0.36 43.74+1.32 5471+0.83 | 21.74+0.31 38.11 +0.93 29.93+0.19  29.93+0.30
UDG [287] 75.84+£186 6194161 68.89+1.72 | 4926+7.88 71.94+5.25 64.92+5.07  62.04+5.99
MixOE [288] 68.26 £0.48 47.69+0.95 57.97+0.40 | 30.84+£0.45 51.44+0.61 40.51+1.06  40.93 £0.29

C.5 RankOOD Score Example

We provide a step-by-step example of RankOOD-S computation in Figure C.2.

C.6 Conditional Probability Matrices

In Section 6.5.3 , we reported class-conditional probability (CP) matrices for only five CIFAR-10 classes.
Here, we provide the complete CP matrices for all ten classes under both CE and RankOOD training. For
RankOOD, we additionally report CP matrices for all OOD datasets as well as the ID dataset (CIFAR-
10). As shown in Fig. C.3, each matrix reflects the model’s ability to preserve the class-wise canonical
rank order. Under conventional CE training, a sample predicted as Airplane achieves a probability of
0.29 for correctly identifying the rank-4 label, conditioned on all preceding ranks (rank-1 through rank-
3) being accurately predicted. In contrast, RankOOD training substantially improves the model’s ability

to maintain deeper ranking consistency on in-distribution (ID) data: for samples classified as Airplane,
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Table C.5: AUROC (% 1) of various methods for different OOD datasets when TinyImageNet
is ID. For each column, the top five methods are marked in bold. Note that N/A indicates that
results are not reported in OpenOOD. RankOOD ranks within the top three methods in two out
of three far-OOD datasets while achieving SOTA performance in near-OOD setting.

Method Near OOD Far OOD

SSB-hard NINCO Average iNaturalist Textures Openlmage-O Average
Post-hoc inference methods

OpenMax [289] 77.53+0.08 83.01+0.17 80.27+0.10 | 92.32+£0.32  90.21 £ 0.07 88.07+0.14  90.20+0.17

MSP [278] 80.38+0.03 86.29+0.11 83.34+0.06 | 92.80+0.25 88.36+0.13 89.24 £ 0.02 90.13 £ 0.09
TempScale [281] 80.71 £0.02  86.67 +0.08 83.69 +£0.04 | 93.39+0.25 89.24+0.11 89.84 £ 0.02 90.82 £ 0.09
ODIN [324] 77.19+£0.06 83.34+0.12 80.27+0.08 | 9437041 90.65+020  90.11+0.15 91.71 £0.19
MDS [294] 58.38+£058 6548+046 61.93+0.51 | 75.03+0.76  79.25+0.33 69.87+0.14 7472 +0.26
MDSEns [294] 5046036 58.18+0.42 5432+024 | 62.16+x0.73  80.70+0.48 64.96 +£0.51 69.27 £ 0.57
RMDS [313] 80.20+£0.23  84.94+028 82.57+0.25 | 90.64+0.46 86.77 +£0.38 86.77 £ 0.22 88.06 + 0.34
Gram [325] 6595+1.08 69.40+1.07 67.67+1.07 | 6530+0.20 80.53+0.37 67.72 +£0.58 71.19 £0.24
EBO [282] 79.83£0.02 85.17+£0.11 82.50%£0.05 | 92.55+0.50 90.79 £0.16 89.23 £0.26 90.86 +0.21

OpenGAN [326] 5508184 6449+£498 59.79+339 | 7532+3.32 70.58+4.66 73.54 £4.48 73.15+£4.07
GradNorm [327] 72.12+£043 7339+0.63 72.75+048 | 86.06+1.90 86.07 £0.36 80.66 + 1.09 84.26 +0.87

ReAct [283] 7897+133 84.76+0.64 81.87+098 | 93.65+0.88 92.86+0.47  90.40 + 0.35 92.31 +0.56
MLS [314] 80.15+0.01 85.65+0.09 8290+0.04 | 93.12+0.45 90.60+0.16 89.62+0.21 91.11 £0.19
KLM [314] 7756 £0.18  83.96+0.12 80.76+0.08 | 91.80+0.21 86.13 +0.12 87.66 +0.17 88.53+0.11
VIM [284] 74.04£031 8332+0.19 78.68+0.24 | 90.96+0.36 94.61 +0.12 88.20+0.18 91.26 £0.19
KNN [315] 77.03+£0.23 86.10£0.12 81.57+0.17 | 93.99+0.36 9529+0.02 90.19+0.32  93.16 + 0.22
DICE [298] 79.06 £0.05 8449+£024 81.78+0.14 | 91.81£0.79 91.53+0.21 89.06 +0.34  90.80 £ 0.31
RankFeat [328] 58.74+£094 55.10%£252 56.92+1.59 | 33.08+4.68 29.10+2.57 5248 £4.44 38.22+3.85
ASH [297] 79.52+0.37 8524+0.08 8238%0.19 | 9510£0.47 94.77+0.19  91.82+0.25 93.90 + 0.27
SHE [329] 7830020 82.07+033 80.18+025 | 91.43+1.28 90.51+0.19 87.49 £0.70 89.81 £ 0.61
GEN [311] 80.75+0.03 86.60+0.08 83.68+0.06 | 93.70£0.18 90.25+0.10  90.13 +0.06 91.36 £0.10
ExCeL [291] 79.39+£0.03 8540+0.04 8240%0.04 | 93.76+0.43 92.40+0.05 89.75+£0.32 91.97 £0.27

Training methods without outliers
RankOOD (Ours) | 82.57 +0.28 88.04+0.26 8530+0.18 | 94.69+0.17 90.85+0.14 90.89+0.25  92.14+0.20

CRAFT [290] 80.70+0.18 86.74+0.84 83.65+0.41 | 92.85+0.66 89.94+0.49 89.85+0.46  90.88 +£0.89
ConfBranch [312] | 75.01 £0.35 83.19+0.14 79.10+0.24 | 93.40+0.09 89.64 +0.52 88.26 £0.07  90.43 +0.18
G-ODIN [299] 7294 +£0.05 81.63+0.21 77.28+0.10 | 93.12+0.21 93.67+0.21  90.18 £0.15 92.33+0.11
CSI[301] N/A N/A N/A N/A N/A N/A N/A

ARPL [330] 79.24£0.14 84.81+0.07 82.02+0.10 | 91.54+£0.05 88.11+0.34  88.04+020  89.23+0.11
MOS [331] 66.54 049 73.14+047 69.84+046 | 79.69+1.38 81.38+0.75 80.29 + 0.68 80.46 +0.92
LogitNorm [295] 78.42+0.23  86.90+0.07 82.66+0.15 | 96.26 £0.20 91.85+0.21 91.01+£0.27  93.04+0.21
CIDER [300] 76.04£237 85.13+1.13 80.58%1.75 | 90.69+2.13 9238+ 1.35 88.92+1.58  90.66 + 1.68

Training methods with outliers

OE [285] 82.34+0.16 87.35+0.23 84.84+0.16 | 90.30£0.16 87.76 +0.32 89.01£0.24  89.02+0.18
MCD [286] 81.51+0.14 85.74+0.07 83.62+0.09 | 90.83+£0.10 86.87 +0.12 89.12£0.18 88.94£0.10
UDG [287] 70.73£1.74 77.88+156 7430+1.63 | 8595+£297 81.79+257  78.54+2.98 82.09 £2.78
MixOE [288] 80.23+£0.15 8501+0.10 82.62+0.03 | 90.64+0.36 86.80 £0.45 87.36 +£0.49 88.27 £0.41

the conditional probability of correctly predicting the rank-9 label increases to 0.92. However, when
evaluated on an OOD dataset such as CIFAR-100, this probability decreases to 0.55. This pronounced
drop highlights that OOD examples are significantly less likely to preserve the learned ranking structure,
thereby providing an effective signal for distinguishing ID from OOD samples.
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Table C.6: FPR95 (% |) of various methods for different OOD datasets when CIFAR-100 is
ID. For each column, the top five methods are marked in bold. RankOOD ranks within the top
four methods in four out of six OOD datasets while achieving second best average FPR95 for
both near- and far-OOD detection.

Method Near OOD Far OOD
CIFAR-10 TIN Average MNIST SVHN Textures Places365 Average
Post-hoc inference methods
OpenMax [289] 60.17 £0.97 52.99 £0.51 56.58 £0.73 53.82+4.74 5320+ 1.78 56.12 +1.91 54.85+142 5450+0.68
MSP [278] 58.91 +0.93 50.70 £ 0.34 54.80 + 0.33 57.23 £4.68 59.07 £2.53 61.88 +1.28 56.62 + 0.87 58.70 = 1.06
TempScale [281] 58.72 + 0.81 5026 £0.16  54.49 +0.48 56.05 £4.61 57.71 £2.68 61.56+1.43 5646+094 5794+1.14
ODIN [324] 60.64 £ 0.56 55.19 £0.57 57.91+0.51 4594 +3.29 67.41 £3.88 62.37 £2.96 59.71 £0.92 58.86 £0.79
MDS [294] 88.00 + 0.49 79.05 £ 1.22 83.53 £0.60 71.72 £2.94 67.21 £ 6.09 70.49 +£2.48 79.61 £0.34 7226 £ 1.56
MDSEns [294] 95.94+0.16 95.82 £0.12 95.88 £ 0.04 2.83 +0.86 82.57 £2.58 84.94 £ 0.83 96.61 £0.17 66.74 + 1.04
RMDS [313] 61.37+0.24  49.56 +0.90 55.46 £0.41 52.05 +£6.28 51.65 +£3.68 53.99 + 1.06 53.57 £ 0.43 52.81+0.63
Gram [325] 92.71 £ 0.64 91.85+0.86 92.28 +£0.29 53.53+£7.45 20.06 = 1.96 89.51 £2.54 94.67+£0.60  64.44+£237
EBO [282] 59.21 £0.75 52.03 £0.50 55.62 +£0.61 52.62 £3.83 53.62+3.14 62.35 +£2.06 57.75 £ 0.86 56.59 + 1.38
OpenGAN [326] 78.83 £3.94 7421 £1.25 76.52 +£2.59 63.09 £23.3 70.35 £ 2.06 74.77 £ 1.78 73.75 £8.32 70.49 +£7.38
GradNorm [327] 84.30£0.36 86.85 £ 0.62 85.58 £0.46 86.97 £ 1.44 69.90 +7.94 92.51+£0.61 85.32+£0.44 83.68 £1.92
ReAct [283] 61.30+£043 51.47 £047 56.39 +£0.34 56.04 £ 5.66 5041 +£2.02 55.04 +£0.82 55.30 + 0.41 54.20 = 1.56
MLS [314] 59.11 + 0.64 51.83 £0.70 55.47 £ 0.66 52.95+3.82 53.90 +£3.04 62.39+2.13 57.68 £ 0.91 56.73 £1.33
KLM [314] 84.77£2.95 71.07 £ 0.59 7792 +1.31 73.09 + 6.67 50.30 £7.04 81.80 +£5.80 81.40 £ 1.58 71.65 £2.01
VIM [284] 70.59 £ 0.43 54.66 + 0.42 62.63 +£0.27 48.32+1.07 4622 +546  46.86 +2.29 61.57 £0.77 50.74 £ 1.00
KNN [315] 72.80 £0.44  49.65+0.37 61.22+0.14 48.58 +4.67 51.75+£3.12 53.56 +2.32 60.70 = 1.03 53.65 +£0.28
DICE [298] 60.98 £ 1.10 54.93+0.53 57.95+0.53 51.79 £3.67 49.58 +3.32 64.23 £ 1.65 59.39 +£1.25 56.25 + 0.60
RankFeat [328] 82.78 £ 1.56 78.40 £ 0.95 80.59 £ 1.10 75.01 £5.83 58.49 £2.30 66.87 +3.80 77.42 £ 1.96 69.45 +1.01
ASH [297] 68.06 + 0.44 63.35 +0.90 65.71 £0.24 66.58 + 3.88 46.00 +2.67 61.27 £2.74 62.95 +0.99 59.20 +£2.46
SHE [329] 60.41 £0.51 57.74£0.73 59.07 £0.25 58.78 £2.70 59.15+7.61 73.29 £3.22 65.24 +£0.98 64.12 +£2.70
GEN [311] 58.87+0.69  49.98 +£0.05 54.42 +0.33 53.92+5.71 55.45+2.76 61.23 +1.40 56.25 +1.01 56.71 £1.59
ExCeL [291] 61.07 £0.81 49.35 + 0.31 55.21 £0.56 54.67+5.86 45.13+0.33 51.14+0.14  58.02+1.28 52.24 £1.90
Training methods without outliers
RankOOD (Ours) 55.71+1.92 4947+£080  52.59 +0.75 4225+2.92 3921+1.59 52.88+1.89 55.40+047 47.44 + 0.80
CRAFT [290] 59.19£0.64 4826 +1.21 53.73 £0.62 4895+1.90 47.50+5.22 56.97 £ 1.77 54.02+0.30  51.86 + 0.49
ConfBranch [312] 74.56 £ 1.22 65.86 £ 0.56 70.21 £0.83 55.95+6.15 76.01 £12.3 8543 +£1.17 69.90 = 0.28 71.82 £3.39
G-ODIN [299] 78.82 +1.86 56.34 £0.45 67.58 +£0.98 27.19+6.24 42.68+574 3583 +1.15 65.03+1.16 42.68 +3.19
CSI [301] 72.62 £0.49 67.90 £ 0.64 70.26 £ 0.56 80.54 £4.87 67.21 £3.35 90.51 +1.47 69.41 +£0.58 76.92 +1.29
ARPL [330] 64.84 £1.25 58.27 £2.40 61.56 + 1.81 59.12 £8.04 59.76 £ 1.58 71.66 = 1.81 62.01 £0.89 63.14 £2.53
MOS [331] 60.60 + 1.47 51.49 £0.69 56.05 +1.01 52.70 £3.81 56.33 +£8.46 61.24 +£2.06 58.86 £ 0.41 57.28 £3.29
LogitNorm [295] 73.88 +1.21 51.89 £0.10 62.89 +0.57 34.12+£8.32  47.52+8.02 77.38 £2.99 5544 +£1.45 53.61 £3.45
CIDER [300] 82.71 £1.25 61.33 £0.64 72.02 £0.31 7532 +£4.21 17.82 +2.80 54.43 £2.56 69.30 + 1.81 5422 +1.24
Training methods with outliers
OE [285] 61.26 £ 0.22 0.21 +£0.01 30.73 +0.11 53.31+£9091 51.84+£3.45 55.83 +1.82 58.30+0.72 54.82 +£2.79
MCD [286] 62.65+0.54  49.10 +1.29 55.88 £0.85 62.78 £2.91 43.71 +3.73 56.89 + 0.64 54.17 £1.13 54.39 +1.34
UDG [287] 66.40 £0.51 56.43 +£0.68 61.42+0.48 45.14 +12.8 59.67 £5.62 71.33 £3.59 59.85 +£0.57 59.00 +£3.35
MixOE [288] 61.12 £ 1.08 49.32 +0.36 55.22 £ 0.49 59.49 £7.74 73.09 £ 4.00 66.04 = 0.98 56.93 £0.78 63.88 +£2.48
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Figure C.1: Avg. AUROC (bars, left y-axis) and FPR95 (lines, right y-axis) across multiple
OOD datasets for other scoring functions.
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C. RANKOOD

Table C.7: AUROC (% 1) of various methods for different OOD datasets when CIFAR-100 is
ID. For each column, the top five methods are marked in bold. RankOOD ranks within the top
Sfour methods in three out of five far-OOD detection scenarios.

Method Near OOD Far OOD

CIFAR-10 TIN Average MNIST SVHN Textures Places365 Average
Post-hoc inference methods

OpenMax [289] 7438+037 7844+0.14 7641+0.25 | 76.01+139 82.07+153 8056+0.09 79.29+040 79.48 +0.41

MSP [278] 7847 +0.07 82.07+0.17 80.27+0.11 76.08+1.86 78.42+0.89  77.32+0.71  79.22+029 7776 £0.44
TempScale [281] 79.02+£0.06 82.79+0.09 80.90+0.07 | 77.27+1.85 79.79+1.05 78.11£0.72 79.80+025 78.74+0.51
ODIN [324] 78.18 £0.14  81.63+0.08  79.90+0.11 83.79 £ 1.31 7454+0.76  79.33+£1.08 79.45+026  79.28+0.21
MDS [294] 55.87+0.22 6150+£0.28 58.69+0.09 | 67.47+0.81 70.68+6.40  7626+0.69  63.15£049  69.39 +1.39
MDSEns [294] 43.85+0.31 4878 £0.19  4631+024 | 9821+0.78 53.76+1.63 69.75+1.14 4227+0.73  66.00 + 0.69
RMDS [313] 77.75+0.19  8255+0.02  80.15+0.11 79.74+249  84.89+1.10 83.65+0.51 8340046  82.92+0.42
Gram [325] 4941058 5391+1.58 51.66+0.77 | 80.71+4.15 9555+£0.60 70.79+132 46.38+1.21 73.36 + 1.08
EBO [282] 79.05+0.11 82.76+0.08 80.91+0.08 | 79.18+1.37 82.03+1.74 7835+0.83 79.52+023  79.77+0.61

OpenGAN [326] 6323 +244  68.74+£229 6598+126 | 68.14+18.8 68.40%2.15 65.84+343 69.13+7.08 67.88+7.16
GradNorm [327] 7032020 69.95+0.79  70.13+047 | 6535+1.12 7695+4.73 6458+0.13 69.69+0.17  69.14 +1.05

ReAct [283] 78.65+0.05  82.88+0.08  80.77 £0.05 7837+1.59 83.01£097 80.15+046  80.03+0.11  80.39+0.49
MLS [314] 7921 +£0.10 8290%0.05 81.05+0.07 | 7891147 81.65+149 7839+0.84 79.75+0.24  79.67 +£0.57
KLM [314] 7391025 7922+£028  76.56£0.25 7415£259  7934+£044 7577045 7570£0.24  76.24 +£0.52
VIM [284] 7221 £0.41 7776 £0.16  74.98 £0.13 81.89+1.02 83.14+3.71 8591+0.78 75.85+0.37 81.70+0.62
KNN [315] 77.02+0.25 83.34+0.16 80.18+0.15 8236+1.52 84.15+£1.09 83.66+0.83 79.43+047  82.40+0.17
DICE [298] 78.04 032  80.72+£0.30  79.38+0.23 7986189  84.22+£2.00 77.63+0.34 7833x£0.66 80.01 £0.18
RankFeat [328] 58.04+236 65.72+0.22 61.88+1.28 63.03+386  72.14+139 69.40+3.08 63.82+1.83 67.10+1.42
ASH [297] 7648030  79.92+020 7820%0.15 | 77.23+0.46 85.60+1.40 80.72+£0.70  78.76+0.16  80.58 £ 0.66
SHE [329] 78.15+0.03  79.74+£0.36  78.95+0.18 7676 £1.07  80.97+£3.98  73.64+128 7630£0.51 76.92+1.16
GEN [311] 79.38+0.04 83.25+0.13 81.31+£0.08 | 7829+2.05 8141+150 78.74+0.81 80.28 £0.27  79.68 £0.75
ExCeL [291] 78.14+0.09 83.26+0.03 80.70+0.06 | 7899+1.73 8591+£0.73 83.28+0.58 79.98+057  82.04 +0.90

Training methods without outliers
RankOOD (Ours) 78.84+£0.79 82.50+£0.39  80.67+0.40 | 84.00+2.15 87.75+1.25 82.04%£0.70 80.73+0.46  83.63 +1.06

CRAFT [290] 78.67+£0.21 83.14+0.73 80.90+0.33 | 8034+1.84 8516%1.15 8091045 81.71+£0.12 82.03+0.34
ConfBranch [312] | 68.80+0.73  7441+0.54 71.60+0.62 | 7429+444 6551807 6539+0.16 7042+0.26 68.90+1.83
G-ODIN [299] 73.04+£039 81.26+029 77.15+0.28 | 91.15+2.86 83.74+3.10 89.62+0.36 78.17+0.62  85.67 +1.58
CSI[301] 69.50+0.43  7340%0.13  71.45£027 | 51.79+£6.77 8024+180 6222+098  70.99+0.54  66.31+1.21
ARPL [330] 7338+£0.78 7650+ 1.11  7494+093 | 73.77+589 7645+1.00 6993+133 74.62+057  73.69 +1.80
MOS [331] 78.54+£0.13  8226+025 8040+0.18 | 80.68+1.65 81.59+3.81 79.92+0.57 7850+034 80.17+1.21
LogitNorm [295] 74.57+039  8237+0.24  78.47+0.31 90.69 +1.38  82.80+4.57 7237+0.67 80.25+0.61 81.53+1.26
CIDER [300] 67.55+0.60 78.65+0.35 73.10+039 | 68.14+3.98 97.17+0.34 8221+193 7443+0.64  80.49 +0.68
Training methods with outliers
OE [285] 7670 £0.19  99.89+0.02 88.30+0.10 | 80.68+582 8437+134 82.18+0.68 7839+041 81.41+1.49
MCD [286] 7540+£046  7875+£021 77.07+£032 | 6825+1.99 7592+0.37 77.07+0.76  77.65+0.09 7472 +0.78
UDG [287] 75.15+0.15  80.90+0.21  78.02+0.10 | 83.88+£5.98 7980+1.61 7557+080 79.11%0.17 79.59 +1.77
MixOE [288] 78.17+029  83.73+0.12 80.95+0.20 | 76.06+552  7228+0.81 77.34+091 79.92+030 7640+ 1.44
Example 01

Given that 7° = [0,1,3,2] and Ref® = [25,15, —15, —30)
When predicted logit z = [15,7, —1, —3]

Therefore; ¢ =0, 7 =77 = [0,1,2,3]

Assume q; = 1and 4 = 1.1

T2
6ﬂ8 =6y =1.12, 5743 =6 =11

1
6 5=05=11° 6 ,=6,=11
15 o7 -3 -1
= -2 -1 15), (—
U=[( e 5),((1.1)2 5),((1.1)2 +15), (77 +30)]

RankOOD Score = —96.57

Example 02

Given that 7° = [0,1,3,2] and Re f° = [25,15, —15, —30]
When predicted logitz = [27,7,—10, -1

Therefore; ¢ =0, n° =%, 7=10,1,3,2]

Assume q; = 1and y=11

Since # =7, §=~"=1vie|0,...,3

U = [(27 — 25), (7 — 15), (—1 + 15), (—10 + 30)]

RankOOD Score = 28

Figure C.2: Toy RankOOD-S computation for a four-class problem.
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C. RANKOOD

Table C.8: FPR95 (% |) of various methods for different OOD datasets when CIFAR-10 is ID.
For each column, the top five methods are marked in bold. RankOOD ranks within the top five
methods in two out of three near-OOD detection scenarios.

Method Near OOD Far OOD

CIFAR-100 TIN Average MNIST SVHN Textures Places365 Average
Post-hoc inference methods

OpenMax [289] 48.06 £3.25  39.18+1.44  43.62+2.27 2333+4.67 2540+147 31.50+4.05 3852+227 29.69+1.21

MSP [278] 53.08 +£4.86  43.27+3.00 48.17+3.92 | 23.64+5.81 2582+ 1.64 3496+4.64 4247+381 31.72+1.84
TempScale [281] 55.81+5.07 46.11£3.63 5096+432 | 2353+£7.05 2697+265 3816589 4527+4.50 33.48+£239
ODIN [324] 77.00+574  7538+6.42  76.19 £6.08 2383+123 68.61+£0.52 67.70+x11.1  7036+£6.96  57.62+4.24
MDS [294] 52.81+£3.62  46.99+436 49.90+3.98 2730+£3.55  2596+252  27.94+420 47.67+4.54  32.22+3.40
MDSEns [294] 91.87+0.10  92.66+042  92.26 £0.20 1.30 £ 0.51 7434+1.04  76.07£0.17 9416033  61.47£0.48
RMDS [313] 43.86+349 3391%139 38.89+239 | 2149+£232 2346+148 2525+0.53 31.20+0.28 2535+0.73
Gram [325] 91.68+2.24  90.06+1.59  90.87+1.91 7030+£8.96 3391174  94.64+2.71 90.49+193  72.34+6.73
EBO [282] 66.60 £4.46  56.08+4.83  61.34+4.63 2499+129  35.12+£6.11 51.82+6.11 5485+6.52  41.69 £5.32

OpenGAN [326] 94.84+3.83  94.11+4.21 94.48 +4.01 7954 +19.7  7527+269 83.95+149 9532+445 83.52+11.6
GradNorm [327] 94.54 +1.11 94.89+0.60 94.72+0.82 | 8541+485 91.65+242 98.09+049 9246+228 91.90+2.23

ReAct [283] 67.40+734  59.71 £7.31 63.56 +7.33 3377+18.0 50.23+£159 5142114  4420£3.35 4490+8.37
MLS [314] 66.59 +4.44  56.06+4.82 61.32+4.62 | 2506+129 3509+£6.09 51.73+£6.13 5484+6.51  41.68 £5.27
KLM [314] 90.55+583  85.18+7.60 87.86+6.37 | 76.22+12.1 5947+7.06 81.95+9.95 9558+£2.12  7831+484
VIM [284] 49.19+3.15 4049%1.55 44.84+231 18.36 £ 1.42 19.29 £0.41 21.14+1.83  41.43+217  25.05+0.52
KNN [315] 37.64 £0.31 30.37+0.65  34.01 £0.38 20.05+1.36  22.60+1.26 24.06+0.55 3038+0.63 2427 +0.40
DICE [298] 7371+£7.67 6637+7.68 70.04+7.64 | 3083105 36.61+474 6242+479 77.19+12.6 51.76+4.42
RankFeat [328] 6532+348 5644+576 6088+4.60 | 61.86+12.8 64.49+738 59.71+£9.79 4370+739 57.44+7.99
ASH [297] 87.31+£2.06 86.25+1.58 86.78+1.82 | 70.00+10.6 83.64+6.48 84.59+1.74 77.89+728  79.03+4.22
SHE [329] 81.00£3.42  7830£3.52 79.65+3.47 | 4222+20.6 62.74+4.01 84.60£5.30 76.36+532 6648 +£598
GEN [311] 58.75+3.97  48.59+234  53.67+3.14 | 23.00+7.75 28.14%259  40.74+6.61 47.03+322 3473+1.58
ExCeL [291] 71.16 134  6142+026 66.55+0.43 1546 £1.89  31.78+£3.65 53.67+2.19 5509+1.12  40.03+0.84

Training methods without outliers
RankOOD (Ours) 3542+0.65 28.01+141 31.72+0.67 17.18 £4.09  15.75+3.20 22.66+539  2827+083  20.96+2.55

CRAFT [290] 36.61+£293  27.28+0.09 3194+ 141 17.13£0.99 1458 +4.62 20.78+0.04 2512+0.15 19.40 +0.88
ConfBranch [312] | 34.44+0.81 28.11+£0.61 31.28+0.66 | 15.79+2.00 14.06+0.84 2724+132 28.85+1.03 21.48+0.94
G-ODIN [299] 48.86 £291  4221+2.18  4554+2.52 4.53 £2.08 10.72+£0.88  2727+6.73 4330+3.57 2145+191
CSI[301] 37.57+0.89  29.74+042  33.66+0.64 | 24.41£1.57 1756 £0.12  2895+£1.33 3476+152 2642+0.29
ARPL [330] 4338+037 37.28+1.21 40.33+0.70 | 21.49+2.03 3568+348 3519+1.79 3721+080 32.39+0.74
MOS [331] 7938 +5.06 78.05+6.69  78.72+5.86 | 6595+17.5 57.79+579  76.78+3.86 51.09+1.33  62.90+6.62
LogitNorm [295] 3437130 24.30+0.54  29.34+0.81 3.93+1.99 8.33+1.78 21.94+0.85 21.04+0.71 13.81£0.20
CIDER [300] 35.60+0.78 28.61+1.10 32.11+0.94 | 24.76+2.82 8.04 + 0.43 25.05+329 25.03+1.36  20.72+0.85
Training methods with outliers
OE [285] 36.71 £2.06 297 +1.17 19.84 £0.95 | 24.67+2.55 1.25 +0.36 12.07 £2.14 1453+2.80 13.13+0.53
MCD [286] 3436+0.37 2598+044 30.17+0.06 | 62.11+11.8 19.43+£593  2251+£5.16 2410+1.58 32.03+4.21
UDG [287] 40.75+£0.69  29.93+1.27 3534%0.95 16.61 £5.14 1739+7.87 19.70+1.89 27.70+1.80  20.35+2.41
MixOE [288] 58.29+825 44.62+7.57 51454778 | 3828+134  2036+399 33.19+428 4354+495 3384+477
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Table C.9: AUROC (% 1) of various methods for different OOD datasets when CIFAR-10 is
ID. For each column, the top five methods are marked in bold. RankOOD achieves on par
performance compared to CRAFT, a class rank based method.

Method Near OOD Far OOD
CIFAR-100 TIN Average MNIST SVHN Textures Places365 Average
Post-hoc inference methods

OpenMax [289] 86.91 £0.31 88.32+0.28 87.62+0.29 | 90.50+0.44 89.77+045 89.58+0.60 88.63+0.28  89.62+0.19
MSP [278] 87.19+033 88.87+0.19 88.03+0.25 92.63+1.57 91.46+040 89.89+0.71 88.92+0.47  90.73+0.43
TempScale [281] 87.17+0.40  89.00+£0.23  88.09 +0.31 93.11+1.77 91.66+0.52 90.01 £0.74  89.11+£0.52  90.97 £0.52
ODIN [324] 82.18+1.87 83.55+1.84 82.87+1.85 9524+196 84.58+0.77 86.94+226 85.07+1.24 87.96+0.61
MDS [294] 83.59+£227  84.81+£2.53  8420+240 | 90.10+241 91.18£0.47  92.69+1.06 8490+254  89.72+1.36
MDSEns [294] 61.29+0.23 59.57+£0.53 6043+026 | 99.17+041 66.56+0.58 77.40+£0.28 5247+0.15 73.90+0.27
RMDS [313] 88.83+0.35 90.76 £0.27  89.80+0.28 9322+080 91.84+0.26 9223+023 91.51+0.11 92.20+0.21
Gram [325] 5833+4.49  5898+5.19 58.66+483 | 72.64+234 91.52+445 62.34+827 60.44+3.41 7173 £3.20
EBO [282] 8636 £0.58  88.80+0.36 87.58+046 | 9432+253 91.79+098 89.47+0.70 89.25+0.78 91.21£0.92

OpenGAN [326] 52.81+7.69  54.62+7.68  53.71 +7.68 56.14 +£24.1 52.81+27.6  56.14+183 5334579 54.61%155
GradNorm [327] 5443+1.59  5537+041 54.90 +0.98 63.72+7.37 5391636 52.07+£4.09 60.50+533  57.55+3.22

ReAct [283] 8593+0.83 83.29+044  87.11+0.61 9281+3.03 89.12+£3.19 8938+1.49 9035+0.78  90.42+1.41
MLS [314] 86.31+0.59 88.72+£0.36  87.52+047 | 94.15+248 91.69+094  89.41+0.71 89.14+£0.76  91.10+0.89
KLM [314] 77.89+£0.75 8049+085 79.19+0.80 | 85.00+2.04 8499+1.18 8235+0.33 7837+033  82.68+0.21
VIM [284] 87.75+028  89.62+0.33  88.68 +0.28 9476 £0.38 9450048 9515+0.34 89.49+0.39 93.48+0.24
KNN [315] 89.73+0.14 91.56+0.26  90.64+0.20 | 9426+0.38 92.67+030 93.16+0.24 91.77+£0.23 9296 +0.14
DICE [298] 7701 +£0.88  79.67£087  7834x0.79 | 9037597 90.02+1.77 81.86%£235 74.67+498  8423+1.89
RankFeat [328] 7798 +224  8094+£280 79.46+252 | 7587+£522 68.15+744 7346+649 8599+3.04 7587+5.06
ASH [297] 74.11+£155 7644 +0.61 7527+1.04 | 83.16+4.66 7346+6.41 7745+£239 79.89+3.69 7849 +2.58
SHE [329] 80.31£0.69 8276043  81.54+0.51 90.43+4.776  86.38+1.32 8157121 82.89£1.22 8532+143
GEN [311] 87.21+036  89.20+£0.25 8820+0.30 | 93.83+2.14 91.97+0.66 90.14+0.76 89.46+0.65 91.35+0.69
ExCeL [291] 8531+0.26 8848+0.19 86.89+023 | 9587045 9140+143 89.66+0.64  89.84+0.41 91.69 +0.18

Training methods without outliers
RankOOD (Ours) 89.11+0.24  9132+0.58 9021041 | 9395+£223 9470+£1.03 92.63+153 91.51+0.36  93.19+0.84

CRAFT [290] 90.18 +0.14  92.04+0.06 91.11+0.04 | 9459+0.02 9494+1.10 93.46+0.29 92.77+0.10  93.94+0.20
ConfBranch [312] | 88.91+0.25 90.77+0.25 89.84+0.24 | 9449+0.77 9542+0.35 91.10+041 90.39+040 92.85+0.29
G-ODIN [299] 88.14+0.60  90.09+0.54 89.12+0.57 | 98.95+0.53 9776 +0.14 95.02+1.10 90.31+0.65 95.51+0.31
CSI[301] 88.16+0.16  90.87+0.23  89.51£0.19 | 9255+1.15 9518+045 90.71+0.44  89.56 +0.51 92.00 + 0.30
ARPL [330] 86.76 £0.16  88.12+0.14  87.44+0.15 | 92.62+0.88 87.69+0.97 8857+043 8839+0.16 89.31+0.32
MOS [331] 7057 +£3.04  7234+3.16 7145+£3.09 | 7481£10.1 73.66+9.14  70.35%3.11 86.81+1.85 76.41+593
LogitNorm [295] 90.95+0.22 93.70+£0.06 92.33+0.08 | 99.14+0.45 9825+041 94.77+£043 9479+0.16 96.74 = 0.06
CIDER [300] 89.47+0.19 91.94%0.19 90.71+0.16 | 9330+1.08 98.06+0.07 93.71+039 93.77+0.68 94.71 + 0.36
Training methods with outliers
OE [285] 90.54+0.53 99.11+0.34 94.82+0.21 | 90.22+131 99.60 £0.14 97.58+0.27 96.58+0.70  96.00 + 0.13
MCD [286] 89.88+0.07 92.18+0.18 91.03+0.12 | 84.22+2.10 93.76+230 9335130 92.66+0.36 91.00+1.10
UDG [287] 88.62+0.32 9120+0.20 8991025 | 95.81£1.52 9455+227 93.92+0.44 91.97+041 94.06 + 0.90
MixOE [288] 8747+097 90.00+0.73  88.73+0.82 | 91.66+2.21 9382+127 91.84+051 90.38+0.55 91.93+0.69
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Figure C.3: CIFAR-10 Conditional probability ggatrix (CP) of rank position 1 given that all prior
ranks have been correctly predicted
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