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Abstract

Recent advancements in the Dynamic-Committee Proactive Secret Sharing
(DPSS) protocol have introduced mechanisms for periodically refreshing
shares and dynamically changing the parties holding them. DPSS is partic-
ularly relevant in modern applications such as blockchain systems, where
committees are responsible for managing confidential information, and de-
centralised storage networks, where participant involvement is inherently
dynamic. Despite its potential, DPSS faces significant challenges, particu-
larly its high communication complexity of O(n3¢ + An®) when refreshing

data, which becomes a bottleneck when dealing with large-scale data.

In this work, we address these challenges by introducing the concept of
Dynamic-Committee Proactive Information Dispersal (DPID), a novel ap-
proach that can be viewed as a relaxed version of DPSS without the con-
fidentiality requirement. We provide a formal model for DPID and con-
struct practical schemes that achieve substantially reduced communication
complexity to O(¢ + An?). To bridge the gap between DPID and DPSS,
we also present a general framework for compiling DPID into DPSS, pre-
serving efficiency while reintroducing confidentiality. By integrating our
DPID construction, we achieve the first DPSS scheme that is optimized for
large-scale data, offering dramatically lower communication overhead. We
validate the efficiency and scalability of our approach through comprehen-
sive experiments, which demonstrate clear improvements over state-of-the-
art methods. Our work not only advances the theoretical understanding of
proactive information dispersal but also provides a practical foundation for
deploying DPSS in real-world systems.
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CHAPTER 1

Introduction

1.1 Evolution and Challenge of Data Storage

History of Data Storage. The evolution of data storage reflects human-
ity’s continuous effort to preserve and access information efficiently. From
ancient clay tablets to modern digital systems, each technological advance-
ment has transformed our ability to manage and transmit information. Early
civilisations relied on physical media such as stone carvings, clay tablets
and papyrus scrolls. While these physical media are revolutionary for their
time, they were heavily limited by their susceptibility to environmental
damage and the labour-intensive nature of reproduction. Later, the invention
of paper, which can be used as a durable and scalable medium for recording
information, marked a pivotal moment in ancient China. This innovation
spread across Asia and Europe, culminating in Johannes Gutenberg’s print-
ing press in the 15" century, which democratised access to knowledge by
enabling the mass production of books and documents. These developments
laid the solid foundation for the modern era of information storage, setting

the stage for the digital revolution.

The 20™ century witnessed the advent of electronic data storage, a signif-
icant leap that redefined how information could be stored, accessed and

manipulated with superb usability. Magnetic tape storage, introduced in
1



the 1950s, provided a more reliable and efficient alternative to the tradi-
tional paper-based storage systems. Over the following decades, data stor-
age technology evolved rapidly, transitioning from magnetic tapes to floppy
disks and eventually to hard drives. Each iteration offered greater capac-
ity, durability and accessibility to the data storage. These advancements in
storage coincided with the rise of personal computing in the 1980s, bring-
ing powerful data storage capabilities to individuals and small businesses.
The ability to easily store and retrieve digital information revolutionised all
industries, enabling new forms of communication and collaboration. How-
ever, the decisive change came in the early 21% century with the emergence

of cloud computing and centralised storage solutions. [4,16,39]

1.1.1 From Centralised Storage to Decentralised Storage

Centralised Cloud Storage. Cloud storage, pioneered by platforms such
as Amazon Web Services [39], Microsoft Azure [4] and Google Cloud [16],
fundamentally altered the landscape of data storage and management. By
offering virtually unlimited storage capacity on demand, cloud storage elim-
inates the need for costly on-premise physical infrastructure, such as data
centres, with unprecedented flexibility. Organisations could now scale their
storage resources dynamically, adapting to fluctuating demands without the
constraints of traditional hardware storage. This shift not only reduced op-
erational costs but also enabled businesses to focus more on the actual busi-
ness logic, rather than setting up the data storage infrastructure from scratch.
The global accessibility of cloud storage further redefined team collabora-
tion, facilitating seamless knowledge sharing across geographic boundaries.
Whether it is a multinational corporation coordinating across continents or
a remote team working on a shared project, cloud storage has become the
backbone of modern team collaboration, breaking down barriers of time and

space.



Moreover, the pay-as-you-go model democratised access to enterprise-level
storage, allowing individuals, small businesses and startups to compete on
the same playing field with larger corporations. This economic model low-
ered the barrier to entry for emerging companies, fostering real innova-
tion and levelling the competitive landscape. The distributed architecture
of cloud systems, with data replicated across multiple geographic loca-
tions, enhances both availability and fault-tolerant capabilities. By ensuring
proper redundancy and fail-over mechanisms, cloud providers minimise the
risk of data loss due to hardware failures, natural disasters or any other dis-
ruptions. Such reliability has rendered cloud storage indispensable for both
businesses and individuals, providing assurance in an increasingly data-

driven world.

Security Concerns. However, the rise of cloud storage also brought secu-
rity issues to the forefront of public consciousness like never before. As or-
ganisations began migrating their sensitive business data, such as customer
data, to the cloud, concerns about potential data breaches, unauthorised ac-
cess and cyberattacks emerged. For the first time, security was no longer a
concern limited to IT departments or specialised industries only. Instead, it

became a critical issue affecting businesses, governments and individuals.

Recognising this, cloud storage providers have significantly invested in proper
security measures to tackle these challenges. For instance, Amazon Web
Services [39] introduced robust encryption protocols for data at rest and in
transit, ensuring that sensitive information remains protected from unautho-
rised access. Microsoft Azure [4] implemented advanced identity and ac-
cess management systems like Managed Identity, allowing organisations to
regulate access to their data by assigning distinct permission tiers. Google
Cloud [16], meanwhile, integrated machine learning-driven threat detection

systems to identify and mitigate potential security risks in real-time.



These efforts by cloud providers have not only improved the security of
their platforms and customer data but also raised the bar for the entire
network security industry. Modern security methods such as multi-factor
authentication, end-to-end encryption and zero-trust security models have
become standard security features, reflecting the growing importance of se-
curity in the design and operation of cloud data storage systems. Further-
more, compliance with international security standards, such as GDPR [34]
and ISO 27001 [21], has become a key selling point for cloud providers, as
organisations increasingly prioritise regulatory compliance alongside data

protection.

Despite the significant efforts made by cloud storage providers to enhance
security and usability, the centralised nature of these systems continues to
present critical challenges. One of the most concerning issues is the vul-
nerability of service outages. When a centralised cloud service experiences
downtime due to technical failures, cyberattacks or natural disasters, cus-
tomer data becomes unavailable to the users. High-profile incidents, such as
the 2017 Amazon S3 outage [38] that disrupted countless websites and ser-
vices, have highlighted the risks of a single point of failure. For businesses,
such disruptions can result in significant financial losses, operational delays
and damage to their reputation. For individual users, the consequence may
be losing access to critical personal files, photos and confidential secrets at
crucial moments. This dependency on centralised systems undermines the
data availability that cloud storage promises as a key feature, exposing users

to unforeseen risks.

Another pressing concern is the lack of transparency and control over data
privacy. While cloud providers assert that they employ encryption and secu-
rity protocols, users have no choice but to ultimately trust these companies
to safeguard their data. However, this trust is not always well-placed. Cen-

tralised storage systems inherently grant providers full access to users’ data,



whether it is for maintenance, data analytics, or any other purposes. This
raises the unsettling possibility that sensitive data could be accessed, anal-
ysed, or even exploited without users’ knowledge or consent. For instance,
in 2019, it was revealed that a major cloud provider had allowed employees
to review audio recordings from voice assistant devices [41], intentionally
to improve service quality. Such incidents have fuelled scepticism about the
potential privacy breaches of data stored in centralised systems, particularly
as cloud providers increasingly monetise user data through Al learning, tar-

geted advertising and other business models.

Moreover, the centralised architecture of cloud storage creates a single point
of control, which can be exploited for censorship or surveillance. Govern-
ments and other entities can pressure cloud providers to hand over sensitive
user data or restrict access to certain information, often without the knowl-
edge or consent of the affected users. This centralisation of power contra-
dicts the principles of data sovereignty and user privacy, raising ethical and
legal questions about who truly owns and controls digital data. For busi-
nesses operating in highly regulated industries or regions with strict data
privacy laws, this lack of control can pose significant compliance and finan-

cial risks.

Decentralised Storage. These limitations have, in turn, spurred growing
interest in decentralised storage solutions, which aim to address the short-
comings of centralised systems while maintaining the security and usability
that users expect from storage systems. Decentralised storage systems are
built on a distributed architecture that fundamentally redefines how digital

data is stored, managed and accessed.

Unlike traditional centralised storage models, which rely on a single or a
few servers, decentralised storage leverages a large network of nodes to
distribute data across multiple locations. This architecture inherently elim-
inates single points of failure, enhancing both reliability and fault tolerance

5



of the storage system. Key technologies underpinning decentralised storage
include distributed hash tables, peer-to-peer networks and modern crypto-

graphic protocols.

Secret Sharing. As a cryptographic technique, secret sharing plays a cru-
cial role in enhancing data security and redundancy in decentralised sys-
tems. By splitting data into multiple shares and distributing them across
different nodes, secret sharing ensures that no single node possesses com-
plete data anymore, safeguarding data confidentiality and integrity. This
approach also allows for data recovery even if some shares are lost or com-
promised, further strengthening the resilience of storage systems. For in-
stance, systems like InterPlanetary File System [28] and Filecoin [29] utilise
distributed hash tables to efficiently locate and retrieve data across a decen-
tralised network, while Storj [30] employs peer-to-peer protocols to ensure
seamless data transfer between nodes. These new technologies, combined
with secret sharing, collectively enable decentralised storage systems to
achieve high data availability, scalability and resilience against unforeseen
network disruptions. The integration of proper secret sharing not only en-
hances security but also contributes to the overall robustness of the storage
infrastructure, rendering it well-suited for applications requiring high levels

of data protection and fault tolerance.

1.1.2 Secure Decentralised Storage in Asynchronous

Networks with Dynamic Nodes

Decentralised storage systems are increasingly deployed in asynchronous
networks where participating nodes may frequently join or leave. Ensuring
secure and efficient storage under such conditions is critical for applications
ranging from blockchain-based storage networks to distributed cloud infras-
tructures. However, current approaches struggle to provide both confiden-

tiality and scalability under these settings. In particular, existing distributed
6



secret sharing protocols incur high communication costs, which become
prohibitive for large data inputs or frequent reconfigurations. This section
explores the design of a secure, decentralised storage protocol that accom-
modates dynamic node participation in asynchronous networks, while re-
ducing communication complexity and maintaining strong confidentiality

guarantees.

Asynchronous Network. In decentralised storage systems, asynchronous
network communication is a fundamental characteristic that allows nodes
to operate independently without requiring real-time coordination. Unlike
synchronous networks, where nodes must adhere to a strict timing sched-
ule, asynchronous networks tolerate variable message delivery times and
node responsiveness. This flexibility is particularly advantageous in de-
centralised environments, where nodes may experience varying levels of
latency, bandwidth, or even temporary disconnections. Asynchronous com-
munication ensures that the system remains operational and can continue
processing data requests even under suboptimal network conditions [33].
This property is critical for maintaining the availability, robustness and scal-
ability of decentralised storage systems, as it allows them to function effec-

tively across geographically distributed networks.

Dynamic Nodes. As decentralised storage systems gain traction, especially
in distributed cloud services, the demand for dynamic and secure data man-
agement becomes increasingly critical. In distributed cloud services, some
cloud service providers can go offline or close down and for others to join.
Thus, we hope the cloud service providers and their storage nodes can
change on a regular basis due to practical concerns. For example, in a de-
centralised network, nodes may join or leave the system unpredictably, re-
quiring mechanisms to redistribute data shares dynamically. However, cryp-
tographic keys used to secure data may become vulnerable over time due

to advances in computing power or cryptographic attacks. Moreover, the



adversary may progressively compromise an increasing number of nodes.
These challenges highlight the need for innovative approaches that combine
the robustness of decentralised storage with advanced security and dynamic

management capabilities.

In this dissertation, we consider a dynamic committee with node changes.
In particular, we formalise the lifetime of the system as a sequence of dis-
crete epochs, and for every epoch e, a group of selected nodes (called the
committee) will store the data fragment. The participating nodes of differ-
ent epochs could be different to support a dynamic committee. Besides, the
adversary can corrupt different nodes in different epochs, referred to as a
mobile adversary setting. Although the adversary may eventually compro-
mise every node over the system’s lifetime, it cannot control more than f
committee members in any single epoch, where f is the maximum number

of nodes that may become faulty during execution.

Dynamic-Committee Proactive Secret Sharing. One important primi-
tive that supports both asynchronous networks and dynamic nodes is called
Dynamic-Committee Proactive Secret Sharing (DPSS), which is a variant
of secret sharing. DPSS has been widely studied and deployed in distributed
systems and blockchain applications. [11,36,45-47].

In a DPSS, there is a dealer or data owner, who first distributes shares of a
secret message S to a node committee, which consists of a set of n nodes.
And at most f of these nodes, where n > 3f + 1, can be Byzantine nodes.
Byzantine nodes here are nodes that may deviate from the protocol in arbi-
trary or malicious ways by sending conflicting or tampered messages. There
is also a reconstruction procedure, in which anyone, sometimes referred to

as a client, contacts nodes to reconstruct the original secret .S.

As we expect a dynamic environment where the nodes that store shares

may be periodically changed, DPSS goes beyond traditional secret-sharing



and has an extra complex Refresh phase, sometimes called Handoff phase,
which occurs when nodes of epoch e — 1 transfer their shares to nodes
in a different committee for epoch e. Furthermore, for technical reasons,
DPSS also has a stronger termination requirement that if some honest node
terminates with a valid share, then all honest nodes can also terminate with

some valid share.

Typical applications of DPSS include distributed systems or fault-tolerant
consensus reconfiguration, where secrets are periodically reshared to ac-
commodate changes in the committee. A prime application lies in the dis-
tributed storage system, which has been a standard research topic, usually
focused on in-house data centres. With the rise of blockchain technology,
however, these applications have extended to open and permissionless envi-
ronments. In particular, multiple real-world decentralised storage networks
such as Filecoin [29] have emerged. In such systems, storage nodes are
dynamic and may continuously change, making DPSS indispensable for

ensuring secure reconfiguration and long-term reliability.

1.1.3 Efficiency Bottleneck in DPSS

In this dissertation, we denote ¢ as the size of the secret, A as a computa-
tional security parameter, e.g., the size of a digital signature, and O(n) as
the size of every committee. All existing DPSS have at least a cubic cost
in the communication complexity (O(n®¢ + n>))) and quadratic storage

complexity (O(n?¢ + n?X)) in the Refresh phase. See Table.1.1.

Clearly, the total size of the distributed storage is substantial, and when se-
crets must be re-distributed, often in batches, the storage requirements grow
even larger. Consequently, the n®¢ term in the communication complexity
becomes prohibitive for any moderately sized network, especially since the

Refresh phase may need to be executed repeatedly. Such overhead renders
9



TABLE 1.1. Comparison for performance metrics of DPSS Refresh

Protocol Network | Tolerance | Dynamic C‘.Jm.mfnzlcatmn Complexity Trusted
Optimistic Worst Setup

Herzberg et al. [26] Sync n/2 No O(n® 4 In®) O(n3 4 In?) No
Desmedt et al. [19] Sync n/2 Yes O(n*l 4 In?) — No
Wong et al. [44] Sync n/2 Yes O(exp(nf+ An)) | O(exp(nl + An)) No
Baron et al. [5] Sync (1/2—¢€)n Yes O(n3L + xn?) O(n3 4 wn?) No
CHURP [32] Sync n/2 Yes O(n*l + In?) Om30 + an?) Yes
Goyal et al. [22] Sync n/2 Yes O(n* 4 In?) O(n3 4 xn?) Yes
Schultz-MPSS [37] | P-Sync n/3 Yes O(n'l + An") O(n*0 + Mn%) No
COBRA [43] P-Sync n/3 Yes O(n® + An?) O(n* + Mn%) No
Cachin et al. [11] Async n/3 No O(n*C + In?) O(n*0 + An") Yes
Zhou et al. [47] Async n/3 Yes O(exp(nf 4+ An)) | O(exp(nf + An)) No
Shanrang [45] Async n/4 Yes O(n®*lognl) O(n'0) Yes
Y-VSS [36] Async n/2 Yes O(n*l + xn") O(n™0 + An™) No
Long Live [46]" Async n/3 Yes O(n®l + An?) O(n’f + Mn?) No
DPIDO+ [46] Async n/3 Yes O(nl 4 An®) O(nl 4 In®) No
DPID1+ [46] Async n/3 Yes O(kl + An®) O(rl + Xn®) No
DPID2+ [46] Async n/3 Yes Ol 4+ \n®) O(rl + In®) No

*Optimistic case means that all nodes are honest, and all messages will not be delayed.
SDesmedt et al. [19] doesn’t support Byzantine setting. T the state-of-the-art DPSS.

confidential fault-tolerant storage with a dynamic committee impractical,

due to its excessive communication and storage costs.

Thus, reducing DPSS’s communication and storage overhead while pre-
serving its strong confidentiality and availability guarantees is of great im-
portance. In this dissertation, we explore integrating the Asynchronous Ver-
ifiable Information Dispersal (AVID) protocol into the DPSS. AVID can re-
place the costly Refresh phase with an erasure-coded, proof-driven pipeline

that naturally fits fully asynchronous, dynamic-committee environments.

Asynchronous Verifiable Information Dispersal. AVID is a decentralised
storage primitive that uses erasure coding and non-interactive cryptographic
proofs to split a large input into compact fragments. Each committee mem-
ber can verify the integrity of its fragment without synchronous rounds, and
the original data can be reconstructed from any subset of sufficiently many
fragments, even if some nodes are Byzantine. In contrast to existing DPSS
schemes that rely on computationally intensive cryptographic primitives,
AVID incurs minimal processing overhead and achieves significantly lower

communication complexity.

10



However, AVID by itself does not provide secrecy property, as an adver-
sary who collects enough fragments can recover the underlying data. By
contrast, DPSS offers proactive confidentiality over the secret message. As
long as an adversary corrupts at most f nodes in each epoch, they learn

nothing about the secret throughout its lifetime.

The principal challenge is to integrate AVID into DPSS’s Refresh phase in a
way that preserves DPSS’s secrecy guarantees and closes the confidential-
ity gap, especially under the same fully asynchronous dynamic-committee,

Byzantine setting.

Hence, a natural question we will be tackling in this dissertation is:

Can we leverage AVID to reduce the communication complexity of DPSS

for large data inputs, while upholding its confidentiality guarantees?

1.2 Our Contributions

We answer the aforementioned question affirmatively. For the first time,
we propose three Asynchronous Dynamic-Committee Proactive Informa-
tion Dispersal (DPID) protocols, denoted as DPIDO, DPID1 and DPID2,

respectively.

In comparison to DPSS, the DPID protocols lack the secrecy property. To
overcome this limitation and uphold confidentiality guarantees, we adopt
the hybrid encryption paradigm. For large data objects, the dealer first en-
crypts the plaintext with a symmetric key. The symmetric key is then dis-

persed using DPSS, while the resulting ciphertext is distributed via DPID.

We now provide a more detailed explanation of our approach.

Better DPSS Constructions. We propose three new constructions of DPSS,

with communication complexities of O(nf+n*\), O(kl+n*)) and O(¢ +
11



n3)\) in its optimistic case, respectively. When ¢ is moderately large, the
dominating term in the complexity is /. Consequently, our new construc-
tions significantly enhance the efficiency of DPSS. We summarise all exist-

ing DPSS constructions, including ours, in Table 1.1.

New Techniques for Constructing Better DPSS. As a major technical
building block, we formulate a new primitive called Dynamic Commit-
tee Information Dispersal (DPID), the information dispersal analog with
dynamic committee and asynchronous network, which is basically DPSS
without secrecy property. Meanwhile, in information dispersal, any two
clients can always recover the same data. However, in DPID, we need an
additional property compared with information dispersal, that is, the re-
covered data is also the same for any subsequent epochs. We also present

efficient constructions that satisfy this property.

Firstly, we present DPID0 based on ACVID. As a basic version of DPID,
which is extremely simple, it doesn’t need any trusted setup or consistent
views, such as common coin or consensus. We note that DPSS at least needs
a common coin, binary Byzantine agreement (ABA) or multi-valued vali-
dated Byzantine agreement (MVBA). We consider the witness of auxiliary
information to include signatures of the old committee member, whose size
equals the auxiliary information as O(n\). Hence, the size of the message
from an old committee member is O(¢/f + n)), and the communication
complexity of DPID0 is O(nf + n?)). For simplicity, when discussing the
communication complexity of DPID, we only consider the cost during the
Refresh phase. Jumping ahead, this does not influence the final complex-
ity of DPSS. Besides, we noted that for "yoso" security [36], where the
old committee member sends only one message during Refresh, our DPID0
does not need a trusted setup and any consensus, at the same time satisfies

"yoso" security.
12



We also have an easy improvement DPID1 built on DPIDO0. Essentially, we
select a subcommittee from the nodes in the new committee, ensuring that
the majority of its members are honest with high probability. We choose
an honest majority subcommittee with size x from the new committee with
high probability, in this case, the communication complexity of DPID1 will
then be proportional to n when ¢ > n?)\, and the communication complexity
of DPID1is O(kl + /s)\nQ). As the introduction elaborates, the term related

to data size is the dominant cost for a storage system.

Moreover, to minimise communication overhead, we design DPID2, where
all committee members in epoch e are assumed to be honest. By replac-
ing the subcommittee in DPID1 with a single node, the refresh protocol
would now rely on a single node instead of x nodes to reduce the commu-
nication complexity to O(¢ + An?) by a factor of k. After the dispersal
phase in the first epoch, all fragments are fixed, ensuring that the fragments
and auxiliary information in each subsequent epoch remain the same and
originate from the same input. In DPID2, the optimistic communication
complexity is constant when ¢ > An>. In an optimistic epoch, where all
nodes are honest and the network operates synchronously, DPID2 achieves
a fast path with communication complexity of only O(¢ + An?). Even in
the worst case, the protocol maintains security, with communication com-
plexity O(kf+ xn?\) when reverting back to DPID1. It effectively reduces

the prior O(n3¢) overhead to a quadratic dependency on n itself.

The performance of our DPID protocols is listed in Table 1.2. As we
briefly elaborated above, the DPID is the core building block of DPSS
with large data input. As shown in Table 1.1, the communication com-
plexity has a huge improvement over the state-of-the-art. Lastly, special
care is needed for constructing DPID, including avoiding the computation-
ally heavy generic NIZKs; and subtleties exist when compiling DPID to a

DPSS. See discussions below.

13



TABLE 1.2. Performance metrics of DPID

Communciation Complexity Trusted
Optimistic™ Worst Setup
DPIDO | O(nf+An?) | O+ In?) No
DPID1 | O(kf 4 kAn?) | O(kl 4 kAn?) No
DPID2 | O£+ An?) | O(kl+ kAn?) No

Protocol

*Optimistic case means all nodes are honest and all messages have no delay
Implementation and Extensive Evaluations. We implemented our DPID
and DPSS protocols and carried out extensive evaluations, and compared
them with the state-of-the-art DPSS protocol LongLive DPSS [46]. Both
our DPSS0 and DPSS2 clearly outperform LongLive DPSS consistently.

1.3 Technical Overview

As briefly mentioned earlier, the most critical component of our work is
DPID. This protocol not only enables our final DPSS constructions but
may also be directly applicable in distributed storage settings, where users
may be willing to trade privacy for efficiency when dealing with a large
volume of non-sensitive data. However, even for DPID, the refresh phase

in the asynchronous setting introduces significant complexity.

DPID represents the first asynchronous dynamic committee information
dispersal protocol. While DPSS can serve a similar purpose, DPID dis-
tinguishes itself by handling several technical challenges differently. To
draw an analogy, DPID is somewhat akin to AVID and AVSS. However, if
we temporarily set aside the requirement for secrecy, our goal is to achieve
low communication complexity, in contrast to the higher complexity asso-
ciated with DPSS. Below, we provide further details on this distinction and
the technical innovations behind DPID. Additionally, we elaborate on the

challenges and the techniques we employ to address them.

Information Dispersal. Decentralised storage systems have been a clas-

sical topic and recently attracted renewed attention due to the popularity
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of blockchain. The model of this problem is that the dealer stores some
data among a set of n nodes, which can be later recovered by anyone, often
called a client, by contacting a sufficient number of nodes, where at most f
nodes are Byzantine [3]. An adversary can control these Byzantine nodes
during the epoch e. The basic requirement is that if any two honest clients
try to recover, they can always recover the same data. Additionally, if the
dealer is honest, then the recovered data must be the dealer’s original input

data.

A straightforward solution would involve each node storing the entire dataset,
enabling the recovery dealer to output the data upon receiving identical con-
tributions from n — f nodes. However, this approach is clearly impractical,
as nodes do not need to store the entire dataset, especially in a blockchain

context where storage efficiency is critical, especially for large input data.

As a result, information dispersal is an innovative solution that considers
each node to keep only a fragment of the original data, such that a threshold
node’s fragment can reconstruct the original data. Rabin [35] proposed the
earliest concept using an information dispersal algorithm (IDA). Specifi-
cally, information dispersal consists of two phases: dispersal and retrieval.
The basic idea of IDA is to split the data into fragments, and each node
keeps only one fragment in the dispersal phase, so that a subset of the frag-
ments can recover the previously dispersed data in the retrieval phase. How-
ever, IDA cannot handle Byzantine nodes in the recast phase. Some later
work [11] considers the information dispersal verifiably in the asynchro-
nous network, and calls it Asynchronous Verifiable Information Dispersal
(AVID). In AVID, each fragment can be verified during the dispersal phase
and each node stores a valid fragment. Later in the retrieval phase, a client
can discard all invalid fragments received from Byzantine nodes when re-

constructing the message.
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Why do we need ACVID instead of AVID? To construct DPID, we also,
for the first time, present an Asynchronous Complete Verifiable Informa-
tion Dispersal protocol (ACVID). Compared with the conventional Asyn-
chronous Verifiable Information Dispersal (AVID), the ACVID has one ex-
tra completeness property. If some honest node terminates with some valid
fragment, then all honest nodes can also terminate the protocol with some

valid fragment, which is a critical property for the system.
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FIGURE 1.1. The very high level of corrupted nodes in AVID
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FIGURE 1.2. The very high level of corrupted nodes in ACVID

In fact, we mainly consider AVID in information dispersal by ensuring any
recovery client outputs the same data in any epoch e. An adversary can
control up to f nodes in each epoch and across both the old and new com-

mittees for a total of 2 f nodes. It is possible that the corrupted nodes in the
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old and new committees are the same, and the new committee has frag-
ments at the end of epoch 1, while the old committee has fragments at
the start of epoch 2. Specifically, as illustrated in Figure 1.1, at epoch 1,
Prit, ..y Papy1 have received the fragment, and any client can recover the
same data during epoch 1. However, at the start of epoch 2, if the adver-
sary corrupts nodes Py, ..., P2y and releases Py, .., Py, then Pasyq is the
only node that has a fragment. In this case, data can never be recovered
anymore, and the Refresh protocol cannot even be completed, violating the

critical termination property.

Therefore, to defend against a mobile adversary, we must ensure that each
honest node retains at least one fragment by the end of every epoch. In
reality, letting the dealer first call the dispersal black-box sub-protocol and
then, if some honest nodes terminate without fragmenting, these nodes exe-
cute a recast black-box sub-protocol is an inefficient approach to achieve the
ACVID. So, ideally, all honest nodes receive fragments once they terminate.
In the state-of-the-art AVID [2,3,18], unlike using Reliable Broadcast (RBC)
for the entire data, each node only outputs a portion of the data in informa-
tion dispersal alongside with a portion of auxiliary information, which is a
proof that can be used to verify whether the received fragment is valid or
not. These AVID protocols use an online error correcting code to recover the
auxiliary information, which needs at least n — f + r messages to tolerate
r bad messages. As previously described, only n — 2 f honest nodes have
the correct fragment of auxiliary information at the start of the new epoch,
so it is hard to recover the original data and auxiliary information to discard

invalid messages, let alone execute the Refresh protocol.

As depicted in Fig. 1.2, ACVID enforces an additional completeness re-
quirement. Consequently, at the beginning of each epoch, the outgoing
committee retains at least n — 2 f honest nodes, each holding a valid frag-

ment and the complete auxiliary information as proof. Now, we are ready
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to construct DPID0. First, the nodes of the old committee send fragments
to all nodes of the new committee. Each node of the new committee col-
lects enough messages from distinct nodes of the old committee, and then
recomputes its fragment and auxiliary information to store. The auxiliary
information must verify all fragments without recasting, and it must be un-
forgeable to prevent incorrect data recovery. Note that at most O(n) frag-
ments from O(n) different members, so the size of the auxiliary information
is O(n\). We also add a witness for the auxiliary information by collecting
f —+ 1 valid digital signatures from distinct nodes in the current committee.
In this scenario, each node of the outgoing committee sends to the incom-
ing committee members a message containing its fragment, the associated

auxiliary information and the corresponding witness.

Optimistic Case. Next, we consider improving the protocol further by hav-
ing better performance in optimistic cases, while still keeping secure in any
case. In the optimistic case, the network needs to be synchronous and all
participating nodes must be honest. One simple idea in the optimistic case
is that since now every node is honest, we may let anyone serve as a proxy
to reduce both the DPIDO all-to-all, and the DPID1 all-to-x, then s to all
communication to all-to-one and then aggregate, then to all again. The ag-
gregation basically reconstructs the original data and redistributes it. The
idea may sound trivial, however, we also need to preserve security in the
worst case, where there might be Byzantine nodes in the committee. For
example, if there is only one Byzantine node, which happens to be chosen
as the “proxy” in that epoch, it may trivially reconstruct m and re-distribute

m' # m, violating the validity property of the system.

To address this issue, we first propose employing zero-knowledge proofs,
requiring the proxy to demonstrate strict adherence to the protocol and that

the redistributed shares correspond exactly to the original input data. To
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preserve efficiency, we also need the proof to be succinct. Although the-
oretically viable, using a generic NIZK or SNARK introduces substantial
computational overhead. For the specific relation that nodes must prove,
this inefficiency could entirely offset any latency gains from reduced com-

munication costs.

Instead, we offer a new combinatorial technique for avoiding generic NIZK.
We design simple combinatorial tricks that leverage a type of set cover
mechanism to ensure that the owner also spreads some further auxiliary
information from the beginning, which helps verify the digest of the recon-
structed value and will be carried in Refresh in each epoch. The key insight
is that every node will receive sufficient shares for the digest without blow-
ing up communication. In this way, each participant can directly verify the
correctness of the new fragments obtained during each Refresh phase. We

defer details to Sections 6.1, 6.

Additionally, special care is required during the fallback phase when progress
cannot be made in the optimistic case, necessitating the re-invocation of
DPID1. To address this, we introduce an ACID protocol that ensures all
honest nodes possess both the fragment and the complete auxiliary informa-
tion upon termination. Without relying on a trusted setup, ACID performs

no worse than the protocols proposed in [2,3,18] in the worst-case scenario.

Subtleties of compiling DPID to DPSS. Finally, we compile DPID into
DPSS. A natural approach is to first select a random short key k, encrypt
the large data m to obtain the ciphertext ¢, and then combine DPID(c¢) with
DPSS(k). However, a subtle issue arises as a malicious dealer might ex-
ecute DPID(c¢) and DPSS(k) using completely unrelated ¢ and k, where ¢
may not even be a valid ciphertext. Despite this, during the reconstruction
phase, two receivers might still obtain the same c and k£ when attempting to

decrypt the ciphertext without using the corresponding secret key.
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In such cases, the outcome may not be consistent. This inconsistency is par-
ticularly problematic in scenarios where decryption could be randomised,
such as in lattice-based encryption schemes. More formally, secure symmetric-
key encryption schemes do not guarantee consistent decryption results when
the decryption procedure fails. This violates the agreement property, which
requires that all receivers reconstruct the same data even in the presence of

a malicious dealer.

To address this issue, we leverage a recently formulated property called key
committing [23], originally proposed in the context of message franking.
When c and k are generated honestly and consistently, the decryption pro-
cedure will always yield the original message m. If c and k£ do not match, all
receivers will consistently report decryption failure and output L, thereby

preserving the agreement property.

20



CHAPTER 2

Related Works

Secret Sharing. Secret sharing schemes constitute fundamental building
blocks in modern cryptography, enabling secure distribution of sensitive
information among multiple parties. First conceptualised independently by
Shamir [40] and Blakley [9] in 1979, these schemes address the critical
challenge of protecting cryptographic keys while maintaining accessibility

requirements.

Shamir’s (k,n) threshold scheme [40] leverages polynomial interpolation
over finite fields. For secret S, a random polynomial of degree k — 1 is

constructed:

f(z) =ag+aw+ -+ ap_12°! 2.1

where ap = S. Shares are generated as (7, f(¢)) pairs for i = 1,2, ...,n.

Secret reconstruction uses Lagrange interpolation:

k
s=> 0]l xj“j . 22)

The scheme provides information-theoretic security when using a prime

modulus p > S [7].
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Concurrently developed by Blakley [9], this scheme represents secrets as
intersection points of hyperplanes in n-dimensional space. While mathe-
matically elegant, it requires larger share sizes compared to Shamir’s ap-

proach.

Threshold Cryptography. The concept of threshold cryptography extends
beyond simple secret sharing to encompass more complex access structures.
A threshold scheme is defined by a pair (k,n), where n is the total num-
ber of participants and k is the minimum number of participants required
to reconstruct the secret. This framework was formalised by Ito, Saito,
and Nishizeki [27], who introduced the notion of general access structures.
These structures allow for more flexible sharing policies, such as hierarchi-
cal or weighted access, where certain participants may hold more signifi-

cance than others.

For a given access structure 7, a secret sharing scheme must satisfy two key
properties, which are achieved through careful mathematical constructions,

often relying on combinatorial designs or algebraic geometry:

e Correctness. Any authorised subset of participants in 7y can reconstruct
the secret.
e Privacy. Any unauthorised subset of participants learns no information

about the secret.

Verifiable Secret Sharing. One of the major advancements in secret shar-
ing is the introduction of verifiability. Traditional schemes assume that the
dealer and participants are honest, but in real-world scenarios, malicious
behaviour and Byzantine nodes must be taken into consideration. Veri-
fiable Secret Sharing (VSS) schemes, first proposed by Chor et al. [15],
allow participants to verify the validity of their shares without revealing
the secret. This is typically achieved using cryptographic commitments or

zero-knowledge proofs.
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For example, Feldman’s VSS scheme [20] employs homomorphic commit-

ments based on discrete logarithms:
C; =g* mod p, (2.3)

where ¢ is a generator of a cyclic group, and a; are the coefficients of the
polynomial used to generate shares. Participants can verify their shares by

checking:

k-1
¢’ = H C’;J mod p. (2.4)
=0

While VSS schemes address the critical issue of ensuring the validity of
shares in the presence of a potentially malicious dealer and some byzantine
participants, they primarily operate under the assumption of a synchronous
network model. In such models, participants are assumed to communi-
cate within fixed time bounds, and protocols can rely on timely message
delivery. However, in real-world distributed systems, network conditions
are often asynchronous, with unpredictable delays and potential message
losses. This limitation of VSS schemes in asynchronous environments has
spurred the development of asynchronous verifiable information dispersal

protocols.

Asynchronous Verifiable Information Dispersal. Meanwhile, Asynchro-
nous Verifiable Information Dispersal (AVID) extends the principles of VSS
to asynchronous settings, enabling robust secret sharing even when partici-
pants experience arbitrary communication delays. By leveraging techniques
such as erasure coding [8] and Byzantine agreement [31], AVID protocols
ensure that secrets can be reliably distributed and reconstructed without re-
lying on synchronous communication, thus bridging the gap between theo-
retical secret-sharing schemes and practical distributed systems. The prob-

lem of verifiable information dispersal under the asynchronous network has
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historically evolved along two parallel paths: one starting from AVID, and

the other from VSS when confidentiality is required.

AVID is a critical primitive for ensuring data availability and integrity in
distributed systems facing Byzantine faults and network disruptions. Its
core objective is to allow a dealer to reliably disperse data across nodes
such that honest nodes can reconstruct the data even if the dealer or a subset
of nodes act maliciously under an asynchronous network. Over the past
two decades, AVID protocols have evolved from foundational theoretical

frameworks to practical systems with near-optimal efficiency.

The foundational work on AVID was pioneered by Cachin and Tessaro [13],
who formalised the problem in asynchronous networks with Byzantine faults.
Their protocol guarantees that a dealer can disperse data across a network
of n nodes such that honest nodes eventually agree on the validity of the

dispersed data, even if the dealer or up to ¢ < n/3 nodes are malicious.

Cachin and Tessaro’s protocol introduced the concept of verifiable informa-
tion dispersal, ensuring that the dispersed data can be reconstructed and ver-
ified by honest nodes, even in the presence of adversarial behaviour. Their
approach relied on erasure coding and cryptographic techniques to achieve
robustness against Byzantine faults. Data is split into O(n) fragments via
erasure coding (e.g., Reed-Solomon codes), ensuring that the data can be
recovered if enough honest nodes store fragments, and each fragment is
accompanied by a Merkle proof for verifiability. This seminal work estab-
lished the theoretical framework for AVID. However, their protocol incurred
a communication complexity of O(n?\ + nf), where \ is the security pa-
rameter and / is the data size, making it inefficient for large-scale systems. It
later inspired a series of follow-up studies aimed at improving its efficiency

and applicability.
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A major focus of later research in AVID has been the reduction of communi-
cation complexity, which is critical for scalability in large-scale distributed
systems. The quadratic communication overhead of early protocols, such
as that of Cachin and Tessaro [13], posed significant limitations for prac-
tical deployment, especially in networks with a large number of nodes.
Addressing this challenge, Tessaro [42] achieved a breakthrough by intro-
ducing linear threshold signatures (LTS). When integrating into the AVID
framework. LTS significantly improved communication efficiency by com-
pressing fragment verification messages into a single aggregated signature,

thereby reducing the communication complexity from O(n?) to O(nlogn).

The key innovation is to allow multiple parties to collaboratively generate
a compact signature that can be verified as if it were produced by a single
entity. Specifically, each node generates a partial signature for its fragment,
and these signatures are aggregated into a single threshold signature. This
eliminates the need for each node to broadcast its individual verification
message, drastically reducing the total communication load. The aggre-
gated signature can then be verified by any node in constant time, ensuring
that the protocol remains efficient even as the network size grows. The pro-
tocol maintains robustness against Byzantine faults, as the threshold sig-
nature scheme ensures that malicious nodes cannot forge valid signatures

without colluding with a sufficient number of honest nodes.

A significant leap forward was achieved by Das et al. [18], who proposed a
near-optimal AVID protocol with communication complexity O (¢ + n3\).
Their approach decoupled the data size ¢ from the network size n, making it
scalable for large datasets. The key technical contributions included a two-
tiered dispersal mechanism: a lightweight metadata layer using polynomial
commitments for verification, and a data layer employing erasure coding for
efficient fragment distribution. This design became a blueprint for modern

AVID protocols, particularly in dynamic and adversarial environments.
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Asynchronous Verifiable Secret Sharing. In parallel, Asynchronous Ver-
ifiable Secret Sharing (AVSS) protocols [12] extend VSS to asynchronous
settings, ensuring both confidentiality and verifiability. Unlike AVID, AVSS
inherently protects the secrecy of the dispersed data through cryptographic
primitives, but at the cost of higher communication overhead, typically
Q (n*\) for secrets of size £, where A is the security parameter. Recent
works, such as those by Alhaddad et al. [2], have bridged these paradigms
by proposing hybrid approaches that trade partial confidentiality for effi-

ciency.

A critical distinction lies in their objectives: AVID prioritises efficient dis-
persal of non-sensitive data with verifiability, while AVSS emphasises con-
fidentiality for secret data. Recent advancements, such as the key-committing
encryption scheme adopted in [23], further enable hybrid constructions (e.g.,
combining AVID and AVSS) to address scenarios where both efficiency and

conditional confidentiality are required.

Mobile Adversary. However, all these works do not consider a mobile ad-
versary, where the adversary can eventually corrupt all nodes in a long-lived
system. In such a scenario, the adversary can collect the required number
of shares to reconstruct the secret in VSS, thereby breaking confidential-
ity. Similarly, in AVID, the adversary can erase or revise stored fragments,

preventing clients from recovering the original data.

To address these challenges, new schemes have been proposed to protect
against mobile adversaries. One prominent approach is Proactive Secret
Sharing (PSS) and Proactive Verifiable Secret Sharing (PVSS) [24]. In
these PSS and PVSS protocols, nodes periodically re-randomise their shares
without revealing the secret. This re-randomisation ensures that any shares
previously compromised by the adversary become obsolete, thereby miti-

gating the risk of long-term data exposure.
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However, PSS and PVSS protocols have significant limitations. First, they
primarily focus on refreshing shares within a static committee, assuming
that the set of participating nodes remains fixed over time. This assumption
does not hold in dynamic environments where nodes may join or leave the
committee, as is common in decentralised systems. Second, PSS and PVSS
protocols do not inherently support mobile adversaries that can shift their
corruption targets across different nodes over time. As a result, these pro-
tocols fail to provide robust security guarantees in settings with dynamic

committees and highly adaptive adversaries.

Dynamic-Committee Proactive Secret Sharing. To overcome these chal-
lenges, previous works propose a generalisation scheme called Dynamic-
Committee Proactive Secret Sharing (DPSS), where the secret shares can
be refreshed to a different committee. While the secret remains unchanged
in the new committee, the adversary learns nothing about the secret during

this process at the same time.

However, some prior works either incur a high communication cost to re-
share a secret [11, 36, 37, 43-47], or assume the network is synchronous
or partial synchronous [5,19,22,26,32,37,43,44], or consider suboptimal
fault tolerance [5,45]. In this paper, we consider asynchronous DPSS with
optimal fault tolerance. The current state-of-the-art of Asynchronous DPSS
has communication complexity up to O(n*¢ + n3)\). Many confidential
BFT-storage applications directly invoke DPSS as the underlying schemes.
Clearly, this way is very inefficient, especially for data-storing applications

themselves when the data size is large.

A recent interesting work of DPSS [36] (called Y-VSS) can tolerate up to
1/2 corrupted nodes. This work needs to assume the dealer is honest and
two committees do not overlap. This outcome is expected under the given
assumption. Furthermore, our approach can be readily adapted to achieve
1/2 fault tolerance within the same framework. However, if we consider
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two committees that can intersect, then at the start of epoch 2, just Paryq
have the correct information. Hence, in this case, all nodes need to keep the
whole copy of the data instead of some fragments of the data. Otherwise,

the recovery of data will fail.

As previously discussed, every node needs to keep the same data. We found
that the construction is also easy for information dispersal, assuming the
dealer is honest and up to 1/2 of the nodes are malicious. (1), if the commit-
tees do not overlap: in this case, the dealer first invokes reliable broadcast
RBC to broadcast data, it make sure all honest nodes received the same
data; then in the next epoch, all honest nodes invoke Asynchronous Data
Dissemination (ADD) [17] with the stored message as input to make sure
all honest nodes of new committee also have the same data. If we refresh the
encrypted data in this way, and key refresh with Y-VSS [36], then the com-
munication complexity is O(nf +n*)\) instead of O(n*¢ +n*\) [36]. (2), if
the committees have an overlap: in this case, the dealer first invokes RBC to
broadcast data M/ which can make sure all honest nodes received the same
data M, then all honest nodes do a (threshold) signature of the hash output
of M to generate a witness for this data M. In the next epoch, all hon-
est nodes invoke RBC with the stored message (data and witness) as input,
ensuring that all honest nodes have the same data. If we do fault-tolerant
storage service without confidentiality in this way, then the communication
complexity is O(n?¢ + n3)). With confidentiality, then the communication

complexity is O(n%l + n)).

Summary of Gaps. Drawing together the discussion above, the following

limitations remain in the literature:

Network Assumptions. Many VSS/PVSS/DPSS-style systems assume

synchronous or partially synchronous networks, or accept suboptimal
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fault tolerance, which limits applicability to wide-area asynchronous net-

work settings [5,19,22,26,32,37,43,44].

Scalability of Dispersal/Verification. Early AVID incurs quadratic com-
munication [13]. Even near-optimal AVID reduces the data term to
O(() but retains a cubic control-plane term O(n3)\) [18]. AVSS remains
Q(n?\) per shared secret [12].

Bulk Confidentiality Cost. Directly invoking asynchronous DPSS for
large data leads to up to O(n3¢ + n3)\) communication, which is prob-

lematic for storage-heavy applications (see, e.g., [11,36,37,43-47]).

Mobile Adversaries. PSS/PVSS refresh shares but typically within a
static committee while robust confidentiality need to allow nodes to freely

join or leave the committee in each epoch [24].
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CHAPTER 3

Preliminaries

Notations. We define ¢ as the data size (or input value) and X as the cryp-
tographic security parameter that captures the size of the signature and the
hash value. We use H to denote a collision-resistant hash function. A proto-
col message has a syntax of MsgType(ID, - - - ), where MsgType defines the
message type and ID is the session identifier representing a specific proto-
col instance. Throughout the paper, we always consider O(n.) = O(n) and
ne = 3f. + 1 for any epoch e. Namely, our protocol is optimally resilient

for any epoch and O(n._1) = O(n.) = O(n).

3.1 Building Blocks

In this section, we introduce definitions for some underlying building blocks.

3.1.1 Digital Signature Scheme (DS)

A Digital Signature Scheme (DS) is a triple of probabilistic polynomial-

time algorithms algorithms
DS = (DS.Gen, DS.Sign, DS.Vrf).
Key Generation. The algorithm

DS.Gen(1%) — (pk, sk)
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takes as input the security parameter x € N and outputs a public key pk and

a secret key sk.
Signing. The algorithm
DS.Sign(sk, m) — o

takes as input the secret key sk and a message m € {0, 1}*, and outputs a

signature o.
Verification. The algorithm
DS.Vrf(pk, m, o) — b

takes as input the public key pk, the message m, and the signature o, and

outputs b = 1 if ¢ is valid under pk, and b = 0 otherwise.

To ensure the correctness of the signature scheme, for every security param-

eter x and every message m, if
(pk, sk) < DS.Gen(1%) and o <« DS.Sign(sk,m),

then
Pr[DS.Vrf(pk:,m,J) = 1} = 1.

Additionally, there is no probabilistic polynomial-time adversary A that
can, after making at most a polynomial number of adaptive signing queries

to DS.Sign(sk, -), produce a fresh forgery (m*, c*) such that
m* ¢ @Q and DS.Vrf(pk,m*,c") =1,

with non-negligible probability. Here () is the set of messages queried by
A.

Using the triple of probabilistic polynomial-time algorithms together helps

achieve the following properties:
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o Authenticity & Integrity. Only the holder of the secret key sk can produce
a valid signature that DS.Verify will accept.

e Non-repudiation. A signer cannot plausibly deny having generated a
valid signature on a given message.

e Efficiency. All algorithms run in time polynomial in the security param-

eter x and the length of the message |m)|.

Within our DPID protocols, digital signatures (DS) are primarily employed
to authenticate message senders and filter out messages with invalid signa-

tures.

3.1.2 Erasure Code Scheme

A (k,n)-erasure code scheme [8] is a pair of deterministic algorithms
(ENC, DEC)

with the following guarantees: given a message M, the encoder ENC pro-

duces n fragments
m = {my, mg, ..., m,} = ENC(M),

such that any subset of k£ out of the n fragments suffices to recover M via

the decoder DEC.

Encoding (ENC).
ENC: M — (mq,...,my,)

Input: a message M € {0,1}*.
Output: an n-tuple of fragments (my, ..., m,).

The encoder must satisfy that any k-subset of these n fragments contains

enough information to reconstruct M.
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Decoding (DEC).

DEC: (my,, ..., my ) — M forany {iy,..., it} C [n].
Input: any k fragments (m;,, ..., m;, ).
Output: the original message M.

To ensure that any k-subset of these n fragments can reconstruct the mes-

sage M, DEC must satisfy that:

-----

Using the pair of deterministic algorithms here helps achieve the following

properties:

e Reliability. Any k out of the n fragments suffice to reconstruct M, toler-
ating up to n — k erasures.

e Efficiency. Both ENC and DEC run in time polynomial in the message
length and in n.

e Storage Overhead. The total storage across n fragments grows by a fac-

tor of at most n/k.

Within the DPID protocols, an erasure coding scheme is used to split the
original secret into multiple shares assigned to individual nodes, and subse-

quently to reconstruct the secret from a qualified set of shares.

3.1.3 Cryptographic Hash Function

For a Cryptographic Hash Function (#), let H# : {0,1}* — {0,1}* be a
deterministic function that maps an arbitrary-length bit string z to a fixed-
length digest d. We write
d < H(z)
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to denote the evaluation of  on input .

A secure cryptographic hash function is expected to achieve the following

properties:

e Preimage Resistance. Given d, it is infeasible to find any x such that
H(x) =d.

e Second-Preimage Resistance. Given z, it is infeasible to find ©/ # x
with H(z") = H(x).

e Collision Resistance. It is infeasible to find any distinct pair (z, 2") such

that H(x) = H(z').

In the DPID protocols, the hash function is employed to map each mes-
sage into a compact digest, thereby reducing its size and enabling efficient

verification.

3.1.4 Reliable Broadcast (RBC)

Reliable Broadcast (RBC) is a protocol running among a set of n nodes [10],
where a node called the dealer aims to broadcast an input message m to all

the other nodes. Formally, the RBC protocol has the following properties:

e Agreement. If two honest nodes output v and v’ respectively, then v = v,
e Totality. If an honest node outputs v, then all honest nodes output v;
e Validity. If the sender is honest and inputs v, then all honest nodes output

.

In the DPID protocols, reliable broadcast (RBC) is used in the initial epoch
to guarantee the secure and consistent distribution of messages across all

nodes in the committee.
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3.1.5 Asynchronous Data Dissemination (ADD)

The (ADD) protocol [17] works in a network of n = 3f + 1 nodes where
up to f nodes could be malicious, a subset of at least f + 1 honest nodes
start with a common message M and other honest nodes start with |, and
it guarantees that all honest nodes eventually output M. In this dissertation,
we consider that at least f._; + 1 honest nodes in the old committee C,_;
share a common message M/, while the remaining honest nodes have L as
their input. The ADD algorithm guarantees that all honest nodes in the new

committee C, will eventually output M.

The ADD satisfies the following properties except with negligible probabil-
ity:

o Termination. If at least f._; + 1 honest nodes of the old committee input
the same value M and the rest of the honest nodes of the old committee
input L, then each honest node of the new committee would output a
value;

e Validity. If one honest node of the new committee outputs ), then M is
the input of some honest node of the old committee.

o Agreement. If at least f._; + 1 honest nodes of old committee input the
same value M and the rest of honest nodes of old committee have L,

then each honest node of new committee would output M.

Note that ADD [17] ensures that all honest nodes within the same commit-
tee produce the same output value. Throughout the paper, whenever a node
in the old committee invokes ADD, we assume that all messages from the
old committee are sent to all nodes, including those in the new committee.
The new committee members simply listen and simulate being honest nodes
with | as their input from the old committee, resulting in the new commit-
tee members also having the same output. The communication complexity
of ADD is O(n|m| 4+ n?)) assuming the size of the input is |m|.
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In our DPID protocols, Asynchronous Data Dissemination (ADD) serves
as the mechanism for securely delivering auxiliary information from the
old committee to the newly formed committee, thereby ensuring continuity

across epochs.

3.1.6 Committee Election (CE)

A (k, €)-Committee Election (CE) protocol [25] can be constructed directly
from a threshold coin-tossing and executed among n nodes. If at least f + 1
honest nodes participate, the protocol can output a x-sized subcommittee
C' with an honest majority. Specifically, a protocol is said to be (k, €)-
committee election if it satisfies the following properties except with negli-

gible probability:

e Termination. If f + 1 honest nodes participate in the protocol, then all
honest nodes output C';

e Agreement. All honest nodes output the same committee C';

e Validity. If any honest node outputs C, then |C'| = &, and the probability
of every node P; € C'is the same while C' has an honest majority;

e Unpredictability. The probability of predicting the returned committee
is at most 1/ (Z) unless at least one honest node has participated in the

protocol execution.

Within the DPID protocols, Committee Election (CE) serves as the mech-
anism for securely electing an honest-majority subcommittee, which func-

tions as the intermediary to relay messages to the new committee.
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3.2 Models and Goals

We now describe our system model. The details of system modelling were

illustrated as follows:

Setup. We consider a fully connected distributed system composed of a
universe of clients/nodes II := {P;, Py, -} and a dealer P,, all nodes
(including the dealer) have a unique identity. The whole lifetime of the
system is divided into fixed intervals of predetermined length called epochs.
In each epoch e, a group of nodes C, (called the committee for that epoch)

has been specified, and the size of C. is n..

Besides, suppose that the current epoch is e, we also need all nodes (non-
committee members and committee members) to know this public informa-
tion. For clarity, we refer to the current epoch e’s committee as the new
committee and the previous epoch e — 1’s committee as the old committee.
Concretely, in an epoch e, there exists a committee C, of size n.. For any
epoch e, we assume that all involved threshold cryptosystems are properly
set up within C¢, such that all participating nodes can get and only get their
own secret keys in addition to all relevant public keys. Any node local keeps
public information of epoch e — 1 and e. For clarity, we refer to the current
epoch e’s committee as the new committee, and the previous epoch e — 1’s

committee as the old committee.

Adversarial Model. We consider a very strong adversary (called weak mo-
bile corruption) with probabilistic polynomial-time computing power, who
can corrupt nodes at any time, then release some and corrupt others. For
instance, the adversary can get all the faulty nodes’ initial internal states
and also can let these nodes deviate from the protocol arbitrarily. The only

restriction is that no more than f. are corrupted in each epoch e (such that
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3f.+1 < n.), and these are fully controlled by a probabilistic polynomial-
time bounded adversary [12,33]. But over the whole lifetime, it is possible
that every node has been corrupted. Once the adversary corrupts a node,
it is assumed to be corrupted until the end of the current epoch. Follow-
ing the epoch definition [37,46], we assume that the adversary does not
actively attack the system across multiple epochs to allow us to overcome
the impossibility [1]. Note that during the refresh between epochs ¢ — 1
and e, the committees C,_; and C, may intersect, and the adversary may
control a given node P; in both the old and new committees. A node would
be “released” by an adversary if it is no longer corrupted in a new epoch.
Additionally, as [11,46], we assume channels that ensure a message can be

received in an epoch if and only if it has been sent in the same epoch.

Communication Model. We make the assumption that there is an asyn-
chronous network of connected nodes where each pair of nodes can com-
municate through a reliable, authenticated channel. In an asynchronous net-
work, the adversary has the ability to arbitrarily delay and reorder messages
within an epoch, as well as fully determine when the message is available
to the receiver. The adversary cannot drop or modify this message among

honest nodes except to delay it.

Dynamic-Committee Proactive Information Dispersal. Our first goal is
to design an efficient Dynamic-committee proactive information dispersal
(DPID) in an asynchronous network. In this protocol, each epoch has a
specific committee responsible for the stored data, which may be a block
when the protocol is used in a blockchain. Any client can recover the data
if it can receive f, + 1 valid fragments in the current epoch e, and the data
is the same even if retrieved in a different epoch. Formally, for any node of
new committee C, in epoch e, the DPID satisfies the following properties

with all but negligible probability:
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e Termination. If a correct dealer initiates DPID, then all honest nodes
eventually output a value.

e Agreement. If an honest node outputs a value, then all honest nodes
eventually output a valid value.

e Availability. If an honest node can output a value, then any honest client
eventually can reconstruct B’ once it receives at least f. + 1 valid values.

e Correctness. If an honest node can output a value, then any two honest
clients eventually can reconstruct the same value B’. If the dealer was
honest and input B, then B’ = B.

e [ntegrity. If an honest node of C. outputs a value, then any honest clients
eventually can reconstruct a value B’ during epoch e. If any honest node
of C._1 can output a value, then any honest client eventually can recon-

struct a value B” during epoch e — 1. Further, B’ = B”.

Secrecy
DPID > DPSS
Dynamic Committee Dynamic Committee
Secrecy
AVID > AVSS

FIGURE 3.1. Relationship between AVID/AVSS/DPID/DPSS

Dynamic-Committee Proactive Secret Sharing. Our end goal is to de-
sign an efficient asynchronous Dynamic-committee proactive secret sharing
(DPSS). In this protocol, each epoch has a specific committee responsible
for the confidential data (or secret), and any client can always recover confi-
dential data if it can receive f. + 1 valid messages in the current epoch e, the
confidential data remains the same even when recasting in a different epoch.
The relationship among AVID, DPID, and DPSS is shown in Fig. 3.1. In
particular, DPSS is essentially DPID endowed with the secrecy property.

Besides that, the adversary learns no information about the data except by
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recasting it. Formally, for any node of new committee C in epoch e, the

DPSS satisfies the following properties with all but negligible probability:

e Termination. If a correct dealer initiates DPSS, then all honest nodes
eventually output a valid share.

e Agreement. If an honest node outputs a valid secret share, then all honest
nodes eventually output a valid share.

e Availability. If an honest node can output a secret share, then any honest
client eventually can reconstruct some secret S’ once it receives at least
fe + 1 valid secret share.

e Correctness. If an honest node can output a secret share, then any two
honest clients eventually can reconstruct the same secret S’. If the dealer
was honest and input S, then S” = S.

e Integrity. If an honest node of C, outputs a value, then any honest clients
eventually can reconstruct a secret S’ during epoch e. If any honest node
of C._1 can output a value, then any honest client eventually can recon-
struct a secret S” during epoch e — 1. Further, S = 5”.

e Secrecy. If the adversary corrupts no more than f, nodes in a committee
of any epoch e, then the adversary learns no information about the secret

S.

Remark: In both DPID and DPSS, the termination property implies live-
ness, that is, if the dealer is honest, then the adversary cannot prevent the
message or secret from being transferred from the old committee to the new

committee during Refresh phase.

Complexity Measures. The practicality of BFT protocols depends heavily
on their computational complexity. In this paper, we mainly consider the

following three metrics during the protocol:

o Message complexity [12]: the expected total number of messages gener-

ated by honest nodes;
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o Communication complexity [12]: the expected total number of bits ex-
changed among honest nodes;
e Time (round) complexity [14]: the expected (asynchronous) rounds of

communication before the protocol terminates.
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CHAPTER 4

DPIDO0: Asynchronous Dynamic-Committee Proactive

Information Dispersal

In this section, we present our first DPID, denoted as DPIDO0. This protocol
relies solely on the public key infrastructure (PKI) for digital signatures.
Notably, DPIDO0 operates independently of any consistent global view, such

as a consensus mechanism or a shared coin.

High level overview of DPID0. The core of our design is to present a new
information dispersal protocol. As briefly elaborated in the Introduction,
the previous information dispersal only guarantees f + 1 honest nodes can
receive correct fragments at the end of the dispersal phase. However, all
honest nodes can terminate with the same auxiliary information as proof in
this phase. This auxiliary information (sometimes also called proof infor-
mation) can help verify every fragment received by nodes, whether valid or
not. During Refresh, as the adversary is proactive, the f out of f 4+ 1 honest
nodes could be corrupted in the next epoch so that only one honest node
with valid input participates in the Refresh phase. In contrast, other honest

nodes participate in Refresh with no valid input value.

A possible solution is first to execute the dispersal subprotocol of AVID. If
some honest node finds that it has not received the fragments once the dis-
persal phase terminates, it invokes the retrieval subprotocol of AVID. How-
ever, it is possible that it found the dealer had sent junk data in the first

place. For example, the regenerated fragments may become inconsistent
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with the auxiliary information. In such cases, nodes are uncertain about
which fragment should be stored other than L. However, ensuring the va-
lidity of L is challenging. If 1 were considered valid, corrupt nodes could
always send L to the recast (retrieval) nodes. This would cause the recast
nodes to repeatedly use L for decoding, potentially leading to agreement
issues. Let us consider the following scenario at the end of epoch e — 1:
If f + 1 honest nodes store valid fragments, but these fragments can only
reconstruct junk data, the remaining honest nodes will store L. At the start
of epoch e, suppose only one honest node holds a valid fragment while all
other honest nodes hold L. A new committee member requires f + 1 valid
fragments to proceed in this situation. However, since L is treated as an
invalid message, the Refresh process will become stuck, as it cannot gather

enough valid fragments to reconstruct the data, violating the termination

property.

Another possible solution is as follows: if an honest node has not received
the corresponding fragment and instead retrieves junk data from f + 1 valid
fragments, then the honest node stores the f + 1 valid fragments instead of
outputting a | . In this case, at least f + 1 honest nodes will terminate with
one fragment each, and f honest nodes will terminate with f + 1 fragments.
It is important to note that the size of f + 1 fragments equals the size of
the original data. As a result, the communication complexity during the
Refresh process will be up to O(n?(), where / is the size of the data (for
further details, see Algorithm 4).

In our DPIDO, we let honest nodes instantly invoke the retrieval subproto-
col once the dispersal subprotocol terminates. Thanks to the agreement
property of the dispersal subprotocol, we can ensure that all honest nodes
eventually output the same in the retrieval subprotocol. If the data is not
L, all honest nodes recompute their corresponding fragment and auxiliary

information as the output. Otherwise, if the data is instead L, all honest
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Algorithm 1 The DPIDO dispersal (ACVID), with epoch e = 1 and sender P for
node P;
Initialisation: Let RBC[e] refer to one instance of the reliable broadcast protocol,
where P is the sender of RBC[e]; T, + {}
Public parameter: n., f.
1 if P, = P and received input M then
invoke RBCle] with input M

2
3 upon receiving output M from RBC[e] do

4 if M # 1 then

5 {mj}jE[ne] < Enc(M, ne, fe)

6 D, « {H(m1),..., H(mn, )}

7 o; < DS.Sig(e, H(D,))

8 multicast FINAL(e, ;) to C,

9 upon receiving FINAL(e, o) from P;(e C.) do

10 if DS.Vrf(e, H(D.), (j,0;)) =1 then

11 Te T U{(j,oj)}

12 upon |T,| = f. + 1 do

13 blockle] < (m;, D¢, T.), and output block|e]

nodes set both their fragment and auxiliary information to L. In either case,
all honest nodes eventually share the same auxiliary information. Besides,
all honest nodes must sign the auxiliary information in order to generate a
witness that can convince any node that the auxiliary information is unique
and valid for a certain epoch. By doing so, we ensure that the system re-
mains robust against failures and adversarial behavior, even under non-ideal

or partially synchronous network conditions.

We note that the instant invocation of the retrieval subprotocol once the
dispersal terminates can be viewed as the process of the RBC (Reliable
Broadcast) protocol. Therefore, in our DPIDO during epoch 1, all honest
nodes first wait for the output of RBC, then compute the auxiliary informa-
tion D, the corresponding fragments, and sign the auxiliary information to
form a witness that proves D, is unique. This ensures that the consistency of
the auxiliary information and all fragments is maintained across all honest

nodes. Based on these principles, we have our ACVID protocol.

The details of DPID0. Now, we describe our DPID0 protocol. The formal

description of the protocol is shown in Algorithm 1,2,3 and 4. The DPID0
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Algorithm 2 Validation function of DPID0, with epoch e

Public parameter: n., f.
function Verify(i, block|e])

if block[e] # () then
parse block[e] :== (m;,De, T,)
it |T.| = f. —|—1and’;’-[(mZ =
if DS.Vrf(e, H(D.), (4,0;))
return 1
else return 0

<[7] then
1 for any (j,0;) € T, then

AN N AW =

Algorithm 3 The DPIDO0 Refresh, with epoch e > 1 for node P;

Initialisation: 7'+ {}; T, + {}

Public parameter: n._1, fe_1, e, fe

1 if P; € C._; then

2 if Verify(i, block[e — 1]) = 1 then

3 parse block[e — 1] := (m;,De_1, Te—1)
4 ADD[e](D¢—1)

5 multicast FRESH(e, m;) to C,

6

7

8

if P; € C. then
upon receiving FRESH(e, m;) from P;(€ C._1) do
T =TuU{(G,m;)}
9  wait until ADDl[e] return D._4
10 parse Doy :={h1, - ,hpn._,}
11 for any (j,m;) € T do

12 if #(m;) # h; then discard (j, m;) from T

13 upon |T'| = f._1 + 1 do

14 M’ < Dec(T)

15 {Wj}je[ne] — Enc(M’,ne, fe)

16 D, « {H(m1),..., H(Mm.)}

17 o; < DS.Sig(e, H(D.))

18 multicast FINAL(e, o;) to Ce

19 upon receiving FINAL(e, o) from P; (e C.) do
20 if DS.Vrf(e, H(D.), (4, 0,)) =1 then

21 Te + T U{(j, 05)}

22 upon |T.| = f.+1do
23 block[e] « (T;,De, Tt ), and output block|e]

protocol mainly consists of two phases, namely, the dispersal phase (for
epoch 1) and the refresh phase (for epoch > 1). Specifically, the dealer
disperses its data into every node inside the committee of epoch 1 through
ACVID (Algorithm 1), and then the old committee refreshes its stored frag-
ment into the new committee through DPID (Algorithm 3) in any epoch

e>1.

The detailed protocol proceeds as follows:
45



e Dealer disperses data in epoch 1 (Algorithm I of ACVID): Upon receiv-
ing the input data M, the dealer P; activates the RBCle| protocol as the
sender, with M as the input. Once any honest node in the epoch 1 com-
mittee receives the output of RBC, it computes the fragments using the
deterministic encoding algorithm and generates the same D as the aux-
iliary information. After generating D, each honest node signs the hash
of D and waits for f. 4+ 1 valid signatures for the same D from distinct
nodes within the same committee to form a witness. Finally, the node
combines the corresponding fragment, D and the collected signatures
to form a block[1], which serves as the output. Due to the agreement
and termination properties of RBC, along with the deterministic nature
of the encoding algorithm, all honest nodes will compute the same D.

Note that we need to verify the stored fragment stored inside each node.

Otherwise, the adversary could arbitrarily insert fake fragments into the
nodes’ local storage, which would compromise the security of the sys-
tem. For example, let My # M, n. = n..; = 4, and f. = fo_1 =
1. Then, {my, ma, mg,my} < Enc(M,4,1) and {m/, mb, m5, m}} «
Enc(M’,4,1). Let D <— {H(m1) }icqag and D’ <= {H(m}) }ic(4). Suppose
Co1 :={P1, Py, P, Py} and C, := {P;, P}, P3, Py}, where P, € C._;
is a malicious node during epoch e — 1 and outputs (m}, D) in ACVID,
while Py € C. is an honest node in epoch e. That is, the adversary re-
leases control over P,, and P3 € C, becomes the malicious node. If
there is no witness for the auxiliary information D, then P, will send
{m/,, D'} to all nodes in C,, while P; sends {m}, D’} to all nodes in C..
The adversary delays all other messages from nodes in C._;. At the end
of epoch e, P; will output {m}, D'}, P} will output {m}, D'}, and Ps
will output {mj, D'}. However, this scenario violates the security be-
cause any client can retrieve two different values in epochs e — 1 and

€.
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e Refresh for every epoch after epoch 1 (Algorithm 3): Each node P; in the
old committee first checks whether its local block[e—1] := {m;, D1, T._1}
is valid (via Algorithm 2). If valid, the node then invokes ADD with D,
as input and sends the fragment to all nodes in C., using the FRESH mes-

sage.

Old committee
member in C._q

}

Is local block valid?

Parse (m;, De—1,Te—1)

Multicast
FRESH(e, m;) to C.

FIGURE 4.1. DPIDO Refresh — Old Committee

All nodes in the new committee C, wait for the output of ADD][e] and
then filter out any invalid fragments received from nodes in the old com-
mittee C._;. Once they receive f._; + 1 valid fragments, they try to
decode the original message M’ and recompute D.. After that, all hon-
est nodes sign the hash of D.. Once a witness for this epoch is formed,
all nodes in C, output. See the flowcharts 4.1 and 4.2 for further details.
® Retrieval at any epoch (Algorithm 4): When a node P; wants to re-
trieve data at any epoch e, it will multicast a RETRIEVAL(e) message
to C.. For any honest node in C,, upon receiving a RETRIEVAL(e)

message from P;, if its local blockle| is valid, the node will send a
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Decode M' = dec(T) ’

Y
{Encode mj = enc(M',ne, fe)

New commit-
tee member in C,

Y
Wait until ADD]e] re-
turns auxiliary info D,

Y
‘ Calculate D, = {hash(m;)} ’

Y &
Parse D._; = >~ \ 4
{hi,...,hp,_,} [ Sign o; = sig(e, hash(D,)) ’
Y

Y
{Mumcast FINAL(e, 07) to C,

Filter T": keep (j,m;)
with hash(m;) = h;

|T‘ > fe—l +1?

On FRESH(e, m;):
add (j,m;) to T

l Output blockle] =

(mia De7 Te)

FIGURE 4.2. DPIDO Refresh — New Committee
RECAST (e, block[e]) message to P;. And P; will wait for f, + 1 valid
RECAST messages from distinct nodes of C.. Once it has received
enough number of RECAST messages, it will decode the fragments into
the original data and output the result.
e Validation function of DPIDO at any epoch e (Algorithm 2): The valida-
tion function helps ensure that the fragment is valid and consistent with
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Algorithm 4 The DPIDO retrieval, with epoch e for node P;

Initialization: T « {}
Public parameter: n., f.

if P; would like to retrieve the original value then
multicast RETRIEVAL (e) to C,

upon receiving RETRIEVAL (e) from P; and P; € C, do
if Verify (i, block[e])=1 then
send RECAST (e, blockle]) to P;
upon receiving RECAST (e, blockle]) from P; (e C.) do
if Verify(j, block[e])=1 then
parse block[e] := (m;, D, Te)
T« TU{(G,m)}
upon |T| = fo+ 1do
M’ « Dec(T), and output M’

the auxiliary information in block[e]. Additionally, the auxiliary infor-
mation must be endorsed by at least f. + 1 nodes to be considered valid.
This guarantees that the fragment is not only consistent with the stored

data but also has the necessary endorsements to prove its authenticity.

Security intuition of DPID0: Algorithms 1-4 implement all properties of

DPID. Intuition is as follows:

e Termination. For epoch e = 1, the termination follows immediately from

the validity and agreement properties of the RBC protocol. All honest
nodes will have the same D, and sign the hash of D.. Consequently, all
honest nodes can wait for f; + 1 signatures for D, to form a witness and
then output block|[1]. At the start of epoch 2, according to Algorithm 1,
we know that at least f; + 1 honest nodes have valid block[1]. Therefore,
every honest node in epoch 2 can wait for f; + 1 valid block[1] during
the refresh phase, ensuring that all honest nodes can output block[2].
Similarly, at the start of epoch e, at least f._; + 1 honest nodes have
valid block|e — 1]. Every honest node in epoch e can wait for f._; + 1
valid block[e — 1] from the previous committee, ensuring that all honest

nodes in the new committee can output block|e].
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o Agreement. Following the termination of DPID, all honest nodes in the
new committee can output a block[e] at epoch e. Then, following the
validation function, all honest nodes will output a valid block|[e].

e Availability. If an honest node of the new committee can output a block|[e],
then, according to the agreement of DPID, all honest nodes in the new
committee will also be able to output a valid block[e]. Therefore, for any
node P; that wants to retrieve data at any epoch e, it can wait for f, + 1
valid block|e] to eventually reconstruct B’.

e Correctness. If an honest node P; can output a block[e] containing D,
then, according to Algorithm 3, at least f._; + 1 nodes must have sent
valid FRESH messages to P;. This implies that at least one honest node
in the previous committee C,_; has a valid block[e — 1]. Based on the
validation function, we know that at least one honest node must have
signed the auxiliary information D._;. Now, suppose that another hon-
est node generates a block’[e] with D), # D,. This would imply that at
least two honest nodes in C,_; have generated different auxiliary infor-
mation, and both formed a valid witness for it, i.e., D’e_1 and D._1, such
that D, # D._;. The recursion then implies that the agreement prop-
erty failed in epoch 1 after initial dispersal, which is clearly impossible
according to Algorithm 1. Hence, any two honest nodes must have the
same D.. Following the availability property of DPID, any honest client
can reconstruct some block B’ with the same auxiliary information D,
ensuring that any two honest clients will eventually reconstruct the same
B’. If the dealer was honest and inputted B in epoch 1, then all honest
nodes in the new committee will reconstruct the same B, recompute a
new D, related to B, and hence B’ = B.

e [ntegrity. If any honest node of C, can output a value, following the
above analysis on the correctness of DPID, it also implies that all hon-
est nodes of C, can reconstruct the same B’ = M’ (as per line 14 of

algorithm 3). Furthermore, we note that all message shares inside the
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FRESH message were generated from M’ via a deterministic encoding
algorithm (as shown in line 15 of algorithm 3), meaning that any honest
client in epoch e — 1 can reconstruct a block B” = M’. Therefore, we

have B’ = B”.

Complexities of DPID0. Throughout this paper, when we refer to the com-
munication complexity, we focus on the cost during the Refresh phase. Let
¢ denote the bit-length of the input, and A represent the size of the security

parameter. The communication cost primarily appears in three parts:

e ADD: The cost of ADD is O(n|m| 4+ n?)). In DPIDO, the size of m is
nA, so the cost of ADD is O(n?)).

e FRESH message: The size of a FRESH message is O(¢/n + \). Hence,
the total cost of the FRESH message is O(nf + n?)).

e FINAL message: The size of the FINAL message (which includes the
signature) is O(\). Thus, the total cost of the FINAL message is O(n?)).

In summary, the communication complexity of DPIDO0 is O(nf + n?)).
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CHAPTER 5

DPID1: Asynchronous Dynamic-Committee Proactive

Information Dispersal with Better Asymptotic Complexity

In DPIDO, the communication complexity of Refresh can be up to O(nf +
n?)), but the storage complexity remains O(¢ 4+ n*\). Hence, a O(n) gap
exists between the communication and storage complexity. In this section,
we would like to reduce the n/ term of communication complexity such that

this term is proportional to the number of nodes.

In the Refresh phase of our DPIDO, all committee nodes in C,_; directly
multicast their block[e — 1] to all new committee nodes in C,. Essentially,
we can select x nodes from C. to form a subcommittee, ensuring that at
least (%W + 1 of the nodes are honest with high probability. The subcom-
mittee functions as a middle layer to help relay all messages from the old
committee to the new committee. Specifically, any node in the subcommit-
tee performs the same operations as the new committee member described
in the previous DPIDO refresh protocol Algorithm 3. However, the node
will compute block’[i] := {m;,D.} for i € [n.], and then sends block’|i]
to P; € C.. For any honest node P; in C., if it receives /2 + 1 identi-
cal block’[i] messages, it will extract D, and execute the same process in
lines 17-23 of Algorithm 3. In this way, the communication complexity of
DPID1 is O(kf + kn?)), which improves the dominant term from n/ to /.

In contrast, the communication complexity of DPID0 is O(nf + n?)\).
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FIGURE 5.1. The very high level of corrupted nodes in DPID1
High-Level Overview. In comparison to DPIDO, the main difference of
DPIDI is that it considers using the same technology as [25] to select an
honest majority sub-committee from the new committee, where the size of
the sub-committee is x. Here the sub-committee size x is proportional to
the new committee size of N. And at least { W + 1 of the subcommittee
is honest except with negligible probability. More precisely, the probability
that this condition fails is negligible in x, meaning that for any polynomial
p(-) there exists N such that for all Kk > N,
1
m.

This way, we can reduce the n/-term to «/-term, achieving a data size term

Pr[fewer than [x/2] + 1 honest] <

proportional to O(n).

Constructing the DPID1. The process of DPID1 protocol is the same as
the DPIDO except the refresh phase Algorithm 3, the formal description of
DPIDI is shown in Algorithm 1, 2, 4 and 5. We describe the Algorithm 5

for a different refresh phase protocol.

Specifically, we consider the old committee members send a valid block[e —
1] to these subcommittee members instead of the whole new committee
members at the start of the refresh phase. Once the members of the sub-

committee retrieve f._; + 1 fragments that are valid and consistent with
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Algorithm 5 Asynchronous DPID1 with epoch e > 1: Refresh sub-protocol for
party P;: with subcommittee

Initialization: T+ {}; T. < {}; flag + 0; Public input: ne_1, fe—1,Ne, fe;

1 Invoke Committee Election protocol CE(e);
2 wait until Sub.C, :={P;,,Pj,, -+, Pj.} < CE(e)

3 if P, € C._; then

4 if Verify(i, block[e — 1]) = 1 then

5 parse block[e — 1] := (m;,De_1,Te—1);

6 multicast FRESH(e, m;, D._1) to Sub.C,;

7 if P; € Sub.C, then

8  upon receiving FRESH(e, m;, De_1) from P; (€ C._1) for the first time do
9 T =TuU{(j,m;)}

10 wait until f._; + 1 identical D._; have been received from distinct C, nodes
11 then parse Do_1 := {h1, -+ ,hn, |5
12 for any (j,m;) € T do

13 if #(m;) # h; then discard (j, m;) from T’

14 upon |T'| = fe_1 + 1do

15 M’ < Dec(T); let {m;}jcpn,) := Enc(M’, ne, fe);
16 let D, := {H(m1),..., H(m, )}

17 send Relay (7775, D.) to P; for any P; € C¢;

18 if P; € C, then
19 wait until (%1 +1 identical (77;, D) have been received from distinct subcommittee

members
20 if b} = H () then o; < DS.Sig(e, H(D.));
21 multicast Final(e, 0;) to C¢;
22 upon receiving Final(e, o;) from P;(€ C.) for the first time do
23 if Verify(e, H(De), (j,0;)) =1 then T, < T, U {j,0;};

24 upon |T.| = f.+1do
25 return block[e] := (m;, D, T.).

the auxiliary information D._;, then each subcommittee member decodes
the fragments to recover the original message and encodes it with new pa-
rameter (7., f.), and then sends new fragment m; along with new auxiliary

information D, to the corresponding node P;.

Given that we assume an honest majority within the subcommittee, each
node can produce an output block as soon as it receives the same message
m; and the corresponding auxiliary information D, from at least (%W +1

subcommittee members.

Suppose that some corrupted nodes attempt to deviate by using an alterna-

tive dataset M’ (with M’ # M) to encode new fragments and generate the
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FIGURE 5.2. DPID1 Refresh — New Committee
auxiliary information D’. Although an honest node may not be able to inde-
pendently verify whether a fragment originates from the original data M, it
is constrained by the protocol to send out only one message. Consequently,
the corrupted nodes cannot collect the necessary (ﬂ + 1 shares for M’ to
convince a new node to accept a fragment that does not correspond to the

original dataset.

Thus, the protocol ensures that even if corrupted nodes try to introduce al-

ternative data, they will fail to gather sufficient consensus from the honest
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majority, preventing any incorrect fragments from being accepted. The de-

tailed protocol proceeds as follows:

e Refresh after epoch 1: (Algorithm 5). First, the new committee members
run the committee election (CE) protocol to agree on the subcommittee
for the new epoch. After reaching a consensus on the subcommittee
Sub.C,, they send refresh messages to all nodes in both old and new
committees. Concurrently, the old committee members continue to listen
to the committee-election protocol messages. Once the old committee
members receive the output Sub.C. from the committee-election sub-
protocol, then each node P; of the old committee first checks whether
the local blockle — 1] := {m;,D._1,T._1} is valid or not. If the local
block is valid, it will invoke multicast and send its stored fragment and
auxiliary information to all elected nodes of subcommittee Sub.C. using
FRESH(e, m;, D._1). See the flowchart 5.2 for further details.

e All nodes in Sub.C, first wait for f._; + 1 identical D,_; received from
the old committee, then filter out all invalid fragments based on this aux-
iliary information. Once receiving f._1 + 1 valid fragments, each mem-
ber decodes data M’ and recomputes new auxiliary information D, for
the new committee. Then all honest nodes in the subcommittee will send
Relay (7, D,) to each corresponding node P; of new committee C..

e For any honest node P; of the new committee, once receiving 4| + 1
identical Relay(7;, D) message from distinct members of subcommittee
Sub.C,, it verifies the new message fragment 7; inside Relay message
by H(m;) = D.[i]. Finally, each node signs and broadcasts #(D.) to
other nodes in the new committee, similarly to the DPIDO refresh pro-
tocol. Once f, + 1 valid signatures on H (D, ) have been received, these
signatures constitute the witness 7., allowing the node to output the final

block (7, D, T, ) for epoch e.
56



Security intuition of DPID1: The security intuition of DPID1 is similar to
DPIDO. The core point is that the honest majority of the elected subcommit-
tee can make sure D, is unique, and the two different auxiliary information
D._; and D, are generated by the same input data M. And when the D,
is fixed and agreed by all honest nodes in the new committee, every sin-
gle fragment of epoch e would be easy to verify. Algorithms 1, 2, 4 and 5

implement all properties of DPID. Intuition is as follows:

e Termination. For epoch e = 1, the termination follows immediately from
the validity and agreement properties of the RBC protocol. All honest
nodes will have the same D, and sign the hash of D.. Consequently, all
honest nodes can wait for f; + 1 signatures for D, to form a witness and
then output block[1]. At the beginning of epoch 2, as specified in Algo-
rithm 1, it is established that a minimum of f; + 1 honest nodes possess
a valid block[1]. Consequently, each honest node within the subcom-
mittee, elected by nodes in epoch 2, can await f; + 1 valid instances of
block[1] during the refresh phase. This ensures that the honest majority
of subcommittee nodes are capable of successfully reconstructing and
re-encoding the message. Subsequently, these nodes can transmit the re-
lay message to each designated node in the epoch 2 committee. As a
result, all honest nodes in the epoch 2 committee will eventually receive
at least (g] + 1 valid message fragments along with D5, enabling them
to output block[2]. Similarly, at the start of epoch e, at least f._; + 1
honest nodes have valid block|e — 1]. Every honest node in epoch e can
wait for (’ﬂ + 1 valid message fragment and D, from the honest nodes
in the elected subcommittee of this epoch, ensuring that all honest nodes
in the new committee can output blockle].

o Agreement. Following the termination of DPID, all honest nodes in the
new committee can output a block[e] at epoch e. Then, following the

validation function, all honest nodes will output a valid block|[e].
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e Availability. If an honest node of the new committee can output a block|e],
then, according to the agreement of DPID, all honest nodes in the new
committee will also be able to output a valid block[e]. Therefore, for any
node P; that wants to retrieve data at any epoch e, it can wait for f, + 1
valid block|e] to eventually reconstruct B’.

e Correctness. If an honest node P; can output a block[e] containing D,
then, according to Algorithm 5, at least {g} + 1 nodes inside the elected
subcommittee of epoch e must have sent the same valid Relay with
D.. Now, suppose that another honest node generates a block’[e| with
D! +# D.. This would imply that at least one honest node in the subcom-
mittee has generated different auxiliary information such that D!, # D,
which is clearly impossible as the honest node will only generate one
valid D.. Hence, any two honest nodes must have the same D.. Follow-
ing the availability property of DPID, any honest client can reconstruct
some block B’ with the same auxiliary information D., ensuring that any
two honest clients will eventually reconstruct the same B’. If the dealer
was honest and inputted B in epoch 1, then all honest nodes in the new
committee will reconstruct the same B, recompute a new D, related to
B, and hence B’ = B.

o Integrity. If any honest node of C. can output a value, following the
above analysis on the correctness of DPID, it also implies that all hon-
est nodes of C, can reconstruct the same B’ = M’ (as per line 19 of
algorithm 5). Furthermore, we note that all message shares inside the
FRESH message were generated from M’ via a deterministic encoding
algorithm (as shown in line 15 of algorithm 5), meaning that any honest
client in epoch e — 1 can reconstruct a block B” = M’. Therefore, we

have B’ = B”.

Complexities of DPID1: The DPID1’s communication complexity is asymp-

totically O(xf + kAn?), the cost mainly appears in four parts:
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Committee Election: The cost of CE(e) is O(n?\).
FRESH message: The size of FRESH message is O(¢/n+nM\), the

total cost of FRESH message is O(kl + kn?)).

Relay message: The size of Relay is O(¢/n + n)), the total cost of
Relay message is O(kf + kn?\).

Final message: The size of Final (signature) is O(\), the total cost

of Final message is O(n?\).

In sum, the DPID1’s communication complexity is asymptotically O(x¢ +
/i)\nz). The total storage cost of DPID1 is the same as DPIDO, it is also
O(C + nN).
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CHAPTER 6

DPID2: Asynchronous Dynamic-Committee Proactive
Information Dispersal with Optimal Communication in

Optimistic Cases

6.1 Weak Set Cover

In this section, we first introduce the core component for DPID2 construc-
tion, namely the weak core set (WSetCover)'. This critical component
addresses the following challenge: Given any message M, we generate
N = 3F + 1 fragments using an encoding algorithm such that any F' + 1
fragments are sufficient to reconstruct M. The task then becomes how to
properly distribute these N = 3F"+ 1 distinct fragments among n = 3f + 1
nodes, in a way that ensures any f + 1 nodes collectively hold at least '+ 1
distinct fragments. This distribution method guarantees that any set of f + 1
nodes can always recover the original message M using F'+ 1 distinct frag-

ments, while maintaining a constant number of fragments per node.

Essentially, the first requirement of the above problem can be categorised
as a specific instance of the set cover problem [6]. Formally, the definition

of the set cover is as follows:

1t is to avoid the use of heavy generic NIZK but still enable cheap verifications, in the
design of DPID2.
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DEFINITION 1 (Set Cover [6]). Given a family S = {S1,Ss, -+, 5.} of
subsets of a ground set C = {cy, ca, - - , cn }, we assume that Ug,c5S; = C,

a set cover of C'is a sub-family S" C S such that Ug,cs/S; = C.

In our setting, we require that C' = Enc(M, N, F' + 1) and Ug .o Si =
C’, where |C'| = F + 1, and the size of each |S;| is constant. Com-
pared to the formally defined set cover problem, we refer to our problem
as a weak set cover problem. Specifically, we consider the following sce-
nario: Given a family S = {S5},S,,...,5,} of subsets of a ground set
C ={c,ca,...,cn}, where g g Si = Cand [S;| = O(1) forany i € [n],
then C" is defined as any sub-family S” C S such that | Jg .4 S = C" C C,
where |C’'| = F'+ 1 and |S'| = f + 1. Formally, we define this requirement

as follows:

DEFINITION 2 (Weak Set Cover). In a weak set cover protocol (WSetCover)
among n nodes, if a designated sender P inputs a message M, the protocol

satisfies the following properties:

e Termination. If the sender is honest, then there are at most N distinct
fragments distributed among honest nodes, and every honest node P;
can output a valid fragment set S;.

e Availability. Given any f + 1 valid fragment sets S;, the union of these
sets contains at least ' + 1 distinct values, enabling anyone to recon-
struct the original message M.

e Efficiency. The size of each fragment set S; is O(|M|/n).

The details of WSetCover. The formal description of the protocol is pro-
vided in Algorithm 6. Suppose that we have N fragments m; to my, where

N =n-ki + ky, with0 < ky < n.

For the fragments m; to m,,.x,, the basic idea is to distribute these n - k;

fragments to n nodes in a round-robin fashion. The first fragment is given
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to the first node, the second fragment to the second node, and so on, until
the n-th fragment is given to the n-th node. Afterwards, the (n + 1)-th
fragment is given to the first node again, and this pattern continues until
all fragments from m, to m,,.x, have been distributed. Hence, each node

receives k; distinct fragments.

If ks > 0,letn = ky-k3+ k4. Throughout this paper, we assume k4 = 0 (for
k4 > 0, we leave it as future work). For the remaining k5 fragments my, ., +1
to my, we assign fragment m,,., 1 to the first node, fragment m,, ., 12 to
the second node, and so on, until fragment 1m,,.x, +x, s assigned to the k,-th
node. Afterwards, fragment m,, ., 1 will be given to the (ks + 1)-th node,
and this round-robin pattern continues until every node receives one frag-
ment. This way, we can ensure that every node receives k; + 1 fragments.
Our assignment strategy satisfies the weak set cover property if N = O(n).
Besides, we also add one function VerifyWCS, which can be used to verify

whether the received S; is valid.

Security Intuition of WSetCover. We brief the security intuitions of the

weak set cover protocol in the following:

e Terminatation. If the sender is honest, according to Algorithm 6, the
sender invokes the Enc to generate NV distinct fragments and distributes
these fragments to n nodes. Hence, all honest nodes P; can successfully
output a valid fragment set S;.

e Availability. For any f + 1 honest nodes:

(1) If ko = 0, the f + 1 nodes collectively have (f + 1) - k; fragments.
Since: (f+1) -k > (%52 4+ 1) -k = (42) - by > 22 = & the
availability is satisfied.

(2) If ks > 0, for the remaining ko fragments m,,.x, 11 to my, there are

at most %1 fragments among these £, fragments that are held by

the f + 1 nodes. Therefore, the total number of fragments these
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Algorithm 6 The weak set cover (WSetCover): for each node P;
Initialization: S; < {}; H[i]| < {}; H'[{] + {}
Public parameter: N, F, n, f
1 let N =n-ki+ky,where0 < ks <n<N

2 if P; is the sender of Ps and with M as input then
{mj}jG[N] — EI’]C(]\J7 N,F+ 1)

4 D« {H(mi),...,H(mn)}
5 foranyj <n-k;do

6 for any 7 < n do
7
8

w

ifi mod n =7 mod n then
Sq; — SZ U (j,mj)
9 if ks > 0 then
10 letn:kg'k3+k4

11 foranyn -k < j < N do

12 for any 7 < n do

13 if© mod k2 =7 mod n then
14 Sl (—SiU(j,mj)

15 fori € [n] do

16 sent WSC(S;) to P;

17 uapon receiving WSC(S;) from P; do
18  output S;

function VerifyWCS(i,n, N, D, S;):
19 let N =n-ki+ko,where0 < ky<n<N
20 for any (j,m;) € S; do
21 H'[i] < H'[i] U H(m;)
22 foranyj <n-k;do

23 for any i < n do
24 ifi mod n =3 mod n then
25 H[i] + H[i))UD[j]

26  if ks > 0 then
27 letn:k2~k3+k4
28 for any j > n - k; do

29 for any : < n do
30 ifi mod ko =7 mod n then
31 HJi] + H[:] UDJj]

32 if H[i] = H'[i] then return 1
33 elsereturn 0

nodes possess is: (f + 1) - k; + fk—tl Substituting fk—J;l = *2 we

have: (f~|—1)-k:1+%> (”T”)-klju%>%:%.f+1
Hence, in any case, the f + 1 nodes can always collectively hold at least
F + 1 fragments.
e Efficiency. Given that N = O(n), we have k; = O(1). As a result,
each node receives at most k; + 1 = O(1) fragments. Considering that

the size of each fragment is O(|M|/n), the size of each fragment set
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S; is therefore O(|M|/n), which ensures that the number of fragments

received by each node is independent of O(n).

6.2 Concrete Implementation of DPID2

For information dispersal, it is established that the lower bound on commu-
nication complexity for storing data (or files) is (¢ + n?), and the lower
bound on storage cost is 2(¢), where ¢ denotes the data size [2]. In DPID0
and DPID1, when ¢ > n?), the storage complexity remains O(¢); however,
the communication complexity during the refresh phase becomes O(n/f) or
O(k/). This naturally raises the question of whether a new protocol can be
designed with optimal communication complexity O(¢), or one that outper-
forms DPID1 in communication efficiency when the data size is sufficiently

large.

This section considers the optimistic case where all nodes are honest and
the network is synchronous. We introduce DPID2, which achieves optimal
communication complexity under these conditions while maintaining the

same security guarantees and worst-case costs as DPIDO and DPID1.

Overview of DPID2. Recall the DPID0 and DPID1 protocols: in the Refresh
phase, all old nodes either multicast their fragments directly to all new
nodes (as in DPIDO0), or multicast their fragments to a sub-committee, where
sub-committee members subsequently reply with the corresponding frag-
ments to the new nodes (as in DPID1). Considering the condition of the op-
timistic case, we further optimise DPID1 by reducing the subcommittee size
to 1, meaning only one node acts as the intermediary. Based on this idea,
DPID2 operates as follows: all old nodes in C,_; send their block[e — 1] to a
designated node P, € C,. Node P, performs the same role as a subcommit-
tee member in DPID1. If all nodes receive their corresponding information

within a fixed time, they output block|[e].
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Otherwise, if any node fails to receive the output by the end of this period,
it will send a complaint message to the network. Upon receiving such a
complaint, any honest node will forward it to all other nodes, prompting
all nodes to fall back to the DPID1 protocol. The node will then switch to
the DPID1 protocol to handle the situation. This section focuses solely on
the optimistic case and ignores the fallback processes. For completeness,
we also provide the dealer dispersal in epoch 1 (Algorithm 9) and the re-
trieval process at any epoch (Algorithm 10). It is worth noting that although
Byzantine fault injection attacks do not compromise system integrity, they
can trigger a fallback to the DPID1 protocol, resulting in degraded perfor-

mance.

In DPID, where the sizes of the new and old committees may differ, we
encounter a critical challenge: a malicious node P, could compromise the
system’s security by sending inconsistent fragments to the new committee
nodes, such as inputting different data instead of original data when invok-
ing Enc. To address this issue, it becomes crucial to verify the correctness

of the newly generated fragments.

One potential solution is to employ NIZK or SNARK proofs to ensure the
fragments derived from the original data. When the leader tries to encode
the original message into new message fragments, it needs to generate a
valid NIZK proof to prove that the latest messages originated from the exact
same message as in the previous epoch. However, as we mentioned earlier,
this approach could be inefficient. To achieve the O(¢) communication

term, the size of the fragments each node receives must be at most O(¢/n).

To address this issue, we consider a fixed total number of fragments N =
3F + 1, where the original message is encoded into N fragments and an as-

sociated fixed auxiliary information D is generated. Additionally, once the
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fragments are encoded in the first epoch, both the number of distinct frag-
ments and the fragments themselves remain unchanged throughout the sub-
sequent epochs. At the end of each epoch, we ensure that each honest node
only needs to receive a subset of the NV original fragments, where the size
of this subset remains constant (O(1)). This design reduces the total num-
ber of messages in the intermediary phase from xn to n, thereby achieving
optimal communication complexity in the optimistic case (when all nodes
are honest and the network is synchronous). In the presence of dishonest
nodes within the committee, the communication complexity matches that

of DPID1.

Consider the following example to illustrate the design of DPID2. A mes-
sage is encoded into N = 12 fixed fragments and distributed among the
nodes based on the committee size. When the committee size is n = 4,
each node receives three fragments (e.g., my, mo, mg for the first node). If
the committee size increases to n = 6, each node receives two fragments
(e.g., my, my for the first node). The total number of fragments remains
constant (/N = 12), ensuring scalability and maintaining optimal communi-

cation complexity as the committee size varies.

To transfer the data to the new committee from the old committee without
blowing up the communication complexity, we first let every honest node of
the old committee send its fragment and auxiliary information to an elected
node in the new committee. That elected node will then decode these frag-
ments and get the original message. The next step is to deterministically
encode the message into the same N fragments as in epoch 1 and send
fragments alongside auxiliary information to designated nodes in the new

committee.

Construction Details of DPID2. Now we describe our protocol DPID2

for the case where N > n., where e > 1. The formal description of the
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Algorithm 7 The optimistic case of DPID2 Refresh, with epoch e > 1 for node P;

Initialization: 7} « {}; Ty « {}; T, < {}
Public parameter: N, F,n._1, fo_1, ne, fe
Let s < (e mod n)+1

1 if P; € C._; then
if Verify (i, block[e — 1]) = 1 then
parse block[e — 1] := (S;, D, Te_1)
ADDIe](D)
multicast FRESH(e, S;) to Ps(€ C.)
if P, = P, and P; € C, then
upon receiving FRESH(e, S;) from P;(€ C._1) do
T+ Ty (J? S])
9  wait until ADDIe] return D
10 for any (j,5;) € T\ do

0NN LW

11 if VerifyWCS(j, ne—1, N,D, S;) = 1 then

12 Ty« ToU Sj

13 upon |T5| > F + 1do

14 M’ + Dec(T)

15 invoke WSetCover with M’ and public parameter N, F, ne, fe

16 if P; € C, then
17  upon receiving output .S; from WSetCover do

18 wait until ADDle] return D

19 if VerifyWCS(i, ne, N, D, S;) = 1 then

20 o; < DS.Sig(e, H(D))

21 multicast FINAL(e, o;) to C,

22 upon receiving FINAL(e, 0;) from P; € C. do
23 if DS.Vrf(e, H(D), (4,0;)) = 1 then

24 TeFTeU{(jvo'j)}

25 upon |T.| = f.+1do
26 block[e] « (S;,D,T.), and output block|[e]

Algorithm 8 Validation function of DPID2, with epoch e

Public parameter: N, F n., f.
function Verify(i, blockle])

1 if blockle] # 0 then parse blockle] := (S;, D, T¢)

2 if |T.| = fe + 1 and VerifyWCS(i,n., N, D, S;) = 1 then
3 if DS.Vrf(e, H(D), (j,0;)) = 1 for any (j,0;) € T, then
4 return 1

5 return 0

protocol is provided in Algorithms 7, 8, 9 and 10. For the Refresh phase
(Algorithm 7), the details proceed as follows:

e Phase 1: For all honest nodes P; in the old committee: each node first

verifies the validity of its local block[e — 1]. If valid, the node invokes
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Algorithm 9 The DPID2 dispersal (ACVID), with epoch e = 1 and sender P for
node P;

1

0NNk W

11
12
13
14

15
16

Initialisation: Let RBC[e] refer to one instance of the reliable broadcast protocol,
where P is the sender of RBC[e]; T, + {}
Public parameter: N, F,nq, f1

if P; = Ps and received input M then
invoke RBCle] with input M
invoke WSetCover with input M and public parameter N, F, nq, f1
upon receiving output M from RBC[e] do
if M # | then
{m;}jeny < Enc(M, N, F)
D« {H(m1),...,H(mn)}
upon receiving output .S; from WSetCover do
if VerifyWCS(i, ne, N,D, S;) = 1 then
o; < DS.Sig(e, H(D))
multicast FINAL(e, o;) to C,
upon receiving FINAL(e, o;) from P; € C, do
if DS.Vrf(e, H(D), (4,0;)) = 1 then
Te < Te U{(j,05)}
upon |T.| = f.+ 1do
block[e] « (S;, D, T.), and output block|[e]

ADD to share the auxiliary information D with the new committee and
sends its fragment set to the new leader P, via FRESH message.

Phase 2: For the leader of the new committee: he waits for ADD to
output the auxiliary information D, which is then used to filter out invalid
FRESH messages. If the leader receives at least f._; + 1 valid FRESH
messages, ensuring 75 > F' + 1, the leader decodes a message M’ and
uses it as input to the WSetCover protocol to distribute the N fragments
of M’ to the n. nodes.

Phase 3: For all honest nodes in the new committee: once ADD outputs
the auxiliary information D and WSetCover returns the fragment set 5;,
each node verifies whether the leader P, has provided the correct input
to WSetCover. If the verification is successful, the node signs (D) and
multicasts the signature. Finally, upon receiving f. + 1 valid signatures

on H (D) to form T, the node outputs block[e] = (S;, D, T.) for epoch e.

Security Intuition of DPID2: The security intuition of DPID2 is similar to

that of DPID1. The key idea is to use fixed encoded fragments across all
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Algorithm 10 The DPID2 retrieval, with epoch e for node P;

Initialization: 7 + {}
Public parameter: N, F n., f.

1 if P; would like to retrieve the original value then
2 multicast RETRIEVAL(e) to C¢;

3 upon receiving RETRIEVAL (e) from P; and P; € C, do
4 if Verify(i, block[e])=1 then
5 send RECAST (e, blockle]) to P;;
6 upon receiving RECAST (e, block|e]) from P;(€ C.) do
7 if Verify(j, blockle])=1 then
8 parse block[e] := (S;, D, T,)
9 T+TUS;
10 upon |T| > F + 1 do
11 M’ «+ Dec(T), and output M’

epochs, ensuring the auxiliary information D remains unchanged. The only
difference lies in the number of fragments held by honest nodes, which may
vary depending on the committee size. The WSetCover protocol that we
introduced in the previous section guarantees the availability of the original

message, ensuring that it can always be reconstructed.

e Termination. For epoch e = 1, the termination follows immediately from
the validity and agreement properties of the RBC protocol. All honest
nodes will have the same D, and sign the hash of D.. Consequently, all
honest nodes can wait for f; + 1 signatures for D, to form a witness and

then output block|[1].

At the start of epoch 2, according to Algorithm 1, we know that at least
f1+ 1 honest nodes have valid block[1]. Therefore, the selected leader in
epoch 2 can wait for f; + 1 valid block[1] during the refresh phase. And
according to the WSetCover protocol, the epoch 2 leader can expect to
receive F'+ 1 valid message fragments from valid block[1] to decode the
original message. Then the leader can encode the message again using
the same public parameters /N, F' and auxiliary information D. Finally,
all honest nodes in epoch 2 can wait for valid fragments from the leader

or fallback to DPID1 to output valid block[2].
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Similarly, at the start of epoch e, at least f. 1+ 1 honest nodes have valid
block[e — 1]. The epoch leader in epoch e can wait for f._; + 1 valid
block[e—1] from the previous committee to get '+ 1 message fragments
and recover the original message. And then the leaders in all epochs can
always encode the original message again using the exact same public
parameters NV, F' and auxiliary information D, ensuring that all honest

nodes in the new committee can output a valid blocke].

o Agreement. Following the termination of DPID, all honest nodes in the
new committee can output a block[e] at epoch e. Then, following the

validation function, all honest nodes will output a valid block|e].

e Availability. If an honest node of the new committee can output a block|[e],
then, according to the agreement of DPID, all honest nodes in the new
committee will also be able to output a valid block[e]. Therefore, for
any node P; that wants to retrieve data at any epoch e, it can wait for
fe + 1 valid block|e]. And based on the WSetCover protocol, the node
can expect to get at least /' + 1 valid message fragments from the blocks

received to reconstruct B’ eventually.

e Correctness. If an honest node P; can output a block|e] containing D,
then, according to Algorithm 7, at least f. + 1 nodes inside the new
committee of epoch e must have sent the same valid Final message
with D. Now, suppose that another honest node generates a block’[e]
with D’ # D. This would imply that at least one honest node in the old
committee has generated different auxiliary information such that D" #
D, which is clearly impossible as the honest node will only generate one
valid D and any different D’ will be detected immediately and fallback

to DPID1. Hence, any two honest nodes must have the same D.

Following the availability property of DPID, any honest client can re-
construct some block B’ with the same auxiliary information D, ensur-

ing that any two honest clients will eventually reconstruct the same B’'.
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If the dealer was honest and inputted B in epoch 1, then all honest nodes
in the new committee will reconstruct the same B, carrying the same D

related to B in all epochs, and hence B’ = B.

o Integrity. If any honest node of C, can output a value, following the
above analysis on the correctness of DPID, it also implies that all hon-
est nodes of C, can reconstruct the same B’ = M’ (as per line 14 of
algorithm 7). Furthermore, we note that all message shares inside the
FRESH message were generated from )’ via a deterministic encoding
algorithm (as shown in line 3 of algorithm 9), meaning that any honest
client in epoch e — 1 can reconstruct a block B” = M’. Therefore, we

have B’ = B”.

Complexities of DPID2: From WSetCover, we know the size of S; is
O(¢/n), where ¢ is the input size. The communication complexity of DPID2
in the optimistic case is asymptotically O(¢ + n?)), and the cost is mainly

distributed across the following five parts:

e ADD: The cost of ADD is O(n|m| 4+ n?)). In DPID2, the size of m is
nA, so the cost of ADD becomes O(n?)).

e FRESH message: The size of each FRESH message is O(¢/n + \), lead-
ing to a total cost of O(¢ + nA).

e Relay phase (WSetCover): In WSetCover, the sender distributes S; to
P, for all i € [n.]. Hence, the total cost of WSetCover messages is
Ol +nA).

e FINAL message: The size of the FINAL message (signature) is O(\).
Therefore, the total cost for FINAL messages is O(n?)).

In summary: (1) Optimistic case: All honest nodes successfully output
block|e], resulting in a communication complexity of O(£+n?)). (2) Worst
case: If some nodes fail to output, all nodes revert to executing DPID1,

where the communication complexity becomes O(xf + kn?\).
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General Case of DPID2: If N < n., we handle this by ensuring that
ne/3" < N < n./3¥1, where k is an integer. Specifically, we divide
the n. nodes evenly into 3* groups. For each group, we distribute the N
fragments among its members by invoking DPID2 within the group. Since
N = O(n.), it follows that k = O(1). At the start of the next epoch, we can
ensure that at least one group can reconstruct the original message. This is
guaranteed because, within each group, at least one-third of the nodes are
honest. Thus, the protocol maintains correctness and ensures the original

message can be recast in subsequent epochs.
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CHAPTER 7

Application to Dynamic-Committee Proactive Secret

Sharing

Dynamic-committee Proactive secret share (DPSS) has made significant
progress, and its important application is to provide confidentiality in BFT
SMR or BFT storage. However, the prior works consider directly applying
DPSS to store the data such that the cost of Refresh up to O(n®¢ + n3)\)
[43,46]. Clearly, these works are sub-optimal for large data.

In this section, we give a simple and generic compiler from DPID to DPSS
and plug in our DPID by any state-of-the-art DPSS to get a better DPSS pro-
tocol. The asymptotic performance of the resulting protocol is summarised
in Table 1.1. In each epoch, all nodes execute the DPID and DPSS pro-
tocols in parallel: the input to DPID is the encrypted data, while the input
to DPSS is the corresponding encryption key. This approach significantly

reduces the overall communication cost.

In our approach, we utilise hybrid encryption to optimise the performance
of DPSS, mainly for handling large data sizes. The main principle behind
hybrid encryption is to combine the strengths of DPSS and DPID: secure
but heavy (in our case, DPSS) for key sharing and key committing sym-
metric encryption for large-sized input data (in our case, DPID). This vital
characteristic makes it ideal for scenarios where large volumes of data must
be securely dispersed and refreshed across multiple epochs without incur-

ring significant communication or computation costs.
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To elaborate, the DPSS protocol is employed to share and refresh a small,
fixed-size secret key securely, typically 32 bytes in length. The use of DPSS
to share only the small secret key, rather than the full input data, drasti-
cally reduces the O(n3¢ + n3\) complexity associated with directly apply-
ing DPSS to large data. The whole process typically takes a few seconds,
regardless of the input data size. This way, the asymptotic costs are reduced,
as the communication overhead associated with data refresh operations is
minimised since only the key needs to be refreshed. Symmetric encryption
is advantageous for encrypting large amounts of data, and the size of the
resulting ciphertext is nearly identical to the original plaintext. It is ideal
for scenarios where large volumes of data must be securely dispersed and

refreshed across multiple epochs.

The generated key is then used as the key for AES-GCM, which is known
for its efficiency in both encryption and authentication. More importantly,
it is key committing [23] that will ensure that the value after decryption
remains consistent, to guarantee the correctness property of DPSS, as dis-
cussed in the Introduction. The 32-byte key is protected by the secrecy
property of DPSS, ensuring its confidentiality even in the presence of Byzan-
tine failures or active adversaries. Meanwhile, the data itself is protected by
the symmetric encryption scheme, where any tampering with the ciphertext
can be detected due to the authentication properties of the chosen encryption
mode, and the adversaries learn no information about the plaintext based on
the ciphertext. Specifically, if there is an inconsistency between the key and
ciphertext, the decryption would simply return L. Any two distinct clients
will always extract the same value when receiving the same secret key and
encrypted data from DPSS and DPID, respectively. For simplicity, we omit

the key committing process in Algorithm 11.

DPSS further ensures confidentiality under the mobile adversary model,

where the adversary may corrupt different subsets of nodes across epochs.
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This is achieved by periodic Refresh operations. Even if the adversary com-
promises up to ¢ parties in one epoch, the refreshed shares in the next
epoch are statistically independent of the previous compromised nodes.
Hence, long-term secrecy of the initial secret key is maintained, provided
that at most ¢ nodes are corrupted in any single epoch. This rolling protec-
tion mechanism makes DPSS particularly well-suited for systems requiring

strong confidentiality.

Finally, while the current algorithm construction assumes classical hard-
ness assumptions, post-quantum considerations are becoming increasingly
important. Replacing AES-GCM with a post-quantum secure symmetric
cipher incurs negligible cost. More critically, the DPSS layer relies on
public-key cryptographic primitives for verifiable secret sharing, which can
be instantiated with lattice-based commitments or zero-knowledge proofs
resistant to quantum attacks. This substitution would preserve the compiler
framework while slightly increasing the concrete communication costs. And
the relative efficiency advantage of our approach over direct DPSS remains

even in a post-quantum setting.

In the future, an attractive application domain is blockchain or distributed
ledger systems. Here, DPSS can serve as a robust building block for confi-
dentiality in state machine replication, threshold signing, or on-chain stor-
age. In these environments, dynamic nodes may join or leave so that our
dynamic-committee DPSS integrates naturally. By combining hybrid en-
cryption with DPSS, large state snapshots can be encrypted and dispersed
among committee members, while only small keys require proactive re-
freshing. This reduces on-chain overhead, amortises costs over epochs, and

ensures forward secrecy of the ledger’s confidential data.
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Algorithm 11 Generic Compiler from DPID to DPSS for party P;

0 NN N W=

e

10
11
12
13

Initialisation : Let DPID refer to one instance of the dynamic-committee proac-
tive information dispersal protocol, and DPSS represent an instance of the dynamic-
committee proactive secret share. Let M denote the plaintext data and sk the secret
key.
if e = 1 and P; = Ps and received inputs M and sk then
M’ < Encrypt(M, sk)
invoke DPID with input M’ and DPSS with input sk
ife > 1and P; € C._; then
parse block[e — 1] := (blockapia[e — 1], blockapss[e — 1])
invoke DPID with input blockgp;qle — 1]
invoke DPSS with input blockgyss[e — 1]
upon receiving output blockqp;qle] from DPID[e] and blockgpss[e] from DPSSle] do
blockle] < (blockapiale], blockqpss|e]); and output block]e]
upon receiving Retrieval[e] do
M’ «+ invoke DPID;ctricvail€]
K + invoke DPSS,.ctricvail€]
M «+ Decrypt(M’, sk) and output M
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CHAPTER 8

Implementation and Evaluation

Implementation Details. We implemented our DPID protocols, DPSS0
and DPSS2, in Python, along with Longlive DPSS [46]. For encryption,
we used AES-GCM from the PyCryptodome library. The DPSS compo-
nent of the secret key in our hybrid construction was based on the Low-
threshold DPSS implementation from Longlive DPSS. All three algorithms
were deployed within a Docker image and evaluated on multiple distinct
EC2 t2.micro AWS instances. Each instance hosted a single node to em-
ulate a realistic network-latency environment. In the Refresh phase, we

considered n, = n._; = n.

Latency Comparison. We evaluate the latency of one Refresh phase under
the optimistic case where all nodes are honest. Experimental results demon-
strate that our DPSS protocols significantly outperform the LongLive DPSS
scheme, as illustrated in Figures 8.1 and 8.2. This latency improvement di-
rectly translates to stronger scalability. As the number of participants or the
reconstruction threshold grows, the communication savings in our design
ensure that performance degradation remains modest. Owing to the com-
munication savings inherent in our design, this performance gap is expected
to widen further under realistic network conditions with non-negligible de-
lays. Also, since our DPSS protocols minimise both per-node bandwidth
requirements and the number of interactive rounds, they sustain higher re-

fresh throughput even under moderate churn.
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Refresh Protocol Performance Across Data Sizes (N=31)

—e— DPSS2
DPSSO
—— Longlive

Time (s)

> qf’b (’)\/'1, ~ v d @
Data Size
FIGURE 8.1. Latency comparison in the optimistic case

Case 1: Performance analysis with increasing data size and fixed n.

The performance evaluation of LongLive DPSS and its variants gives some
interesting insights into how they handle computational efficiency with dif-
ferent data block sizes. The original LongLive DPSS exhibits a sharp la-
tency rise, rising from under 1 s for payloads up to 64 KB to more than
2 s at 1 MB and eventually exceeding the 5 s mark by 8 MB (see Fig-
ures 8.1). This dramatic inflection reflects the cubic growth in per-block
processing cost inherent to LongLive DPSS. By contrast, both DPID0 and
DPID2 grow much more gracefully. Over the entire 32 Byte to 8 MB range,
DPID2’s latency increases only from roughly 0.68 s to 1.32 s, such modest
slopes indicate near-linear scaling with data size, suggesting that their opti-
mised encoding and share-distribution routines impose predominantly O(n)
overhead per block rather than the O(n?) behaviour that plagues LongLive
DPSS. Moreover, the tight clustering of the DPID0 and DPID2 curves up
to 512 KB, where all three schemes perform comparably, highlights that,
for small-to-medium blocks, network and I/O latency dominate. Only be-
yond this threshold do algorithmic differences emerge. In sum, under fixed
n, DPID2 and DPIDO0 offer substantially better computational efficiency on
large data blocks, whereas LongLive DPSS remains viable only for rela-
tively small payloads.
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This analysis points out how important optimisations are for computational
systems. While the original LongLive DPSS is aggressive in its scaling,
DPIDO and DPID2 bring in refinements that make performance more man-
ageable. The differences between these implementations suggest that care-
ful design choices and optimisations can have a big impact, especially for

systems that need reliable performance across varying block sizes.

DPSS Performance With Fixed Input (1 MB)
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FIGURE 8.2. Latency comparison with fixed input { = 1 MB
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Case 2: Performance analysis with fixed data size and increasing n.

The Refresh phase performance results for a fixed 1MB payload (Figure 8.2)
align closely with the theoretical communication complexities. As n grows
from 4 to 16 to 31, LongLive DPSS’s latency climbs steeply from 0.45 s
to 0.88 s to 2.23 s, reflecting its O(n®¢ + An?) behaviour. By comparison,
DPIDO rises moderately from 0.32 s to 0.57 s to 0.96 s, consistent with its
O(nf+ An?) complexity, and DPID2 shows the gentlest increase, from 0.18
$t00.425t00.75 s, in line with its dominant O(¢) term (the An® component

remains insignificant at these scales). Thus, under fixed data size, DPID2
79



exhibits the greatest resilience to increasing n, DPID0 scales acceptably,

and LongLive DPSS incurs sharply rising overheads as the network grows.

These findings suggest that the scalability of LongLive DPSS is signifi-
cantly limited as n increases. In comparison, DPSSO and DPSS2 exhibit
more consistent scalability with a fixed data size. Furthermore, it is im-
portant to note that the benefits of our communication complexity reduc-
tion may not be fully realised in a local setting. When deployed in a dis-
tributed environment, our DPSS0 and DPSS2 are expected to exhibit even
greater performance, demonstrating their scalability and efficiency on a

larger scale.

DPID Refresh Performance Under Optimistic Case

8 MB
4 MB
2 MB
1 MB
512 KB
256 KB DPID2 - N = 16
mmm DPID2 - N = 31
128 KB mmm DPIDO - N = 16
DPIDO - N = 31
0.0 0.2 0.4 0.6 0.8

Time (s)

FIGURE 8.3. Performance of DPID Refresh under the optimistic case

Performance of our Refresh protocols with large data size:

Figure 8.3 plots the optimistic case refresh latency of DPID2 and DPIDO
for block sizes ranging from 128 KB to 8 MB with a committee size of
N =16 and N = 31. Both curves exhibit an approximately linear increase
in latency as the payload grows, but with markedly different slopes. For

DPID2, refresh time rises from about 0.04 s to 0.45 s when N = 16 (and
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from 0.06 s to 0.68 s when NV = 31), reflecting the dominant O(¢) term in
its O(¢ + An3) complexity. In contrast, DPID0 increases more steeply from
0.17st0 0.71 s at N = 16. From 0.23 s to 0.93 s, DPID0’s performance at

N = 31 appears to be consistent with its square complexity.

Moreover, the ratio of DPIDO latency at N = 31 versus N = 16 remains
roughly constant 1.5 times across all block sizes, directly demonstrating
the linear dependency on n predicted by theory. By contrast, DPID2’s n-
dependent term An® remains negligible throughout, so its latency curve for
N = 31 is only marginally above that for N = 16. These trends confirm
that our DPID2 refresh protocol minimises communication overhead for
large payloads, while DPIDO incurs a moderate n-scaled penalty but still

far outperforms schemes with full cubic complexity.

Performance Breakdown of DPSS2 with N=31

Il DPID2 - Data Value
I DPSS - Secret Key

0.64

0.18

256 KB 512 KB 1 MB 2 MB 4 MB

FIGURE 8.4. Performance breakdown of DPSS2 when N = 31

Overhead of Longlive DPSS scheme over our DPID: Finally, we test
the overhead of Longlive DPSS protocol compared to DPID2, where the
main overhead arises from the LongLive DPSS instance during compila-
tion. Here, DPID2 and Longlive DPSS both include one round of dispersal

and refresh. As shown in Fig.8.4, DPID2 exhibits a gradual increase with
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data size, while the Longlive DPSS overhead mainly stems from secret key

sharing.
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CHAPTER 9

Conclusion

9.1 Summary of Contributions

This thesis introduced three dispersal-proof-in-dispersal (DPID) variants
and a compiled distributed proactive secret-sharing (DPSS) protocol that
together achieve near-optimal communication in the optimistic case while
keeping recovery latency practical. Beyond the core protocols, we delivered
a full security model, a reference implementation, and an empirical evalu-
ation that highlights how careful committee selection and erasure-coding
can cut honest-party bandwidth by an order of magnitude compared with

classical schemes.

Key takeaways are:

e Protocol Efficiency. DPSS2 shows that O(¢) optimistic-path communi-
cation is attainable without exotic cryptography.

e Practical Resilience. The compiled DPSS tolerates up to /3 Byzantine
nodes and offers automatic recovery under moderate node churn.

o Implementation Realism. A 31-node test-net on AWS confirms theory
as data refresh takes seconds for megabyte-scale secrets in a real-world

network, and complaints are rare in benign epochs.

9.2 Future Outlook
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e Balanced storage via richer cover sets. The current weak set-cover rule
keeps the maths tidy by setting k4 = 0. Dropping that shortcut would
let us juggle fragments more intelligently—handing out extra pieces to
beefier servers, reshuffling data when nodes churn, and squeezing more
resilience out of the same hardware. Greedy heuristics, lightweight ILP
solvers or even a handful of well-placed if-else rules could capture most
of the gain without drowning in theory.

e Capping worst-case bandwidth. In the current design, a single Byzan-
tine node can trigger a x/(-sized burst of evidence, which is tolerable for
prototypes but prohibitive at scale. We propose to bound the pessimistic
communication to O(¢) even under adversarial conditions, either by em-
ploying a one-shot dispersal with a constant-size aggregate signature or
by proving such a bound impossible. In either case, the result will tighten
the protocol specification.

e Empirical evaluation via live deployment. Integrating the DPID2-enhanced
DPSS into a Filecoin plug-in or a Kubernetes operator will yield essential
performance data: real-world egress bandwidth, recovery latency under

churn, and the operational overhead of periodic committee refresh.

9.3 Closing Thoughts

Secure and usable decentralised storage has matured from an academic cu-
riosity into a practical requirement for open blockchains, privacy-preserving
cloud services and edge computing. By showing that proactive secret shar-
ing can be both secure and usable, this thesis narrows the gap between
elegant cryptography and production-grade systems. The roadmap outlined
above, which includes lighter-weight zero-knowledge techniques, more ex-
pressive cover sets, stronger adversarial resilience and real-world deploy-
ments, traces a credible trajectory from research prototype to an enterprise-

grade platform. The remaining milestones are implementation-intensive yet
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conceptually straightforward. Once achieved, decentralised storage could
become as commonplace and dependable as the replication layers that un-

derpin modern data centres.
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