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Abstract

Byzantine Fault-Tolerant (BFT) protocols enable distributed ledgers to operate without
relying on a single trusted party, tolerating up to a threshold of Byzantine faults among
participants. While traditional BFT was designed for closed systems with a small number
of participants over local networks, blockchain applications have shifted the setting to open
systems with thousands of participants connected over the internet. This transition introduces
two critical vulnerabilities unaddressed by classical BFT models: (1) the susceptibility of
nodes to internet Denial-of-Service (DoS) attacks, and (2) the potential for correlated failures
when participants use similar configurations, violating the fundamental assumption of fault
independence.

This thesis addresses these vulnerabilities through three main contributions. First, the
Mobile Crash Adaptive Byzantine (MCAB) adversary model is introduced, which captures
mobile DoS attacks by allowing the adversary to crash up to ¢ nodes that can change over
time, in addition to f Byzantine faults. Protocols are proven to require either concealment
(hiding node identities until after broadcasting) or abundance (having more nodes perform
each role than the adversary can target) to maintain liveness under MCAB. Using these results,
it is shown that protocols designed for public blockchains like Algorand naturally achieve
security against a stronger model than security proofs have previously indicated, the MCAB
model. In contrast, protocols strictly designed for the traditional BFT setting with leader
rotations like Hotstuff lose liveness.

Second, the modern Directed Acyclic Graph (DAG) based BFT line of work is expanded
for system models captured by the MCAB model. The first constant latency dynamically
available DAG based BFT protocol is proposed, achieving 3A expected latency where A is
the network delay bound. To finalize subsets of a shared DAG among nodes, a novel primitive
is introduced, Graded Common Prefix (GCP). GCP enables nodes to agree on a common
subset of a DAG in just 2 communication steps, compared to 4 steps required by standard
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iv ABSTRACT

consensus. By combining the dynamically available DAG protocol with graded common
prefix, a flexible protocol is proposed. It allows clients to choose between prioritizing liveness
or safety, while benefiting from the high performance of modern DAG BFT. In addition, it is
shown using the MCAB model that this flexible protocol can relax the Global Awake Time
assumption of previous flexible protocols with similar properties.

Third, this thesis addresses fault independence through incentive mechanisms that en-
courage nodes to adopt diverse configurations, such as running different node software
implementations. It is proven that avoiding a single point of failure requires at least [n/ f]
equally distributed configurations where f is the number of Byzantine faults and n the current
total number of nodes, implying at least 4 concrete configuration versions when f < n/3.
The challenge to incentivize diverse configurations is that costs related to the wide variety
of configurations, from software implementation to geo-location, are hard to quantify. To
circumvent this challenge, control mechanisms from reinforcement learning and control
theory are leveraged, as they function without analytical solutions to the underlying system.
Three adaptive reward allocation mechanisms are proposed and extensively evaluated: a
Ziegler-Nichols tuned PID controller, a reinforcement learning tuned PID controller, and
a pure reinforcement learning approach. Our simulations demonstrate that the traditional
PID controller converges fastest and handles configuration additions most gracefully, while
RL-based approaches better adapt to extreme cost variations.

Together, these contributions advance the resilience of BFT protocols for internet deploy-
ments by addressing both adversarial attacks and correlated failures. Formal models and
theoretical foundations are provided, along with practical protocols for more robust distributed

ledgers.
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CHAPTER 1

Introduction

1.1 Background and motivations

Distributed ledgers remove the reliance on a single party, for example a server or bank, to
maintain a sequence of ledger entries. Deployed applications include resilient databases [2],
electronic cash [1,102], and decentralized computing platforms [3]. A set of parties, called
nodes, maintain the distributed ledger by reaching consensus on the sequence of added entries.
To avoid relying on any single node, the distributed ledger must tolerate arbitrary misbehavior
by nodes as much as possible. A misbehaving node, called Byzantine node, may represent
a technical faults of a server, or node operators attempting to gain some personal benefit by

compromising the ledger.

To obtain secure distributed ledgers, Byzantine Fault Tolerant (BFT) consensus protocols are
therefore crucial. A BFT protocol’s security is commonly defined by the threshold of Byz-
antine nodes it can tolerate, with respect to its current total number n of nodes. Traditionally,
BFT has been designed for a low number (n < 10) of nodes. The performance and scalability
demands of cryptocurrencies after the introduction of Bitcoin [102] have encouraged large
advances in BFT protocols, solving the throughput and latency bottlenecks of consensus while
greatly increasing the possible number of participants. Consensus throughput has increased
from single digits to hundreds of thousands of added transactions per second [46], while

latency to confirm a single transaction has been reduced from hours to under a second [19].

However, subtle differences between traditional BFT and blockchain protocols reveal research

gaps addressed in this thesis. BFT originally considers local area networks involving just
1



2 1 INTRODUCTION

a few nodes as in a datacenter or within an aircraft electronics. In contrast, the blockchain
and cryptocurrency applications change the setting to involve a large number of unknown
nodes connected over the internet. As a result, two major vulnerabilities are introduced by the

transition to a globally distributed, open system:

e The network availability of nodes is vulnerable to internet Denial-of-Service (DoS)
attacks.

e The server configuration of nodes can not be enforced, and many participants (more
than f) with similar configurations, such as the same software libraries, may fail
simultaneously. Tolerating f faults in theory may mean tolerating only one fault, for

example a software bug, in practice.

DoS attacks on cryptocurrencies have already been attempted with some success [76, 90],
while multiple cryptocurrencies have halted due to a single software bug that affected all

nodes [57,87].

This thesis addresses these vulnerabilities and accordingly further expands the space of

modern BFT for internet deployments.

1.2 Research questions and results.

1.2.1 Modeling internet DoS attacks.

This thesis first studies the unaddressed problem of Denial-of-Service (DoS) attacks in an

open internet system such as public blockchains.

In blockchain systems and BFT, the network is commonly modeled as either a synchronous
network, where messages are assumed to deliver within a known bound, an asynchronous
network, where messages deliver within an unknown bound, or a partially synchronous
network, where the network first behaves as an asynchronous network then as a synchronous

network after an unknown Global Stabilization Time (GST).
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Many traditional BFT protocols use leaders to propose the next value, guaranteeing security
against an adaptive Byzantine adversary who corrupts up to f nodes in a synchronous or
partially synchronous network to avoid the FLP impossibility in asynchronous networks [56].
Leaders can be rotated if no value is received after a timeout, assuming that under the
synchronous network (or after GST in partially synchronous networks), honest leaders’

messages are delivered before a known delay.

On the internet, a simple DoS attack on leaders can fully stall classical leader-based BFT
where leaders are known a priori and can be targeted at each timeout. This simple attack is
not covered by classic security models of BFT, and protocols therefore do not tackle such
an attack, or only provide informal discussions. Liveness proofs for BFT protocols such as
PBFT [36] and Hotstuff [130] rely on the adversary only controlling up to f nodes. Within
that model, leaders can only be successively faulty for f rounds before honest and online
replicas are guaranteed to be chosen. This guarantee is only an assumption built in to the
system model’s definition. In practice, mounting a simple DoS attack that keeps targeting

each new leader doesn’t require large resources.
This gap leads to the first research question:

Research Question 1 (RQ1): Can we design a generic system model that captures the public
internet setting of a blockchain and identify the necessary properties protocols must achieve

for security and liveness ?

RQ1 has been answered in the affirmative in Chapter 3. The Mobile Crash Adaptive Byzantine
(MCAB) adversary is introduced. The adversary has access to f Byzantine faults selected
adaptively, which means as the protocol runs and Byzantine nodes remain Byzantine for the
duration of the protocol. In addition, the adversary has access to ¢ mobile crash faults at any
time during the protocol, which means up to ¢ nodes are crashed but the set of crashed nodes

may be different as the protocol runs.

The widely used adversary with up to f faults [9,29,35,36,48,61,74,89,97,130], selected
either at the onset of the protocol (static) or during (adaptive), implicitly assumes ¢ = 0 and

ignores possible DoS attacks on more than f successive nodes.
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In contrast, various models allow mobile crashes [9,72,75, 83,100, 107] but without any
parameter definition, implying that c is unbounded. As a result, these models operate in the
dynamic availability setting, where nodes join and leave at any time, and are subject to the

CAP impossibility theorem for partition tolerant protocols [68].

The MCAB model, with its flexible parameters f and c, provides a generic framework
encompassing a wide range of desired system properties for internet deployments, illustrated

in Figure 3.1 and summarized in Table 3.1 in Chapter 3.

Two protocol properties are defined, Concealment and Abundance, and it is shown that either
is necessary and sufficient to maintain liveness in the MCAB model. Concealment formally
defines when a protocol’s next broadcasting node identity is hidden until it the broadcast
is complete. Abundance formally defines when a large number of nodes perform a similar
broadcast such that the adversary can not crash all of them simultaneously (parameterized
by c). The performance tradeoffs of each design principle are explored, deriving bounds on
communication rounds and message complexity for each. As case studies, we study a few

example protocols.

It is shown that Algorand [39,67], a protocol formally designed for the adaptive Byzantine
adversary, but informally meant to tolerate DoS attacks, is actually secure against the stronger
MCAB adversary. Hotstuff [130], a protocol stricly designed for an adaptive Byzantine
adversary (assuming adaptively secure cryptography), is, as expected, shown to lose liveness

against the MCAB adversary as leaders are vulnerable to DoS attacks.

1.2.2 DAG-based BFT for flexible protocols.

The second research gap explored in this thesis regards Directed Acyclic Graph (DAG) based

consensus for dynamic availability and finality.

Protocols with dynamic availability are desired in practice, exemplified by the usage of
dynamically available consensus protocols in both of the largest cryptocurrencies by market

cap, Bitcoin [61] and Ethereum [33].
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In Ethereum’s case, another protocol runs in parallel to provide partition tolerant finality to the
ledger, an approach formalized in the Ebb-and-flow framework [104]. Running two consensus
sub-protcols in parallel allows a distributed ledger to circumvent the CAP theorem [68],
providing both dynamic availability and partition tolerance. However, two distinct system
models are involved, requiring the arguably strong assumption that all honest nodes are
eventually online, at a Global Awake Time (GAT). Following the results from RQ1, this

naturally leads to the following research question:

RQ2: Can we weaken the GAT assumption for flexible protocols that concurrently run a

dynamically available sub-protocol and a partition tolerant sub-protocol?

RQ?2 is answered in Chapter 4. Leveraging the MCAB definition, a weaker version of GAT,
Quorum Awake Time (QAT) is defined where enough honest nodes are eventually awake.
The specific number that satisfies enough depends on the finality protocol in question, and

can be parameterized with the parameter c of the MCAB model.

Both Bitcoin and Ethereum run dynamically available blockchain protocols to obtain a
distributed ledger. As such, they do not benefit from the modern advances in DAG-based
protocols. DAG-based protocols build a DAG of blocks, as opposed to a single blockchain.
To do so, participants intentionally propose blocks simultaneously, improving throughput
over the blockhain approach where a single participant proposes a block. In addition, DAG
protcols tend to be well suited for the MCAB model proposed for RQ1. Parallel proposals

naturally provide abundance, preventing the simple DoS attacks on single block proposers.

However, DAG BFT protocols have focused on partition tolerant protocols, and no DAG
BFT protocol with constant expected latency previously existed with dynamic availability

(unbounded parameter ¢ in the MCAB model). A natural research question is therefore to ask:

RQ3: Can we design a DAG-based BFT protocol with constant expected latency in the

dynamic availability setting?

RQ3 is answered in Chapter 4 by the introduction of a DAG BFT protocol with constant

latency and dynamic availability. Evaluations show that the throughput scales with the number
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of nodes, unlike existing constant latency dynamically available protocols that do not benefit

from the DAG structure.

For the finalization process, Ethereum utilizes a protocol specific finality gadget [33] without
formal security proofs. Attacks have been found [113] and the Ebb-and-Flow framework
has been proposed [104] to achieve Ethereum’s desired properties, dynamic availability and
finality. The proposed finality sub-protocol is a generic BFT protocols such as Hotstuff [130],

operating independently from the dynamically available blockchain.

In the DAG BFT line of work, DAG finalization is done using DAG-specific mechanisms
using leaders [121] or common coins [46]. These mechanism are not generic BFT protocols,
and leverage the DAG structure to finalize the DAG. This gap between the Ebb-and-Flow

finality protocol and modern DAG BFT leads to the following research question:

RQ4: Can we use the information contained in a blockchain or DAG to obtain deterministic

agreement without using full consensus?

RQ4 is answered in Chapter 4 by the introduction of a new primitive, graded common prefix,
that allows a set of nodes to agree on the subset of a DAG. The definition of DAG is formalized
as block-DAG, where a single blockchain is a special case. A construction of graded common

prefix is shown to achieve lower latency than using full consensus such as Hotstuff to finalize

a block-DAG.

1.2.3 Fault independence for public distributed ledgers.

The third research gap addresses the potential for correlated faults in a public distributed
ledger. The previous research areas of this thesis have addressed the adversary model for
the internet, and expanded the knowledge of modern DAG BFT in that context. However,
in deployed systems, a single fault common to most nodes can immediately corrupt more
nodes than tolerated by any high performance protocol and respective adversary models. Such

system failures have happened in recent years in multiple cryptocurrencies [57,76,87].
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The key to this vulnerability is the implicit assumption that faulty nodes of a BFT protocol are
independently faulty. Ideally, each participant in a BFT protocol is completely independent,
and up to f distinct faults of any kind are tolerated. In traditional distributed settings, this
can be manually enforced However in practice, multiple participants may be using the same
hardware, software, network infrastructure, datacenter provider, and any other relevant server

configuration aspect.

This gaps leads to the last research question of this thesis: RQS: Can fault independence in

an open system be reliably achieved through incentive mechanisms?

RQS5 is answered by the proposal of three incentive mechanisms that encourage diverse
configurations. These mechanisms are agnostic to the considered configuration aspect such as
software implementation or geo-location. A simulation framework was developed to model
rational node behavior in different incentive mechanisms, showing in which conditions each

proposed mechanism is able to achieve ideal fault independence.

1.3 Thesis outline

This thesis is organized as follows:

Chapter 2 reviews the relevant literature on consensus models, DAG-based protocols, and

fault independence in distributed systems.

Chapter 3 addresses RQ1 by introducing the Mobile Crash Adaptive Byzantine (MCAB)
adversary model to capture mobile DoS attacks in internet deployments. The chapter defines
the properties of Concealment and Abundance as necessary and sufficient conditions for

liveness, and analyzes existing protocols under this model.

Chapter 4 addresses RQ2, RQ3, and RQ4 through three main contributions. Section 4.5.1
addresses RQ2 by generalizing the Global Awake Time assumption to Quorum Awake Time
using the MCAB model for more realistic participation assumptions in flexible protocols.

Section 4.3 addresses RQ3 by presenting the first constant latency dynamically available
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DAG protocol achieving 3A expected latency with throughput that scales with the number

of nodes. Section 4.4 addresses RQ4 by introducing Graded Common Prefix as an efficient

primitive for deterministic agreement on DAG subsets without requiring full consensus.

Chapter 5 addresses RQS by proposing three incentive mechanisms to achieve fault inde-
pendence in open systems. The chapter establishes theoretical requirements for avoiding

single points of failure and evaluates the proposed mechanisms through simulation.

Chapter 6 concludes with a summary of contributions and directions for future work.



CHAPTER 2

Literature review

The literature in blockchain stems from both key whitepapers like Bitcoin and traditional

publications in distributed computing and cryptography.

This chapter is divided into the following sections: Section 2.1 presents consensus work.
Section 2.2 compiles the existing forms of mobile adversaries. Section 2.3 reviews existing
work on fault independence and remote attestation mechanisms. Finally, section 2.4 discusses

the additional cryptographic primitives the blockchain setting might need.

2.1 Consensus for blockchains

2.1.1 Nakamoto consensus

Nakamoto consensus, also called longest chain protocols, was introduced by Nakamoto [102]
and expanded into different variations such as GHOST [119] and Ouroboros [48]. Their major
difference to classical BFT protocols is that they offer probabilistic safety and guaranteed
liveness, as opposed to guaranteed safety and probabilistic liveness (when augmented with
randomness). At a high level, Nakamoto consensus works by having participants randomly
selected to propose a block, built on top of their local view of the longest chain. By assuming
that > 50% of selected participants are honest, a block can be guaranteed to be part of the
canonical chain once enough newer blocks are built on top. Formal analysis was done by
Garay et al. [61] and Dembo et al. [S0]. The random selection can be done in various ways,
most notably PoW as in Bitcoin [102] and PoS using weighted VRF outputs as in Ouroboros

Praos and its follow up works [48] [20] [21].
9
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At first glance, Nakamoto consensus seems well suited to handle mobile adversaries since the
winners of the random selection for new blocks are anonymous until they publish their block,
at which point adaptively corrupting them is not particularly useful. However, the formal
models of the adversary to analyze their security are defined differently than BFT protocols
due to their permissionless nature where the number of participants and their share of the
hash power or stake is in constant flux. The adversary therefore controls hash power or stake

as opposed to a number of nodes.

2.1.1.1 Bitcoin

Garay et al. [61] formalize the properties for a robust transaction ledger through persistence
and liveness, and show that the common prefix and chain quality properties of a blockchain are
enough to fulfill them. Garay et al. and call the adversary adaptive since its corruptions aren’t
fixed at the start of the protocol, but contrary to BFT adaptive adversaries, isn’t limited to
only f corruptions for the whole execution. The assumption for this adversary is that it never
controls more than 50% of total hash power. similarly to the mobile adversaries of existing
PSS and BFT work. Since the Bitcoin protocol doesn’t have specific executions defined as
for BFT protocols, an adaptive adversary for Bitcoin behaves like a mobile adversary in BFT

consensus.

2.1.1.2 Ouroboros

Ouroboros Praos [48] leverages proof-of-stake weighted VRF to replace Bitcoin’s PoW lottery.
Participants with winning VRF outputs are the equivalent of a miner who found a valid hash
output. Additional considerations must be made for a common seed input to the VRF, which
Ouroboros Praos adds in the chain and analyzes an adversary’s capacity to bias this beacon.
Security is proven against an adaptive adversary bounded in the fraction of stake it controls
for the execution of a single epoch, a predefined amount of time. It is then lifted to continuous
executions of epochs including stake distribution shifts, implying a mobile adversary that
adaptively corrupts up to the defined fraction of stake each epoch. Ouroboros Genesis [21]

further builds on Ouroboros’ foundations to prove its security properties in the Universally
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Composable model and provides a specifications for new parties to securely join a running

protocol.

2.1.1.3 Everything is a race and Nakamoto always wins

Dembo et al. [S0] compare the security guarantees of PoS and PoW and conclude that they
are ultimately equivalent when considering the adversary’s capacity to overtake honest forks.
This is shown in spite of the fact that PoS longest chain protocols enable new adversarial

behaviors such as nothing-at-stake attacks, impossible in PoW.

2.1.2 BFT protocols

Modern permissioned BFT stems from PBFT [36] and its leader based consensus with quorum
certificates. For the blockchain setting where frequent leader rotations are desirable, the view
change has been optimized to be executed every block in Tendermint [29] and HotStuff [130].
By using threshold signatures to form quorum certificates, Hotstuff [130] achieves BFT in
linear communication complexity for the first time and optimistic responsiveness, while
Hotstuff 2 [92] further improves the protocol by one round. Optimistic responsiveness lets the
protocol advance at the pace of the network, without having to wait for a full network delay
between rounds if not necessary. The chained HotStuff version still needs three consecutive
leaders to commit a block, an issue addressed by Jalazai et al. [80] and in Marlin [124]. By
assuming an f bounded adversary, liveness can be achieved in the worst case where the first

f leaders are faulty, and the leader f + 1 would have to behave honestly.

2.1.2.1 Quorum certificate BFT

In BFT consisting of n > 3f + 1 replicas, quorum certificates are formed by 2f + 1 cryp-
tographic signatures from different replicas on the same content. BFT protocols leverage
this tool to confirm blocks proposed by a leader in the following way: A leader proposes

a block b and sends it to all replicas, honest replicas echo their signature on b to enable a
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quorum certificate once 2 f + 1 signatures are collected. With the help of network assump-
tions and sequential quorum certificates on b, protocols such as PBFT [36], Tendermint [29],
Hotstuff [130], ensure the safety of committed blocks, as conflicting blocks require quorum
certificates and therefore the contribution of f + 1 honest replicas. Quorum certificates
can be implemented by multiple single signatures or by aggregating them with threshold
cryptography. We assume either adaptive secure threshold signatures or single signatures to

be able to consider adaptive adversaries for quorum certificate BFT.

2.1.2.2 Asynchronous BFT

Asynchronous BFT was made practical with Honeybadger [97], further optimized with
the Dumbo [89], and made adaptive secure with EPIC [86]. In asynchronous BFT, the
impossibility of differentiating faulty leaders from network delays creates the need for
alternative approaches such as agreeing on a common subset of proposals with multi-valued-
byzantine-agreement [89] or running parallel instances of asynchronous byzantine binary
agreement [97]. Although more costly in communication complexity and latency, these
methods also solve the problem of targeted DoS attacks, as no single replica is a leader crucial

for advancing the protocol.

2.1.2.3 DAG based BFT.

Prism [22] and Narwhal [46] have demonstrated that throughput up to network capacity
is possible by separating transaction data from consensus, for dynamically available and
deterministically safe consensus respectively. The transaction data is structured into directed
acyclic graphs (DAG), confirmed by a consensus mechanism, allowing the transaction layer

to be scaled arbitrarily according to system specifications.

Advances in DAG based BFT have further increased throughput to hundreds of thousands of

transactions per second, and reduced latency up to less than a second [19,94,116,121].
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2.1.3 Algorand and YOSO

2.1.3.1 Algorand

Algorand [67] is a BFT protocol with full finality but is also defined in terms of the adversary’s
controlled stake in a permissionless setting. Algorand also selects nodes with VRF to not
only propose blocks, but participate in BA voting rounds, ultimately achieving guaranteed
consensus on accepted blocks. As the selection of block proposer and each BA voting
round are independent, Algorand also informally provides strong security against mobile
adversaries that would be unable to meaningfully target any node in particular. The authors’
only assumption on the adversary is that it controls less than a fraction of stake, and informally
mention that "Algorand is not succeptible to either targeted compromises or DoS attacks",
implying the inclusion of mobile adversaries. However VRF’s reliance on secret keys means

adversaries can’t be fully byzantine and mobile without an additional key refresh mechanism.

2.1.3.2 You Only Speak Once

Bitcoin ’s and Algorand’s way of randomly selecting parties for each protocol step was
analyzed and formalized in You Only Speak Once (YOSO) [66]. However, although the
authors mention the same DoS and gradual corruption of parties through zero-days as an
example, this type of adversary that YOSO style protocols secure against is not explicitly

defined. Rather, it is included in their broad "adaptive adversary" definition.

YOSO provides a framework for MPC where nodes are randomly selected to perform a role
such that their identity is secret until the task is already complete. This is especially useful
against adversaries adaptively corrupting the chosen nodes if their identity was public in
advance, such as mobile adversaries. The authors also informally describe how the YOSO
approach denies targeted DoS attacks. Gentry et al. [66] and Benhamouda et al. [24] provide
ways to transfer the current state of computation between these anonymous nodes, which
is actually unnecessary for our BFT applications where no secret states must be transferred

between computation steps, as is required for MPC.
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Consensus protocols like Bitcoin [102], Ouroboros Praos [48] and Algorand [67] fall under
the YOSO umbrella as their block proposers (and voters in Algorand) are unknown in advance

and only reveal themselves when broadcasting their input.

YOSO methods for randomly selecting anonymous nodes are directly applicable to our setting
where leader based BFT can be improved against mobile and adaptive adversaries. Verifiable
Random Functions (VRF) introduced by Micali et al. [96] and part of Ouroboros [48] and
Algorand [67] are one way of selecting a leader anonymously by choosing the participant
with the lowest VRF output under a certain threshold in a given time slot. The drawback is
the need for synchronous communication with a known upper bound to avoid the consensus

issues that arise with large delays in receiving the lowest VRF output.

2.1.4 Ebb-and-flow

Ebb-and-flow [104] proposes the first formal description of Ethereum 2.0’s design goals: a
dynamically available blockchain finalised by a deterministically safe protocol. This allows
the overall protocol to maintain safety in periods of asynchronous network conditions, unlike
standard longest chain protocols, while also maintaining liveness when participation is low. In
addition, attacks against the Ethereum 2.0 candidate protocol [33] are presented, highlighting

the need for formal security analysis.

2.1.5 Impossibility results

The seminal FLP result [S6] shows that consensus with a single crash fault is impossible in an
asynchronous network, without introducing randomness or network assumptions. Aguilera
and Toueg show that consensus requires at least f+1 rounds of communication for f crash
faults [11]. The result intuitively makes sense for leader based BFT, but crucially also applies
to leaderless protocols without single points of failure. It has also been shown that agreement
is impossible in a partially synchronous network if f > n/3 for f Byzantine nodes and n

total nodes [55].
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2.2 Mobile adversaries in distributed computing

The need for a mobile adversary model was first identified by Ostrovosky and Yung [106] to
deal with malicious viruses for general multi party computation. The mobile adversary can
control up to f participants at any point in time. This is defined through pebbles representing
the corruptions that the adversary is free to place at any f processors. The entire state of
pebbled processors is under the adversary’s control and when a pebble is removed, processors
go in a pre-defined reboot status and obtain a fresh state. The authors note that this definition
also gives the adversary control over which processors recover, for example that a processor

with a permanent pebble would stay corrupted forever.

“For any € < 1, mobile e-adversary is an infinitely powerful machine with ¢ = en pebbles

which operate on an n processor network" [106]

Follow-up work on the mobile adversary refine the model depending on the intended context.

We present the different versions in the following sections

2.2.1 Definitions of the mobile adversary

2.2.1.1 The window of vulnerability mobile adversary

Dividing time in different time windows helps bound the mobile adversary through a particular
protocol’s properties. As opposed to moving the pebbles every round, the adversary is limited
by only moving pebbles every time window. This model was introduced by Herzberg et
al. [77] and used by Castro and Liskov [36] to implement the first BFT SMR protocol in
a mobile adversary setting. To achieve this property regularly executed reboot recovery

mechanisms are proposed by the authors.

2.2.1.2 Dynamic committee mobile adversary

Dynamic committees were informally introduced by Zhou et al. [133] and defined by Schultz

and Liskov [112] in terms of epochs. Each epoch the adversary can adaptively choose up to f
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nodes at any point. At the end of the epoch, the nodes complete the handoff protocol to the
next epoch’s members. In this definition corrupted nodes remain corrupted forever, due to the
adversary having had access to their secret keys. The authors argue that refreshing their keys

for a future epoch is effectively the same as new nodes in the committee.

This definition is subsequently used for other dynamic committee proactive secret sharing

works.

In this model, the total set of nodes changes over time, with a growing number of permanently
corrupted nodes. By assuming the f corruption bound on each participating committe for their
respective epoch, the authors avoid the need to specify recovery mechanisms and implicitly

assume newly available honest nodes in each epoch.

“The adversary is assumed to be active and adaptive: it may decide to corrupt nodes at any
point. We assume that the adversary can corrupt no more than a threshold f of the nodes in a
group holding the secret in epoch e before the end of that epoch. Additional nodes may be

corrupted after they have left the epoch" [112]

The specific membership mechanisms for different committees is abstracted and considered
orthogonal work, such as the dynamic membership for BFT protocols, as formalized by Duan

and Haibing [54].

2.2.1.3 Mobile fault model

Garay [63] defines the Mobile Fault model, where p defines the number of rounds it takes for

a fault to corrupt a new processor, and leave the old one to be cured.

“the Mobile Fault model is the family of models defined by the tuple ( %, p) where the
number of mobile faults is f, the total number of processors is n, and p is the roaming pace

of the faults" [63]

Garay [63] further defines the Mobile Fault Byzantine Agreement (MBA) problem as an

extension of BA with the added property of Consistency Maintenance
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Consistency Maintenance: Once Agreement is reached amongst the current set of uninfected

processors, it is preserved amongst the (possibly different) uninfected processors.

For p = 1, Garay [63] shows an impossibility result for deterministic MBA with f > 1. This
can be circumvented by assuming 1 incorruptible processor during an execution or by adding

randomness.

Buhrmann [30] uses Garay’s MBA model but sets the new corruptions to be executed during
the sending phase of a round, emulating viral propagation. This ensures the uncorrupted
processors, including the cured ones, are fully functioning at all times. This weakens the
adversary as opposed to Garay’s model where, by moving corruptions just before the send
phase, newly cured processors would have no information to contribute in the send phase,

effectively acting as crashed for one extra round.

Sasaki [110] modify Garay’s MBA setting to consider an even stronger mobile adversary
setting where honest nodes don’t know if they were just recovered, and the adversary fills their
sending buffer with extra messages before they recover. This essentially means the adversary

has up to 2f corruptions in some rounds, naturally limiting the resiliency ton > 6f.

Bonnet [28] chooses a compromise between Sasaki and Garay’s MBA model by letting the
adversary fill cured processors’ buffer with corrupt messages but they still behave honestly,

and can’t send different messages to different processors for example.

2.2.2 Different context for mobile adversaries.

2.2.2.1 Byzantine fault tolerance

Castro [36] and Zhou et al. [132] use a mobile adversary defined by its window of vulnerability,
whose length can be determined by the capabilities of the BFT protocol and the security

requirements of the application.

Their work proposes specific rebooting mechanisms that integrate in the main protocol to

proactively recover replicas. Proactive recovery is performed with a recovery protocol each
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window of vulnerability for each node, regularly removing the adversary from corrupted
nodes. Through the proactive recovery the protocols provide a mechanism to ensure the
bounded assumptions on the mobile adversary, as opposed to abstracting how corrupted nodes

recover as is the case in the byzantine agreement 2.2.1.3 line of work

Castro [36] introduces a mobile adversary model limited by the timeframe 7" in which it can
corrupt f nodes. This timeframe is then defined long enough to accommodate a whole worst
case execution of the PBFT protocol, including the sequential scheduled reboot recoveries of
the nodes. The advantage of this approach is that the adversary acts like an adaptive adversary
inside a timeframe, enabling existing protocols like PBFT without much modification to

become secure for a mobile adversary.

The choice of a timeframe naturally introduces the synchrony assumption to bound the time it
takes to run the required number of rounds. This could be avoided by defining the adversary’s
corruption budget to be withing a certain number of rounds, enough for the considered

protocol to terminate.

2.2.2.2 Mobile adversaries and Byzantine agreement

The mobile adversary has also been introduced in byzantine a agreement by Garay [63] where
the proactive recovery has been abstracted. The adversary is defined by its corruption speed
p and the maximum number of corruptions f at any point during the protocol execution.
Garay presents an impossibility result for determinstic byzantine agreement against a p = 1
adversary and shows the need for an incorruptible node assumption to obtain byzantine

agreement against this adversary.

Buhrmann [30] shows the first optimal resiliency of f < % protocol against a p = 1 mobile
adversary. However, Buhrmann’s mobile adversary moves exactly at the send phase each
round, leaving the previous controlled nodes fully recovered. This contrasts to the Garay [63]
and Banu [23] model where the adversary moves at any time during a round, potentially
preventing the previous node from participating in the protocol for one extra round while it

recovers, without counting in the adversary’s corruption budget.
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TABLE 2.1. Summary of existing work on the Mobile Fault Byzantine Agree-
ment Problem.

Reference adversary model f | tight bound
Garay 1994 additional f can be crashed & | no
Burhmann 1995 | 2f + 1 fully correct nodes 3| yes

Banu 2011 additional f can be crashed T | open
Bonnet 2014 [ extra corrupt buffer but not behavior | % | yes

Sasaki 2013 f additional corrupted behavior s | yes

Banu et al. achieve f < 7 resiliency in this model, improving over Garay’s f < ¢ protocol,
and conjecture its optimality under this model where f nodes are byzantine and f other nodes

can be crashed at any time.

Sasaki et al. [110] further argue that honest nodes’ knowledge of their recovery after a corrup-
tion shouldn’t be given, and that their message buffer might still be filled with adversarial
messages upon recovery. This gives the adversary control of up to 2 f nodes’ messages and
the authors present a byzantine agreement protocol with a tight resiliency bound f < ¢. The

bound being halved intuitively makes sense as the adversary can control twice as many nodes.

Bonnet et al. [28] define a model similar to Sasaki et al. [110] but limits the adversary’s control
over a cured nodes’ sending buffer to its content but not the execution of the communication.
For a concrete example, the adversary wouldn’t be able to make a cured node send different
messages in a broadcast, as is the case in the Sasaki model. Under such a model Bonnet et al.

show a protocol with a tight bound of ¢ < ¢

2.2.2.3 Asynchrony and the wormhole solution

When considering asynchronous networks, the adversary can always create an indefinite
network delay while regularly corrupting nodes and surpassing f nodes before letting the
network resume. The adversary must therefore also be limited by corruptions per round and
not time units where the adversary could just take over the entire network with a large enough

network delay.
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Sousa et al. [120] propose a synchronous subsystem called wormhole with trusted components
isolated from the rest of the network. This enables regular proactive recoveries even in an
asynchronous network where preventing the adversary from corrupting the entire network

would otherwise be impossible.

2.2.2.4 Proactive secret sharing

The Proactive Secret Sharing (PSS) line of work was introduced by Ostrovsky and Yung [106]
as a theoretic way to enable MPC against a mobile adversary by regularly refreshing a secret’s
shared polynomials. Herzberg [77] adds computational assumptions on the adversary and
a synchronous broadcast channel to use verifiable secret sharing and implement proactive
secret sharing at regular time slot intervals. The considered mobile adversary is bounded with

f < % at any time slot.

Fully asynchronous PSS is introduced by Cachin et al. [35] while Zhou et al. [133] further
add dynamic committees, the ability for the participating nodes to change between refreshes.
Dynamic committees have the additional challenge that the adversary may control ¢ nodes in
the old and new committee, amounting to 2 f shares of a threshold ¢ shared secret. To solve
this problem, Schultz et al. [112] assign an extra random polynomial sharing for each new

member, reaching up to O(n*) communication complexity.

In asynchronous PSS, nodes must agree on the set of inputs making up the refreshed shares
of the secret, creating the need for some kind of consensus protocol after the main resharing
operations and adding extra round and communication complexity. Schultz et al. [112]
therefore use PBFT’s [36] advances in consensus to agree on the refreshed shares of the secret,
introducing PBFT’s own need for partial synchrony but achieving O(n?) message complexity.
Shanrang [128] makes use of CHURP’s [95] new bivariate polynomial resharing without
the blockchain assumption for an asymptotic communication complexity gain to O(n3logn).
Rambaud and Urban [108] avoid the extra rounds necessary to obtain a consensus on the new
shares and keep track of multiple valid resharings, knowing that at least one of them is able to
reconstruct the secret. The asymptotic communication complexity is still O(n?) due to the

large polynomials shared.
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Another recent workaround for the broadcast channel is making use of a blockchain assump-
tion as presented by Maram et al.’s CHURP [95], enabling more communication efficient
synchronous PSS schemes. CHURP uses a new bivariate polynomials resharing scheme
posted on the blockchain to perform dynamic membership PSS at only O(n?) communication
cost but incurring O(n) on chain cost, which may have other costs like fees depending on the

blockchain. Goyal et al. [71] further amortize the communication cost per secret to O(n).

Benhamouda et al. further expand the blockchain PSS approach by describing a way to
anonymously select a sub committe to hold the secret and perform the resharing, letting the
communication complexity scale with the size of the committee instead of the total number

of nodes.

Efficient PSS protocols are necessary to deal with a mobile adversary for protocols using any
kind of shared secret like threshold signatures. The faster a PSS protocol can refresh a secret,
the faster the adversary model is allowed to move corruptions. PSS protocols optimized for

quick termination are therefore a key building block for mobile adversary BFT.

2.2.3 Alternative network models

2.2.3.1 Sleepy model

The sleepy model of Pass and Shi [107] represents dynamic participation in a setting where
not all honest nodes are willing to be online at all times, as opposed to an adversary aiming
to prevent liveness of a fixed participation protocol in our model. An adaptive adversary in
the sleepy model can adaptively choose which nodes sleep, becoming offline, and adaptively
choose which nodes to corrupt, provided the protocol’s bound on the honest fraction amongst

the set of online nodes is respected.

A key difference between the sleepy model and our model is that our model can be applied
to a partial synchrony setting. In synchrony, our model is weaker by considering the mobile
crash faults as part of the total adversarial budget, instead of modelling dynamic participation.

Algorand was not designed for the sleepy model and therefore does not guarantee liveness for
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TABLE 2.2. Summary of works with slow mobile adversaries, their assump-
tions, contribution focus, and applicaton

Reference assumptions focus application
PBFT 2002 trusted hardware reboot mechanism | BFT
with key renewal

Zhou 2002 fair links, adminis- | reboot mechanism distributed CA
trative key pairs

Sousa 2010 wormhole crash- | proactive and react- | Intrusion-
fault subsystem ive reboot tolerant

firewall

Cannetti and | authenticated point- | privacy against | pseudo- ran-

Herzberg 1994 | to-point channels eavesdropper domness

Herzberg et al. | broadcast channel resharing protocol PSS

1994

CHURP 2019 | blockchain, authen-| communication com-| DPSS
ticated point-to-point | plexity

Schultz 2010 | PKI, authenticated | communication com-| DPSS
point-to-point plexity

Benhamouda | blockchain, PKI evolving committee | DPSS

2020

Baron et al.| authenticated point-| batching for O(1)| DPSS

2015 to-point com. compl.

Rambaud and | PKI, authenticated | avoiding agreement | DPSS

Urban 2022 point-to-point

it as the the fraction of honest and online users A can decrease, with the byzantine fraction
decreasing accordingly, until the conditions are unlikely to be fulfilled. For example, if half of
total users are offline, and 80% of online nodes are honest as in [67], we have a total honest

fraction of 0.4 and the probability of liveness being violated becomes ~ 1.

2.2.3.2 y-weak-synchrony

In the y-weakly-synchronous assumption, a fraction x of all nodes are honest and online at

any time and the set of honest and online nodes can vary each round.

The authors of [75] look to tolerate more than 1/3 byzantine faults in this model, arguing that
asynchronous protocols can be selected if considering a 1/3 bound anyway. In contrast, our
model tries to minimally modify the standard BFT model to include the additional adversarial

capabilities protocols such as Algorand were designed for, and to enable high performance
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protocols like Hotstuff to be lifted to a setting that also includes targeted DoS, without

requiring large changes.

The y-weakly-synchronous assumption inherently includes synchrony too, while our model
can be applied to extend a partially synchronous setting. However the mobility of the -
weakly-synchronous set of online honest nodes implies similar challenges where an adversary

could adaptively set the online honest nodes to exclude any elected leaders.

2.2.3.3 synchronous-k model

Antoniadis et al. [15] tackle the same problem of vulnerable leaders by defining the synchronous-
k model. Defined as a model where up to £ replicas are suspended each round. The difference
with our model is that such a model can prevent any leader based protocol from proceeding
correctly, even if the leaders are unknown in advance. This motivates the authors’ work on

leaderless solutions for consensus.

2.3 Fault independence

Fault independence has been recently discussed by Yu [131], highlighting the need for replica
diversity to achieve resilient systems. Replica (or node) diversity is measured using the
Shannon Entropy, where the node distribution per configuration represents the probability

distribution.

N-version programming has been introduced in the context of open blockchains, simultan-
eously executing multiple implementations of the Ethereum node [109]. N-version program-
ming is a complementary line of work towards improving fault independence [18,40], which

may be incentivized through methods presented in this work.

For closed BFT systems, methods to manage node diversity have been proposed. Common
weaknesses can be avoided at initialization [81], and vulnerabilities monitored to evaluate

risk as the protocol runs [64].
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As opposed to simply assuming fault independence in security proofs, the f-out-of-n model
of BFT has been expanded to include dependent faults [34], and can be generalized through

Byzantine adversary structures [84].

The remote attestation of configurations has been systematized [58] and multiple methods have
been proposed. Examples include leveraging trusted platform modules [42], verification by
third parties [58], messaging protocols using challenges [115], and secure co-processors [117].
Understanding the suitability of each available technique for different configuration aspects

of blockchain nodes is considered orthogonal to this work.

2.4 Cryptographic tools

2.4.1 Secret leader election for blockchain

The previously mentioned blockchains elect a secret leader to propose the next block, avoiding
targeted attacks. This is not the case in BFT protocols where a public round-robin leader
schedule [130] [29]or a public random schedule as in Ethereum PoS commonly used. In
the asynchronous BFT line of work, where crashed leaders and leaders with a slow network
can’t be differentiated, protocols such as [10] [89]have every replica act as leaders in parallel
and choosing one retrospectively at an O(n) additional communication cost. The different
secret leader selection mechanisms that have been proposed are summarized in the following

section:

2.4.1.1 Proof of work

Bitcoin [102] introduces Proof-of-Work (PoW) for consensus by using a hash function that
takes the previous block header, block contents, and iterative nonce as input. By rapidly
computing new hashes with new nonces, miners can be randomly selected, weighted by their
computiting power. A difficulty parameter decides which hash outputs are small enough to

count as a valid PoW for a new block.
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2.4.1.2 Verifiable random functions

Micali et al. [96] introduces VRFs as a way of generating a random number along with a

proof that it was generated honestly. The proof uses a secret and public key pair,

2.4.1.3 Single secret leader election

Single Secret Leader Election (SSLE), introduced by Boneh et al. [27] propose a way to elect
an anonymous leader until it revels it was chosen, without having to wait for reception of all
messages such as with the VRF approach. Catalano et al. [37] then improves on the protocol
to handle adaptive corruptions and removes the need for elected leaders to re-register after

revealing their winning secret.

2.4.1.4 Randomness beacon selection

Randomness beacons are crucial to any consensus protocol randomly selecting nodes to
perform a certain role. VRF functions also need a common random input, which is publicized
on-chain in Algorand and Ouroboros. Random beacon are also used in Ethereum 2.0 to
randomly select the next few leaders in a public way. Without a blockchain that requires
more rounds in expectation with protocols like SPURT [47] that perform some kind of BFT

consensus to agree on the final output.

2.4.1.5 Verifiable delay functions

Verifiable Delay Functions (VDF), introduced by Boneh et al. [26], can provide a verifiable
random output computed in a predictable amount of time, irrespective of one’s computational
power or parallelization capabilities. The main advantage they bring for our application is
that they don’t require any secret values held by participants like a PKI or threshold signature.
This can be a way for mobile adversary secure protocols to avoid the overhead of constant

secret refreshing.
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2.4.2 Public key infrastructure and signature schemes

2.4.2.1 Key management

The common PKI assumption should also hold against a mobile adversary. To achieve this,
replicas must be able to regularly renew their keys, even after losing a previous set of keys.
This is avoided in the dynamic committee model [112] as it instead assumes a steady supply

of fresh honest participants each new epoch to keep the f bounded adversary assumption.

2.4.2.2 Broadcast channels

Early work on PSS [77] makes use of broadcast channel assumptions. While this can be
realistic in networks sharing the same communication medium, it is not possible in point-to-

point networks without expensive reliable broadcast primitives.

2.4.2.3 Authenticated point-to-point channels

Authenticated point-to-point channels are commonly assumed in distributed protocols. This
is reasonable for practical use in standard adversary models as participants only need to setup
the channels once. In the context of a mobile adversary however, this assumption implies
additional methods to regain control of the channel after corruptions, or ways to regularly add
new channels with all participants in the dynamic committee case. In classical distributed
research, this assumption is well suited as the application of local area networks has physical
cable links between processors. Mobile faults can therefore not permanently compromise the

physical communication links after recovery.

In a setting over the internet, authenticated point-to-point channels imply the existence
of a PKI to authenticate messages sent over TCP/IP. Authenticated point-to-point channel

assumptions therefore inherit the same issues as PKI in the presence of mobile adversaries.
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2.4.2.4 Forward and backward security

One possibility to renew secret keys are intrusion resistant signatures, such as proposed
by Dodis et al. [S1], where keys are regularly refreshed with the help of a base, a separate
machine, such that stealing the secret key only enable spoofing signatures for that specific
time period. As long as the base and main signer are never simultaneously corrupted, the

adversary can’t forge future or past signatures by temporarily stealing one’s secret key.

The implementation of the base still requires extra overhead however, and could introduce

new assumptions.

2.4.2.5 Distributed certification authority

Another option to safeguard public key infrastructure against a mobile adversary is using
a distributed certification authority such as COCA [132] where frequent key updates are
possible. Once again, the implementation of this protocol must have safe communication

links itself.

2.4.3 Light clients

2.4.3.1 Non interactive proofs of proof of work

Proving the presence of a specific block in a blockchain can be achieved with proofs of
logarithmic size to the chain length, instead of the linearly growing full chain or trusting a
third party. NiPoPows [82] make this possible by assigning block “levels”, superblocks, based
on the number of extra zeroes in front of their PoW hash. The key intuition is that the number
of such levels scales logarithmically, where all blocks are level 0, half are level 1, a quarter
are level 2, and so on. The prover provides the proof 7 along with the last k£ blocks. The
proof 7 includes the last m superblocks of every level with enough blocks, along with the
lower level blocks narrowing down to the transaction considered. The verifier obtains proofs
from multiple provers and chooses the proof with the most superblocks, probabilistically

guaranteeing security. The size of 7 scales logarithmically.
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2.4.3.2 FlyClient

FlyClient [31] uses probabilistic sampling of blocks according to the distribution maximizing
the chance of finding the adversary’s incorrect blocks. A merkle mountain range construction
linking all blocks together whose root is available at every chain tip. By only providing
randomly sampled block headers for the verifier, where only a logarithmic growing number
of blocks are required for a vanishing forgery probability, FLyClient achieves even smaller

proofs than NiPoPow.

2.4.3.3 Mithril: Stake weighted threshold signatures

In a PoS blockchain, the honest majority assumption can also be leveraged to obtain short
threshold signatures, presented in Mithril [38]. Instead of requiring & of n signatures as in
traditional threshold signatures, a subset of all stake is sampled, becoming a ¢ fraction of all
stake threshold. By increasing the sample size the reliability of the signature increases, at
the cost of more communication and signature aggregation computation due to having more

active participants.



CHAPTER 3

Mobile Crash Byzantine Adaptive Model.

3.1 Introduction

Byzantine Fault Tolerant (BFT) protocols provide a performant and energy-efficient alternative
to Proof-of-Work (PoW) consensus for distributed ledgers. Many BFT protocols follow the
leader-based design [29,36,49,130], which uses a leader to propose values, replaced in case

of misbehavior or simply for fairness.

For leader-based protocols, and generally deterministic consensus, security is guaranteed
against a static or adaptive Byzantine adversary, who can corrupt up to a threshold of f nodes,
and under a synchronous or partially synchronous network to circumvent the Fischer, Lynch,
and Paterson (FLP) impossibility result [S6]. In these network models, an honest leader’s
message is guaranteed to be delivered within a known upper bound of network delay (after
global stabilization time in a partially synchronous network). The bounded network delay

enables leader rotations after a timeout.

Mobile DoS attacks. For internet implementations, an adversary may attempt Denial-of-
Service (DoS) attacks on leaders to stall the protocol. If leaders are known a priori, then the
adversary can target every future leader in each rotation. To highlight the capability of moving
the target between leaders, we call such an attack a mobile DoS attack. To date, various DoS
attacks on deployed blockchains have already been attempted [76,90], illustrating the need to

consider protocols secure in a model fully capturing DoS threats.

While such an attack is a common attack vector, classic security models do not cover it —

this attack is orthogonal to the Byzantine threshold or network assumption. As a result, BFT
29
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TABLE 3.1. Comparison of existing works and their system models.
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[8,73,114] Mixed faults v v v X
[93] Alive-but-corrupt faults v v v X
Synchronous Adaptive
[9,48,61] Byzantine v v v X
[23,28,30,106,110] | Mobile Byzantine v X v v
[36,77,112,132] Slowly Mobile Byzantine v X v X
[72,100,107] Adaptive Sleepy model 7 v X v
[9,75,83] Mobile sluggish faults v v X v
This work MCAB v v v v

* Identity re-establishment is a very strong requirement, often requires manual

operations, making it impractical.
** This indicates the possibility of making protocols simultaneously tolerate partition

and secure against a given adversary model.
T This is still an open question as per [107, Section 6].

protocols under these models either do not tackle such an attack, or only provide an informal

discussion on it.

For example, two deployed Proof-of-Stake (PoS) blockchains using provably secure protocols,
Cardano and Algorand, seem to consider handling DoS as a design goal: Algorand [67] states
that “Algorand is not susceptible to either targeted compromises or DoS attacks" and Cardano
documentation states that Ouroboros Praos prevents DoS attacks [79] without proofs. In
fact, Ouroboros Praos and Algorand are shown to be secure under an adaptive adversary in a
semi-synchronous or weak synchronous network respectively, either of which does not allow
an attacker to perform mobile DoS attacks. This highlights the gap between the considered

adversary in practice and in theoretical security analysis. A deep and systematic understanding

is lacking, including the desired properties required to resist against such attacks.
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Existing models and adversaries. Alternative system models (summarised in Table 3.1 and
analyzed in §2.2) have been proposed in the literature. However, they either only partially
capture the mobile DoS attack, or make it impossible to design protocols with desired features.
For example, it is impossible to design a system that is secure in the Sleepy or Mobile
Byzantine model in a network that is not synchronous [107, 120]. For the asynchronous
network model, deterministic consensus is impossible due to the FLP result [56]. Therefore,
an adversary model is needed to capture mobile DoS attacks but still allow consensus under
different network models, and allow both probabilistic or deterministic guarantees, without

contradicting the FLP result [56].

Capturing mobile DoS. To model the mobile DoS attack, the adversary always needs the
ability to target a new node. This is not the case when the adversary eventually can’t target
certain honest nodes. For example, the classical adaptive adversary can’t corrupt new nodes
after f corruptions. Network models that eventually deliver all messages similarly can’t

model mobile DoS.

The mobile Byzantine adversary in some works [36, 77, 112, 133], which we call slow,
compromises new sets of nodes periodically, such that the adversary can’t corrupt new nodes

after f corruptions within one period.

Deterministic consensus. As shown by the FLP impossibility result [56], deterministic con-
sensus is impossible in a fully asynchronous network. In the sleepy model [107], deterministic
protocols remain an open question. As a result, using asynchronous BFT’s or the sleepy

model’s line of work may be unsuitable for applications requiring deterministic guarantees.

Requiring no identity re-establishment. Protocols requiring identity re-establishment need
to re-gain control of the identity after the mobile attacker leaves [30,63,77,106,112]. This
includes two common implementations, including physical links and manual operations. For
the former, it assumes that the servers are authenticated through physical channels, such that
when the attacker leaves at time ¢, it cannot impersonate as the victim at time ¢ > ¢'. For the

latter, it assumes that the victim has the capacity to re-establish its identity at the speed of the
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adversary in corrupting a node. This typically requires manual process such as re-registration

over the PKI or manually accessing a secure off-line storage.

Partition tolerance. Typically protocols under synchronous networks do not consider parti-
tion tolerance; however, partition tolerant protocols can still be secure against some adversaries
in synchronous networks. Nonetheless, it is impossible for protocols to be secure under the

sleepy model [107] and the mobile sluggish fault model [75], while tolerating partition.

Our contribution. This work addresses the research gap surrounding the mobile DoS attack
with three major contributions. First, we define an adversary model, the mobile crash adaptive
Byzantine (MCAB) adversary. While the mobile crash adversary solely models mobile DoS
attacks, it can be combined with the widely accepted adaptive Byzantine adversary for the
targeted applications, i.e., reaching consensus over the Internet. We adapt and extend the
concept of roles [66] to model consensus, in order to formally analyze the security gap
between the MCAB model and the adaptive Byzantine model. Second, we explore and
identify the entire design space for maintaining liveness of consensus protocols under the
MCAB model through two key properties that we call abundance and concealment, and
analyze their trade-offs. Our general positive results show that either one of those properties
are sufficient for liveness in the MCAB model, and can serve as a modular tool for simplifying
the analysis of existing and future protocols in the MCAB model. Third, to illustrate the
modular utility of our general results, we leverage our findings on case studies: we show
that Ourorobors Praos and Algorand are indeed still secure against the MCAB adversary by
showing that they satisfy our concealment key property above. We also show how to augment

Hotstuff to remain secure against the MCAB adversary via showing its abundance property.

Formalizing the model and roles.We formally model consensus by adopting the concept of
roles. In addition, to decouple the adversary’s capacity from network assumption, we define
the capacity of an adversary to corrupt nodes as oracles, allowing our model to be applied to
different networks, not only covering different models in the literature but also providing new
unexplored scenarios (as shown in Fig 3.1). The MCAB adversary has access to f adaptive
Byzantine faults, and ¢ mobile crash faults. Assumed bounds on f and c enable a fine-grained

choice of adversarial power for different applications.
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Properties for liveness in the MCAB adversary model. We define two properties and prove

that either is necessary, and both are sufficient for liveness:

e Concealment, inspired by the random secret leaders in blockchains [21,67] and BFT
achieving constant expected rounds [7], covers roles performed by nodes whose
identities are only revealed after they broadcast the role’s messages.

e Abundance, inspired by paralleled BFT where every node participates in each step

[89, 97, 123], captures roles performed by more nodes than the adversary’s fault
capacity f.

We also prove that the safety guarantee of consensus protocols in their original model can be

transferred into the MCAB model (Theorem 1 and Theorem 2).

Understanding design trade-offs. To further our understanding on concealment and abundance,
we derive lower bounds for the minimum number of communication rounds and message
complexity introduced by concealment or abundance (Theorem 5-7). We are then able to
present a full picture of the trade-offs between concealed and abundant protocol designs using

our lower bounds and applicable existing work.

Case studies with known protocols. We show that Algorand is safe and live in the MCAB
adversary model, confirming the informal discussion that Algorand solves consensus against
a stronger adversary than the adaptive Byzantine adversary. Hotstuff, on the other hand, loses

liveness as it was strictly designed for the adaptive Byzantine adversary.

The rest of this paper is as follows. Section 3.2 introduces the system model. Section 3.3
formalizes the MCAB adversary model and proves that protocol’s persistence is maintained
against the MCAB adversary. Section 3.4 analyzes necessary and sufficient properties for
liveness. Before concluding our work, Section 3.6 leverages our findings on two case studies,

Algorand and Hotstuff.
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FIGURE 3.1. Landscape of existing models.

3.2 System model and preliminaries

This section introduces the system model, network assumptions, and preliminaries on con-

sensus.

3.2.1 System model

The system consists of a set of n distributed participants, which we call nodes, running a
pre-defined consensus protocol. In applications over the internet, they are usually online
servers. We include scenarios where nodes represent fractions of stake or total hash power by
considering the smallest units of stake or hash power as the equivalent to single nodes. For
example, a participant controlling 1/3 of stake can be modeled as 1/3 of all individual nodes

in the system.

Honest nodes follow the specified protocol and send or receive messages according to the
network model. However, some nodes may be faulty, which is modelled as an adversary with

access to different corruption oracles.

Section 3.3 defines the full range of adversarial capabilities we consider.
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3.2.2 Network assumptions

Nodes are connected to each other in a network of point-to-point communication links. The

three types of assumptions on message delivery are as follows:

Synchrony In synchronous networks, all messages sent between honest nodes are delivered
within a known time bound A. The order in which they arrive can be determined by the

adversary.

Asynchrony In an asynchronous network, message delivery is determined by the adversary, as
long as all messages sent between honest nodes are eventually delivered. Messages between

honest nodes cannot be dropped or modified.

Partial synchrony Partial synchrony behaves asynchronously until after an unknown time,
Global Stabilization Time (GST), after which the network behaves synchronously with a

known time bound A between honest nodes.

3.2.3 Consensus protocols

We first define the concept of communication steps and negligible functions and present the

properties of consensus.

Communication steps To track time in the system, we use a communication step counter
denoted with s € Ny and initialized at 1. As considered in asynchronous networks to count
rounds [97], all messages are assigned a virtual round number by the system, with the
condition that messages with virtual round s + 1 can only be sent once all messages with
virtual round s— 1 between honest nodes have been delivered. Note that virtual rounds are only
used for analysis and not contained in concrete messages. The current communication step s
is the highest assigned virtual round. In (partially) synchronous networks, the communication

step s is also incremented once the network’s delay bound A is reached.

Negligible function A negligible function refers to a function negl(x) where for every y € N,

there exists an z € N such that negl(z) < 1/2¥ forall x > z.
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Message complexity Message complexity is the expected total number of messages generated

by honest nodes.

Consensus Blockchain consensus mainly considers two properties, namely persistence and
liveness [61]. Intuitively, persistence guarantees that a valid entry in the ledger is consistent

across nodes and time, while liveness ensures that new inputs can be added to the ledger.

DEFINITION 1 (Persistence [61]). A consensus protocol satisfies persistence if the following
holds. At each communication step s, if an honest node reports a ledger that contains an
input v in a block more than k > 0 blocks away from the end of the ledger, then v will be
eventually always be reported in the same position in their ledger by all honest nodes for all

communication steps s' > s except with probability negl (k).

The block depth k starts at & = 0 for the most recent one. Persistence is achieved with
probability 1 once a block reaches a pre-defined k. In contrast, the probability of persistence

in Nakamoto consensus grows asymptotically close to 1 with k.

DEFINITION 2 (¢-Liveness [61]). A protocol P achieves t-liveness if the following holds. At
each communication step s, if a valid input v, given to all honest nodes during each communic-
ation steps s to s +t(k), then v is reported as k deep by all honest nodes after communication
step s' > s + t(k), except with probability negl(k). The number of communication steps t is

a known polynomial function of k.

3.3 Mobile crash adaptive Byzantine adversary model

This section defines adversarial capabilities, presents a framework for analyzing protocols with
roles, and shows how the persistence of protocols against the adaptive Byzantine adversary

can be transferred to the MCAB model.
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3.3.1 Corruption oracles and fault mobility

A corruption oracle is an abstract black box representing the adversary’s capabilities. It refers

to either the Byzantine oracle in Definition 3 or the crash oracle in Definition 4.

DEFINITION 3 (Byzantine oracle Op). The Byzantine oracle Op  takes queries with an input
id and is parameterized by the corruption budget [ € {0, ...,n}. For simplicity, we denote
Op,r with Op. For a query at communication step s, if |Bs| < f for the set B, of Byzantine
nodes at step s, Op adds id to B, and outputs the internal state of node id to the adversary.

Nodes in B can deviate arbitrarily from the protocol during s. If |Bs| > f, Op outputs L.

DEFINITION 4 (Crash oracle O¢). The crash oracle Oc¢ . takes queries with an inputs id and
is parameterized by by the corruption budget ¢ € {0, ...,n}. For simplicity, we denote O¢,.
with O¢. For a query at communication step s, if |Cs| < c for the set C; of crashed nodes,
Oc¢ adds id to Cy. Nodes in Cq keep their memory and follow the protocol, but outgoing and

incoming messages may not deliver during communication step s. If |Cs| > ¢, O¢ outputs L.

Blockchains traditionally use an adaptive adversary [48,61,67] that gradually corrupts nodes
over time, reflected in our definition by allowing corruption queries at any communication
step. Once corrupted, nodes remain under adversarial control. We define adaptive adversaries

and obtain the adaptive Byzantine adversary A 4.

DEFINITION 5 (Adaptive adversary). An adaptive adversary with a corruption oracle O €
{Oc¢, Op} can query O any number of times at the start of any communication step s, before
nodes send or receive messages during s. A node corrupted by an adaptive adversary at s is

corrupted for all s' > s.

Introduced in the context of traditional BFT [30,106] and proactive secret sharing [77,112],
mobile adversaries also gradually corrupt nodes but can additionally make corrupted nodes
honest again. As the protocol progresses, this lets the adversary corrupt more nodes in
total while the number of faults at any time remains bounded. We formally define a mobile

adversary in Definition 6.
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DEFINITION 6 (Mobile adversary). A mobile adversary with a corruption oracle O €
{Oc¢, Op} can query O any number of times at the start of any communication step s, before
any nodes send or receive messages. At the start of s, before querying O, a mobile adversary
is also able to cure a node it has corrupted so that it becomes honest again, and receives all

messages previously sent to it.

By limiting the oracle queries and curing of nodes at a communication step s before any
nodes send or receive messages, the possible number of faulty nodes at any communication
step s is not higher than the corruption budget of the adversary, as in Buhrman et al. [30]. For

example, by replacing a faulty node during s with another one, both count as a fault during s.

Using the previous definitions, we can define the mobile crash fault adaptive Byzantine

adversary AycaB.

DEFINITION 7 (Mobile crash adaptive Byzantine adversary). The mobile crash adaptive
Byzantine adversary Ayicap is mobile with the crash oracle O, and corruption budget ¢, and

is adaptive with the Byzantine corruption oracle Op and corruption budget f.

Nodes in the Byzantine set cannot be replaced or removed without some recovery mechanism
for secret keys and authenticated communication channels. In contrast, crashed nodes go back
online if they are not targeted again in communication step s + 1 and receive all previous
pending messages as in the sleepy model [107]. As a result A, 45 has adaptive Byzantine

and mobile crash faults.

3.3.2 Modelling roles in consensus

To analyze protocols in our proposed model, we follow and extend the idea of a role/node
framework for general multi-party computation introduced in YOSO [66] for consensus.
A protocol consists of atomic tasks, performed by different roles at every communication
step. Roles, formalized in Definition 8, are then assigned to nodes with a role assignment
mechanism as the protocol runs. Known protocols described in this framework are provided

in Section 3.6.
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DEFINITION 8 (Role). Roles are a subset of the protocol’s sequence of tasks, whose input
values come from received messages and local memory and whose outputs are one or more

messages communicated to one or more other participants and updating local memory.

® Role assignment: A role 'R is assigned at communication step s to a set of nodes,
the committee M, by a role assignment oracle assignRolesg (s, \) with security
parameter \.

® Role existence: A role R exists at a communication step s if the protocol requires
at least one node to perform the role’s tasks at s. If R does not exist at step s, then

M, =0.

3.3.3 Persistence in the MCAB model

We prove that protocols with persistence against .A 45 can also achieve persistence against

AMC’AB-

THEOREM 1 (Persistence against MCAB). If a protocol P achieves persistence against Ap
with f Byzantine corruptions, then P achieves persistence against Ay;cap with ¢ mobile

crash and f — ¢ Byzantine corruptions.

PROOF. We prove by contradiction. Consider a protocol P that achieves persistence
against A 45, but not against Ay;c4p. This means that, with probability larger than negl(k),
a stable input v’ # v is reported at the same position as v in the ledger by an honest node at
communication step s’, where s’ > s. The adversary may let nodes selected as crashes to
send messages supporting this persistence violation, such that in the worst case, .A,;c 4 has
f — ¢+ ¢ nodes with Byzantine behaviour. .4,;c 45 must be able to create this persistence
violation with probability greater than negl(k) using only these f — ¢ + ¢ nodes. This
forms a contradiction as P achieves persistence with up to f Byzantine nodes, and Ay;cap
must be able to create a persistence violation controlling only up to f nodes with Byzantine

behaviour. O
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3.4 Liveness in the MCAB model

In this section, we explore security requirements for a protocol to maintain liveness against
the MCAB adversary. We first show that protocols secure in an asynchronous network are
always secure in the MCAB model. We then introduce and prove the necessary and sufficient

conditions for liveness against the MCAB adversary.

Definitions in this section consider the following notations: A consensus protocol P with
persistence and ¢-liveness against an adversary .4 45 with access to the Byzantine oracle Op
and corruption budget f; An adversary A,;c4p With access to the crash oracle Oy with
corruption budget ¢ and to the Byzantine oracle O with corruption budget f — c; The set N
of ng nodes running P at a communication step s, identified by id where id € [1, ..., ng]; The
Byzantine set B;, the crashed set Cy, and the honest set H, where H, = N, \ (B, UC;) ata
communication step s; A role R in P, assigned to nodes in the set M, at a communication
step s; The set Sg = {R;|j € [1,p]} of all roles in P. Each R, where j € [1, p| is assigned
to nodes in the set M ; at a communication step s; The role assignment oracle for R denoted

as assignRolesg.

3.4.1 Asynchronous networks

We prove that asynchronous BFT protocols are also secure in our model. In partial synchrony,
Anrcap is hence only different from A, when considering liveness in the synchronous

period after GST.

THEOREM 2 (Asynchronous BFT is secure against the MCAB adversary). If a protocol
P achieves persistence and t-liveness (after t asynchronous rounds) in an asynchronous
network against A g with f adaptive Byzantine corruptions, then it achieves persistence and
t-liveness against Ayrcap in a synchronous network with ¢ mobile crash corruptions and

f — c adaptive Byzantine corruptions.

PROOF. To show that persistence is maintained against .A,;c4p by any protocol with

persistence against .4 45, see Theorem 1. We prove ¢-liveness is maintained by contradiction.
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Consider a protocol P with ¢-liveness in an asynchronous network against A 45, but not
against Aj;c4p in a synchronous network. There therefore exists a valid input v given to
all honest nodes in H at communication step s, not considered stable for any nodes in H
for all communication steps s’ > s + t. This means that the n — f nodes in each set H;
where i € [0,t), who receive all previous honest messages and deliver new messages within a
known delay A, don’t achieve stability for v for at communication step s + ¢. However, P
has t-liveness in an asynchronous network against A 45, and any input becomes stable after ¢
asynchronous rounds between n — f honest nodes. As ¢ asynchronous rounds can always

model ¢ synchronous communication steps by definition, this is a contradiction. U

3.4.2 Properties for liveness

The rest of our analysis focuses on liveness in a synchronous network or the synchronous
period of a partially synchronous setting when transferring protocols live against A 4p to

Ancas.

Inspired by protocols with secret block proposers [48,61,67] and protocols where every node
participates at every step [89,97,123], we derive two properties using the role framework of

Section 3.3.2, abundance and concealment.

A (r, g, t)-essential role is first defined to exclude superfluous roles for the sake of counter-
examples It is parameterized by the minimum number 7 of assignments to the role that need
to be honestly executed at least ¢ times out of ¢ communication steps for the ¢-liveness of the

protocol.

Informally, essential roles represent the steps in a protocol crucial to its proper execution,

while non-essential roles could be skipped without consequence.

DEFINITION 9 ((r, g, t)-essential). Every role R; with j € [1,p] in the set Sg is (15, q;,t)-
essential where r;,q; € N if the following holds. At communication step s, for a valid
input w given to all nodes in every H,; where i € [0,t) in P, if there exists | € [1,p] such

that |[Hspi N M syi| < 1, more than t — q times in t communication steps s + i where
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i € [0,t), then w is stable in the ledger after t communication steps with probability lower

than 1 — negl(t).

Conversely, if for every j € [1,pl, |Hs1iNM; s1i| > r; more than q; times in t communication
steps s + 1 where i € [0, 1), then w is stable in the ledger after t communication steps except

with probability negl(t).

We first define abundance, where the role is assigned to a sufficient number of nodes to

tolerate all corruptions.

DEFINITION 10 (Abundance). The (r, q,t)-essential role R is abundant if, for at least q out

of any t communication steps s + i where i € [0,t)}, we have |[Mg,;| > f+r.

The second property is concealment, where the identity of the assigned nodes is secret and
Anrcap can only randomly guess which nodes to target. This ensures that the adversary can’t

reliably stall the protocol.

Concealment is defined by considering the adversary’s win probability in a game where the

adversary tries to select the nodes assigned to a role.

DEFINITION 11 (Concealment). The non-abundant (r, q,t)-essential role R is concealed if it
always wins the following experiment except with probability negligible in t. The concealment
experiment between the (1, q,t)-essential role R and the adversary Apycap is defined as t
consecutive runs of the following game in all communication steps s + 1 for some s with

i € [0,t). At the start of the game, up to f — c nodes are in the Byzantine set Bs; fori € [0, ).

e Learning phase: Ayicap chooses any number of learning rounds. For each learning
round, Ayjcap picks | ¢ [s,s +t), sends it to R who calls assignRolesg (1, \) to
obtain M, and sends M to Apy;cap.

e Challenge phase: Aycap initiates the challenge phase, calling Oc any num-
ber of times and obtaining the set of crashed nodes Cs,;. R obtains M ; with

assignRolesg (s + i, ), and Apjcap wins the game if [M1; \ (Bsyi UCsii)| < T,
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which we denote by d;. We also denote by d; the indicator random variable for the

event d;, which equals 1 if d; occurs and 0 otherwise.

If event d; occurs for more than t — q values of i € [0,t), Ayrcap wins the experiment, denoted
by the event D. Note that Ayicap can add Byzantine nodes with O each communication

step s + 1 if | Bsyi| < f — ¢

The (r, q,t)-essential concealed role R is ideally-concealed if, for all i where R exists, the

indicator random variables d; are i.i.d and Pr[d;] — >"_, (M) (£)7(1 — L)7=7 < negl(N).

j=0 \ j n

We define protected roles as roles that can’t be reliably targeted by the additional capabilities

of Ay;cap by being abundant or concealed.

DEFINITION 12 (Protected). The (r, q,t)-essential role R is protected if it is abundant or

concealed.

3.4.3 Necessity and sufficiency for liveness

We show that each role of a protocol being protected is sufficient and necessary to remain

secure against Ay/cap.

With Lemma 1 we show the necessity. Intuitively this is due to the adversary being able to

target all roles that are not protected with mobile crashes.

LEMMA 1 (Necessity for liveness). For any consensus protocol P, t-liveness against Ay;cap

is impossible if there exists one (r, q,t)-essential role that is not protected.

PROOF. We prove by contradiction. Say an (r;, ¢;, t)-essential role R; for P is not

protected but P achieves t-liveness against Ay;cap.

As R is not protected, for ¢ communication steps s + i where i € [0, ), the event (|Hs;; N
M 54| < ;) can happen more than ¢ — ¢; times with probability larger than negl(t). Due

to the (7}, ¢;, t)-essential property of R ;, this means that a valid input w given to every H.,
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where i € [0, t) is not stable in the ledger after ¢ communication steps with probability larger

than negl(t). This contradicts the assumed ¢-liveness. O

Lemma 2 shows the sufficiency of protected roles for liveness.

LEMMA 2 (Sufficiency for liveness). A consensus protocol P with persistence and t-liveness
against Aap always achieves t-liveness in Aycap if all node actions are implemented

through protected (r, q, t)-essential roles and their respective role assignment mechanism.

PROOF. We prove by contradiction. Let P be a consensus protocol with persistence
and ¢-liveness for A 4p but not for Ay cap. Let Sg = {R;|j € [1,p]} be the set of all p
(r;,q;,t)-essential roles in P, which are protected, and let 7, be the set of honest nodes at

communication step s. For every role {R; € Sg|j € [1,p]}, consider the following.

Since R, is protected, in ¢ communication steps s + 7 where i € [0, 1), |Hsri N M, o] > 75
occurs at least ¢; times with probability 1 — negl(t). By the r;, ¢;, t-essential property of
every R;,j € [1, p|, any valid input v given to every H,; where i € [0, ) is stable in the
ledger after ¢ communication steps except with probability negligible in ¢. By definition of

t-liveness, P also has ¢-liveness in A,;cap, a contradiction.

Finally we show that, for protocols to maintain their security properties against Ay, 45, their

roles must be protected.

THEOREM 3 (Necessary and sufficient for liveness). Consider a consensus protocol P that
achieves t-liveness against Aap. For P to have t-liveness against Ayicap, it is necessary
and sufficient that all node actions can be defined through protected roles and their respective

role assignment mechanism.

PROOF. This statement follows from Lemma 2 and Lemma 1. O
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3.5 Performance trade-offs in the MCAB model

In this section we derive bounds and leverage existing works to analyze the trade-offs between

abundance and concealment, summarized in Table 3.1.

3.5.1 Lower bounds

The lower bound on ¢-liveness due to an abundant role follows from Definition 9.

THEOREM 4 (Abundance lower bound on t-liveness). For a consensus protocol P, with
tq-liveness against Ayjcap containing an abundant (1, q,t,)-essential role R, we always

have t, > q.

PROOEF. Due to the (1, q, t,)-essential property as defined in Definition 9, t,-liveness

requires at least ¢, > q. O

We show that using an abundant essential role requires at least {2(n) message complexity, due
to Definition 10. When every role is abundant, each node performing a role sends its message

to the nodes assigned to the next abundant role, obtaining 2(n?) message complexity.

THEOREM 5 (Abundance lower bound on message complexity). The minimum message
complexity of a consensus protocol P, achieving t,-liveness against Ay;cap containing an
abundant (r,, q,t,)-essential role R,, which sends at least one message, is )(n). If every

role in P, is abundant, the message complexity of P, is Q(n?).

PROOF. We prove by contradiction. Say an (r,, ¢, t,)-essential role R, which sends one
message in a consensus protocol F,, is abundant but the message complexity of P, is less
than Q(n). For R,, we have |[M| > f 4+ r, at least ¢ times in ¢, communication steps since
it is abundant. Each node in M sends at least one message by definition. At least f + r,
messages are therefore created in communication steps where R, exists. As f scales with n,

this implies €2(n) message complexity, a contradiction.
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We prove by contradiction if every role in P, is abundant. Say an (r,, g, t,)-essential role
R, which sends messages to the next abundant (7., ¢, t,)-essential role R,/ in a consensus
protocol P,, is abundant but the message complexity of P, is less than Q(n?). For R,, we
have |[M| > f+r,| atleast ¢ times in ¢, communication steps since it is abundant. Each node
in M sends at least {2(n) messages to the |[M'| > f + r,/| nodes assigned to R,/. At least
(f +7.)(f + o) messages are sent in communication steps where R, exists and is followed

by Ry As f scales with n, this implies Q(n?) message complexity, a contradiction. O

To lower bound ¢-liveness when introducing a concealed role, we use the Chernoff bound to
obtain ¢ given its parameters and the failure probability. Note that the bound on ¢ is optimistic
due to our looser approximations of the Binomial distribution tail bound, and a tighter bound
could give a slightly higher ¢t. If ¢ — 0, ¢ — o0, and if p = 0, ¢ > ¢ matching the abundant

case.

THEOREM 6 (Concealment lower bound on ¢-liveness). For a consensus protocol P, achieving
t-liveness with failure probability € containing a concealed (r,q,t)-essential role R, we

always have t > q + v(q, €) where v(q, €) > 0 and € is the liveness error probability.

PROOF. For a protocol using R, t-liveness has a failure probability €. To get the lowest
t, R. is ideally-concealed and for all i € [0, ), we denote the i.i.d. Pr[d;] as p from the game
in Definition 12. We can therefore consider a Binomial distribution with ¢ trials, p as the
success probability, and X as the number of successes. We use the tail bound on Binomial
distributions [16, Lemma 4.7.2] to obtain a lower bound on ¢, parameterized by ¢, p, and q.

Using the tail bound to bound the maximal number of successes ¢t — g, we get

PriX >t—ql=¢> ;2—“9()\’1’) > 1 9-tB(A\p)

~ /BN =\ V2t
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where A = =2 and B(\, p) = )\log%7 + (1 —X\)log %. Using the inequality logz < z — 1

where x > 0, we loosen the bound and derive the following inequality :

log

1
- <
€

log(2t) +tB(A, p)

N —

t2 2
0< ™ ttlloge— L 1)+ L ¢
p p

Solving for ¢ assuming ¢ > 0 we obtain the lower bound:

42 1 1
i(_+_
p l—p p

)

1 2
thlog—+q+£(1+\/(loge———l)Q—
€ 2 P

Since ¢ > 0, and p, € € [0, 1], the terms are all positive.

We therefore have ¢t > g+ 1v/(q, €) where v(q, €) > 0 and ¢ is the liveness error probability. []

As a concealed role could be assigned to only one node, the lower bound on message
complexity comes from the requirement that all n — f honest nodes receive the value to decide

upon, implying at least {2(n) message complexity.

THEOREM 7 (Concealment lower bound: message complexity). The minimum message
complexity of a consensus protocol P, amongst n nodes and [ faults achieving t-liveness

containing a concealed (r, q,t)-essential role R.. is (n).

PROOF. We have |M| < f + r all communication steps and |M \ (BUC)| > r at
least ¢ times in ¢t communication steps. As a result, there are at least » messages sent in the
communication steps where R exists. However by definition, all n — f honest nodes must
receive the input reported in the same position in the ledger, requiring at least n — f messages
for P, to achieve persistence. These n — f messages must be sent by a role in P, and its

message complexity is 2(n). O
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3.5.2 Discussion on trade-offs

Communication complexity and rounds It is proven that deterministic consensus requires at
least f+1 rounds in the worst case with f adaptive crash faults [12], and O(n?) communication
complexity [53]. These results apply to deterministic fully abundant protocols. In contrast,
with randomised consensus, the number of rounds to reach an agreement is probabilistic and

is dependent on the error probability as a system parameter (Theorem 6).

A protocol using concealment only requires O(n) message complexity (Theorem 7), enabling

subquadratic communication complexity similarly to Algorand [39] and Abraham et al. [6].

After-the-fact-removal However, as shown by Abraham et al. [6], subquadratic complexity
is only possible without after-the-fact-removal, which means that the adversary is not able to
stop messages already sent by a node it corrupts. With after-the-fact-removal, the adversary is
able to “cheat" the game defined in Definition 11 by modifying it such that in the learning
phase, it can pick the challenge phase’s communication steps. This implies that no role can
be concealed, allowing only abundance. The communication complexity lower bound O(n?)

with after-the-fact-removal [6] then matches our derived bound in Theorem 5.

Consider the additional cases where after-the-fact removal is allowed for one type of fault

only:

o After-the-fact removal adaptive Byzantine faults only, not mobile crashes: while the
adversary hasn’t selected all adaptive Byzantine faults, a protocol with subquadratic
communication complexity cannot achieve consensus [6]. However,if the adversary
has selected its maximum allowed number of adaptive faults, the adversary has
no after-the-fact removal ability anymore, and concealment is possible to maintain
liveness.

e After-the-fact removal mobile crashes only, not adaptive Byzantine: After-the-fact-
removal mobile crashes can perpetually target concealed committees, and only

abundance is possible.
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Sources of randomness While the implementation of abundant roles has no additional
overhead, concealed roles require a mechanism to secretly assign roles to nodes. This line of
research has notable examples such as POW mining [61], Verifiable Random Function (VRF)
selection [96], and Single Secret Leader Election (SSLE) [27]. When the the size | M| of the
role’s committee is random, rounds where not enough nodes are assigned may be wasted, but

achieving deterministic | M| is expensive.

Probabilistic |M|. A role assignment with probabilistic | M| assigns a number of nodes
sampled from a certain probability distribution, usually such that E [| M|] > r. Since | M| is
probabilistic, it is still possible to occasionally have | M| < r without interference from the
adversary. This can add additional communication rounds to terminate the protocol, leading
to higher values of ¢ for the ¢-liveness guarantee. For example, VRF random assignments
such as in Algorand [67] secretly select nodes, satisfying concealment, with a probabilistic
expected number of nodes in one committee. It can be the case however, that a committee in

Algorand does not reach quorum due to not enough nodes being selected.

Deterministic | M|. A role assignment with deterministic | M| assigns a fixed number of
randomly chosen nodes. Since | M| > r is guaranteed, only by winning the game defined in
Definition 12 can |H N M| < r still happen. SSLE introduces a primitive to achieve such a

design.

However, in the only existing protocol with adaptive security to our knowledge [37], SSLE
runs with additional communication between nodes which has at least O(n?) message com-
plexity for n synchronous broadcasts. It should also maintain its security properties in the
MCAB model, which seems possible at first glance with similar arguments as in Theorem 1

and due to the abundant all-to-all communications.

Random beacon. Concealed roles inherently require a trusted source of randomness for their
role assignment. This has been achieved in various ways like an initial trusted nonce for
Bitcoin [61] or Algorand [67] that is updated as the protocol runs. Distributed random beacons

that uses either consensus [47] or trusted setups [25] are also a way to agree on a common



50 3 MOBILE CRASH BYZANTINE ADAPTIVE MODEL.

TABLE 3.2. Comparison of abundant and concealed roles. We consider
protected (g, 7, t)-essential roles with the positive factors p(e), v(q,e) > 0
depending on ¢ and the acceptable error probability for liveness e.

Allow
No after-
t-liveness Message |random|-the-fact-| Load
bound complexity | beacon | -removal |balancing
Abundant and
deterministic t>f+1 O(n?) v v v
Abundant and

randomized | t > g+ u(e) | O(n?) X v v
Concealed with
determin. [M| |t > g+ v(g,€)| O(n?) X X X
Concealed with

random |[M| |t > g+ v(g,€)| ©O(n) X X X

source of randomness. However, they may leak information, increasing Pr[d] in Definition 12

and ¢ for ¢-liveness which must be analyzed properly.

Previous work has also shown the benefit of load balancing [46, 60, 123], which distributes
computation and communication workload to nodes, avoiding performance bottlenecks and

obtain higher throughput akin to abundant roles.

Table 3.5.2 summarizes the performance trade-offs between the variants of abundance and

concealment.

3.6 Case studies: existing protocols in the MCAB model

This section leverages our theorems to analyze the security of Ouroboros [20,21], Algor-
and [39,67] and Chained Hotstuff [130] against A ,;c45. We briefly summarize their protocol
flow and show Chained Hotsuff’s lack of liveness and Algorand’s security against Ay;cap.
Their respective full papers provide formal descriptions and proofs of security against .4 4.
We additionally present a modified illustrative version of Chained Hotstuff maintaining its
liveness against A,;c4p with abundance, and discuss how to leverage existing work on

fallback protocols for Ao ap.
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3.6.1 Ouroboros Praos

Ouroboros Praos is an adaptively secure PoS protocol where nodes regularly compute a VRF
output to check eligibility to be a block proposer. The chain selection rule followed by honest

nodes allows them to converge to a consistent view of the blockchain.

Only one role is needed to describe Ouroboros Praos, the slot leader role where a node extends
its view of the canonical chain with a new block and broadcasts it to the network. Arguments
for Ouroboros’ security in the MCAB model are analogous for the adaptively secure Snow
White and other similar protocols with a single leader role selected randomly and secretly, for

example using a VRF or PoW lottery.

Roles in Ouroboros Praos

e Slot leader role R ;: Create a block of transactions and gossip it to the network. The

r value is 1.

Committees of roles

e Committee of role R;: contains a random number of slot leaders, in the deployed

protocol [79], we have expected value E [r| = 0.05.

Role assignment

The role assignment oracle assignRoles in Ouroboros Praos is implemented via the VRF
selection mechanism. Nodes are selected to be slot leaders with a parameterized probability
weighted by stake. The inputs to the VRF check are their secret key, their number of coins,
the output of the on-chain random beacon, and the 7 parameter determining the expected

number of selected nodes.

To prove the security of Ouroboros Praos against A y;c45, we simply show that the role in
Ouroboros Praos satisfies the concealment requirements of Definition 11, implying security

against Ay;c4p by Theorem 3 and Theorem 1.
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COROLLARY 1 (Security of Ouroboros Praos). Ouroboros Praos achieves t-liveness and
persistence against Ayjcap with [ + ¢ < n/2 where [ is the number of adaptive Byzantine

faults, c is the number of mobile crash faults, and n is the number of total nodes.

PROOF. Role R is concealed since the assigned nodes are not public until the blocks
are broadcast, and the probability of 4,045 guessing all proposers is smaller than 1. As per
the full analysis of Ouroboros Praos [20], the probability that the adversary influences the
source of randomness drop exponentially with the number of honest blocks in an epoch, and
therefore adds a probability negligible in the security parameter for the adversary to guess

assignments. This means R; is even ideally-concealed. U

3.6.2 Algorand

Nodes in Algorand [67] regularly obtain a pseudorandom number with a Verifiable Random
Functions (VRF) whose randomness is verifiable with the node’s public key. Computing
the VRF output is done locally, allowing nodes to check eligibility to propose blocks and
participate in BAx [67], a Byzantine Agreement algorithm, without revealing their identity.
Once block proposers broadcast a block, nodes are selected for each step of BAx to eventually

finalize the block with the lowest VRF output, or an empty block in bad network conditions.

We obtain three roles comprising Algorand: proposing a block, performing a step in its own

Byzantine Agreement algorithm BAx, and finalizing a block in the last step of BAx.

Roles in Algorand

e Block proposer role Rproposer: Create a block of transactions and gossip it to the
network. The r value is 1.

e Voter in the binary BAx algorithm, step 7 € [1,MaxSteps] R, .,: The Commit-
teeVote function checks if one is selected for the next step’s role, and is part of the
role assignment mechanism of Algorand. The r for Reroposer 18 Tstep * Tstep =
0.685 - 2000 = 1370. We refer to Algorithm 8 in [67] for the specific operations

performed in each step ¢ of BAx.
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e Voter in the binary BAx algorithm, final step Re1ya;, : Perform final step of BAx.
The T f0r RFINAL iS TFINAL ° TFINAL - 074 * 10000 - 7400.

Since the parameters for the role assignment mechanism and the voting threshold per BAx
step are the same, we analyze them together indexed with 7. The last step denoted FINAL has

slightly different parameters and is therefore considered separately.

Committees of roles

e Committee of role Rproposer: contains a random number of block proposers with
expected value E [Toroposer] = 26.

e Committee of role RéTEP: contains a random number of BAx members for BAx’s
step j with expected value E [7s7zp] = 2000.

e Committee of role Rr1yar: contains a random number of final BA members with

expected value E [T 1ya1,] = 10000.

Role assignment

The role assignment oracle assign Roles in Algorand is implemented via the VRF selection
mechanism. Nodes are selected for different roles with a parameterized probability weighted
by stake. The inputs to the VRF check are their secret key, their number of coins, the current

on-chain seed, and the 7 parameter determining the expected number of selected nodes.

To prove the security of Algorand against A ;¢ 45, we simply show that every role in Algorand

satisfies the concealment requirements of Definition 11.

COROLLARY 2 (Security of Algorand). Algorand achieves t-liveness and persistence against
Anrcap with f + ¢ < n/3 for f adaptive Byzantine faults, ¢ mobile crash faults, and n total

nodes at any time.

PROOF. Rproposer 18 concealed since the assigned nodes are not public until the blocks
are broadcast, and the probability of A,;c4p randomly guessing all proposers is smaller
than 1. As per the full version of Algorand [67], probability of guessing the next selection

seeds drop exponentially with the number of blocks committed in a synchronous period, and
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therefore adds a probability negligible in the security parameter for the adversary to guess

assignments. This means Rproposer 1S €ven ideally-concealed.

Rl.zp is concealed for all j since the assigned nodes aren’t public until the votes are broadcast,
and the probability of Ay, 4p guessing committee members for any s such that Rgrgp NH <

Tsrep + Tstee = 1370 is smaller than 1. As for Reroposer, V7, Rirgp is ideally concealed.

Re1nar 1s concealed since the assigned nodes aren’t public until the votes are broadcast, and
the probability of Ay;c4p guessing committee members for any s such that Ryryar N Hs <

Trrwar - Terwar = 7400 is smaller than 1. As for Reroposer, Renar 18 ideally concealed.

All roles in Algorand are concealed, and by Lemma 3, Algorand achieves ¢-liveness and

persistence in Ay;cap. O

3.6.3 Chained Hotstuff

Chained Hotstuff’s [130] protocol flow is as follows: a leader collects signatures on the last
proposed block and forms a Quorum Certificate (QC) if the threshold is met. It broadcasts
the QC along with its own proposed block, which nodes verify before sharing their signature
with the next leader. This process repeats and, to guarantee safety and liveness, blocks need
three sequential QCs to be finalized. If a threshold of nodes don’t receive a leader’s message

before a timeout, the next leader is called through a view-change.

Chained Hotstuff [130] can be described in two roles, the leader and voter roles. The leader
role is first assigned to one node selected in a round-robin fashion, followed by the voter role

assigned to every node.

Roles in Chained Hotstuff

e Voter role R,: Wait for message from current communication step’s leader. If the
SAFENODE(b*, b*.justify) predicate passes, send a vote to the next leader. Decide

for blocks with a three-chain, commit on blocks with a two-chain, and pre-commit
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blocks with a one-chain. If no message is received from the current communication
step leader, send a NEXTVIEW(m)essage to the next leader. Its r value is 2 f + 1.

e Leader role R;: Wait for all messages until there are n — f votes and form QC with
the partial signatures. Extend the highest received QC with a new leaf, containing

the new input, and broadcast it. Its r value is 1.

Commitees of roles

e Committee of role R;: contains only one node, that communication step’s leader.

e Committee of role R,: contains n nodes, with the same voting rules.

Role assignment

For R, assignRolesg, (s) outputs a single node in a round robin fashion. For R, assignRolesg, (s)

outputs every node that is assigned one vote each.

The leader role is neither abundant nor concealed, preventing Chained Hotstuff’s liveness
against A,;c 45 by Theorem 3. It is easy to see that liveness is not guaranteed against Ay;cap
in streamlined BFT protocols with single leaders, for example Tendermint [29], Damysus [49],

and Jolteon [65].

COROLLARY 3 (Security of Chained Hotstuff). Chained Hotstuff does not achieve t-liveness
against Ayrcap with f + ¢ < n/3 for f adaptive Byzantine faults, ¢ mobile crash faults, and

n total nodes at any time.

PROOF. The role R; is not abundant since |R;| = 1 < ¢+ 1. In addition, R, is not
concealed since, with the public round-robin schedule, A,;c 45 can win the protected game
with probability 1 by choosing to crash the next publicly known leader. By Lemma 1, Chained

Hotstuff does not achieve t-liveness against Ay;c45. O
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3.6.4 Adding abundance: Abundant Chained Hotstuff

By running n Chained Hotstuff instances in parallel whose round-robin leader schedules don’t
overlap, we obtain the Abundant Chained Hotstuff protocol where every role is abundant, live
against Ao 4. This modified protocol does not necessarily perform better practically and

simply illustrates the use of abundance to maintain security against A;cap.

We use Hotstuff-2’s [92] improvements where only three consecutive honest leaders are
required to finalize blocks, while maintaining optimistic responsiveness. To handle conflicts
between instances, each instance’s blocks of the same height are combined according to the
instance number. This necessitates a finalized block in an instance to wait for every other
block of the same height from other instances. To maintain progress at each instance in spite

of faulty leaders, honest leaders extend every instance’s highest QC, instead of only its own

QC.

Roles in Abundant Chained Hotstuff:

e Voter role R,: Wait for proposals from the n instances at communication step s
or after waiting for A. For each i, if the SAFENODE((b}, b} .justify)) predicate
passes, send a vote to instance ¢’s next leader. If no message is received or the
SAFENODE((b}, b} .justify) predicate fails, send a nextView message to instance i’s
next leader. Once every instance’s block for the same height have a two-chain, decide
for these blocks, and commit on blocks with a one-chain. There are n messages in
total, either a vote or a nextView, which are sent once n messages are received, or
after timeout. The 7 value of R, is 2(f + ¢) + 1.

e Leader role R;: Wait for all messages until there are 2(f + ¢) + 1 votes and form
QC with the partial signatures. Wait for up to a timeout A to receive the highest
QC for every instance, extend them with a new leaf, containing the new input, and

broadcast it. The r value of R; is f + 2c¢ + 1 to obtain 2 consecutive honest leaders

on one instance.

Committees of roles
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e Committee of role R;: contains n nodes, that communication step’s leaders.

o Committee of role R,: contains n nodes.

Role assignment

For R,, assignRolesg,(s) assigns an instance to each node, rotating in round robin. For R,,

assignRolesg, (s) assigns every node to vote for every proposals.

To show that Abundant Chained Hotstuff achieves persistence, we first show that Abundant
Chained Hotstuff has persistence against A, 5. We analyze all cases for two conflicting
decisions v and w and show that each case leads to a contradiction. We then use Theorem 1

to show persistence against Ap;cap.

COROLLARY 4 (Persistence of Abundant Chained Hotstuff). Abundant Chained Hotstuff
achieves persistence against Ayrcap withn > 3(f + ¢) nodes for f adaptive Byzantine faults

and c mobile crash faults at any time.

PROOF. We first show that Abundant Chained Hotstuff has persistence against A 4.

Proof by contradiction: Assume two conflicting proposals v and w are delivered at commu-
nication steps s, and s,, respectively. We analyze the three cases for this assumption, each

leading to a contradiction.

e Case 1: an individual Chained Hotstuff instance in the protocol delivered v and w.
This is a contradiction as two-chain Chained Hotstuff is safe against .4 45 as shown
in the original work [130], and can’t deliver v and w.

e Case 2: v and w are delivered by separate Chained Hotstuff instances, and s,, = sy,.
Each instance’s proposal has received a two-chain, at which point every honest node
will discard conflicting proposals. Only v or w is therefore delivered, a contradiction.

e Case 3: v and w are delivered by separate Chained Hotstuff instances and, w.l.o.g,
Sy < Sy. To deliver w, w requires at least 2 f + 1 votes in one step. However, to reach

2f + 1 votes, at least one honest node has voted for both v and w, a contradiction.

By Theorem 1, persistence is maintained against Ay;c45. O
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For liveness, we use the liveness against of A 45 of Hotstuff-2 [92] to show that individual
Abundant Chained Hotstuff instances have liveness. We then show that every role is abundant,

implying liveness against Ay;c 45 by Theorem 3.

COROLLARY 5 (Liveness of Abundant Chained Hotstuff). Abundant Chained Hotstuff
achieves liveness against Aycap withn > 3(f + ¢) nodes for f adaptive Byzantine faults

and c mobile crash faults in a partially synchronous network.

PROOF. Hotstuff-2 has liveness after GST against A 4 g as shown in the original paper [92].
For its chained version, it is known that liveness additionally requires three consecutive honest
leaders to commit a proposal thanks to previous work on Chained Hotstuff [69,130]. After
GST when n > 3 f with round-robin leaders, three consecutive honest leaders are eventually
obtained and Chained Hotstuff-2 also has liveness after GST against .4 ,5. In Abundant
Chained Hotstuff, each instance has round-robin leaders and obtains three consecutive honest

leaders after GST against A 4.

To show that Abundant Chained Hotstuff maintains liveness against .A,;c 45, we show that
both roles are abundant. R, is abundant since |R,| = n > ¢+ 2f + 1 every communication
step where it is assigned. For R; to be abundant, |R;| must be large enough so that at least
one instance is able to have three consecutive honest leaders. In three leader phases, Aycap
is able to mobile crash the leader of 3¢ instances, while 3 f instances may have a Byzantine
leader. We therefore require 3 f +3c+ 1 leader roles assigned to distinct nodes. R; is abundant
since |R;| =3f +3c+ 1> 3f + 3c+ 1 every communication step where it is assigned. By

Theorem 3, Abundant Chained Hotstuff has persistence in A;c 5. O

3.6.5 Extensions and future directions

Generic frameworks for asynchronous fallback protocols [65, 88] may be modified for the
MCAB setting, such that a protocol can switch between a protocol without concealment or
abundance, vulnerable to DoS attacks, and a protocol secure against A,;c4p5. Knowing how
to efficiently switch modes involves subtleties explored for the asynchronous case, for MCAB

fallback we may follow the general framework [88], but dedicated redesign might be needed.
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For example, differentiating between simple leader failures, mobile DoS attacks, and network

failures requires care.

The ACE framework [122] has a similar design to Abundant Hotstuff as it runs multiple
instances of leader-based protocols in parallel, however it is designed to add asynchronous

liveness while Abundant Hotstuff is secure in a partially synchronous network against Ao ap.

The condition of abundance or concealment may be a starting point to generalize Byzantine
quorum systems’ [13] availability property with parameters r and ¢. Instead of requiring
the number of honest roles in a committee to be a full quorum, only r are required, and it
must hold only for at least ¢ communication steps in ¢, as opposed to at all steps. Links
between Byzantine quorum systems [13] and conditions in the MCAB model could be further

explored.

Optimal resilience bounds in the MCAB are still open. In a synchronous network where
n > 2f + ¢ with MCAB, or the sleepy model, no known deterministic protocol exists to our
knowledge. In partial synchrony, Abundant Chained Hotstuff is an example of a deterministic
protocol with n > 3(f 4+ ¢). When the crashes are static and not mobile, n > 3f + 2¢ has
been achieved [73].

3.7 Conclusion

In this work, we identified and filled a gap for generic adversary models, between traditional
blockchain adversaries unable to model mobile DoS, and existing models that do model
mobile DoS but only under restrictive conditions. To understand the security requirements of
our model, we proved that abundance and concealment are sufficient, and that at least one
of them is necessary for security. Additionally, we analyzed the trade-offs between the two
properties. We applied our findings to evaluate the security of Ouroboros Praos, Algorand,
and Hotstuff as case studies, confirming the intuition that Ouroboros Praos and Algorand

tolerate a stronger adversary.



CHAPTER 4

Constant latency dynamic DAG and finality.

4.1 Introduction

Bitcoin [102] introduced the use of blockchain to enable nodes in a permissionless envir-
onment to agree on an ordered set of transactions. In this setting, nodes are free to join or
leave the network at any time. Consequently, Bitcoin guarantees liveness in a permissionless
environment, referred to as dynamic availability. However, to ensure security, the network
must be synchronous, meaning messages must be delivered within a known time bound. It
follows that Bitcoin does not provide safety in the face of network partitions, where the
network becomes asynchronous and message delivery time is unknown. A further known
limitation of Bitcoin and its derivatives is performance: latency ranges from minutes to hours,

and throughput is fewer than 10 transactions per second.

To remedy the limited performance of Bitcoin’s blockchain consensus, traditional Byzantine
Fault Tolerant State Machine Replication (BFT-SMR) techniques have been considered for the
blockchain setting. Some BFT-SMR protocols are able to remain secure even under network
partitions and asynchronous communication networks [29,36,97,130]. However, a trade-off
with BFT-SMR is that the number of active nodes in the system must be known, limiting
dynamic availability. To address this challenge, the sleepy model [107] was introduced,
formalizing the concept of permissionless networks. Recent advances in BFT within the
sleepy model have achieved constant expected latency [91,100] by regularly estimating for

the current participation level.
60
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While, ideally, both dynamic availability (liveness) and security during network partitions
(safety) are achieved within a single protocol, the CAP theorem demonstrates this to be
impossible [68]. Consequently, two distinct approaches have emerged: one prioritizes liveness

with dynamic availability, and the other focuses on asynchronous safety.

Originally, both classes of protocols include transactions in a linear sequence of batches
or blocks. However, utilizing a Directed Acyclic Graph (DAG) structure, blocks are pro-
cessed concurrently which has significantly increased throughput for both approaches. This
innovation allows throughput to scale with network capacity [22,46,121]. Using provable
dispersal for block propagation has achieved similar throughput improvements as the DAG
structure [85,89,129], however, to the best of our knowledge, implementing provable dispersal

in the sleepy model remains an open, orthogonal problem.
We highlight the following research gaps regarding DAG based protocols in each line of work.

DAGs when prioritizing liveness. As noted earlier, proposals for BFT in the sleepy model
have achieved constant latency. Meanwhile, recent advances in DAG-based protocols have
primarily focused on asynchronous and partially synchronous networks [46, 121], leaving the

modern use of DAGs in BFT for the sleepy model largely unexplored.

Although DAG-based proposals expanding on Bitcoin’s longest chain idea exist [22,118],
their latency is linear in certain security parameters. Achieving constant latency for high

throughput DAG protocols within the sleepy model remains a significant open challenge.

DAGs when prioritizing safety. DAG-based protocols such as Narwhal/Tusk [46] and Bull-
shark [121] disseminate an unconfirmed DAG of blocks as a mempool, of which a subset is
finalized. However, there are multiple approaches for the finalization process, and previous
work has not provided a generic security analysis of finalization approaches in a given DAG
protocol. For instance, one way to finalize Narwhal is by using a separate consensus prim-
itive such as Hotstuff to agree on a block and all its ancestors, as presented by the authors.
Alternatively, Tusk, which builds on top of Narwhal, selects leaders using a common coin but

does not independently solve consensus. Similarly, Bullshark employs a round-robin leader
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schedule to finalize a subset of the DAG, but the finalization mechanism in isolation is not a

consensus protocol in itself.

We observe that the common thread in the two latter protocols is a finalization mechanism
that leverages the DAG structure to obtain consensus in the overall system. A key advantage
of this approach is that it avoids the need to layer a full BFT protocol on top of the DAG
dissemination mechanism. However, there is no composable treatment of DAG finalization in

the literature beyond constructions specific to monolithic DAGs.

Contributions

In this work we address the research gaps previously highlighted, and leverage our findings to
propose a flexible protocol simultaneously catering to clients favoring liveness and clients

favoring safety.

We introduce the first constant latency DAG based protocol in the sleepy model. Our protocol
can commit a set of DAG blocks in 3A latency, where A represents the synchronous network’s
message delivery bound. This result not only advances upon existing constant latency sleepy
model BFT, but also improves on existing DAG protocols whose latency linearly scales
with A. We provide a summary comparison of our protocol with other dynamic availability
protocols in Table 4.1. Additionally, we experimentally show the improved performance of
our DAG protocol compared to Mahlki et al. constant latency protocol. We can observe that
our DAG protocol indeed achieves drastic throughput improvements over the baseline due to

its parallel block proposals, and that it has lower expected latency.

Secondly, we introduce a generic primitive for DAG finalization, named graded common
prefix, and an efficient construction. Graded common prefix allows a set of nodes to quickly
agree on the subset of a DAG common to all honest nodes. Crucially, our primitive is lighter
than standard consensus, enabling simpler protocols. For example, our construction runs
in only 2 communication steps, compared to the 4 expected steps per decision required by
low latency partially synchronous BFT [29,36,124]. It is also resilient to crashes within the

supermajority bound, unlike many existing leader-based protocols for partially synchronous
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TABLE 4.1. Comparison of optimal resilience SMR in the sleepy model. & is
the security level and a 1s the fraction of awake nodes.

Avoid single
block bottleneck® | Good case latency
Bitcoin [102] X O(kA/a)
Ouroboros/ Snow White [20,44] X O(kA/a)
Pass et al. [107] X O(kA/a)
Goyal et al. [72] X O(kA)
Prism [22] v O(A/a)
Garay et al. [62] v O(A/a)
Momose et al. [100] X 16A
Mahlki et al. [91] X 4A
(This work) v 3A

* Protocols with a single block bottleneck commit blocks sequentially
without provable dispersal or DAG techniques to increase throughput.

networks [29,36,124,130]. We experimentally observe the resulting improved latency of
our construction over a leader-based BFT, Hotstuff [130], with and without crashes. Graded
common prefix can also be defined generically with sets of values instead of block-DAGs,

which may be of independent interest for distributed protocols.

Thirdly, we propose a flexible protocol that consists of two sub-protocols running concurrently,
namely a dynamically available sub-protocol and a partially synchronous finality sub-protocol.
Clients choose which output (of the sub-protocols) they consider acceptable according to
their preference (security v.s. liveness). To accomplish this, we adapt the Ebb-and-Flow
framework [104], which, roughly speaking, considers the sleepy model with a Global Awake
Time (GAT), the time after which all honest nodes participate actively. GAT guarantees that
the finality sub-protocol eventually progresses, as dynamic availability is not required after
GAT. To maintain consistency, the output of the dynamically available sub-protocol is used as
input to the finality sub-protocol. We show that graded common prefix is sufficient for finality
after GAT, avoiding the need to perform standard consensus twice as in existing schemes.
Complementing our flexible protocol, we further relax the GAT assumption by introducing
Quorum Awake Time (QAT). Unlike GAT, which assumes that all honest nodes are awake
after this period, QAT requires only that a sufficient number of honest nodes are awake. To

quantify the number of awake nodes after QAT, we leverage the recently introduced Mobile
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Crash Adaptive Byzantine (MCAB) model [111] that enables a fine-grained treatment of the

upper bound on crashed/sleepy nodes for a protocol.

The rest of this paper is organized as follows. Section 4.2 introduces the system model
and preliminaries used in this work. Section 4.3 presents our dynamically available DAG
protocol and the formal definitions and properties it achieves. Section 4.4 introduces the
graded common prefix primitive and a construction for it. Section 4.5 synthesizes our results
into the flexible protocol described previously, then presents QAT, the generalization of GAT.
Section 4.6 contains the formal security proofs of our theorems and lemmas. Section 4.7
provides the experimental evaluation of our DAG protocol. The conclusion summarizes our

findings.

In summary:

e We propose a constant latency dynamically available DAG BFT protocol with 3A
latency. Its high throughput is demonstrated experimentally.

e We introduce graded common prefix (GCP), a primitive that allows a set of nodes
to agree on the subset of a DAG in common to honest nodes. Additionally, we
provide a construction of GCP that runs in 2 communication steps. Its low latency
and resilience to crashes is shown experimentally.

e We show that GCP is sufficient as a finality sub-protocol combined with a dynam-
ically available sub-protocol, to allow clients to prioritize dynamically available
liveness or asynchronous safety. In addition, we introduce and discuss a general-
ization of Global Awake Time of Ebb-and-Flow [104], the time after which honest
nodes are assumed to be awake to allow asynchronous safety. Our generalization,
Quorum Awake Time, relaxes the GAT assumption by leaving the possibility of a

parametrized bound on the number of sleepy nodes.
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4.2 System model and preliminaries

4.2.1 System model

We consider a set NV of nodes, each equipped with a public key and a unique identifier.
This includes the Proof-of-Stake setting where the smallest discrete amount of stake is
represented by one node. Time advances in discrete slots and, for simplicity, nodes have
access to synchronized clocks. Our results can include bounded clock drifts using a round

transformation technique [100] at the cost of small added latency.

Node corruptions. Nodes may be controlled by an adversary, selected during the execution
of a protocol. Nodes controlled by the adversary are considered Byzantine, and may behave
arbitrarily. When a node is Byzantine at slot ¢, it stays as Byzantine for all slots ¢’ > ¢. The

remaining nodes are honest, and behave according to protocol specifications.

Network communication. Nodes communicate with each other through authenticated

messages, within the limitations set by one of the following network assumptions.

e Synchronous network. All messages sent between honest nodes are delivered within
a known number of time slots A. The order in which they arrive can be determined
by the adversary.

e Partially synchronous network. Message delivery is determined by the adversary, as
long as all messages sent between honest nodes are eventually delivered. Messages
between honest nodes cannot be dropped or modified. After a Global Stabilisation
time (GST), the network behaves as a synchronous network. GST is decided by the

adversary, and unknown to honest nodes.

Sleepy model. The adversary may cause honest nodes to become sleepy at any time slot,
during which the protocol is not executed and messages are delayed until the next slot where
the node is awake again. Awake nodes behave according to protocol specifications. The

number of awake nodes at any time slot ¢ is denoted n;. The unknown time after which all
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honest nodes in N are awake is called Global Awake time (GAT). GAT is decided by the

adversary, and unknown to honest nodes.

Parameterized dynamic participation. We use the extended sleepy model [91] that allows
corrupted nodes’ participation to be dynamic. We define f(7',T},t) as the number of
corrupted nodes around time ¢ for a time 7'y forward and a time 7} backwards. For a system
model’s fraction 3 of corrupted nodes, we have f(1,7T,,t) < - n;. It has been shown
in existing work that 7y = oo and 7}, = O(A) is necessary for consensus under dynamic

participation without PoW [91]. We therefore consider 7y = oo and T}, = O(A).

Two system models. As it is impossible to achieve dynamic availability and asynchronous
finality under the same protocol [68], we consider two different system models to allow clients
to prioritize liveness or safety, as proposed by the Ebb-and-Flow framework [104]. A system

model is defined by an adversary .4, an environment Z, and a fraction 3 of corrupted nodes.

System model (A;(/), Z1): In this system model, the network is partially synchronous and
there exist a bounded GAT and a bounded GST.

System model (A2(f3), Z5): In this system model, the network is always synchronous (GST=0)
and GAT can be unbounded (GAT — o0).

4.2.2 Preliminaries

DEFINITION 13 (State machine replication protocol.). A state machine replication protocol P
takes transactions as input, and outputs a ledger LOG. It is secure if it satisfies the following

properties for a polynomial function Ty, of security parameter k.

e Safety: if at time t an awake honest node reports a ledger LOG, then for every honest
node that reports a ledger LOG' after time t' < t, LOG < LOG' or LOG' < LOG
where < denotes a prefix relation.

e Liveness: a transaction given as input to all honest nodes continuously from time t

to time t + T'y;,, will be reported in an honest node’s output LOG after time t + T,



4.3 DYNAMICALLY AVAILABLE DAG 67

DEFINITION 14. A flexible protocol is a pair of SMR protocols (Py,Ps) taking the same

transactions as inputs and outputting the ledgers LOG, and LOG5 respectively.

Negligible function. A negligible function refers to a function negl(z) where for every y € N,

there exists an z € N such that negl(x) < 1/z¥ forall x > z.

DEFINITION 15 (Ebb-and-flow protocol. [104]). A (31, 52)-secure Ebb-and-flow protocol P
is a flexible protocol (Pgq, Pyy,) with the same input transactions and outputs an available

ledger LOG 4, and a finalized ledger LOG ¢y, such that for security parameter k:

e Finality: Under (A1(01), Z1), LOG iy is safe at all times, and there exists a constant
C such that LOG p;, is live after C(max{GST, GAT} + k) except with probability
negligible in k.

e Dynamic availability: Under (Ay(52), Z2), LOGy, is a secure SMR output except
with probability negligible in k.

e Prefix: For any honest node i and time t > 0, LOGY,, . is a prefix of LOG"

in,i da,i*

4.3 Dynamically available DAG

This section presents the first constant latency dynamically available DAG-based protocol
in the sleepy model, introducing the possibility of high throughput in sleepy model BFT,
while reducing expected latency to 3A. Our construction is secure under (As(52), Z2) where
B2 < 1/2. We first summarize Synchronous Hotstuff [9] and the intuition behind its design

that our protocol is based on.

Protocol flow. A leader proposes a block and honest nodes vote for it if its valid. Honest
nodes can then commit after waiting 2/, provided no conflicting vote was received. Security
intuition. Since a synchronous network is considered, it is guaranteed that if an honest node
commits 2A after voting, all honest node receive the proposal and there is no conflicting

commitment.
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Considering the sleepy model. Waiting 2A for conflicts instead of collecting a fixed number
of votes, a quorum, to advance is an especially interesting technique in the sleepy model,
where fixed quorums are not useful. However, in Synchronous Hotstuff, potentially faulty

leaders must still be dealt with, in a process called view-change that uses fixed quorums.

From single leader to DAG proposals. For our protocol, we leverage Synchronous Hotstuff’s
technique of waiting 2A after voting to detect conflicts in dynamic participation and guarantee
consistency. By having every node propose a block to the block-DAG, we are able to avoid
the fixed quorum based view change of Synchronous Hotstuff, guaranteeing progress in the

sleepy model.

Latency benefit. Since Synchronous Hotstuff’s 2A wait mechanism does not need explicit
quorums, time-shifted quorums [91, 100], obtained by round-trip communication (2A), are
not necessary. Therefore, we are able to reduce expected latency to 3A, from 44 in the

state-of-the-art [91] .

4.3.1 Block-DAGs and structured dissemination

We define a Directed Acyclic Graphs of blocks (block-DAG) which we use as a foundation
for our DAG based protocols. Formally defining block-DAGs allows us to reason about a
generic DAG protocol without specifying a specific algorithm. Block-DAGs can be seen as

the generalization of the blockchain data structure.

DEFINITION 16. block-DAG. A block-DAG D = {&, B} comprises a set £ of directed edges

and a set B of vertices, as follows:

e A directed edge (B — B') € & represents a transitive relation of B referencing B/,
where B, B' € B. B’ is a parent of B, denoted B’ € B.parents.

e A vertex B € B is called a block. Every block references at least one other vertex,
except the genesis block Bgepesis Where Byepesis-parents = &. The height of a vertex

is B.height = h+ 1, where h = max(B.parents.height) and Byepesis-height = 0.
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Bisatipif AB' € Bs.t. B € B'.parents. Each block B has an author B.author
and Byepesis-author = @.

e Extension: A block-DAG D' = {&’',B'} is an extension of D, denoted D C D', if
ECE& and BCHB.

e Height: The height h of D is max({ B.height|B € B}).

e Conflict: D and D' are conflict if (D ¢ D') A (D' € D), denoted D ~ D'

Otherwise, we use D ~ D',

A block B, contains referenced blocks B.parents which recursively reference blocks until

Byenesis,» representing a block-DAG whose highest height block is B. We can therefore

uniquely represents a sub-graph of D with height / by the set of identifiers for blocks in D of
height h.

We define properties for structured dissemination, guaranteeing that a distributed set of nodes

maintaining a block-DAG is able to obtain a consistent, growing view of the block-DAG.

DEFINITION 17 (Structured dissemination.). Structured dissemination with parameters

(k,7,t, 1) takes transactions as input and outputs a block-DAG. A structured dissemina-

tion protocol is secure if it satisfies the following properties:

e )-Consistency: If a block B of height h is considered consistent (called confirmed)
in an honest node’s block-DAG at time t, B and its ancestors are confirmed in any
honest node i’s block-DAG D; at time t + 6, and no honest node confirms a block of
height h after t + 0.

o 7,t-DAG growth: any honest node’s view of the block-DAG at time t' +t must include
T - t additional blocks proposed by honest nodes compared to its view at time t'.

o 11-DAG quality: any honest node’s view of the block-DAG includes at least a fraction
1 of blocks proposed by honest nodes.

e External Integrity: If a block B is consistent, condition(B) = 1 holds for the

protocol-specific external integrity condition.
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Obtaining total order. With J-consistency among honest nodes, confirmed blocks can be
ordered by height. In the blockchain special case, an ordered ledger is obtained trivially
since we have only one confirmed block per height. In a block-DAG, a height » may have
multiple confirmed blocks. However, with §-consistency, honest nodes confirm the same set
B of blocks for height h. Once blocks in B are confirmed, a simple rule is therefore already

enough to totally order them, for example ordering based on block proposers’ identifiers.

Designing more intricate block-DAG ordering rules that may achieve application-specific

fairness requirements is orthogonal to this work.

Example in the literature. To illustrate our block-DAG and structured dissemination defini-
tions in the context of existing DAG based protcols, we show that the popular Narwhal [46]
DAG mempool layer is a block-DAGs that satisfies the properties of structured dissemin-
ation under (Az(«v), Z5) after GAT in Lemma 3. Recall that (Az(«), Z5) after GAT has a
synchronous network and honest nodes are awake, enabling Narwhal to achieve structured
dissemination properties while not guaranteeing total order in its original, asynchronous
network system model. To translate Narwhal’s nomenclature into a block-DAG, consider the
following: a block is considered confirmed when it is certified, a block b extends a block ¥’ if

it includes its certificate, the height of a block is the round in belongs to.

LEMMA 3. Narwhal run by n nodes is a structured dissemination of a block-DAG with
A—consistency, 3%,3A-DAG growth, and 1/2-DAG quality under (A;(«), Z5) after GAT
where 5y < 1/3.

Proof. A-Consistency: We proceed by contradiction. Assume an honest node u considers
a block b with digest d consistent, but another honest node v does not. Since u considers b
confirmed at time ¢, it is certified and the wrife(d,b operation has completed. By the block-
availability property of Narwhal and the synchronous network assumption, read(d) completes
by time ¢ + A. By the integrity property of Narwhal, d outputs the same block b for all honest

nodes, completing our contradiction.

Assume a block b of round r and height / is consistent at time ¢ in an honest node u’s

block-DAG, but another honest node v confirms a block & # b of round r and height h after
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t+ A. Since the network is synchronous, b’ is received after b is certified, implying that honest
blocks of round r are also certified. This further implies that honest nodes are at least in round
r 4 1 since they certified 2 f + 1 honest blocks of round 7. ¥’ is therefore not valid for honest

nodes due to the round number, and unable to obtain a quorum certificate, a contradiction.

2n

o~ > 3A-DAG growth: We proceed by induction. For the first round of the protocol, at least

2n/3 honest node propose a block certified within 3A time. For a round r + 1, every honest

node has received at least 2n/3 blocks from honest nodes at round r and is able propose a

2n

block delivered within A time. We therefore have %” blocks certified in 3A time, and 7 = SA>

completing the induction.

1/2-DAG quality: 1/2-DAG quality directly follows from Narwhal’s 1/2-chain quality prop-
erty.

External Integrity: External integrity for condition(B) can be trivially satisfied by adding
condition(B) = 1 as a requirement for honest nodes to certify blocks. If condition(B) # 1

for a block B, B can not obtain a certificate from at least 2f + 1 nodes’ signatures.

4.3.2 Overview

We outline the main components of our protocol and provide brief intuition behind its

components.
Propose. Every A slots, nodes propose a block of transactions sent by clients.

Vote. When proposing a block of height /& + 1, nodes include as references all received blocks

with height h, and start their confirmation timer for the set of referenced blocks at height h.

Confirm. A block of height i proposed at time ¢ is considered confirmed 2A slots after the
confirmation timer for height A has started if no conflicts are detected for blocks of height h.
The confirmation timer starts at time ¢t + A when proposing a block of height i + 1, such that,

by the time ¢ + 34, it is confirmed and received by all honest nodes.
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Order blocks. As mentioned in the previous section, confirmed blocks of the same height i

can be deterministically ordered by their proposer’s identifiers.

Byzantine agreement for conflicts. Consider a Byzantine node’s conflicting block proposals
B and B’. Simply discarding both is not possible as some honest nodes may consider B
confirmed as illustrated in Figure 4.1b. If both are discarded by node w4, node u; may confirm

the blue block.

When an honest node broadcasts a conflict message including B and B’, v is provably Byz-
antine. To handle equivocating proposals by a Byzantine node B.author, nodes concurrently
run a generic Byzantine agreement sub-protocol BYZAGREEMENT as in Definition 18 with
the first received block B as input. B.author serves as an identifier for the Byzantine agree-
ment protocol instance. Blocks of a height / are only confirmed once all potential instances

of BYZAGREEMENT for height h are completed.

DEFINITION 18 (Byzantine Agreement (BA).). In a Byzantine agreement protocol, each node
1 has an input value v;, and outputs a value v. A Byzantine agreement protocol satisfies the

following properties:

e Termination: Every honest node outputs a value and terminates.
e Validity: If all honest nodes propose the same value v, all honest nodes output v.

o Agreement: If an honest node outputs v then all honest nodes output v.

BYZAGREEMENT can be instantiated with existing sleepy model protocols from the literat-
ure [45,91,100], and benefits from future advances in Byzantine agreement in the sleepy

model. Additional timers may be required for the specific BYZAGREEMENT implementation.

Conflict cases. To understand why all conflicts are resolved, consider the two cases depicted
in Figure 4.1. In Figure 4.1a, the first honest node u; receiving the conflict does so before 2A,
guaranteeing that all honest nodes receive the conflict before honest nodes confirm a proposal.
Some nodes may have received the orange block first while others may have received the blue

block first. BYZAGREEMENT then guarantees agreement for the blue or orange block.
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FIGURE 4.1. Two cases of conflicting proposals.

In Figure 4.1b, the first honest node u; receiving the conflict does so after 2A. Honest nodes
have seen blue first when entering BYZAGREEMENT, and some may have confirmed blue

already. As all honest nodes input blue to BYZAGREEMENT, blue is the output.

Handling late blocks A node u may also receive a block B of height h at time ¢’ > t + A

from a Byzantine node where ¢ is the time that u proposes a block of height . Here, u
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knows that B.author is Byzantine, but unlike in conflicts, it is not straightforward to prove
that u hasn’t received h before ¢ + 2A. Node u broadcasts an UNRECEIVED message for B
including all received blocks of height /& + 1. Upon receiving an UNRECEIVED message for
B, nodes forward the message and discard B if it is referenced by a minority of known blocks

for height h + 1.

A node u checks all blocks of height i 4 1 received by time ¢ + 2A and if none reference B,
broadcasts the set 3, of all received blocks of height i + 1 received by time ¢t + 3A in a
UNRECEIVED message. Upon receiving an UNRECEIVED message, a node rebroadcasts the
UNRECEIVED message and discards B if it is referenced by a minority of blocks received for

height h + 1 when considering B in addition to their received blocks.

A Byzantine node can not force honest blocks of height £ to be discarded as they are referenced
by all honest nodes at height A + 1, the majority. A Byzantine block can achieve a majority
only if at least one honest node references it in a block of height h + 1, guaranteeing that it is

shared among all honest nodes before ¢ + 2A.

Latency under Byzantine behavior Byzantine nodes can increase latency through malicious
behavior. However, equivocations are easy to detect with the conflict resolution messages,

and can be punished in a deployed system.

In terms of added latency, the latency A g4 of the BYZAGREEMENT instantiation would be
added for a latency of 3A + Apgy4. The best expected latencies for Byzantine Agreement in
the sleepy model in the literature at the time of writing, to our knowledge, are 4A expected

latency [91].

In the worst case, it is known that any consensus protocol requires at least O(f) rounds of

communication under f faults [12]. Similarly, our protocol also adheres to this lower bound.

4.3.3 Full protocol

Protocol flow We provide an overview of P,; from Algorithm 1, illustrated in Figure 4.2.

The local view of the full block-DAG D and confirmed block-DAG D, are initialized
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FIGURE 4.2. Sequence diagram for the confirmation process of a block B}, at
height /& in our dynamically available DAG protocol. The Propose message for
By, includes the Vote message for blocks of height i — 1. The Vote message
for height h includes a next proposal By, for height h + 1.

by the genesis block (Line 1-3). Each time slot, network messages are processed. Newly
received blocks are processed according to Lines 25-40 described below and conflict messages

according to Lines 41-61 describe below (Line 5-8).

Every A time slots, RESETBLOCKTIMER(T) resets the block timer, which can be accessed

by BLOCKTIMER(). Upon RESETBLOCKTIMER(T), nodes broadcast a block of height k
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extending all received blocks of height £ — 1 (Line 9-13). The timer for consistency is started,
and the height to confirm is saved (Line 14-15). Nodes consider a block B of height h
proposed by node u consistent A time after referencing B in its own block proposal at height
h + 1, unless a CONFLICTINIT message is received. If a CONFLICTINIT message is received
for a block of height h, the consistency timer is reset to allow time to resolve conflicts (Line

17-21).

New received blocks are processed in SDPROCESSNEWBLOCKS. If a block B’ # B of
height h proposed by u is received before receiving B, they are broadcast in a CONFLICTINIT
message including B’ and B, and enter a BYZAGREEMENT(B') instance with input B’ as B’
was received first (Line 26-29). Otherwise a valid block whose height is at least the consistency
height is added to the block-DAG (Line 30-33). A block B is valid if condition(B) = 1
holds for the application-specific external integrity condition condition(B). If a block of
height £ is received 2A time after proposing a block of height /, an UNRECEIVED message

is broadcast including B and all blocks of height A + 1.

CONFLICTINIT and UNRECEIVED messages received at slot ¢ are processed in PROCESSCONFLICTMESSAGES
For a CONFLICTINIT message containing B and B’, nodes forward CONFLICTINIT and enter

the black-box BYZAGREEMENT protocol (Line 42-45).

For an UNRECEIVED message containing the block B and the set Bp peignt+1 Of blocks, a
node adds blocks in Bp peight+1 to its set B . ght+1 of blocks of height B.height 4+ 1 and
forwards the UNRECEIVED message with B, height+1 TePACING By peigniy1 (Line 48-52). If
B is referenced in a minority of blocks in Bl j,;.1,;+ 1, B is discarded from the block-DAG D

(Line 53-54).

If a BYZAGREEMENT outputs a block B,,;, all other blocks of height B,,.height by
B,.:.author are discarded from the block-DAG D (Line 57-60).

Algorithm 1 Dynamically available structured dissemination protocol P

1: procedure MAIN()
2: D, Dcop < Bgenesis // initialize block-DAG D and confirmed block-DAG D, with genesis block
3: heon < 0// initialize to-confirm block height

4: for time slot ¢t € N do
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PROCESSINCOMINGNETWORKMESSAGES()
Bew < GETLATESTBLOCKS()
D < SDPROCESSNEWBLOCKS(D, B,,cw, height on) // see line 25
D < PROCESSCONFLICTMESSAGESSLOT(¢, D) // see line 36
if BLOCKTIMER(t) = O then
B <+ CREATEBLOCK(clienttransactions)
B.parents < { All blocks of height D.height }
BROADCAST(< Propose, B >)
RESETBLOCKTIMER(?)
heon < B.height — 1
STARTCONSISTENCY TIMER (¢, hop, ) // start timer for height hcop,
end if

if (CONSISTENCYTIMER(¢, Bon) = 0) A (3BYZAGREE with blocks in B.,,, then // check for

ongoing conflict resolution instances

RESETCONSISTENCYTIMER(?, Beon )

else if CONSISTENCYTIMER(t, B..,,) = O then
Deon < Deon U Beon

end if

end for

end procedure

: procedure SDPROCESSNEWBLOCKS(D, Bjew)

for B € B, do

if 3B’ € D s.t. B'.author = B.author A\ B'.height = B.height then
/I block B’ received first
BROADCAST(< CONFLICTINIT, B/, B >)
BYZAGREEMENT(B') // input B’ to BA
else if condition(B) = 1 and B.height > D.height then
/I check external integrity condition on B
/I honest blocks of lower height are indirectly included by newer blocks
D+~ DUB

else if Ap peighe > 2A where Ap peignt denotes the time since block B of height B.height

was proposed then

BB.height+1 < All blocks in D of height B.height + 1.

BROADCAST(< UNRECEIVED, B, BB .height+1 >)
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37: end if
38: end for
39: return D

40: end procedure

41: procedure PROCESSCONFLICTMESSAGESSLOT(¢, D)

42: for all new < CONFLICTINIT, B’, B > messages do

43: if CONFLICTINIT not sent for B’.author and B’.height then
44 BROADCAST(< CONELICTINIT, B’, B >

45: BYZAGREEMENT(B')

46: end if

47: end for

48: for all new < UNRECEIVED, B, Bg peight+1 > messages do

49: B neight+1 < All blocks of height B.height + 1

50: if UNRECEIVED not sent for B then

51: BROADCAST(< UNRECEIVED, B, B j,.iont+1 >)

52: end if

53: if B referenced by minority of blocks in B’ ;. 1,;, then
54: D+ D\B

55: end if

56: end for

57: upon BYZAGREEMENTOUTPUT() do

58: Byt + GETBYZAGREEMENTVALUE()

59: Bger < {All blocks of height B,,,; proposed by B,,;.author}
60: D <+ D\ B

61: return D

62: end procedure

The security of Algorithm 1 comes from the guarantee that conflicts will be detected for
all honest nodes and handled with BYZAGREEMENT. Similarly, UNRECEIVED guarantee
that honest nodes can discard or keep blocks that were not properly broadcast. The security

analysis is given in Section 4.6.1.

THEOREM 8. P is a structured dissemination protocol under (Ay(52), Z2) where 33 < 1/2
and T, = 15A.
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Proof. See Section 4.6.1.

We also show that Algorithm 1 can recover security after GST even if it was previously not

secure due to an unstable network.

THEOREM 9. P is a structured dissemination protocol under (A,(51), Z1) where 33 < 1/2
after GST.

Proof. See Section 4.6.1.

4.4 Graded common prefix

In this section, we utilize the block-DAG structure to introduce a novel primitive, the Graded
Common Prefix. This primitive is weaker than standard consensus but still achieves finality
for a subset of the blocks in a block-DAG, in partially synchronous networks. Unlike Graded
Byzantine Agreement [99] that considers single values, graded common prefix considers
block-DAGs, represented by sets of values, and outputs the common prefix amongst honest

node’s block-DAGs.

Intuition. To weaken standard consensus, agreement is relaxed by introducing grades 1 and
2. An output of grade 2 must be obtained with grade > 1 for all honest nodes and no output
of grade 2 can conflict. As outputs are block-DAGs, an output may be a subset of another,

hence different but not conflicting.

By running GCP sequentially, a block-DAG D of grade 2 can be considered final even if
some honest nodes have only obtained grade > 1, as all honest nodes will propose D in the

subsequent instance.
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4.4.1 Definition

We define graded common prefix that is specific to block-DAG inputs and outputs. We
separate the weak validity property from validity as it is achievable before max{GST, GAT}
by a construction such as Algorithm 2 while validity is achieved after max{GST, GAT'}.

DEFINITION 19 (Graded Common Prefix. (GCP)). In a graded common prefix protocol, every
node i € 1,...,n can input a block-DAG D,, and outputs a graded block-DAG where each

block a grade {1,2}. A graded common prefix protocol satisfies the following properties:

e Termination: Every honest node terminates.

e Validity: If all honest nodes propose a block-DAG containing block-DAG D, D' O D
holds for any output D' by an honest node with grade 2.

o Weak Validity: If all honest nodes propose a block-DAG containing block-DAG D,
D' D D holds for any output D' by an honest node with grade > 1.

o Agreement: If an honest node outputs grade 2 for a DAG D then all honest nodes
output D and with grade > 1, and no honest node outputs a DAG D' ~ D with

grade 2.

According the the properties of graded common prefix, different honest nodes may output

different block-DAGs and different grades for the same blocks.

We additionally provide a generic version where nodes input a set of arbitrary values, such

that the output is a graded set in Definition 20 that may be of independent interest for BFT.

DEFINITION 20 (Generic Graded Common Subset.). A generic graded common prefix pro-
tocol takes as input a set D; of values for every node i € 1, ...,n, and outputs either a set of
values with grade 1 or a set of values with grade 1 and a set of values with grade 2. A generic

graded common prefix protocol satisfies the following properties:

e Termination: Every honest node terminates.
e Validity: If all honest nodes propose a set of values containing the value v, v € D’

holds for any output D' by an honest node with grade 2.



4.4 GRADED COMMON PREFIX 81

e Weak Validity: If all honest nodes propose a set of values containing the value v,
v € D' holds for any output D' by an honest node with grade > 1.

o Agreement: If an honest node u outputs grade 2 for a set D of values then all honest
nodes output D and with grade > 1, and no honest node outputs a set D' with grade
2 where (D' ¢ D) A (D ¢ D).

4.4.2 Partially synchronous graded common prefix

We propose a protocol to solve graded common prefix in a partially synchronous network for

n > 3 f nodes, defined as pseudocode in algorithm 2.

Protocol flow. We provide a description of the protocol from Algorithm 2. First, a node «
broadcasts its input D, to all other nodes in a propose message (Line 2). Second, nodes wait
for at least n — f propose messages, and broadcast a vote with a common prefix block-DAG
D, ote including every block-DAG contained in at least n — f propose messages, or containing
@& otherwise (Line 3-9). Figure 4.3 illustrates how nodes obtain a common prefix block-DAG.
Thirdly, honest nodes wait for at least n — f vote messages. An honest node outputs a
block-DAG D, with grade 2 that includes every block-DAG contained in at least n — f vote
messages (Line 11-12). An honest node outputs a block-DAG D; with grade 1 that includes
every block-DAG contained in at least 1 vote message (Line 13-14). Both D, and D, may be
J.

Security intuition. We provide some intuition on the components of our protocol that
guarantee GCP agreement. For D to be included in the output D, with grade 2, a quorum
of n — f vote messages containing D is required. With n > 3 f nodes, the quorum implies
that all honest node receive at least 1 vote message containing D even when the network
is asynchronous before GST. A single vote should therefore imply an output of grade 1 to

guarantee agreement at all times.

The quorum requirement also ensures that a quorum for conflicting block-DAG is not obtain-
able, achieving the second agreement condition. However Byzantine nodes may attempt to

broadcast votes for an arbitrary block-DAG D', that would also obtain grade 1. To prevent
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Input u, Input 13 Input 144

common prefix block-DAG

FIGURE 4.3. Example common prefix block-DAG obtained from n — f
received block-DAG inputs with n = 4 and f = 1. The blocks included in the
common prefix are blocks included in at least n — f of considered inputs.

this scenario, a valid vote for D contains the set of n — f received propose messages whose

block-DAGs include D.

THEOREM 10. Algorithm 2 achieves the properties of graded common prefix as follows:
validity after max{GST, GAT}, termination in 2 network delays after GAT, and agreement
and weak validity for n > 3 f+1 nodes and up to f Byzantine nodes in a partially synchronous

network.

Proof. To show the security of Algorithm 2, we use quorum intersection arguments for each

property of GCP. See Section 4.6.2 for the full proof.

Algorithm 2 Partially synchronous graded common prefix for a node v with input D,,.

1: procedure PSGRADEDCOMMONPREFIX(D,,)

2: BROADCAST(< PROPOSE, D,, >)



4.5 FLEXIBLE PROTOCOL WITH BLOCK-DAG 83

3: upon receiving n — f PROPOSE messages do

4: if D s.t. at least n — f PROPOSE messages include D then

5 BROADCAST(< VOTE, & >)

6: else

7: Dyote < | J{D|D included in at least n — f PROPOSE messages }
8: Yvote < {All PROPOSE messages including D s.t. D C Dyo¢e }
9: BROADCAST(< VOTE, Dyote, Svote >)

10: end if

11: upon receiving n — f VOTE messages do

12: Dy + |J{D|D included in at least n — f VOTE message }

13: OUTPUTGRADE2(D>)

14: Dy < |J{D|D included in at least 1 VOTE message }

15: OUTPUTGRADEI (D)

16: end procedure

4.5 Flexible protocol with block-DAG

Simultaneously achieving dynamic availability and partition tolerance is a known impossibility
due to the CAP theorem [68]. However, it is possible to enable clients to decide between
prioritizing liveness or safety by running two sub-protocols concurrently. We adapt the Ebb-
and-Flow framework [104] to obtain such a flexible protocols. Proposed constructions run a
dynamically available protocol for liveness-prioritizing clients, and a partially synchronous
BFT protocol for safety-prioritizing clients. In total, consensus is performed twice, once in

each setting.

We present the class of secure Ebb-and-Flow protocols P that leverages a partially synchron-
ous graded common prefix protocol Py, such as Algorithm 2, in parallel with a standard
black box dynamically available protocol P,,, of which many instantiations are available in
the literature [20,22,44,102]. P,, is not limited to longest chain protocols, and can also be
instantiated with potentially high throughput structured dissemination protocols presented in

Section 4.3.1.
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We therefore avoid performing standard consensus twice, as P, leverages the information

contained in the block-DAG (blockchains being special case of block-DAGs) created by Py,,.

Protocol instantiation. We assume the ledger LOG, produced by Py, to be secure in the
system model (A3(2), Z2) and in the system model (A;(5;), Z1) only after GST. This is the
case for our structured dissemination protocol in Section 4.3.1 as shown in Theorem 8 and
Theorem 9. Alternatively, longest chain protocols have also been shown to be secure in both

system models [104].

We also assume P, to solve graded common prefix in the system model (.A;(f), Z;) and

output a grade 1 block-DAG D,; and a grade 2 output D ¢;,.

Protocol flow. Transactions are input to P4,, which outputs LOG,, and a confirmed block-
DAG D},,. If all calls to P, have terminated, and D!, .height > Dg;,.height for the
finalized block-DAG D ;,,, nodes input the union of D}, and the last grade 1 output Dy; to
the graded common prefix protocol P,.,. A grade 2 output D;,, of P, becomes the finalized
ledger LOG/;,,, and a grade 1 output is saved in local state as Dy (Line 13-16). LOG 4, is
obtained by the union of Dy;, and D}, and sanitizing —removing any duplicate blocks as

proposed in detail by Neu et al. [104] for the Ebb-and-Flow framework.
The protocol flow is illustrated in Figure 4.4.
Security Intuition.

The secure finality with P,., comes from its agreement and weak validity properties. By
guaranteeing that all honest nodes output D with grade > 1 if D is output with grade 2 due
to agreement, all honest nodes will include D in their input for next instance. As a result,
weak validity ensures that any future output will include D. The security of Py, is easier
as Ebb-and-Flow protocols with a secure dynamically available protocol have already been

proven [104]. The full proof is included in Section 4.6.3.

THEOREM 11. P is a secure (3, 3)-Ebb-and-Flow protocol
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FIGURE 4.4. Sequence diagram for ebb-and-flow protocol P with a dynamic-
ally available protocol Py, and graded common prefix protocol Py,.

Proof. We prove that P is a secure Ebb-and-Flow protocol, analyzing the security of each

sub-protocol is shown under both system models. See Section 4.6.3 for the full proof.

Algorithm 3 P protocol using a dynamically available protocol P, and graded common

prefix Py,

1: procedure GCPSLOT(LOG)
2: if D, .height < D.height and ALLGCPTERMINATED() then
PSGRADEDCOMMONPREFIX(D)

end if

end procedure

: procedure MAIN()

if Dy, .height < D.height and ALLGCPTERMINATED() then
PSGRADEDCOMMONPREFIX(D)

end if

Y ® >y kW
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10: DASLOT(¢)

11: D! < DACONFIRMEDDAG(t)
12: GepSLoT(D)

13: Dy < GCPGRADEIDAGS(t)
14: Dy, +— GCPGRADE2DAGS(t)
15: end for

16: end procedure

4.5.1 Generalizing GAT with the MCAB model

In a real system, the assumption that GAT exists, the time after which all honest nodes
are awake, may be considered too strong. This is notably the case in public blockchain
deployments over the internet where nodes as public servers may always be targeted by

denial-of-service attacks.

From the perspective of protocol design, the GAT assumption guarantees that enough honest
nodes participate, for example to reach a quorum of votes. We highlight that enough awake

honest nodes does not mean that a/l honest nodes must be awake.

To weaken the GAT assumption while still providing a time with enough participation, we
define a system model using the mobile crashes of the MCAB model [111]. We obtain a more
fine-grained treatment of GAT, the time from which participation is lower bounded, which we

call Quorum Awake Time (QAT).

4.5.1.1 Definitions

Mobile crashes. Nodes that are mobile crashed are nodes whose outgoing and incoming
messages are not delivered. Mobile crashed nodes may become cured, causing all previously

undelivered outgoing and incoming messages to deliver.

Node corruptions. Up to f + ¢ nodes may be corrupted by the adversary, where f is the
number of adaptive Byzantine faults, nodes gradually chosen by the adversary during protocol

execution that may behave arbitrarily, and c is the number of mobile crashed nodes chosen
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by the adversary for every slot. A node that was crashed in slot ¢ and not in slot ¢ + 1
eventually receives all incoming messages from slot . The remaining nodes are honest, and
behave according to protocol specifications. For ease of notation w.l.o.g. we consider nodes

numbered with i € [1,n — (f + ¢)] to be honest.

Quorum Awake Time. There is an unknown time after which f + ¢ < n - « called Quorum
Awake time (QAT) for a resilience fraction a. QAT is decided by the adversary, and unknown

to honest nodes.

Two system models. System model (A;(«)’, Z;): In this system model, the network is
partially synchronous, ¢ < n — 1 and f < (n — ¢) - , and there exists a bounded QAT and a
bounded GST.

System model (Ax(«)’, Z5): In this system model, the network is always synchronous

(GST=0),c <n—1land f < (n —¢) - a, and QAT can be unbounded (QAT — c0).

Ebb-and-Flow with MCAB liveness We say that a (3, ,)-secure Ebb-and-Flow protocol
has MCAB liveness if finality holds under (A;(«)’, Z;) and (A;(«), Z;), and dynamic avail-
ability holds under (Ay(a)’, Z3) and (Az(a), Z5).

4.5.1.2 Comparison with Ebb-and-Flow

Mobile crashes behave in the same way as adaptive sleepiness from the sleepy model [107]:
both allow the adversary to prevent a node’s messages from delivering, and allow a node to
be cured/awoken to become honest again. In the sleepy model, there is no parameter for the
number of simultaneous sleepy nodes, while the MCAB model [111] provides a fine-grained

number of mobile crashes at any time.

As a result, the key difference with the system models of Ebb-and-Flow [104]’s is that
after QAT in our models, there is still the possibility of mobile crashes, unlike after global
awake time where the all nodes are either honest or Byzantine. Note that (Az(a)’, Z5)

describes the same model as (Az(a), Z;) if QAT — oo, and that setting ¢ = 0 after QAT
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FIGURE 4.5. The highest number c of mobile crash faults and the number f
of Byzantine faults allowed for protocols against .4} after QAT and A, in our
work, and their respective equivalents from Ebb-and-Flow A, after GAT and
Ay [104]

for (A} (a), Z1) results in (A;(«), Z;) We visualize the difference between (Ay (), Z5),
(As(a), 25), (Ai(a), Z1), and (A;(a)’, Z4) in Figure 4.5.

4.5.1.3 Our protocols in the MCAB model

Deterministic leader based protocols such as Hotstuff have been shown to lose liveness in the
presence of mobile crashes [111], implying that even after max(Q AT, GST'), Snap-and-Chat
protocols using Hotstuff or Streamlet are not able to guarantee liveness. In contrast, every
step in our constructions for GCP involve every node performing the same protocol step. It is
easy to see that these fit the criteria for abundant roles, shown to be sufficient for liveness in
the MCAB model [111]. Our protocol P is therefore an Ebb-and-Flow protocol with MCAB

liveness, extending our results in Theorem 8 to Aj.

Similarly, Theorem 11 can be extended to A} and A} as long as the sub-protocols P, and
P, only include protocol steps that are abundant roles or concealed roles, which guarantees

liveness in the MCAB model [111].
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4.6 Security analysis

4.6.1 Constant latency dynamically available structured dissemination

To analyze the security of P4, we analyze how conflicts and late blocks are resolved under
(A2(B2), Z2) where 5 < 1/2 before showing that our full protocol achieves structured

dissemination.

LEMMA 4. Unreceived message agreement. If an honest node discards a block B of height h

after receiving an UNRECEIVED message, all honest nodes discard B.

Proof. We proceed by contradiction. Assume u discards B and, w.l.o.g., is the first honest
node that broadcasts an UNRECEIVED message at time ¢, > t + 2A where ¢ is the time B
was proposed. Also assume that v does not discard B until it is consistent. Since v does not

discard B, we have two cases:

e Case 1: v has not received any UNRECEIVED message, a contradiction as « rebroad-
casts UNRECEIVED message and it is received within A slots.

e Case 2: v has received at least f;; A + 1 blocks of height / + 1 referencing B by
time ¢t + 2A, where ¢ is the time honest nodes propose blocks of height A. This
implies that at least one honest node has proposed a block of height 4 + 1 at time
t + A, received by all honest nodes before ¢ + 2A by the synchronous assumption.
As a result, u receives B before t + 2A < t,, and does not send a UNRECEIVED

message, a contradiction.

LEMMA 5. Timing of conflict instance. For any two honest nodes starting BYZAGREEMENT

for an equivocating node B.author at times t,t', we have |t — t'| < A.

Proof. Honest nodes always broadcast a CONFLICTINIT message before starting BYZAGREEMENT
for an equivocating node B.author. By assumption, all honest nodes receive the CONFLICTINIT
message in at most A slots. All honest nodes will therefore start BYZAGREEMENT at most

A slots after the first honest node that starts BYZAGREEMENT.
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LEMMA 6. Security of BYZAGREEMENT Any instance of BYZAGREEMENT is secure in

Algorithm 1 under (Az(B2), Z2) where 2 < 1/2 and T, = 15A.

Proof. Our conflict resolution protocol BYZAGREEMENT can be instantiated with a single
view of the atomic broadcast protocol [91] in sleepy model with backward time 7, = 11A.
The confirmation of blocks of the same height & depends on the proposals at height h sent
synchronously at time ¢, on the messages sent between ¢ and ¢ + 3A, and all messages
of BYZAGREEMENT instances where B.height = h. All honest nodes start instances of
BYZAGREEMENT where B.height = h between t and ¢t + 4A by Lemma 5. We therefore
have T, = 4A + T}, = 15A.

4.6.1.1 Full protocol

LEMMA 7. Consistency. P,y achieves d—consistency of a structured dissemination protocol

under (Az(B2), Z2) where By < 1/2, 0 = 3A, and Ty, = 15A.

Proof. Part 1: We proceed by contradiction in two parts. Assume a block B proposed by an
arbitrary node B.author of height h is consistent in an honest node u’s block-DAG, but in
another honest node v’s block-DAG, no block by B.author of height h is consistent. Since B
is consistent for u, u has waited 2A time slots after proposing a block B, of height 4 + 1 such
that B, — B at time slot ¢, 1. Since v is honest, v has proposed a block B, at height h + 1 at
time t,1. If B was received before ¢, by v, B, references B, and considers B J-consistent
after time ¢ 1 + 2/, a contradiction. If v has not received B before ¢, 1, it is received before
the1 + A from u through the synchronous network. v therefore broadcasts an UNRECEIVED
message, received by all honest nodes before ¢, .1 + 2A. By Lemma 4, if an honest node
discards B due to the UNRECEIVED message, all nodes discard B a contradiction. If no
honest node discards B, v will confirm B at time ¢, + 24, a contradiction. This completes

the first part of our proof.

Part 2: Assume a block B proposed by an arbitrary node B.author of height A is consistent
in an honest node u’s block-DAG, but in another honest node v’s block-DAG, a block B’ # B

by B.author of height h is consistent. Consider two cases for time ¢ when u extends B with
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a proposal and time ¢’ when v receives B’. We assume w.l.0.g. that u is the first honest node

receiving B and v is the first honest node receiving B’:

e Case I: t/ > t + 2A. All honest nodes received B as a parent of u’s block of height
h + 1 at time ¢t + A. As a result, when CONFLICTINIT message is broadcast after
receiving B’, all honest nodes propose B in BYZAGREEMENT and, by validity, B
is output for all honest nodes and B’ is discarded. BYZAGREEMENT is secure by
lemma 6.

e Case 2: t < ¢/ < t + 2A. If all honest nodes receive B first, this is the same
case as case 1. If some nodes may receive B first while others receive B’ first,
we will show that all honest nodes enter BYZAGREEMENT and that no two honest
nodes will exclusively discard B, B’ respectively. By time ¢’ + A, all honest nodes
have received B from u and B’ from v by the synchronous network assumption.
Since t' + A <t + 2A, u receives B’ before the confirmation timer for B runs out,
and enters BYZAGREEMENT. By the agreement property of BYZAGREEMENT, all

honest nodes obtain the same output B or B’.

Part 3: Assume a block B of height & is consistent at time ¢ in an honest node u’s block-
DAG, but another honest node v confirms a block B’ # B of height h after ¢. Since B is
confirmed for u, all instances of BYZAGREEMENT for blocks in height & have terminated.
When receiving B’, v broadcasts an UNRECEIVED message. However, as we have shown
in Part 1 of the proof, if no honest node has confirmed B’ by time ¢, B’ will be discarded.

Otherwise, B’ is confirmed by all honest nodes by time ¢, a contradiction.

THEOREM. Py is a structured dissemination protocol under (As(32), Z2) where 33 < 1/2
and T, = 15A.

Proof. 0-Consistency: Follows from Lemma 7.

7,t-DAG growth: An honest node’s block timer BlockTimer() triggers every A, time,
upon which an honest node broadcasts a new block. Within ¢ time, there at least Aib - (n*)

additional blocks proposed by the n* nodes that are honest and awake during . In cases
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with conflicts, the termination of BYZAGREEMENT guarantees that blocks of any height with

honest proposals are eventually confirmed or discarded. We therefore have 7, :-DAG growth

_ n*—f
where 7 = A

1-DAG quality: We first show by contradiction that at any height £ for an honest node, there
are up to n blocks proposed by distinct nodes. Assume that at height &, an honest node u
includes n’ > n blocks. This either implies that there are n’ distinct nodes, a contradiction, or
that » has included more than one block of height k proposed by the same node. This is also

a contradiction as the protocol is consistent.

External Integrity: External integrity is guaranteed as honest nodes only add a block B to

their local block-DAG if condition(B) = 1 holds.

4.6.1.2 Self-healing DAG after GST

We provide the proofs for Py,’s security after GST under (A;(51), Z1).

LEMMA 8. Consistency of blocks before GST after GST. All blocks proposed before GST
under (Ay(p1), Z21) where By < 1/2 are eventually discarded or consistent for all honest
nodes after GST.

Proof. Attime t > G ST, consider the set C containing every pair of blocks B and B’ # B
of the same height where B.author = B’.author, and B is confirmed for an honest node
u while B’ is confirmed for another honest node v. We also consider the set M containing
every block B of height h such that B is confirmed in an honest node u’s block-DAG, but in
another honest node v’s block-DAG, no block by B.author of height A is confirmed.

For pairs in C, consider the following proof by contradiction. Assume a block B proposed by
an arbitrary node B.author of height & is consistent in an honest node u’s block-DAG, but in
another honest node v’s block-DAG, a block B’ # B by B.author of height h is consistent.
Since the network is synchronous after GST, Lemma 5 holds and all honest nodes enter an

instance of BYZAGREEMENT. Lemma 6 also holds since BYZAGREEMENT is started after
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GST and the network is synchronous. By the agreement property of BYZAGREEMENT, all

honest nodes obtain the same output B or B’, a contradiction.
Honest nodes therefore eventually agree on a consistent block for all pairs in C.

For blocks in M, consider the following recursive proof once C = &. We order the blocks in
M by height such that the block with the largest height has index ¢ = 0. Blocks of the same

height have neighboring indexes.

For ¢ = 0, we denote the block By of height hy. There are no blocks of larger height in M
by definition, and blocks of height hg + 1 are confirmed since C = @. Once an honest node
broadcasts an UNRECEIVED message after receiving By after GST at time ¢,,, all honest nodes
receive the UNRECEIVED message after t + A and either discard or keep By after ¢t + 3A.
We prove by contradiction that all honest nodes discard B if an honest node u discads B.
Since u discards By, it has received blocks of height hy 4 1 such that a majority does not
reference By. Since C = @ and By has the highest height in M, the blocks of height hg + 1
are confirmed for all honest nodes, a contradiction as they would all discard B, too. As a
result, all honest nodes either discard or confirm B, after GST. For the recursion proof, we
now replace B, with the empty element & in M, maintaining the same indexes for the other

elements.

For 7 + 1, blocks of height h; in M are either discarded or confirmed. The block B, is
therefore the block with the largest height in M. Using the same proof as for ¢ = 0, all honest

nodes either discard or confirm B, after GST, completing the recursive proof.

THEOREM. Py, satisfies a structured dissemination protocol’s properties under (A1(51), Z1)
where 1 < 1/2 after GST.

Proof. Before GST, §-Consistency, 7, t-DAG growth, and ;-DAG quality are not guaranteed
and honest nodes may have differing views of confirmed block-DAGs, with no guaranteed
growth rate or fraction of honest blocks. External integrity is still guaranteed as honest nodes
only add a block B to their local block-DAG if condition(B) = 1 holds, irrespective of

network conditions.
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We now analyze each property after GST. Compared to the proofs for Theorem 8, the system
model is equivalent as both networks are synchronous, and the fraction of Byzantine nodes is
bounded by 1/2. The only difference with the proofs for Theorem 8 is therefore that honest
nodes don’t start with the same consistent block-DAG. We now show that j-Consistency,

7,t-DAG growth, and ;1-DAG quality eventually hold after GST.
7,1-DAG growth: The proof is the same as for Theorem 8.

0-Consistency: Since before GST, honest nodes have differing confirmed block-DAGs, and
are eventually discarded or confirmed as shown by Lemma 8. For blocks proposed after GST,

the proof is the same as for Lemma 7.

u-DAG quality: The proof is the same as for Theorem 8, since we have shown that the

protocol is consistent after GST.

4.6.2 Graded Common Prefix

THEOREM. Algorithm 2 achieves the properties of graded common prefix as follows: validity
after max{GST,GATY}, termination in 2 network delays after GAT, and agreement and
weak validity for n > 3f + 1 nodes and up to f Byzantine nodes in a partially synchronous

network.

Proof. Validity. For a block-DAG D, that is a subset of all honest proposals, it is included in
n — f Proposal messages after GAT and which are received by all honest nodes after waiting
A time slots after GST. All nodes therefore include D in their VOTE messages, and all honest
nodes therefore receive n — f vote messages containing D after A time slots, hence including

D in their grade 2 output.

Weak Validity: We proceed by contradiction. Assume that a block-DAG D is a subset of all
honest proposals and an honest node u outputs D’ with grade > 1 such that D ¢ D’. To

output D’ with grade > 1, u has received at least one VOTE message where n — f proposals
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don’t include D. This is a contradiction as all honest nodes include D in their proposal, and

only up to f nodes are Byzantine.

Agreement. We proceed by contradiction. Assume that an honest node u has included a
block-DAG D in its grade 2 output, and that another honest node doesn’t include D in its
output > 1 at protocol termination. For u to include D in its grade 2 output, at least f + 1
honest nodes have sent a VOTE messages whose block-DAG D; O Di € {1,...f + 1}, of
which at least 1 is included by w in its set of 2f + 1 vote messages. This is a contradiction as

the honest node v would include D with grade at least 1.

Assume that an honest node u has decided D with grade 2, that another honest node v decides
D’ = D with grade 2. To decide D with grade 2 and not D', u has received n — f votes that
contain D and not D’. By quorum intersection, v can not obtain n — f votes that also contain

D’ unless D’ ~ D, a contradiction.

Termination: Termination is guaranteed in 2 network delays, or 2 - A after GST, as honest
nodes receive at least n — f proposals and n — f votes since n — f nodes are honest and

awake.

4.6.3 Ebb-and-Flow using Graded Common Prefix

We prove that P is a secure Ebb-and-Flow protocol, using a similar proof structure as for

snap-and-chat protocol [104].

THEOREM. P is a secure (3, %)-Ebb-and-Flow protocol

Proof. We first show the safety of LOG;, under (A;(f1), Z1) where 5 = % Due to
agreement of graded common prefix, when an honest node outputs a final block-DAG B with
grade 2, all honest nodes output B with grade at least 1. As a result, every honest node ¢
will input B; D B to the next instance of graded common prefix. By validity, B C D for a

block-DAG output D of B ¢ D with grade 2.
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For the liveness of LOG y;,, after time max{G.ST, GAT} under (A;(f), Z1), consider the
following: After time max{GST, GAT}, P, is safe and live and all nodes input the same
latest confirmed block-DAG B from Py,. The validity property of P, then ensures that B is

included in the output with grade 2.

To show the security of P under (A2(fs), Z2) where 3 = % P,, must be secure and its
output LOG 4, must be consistent with the finalized output LOG;,,. The security of Pg,

follows from our black box secure dynamically available protocol assumption.

An output Dy;,, from P, requires at least one honest input that includes Dy;, to be output
with grade 2. Since P, is secure, D;, is included in the confirmed block-DAG output Dy,
and Dy;,, € Dg,. LOGYy, is extracted from Dy;,, and LOG gy, from Dy, U Dy, = Dyg.
LOG ¢, is therefore consistent with LOG 4.

4.7 Experimental evaluation

We evaluate our protocols experimentally to show the following:

(1) Our DAG protocol P, for the sleepy model throughput scales with the number of
nodes, while current state-of-the-art sleepy model BFT does not. In addition, our
protocol’s common case latency is lower.

(2) The latency of our graded common prefix protocol is not affected by crashed nodes,

unlike existing leader based BFT such as Hotstuff [130].

4.7.1 Setup

We implemented both our protocols and their respective baselines in Haskell using the
distributed-haskell library' to instantiate asynchronous nodes and their communication net-

work. The code is available online>. We ran our experiments on a national research cloud,

1https:// github.com/haskell-distributed
2https:// github.com/hans-repo/Consensus
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using 10 m3.xsmall instances which have with 2GB of RAM and one vCPU. Each instance

ran up to 6 nodes for a total of 60 nodes in our experiments.

In each protocols, arbitrary data is proposed by nodes, and we consider 8B of data as 1
operation. For each committed block of operations, its latency and the current throughput is
tracked. Throughput measures the number of committed operations divided by the elapsed
time of the experiment. Latency measures the elapsed time between the moment a operation
is proposed by a node, until the moment a client receives its confirmation. As different nodes

may commit a operation at slightly different times, the average is computed.

4.7.2 Dynamically available protocols

Since constant-latency BFT in the sleepy model has no publicly available implementation to
our knowledge, we implemented a prototype for sleepy model BFT based on Mahkhi et al.’s
sleepy BFT [91] as our baseline.

To show that our protocol scales with participating nodes, we increase the number of nodes
from 10 to 60 in steps of 10 (1 additional node per instance), and run each protocol for
600 seconds. Blocks are set to contain 5 operations, for a total of 2008 per block. The
protocol’s timers (A) were set to 1 second, such that nodes collect messages for 1 second

before proceeding to the next step.

Results. As depicted in Figure 4.6a, the baseline protocol’s throughput remains relatively
stable and obtains no increase with more participating nodes. The performance of the baseline
protocol does not noticeably degrade either due to the relatively large timeout set to 1 second,

meaning that messages have more than enough time to deliver between protocol steps.

In contrast, in our dynamic DAG protocol, new blocks are proposed every A = 1s which
inherently contributes a x4 increase in throughput, compared to the baseline that proposes
a block every 4A. There is also a block for each node proposed, and we observe an initial
increase in throughput as the number of nodes increases. Note that a pipelined version of the

baseline could potentially mitigate the x4 factor difference, proposing every A instead.
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At 60 nodes, our instances’ modest resources (CPU, RAM, Network) were saturated and
throughput drops. We expect stronger machines to be able to support more throughput before

saturation, as is the case in DAG BFT works with access to such resources [46,121].

As shown in Figure 4.6b, our protocol exhibits slightly lower latency, almost 1 second less
than the baseline. With timers set to A = 1 second, these results align with the theoretical
expectations outlined in Table 4.1, where our protocol commits in 3A, compared to the
baseline’s 4A. For reference, in simulations for DAGs with participation-dependent latency,

22 seconds was the best case in Prism [22].

Variance in our latency measures can be explained by temporary clock de-synchronization
between our instances as the protocols run, causing occasional drift in the latency measure-
ment. However, the highest statistical standard deviation of our latencies was ~ (.1s, and

these inacurracies do not prevent us from observing the expected 1 second lower latency.

4.7.3 Partially synchronous protocols

To fairly compare our GCP protocol to a partially synchronous BFT, we implemented Hot-

stuff [130] under the same Haskell framework and distributed-haskell library.

To show the impact of crashes on latency for our GCP protocol and a leader based BFT like
Hotstuff, we increase the number of crashes from 0 to 6 in steps of 1, and run each protocol
for 300 seconds. Each of the 10 instances run 2 nodes for a total of 20 nodes. Hotstuff blocks
are set to contain 10 operations, while GCP proposals contain 10 block-DAG identifiers,
represented by 10 operations of the same size, for a total of 200B per block or proposal for

each protocol. Hotstuff’s timeout was set to 1 second.

Results. As depicted in Figure 4.7, in the baseline protocol that relies on leaders, crashes
increasingly affect the average latency due to the expensive leader change operation, and

waiting for timeout timers.

In contrast, the latency of our GCP is faster without crashes and remains stable as the crashes

increase, matching our theoretical expected benefits of GCP.
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4.8 Conclusion

This work introduces the first constant latency dynamically available DAG protocol, and a
new primitive, graded common prefix, to finalize block-DAGs in the partially synchronous
setting without resorting to standard consensus. These findings are synthesized in a hybrid
protocol consisting of the dynamically available DAG protocol, coupled with GCP. The hybrid
protocol lets clients choose prioritizing liveness or safety. By leveraging the DAG structure in
each sub-protocol, we obtain high throughput and finalization without the redundant work of

running standard consensus again for asynchronous safety.



CHAPTER 5

Incentivizing fault independence.

5.1 Introduction

Byzantine Fault-Tolerant (BFT) protocols have been adopted in multiple public blockchains.
The resilience of such protocols is usually given in terms of the number f of Byzantine faults
it can tolerate. In the classic BFT setting, it is implied that these are f independent faults. How
this independence is achieved is abstracted away and considered feasible in most classical

settings involving a closed system of a few nodes.

The fault independence assumption is, however, less realistic in open blockchain networks.
Nodes in a blockchain network participate by running a form of server with different configur-
ation aspects, such as the hardware, software implementation, networking tools, etc. A single
fault in a configuration aspect may simultaneously affect multiple nodes, or even all nodes.
For example, there have already been cases where an entire blockchain halts due to a bug in

the software that every [57,87] or most [76] nodes run.

Nevertheless, the importance of fault independence has not been ignored in Ethereum, the
second largest blockchain project by market cap after Bitcoin as of today. The Ethereum
consensus node and execution layer client software both have multiple implementations by

different developer teams, motivated by the need for what is known as client diversity.

At the time of writing, according to self reported data [4], the top implementations (Geth
and Lighthouse) for the consensus node and execution layer client make up over 41% and
42% of validators respectively. A single fault in either implementation is enough to stall new

finalizations, as they require over 2/3 of validators to be online to vote. This indicates that
101
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simply providing multiple implementations does not meaningfully improve the resilience,

one software fault can still affect more than f nodes.

Intuitively, to avoid the problem described above, nodes should have use a wider diversity
of software implementations, minimizing the number of nodes that a single fault impacts.
However, we first need to understand how to measure said diversity, and what the requirements

are to improve resilience over the baseline, where a single fault can stall the system.

Once the diversity requirements are well defined, we also wish to understand how achieve
them. Currently, Ethereum nodes still concentrate around the most popular implementations.
While members of the Ethereum community push for node diversity, for example providing a
“client switcher" [5], or through promotion by its founder [32], there are no tangible incentives

for validators to use different implementations than the most popular and convenient ones.

The client diversity problem in Ethereum motivates us to explore mechanisms to increase
diversity not just for client software, but any relevant configuration aspect. For our proposed
mechanisms to be practical, we prefer mechanisms that do not require modifications to
existing blockchain components such as the consensus protocol, and therefore operate as an

additional layer of the system.

As such, we set the following goals:

(1) Clearly define the configuration diversity requirements for a blockchain to tolerate
more than one configuration fault.
(2) Design and evaluate mechanisms to achieve the defined requirements, without

modifying existing components of the blockchain.

5.1.1 Contributions.

Defining configuration diversity that improves resilience.

For goal 1), we define configurations in a distributed system as different versions (e.g. Geth

implementations) of a dimension (e.g. client execution client).
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In the baseline, a fault in a single version of a dimension can immediately affect more than f
nodes. We call such a dimension a single point of failure. We show that over [n/ f] evenly
distributed versions of a dimension are sufficient to avoid being a single point of failure. For
example, at least 4 execution clients evenly distributed among nodes on Ethereum where

[n/f] = 4, prevents the execution client dimension from being a single point of failure.
Focus on incentive mechanisms.

To address goal 2), a naive solution is to collect information from each node about a dimen-
sion’s version, and assign an appropriate subset (at least [n/f] and evenly distributed) to run
consensus. The veracity of a node’s stated version is proven by a remote attestation proof, for

which different constructions exist for different server dimensions [42,58,115,117].

The overhead of such an approach is considerable, as every node needs to constantly provide a
remote attestation. In addition, some nodes may never be selected to participate in consensus,

arguably hurting open nature of a blockchain such as Ethereum.

We instead focus on methods that monetarily reward nodes for increasing configuration
diversity. Incentive mechanisms can be deployed on an existing system, in parallel to other
layers like consensus, or even any existing node reward mechanisms. Unlike directly assigning
nodes with the right configuration to consensus, incentive mechanisms are opt-in: nodes are
only incentivized to provide attestations and select versions that increase diversity. In addition,

attestations can be provided less frequently than for every consensus decision.
Rewarding diversity and the unknown cost problem.

For nodes to spread out among different versions, they need an incentive to move away from
the most popular version. In the case of Ethereum execution clients, the most popular version
is likely popular because it is convenient, with easily available documentation and support

resources.

To compensate nodes for moving to an execution client that is less convenient, we can allocate
additional rewards to nodes running less popular execution clients. Informally, a rational

node would compare the net gain R(v) — C'(v) for every available version v obtained with
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the allocated reward R(v) and the version specific costs C'(v). The cost C'(v) encapsulates

the overhead involved with running a version v, including the documentation example.

Intuitively, increasing rewards R(v) to compensate higher costs C'(v) makes sense. We can
simulate the system with rational nodes, testing which reward assignments lead to the best

diversity results.

The difficulty lies in the inability to quantify the multitude of factors involved in the overall
cost C'(v) of a version. For example, different clients in Ethereum might be differently
optimized, leading to higher energy costs to run. There may also be intangible costs, such
as a smaller technical support community and incomplete documentation for certain client
versions. The problem is that for a real system, we have no concrete information about real
costs for different versions, even for costs that can be quantified more easily in principle like

energy cost.

Instead of attempting to quantify the factors involved in the multitude of operational aspects
of a distributed system’s node, we suggest adaptively adjusting rewards for different versions.
By observing the behavior of the nodes, indirect information about each version’s cost,

quantifiable or not, can be inferred.
Cost discovery using adaptive rewards.

To avoid dependency on unknown real costs, we propose systems that adjust reward pools
for each configuration separately, based on their current popularity. Less popular configur-
ations’ rewards are boosted and more popular configurations’ rewards are decreased. As
configurations are initially more or less popular based on their real unknown cost, from
quantifiable electricity bills to unquantifiable practicality elements like documentation, the
rewards adjustments could be considered a kind of cost discovery tool for each configuration,

gradually assigning more rewards to costlier versions.

To summarize, we want to reach a target optimal node distribution among different versions,
we have a suboptimal starting node distribution, we can control reward allocation to each

version, and we have little concrete information about the costs of each version.
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As a result, we believe that we can leverage well-known control theory principles for systems
where an analytical solution is unknown or untractable. More specifically, the Proportional
Integral Derivative (PID) Controller is designed to to converge a state variable (current node
distribution) to a target state (ideal node distribution) by adjusting an input variable (reward

allocation).

Since we have little knowledge of the real system dynamics, we also believe that Reinforcement-
Learning (RL) methods are well suited to allocate rewards for diversity. As RL methods are
designed to adapt to more complex system dynamics than PID controllers, we expect them
to perform better when more versions are involved. The RL methods are also considered to

explore their benefits in a changing environments.
Evaluating the PID controller and RL methods.

In total, we design, compare, and evaluate 3 fault independence incentive mechanisms. The
first is a traditional PID controller, tuned with the standard Ziegler-Nichols method. The
second is a PID controller tuned with a RL agent, able to adapt the 3 PID parameters while
the system runs. The third is a RL agent that directly sets rewards for each configuration,

therefore handling a set of variable growing with the number of considered configurations.

We compare our 3 methods in a simulated environment, modeling the behavior of each node
in the system w.r.t the system’s allocated rewards and configuration costs. Our incentive
mechanisms do not have access to the costs of each configuration, mirroring the lack of

knowledge for real world configurations such as Ethereum execution client costs.

Our results show that the advantages of the RL approaches are only noticeable in extreme
environment changes, and that the Ziegler-Nichols-tuned PID controller is able to otherwise
perform slightly better than the other approaches. In addition, its implementation is simpler

and the mechanism more tractable.

In summary, our contributions are the following:

e We define single points of failures in a distributed system and show the first formal

sufficient conditions for a dimension of a distributed consensus system to avoid
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being a single point of failure. A dimension must have at least 4 distinct versions,
evenly distributed among nodes.

e We design 3 incentive mechanisms designed to avoid single points of failure.

e We extensively evaluate the 3 proposed incentive mechanisms and compare their
tradeoffs in simulations with rational reward-maximizing nodes. Contrary to out
initial beliefs, our simulations indicate that a traditional PID controller is better

suited than the RL methods in most cases.

5.2 Definitions and theoretical analysis.

5.2.1 Definitions.

Nodes. Nodes represent participants, replicas, or servers taking part in a distributed system.

We consider n nodes throughout this work.

Fault threshold. A protocol’s fault threshold f is the number of nodes that may be faulty. If

the number of faulty nodes is higher than f, the protocol’s security is compromised.

Ideal attestation primitive. An ideal attestation primitive can output a proof 7, ; for a version

v and a node ¢ if and only if 7 is using v.

Dimensions and versions. Each node is configured with |D| dimensions, and a dimension d
is associated with the set )V of versions. We use the terms version and state interchangeably.
Dimensions represent an aspect of the node u’s real life configuration, such as the execution

client, while a version is the specific instance run by u, such as the geth client on Ethereum.

Impact. The impact p of a version v is the number of nodes configured with v. The sum of all

versions’ impact for a dimension is 1.

Diversity Measurement. We use the Shannon Entropy to measure diversity as introduced by

Yu [131], generically defined as H((p)) = — >, p; log, p; for a probability distribution p.
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For diversity in our system model with the set V of versions v; € V with impact p;, we obtain

H=- ZLZII 2 log, (%)

Ideal Diversity. The ideal diversity is the Shannon Entropy using a uniform probabil-

ity distribution, implying an even distribution of nodes across all versions. H;zeq =
VI 1 1
- 21:1 v log, (m)

Diversity ratio. It is useful to have a normalized diversity metric when the number of states

changes, which we call the diversity ratio d = H/H;geq-

Single point of failure. A dimension is called a single point of failure if there exists a version

with an impact p such that p > f for a distributed protocol’s fault threshold f.

5.2.2 Theoretical analysis.

In this section we derive the conditions for a dimension to avoid being a single point of failure.

Firstly, we can show that by definition, a dimension is not a single point of failure if none of

its versions affect more than f nodes.

LEMMA 9. A dimension with the set V of versions is not a single point of failure if p < f for

all versions v; € V.

PROOF. Assume there exists a version v with impact p > f. If v is faulty we have more

faulty nodes than the threshold f by definition. U

We can infer that as a result, for f = [n/3], |V| > 4 must hold or at least one version
has an impact > n/3. Similarly for f = [n/2], |[V| > 3 must hold. Generally, we obtain
Theorem 12.

THEOREM 12. If |V| < [n/f], for a dimension A’s set V of versions, then A is a single

point of failure.
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PROOF. We show that if |V| < [n/f], there exists a version V' such that p > f for its

impact p.

We proceed by contradiction. Assume that if |V| < [n/f], p; < f,Vp; € V holds. We have
> pi <|V|fand > p; =n. Hence n < |V|f and |V| > n/f, a contradiction. O

We can now obtain sufficient conditions for a dimension to not be a single point of failure.

THEOREM 13. If for a dimension A we have |V| > [n/f], for A's set V of versions,

H = H;geq, A is not a single point of failure.

PROOF. We show that p; < f,Vp; € V holds if |V| > [n/f]| and H = H,geq; by
contradiction. Assume Jv;s.t. p; > f and that [V| > [n/f] and H = H,4.q;. We have
Spi=nand H = — Z?i'l L Jog, (B). Since H = Hige, 2 = 2 for all p; and their
respective version. We therefore have n = Y p; = [V|p; > |V|f, implying n > |V|f and

|V| < n/f,acontradiction. O

5.2.3 Incentives model.

We aim to achieve ideal diversity with at least 4 versions to avoid single points of failures when
f > n/3 — 1. We first describe the incentives model, simulating rational nodes maximizing

individual rewards.

Node u selects a version v from the set V = {vq, vy, ..., v, L} of available versions by
generating an attestation proof ,, using an ideal attestation primitive. Nodes may also
opt-out and select the non-version L without any attestation proof, foregoing any rewards
until a version in V is selected. The system runs in discrete epochs starting at epoch 0 until

epoch £/, where every node is initialized with L.

Each version v; is associated with a running cost C'(v;) and an allocated reward per node
R(v;, e) at each epoch e. Nodes have access to the previous epoch’s allocated rewards for

each version.
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Switch frequency and cooldown. Each node is assigned a switch threshold value 7 using
a uniform distribution between 0 and a switch frequency parameter freq. The value 7

determines the threshold for which a node switches versions to obtain higher rewards.

Each node is assigned a switch cooldown value « using a uniform distribution between 1
and the switch cooldown parameter cd. After selecting a new version, the value « of a node

determines the number of epochs where it will not change selected versions.

Rational node behavior. Every epoch e, u can switch from its current version v; to a new
version v, if the following holds. R(v;,e —1) —C(v;) > (R(v;,e—1)—C(v;))- (14 7,) and
€ > Eswitched + Ky Where egyitcheqd denotes the epoch where u switched versions, initialized at

epoch 0.

Reward distribution. A version v; is assigned a pool P(v;, e) of rewards at epoch e. Each
node that has selected v; at epoch e receives R(v;, e) = P(v;, e)/n,, . rewards where n,, . is

the number of nodes that have selected v; at epoch e.
Reaching a Nash equilibrium.

When no node in the system can increase its rewards by switching, we have reached a Nash

equilibrium by definition [103].

In our incentives model, a Nash equilibrium is reached at epoch e when for all nodes u, their
switch threshold value 7, and their respective selected version v; we have (R(v;, e) — C(v;) -

(1+7,) > R(vj,e) — C(vj)Vv; € V\ v.

5.3 Incentive mechanisms.

5.3.1 PID controller

A Proportional-Integral-Derivative (PID) controller is a closed-loop control mechanism that

aims to minimize the error between an observed system output and a desired target value
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through continuous adjustment of control inputs [14,59]. In the context of blockchain client

diversity, we formalize the PID control problem as follows.

System formulation. Let r,(¢) = ’% denote the observed fraction of nodes running version

v € V at epoch e, where p(e) is the number of nodes running version v.

L

The target fraction for ideal diversity is ¢t = v

The error signal for version v at epoch e is defined as:

1 n,(e)

e (e) =t —ry(e) = M h

PID control equations [17]. The PID controller output for version v consists of three

components. In our epoch-based system the components are as follows:

e Proportional P,(e) = Kp - €,(e)
e Integral I,,(e) = K7 - ;_,€(7)
e Derivative D,(e) = Kp - [e,(e) — €,(e — 1)]

The total control output, which determines the reward allocation for version v at epoch e + 1,
is:

R,(e+ 1) = P,(e) + I,(e) + D,(e)

where Kp, K, and K are the proportional, integral, and derivative parameters, respectively.

The proportional term provides immediate response proportional to the current error. The
integral term eliminates steady-state error by accumulating past errors. The derivative term
provides anticipatory control by responding to the rate of error change, improving system

stability and reducing overshoot.

Determining proper values for the PID parameters Kp, K, and Kp is not trivial, and is
commonly done by trial-and-error in industrial control systems. For our rewards system, a

systematic approach is desired to avoid trial-and-error tuning.
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5.3.2 Ziegler-Nichols (ZN) tuning.

The Ziegler-Nichols tuning method provides a systematic approach to determine optimal PID
parameters through experimental characterization of the system’s dynamic response [134].
This classical method eliminates manual trial-and-error while ensuring good performance,
making it one of the most widely adopted tuning techniques in industrial control applica-

tions [43,105].

The ZN tuning method initially sets K; and K to 0, then gradually increases Kp from a
starting value until oscillations are detected in the system. Once oscillations are detected, the
corresponding K p value is saved as the ultimate gain and the oscillation period is saved as

the ultimate period.

Oscillation detection criteria. To detect these oscillations robustly, we employ the Fast
Fourier Transform (FFT) method [126,127]. The FFT on a window of W epochs outputs the

corresponding observed frequencies and their amplitudes.

Sustained oscillations are detected when the amplitude of a frequency is over 0.1 - n and the

period T, is within the range 2 < T,, < W/2.

Automated tuning procedure. The complete Ziegler-Nichols procedure is given in Ap-

pendix ??.

5.3.3 Ziegler-Nichols tuned PID controller algorithm

The Ziegler-Nichols tuned PID controller implementation is specified in Algoritm 4, and

represented in Figure 5.1.
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FIGURE 5.1. Diagram representing our fixed tuning PID-based system.

Algorithm 4 Complete Ziegler-Nichols PID System

1: Initialize: error_sum, = 0, error_prev, = 0 forall v € V

2: Parameters: K ](30), AK, observation window W, total epochs
3: // Tuning phase

4 (Kp, K1, Kp) < ZieglerNicholsTuning(K'\Y, AK, W)

5: // Operational control

6: for epoche =0to E do

7:  Observe current node distribution {p(e)},cy

8:  Distribute rewards R(v,e)Vv € V

9 for each version v € )V do

10: Compute current error: ¢,(e) = ;7 — ple)
11: // Update accumulated error

12: error_sum,, <— error_sum, + €,(e)

13: // Compute last error

14: error_deriv, < €,(e) — error_prev,
15: /I Update state for next iteration

16: error_prev, <— €,(e)

17: // Compute PID components

18: P, <+ Kp-€,(e)

19: I, + K; - error_sum,

20: D, + Kp - error_deriv,

21: // Compute control output

22: R(v,e+ 1) < max(0, P, + I, + D,)
23:  end for

24: end for
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Diversity Across Experiments with PID
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FIGURE 5.2. Diversity at the end of 1000 epochs with a growing factor in
running costs between the cheapest and most expensive version.

5.3.4 Unknown environment tuning point problem.

We are able to obtain good performance using the Ziegler-Nichols tuning method in our
simulations, without knowledge of the real costs involved in the system, solving the unknown

cost problem.

However, the obtained PID tuning is still specific to the simulated environment’s parameters
such as real costs, and node switching frequency. It is therefore not obvious that a set of
PID parameters obtained in one specific environment still performs well if the environment
changes. To evaluate the PID controller that is tuned for a specific environment, we vary the

real costs without changing the tuning, and observe the obtained performance.

As seen in Figure 5.2, the PID controller with fixed tuning is not able to maintain good
diversity as the gap between the cheapest version and the most expensive version grows.
While we can observe a gradual decrease, the diversity penalty at a 20z factor in version costs
is still close to ideal, and it could be argued that maintaining diversity for higher cost gaps is

unnecessary for real deployments.
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To avoid the dependence on the tuning obtained from a specific environment’s parameters,

the PID tuning should be able to adapt to a changing environment.

5.3.5 Reinforcement-learning tuned PID

We propose tuning the PID parameters using reinforcement learning, as explored in previous
work for traditional industrial control [41,52]. Reinforcement-learning based tuning of the

PID parameters hypothetically allows the system to adapt to different real system dynamics.

As our RL agent takes the continuous version distribution as input, RL agents that compute
every possible version are not suited. We therefore use a double deep-Q-network (DQN)

approach [98,125] with a neural network architecture to observe the continuous inputs.

Our RL agent follows established RL principles: 2-hidden layers provide universal approx-
imation capabilities [78] with sufficient depth for complex control mappings, hidden layer
sizes of 64 follow common practice in deep RL [98], ReLU activations mitigate vanishing
gradients [101], while tanh outputs ensure bounded actions for system stability [70]. We
employ Double DQN [125] with experience replay [98] to address overestimation bias and

sample efficiency.
Our RL-tuned PID reward allocation mechanism is depicted in Figure 5.3.

State and action spaces. We define the observation space © C RI** and action space

A = [—1,1]* for the RL agent. The bounded action space ensures stable parameter updates.
Observation space. The observation vector o, € RIVI** is constructed as:

O = [dea éPa é[? éDu 7:scale]T
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RL agent J Ky, K1, Kp
[E&PE(B) PID

FIGURE 5.3. Diagram representing our RL-tuned PID-based system.

where:
d. = [ni/n,...,ny/n]"
I = fogtt T oy € 01
1 = 10130(%?1;5;3,() € 10.1]
e L
Tscale = log(1 + rcue) € [0,1]

log(l + Tscale,max)

The PID parameters (K p, K, Kp) are the proportional, integral, and derivative gains respect-
ively, while 7y is the overall reward scaling factor. All inputs are log-normalized to [0, 1]

for neural network stability.
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Neural network architecture. The Q-network 0y : O x A — R maps state-action pairs to

Q-values. The network architecture consists of:

Qo(0,a) = Wy - ReLU(Wy - ReLU(W; - [0;a] + by) + ba) + bou

where [0; a] denotes concatenation of observation and action vectors, W; € R64*(VI+8),
Wy € R%%% and W,,, € R'*%. The Rectified Linear Unit (ReLU) is defined as ReLU(x) =

max(0, x).
Action selection. During training, we use e-greedy exploration:

random action from 4 if random() < e,
a, =

arg maxae 4 Qo(0c,a) otherwise

Parameter update mechanism. Given action a, = [0p, 07, 0p, Oscale] . € [—1, 1]*, parameters
are updated as:

Kl(DeH) = max(0, Kl(f) +a-dp)

K}eﬂ) = max(0, K}e) + - dp)

KSH) = max(0, Kl()e) +a-dp)

(e+1)
scale

(e)

r == maX<€min7 rsca]e + « - 5scale)

where o > 0 is the parameter update learning rate.

RL Reward function. The reward is defined with the diversity H(e) at epoch e.

o= (200

Loss function. We use the Double DQN loss function to train the Q-network:

L(Q) = I[:?:’(o,a,r,o’)wD [(y - Q@ (07 a))Q}
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where the target y is computed using the Double DQN update rule:

y=r-+v Q- (0’, arg max Qg (0, a’)>
Here, (Qy- is the target network with parameters 6, updated periodically as 6~ < 6, and
v € [0, 1] is the discount factor.

Training algorithm. The pseudocode for the RL agent algorithm between epochs 0 and F is

given in Algorithm 5.

Algorithm 5 RL-tuned PID training

1: Initialize: Q-network Qy, target network Qy-, replay buffer D = ()
2: Parameters: €, €min, €decay, @, 7Y, batch_size,

update_freq, target_update_freq
3: for epoch e =0to £ do

4:  Observe current o,

5:  if random() < €. then

6: a, < random action from A = [—1,1]*
7.  else

8: a, < arg maXae 4 Qp(0e, a)

9: endif

10:  Apply PID parameter updates using a.

11:  Execute PID control to generate reward allocation R,
12:  Distribute rewards and observe o,

13:  Compute immediate reward 7 (e)

14:  Store transition (o, a., r(€), 0.41) in D

15:  if |D| > batch_size and e mod update_freq = 0 then

16: Sample B = {(0;, a;, 7;, 0}) }>2"%¢ from D

17: Compute target values y; = r; + v - Qy- (oz, arg max, Qy(o},a’))
18: Update ()9 by minimizing loss L(f) = & 2> (i — Qolos, a5))?
19:  endif

20:  if e mod target_update_freq = 0 then

21: 0~ <0

22:  endif

23: € ¢ Max(€Emin; e * Edecay)

24: end for

Guiding values. It may be possible to achieve better results by guiding the RL agent with

quantitative values, especially the scaling factor for proper PID parameters. However, due
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Pure RL agent

FIGURE 5.4. Diagram representing our Pure RL based system.

to the lack of real-world data for our use-case, we abstained from any environment-specific

values in our model.

5.3.6 Pure reinforcement learning method.

In our pure reinforcement learning method, the RL agent directly allocates rewards for each
version, depicted in Figure 5.4. As a result, the action space grows with the number of versions.
We use the same established principles as for the RL-tuned PID method. To accommodate for
the larger action space, we expand the deep network width to 128 as generally recommended

for more complex tasks [98].

Initially, we obtained only poor results using this method, and therefore focused on the PID-
based methods. However, by limiting the action space such that negative allocated rewards
are not allowed, the system is able to converge. In addition, to maximize its diversity-based
reward, we struggled with large spikes in increased total allocated rewards to obtain slightly
better diversity. We therefore suspend all RL actions when the diversity ratio is close to 1 to

prevent unbounded total rewards being allocated.

As the approach directly operates on each version’s rewards, we can also gradually reduce
all allocated rewards when the diversity ratio is above 0.995. In our case, we used the

conservative 0.1% reward reduction every epoch when above 0.995 in diversity.
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Observation space: The observation vector for the direct reward allocation controller is

defined as:

o € R2IVIH1

where the observation is constructed as:

O/e = [d€7 ]-:N{'ev fmax]T

with components:

d. = [nl/na n2/n7 SR 7n|V\/n]T € RW'
Re - [Rl/rma)u R2/TmaX7 ceey R|V\/rmax]T S [O, ]-]W‘

~ rmax
Frnax = —22 €0, 1]
e Tinitial * & ’

where n; represents the number of agents in version ¢, R; is the current reward for version 4,
Tmax 18 the current maximum reward bound, 7y, 1S the initial maximum reward, and £ = 10

allows for reward bound expansion.

Action space: The action space is version-dependent:

A= [-1, 1]V

where the action vector is:

/ T
a, = [0,1, az,...,ay, amax]

with a; representing reward adjustment for version ¢ and a,,x controlling the maximum

reward bound.
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Neural network architecture: The Q-network @, : R?2VI*1 x A’ — R maps state-action
¢ p
pairs to Q-values, where ¢ denotes the network parameters. The network architecture consists

of:

Qy(0',a") = Woy - ReLU(W; - ReLU(W - [0;a'] 4 by) + ba) + bou

where [0'; a’] denotes concatenation of observation and action vectors, and:

Wy € RZ*CIVIF2) - (input layer)
W, € R'#X12  (hidden layer)

Wou € R (output layer)

Action selection. During training, we use e-greedy exploration:

random action from A’ if random() < e,

arg maxy e Q(0L,a’) otherwise

Reward allocation mechanism: Given action &, = [a1, s, . .., Q)| Gmax]” € [—1, 1]VIF1,

the pool P(v;, e + 1) of rewards for version v; is given as:

a; + 1 . (T(e—i-l)

9 max Tmin)

P(Ui7€+ 1) = Tmin +

1 .. ..
where 7, = 0.1 - rﬁf;t( ) ensures minimum reward provision, and:

e+1) __ e
r r(nax ) = MaxX(Tmin,global rr(m)m + O+ Amax * Tinitial)

with 7min globat = 0.1 - Tinia preventing the agent from collapsing to 0 rewards, causing all

nodes to stay on version L, and > 0 is the reward adjustment learning rate.

For version _L, the allocated reward is always set to zero:
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RL Reward function: The immediate RL reward is defined as for the RL-tuned PID method.

Stability mechanism: When diversity approaches optimality (H (e)/Higes > 0.995), the

system applies conservative reward reduction:

RV =RY . (1)) Vi#L

where A = 0.001 provides gentle reduction while maintaining relative reward proportions.

Loss function. We use the Double DQN loss function to train the Q-network:

L(¢) — E(O’,a’7r’,0”)~D’ (y — Q(;S(O/, a’))2

where the target y is computed using the Double DQN update rule:

y=r 47 Qu (0//7 arg max Qs (0", a’/)>

Here, ()4~ is the target network with parameters ¢, updated periodically as ¢~ < ¢, and

v € [0, 1] is the discount factor.

Training algorithm. The pseudocode for the RL agent algorithm between epochs 0 and F is

given in Algorithm 6.
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Algorithm 6 Pure RL Training

1: Initialize: Q-network (), target network ), , replay buffer D’ = ()
2: Parameters: €, €min, €decay, ¢, Y, batch_size,
update_freq, target_update_freq
3: for epoch e = 0 to £/ do
4:  Observe current observation o/,
5:  Compute current diversity H (e) and diversity ratio p. = H(e)/Higeal
6: if p. > 0.995 then
7 Apply stability mechanism: R « R(? - (1 — \) forv #.1
8
9

else
if random() < ¢, then

10: a’, + random action from A’ = [—1, 1)VI+1
11 else
12: a, < arg maxay e Qy(0.,a’)
13: end if
14: Apply reward allocation using a/,
15: Execute reward distribution to agents and observe next observation o
16: Compute immediate reward 7/,
17: Store transition (o, a, ., 0., ) in D’
18: if |D'| > batch_size and e mod update_freq = 0 then
19: Sample B’ = {(0}, al, ], 0)}*"s% from D’
20: Compute target values y; = r; + 7 - Q- (07, arg max,» Q(0;,a"))
21: Update ()4 by minimizing loss L(¢) = ﬁ >y — Qp(0], a)))?
22: end if
23: if e mod target_update_freq = 0 then
24: O — ¢
25: end if
26:  end if
27: € 4 max(€min; €c * Edecay)
28: end for

5.3.7 Dynamic version addition for RL controllers

When a new version v, is introduced to the system at epoch e*, both RL controllers must

adapt their architectures for the new set V' = V' U vy, of versions

5.3.7.1 RL-tuned PID controller adaptation

For the RL-tuned PID controller, the introduction of a new version affects only the observation

space dimension, while the action space remains fixed.



5.3 INCENTIVE MECHANISMS. 123

Observation space expansion: The observation space expands from RIVI** to RVI+5:

o i 3 A ~ 1E V|+4
Ocold = [de,oldaePaebeDarscale] e RV

_ i 0 f. ~ E V|+5
Oc¢ new = [de,neW7 0P7 91, QD, rscale] € R' |

where de pew = [1/7, ..., y|/1, New/n]F includes the new version’s agent distribution.

Network weight transfer: The input layer weight matrix 17, € R6+*(V+4) i5 expanded to
W/ € R8*(IVI+5) by copying the existing weights, initializing the new version’s weight with
a normal distribution, and shifting the PID parameter weights by one position in the matrix

accordingly. More formally we have:

Wili,j] ifj <[V
Wili,jl = SN(0,02,)  ifj =V +1

Whli,j —1] ifj>|V|+1
where o, = 0.1 provides conservative initialization.

PID error scaling: The accumulated and last error terms for existing versions are scaled to
account for the changed ideal distribution. Otherwise, the new ideal diversity causes previous

error measurements to be inaccurate.

. 1
ideal_share,y = ]V|
ideal_share ., = !
g new |V| _|_ 1
ideal_share 4 V|

le_factor = =
scate_tactor ideal_share,., |V|+1

For each existing version v € V:
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eITO  secumulated [V] $— €TTOTaccumulated[V] X scale_factor

erTory,, [v] <— errory,y[v] x scale_factor

5.3.7.2 Direct reward allocation controller adaptation

The direct allocation controller faces more complex adaptation due to changes in both

observation and action spaces.

Observation space expansion: The observation space grows from R?VI+1 to R2(VI+1+1:

p— ». ~ E 2|V|+1
Ocold = [deoia; Reolds Tmax)~ € R VI

! _ ~ E 2|V|+3
Oe,new - [de,newa Re,new; Tmax] S R vl

where R new includes the normalized reward for the new version.

Action space expansion: The action space expands from [—1, 1]V to [1, 1]V1+2:

/ _ E
Aeold = [ala s QY amax}

/ _ E
Aenew — [ala <oy QY] Onew, amax}

Input layer adaptation: The input layer weights W, € R!2*IVI+1) are expanded to
W/ € R'28xC2VI+3) by copying the existing node distribution and version reward weights, and
initializing the new version’s node distribution and reward weights with a normal distribution.

More formally we have:
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Wili, j if j < |V
N0, o3) if j = [V[ +1
Wili,jl =S Wili,j —1]  if[V|+2<j<2V|+1

N(0,02,) if j =2|V|+2

(Wi, 2V + 1] it =2V +3

Output layer adaptation: The output layer weights W5 € RUIVI+1)x128 are expanded to
Wi € RIVIH2)x128 by copying the existing weights, initializing the new version’s weight with
a normal distribution, and shifting the maximum reward parameter weight by one position in

the matrix accordingly. More formally we have:

Wsli, ] ifi <[V
Wsli, 5] = { M(0, 02,) ifi =V +1

W5V +1,5] ifi=[V]+2

5.3.7.3 Common adaptation mechanisms

Both controllers employ shared stabilization mechanisms during the adaptation period:

Exploration reset: The exploration rate is reset to encourage discovery in the expanded

space:

Transition protection period: Learning is briefly suspended to allow nodes to adjust to the

added version.

Initial reward assignment: The new version is initialized with zero reward allocation

RE) = 0.
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Diversity with Ziegler-Nichols-tuned PID
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FIGURE 5.5. Simulated diversity using Ziegler-Nichols-tuned PID over 10000
epochs for 4 states and n = 100 nodes. The switch frequency parameter is 0.5
and the switch cooldown is between 1 and 10.

5.4 Simulation results

5.4.1 PID tuned with Ziegler-Nichols.

The PID tuned with the Ziegler-Nichols method is able to make the system converge to the
ideal diversity as observed in Figure 5.5 and visualized in Figure 5.6. The obtained PID
parameters by Ziegler-Nichols tuning in this experiment are: Kp = 573.8, K; = 247.9, and
Kp = 332.0.

The allocated rewards stabilize when nodes have converged, as seen in Figure 5.7 and

Figure 5.8.

5.4.2 PID tuned with reinforcement learning.

For the PID tuned with RL, we observe convergence after around 1500 epochs in Figure 5.9

and visualized in Figure 5.10. We also confirm that this method adapts to a changing cost
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Agent Distribution Over Time with Ziegler-Nichols-tuned PID
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FIGURE 5.6. Node allocation per state using Ziegler-Nichols-tuned PID over
10000 epochs for 4 states and n = 100 nodes. The switch frequency parameter
is 0.5 and the switch cooldown is between 1 and 10.
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FIGURE 5.7. Total rewards using Ziegler-Nichols-tuned PID over 10000
epochs for 4 states and n = 100 nodes. The switch frequency parameter is 0.5
and the switch cooldown is between 1 and 10.

distribution better than when tuned once with the Ziegler-Nichols method, reaching ideal

diversity even when the running cost gap is 100z in Figure 5.11.
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Rewards Per State with Ziegler-Nichols-tuned PID
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FIGURE 5.8. Rewards per state using Ziegler-Nichols-tuned PID over 10000
epochs for 4 states and n = 100 nodes. The switch frequency parameter is 0.5
and the switch cooldown is between 1 and 10.
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FIGURE 5.9. Simulated diversity using RL-tuned PID over 10000 epochs for
4 states and n = 100 nodes. The switch frequency parameter is 0.5 and the
switch cooldown is between 1 and 10.

The allocated rewards stabilize when nodes have converged, as seen in Figure 5.12 and

Figure 5.13.
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Agent Distribution Over Time with RL-tuned PID
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FIGURE 5.10. Node allocation per state using RL-tuned PID over 10000
epochs for 4 states and n = 100 nodes. A new state is added at epoch 5000.

The switch frequency parameter is 0.5 and the switch cooldown is between 1
and 10.
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FIGURE 5.11. Diversity using RL-tuned PID at the end of 1000 epochs with
a growing factor in running costs between the cheapest and most expensive
state..
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Rewards Per State with RL-tuned PID
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FIGURE 5.12. Rewards per state using RL-tuned PID over 10000 epochs for
4 states and n = 100 nodes. The switch frequency parameter is 0.5 and the
switch cooldown is between 1 and 10.
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FIGURE 5.13. Total rewards using RL-tuned PID over 10000 epochs for 4
states and n = 100 nodes. The switch frequency parameter is 0.5 and the
switch cooldown is between 1 and 10.
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Agent Distribution Over Time with Pure RL rewards
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FIGURE 5.14. Node assignments of pure RL over 10000 epochs for 4 states
and n = 100 nodes. The switch frequency parameter is 0.5 and the switch
cooldown is between 1 and 10.

5.4.3 Pure RL method.

Our pure RL method has a longer training phase, converging to ideal diversity only after 1800

epochs as observed in Figure 5.15 and visualized in Figure 5.14.

As for the RL-tuned PID, we confirm that this method adapts to a changing cost distribution
better than the Ziegler-Nichols method, reaching ideal diversity even when the running cost

gap is 100% in Figure 5.16.

The allocated rewards rise rapidly before stabilizing when nodes have converged, as seen in

Figure 5.18 and Figure 5.17.

When gently decreasing total rewards at a rate of 0.01% per epoch, we observe sudden
instability at stages where rewards become too low in Figure 5.19. The large swing in
diversity suggest that the lower rewards observed in Figure 5.20 may not be worth the

instability in Figure 5.19.
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Diversity with Pure RL rewards
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FIGURE 5.15. Diversity of pure RL over 10000 epochs for 4 states and n =
100 nodes. The switch frequency parameter is 0.5 and the switch cooldown is
between 1 and 10.
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FIGURE 5.16. Diversity using pure RL at the end of 1000 epochs with a
growing factor in running costs between the cheapest and most expensive
state..
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FIGURE 5.17. Total rewards of pure RL over 10000 epochs for 4 states
and n = 100 nodes. The switch frequency parameter is 0.5 and the switch
cooldown is between 1 and 10.
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FIGURE 5.18. Rewards per state of pure RL over 10000 epochs for 4 states
and n = 100 nodes. The switch frequency parameter is 0.5 and the switch
cooldown is between 1 and 10.

5.4.4 Adding a new state while the system runs.

In a real deployment, it could be expected to add new allowed states to the system. For

example, a new Ethereum execution client could be released and approved by the community.
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Diversity with Pure RL rewards
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FIGURE 5.19. Diversity of pure RL over 10000 epochs for 4 states and
n = 100 nodes with a 0.01% decrease in total rewards per epoch. The switch
frequency parameter is 0.5 and the switch cooldown is between 1 and 10.
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FIGURE 5.20. Rewards per state of pure RL over 10000 epochs for 4 states
and n = 100 nodes with a 0.01% decrease in total rewards per epoch. The

switch frequency parameter is 0.5 and the switch cooldown is between 1 and
10.

Our 3 methods manage to adapt and reach ideal diversity after a short period of instability,

observed in Figure 5.21.
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Diversity Comparison: All Controllers
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FIGURE 5.21. Diversity of the ZN-tuned PID, RL-tuned PID , and Pure RL
approaches over 10000 epochs for 4 states and n = 100 nodes. A new state
is added at epoch e = 5000. The switch frequency parameter is 0.5 and the
switch cooldown is between 1 and 10.

5.5 Discussions and future work.

5.5.1 Discussing the methods.

How new state disrupts PID controllers. Although the RL-tuned PID and the Ziegler-
Nichols-tuned PID system both adapt using a PID controller, we observe different disruptions
by the new state’s addition. This difference can be explained by the Ziegler-Nichols method’s
tendency to assign quite large values for K p, while the RL-tuning gradually increases K p
as it learns and sets a much lower value for K p. We compare the PID parameters of both
approaches in Figure 5.22. To understand the PID behavior when a new state is added,
consider that the target value suddenly changes for all states. At 4 initial states, the ideal
fraction of nodes of 0.25 suddenly becomes 0.2, causing states converged at 0.25 to have a
negative error of —(0.5. Such a change is quickly corrected with a much larger Kp value,
while the RL-tuned PID gradually adapts causing nodes to switch back and forth for more

epochs.
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PID Parameter Evolution: PID vs RL-tuned PID
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FIGURE 5.22. PID parameter evolution of the Ziegler-Nichols method (fixed)
and the RL tuning over 10000 epochs for 4 states and n = 100 nodes. The
switch frequency parameter is 0.5 and the switch cooldown is between 1 and
10.

Convergence speed Comparing the diversity of the three methods in the same condition in
Figure 5.23, we highlight the faster convergence of the traditional Ziegler-Nichols method

over the two RL-based methods.

Adding new state while still converging. In Figure 5.24, we can observe that if a new state
is added while the system is still converging, the difference in convergence speed between all

3 approaches is the same relatively.

We can also observe that divesity initially drops after the new state is added, before converging

back to the new, higher, ideal diversity.
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Diversity Comparison: All Controllers
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FIGURE 5.23. Diversity over 10000 epochs for 4 states and n = 100 nodes for
the Ziegler-Nichols-tuned PID, the RL-tuned PID, and the Pure RL approach.
The switch frequency parameter is 0.5 and the switch cooldown is between 1
and 10.
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FIGURE 5.24. Diversity over 10000 epochs for 4 states and n = 100 nodes for
the Ziegler-Nichols-tuned PID, the RL-tuned PID, and the Pure RL appraoch.
A new state 1s added at epoch 500. The switch frequency parameter is 0.5 and
the switch cooldown is between 1 and 10.
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Total Rewards Comparison: All Controllers
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FIGURE 5.25. Total rewards comparison between Ziegler-Nichols tuned PID,
RL-tuned PID, and the Pure RL approach over 10000 epochs for 4 states
and n = 100 nodes. The switch frequency parameter is 0.5 and the switch
cooldown is between 1 and 10.

Total rewards. Figure 5.25 highlights the total rewards gap caused by the pure RL approach
and the PID methods.

Impact of switch frequency parameter. The switch frequency parameter determines the
range of switch threshold randomly assigned to nodes. A switch frequency parameter of 0.5
as used in many of our experiments implies that some nodes may only switch if another state

is 50% more profitable. All nodes’ threshold is between 0% and 50%.

By setting a higher switch frequency parameter, all 3 approaches achieve better diversity
and remain more stable, as shown in Figure 5.26. At low values, the results are a lot noisier,
and achieved diversity is overall lower. As nodes switch less frequently, the controllers have
more time to adapt and fine tune rewards for each state, increasing the stability and achieved

diversity.

We observe that the RL-PID method stabilizes at a switch frequency parameter of 2.4, the Pure
RL at 2.8, and the ZN-PID at 3.2. RL methods therefore may be better suited in environments

where the nodes’ behavior matches such switch frequency values.
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Diversity Performance With Varying Switch Frequency Parameter
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FIGURE 5.26. Average diversity in the last 25% of epochs using Ziegler-
Nichols tuned PID, RL-tuned PID, and the Pure RL approach with a rising
switch frequency parameter. Each experiment ran 15000 epochs for 12 states

and n = 100 nodes. The switch cooldown is between 1 and 10.
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In Figure 5.27, we observe that at a switch frequency parameter of 2, the ZN-tuned PID is

able to handle the addition of a new state without any period of lower diversity, while the

other methods still suffer from the unstable transition as previously observed.

Overall performance. The results on achieved diversity with rising cost gaps between states

in Figures 5.2, 5.11, 5.16 show that the RL approaches are only a benefit if the real cost gaps

between states are much larger (over 20x) than the Ziegler-Nichols tuning was intended for.

Otherwise the traditional Ziegler-Nichols-tuned PID is able to converge faster, keep total

rewards stable, and handle the addition of a new state more gracefully.

5.5.2 Future work.

Unstable transition problem.
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Diversity Comparison: All Controllers
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FIGURE 5.27. Diversity over 10000 epochs for 4 states and n = 100 nodes for
the Ziegler-Nichols-tuned PID, the RL-tuned PID, and the Pure RL approach.
The switch frequency parameter is 2 and the switch cooldown is between 1
and 10.

When adding a new state, in each approach, the node distribution becomes briefly unstable
before converging again. As a result, for certain epochs, diversity is lower than when the
system was stable around less states. Ideally the addition of a new state would lead only to

diversity increases, without any decreases, even if only transitory.
Monitoring and adjusting switch frequency.

The switch frequency parameter of our simulations can artificially be scaled up or down. To
obtain proper information on the requirements of a practical deployment, understanding the

real world switch frequency of nodes would beneficial.

If nodes switch infrequently in practice, our methods are able to achieve ideal diversity with
minimal changes, as we have seen in our results. In particular, the unstable transition problem
discussed above disappears for the ZN-tuned PID method at a switch frequency parameter of

2.

If nodes switch frequently, there may be a need to design additional mechanisms to discourage

frequent switching. For example, a switching cost could be added for all nodes except a
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randomly selected subset, thereby skewing the switch frequency distribution of the nodes to

higher values.

Assuming rational nodes. The real behavior of nodes is unpredictable, especially without
any real world data available. Will they act rationally? Do they themselves know their own
costs? Nodes may experiment for themselves before deciding which versions they consider

low cost.

In addition, nodes may not behave according to our rational behavior during the early tuning

and training phases of our systems, potentially hurting the system’s ability to converge.

Colluding nodes. Nodes may also try to collude and game the system, ignoring a state
on purpose to temporarily boost its future rewards. There may exist collusion strategies
that provide higher rewards than the individually rational strategy, leading to poor diversity

metrics.

Deploying the incentive mechanisms. To deploy any of our proposed incentive mechanisms,
implementation details must be further analyzed. For example, in Ethereum’s case, the
overhead of implementing a mechanism such as the PID controller in a smart contract must
be evaluated. It is possible that allocating the rewards may be implemented within the current
reward infrastructure, but it may require a separate smart contract. In addition, collecting and
verifying the attestations from participating nodes involves costs that depend on the specific

attestation implementation.



CHAPTER 6

Conclusion

This thesis has addressed critical vulnerabilities in Byzantine Fault-Tolerant protocols when
deployed over the internet, particularly focusing on two fundamental challenges that arise
when transitioning from traditional closed systems to open blockchain networks: mobile
Denial-of-Service attacks and correlated failures due to lack of fault independence. Through
formal modeling, novel protocol designs, and practical incentive mechanisms, this work

advances the resilience of distributed consensus systems for real-world internet deployments.

Chapter 3 introduced the Mobile Crash Adaptive Byzantine (MCAB) adversary model,
providing the first systematic framework to capture mobile DoS attacks in internet-deployed
consensus protocols. By defining the properties of Concealment and Abundance as necessary
and sufficient conditions for liveness under mobile attacks, this work established a theor-
etical foundation for analyzing and designing DoS-resistant protocols. The case studies
demonstrated that protocols like Algorand naturally achieve stronger security guarantees than
previously proven, while traditional leader-based protocols like Hotstuff require modifications
to maintain liveness. This contribution bridges the gap between informal claims about DoS
resistance and formal security analysis, providing protocol designers with concrete design

principles for internet deployment.

Chapter 4 expanded the knowledge on DAG-based consensus protocols by introducing the
first constant latency dynamically available DAG protocol and the novel Graded Common
Prefix primitive. The dynamically available DAG protocol achieves 3A expected latency
while scaling throughput with the number of nodes, addressing a significant limitation in
existing sleepy model BFT protocols. The Graded Common Prefix primitive provides an
efficient alternative to full consensus for DAG finalization, requiring only 2 communication

142
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steps compared to 4 steps for traditional BFT protocols. By synthesizing these contributions,
a flexible protocol that allows clients to choose between prioritizing liveness or safety is
obtained. In addition, using the MCAB model and our protocols, the Global Awake Time

assumption for flexible protocols is able to be relaxed to Quorum Awake Time.

Chapter 5 tackled the critical problem of fault independence in open blockchain networks
through the lens of incentive mechanism design. By formally defining single points of failure
and proving that at least [n/ f| evenly distributed configuration versions are necessary to avoid
such failures, this work established clear diversity requirements for resilient systems. The
three proposed and evaluated adaptive reward allocation mechanisms—Ziegler-Nichols tuned
PID controller, reinforcement learning tuned PID controller, and pure reinforcement learning
approach—demonstrate that traditional control theory methods can effectively address the
unknown cost problem in configuration diversity. Surprisingly, the simulations revealed
that the classical PID controller often outperforms more sophisticated RL-based approaches,
converging faster and handling dynamic changes more gracefully, while RL methods show

advantages only in extreme cost variation scenarios.

Together, these contributions provide a comprehensive framework for building more resilient
distributed ledgers deployed on the internet. The MCAB model offers protocol designers a
systematic way to reason about and defend against mobile DoS attacks, while the DAG-based
protocols demonstrate how to achieve both high performance and flexible security guaran-
tees. The incentive mechanisms show how to address correlated failures through economic
incentives rather than protocol modifications, making them deployable on existing blockchain
systems. As distributed ledgers continue to scale and operate in increasingly adversarial inter-
net environments, the theoretical foundations, efficient protocols, and incentive mechanisms
developed in this thesis will be essential for maintaining security, performance, and resilience

in next-generation distributed systems.
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