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Abstract

As diffusion models gain widespread adoption, concerns over the misuse of copyrighted
and private images have become increasingly prominent. A promising approach to mitigate
these issues involves identifying the contribution of individual training samples in generative
process, a task referred to as data attribution. Existing data attribution methods for diffusion
models typically assess the contribution of a training sample by examining the change in
diffusion loss when the sample is included or excluded during training. However, we contend
that the direct use of diffusion loss fails to accurately capture this contribution due to the
nature of its calculation. Specifically, these methods rely on computing KL-divergence,
measuring the divergence between predicted and ground truth distributions. This indirect
comparison of predicted distributions inadequately reflects the variations in model behavior
caused by different training samples. To address these limitations, we propose the Diffusion
Attribution Score (DAS), a novel attribution score that enables direct comparisons between
predicted distributions to evaluate the importance of individual training samples. DAS is
grounded in rigorous theoretical analysis, which we detail to substantiate its efficacy in
attributing data influence in diffusion models. Moreover, we present optimization strategies
to accelerate DAS computations, making it efficient to apply to large-scale diffusion models.
Extensive experiments conducted across diverse datasets and diffusion models highlight
that DAS significantly outperforms existing benchmarks, achieving superior results in terms
of the linear data-modeling score and establishing a new state-of-the-art in data attribution

performance.
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CHAPTER 1

Introduction

Diffusion models, highlighted in key studies [2, 3], are advancing significantly in generative
machine learning with broad applications from image generation to artistic creation [4, 5, 6, 7].
As these models, exemplified by projects like Stable Diffusion [8], become increasingly
capable of producing high-quality, varied outputs, the misuse of copyrighted and private
images has become a significant concern. A key strategy to address this issue is identifying
the contributions of training samples in generative models by evaluating their influence on the
generation, a task known as data attribution. Data attribution in machine learning is to trace
model outputs back to influential training examples, which is essential to understand how
specific data points affect model behaviors. In practical applications, data attribution spans
various domains, including explaining predictions [9, 10, 11], curating datasets [12, 13, 14],
and dissecting the mechanisms of generative models like Generative Adversarial Networks
(GANSs) and Variational Autoencoders (VAEs) [15, 16], serving to enhance model transparency

and explore the effect of training data on model behaviors.

Data attribution methods generally fall into two categories. The first, based on sampling [17,
18, 11], involves retraining models to assess how outputs change with the a data deletion.
While effective, this method requires training thousands of models. The second approach
uses approximations to assess the change in output function for efficiency [9, 19, 20] by
proposing attribution score function. TRAK (Tracing with the Randomly-projected After
Kernel) [21] introduced a innovative estimator, which considers the inverse-sigmoid function
as model output and computes attribution scores to assess its change. Building on this, [22]
proposed D-TRAK, adapting TRAK to diffusion models by following TRAK’s derivation and

replacing the inverse-sigmoid function with the diffusion loss. Moreover, D-TRAK reported
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counterintuitive findings that the output function could be replaced with alternative functions
without altering the score’s form. These empirical designs outperformed theoretically motiv-
ated diffusion losses in experiments, emphasizing the need for a deeper understanding of the

attribution properties on diffusion models.

In this paper, we define the objective of data attribution in diffusion models as evaluating the
impact of training samples on generation by measuring shifts in the predicted distribution
after removing specific samples and retraining the model. From this perspective, directly
applying TRAK to diffusion models by replacing the output function with the diffusion loss
leads to indirect comparisons between predicted distributions, as the diffusion loss represents
the KL-divergence between predicted and ground truth distributions [2]. We also address the
counter-intuitive findings in D-TRAK, which manually removes the effect of data distributions
in attribution but treats the diffusion model’s output as a scalar, failing to capture the unique
characteristics of diffusion models. Our analysis indicates that TRAK’s derivation cannot
be directly extended to diffusion models, as they fundamentally differ from discriminative
models. To address this, we propose the Diffusion Attribution Score (DAS), a novel metric
designed specifically for diffusion models to quantify the impact of training samples by
measuring the KL-divergence between predicted distributions when a sample is included or
excluded from the training set. DAS computes this divergence through changes in the noise
predictor’s output, which, by linearization, can be represented as variations in the model
parameters. These parameter changes are then measured using Newton’s Method. Since
directly computing the full form of DAS is computationally expensive, we propose several
techniques, such as compressing models and datasets, to accelerate computation. These
enhancements enable the application of DAS to large-scale diffusion models, significantly
improving its practicality. Our experiments across ranges of datasets and diffusion models
demonstrate that DAS significantly outperforms previous benchmarks, including D-TRAK
and TRAK, achieving superior results in terms of the linear data-modeling score. This
consistent performance across diverse settings highlights its robustness and establishes DAS
as the new state-of-the-art method for data attribution in diffusion models. The primary

contributions of our work are summarized as follows:
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(1) We provide a comprehensive analysis of the limitations of directly applying TRAK
to diffusion models and evaluate D-TRAK’s empirical design, highlighting the need
for more effective attribution methods tailored to diffusion models.

(2) We introduce DAS, a theoretically solid metric designed to directly quantify discrep-
ancies in model outputs, supported by detailed derivations. We also discuss various
techniques, such as compressing models or datasets, to accelerate the computation
of DAS, facilitating its efficient implementation.

(3) DAS demonstrates state-of-the-art performance across multiple benchmarks, notably

excelling in linear datamodeling scores.



CHAPTER 2

Literature review

2.1 Diffusion Models

As deep learning advances, a variety of generative models have been introduced to syn-
thesize realistic data, including Generative Adversarial Networks (GANs)[23], Variational
Autoencoders (VAEs)[24], and Generative Pretrained Transformers (GPTs)[25]. Among
these, diffusion models[2] have emerged as a powerful framework for high-quality image
generation tasks [26], attracting significant attention for their ability to produce diverse and
highly detailed outputs. Notable examples of discrete-time diffusion models include Denois-
ing Diffusion Probabilistic Models (DDPMs)[2] and Latent Diffusion Models (LDMs), the

latter serving as the foundation of Stable Diffusion[8].

We present an introduction to diffusion models by elaborating on the principles of Denoising
Diffusion Probabilistic Models (DDPMs). Consider a training set S = {2, ..., 2"} where
each training sample z(V := (x(®, y(®) ~ Z is an input-label pair'. Given an input data
distribution ¢(x), DDPMs aim to predict a distribution py(x) to approximate g(x). The
predicting process is divided into forward and reverse process, conducted over a series of
timesteps in the latent variable space, with @, denoting the initial image and @; denoting the
latent variables at timestep ¢ € [1, 7. In the forward process, DDPMs sample an observation
xo from S and add noise on it across T' timesteps: q(x¢|x;_1) := N (xs; /1 — Bixs_1, Bed),

where 31, ..., B constitute a variance schedule. As indicated in DDPMs, the latent variable

In text-to-image task, z(9) := (z?,y") represents an image-caption sample, whereas in unconditional
generation, it solely contains an image z2(*) := (x(*).

4
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x,; can be express as a linear combination of x:

x, = Vauxy + V1 — aye, (2.1)

where oy ;=1 — 3, ay 1= Hizl as and € ~ N(0, I). In the reward process, DDPMs predict
a distribution py(x,_1|x,) by minimizing the KL-divergence from data at ¢:
Dy [po(e—1|2:) lg(@e—1 |21, T0)] = Eernvio 1r>[5—t2||6 —e(@, IF, (22
’ 20475(1 - @t)
where €y is a function implemented by models § which can be seen as a noise predictor. A

simplified version of objective function for a data point « used to train DDPMs is:

Lsimpe(z, 0) = Ec[|| €0 (1, 1) — €|?]. (23)

2.2 Data Attribution

The training data plays a pivotal role in shaping the behavior of machine learning models, and
data attribution seeks to quantify the importance of individual training samples with respect
to the desired model outputs. This task is typically addressed by considering a counterfactual
question: if a training sample z(*) is removed from the dataset S, and a model 0\; is retrained
on the subset S;, the influence of 2 on the output of a test sample z can be measured by
the change in the model output, expressed as f(z,0) — f(z,0\;). Here, f(z,0) represents the
model output, which could take various forms, such as the direct model prediction or the loss

function.

Sampling-based approaches, such as empirical influence functions [19], Shapley value estim-
ators [18, 27], and datamodels [11], estimate changes in model output by sampling subsets
of data and retraining models on them. While conceptually straightforward and capable of
providing precise assessments of training data influence, these methods are computationally
prohibitive, often requiring the retraining of thousands of models, which makes them imprac-
tical for large-scale datasets. In contrast, methods like influence approximation [9, 28] and
gradient agreement scoring [20] significantly reduce computational overhead by leveraging

model gradients but may exhibit reduced reliability in non-convex settings [29, 30]. These
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gradient-based approaches compute attribution scores that approximate changes in the model’s
output using gradient information, bypassing the need for retraining after removing samples
and substantially lowering computational requirements. To illustrate the principles behind

gradient-based attribution methods, we take TRAK [21] as a representative example.

TRAK stands out as a representative data attribution method designed for large-scale models

focused on discriminative tasks. TRAK defines the model output function as:

frrax(2,0) = log[p(e, 0)/(1 — p(a, 0))], 24

where p(x, 0) is the corresponding class probability of z. TRAK then introduces attribution
score Trrak (2, S)(i) to approximate the change in frrak after a data intervention, which is

expressed as:
TTRAK(Z7S)(i) = ¢(Z)T(‘I)T‘I))_1¢(Z(i))7“(i) ~ fTRAK(za 9) - fTRAK(za 9\i), (2.5)

where (%) := [1—p(x(, §)] denotes the residual for sample z(). Here, ¢(z) := P Vg frrak(2,0)
and ® = [p(zV), ..., #(2™)] represents the matrix of stacked gradients on S. P ~

N (0, 1)4* is a random projection matrix [31] to reduce the gradient dimension.

2.3 Data Attribution in Generative Models

The discussed methods address counterfactual questions within the context of discriminative
models, focusing primarily on accuracy and model predictions. Extending these methodolo-
gies to generative models presents complexities due to the lack of clear labels or definitive
ground truth. Research in this area includes efforts to compute influence within Generative
Adversarial Networks (GANs) [16] and Variational Autoencoders (VAEs) [15]. In the realm
of diffusion models, earlier research [32] has explored influence computation by employing
ensembles that necessitate training multiple models on varied subsets of training data—a
method less suited for traditionally trained models. [33] suggests an alternative termed

“customization” which involves adapting or tuning a pretrained text-to-image model through a
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specially designed training procedure. MONTAGE [34] integrates a novel technique to mon-
itor generations throughout the training via internal model representations. In this paper, we
mainly focus on post-hoc data attribution method, which entails applying attribution methods
after training. Journey TRAK [35] extends TRAK to diffusion models by attributing influence
across individual denoising timesteps. In Datalnf [36], influence function using the loss gradi-
ent and Hessian have been improved for greater accuracy and efficiency in attributing diffusion
models. Moreover, to adapt TRAK in diffusion models, D-TRAK [22] first followed TRAK’s
guidence, replacing the output function with Simple Loss: fp-trak (2, 6) = Lsimple(2, 0), and
simplifies the residual term to an identity matrix I. The attribution function in D-TRAK is

defined as follows:
TD-TRAK(zys)(i) = ¢(2)T(‘1’Tq))_l¢(z(i))1 ~ fD-TRAK(Z; 9) - fD-TRAK(Za e\i)’ (2.6)

where ¢(2) := PV fporrak(z,0). Interestingly, D-TRAK observed that substituting
Simple Loss with other functions can yield superior attribution performance. Examples of
these include Lsquare (2, 0) = Eq c[||€p(@:, t)]|?] and Laverage(z, 0) = E, [Avg(eg(xy, t))]. The
success of the empirical designs in D-TRAK highlight the imperative for further exploration

into data attribution within diffusion models.

2.4 Application of Data Attribution

Recent research has underscored the effectiveness of data attribution methods in a variety
of applications. These include explaining model predictions [9, 11], debugging model
behaviors [37], assessing the contributions of training data [18, 27], identifying poisoned or
mislabeled data [38], most influential subset selection [39] and managing data curation [12,
14, 13]. Additionally, the adoption of diffusion models in creative industries, as exemplified
by Stable Diffusion and its variants, has grown significantly [8, 40]. This trend highlights
the critical need for fair attribution methods that appropriately acknowledge and compensate
artists whose works are utilized in training these models. Such methods are also crucial for

addressing related legal and privacy concerns [41, 42].



CHAPTER 3

Methods

3.1 Rethinking output function in diffusion models

For the goal of data attribution within diffusion models, we want to measure the influence
of a specific training sample z(” on a generated sample 22", This task can be approached
by addressing the counterfactual question: How would 22" change if we removed z(®) from
S and retrained the model on the subset S\;? This change can be evaluated by the distance
between predicted distribution py(x") and py, , (x*") in DDPM, where the subscript denotes

the deletion of 2,

Reviewing D-TRAK, they propose using mp.trak to approximate this difference on the Simple

Loss by setting output function as fp.rrak = Lsimple- In details, the difference is computed as:

TD—TRAK(zgena S)(i) ~ fD—TRAK(den> 9) - fD—TRAK(zgen> Q\z‘)
= Eeilllen(x™,t) — €l|] — Ecill€n,, (@5, 1) — €]’ (3.1

However, from the distribution perspective, this approach conducts an indirect comparison of

KL-divergences between the predicted distributions by involving the data distribution g(x*"):

rorar(257.8) & Dt po(@™) (@) ~ Diclpo, (@)la(@)
= Dxw[po(z*")||po,, (x*")] — /[pe(wge“) — po,, (x*")] log q(x*")dx.
3.2)

Compared to directly computing the KL-divergences between predicted distributions py and

po,;» D-TRAK involves a Cross Entropy between the predicted distribution shift py — py, ,
8
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and data distribution ¢, where the crossing term is generally nonzero unless are identical
distributions. This setting involves the influence of the data distribution ¢ in the attribution
process and may introduce errors when evaluating the differences. We can consider the
irrationality of this setting through a practical example: the predicted distributions might
approach the data distribution ¢(x2™") from different directions while training, yet exhibit
similar distances. In this case, D-TRAK captures only minimal loss changes, failing to reflect

the true distance between the predicted distributions.

To isolate the effect of the removed data on the model, we propose the Diffusion Attribution
Score (DAS), conducting a direct comparison between py and py,, by assessing their KL-

divergence:

TDAS(zgen7 S)(i) ~ Dk, [m(mgen) | |P0\i (wgen)]
R Eeyf|leg(2f™, 1) — €q, (2", )] ] (3.3)

gen

The output function in DAS is defined as fpas(z,0) = €y(x} ,t), which is able to directly
reflect the differences between the noise predictors of the original and the retrained models.
Eq. 3.3 also validates the effectiveness of employing Lquare as the output function, which is

formulated as:
TSCluare(denv S>(i) ~ EE,tH |69(m%en7 t)|‘2] - Ee,t“ |€9\i<mfen7 t)H2] (34)

The effectiveness of Tgquare lies in manually eliminating the influence of g; however, this
approach has its limitations since the output of diffusion model is a high dimensional feature.
Defining the output function as Lsquare OF using average and L? norm, treats the latent as a
scalar, thereby neglecting dimensional information. For instance, these matrices might exhibit
identical differences across various dimensions, an aspect that scalar representations fail to
capture. This dimensional consistency is crucial for understanding the full impact of training

data alterations on model outputs.

To further validate the effectiveness of our method described in Eq. 3.3, we analyze the

difference between each method. In details, the KL divergence conducted in DAS can be seen
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as:

Dxw[po(z*")|[pe,, (x*")] = /Pe(wgen) log pg(z*") — po(x*") log pe, , (x*")dz.  (3.5)

This approach provides the most intuitive way of evaluating the difference between two
distributions. In contrast, D-TRAK measures the difference between the model distributions
and the data distribution , expressed as the KL divergence between pg(z*"), pp, ,(x*")] and

q(x&"), respectively:
Dy [pe(@*")[[¢(x*")] — Dxw[pa,, (@) ("))
= / po (") log po(z5") — pa,, (x5") log pe. , (25" )dx —
/(pg(a:ge“) — po,, (*")) log g(x*")dx. (3.6)

The computation of D-TRAK involves a term [ (py(x=") — py, , (€=")) log g(x**")dx, which
represents the cross-entropy between the distribution shift and the data distribution. This term
is generally nonzero unless py (") and Po,, (x#")] are identical distributions. By including
this term, D-TRAK involves the influence of the data distribution ¢(x2™") in the attribution

process, whereas DAS isolates the effect of the removed data on the model itself.

For Eq 3.4, which derived from Eq 3.2, it aims to empirically eliminate computations involving
q(x*"), instead focusing directly on the change in the model distribution. However, a
comparison of Eq 3.4 with Eq. 3.3 reveals that, although Eq. 3.4 removes ¢(*") from the
computation, it does not consider the context in diffusion models. Specifically, it treats the
output of noise predictor as a scalarrather than as a vector in latent space. This simplification

introduces an error:
TDAS — TSquare — 2]Ee,t < 69\i7 69\1' — €9 > . (37)

Tsquare N€glects the high-dimensional information embedded in the model output by omitting
the inner product term, which involves cosine similarity information. By comparison, the

difference between Lgimpie and Lpas is:

Tas — Tsimple = 2He; < €, €9 — €5, > +2Ec; < €94, €90 — €9 > . (3.8)
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In this case, Tgimpie further includes an additional cross term involving €, which depends
on its sampling. However, in practice, accurately approximating the expectation of € can
be computationally expensive, leading to potential instability in calculating Tgimpe due to

resource limitation.

3.2 Diffusion Attribution Score

Since we define the output change as KL-divergence, which differs from TRAK, fpas cannot
be directly applied to TRAK and 7pas needs to be specifically derived on diffusion models. In
this section, we explore methods to approximate Eq. 3.3 at timestep ¢ without retraining the
model. The derivation is divided into two main parts: First, we linearize the output function,
allowing the difference in the output function to be expressed in terms of difference in model
parameters. The second part is that approximating this relationship using Newton’s method.
By integrating these two components, we derive the complete formulation of DAS to attribute

the output of diffusion model at timestep ¢.

Linearizing Output Function. Computing the output of the retrained model €, (™", t) is
computationally expensive. For computational efficiency, we propose linearizing the model
output function around the optimal model parameters 6* at convergence, simplifying the

calculation as follows:
foas(zt, 0) ~ €g-(m1,t) + Voeg: (@, 1) (6 — 07). (3.9)
By substituting Eq. 3.9 into Eq. 3.3, we derive:
Tons (25, S)) & E[[[Voeg- (@£,1) (0" — 07,)][7]. (3.10)

The subscript ¢ indicates the attribution for the model output at timestep ¢. Consequently,
the influence of removing a sample can be quantitatively evaluated through the changes in
model parameters, which can be measured by the Newton’s method, thereby reducing the

computational overhead.
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Estimating the model parameter. Consider using the leave-one-out method, the variation of
the model parameters can be assessed by Newton’s Method. In diffusion model, the parameter

update process can be defined as:
0 < 0+ Hy ' (Lsimpte(0)) Vo Lsimpre (6), (3.11)

Here, Hy, (Lsimpie(¢)) represents the Hessian matrix, and Vg Lsimpie 18 the gradient w.r.t the
Simple Loss in the diffusion model. At convergence, the model reaches the global optimum

parameter estimate 6*, satisfying:
Hg_tl(»CSimple(e*))v9£Simple(€*) = O (312)

Additionally, the Hessian matrix and gradient associated with the objective function at timestep

t are defined as:

Hg* = VQEQ* (St,t)TVQEQ* (St,t), VQE(H*) = V@Gg* (St,t)TRt, (313)

where €y« (S, t) = [69*(%1(51),15), - 69*(m§n),t)] denotes a stacked output matrix on S at

timestep ¢ and R, := diag[eg(:vgi), t) — €| is a diagonal matrix on S describing the residual

among S. Thus, the update defined in Eq. 3.11 around the optimum parameterf* is:
0 — 0 — [Voeg (St 1) Voeo(Si, 1)) Vpeo- (S, t) " R,. (3.14)

Upon deleting a training sample ¥ from S, the counterfactual parameters 9@ can be estimated
by applying a single step of Newton’s method from the optimal parameter #* with the modified

set S\;, as follows:

0" — 07, + —[Vo€o (S\iy,t) ' Voe€o- (Siy, 1)~ Voo (Suiy 1) Ry, (3.15)

Let g, () = Vyeg (x!”, ) and G4(S) = Vyep-(Sy, ). The inverse term in Eq. 3.15 can be

reformulated as:

G+(S\u) "G (Sy) = G(S)TG(S) — gi(x?) T gi(x). (3.16)
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The Sherman-Morrison formula is defined as:

A luv T A!
A Nt = - = 3.17
(A+uv) l+vT A lu -17)

Let H = G4(S)"G¢(S) and u = g,(x). Applying Eq. 3.17 in Eq. 3.16, we derive:

H 'uu"H™!
T -1 __ T1—1 __ —1
[G:(S\yi) Gi(S\)] =[H —uu' | =H YT T H e (3.18)
Additionally, we have:
G(S\) Ry, = Gi(S)"R, — g () T+, = —uTr”, (3.19)

where rgi) is the ¢-th element of R;. Applying Eq. 3.18 and Eq. 3.19 to Eq. 3.15, we obtain:

H 'uu"H! (i)

0" — 9<z = [Hil + m}uTrt . (320)

Let @ = u'" H 'u. Eq. 3.20 simplifies to:

0" =0, = H 'u-(1+ a )rfi)

ING
= H 'u- 1—art()

GA(5) GUS) " gu()rf

= - —. 3.21
= 9.(@0) (G G Tg.(#0) G20
Applying the Sherman—Morrison formula to Eq. 3.16 simplifies Eq. 3.15 as follows:
(GH(S)TGi(S)] gu(a )i’
0" — 05, + —. (3.22)
V- gy(a®)T [(Gt(S)TGt(S)] 'gi(z)

Diffusion Attribution Score. By substituting Eq.3.22 into Eq.3.10, we derive the formula for
computing the DAS at timestep ¢:

rons(25,8)) = R || -2ENES) CrE)” an(x D)
DAS 3 t € )

1—gt( [(G(S)TG(S)]gi(x z))

This equation estimates the impact of training samples at a specific timestep ¢. The overall

I°] (3.23)

influence of a training sample z(*) on the target sample 22" throughout the entire generation

process can be computed as an expectation over timestep t. However, directly calculating
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these expectations is extremely costly. In the next section, we discuss methods to expedite

this computation.

3.3 Efficient DAS for large-scale diffusion models

Calculating Eq. 3.23 for large-scale diffusion models poses several challenges. The com-
putation of the inverse term is extremely expensive due to the high dimensionality of the
parameters. Additionally, gradients must be calculated for all training samples in S, further
increasing computational demands. In this section, we explore techniques to accelerate the
calculation of Eq. 3.23. These methods can be broadly categorized into two approaches: The
first focuses on reducing the gradient computation by minimizing the number of expectations
and candidate training samples. The second aims to accelerate the computation of the inverse

term by reducing the dimensionality of the gradients.

Reducing Calculation of Expectations. Computing ¢ times the equation specified in Eq. 3.23
is highly resource-intensive due to the necessity of calculating inverse terms. To simplify, we
use the average gradient g(x) and average residual 7 over entire generation, enabling a single
computation of Eq.3.23 to assess overall influence. However, during averaging, these terms
may exhibit varying magnitudes across different timesteps, potentially leading to the loss of
significant information. To address this, we normalize the gradients and residuals over the
entire generation before averaging:

a1 g:(z") 1 rf
g(z) = — B A e e — (3.24)
: Z Vg ()] g Z il

Thus, to attribute the influence of a training sample z() on a generated sample 22" throughout

the entire generation process, we redefine Eq. 3.23 as follows:

g(z=")"[G(S)'G(S)'g(=)r E

ons (250 §)() = L) )] .
(25, 5) ||1_g(a;(z))T[G(S)TG(S)]*lﬁ(w(”)

. (3.25)

Reducing Dimension of Gradients by Projection. The dimension of g,(x(?) matches that

of the amount of diffusion model’s parameter, posing a challenge in calculating the inverse
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term due to its substantial size. One effective method of reducing the dimensionalit is to
apply the Johnson and Lindenstrauss Projection [31]. It involves multiplying the gradient
vector g;(z?) € RP by a random matrix P ~ N(0,1) € RP**(k < p), which can preserve
inner product with high probability while significantly reducing the dimension of the gradient.
This projection method has been validated in previous studies [43, 22], demonstrating its
efficacy in maintaining the integrity of the gradients while easing computational demands.

We summarize our algorithms in Algorithm 1 with normalization and projection.

Algorithm 1 Diffusion Attribution Score

1: Input: Learning algorithm .4, Training dataset S of size n, Training data dimension
p, Maximum timesteps for diffusion model 7', Unet output in diffusion model €y(x, t),
Projection dimension k, A standard gaussian noise € ~ N (0, I), Normalization and
average method N, A generated sample z#"
Output: Matrix of attribution scores T' € R"
0% < A(S) {Train a diffusion model on S}
P ~ N(0,1)?*k {Sample projection matrix }
R < 0pxn
fori=1tondo
fort =1toT do
e ~ N(0,1)? {Sample a gaussian noise}
g:(x) + PTVyey- (a:t ,t) {Compute gradient on training set and project}
rt(i) — eg*(wg ), t) — € {Compute residual term}
end for
g(z") = N(g,(z)) {Normalize projected gradient term}

D A U ol

—_— = =
N 22

7@ = N(r{"”) {Normalize residual term}

: end for

. G(S) « [g(2?), ... g@™)]"

. R« diag(7W), ..., 7™)

: fort =1toT do

e ~ N(0,1)? {Sample a gaussian noise }

gi(z8") + PTVyep- (5", t) {Compute gradient for generated sample and project}
: end for

B Tge“)< (té( S)' >5>( )t S)R
T e coreeem |
: return (T')

DO DN = = e e e e e

N
[\

{Compute attribution matrix }

N
(O8]

Reducing Dimension of Gradients by Model Compression. In addition to projection
methods, other techniques can be employed to reduce the dimension of gradients in diffusion

models. For instance, as noted by [44], the up-block of the U-Net architecture in diffusion
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models plays a pivotal role in the generation process. Therefore, we can focus on the
up-block gradients for dimension reduction purposes, optimizing computational efficiency.
Furthermore, various strategies have been proposed to fine-tune large-scale diffusion models
efficiently. One such approach is LoRA [45], which involves freezing the pre-trained model
weights while utilizing trainable rank decomposition matrices. This significantly reduces the
number of trainable parameters required for fine-tuning. Consequently, when attributing the
influence of training samples in a fine-tuned dataset, we can compute the DAS with gradients

on the trainable parameters.

Reducing the amount of timesteps. Computing Eq. 3.24 requires performing back propaga-
tion 7' times, making it highly resource-intensive. Sampling fewer timesteps can also
approximate the expectation and estimate gradient behavior while significantly lowering

computational overhead.

Reducing Candidate Training Sample. The necessity to traverse the entire training set
when computing the DAS poses a significant challenge. To alleviate this, a practical approach
involves conducting a preliminary screening to identify the most influential training samples.
Techniques such as CLIP [46] or cosine similarity can be effectively employed to locate
samples that are similar to the target. By using these methods, we can form a preliminary
candidate set and concentrate DAS computations on this subset, rather than on the entire

training dataset.



CHAPTER 4

Results

4.1 Datasets and Models

In this section, we present a comparative analysis of our proposed method, Diffusion Attribu-
tion Score (DAS), against existing data attribution approaches across various experimental
settings. Our findings highlight that DAS significantly outperforms other methods in attri-
bution performance, validating its effectiveness in accurately identifying influential training
samples. Below, we provide a comprehensive overview of the datasets and diffusion models

used in our experiments.

CIFAR10(32x32). The CIFAR-10 dataset [47] comprises 50,000 training images spanning
10 classes. For efficiency in ablation studies, we introduce CIFAR-2, a subset containing 5,000
training samples and 1,000 validation samples, specifically drawn from the "automobile"
and "horse" categories. For evaluation using the Linear Datamodeling Score (LDS), we
also utilize a subset of 1,000 images randomly selected from CIFAR-10’s test set. In our
experiments, we employ Denoising Diffusion Probabilistic Models (DDPMs)[2] configured
with approximately 35.7 million parameters. The forward diffusion process uses a linear
variance schedule with 3; = 10~* and 3; = 0.02, spanning a maximum of 1,000 timesteps.
A 50-step DDIM solver[48] is used for inference. Key hyperparameters include a dropout rate
of 0.1 and the AdamW optimizer [49] with a weight decay of 107¢. The model is trained for
200 epochs with a batch size of 128, leveraging a cosine annealing learning rate schedule with
a 10% warm-up period, starting from an initial rate of 10~*. Data augmentation, including

random horizontal flips, is applied to enhance robustness.
17
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CelebA (64x64). The CelebA dataset [50] is utilized with 5,000 training samples and 1,000
validation samples, extracted from the original training and test sets. Images are preprocessed

following the steps in [3], where they are center-cropped to 140x 140 pixels and resized to

64 x 64 pixels.

For this dataset, we adopt a similar DDPM architecture as in CIFAR-10 experiments, but the
U-Net architecture is expanded to 118.8 million parameters to accommodate the increased
complexity of CelebA. The variance schedule, optimizer settings, and training protocol mirror
those used for CIFAR-10. During inference, the 50-step DDIM solver is used for image

generation.

ArtBench (256 x256). ArtBench [51] is a dataset of 60,000 images spanning 10 artistic
styles. Two subsets are introduced for evaluation: ArtBench-2, with 5,000 training and 1,000
validation samples from the "post-impressionism" and "ukiyo-e" styles, and ArtBench-5,

with 12,500 training and 1,000 validation samples across five styles: "post-impressionism,"

nn nn

"ukiyo-e," "romanticism," "renaissance," and "baroque." We fine-tune a Stable Diffusion
model [8] on these datasets using Low-Rank Adaptation (LoRA)[45] with a rank of 128,
resulting in 25.5 million parameters. The model is adapted from a pre-trained Stable Diffusion
checkpoint at a resolution of 512x512, resized to 256 X256 to align with the dataset. Training
is conditioned on textual prompts specific to each style (e.g., "a romanticism painting"). The
dropout rate is set to 0.1, and the AdamW optimizer is used with a weight decay of 1075.
Data augmentation includes random horizontal flips, and the training spans 100 epochs with a
batch size of 64. The learning rate follows a cosine annealing schedule, starting at 3 x 1074
with a 10% warm-up period. During inference, images are generated using a 50-step DDIM

solver with a classifier-free guidance scale of 7.5 [52].

4.2 Evaluation Method for Data attribution

A variety of methods are available to evaluate data attribution techniques, including the
leave-one-out influence method [9, 29] and Shapley values [53]. In this paper, we adopt the

Linear Datamodeling Score (LDS) [11] as the primary evaluation metric due to its ability to
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quantify the alignment between attribution-based predictions and actual model outputs in a
principled and robust manner. LDS evaluates a data attribution method 7 by sampling a subset
S’ C S from the training dataset S and retraining a new model ¢’ on S'. The attribution-based

test 1

predicted output for a test sample 2'**" is computed as:

9:(2,8,8) = Y 7(2*,5)®. (4.1)

z(es
The core assumption of LDS is that the predicted output g, (z,S’,S) should closely approx-
imate the actual model output f (2", #"). To evaluate this correspondence, LDS calculates
the Spearman correlation (p) between attribution-based predictions and actual model outputs

across M sampled subsets:
LDS(7, 2" := p (f(2"*",0,,) : m € [M], g, (2"**,S™,S) : m € [M]), 4.2)

where 6,,,is the model retrained on the m-th subset S,,,. For our LDS evaluation, we construct
64 subsets S,,, from the training dataset S, each containing 50% of the training samples. For
CIFAR-2, ArtBench-2, and ArtBench-5, three models are trained per subset using different
random seeds to ensure robustness, while for CIFAR-10 and CelebA, a single model is trained
per subset. The validation set, comprising 1,000 samples from both the original test set and a
generated dataset, serves as the test data 2 for LDS calculations. To maintain consistency
with D-TRAK [22], we use the Simple Loss Lsimpie(2, ¢) defined in Eq. 2.3 as the output
function for all evaluations. To approximate the expectations over timesteps (IE;) and noise
(Ee), we utilize 1,000 evenly spaced timesteps from [1, 7] and sample three instances of
standard Gaussian noise € ~ N (0, I) at each timestep. The final LDS values are averaged
across all selected validation and generation samples to compute the overall performance.
This evaluation framework ensures a comprehensive and robust analysis of data attribution
methods, measuring their ability to predict model behavior accurately while aligning with

actual retrained model outputs.



20 4 RESULTS

TABLE 4.1. We compare D-TRAK and our methods DAS with the normaliza-
tion and without normalization on CIFAR2. Besides, we also select 10, 100
and 1000 timesteps evenly spaced within the interval [1, 7] and calculate the
average of LDS(%) among the timesteps.

Validation Generation
10 100 1000 10 100 1000

No Normalization | 24.78 30.81 32.37|16.20 22.62 23.94
Normalization |26.11 31.50 32.51 | 17.09 22.92 24.10

No Normalization | 33.04 42.02 43.13 | 20.01 29.58 30.58
Normalization | 33.77 42.26 43.28 |21.24 29.60 30.87

Method Normalization

D-TRAK

DAS

TABLE 4.2. We compare our methods with TRAK and D-TRAK by LDS
method on CIFAR-2 among different selected timesteps. The projected dimen-
sion k = 4096.

Validation Generation
10 100 1000 10 100 1000

TRAK | 1066 19.50 2242 | 514 1205 1546
D-TRAK | 2491 3091 3239 | 1676 22.62 23.94
DAS | 33.04 4202 43.3 2001 2958 30.58

Method

4.3 Evaluation for Speed Up Techniques

The diffusion models used in our experiments are significantly complex, with parameter
counts of 35.7M, 118.8M, and 25.5M respectively. These large dimensions pose considerable
challenges in calculating the attribution score efficiently. To address this, we evaluate speed-up

techniques as discussed in Section 3.3 on CIFAR-2.

Normalization. We evaluate the normalization of gradients and residuals, as proposed
in Eq. 3.24, to stabilize gradient variability across timesteps and enhance computational
accuracy. By normalizing across generation before averaging, the performance for both DAS

and D-TRAK improve (Table 4.1).

Number of timesteps. Computing DAS requires balancing effectiveness and computational
efficiency, as more timesteps improve performance through averaging but increase back-

propagation costs. Experiment shows that while increasing timesteps enhances LDS results
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FIGURE 4.1. The LDS(%) on CIFAR-2 under different projection dimension
k. We consider 10 and 100 timesteps selected to be evenly spaced within the
interval [1, T'], which are used to approximate the expectation ;. For each
sampled timestep, we sample one standard Gaussian noise € ~ N (|0, I) to

approximate the expectation E..

21

(Table 4.2), using 100 or 10 timesteps achieves comparable performance to 1000 timesteps

with much lower computational demands. Thus, subsequent experiments will default to 10

and 100 timesteps for optimal efficiency.

Projection. We apply the projection technique to reduce gradient dimensions and analyzed the

impact of projection dimension k£ on LDS performance. As [31] disucssed, higher projection

dimensions better preserve inner products but increase computational costs. Figure 4.1 shows

that LDS scores for both D-TRAK and DAS improve with increasing k before plateauing.

Based on these results, we set k = 32768 as the default for experiments.
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TABLE 4.3. We compute DAS only with the Up-Block gradients in U-Net
and evaluate by LDS method on CIFAR-2 among different selected timesteps.
The projected dimension k = 32768.

Method Validation Generation

10 100 | 10 100
D-TRAK | 2491 3091 | 1676 22.62
DAS(Up-Block) | 32.60 37.90 | 18.47 27.54
DAS(U-Net) | 33.77 4226 | 21.24  29.60

TABLE 4.4. We compute DAS only with the Up-Block gradients in U-Net
and evaluate by LDS method on CIFAR-2 among different selected timesteps.
The projected dimension k = 32768.

Validation Generation
Method 10 100 | 10 100
D-TRAK \ 2491 3091 \ 16.76  22.62

DAS(Candidate Set) | 31.53 37.75 | 17.73 2331
DAS(Entire Training Set) | 33.77 42.26 | 21.24  29.60

Compress Model Parameters. We also explore techniques to reduce the gradient dimension
at the model level. We conduct experiments focusing on using the up-block of the U-Net to
compute gradients. The results in Table 4.3 indicate that using only the up-block can achieve
competitive performance compared to the full model . Moreover, experiments on ArtBench,
which fine-tune a Stable Diffusion model with LoRA, further demonstrated the effectiveness

of this approach.

Candidate Training Sample. Another technique to speed up the process involves reducing
the number of training samples considered. We using CLIP to identify the top 1,000 training
samples most similar to the target samples to form a candidate dataset We then computed
the attribution scores for this candidate set, assigning a score of 0 to all other samples, and

calculated the LDS. The results, detailed in Table 4.4, validate the efficacy of this method.
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FIGURE 4.2. The result of Toy Experiment in Section 4.4. Scatter plot show-
ing the relationship between L? distance and two metrics: loss difference and
noise predictor output difference over entire generation. The noise predictor
output difference exhibits a stronger correlation with L? distance, indicating
its effectiveness in capturing image variation.
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FIGURE 4.3. Figures 4.3(a) and 4.3(b) represent a pair of generated images,
while 4.3(c) and 4.3(d) form another pair. Despite the loss difference between
4.3(a) and 4.3(b) being only 0.0007, the L? distance is 15.261. Similarly, the
loss difference between 4.3(c) and 4.3(d) is also 0.0007, yet the L?distance
is 14.485, showing that the loss value fail to trace the change on generated
images.

4.4 Evaluating Output Function Effectiveness

In this paper, we define the output function as fpas = €g(xf™,t) to evaluate differences

between predicted distributions after data intervention. We argue that using the Simple
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Loss for this purpose introduces error, as it indirectly reflects the data distribution’s impact
during attribution rather than directly capturing changes in generated images. To validate this
theoretical claim, we conduct a toy experiment to compare the alignment of changes in the

Simple Loss and the noise predictor’s output with variations in generated images.

In the experiment, we train an unconditional DDPM on CIFAR-2 to generate 60 images. For
each image, we retrain the model after randomly removing 1,000 training samples, resulting
in 60 pairs of generated images produced by the original and retrained models under the
same random seed. The L? distance is computed between each pair to directly measure the
differences in the generated outputs. The original images are first noised to timestep 7', and
both models are used to denoise the latent variables at 7. Throughout the denoising process,

we calculate the average differences in the Simple Loss and the noise predictor’s output.

For the 60 pairs of generated samples, we compute the Pearson correlation between the L?
distance and each of these differences. The results show that the correlation between the L?
distance and the Simple Loss difference is only 0.257, while the correlation with the average
noise predictor output difference reaches 0.485. This indicates that the noise predictor’s
output aligns more closely with the L? distance, effectively capturing changes in generated

images. The results of this experiment are visualized in Figure 4.2.

To further illustrate, Figure 4.3 presents specific examples. For image pairs (4.3(a), 4.3(b))
and (4.3(c), 4.3(d)), the loss differences between models are only 0.0007, the smallest among
all pairs. However, the L? distances between images in these pairs are 15.261 and 14.485,
respectively, ranking among the largest in the dataset. This demonstrates that Simple Loss
differences fail to reflect significant changes in the images. In contrast, the noise predictor’s
output differences for these pairs align closely with the overall trend in Figure 4.2(b), showing

a strong correlation with the L? distances.

These findings are consistent with our theoretical claim. Consider an extreme scenario where
a model trained on a dataset of cats and dogs generates a cat image. If all cat samples are
removed and the model is retrained, it would generate a dog image under the same random

seed. Despite this significant change, the loss values for both images might remain the same,
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as the Simple Loss reflects model optimization rather than the actual generated image. In
contrast, analyzing the differences in the noise predictor’s outputs at each timestep allows
us to effectively trace changes in the diffusion model’s outputs, providing a more reliable

measure of variation in generated images.

4.5 Baseline Methods

In this paper, our focus is primarily on post-hoc data attribution, which entails applying
attribution methods after the completion of model training. These methods are particularly
advantageous as they do not impose additional constraints during the model training phase,

making them well-suited for practical applications [54].

Following the work of [55], we evaluate various attribution baselines that are compatible
with our experimental framework. We exclude certain methods that are not feasible for our
settings, such as the Leave-One-Out approach [56] and the Shapley Value method [17, 18].
These methods, although foundational, do not align well with the requirements of DDPMs
due to their intensive computational demands and model-specific limitations. Additionally,
we do not consider techniques like Representer Point [10], which are tailored for specific tasks
and models, and thus are incompatible with DDPMs. Moreover, we disregard HYDRA [57],
which, although related to TracInCP [20], compromises precision for incremental speed

improvements as critiqued by [55].

Two works focus on diffusion model that also fall outside our framework. [32] proposes a
method for training data attribution on diffusion models using machine unlearning; however,
their approach necessitates a specific machine unlearning training process, making it non-
post-hoc and thus unsuitable for standard settings. Similarly, [33] acknowledge the current
challenges in conducting post-hoc training influence analysis with existing methods. They
suggest an alternative termed "customization,"” which involves adapting or tuning a pretrained

text-to-image model through a specially designed training procedure.
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Building upon recent advancements, [21] introduced an innovative estimator that leverages
a kernel matrix analogous to the Fisher Information Matrix (FIM), aiming to linearize the
model’s behavior. This approach integrates classical random projection techniques to expedite
the computation of Hessian-based influence functions [9], which are typically computationally
intensive. [22] adapted TRAK to diffusion models, empirically designing the model output
function. Intriguingly, they reported that the theoretically designed model output function
in TRAK performs poorly in unsupervised settings within diffusion models. However, they
did not provide a theoretical explanation for these empirical findings, leaving a gap in

understanding the underlying mechanics.

Our study concentrates on retraining-free methods, which we categorize into three distinct
types: similarity-based, gradient-based (without kernel), and gradient-based (with kernel)
methods. For similarity-based approaches, we consider Raw pixel similarity and CLIP
similarity [46]. The gradient-based methods without a kernel include techniques such as
Gradient [58], TracInCP [20] and GAS [59]. In the domain of gradient-based methods
with a kernel, we explore several methods including D-TRAK [22], TRAK [21], Relative
Influence [60], Renormalized Influence [59], and Journey TRAK [35].

We next provide definition and implementation details of the baselines used in Section 4.6.

TracInCP. We implement the TracInCP estimator, as outlined by [20], which quantifies the

influence of training samples using the following formula:

. 1 .
T(Z, S)Z = EEcczl(Pcheﬁsmpb(w, 96))T : (Pcheﬁsmme(ﬂJl, 96)),

where C represents the number of model checkpoints selected evenly from the training
trajectory, and 6¢ denotes the model parameters at each checkpoint. For our analysis, we
select four specific checkpoints along the training trajectory to ensure a comprehensive
evaluation of the influence over different phases of learning. For example, in the CIFAR-
2 experiment, the chosen checkpoints occur at epochs 50, 100, 150, and 200, capturing

snapshots of the model’s development and adaptation.
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GAS. The GAS method is essentially a "renormalized" version of TracInCP that employs
cosine similarity for estimating influence, rather than relying on raw dot products. This
method was introduced by [59] and aims to refine the estimation of influence by normalizing
the gradients. This approach allows for a more nuanced comparison between gradients,
considering not only their directions but also normalizing their magnitudes to focus solely on

the directionality of influence.

TRAK. The retraining-free version of TRAK [21] utilizes a model’s trained state to estimate
the influence of training samples without the need for retraining the model at each evaluation

step. This version is implemented using the following equations:
PrrAk = [@(ml), e ,<I>(:BN)}T , where ®(x) = PTVG£Simp]e(w, 0),
7(2,8)" = (PTve»CSimple(iU, 9))T : ((I)TRAKT(I)TRAK + )\I) : PTVG£Simple(mza 0),

where A1 is included for numerical stability and regularization.

D-TRAK. Simliar to TRAK, we adapt the D-TRAK [22] as detailed in Eq 2.6. We implent the
model output function f(z, ) as Lsquare- The D-TRAK is implemented using the following

equations:
PprrAK = [<I>(:r;1), e ,<I>(:1:N)}T , where ®(x) = PTVQESimple(a:, 0),
7(2,S)" = (PTVoLsimpie(x, 0)) " - (Prrak ' Prrak + )\I)_l - PV o Lsimpe (X, 0),

where A/ is also included for numerical stability and regularization as TRAK. Additionally,

the output function f(z, @) could be replaced to other functions.

Relative Influence. [60] introduce the #-relative influence functions estimator, which normal-
izes the influence functions estimator from [9] by the magnitude of the Hessian-vector product
(HVP). This normalization enhances the interpretability of influence scores by adjusting
for the impact magnitude. We have adapted this method to our experimental framework by
incorporating scalability optimizations from TRAK. The adapted equation for the Relative
Influence is formulated as follows:

(P"VoLsimpe(,0))" - (@ 1raK " P TRAK + M) - PV Lsimpe (2", 0%)

(i) —
— — '
| (Brrak @ 1RAK + M) PTVoLsimpie (2@, 6%)]|

7(2,S)
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Renormalized Influence. [59] propose a method to renormalize influence by considering the
magnitude of the training sample’s gradients. This approach emphasizes the relative strength
of each sample’s impact on the model, making the influence scores more interpretable and
contextually relevant. We have adapted this method to our settings by incorporating TRAK’s
scalability optimizations, which are articulated as:

(P"VoLsimpie(x,0))" - (@ TRAK | @ TRAK + >\I)_1 - PV Lsimpe (2, 0)

)@ — ;
T(Z, ) HPTVOACSimple(w(l)a 6.) H

Journey TRAK. Journey TRAK [35] focuses on attributing influence to noisy images x; at
a specific timestep ¢ throughout the generative process. In contrast, our approach aims to
attribute the final generated image x*°", necessitating an adaptation of their method to our
context. We average the attributions across the generation timesteps, detailed in the following

equation:

. 1 7 -1 ;
T(Z, S)(Z) = 7_1/2?:1<PTV9£§imple<wt7 9))T (¢ TRAKTQ TRAK T )\I) 'PTVG‘aSimple(w(l)? 9>,

where 7" represents the number of inference steps, set at 50, and x; denotes the noisy image

generated along the sampling trajectory.

Raw pixel. This method employs a naive similarity-based approach for data attribution
by using the raw image data itself as the representation. Specifically, for experiments on
ArtBench, which utilizes latent diffusion models [8], we represent the images through the
VAE encodings [61] of the raw image. The attribution score is calculated by computing either
the dot product or cosine similarity between the sample of interest and each training sample,

facilitating a straightforward assessment of similarity based on pixel values.

CLIP Similarity. This method represents another similarity-based approach to data at-
tribution. Each sample is encoded into an embedding using the CLIP model [46], which
captures semantic and contextual nuances of the visual content. The attribution score is
then determined by computing either the dot product or cosine similarity between the CLIP

embedding of the target sample and those of the training samples. This method leverages
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TABLE 4.5. LDS (%) on CIFAR-2/CIFAR-10 with timesteps (10 or 100).

\ CIFAR2 \ CIFAR10
Method Validation Generation Validation Generation
10 100 10 100 10 100 10 100
Raw pixel (dot prod.) 7.774+0.57 4.89+0.58 2.50+0.42 2.25+0.39
Raw pixel (cosine) 7.87+0.57 5.4440.57 2.71+0.41 2.61+0.38
CLIP similarity (dot prod.) 6.51£1.06 3.00+0.95 2.39+0.41 1.11+0.47
CLIP similarity (cosine) 8.54+1.01 4.01£0.85 3.39+0.38 1.69+0.49
Gradient (dot prod.) 5.14+0.60 5.0740.55|2.80+£0.55 4.03+0.51|0.794+0.43 1.40+£0.42|0.74+0.45 1.8540.54
Gradient (cosine) 5.08+0.59 4.89+0.50 | 2.784+0.54 3.92+0.49|0.66+0.43 1.244+0.41 | 0.58+0.42 1.82+0.51
TracInCP 6.26+0.84 5.47+0.87 | 3.764+0.61 3.70+£0.66 | 0.98+0.44 1.264+0.38 | 0.96+0.40 1.39+0.54
GAS 5.78+0.82 5.1540.87 | 3.34+£0.56 3.30+0.68 | 0.8940.48 1.25+0.38 | 0.90+0.41 1.6140.54
Journey TRAK / / 7.73+£0.65 12.2140.46 / / 3.71+£0.37 7.2640.43
Relative IF 11.2040.51 23.43+0.46| 5.86+0.48 15.914+0.39|2.764+0.45 13.56+0.39| 2.42+0.36 10.65+0.42
Renorm. IF 10.8940.46 21.46+0.42| 5.69+0.45 14.6540.37|2.734+0.46 12.58+0.40| 2.10+0.34 9.344-0.43
TRAK 11.4240.49 23.59+0.46| 5.78+0.48 15.8740.39|2.934+0.46 13.62+0.38| 2.20+0.38 10.33+£0.42
D-TRAK 26.7940.33 33.74+0.37|18.824+0.43 25.674+0.40(14.69+0.46 20.56+0.42|11.0540.43 16.11£0.36
DAS \33.90i0.69 43.08+0.37 \20.88i0.27 30.68i0.76\24.74i0.41 33.2310.35\15.24i0.51 23.69+0.47

the rich representational power of CLIP embeddings to ascertain the contribution of training

samples to the generation or classification of new samples.

Gradient. This method employs a gradient-based approach to estimate the influence of
training samples, as described by [58]. The attribution score is calculated by taking the dot
product or cosine similarity between the gradients of the sample of interest and those of each
training sample. This technique quantifies how much the gradient (indicative of the training
sample’s influence on the loss) of a particular training sample aligns with the gradient of the
sample of interest, providing insights into which training samples most significantly affect the

model’s output.

4.6 Evaluating LDS for Various Attribution Methods

In this section, we evaluate the performance of the Diffusion Attribution Score (DAS) against
existing attribution baselines applicable to our experimental settings, as outlined by [22],
with detailed explanations provided in Section 4.5. Our primary focus is on comparing
with post-hoc data attribution methods. To ensure fair comparisons, we limit the use of
acceleration techniques for DAS to projection only, excluding others like normalization. The

results on CIFAR, ArtBench and CelebA, presented in Tables 4.5, 4.6, demonstrate that DAS
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TABLE 4.6. LDS (%) on ArtBench-2/ArtBench-5 with timesteps (10 or 100)

| ArtBench?2 | ArtBench5
Method Validation Generation Validation Generation
10 100 10 100 10 100 10 100
Raw pixel (dot prod.) 2.4440.56 2.604+0.84 1.844+0.42 2.774+0.80
Raw pixel (cosine) 2.58+0.56 2.71+0.86 1.97+0.41 3.2240.78
CLIP similarity (dot prod.) 7.184+0.70 5.334+1.45 5.2940.45 4.47+1.09
CLIP similarity (cosine) 8.62+0.70 8.66+1.31 6.57+0.44 6.63+1.14
Gradient (dot prod.) 7.68+0.43 16.00+0.51|4.07+£1.07 10.23+1.08|4.77+£0.36 10.02+£0.45| 3.894+0.88 8.174+1.02
Gradient (cosine) 7.7240.42 16.044+0.49| 4.50+0.97 10.71+1.07| 4.96+0.35 9.85+0.44 | 4.144+0.86 8.184+1.01
TracInCP 9.69+0.49 17.8340.58| 6.364+0.93 13.85+1.01| 5.33+0.37 10.87+0.47| 4.34+0.84 9.02+1.04
GAS 9.65+0.46 18.044+0.62| 6.74+0.82 14.27+0.97| 5.52+0.38 10.71+£0.48| 4.484+0.83 9.134+1.01
Journey TRAK / / 5.96+0.97 11.414+1.02 / / 7.5940.78 13.314+0.68
Relative IF 12.22+0.43 27.25+0.34| 7.624+0.57 19.7840.69| 9.77+0.34 20.974+0.41| 8.89+0.59 19.56+0.62
Renorm. IF 11.9040.43 26.49+0.34| 7.83+0.64 19.8640.71| 9.574+0.32 20.72+0.40| 8.97+0.58 19.38+0.66
TRAK 12.26+0.42 27.28+0.34| 7.784+0.59 20.024+0.69| 9.79+0.33 21.03+0.42| 8.79+0.59 19.54+0.61
D-TRAK 27.61+£0.49 32.38+0.41(24.1640.67 26.534+0.64|22.844+0.37 27.46+0.37(21.56+0.71 23.85+0.71
DAS ‘37.96i0.64 40.77+0.47 ‘30.81i0.31 32.31i0.42‘35.33i0.49 37.67i0.68‘31.74i0.75 32.774+0.53
TABLE 4.7. LDS (%) on CelebA with timesteps (10 or 100)
Results on CelebA
Method | Validation | Generation
‘ 10 100 ‘ 10 100

Raw pixel (dot prod.) 5.58+0.73 -4.94+1.58

Raw pixel (cosine) 6.161+0.75 -4.38+1.63

CLIP similarity (dot prod.) 8.87+1.14 2.51+1.13

CLIP similarity (cosine) 10.9240.87 3.0341.13

Gradient (dot prod.) 3.8240.50 4.89+0.65 3.83+1.06 4.53+0.84

Gradient (cosine) 3.65+0.52 4.7940.68 3.86+0.96 4.4040.86

TracInCP 5.1440.75 4.894+0.86 5.1841.05 4.5040.93

GAS 5.4440.68 5.19£0.64 4.694+0.97 3.98+0.97

Journey TRAK / / 6.53+1.06 10.8740.84

Relative IF 11.10£0.51 19.8940.50 6.80+0.77 14.6640.70

Renorm. IF 11.01+0.50 18.67+0.51 6.74+0.82 13.24+0.71

TRAK 11.28+0.47 20.02+0.47 7.02+0.89 14.71+0.70

D-TRAK 22.8340.51 28.69+0.44 16.84+0.54 21.47+0.48

DAS 29.384+0.51 33.794+0.23 28.734+0.49 30.68+0.31

consistently outperforms existing methods. Besides, we also conduct experiment to compare
DAS and D-TRAK on the entire ArtBench-10 dataset to further validate DAS’s performance

on large-scale and high-resolution dataset, presenting in Table 4.8.

Compared to D-TRAK, DAS shows substantial improvements. On a validation set utilizing

100 timesteps, DAS achieves improvements of +9.33% on CIFAR-2, +8.39% on ArtBench-2,
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TABLE 4.8. LDS (%) on ArtBench-10 with timesteps (10 or 100)

Results on CelebA
Method ‘ Validation ‘ Generation
|10 100 | 10 100
D-TRAK 10.57 12.74 14.16 15.23
DAS 18.78 20.39 18.06 18.67

and +5.1% on CelebA. In the generation set, the gains continue with +5.01% on CIFAR-2,
+5.78% on ArtBench-2, and +9.21% on CelebA. Notably, DAS also achieves significant
improvements on larger datasets like CIFAR10 and ArtBench5, outperforming D-TRAK by

+12.67% and +10.21% on validation sets and +7.58% and +8.92% on generation samples.

Other methods generally underperform on larger datasets such as ArtBench5 and CIFAR10
compared to smaller datasets like CIFAR2 and ArtBench2. Conversely, our method performs
better on ArtBench5 than on ArtBench2. Remarkably, our findings suggest that while with
more timesteps for calculating gradients generally leads to a better approximation of the
expectation [E;, DAS, employing only a 10-timestep computation budget, still outperforms D-
TRAK, which uses a 100-timestep budget in most cases, which underscores the effectiveness
of our approach. Additionally, the modest improvements on CIFAR10 and CelebA may be
attributed to the LDS setup for these datasets, which employs only one random seed per subset
for training a model, whereas other datasets utilize three random seeds, potentially leading
to inaccuracies in LDS evaluation. Another observation is that DAS performs better on the
validation set than on the generation set. This could indicate that the quality of generated
images may have a significant impact on data attribution performance. However, further

investigation is needed to validate this hypothesis.

4.7 Counter Factual Visualization Evaluation

To further validate the effectiveness of DAS and assess its faithfulness, we conduct a counter-
factual visualization experiment. Using attribution methods including TRAK, D-TRAK, and

DAS, we identify the top-1,000 positive influencers for 60 generated images from ArtBench-2
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and CIFAR-2. For this process, 100 timesteps are sampled, and a projection dimension of
k = 32,768 is used to detect the top influencers. The identified training samples are then
removed from the dataset, and the model is retrained. As a baseline, a separate experiment is
performed where 1,000 randomly selected training images are removed prior to retraining.
The retrained models are then used to regenerate the images with the same random seeds,
and the differences between the original and counterfactual images are evaluated using the

pixel-wise L?-Distance and CLIP cosine similarity.

The results indicate that DAS leads to the largest changes in the generated images compared
to other methods. For the L?-Distance, D-TRAK achieves values of 8.97 and 187.61 for
CIFAR-2 and ArtBench-2, respectively, while TRAK’s values are 5.90 and 168.37. In contrast,
DAS results in higher values of 10.58 and 203.76, reflecting its stronger impact on image
generation. In terms of CLIP cosine similarity, DAS achieves median similarities of 0.83
and 0.71 for ArtBench-2 and CIFAR-2, respectively, which are lower than TRAK’s values of
0.94 and 0.84 and D-TRAK’s values of 0.88 and 0.77. These results demonstrate that DAS
captures the influence of training data more effectively, causing the largest deviations in both

pixel space and semantic similarity. The result is reported in Figure 4.5 with boxplot.

An illustration of this experiment is provided in Figure 4.4, showing that removing influencers
identified by DAS results in the most significant differences from the original images. This
experiment not only reinforces the limitations of LDS evaluation highlighted by [39] but also
underscores the robustness of DAS in accurately identifying influential training samples and

quantifying their impact on generated outputs.

4.8 Ablation Studies

We conduct additional ablation studies to evaluate the performance differences between
D-TRAK and DAS. In this section, CIFAR-2 serves as our primary setting. Further details on
these settings are available in Section 4.1. We establish the corresponding LDS benchmarks

as outlined in Section 4.6.
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FIGURE 4.4. We conduct an visualization experiment to explore DAS effect-
iveness described in Sec 4.7. Removing the influential samples identified by
DAS produces the most significant differences in the generated images after
retraining the model. DAS is the most effective methods for attribution.
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FIGURE 4.5. Boxplots of counterfactual evaluation on CIFAR2 and Art-
Bench2. We assess the impact of removing the 1,000 highest-scoring training
samples and retraining the model using Random, TRAK, D-TRAK, and DAS.
The evaluation metrics include pixel-wise L2-Distance and CLIP cosine simil-
arity between 60 generated samples and the corresponding images generated
by the retrained models, sampled from the same random seed.
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FIGURE 4.6. The LDS(%) on CIFAR-2 varies across different checkpoints.
We analyze the data using 10 and 100 timesteps, evenly spaced within the
interval [1, T'], to approximate the expectation E;. At each sampled timestep,
we introduce one standard Gaussian noise € ~ N(0, 1) to approximate the
expectation [E.. We set the projection dimension k = 32768.

4.8.1 Checkpoint selection

Following the approach outlined by [20], we investigated the impact of utilizing different
model checkpoints for gradient computation. As depicted in Figures 4.6, our method achieves
the highest LDS when utilizing the final checkpoint. This finding suggests that the later
stages of model training provide the most accurate reflections of data influence, aligning
gradients more closely with the ultimate model performance. Determining the optimal
checkpoint for achieving the best LDS score requires multiple attributions to be computed,
which significantly increases the computational expense. Additionally, in many practical
scenarios, access may be limited exclusively to the final model checkpoint. This constraint
highlights the importance of developing efficient methods that can deliver precise attributions

even when earlier checkpoints are not available.

4.8.2 Value of )\

In our computation of the inverse of the Hessian matrix within the DAS framework, we
incorporate the regularization parameter A, as recommended by [62], to ensure numerical
stability and effective regularization. Traditionally, A is set to a value close to zero; however,
in our experiments, a larger \ proved necessary. This is because we use the generalized
Gauss-Newton (GGN) matrix to approximate the Hessian in the computation of DAS. Unlike
the Hessian, the GGN is positive semi-definite (PSD), meaning it does not model negative

curvature in any direction.
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FIGURE 4.7. LDS (%) on CIFAR-2 under different \. We consider 10, 100,
and 1000 timesteps selected to be evenly spaced within the interval [1, 77,
which are used to approximate the expectation ;. We set k£ = 4096.
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FIGURE 4.8. LDS (%) on ArtBench-2 under different A\. We consider 10 and
100 timesteps selected to be evenly spaced within the interval [1, T'|, which are
used to approximate the expectation ;. We set k = 32768.

The main issue with negative curvature is that the quadratic model predicts unbounded
improvement in the objective when moving in those directions. Without certain techniques,
minimizing the quadratic model results in infinitely large updates along these directions. To
address this, several methods have been proposed, such as the damping technique discussed

in [63].
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(a) VAL-10 (b) VAL-100 (c) GEN-10 (d) GEN-100
FIGURE 4.9. LDS (%) on ArtBench-5 under different \. We consider 10 and

100 timesteps selected to be evenly spaced within the interval [1, 7|, which are
used to approximate the expectation [E;. We set k = 32768.
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FIGURE 4.10. LDS (%) on CIFAR-10 under different A\. We consider 10 and

100 timesteps selected to be evenly spaced within the interval [1, T'|, which are
used to approximate the expectation E;. We set k = 32768.
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FIGURE 4.11. LDS (%) on CelebA under different A. We consider 10 and
100 timesteps selected to be evenly spaced within the interval [1, T'|, which are

used to approximate the expectation ;. We set k = 32768.

In our paper, we adopt the linear damping technique A[ used in [22, 35], which has proven

effective on diffusion models. We show how A influence the LDS result in Figure 4.7,

Figure 4.8, Figure 4.9, Figure 4.10 and Figure 4.11.
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4.9 Limitations

While our proposed Diffusion Attribution Score (DAS) showcases notable improvements in
data attribution for diffusion models, several limitations warrant attention. Firstly, although
DAS reduces the computational load compared to traditional methods, it still demands
significant resources due to the requirement to train multiple models and compute extensive
gradients. This poses challenges particularly for large-scale models and expansive datasets.
Secondly, the current implementation of DAS is tailored primarily to image generation tasks.
Its effectiveness and applicability to other forms of generative models, such as those for
generating text or audio, remain untested and may not directly translate. Furthermore, DAS
operates under the assumption that the influence of individual training samples is additive.
This simplification may not accurately reflect the complex interactions and dependencies that

can exist between samples within the training data.



CHAPTER 5

Conclusion

In this paper, we introduce the Diffusion Attribution Score (DAS) to address the existing
gap in data attribution methodologies for generative models. We conducted a comprehensive
theoretical analysis to elucidate the inherent challenges in applying TRAK to diffusion
models. Subsequently, we derived DAS theoretically based on the properties of diffusion
models for attributing data throughout the entire generation process. We also discuss strategies
to accelerate computations to extend DAS to large-scale diffusion models. Our extensive
experimental evaluations on datasets such as CIFAR, CelebA, and ArtBench demonstrate
that DAS consistently surpasses existing baselines in terms of Linear Datamodeling Score
evaluation. This paper underscores the crucial role of data attribution in ensuring transparency
in the use of diffusion models, especially when dealing with copyrighted or sensitive content.
Looking forward, our future work aims to extend DAS to other generative models and

real-world applications to further ascertain its effectiveness and applicability.
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