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Abstract

Cloud storage, as a storage infrastructure, offers many advantages over on-premises

storage and even enhances other services, such as streaming services and gaming platforms,

making them more efficient, scalable, and accessible. This aligns with the concept of storage as

a service. However, it also raises significant security concerns on data privacy, as most stored

data is accessible to the service provider, who could exploit it for profit, and is vulnerable

to data breaches. In this dissertation, we systematically study secure storage as a service,

including secure cloud storage services and secure cloud storage for other applications.

1. We first studied a secure cloud storage solution for other applications. Many ap-

plications provide services for users and rent cloud storage to store user’s data. We

modularly designed a secure storage solution for those applications, so that the user’s

data is only visible to user-self. Furthermore, the solution is fully compatible with

existing cloud storage services such as AWS S3, and transparent to users who can

still use the application via one password without concerns of offline attacks.

2. We studied how to enable the version control functionality and corresponding secur-

ities for secure storage. Most cloud storage services offer limited version control and

access controls relying on the trust of storage providers. we got rid of the trust on

server, designed secure storage with full version control functionalities. Moreover,

the design is compatible with existing Git server that runs Git repository management

program on top of cloud storage.

3. We studied secure storage with stronger security in terms of key compromise. Key

rotation is an effective way to improve key compromise resilience via updating

encrypted data under new key periodically, and updatable encryption enables data

encryption with key rotation. We first studied updatable encryption with stronger

security that is needed for secure storage. Then we further formalized secure storage

system with key compromise resilience.
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CHAPTER 1

Introduction

1.1 Background

Over the past few decades, the way people store their data has undergone a dramatic trans-

formation. Historically, data had been stored on premises in various physical forms, including

turtle shells, paper notebooks, compact discs, etc., and ensuring the security of data relied

heavily on the owner’s ability to maintain these storage devices well. Since the 1990s, starting

as the form of hosting services [1], the concept of Storage as a Service (StaaS) has gradually

emerged and is realized by cloud storage services.

Nowadays, cloud storage services help users avoid the high upfront costs and technical

expertise required to maintain physical storage devices and enjoy pay-as-you-go pricing

models. Beyond cost-efficiency, cloud storage provides numerous advantages, such as elastic

scalability, allowing storage capacity to expand with demand, and unparalleled convenience,

enabling users to access their data anytime and anywhere without the need for physical

storage devices. Moreover, cloud storage services, such as AWS S3 [2], Microsoft Azure

Storage [3], and Google Cloud Storage [4], acting as storage infrastructure, provide storage

services not only for individual users but also businesses, and significantly enhance other

services, making them more efficient, scalable, and accessible. For example, with cloud

storage service, streaming services such as Netflix and Spotify can store and deliver content

efficiently; gaming platforms like Xbox Cloud Gaming can store game data and progress for

seamless play with the help of cloud storage; and cloud storage facilitates the collection and

processing of IoT data from devices worldwide.
1
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While the benefits of cloud storage are evident, this paradigm shift has raised perennial

security concerns. Users’ data, such as medical records, credit card information, and business

documents, is often highly sensitive and valuable. On the one hand, to address these concerns,

service providers typically assure customers through product policies that their data is properly

protected and that they retain control over it. On the other hand, from a technical standpoint,

users must inherently trust the providers, as their data is physically stored on remote servers

managed by these companies. However, providers are not always trustworthy due to various

factors. Even without malicious intent, human or technical errors can lead to data breaches.

Moreover, to ensure real-time access, these servers are often connected to open network

environments, which increase their vulnerability to cyberattacks. The vast amount of data

stored on such servers makes them attractive targets for malicious actors. Data breaches

continue to occur frequently and leak billions of data, leading to significant consequences and

fueling widespread societal concerns about data security [5, 6, 7]. Recently, U.S. officials

even told Americans to use encrypted apps as the scope of cyberattack grows [8]. Additionally,

some providers may exploit user data indirectly for their own benefit, such as using it to train

artificial intelligence models, which may cause potential harm to users’ intellectual property

and privacy. Thus, protecting data in storage against service providers and unauthorized users

with end-to-end security is pressing and critical.

To be clear, we emphasize that secure storage throughout this thesis considers end-to-end

security, especially against service providers and all unauthorized users. Specifically, in the

storage setting, end-to-end security protects data for the data owners and the shared users.

Encryption is one of the most fundamental tools in data protection. At a high level, encryption

ensures that encrypted data does not reveal any information about the plaintext to anyone

except the legitimate user possessing the decryption key. In theory, data owners could rely

on storage services solely for storing encrypted data, ensuring security even in the event of a

data breach, as long as the decryption key is kept securely.

Although the idea of enabling secure storage via storing encrypted data on cloud storage

and letting only legitimate users have the decryption key to access the plain data looks

straightforward, it is rarely securely implemented in practice. Many industrial products emerge
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claiming to provide secure storage protection but turn out suffering various vulnerabilities [9,

10, 11]. The situation is reminiscent of secure communication. Transport Layer Security

(TLS) protocols [12] have experienced a long history to achieve a secure communication

channel that looks only requiring the combination of authentication and encryption. There is

another similar long journey from TLS to end-to-end encrypted messaging, involving many

related research works and producing widespread secure messaging applications such as

Signal [13], WhatsApp [14], etc.

We found that the unique features of cloud storage, stemming from the very benefits that make

cloud storage services appealing, bring inherent challenges of realizing end-to-end secure

storage as a service:

• Ubiquitous accessibility and plain storage infrastructure introduce challenges. A

key feature of cloud storage is its ubiquitous accessibility, enabling users to access

their stored data anytime, from any device. However, this convenience introduces

complexity in ensuring secure storage. Users may face limitations in carrying

high-entropy secrets, while low-entropy secrets are susceptible to offline attacks.

Furthermore, existing plain cloud storage services have become foundational infra-

structure, serving a massive user base. Many App providers rely on these services

to store data for their own users, as the need to leverage third-party cloud storage

remains critical for operational efficiency and scalability. Ensuring compatibility

with existing infrastructures in the end-to-end secure storage for Apps adds another

layer of complexity, given that third-party plain cloud storage services typically offer

only limited programmable APIs.

• Realizing essential functionalities over encrypted data creates new challenges. Many

storage services provide functionalities beyond plain data storage, often relying on

plaintext data to operate efficiently. For example, Git repositories support version

control, which typically involves constant data update, tracks differences, and de-

duplicate overlaps between versions for efficiency. The nature of collaboration and

constant update in Git services brings new challenges to the security modeling, not

only for confidentiality, but also for integrity and unforgeability, especially in the
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software supply chain. Enhancing security via directly applying standard encryp-

tion complicates these functionalities. While advanced encryption tools like fully

homomorphic encryption [15] can support arbitrary operations on ciphertexts, their

computational costs are often orders of magnitude higher than equivalent plaintext

operations. Innovative solutions are required to address these challenges to achieve

practical and deployable end-to-end secure storage services.

• Long-lived data in storage has issues against key compromise. Data has a long life

in storage before deletion, which is different from the case that a communication

message is only protected before communicating parties see it. Securely storing

a decryption key over a long period is a well-recognized challenge. Once the

decryption key is compromised, all security guarantees provided by encryption

collapse. In secure messaging, post-compromise security is defined to capture

security against key compromise, which is achieved by frequently updating keys and

encrypting new messages with new keys. Such practice is not easily transferable to

the storage setting as previously encrypted data requires extra care.

While some of the aforementioned challenges have gained attention from the research com-

munity in recent years, as we will discuss shortly, significant gaps remain. In this dissertation,

we aim to advance this field of study by addressing these challenges systematically, with the

ultimate goal of realizing secure storage as a service.

1.2 Contributions of This Dissertation

In this dissertation, we conduct a systematic study on how to achieve end-to-end secure

storage across three dimensions, which we elaborate on as follows:

Modularly augmenting an App with an efficient, portable, and blind cloud storage:

Cloud storage provides widespread services for both individual users and businesses. Many

application providers rely on third-party cloud storage to store data for their users. In this

context, secure storage aims to protect the data security for end users, i.e., the data owners,

rather than the App providers. Servers are often assumed to be potentially malicious, as



1.2 CONTRIBUTIONS OF THIS DISSERTATION 5

they may be vulnerable to internal compromises and external breach attacks. To ensure

data security for end users while keeping it blind to servers, the underlying secrets need

to have high entropy, which often makes them too long for users to remember. However,

portability—which ensures user access to data anytime and anywhere—requires low-entropy

secrets for convenience. Therefore, designing a secure storage system that balances strong

security guarantees with portability is crucial. Additionally, secure cloud storage for Apps

introduces new requirements for compatibility with existing cloud storage infrastructures.

App providers significantly depend on third-party cloud storage services for efficiency and

scalability, but these services typically offer only limited programmable APIs. This adds

another layer of complexity to end-to-end secure storage design.

Solving the problem of “data privacy against servers” while (1) relying on existing infrastruc-

ture and (2) supporting portability remains open. Existing proposals, like password-protected

secret sharing, target the same goal but are incompatible with existing cloud storage services.

Specifically, they lack the simplicity needed to directly utilize existing cloud storage without

requiring changes on the cloud side.

Here, we propose a novel system for securely storing private data in existing cloud storage

with the help of a key server (necessary given the requirements). In our system, user data is

secure against threats from the cloud server, the key server, and illegitimate users. Only the

legitimate user can access the data on any device using a correct passphrase. Most importantly,

our system does not require the storage server to support any newly programmable operations.

Moreover, leveraging the existing App login, our system requires only one passphrase, which

never leaves the user’s device and remains hidden from both servers. End-to-end security with

confidentiality and integrity is proved under formal models, and its efficiency is demonstrated

by experiments conducted on AWS S3. Notably, a preliminary variant, based on our principles,

was deployed by Snapchat in their My Eyes Only module, serving hundreds of millions of

users.

Supporting Git services with full-fledged end-to-end security: Data update and versioning

service for tracking file edit history are two common and essential functions that are offered

by most plain cloud storage services including AWS S3, Microsoft Azure, and Google Cloud
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and even many “secure” cloud services who claim providing data privacy protection including

MEGA[16], pCloud[17], Proton Drive[18], etc. However, the only research paper [19]

formalizing end-to-end encrypted cloud storage did not provide versioning service and

simplified the data update with replacement, which cannot capture the efficient data update

and version control function.

Compared with general storage services with very limited versioning services, such as Google

Docs, Git services, which provide data storage with full version control, have been widely

used to manage projects and enable collaborations among multiple entities. To better study

secure storage with version control, we focus on the cloud storage deployed with the Git

version control server (also called Git service).

Just as in messaging and cloud storage, end-to-end security has been gaining increased

attention, as content in the repositories could be valuable (e.g., code for startups), while data

breaches become routine nowadays. However, existing studies on Git service (mostly open-

source tools and projects) provide very weak security guarantees and have large overheads.

Moreover, we observed that unforgeability is also critical for end-to-end secure storage but is

absent in existing secure storage studies [20, 19], which only captures two basic data security

properties confidentiality and integrity.

We initiate the study of end-to-end encrypted Git services. Particularly, we formally define the

syntax and full-fledged end-to-end security properties and then propose a construction called

that provably meet those security properties. Moreover, our construction is compatible with

current Git servers and thus can be directly tested and deployed on top of existing platforms,

and the overhead is only proportional to the actual difference caused by each edit instead

of the whole file (or even the whole repository) as in existing works. We implemented both

constructions and tested them directly on several public Github repositories. Our evaluations

show that our two constructions are both significantly more efficient than previous solutions

that provide much weaker security.

Considering post-compromise security for long-lived data in storage: Variable cyberat-

tacks bring frequent data breaches, which make data both in cloud storage and the user’s
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device vulnerable to be leaked. Standard encryption provides security on condition that the

secret key is kept securely. Once the secure key gets compromised, attackers can decrypt the

ciphertext to learn the plain data and even generate any valid ciphertext to break the integrity.

To mitigate the damage of key compromise on encrypted data, Updatable encryption (UE)

was proposed in CRYPTO’13 [21] that allows the secret key of the outsourced encrypted data

to be updated to a fresh one periodically so that the security is reserved as long as attackers

do not corrupt both the key and encrypted data within a short period.

Regarding post-compromise security of data in storage, we further study the cryptographic

primitive UE itself about the insufficient securities and initiate the study of secure storage

systems with post-compromise security.

(1) UE with stronger security. There are several elegant works about UE studying

various security properties. We notice several major issues in existing security

models of (ciphertext dependent) updatable encryption, in particular, integrity and

CCA security. The adversary in the models is only allowed to request the server to

re-encrypt honestly generated ciphertext, while in practice, an attacker could try to

inject arbitrary ciphertexts into the server as she wishes.

We fill the gap and strengthen the previous security definitions in multiple aspects:

most importantly, our integrity and CCA security models remove the restrictions

in previous models and achieve standard notions of integrity and CCA security in

the setting of updatable encryption. Along the way, we refine the security model to

capture post-compromise security and enhance the re-encryption indistinguishability

to the CCA style. Guided by the new models, we provide a novel construction

ReCrypt+, which satisfies our strengthened security definitions. The technical

building block of homomorphic hash from a group may be of independent interest.

We also provide examples that were secure in previous models but failed in our mod-

els; and interestingly, the folklore result in authenticated encryption that IND-CPA

plus ciphertext integrity implies IND-CCA security does not hold in the ciphertext

dependent setting of updatable encryption.
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(2) Secure storage system with post-compromise security. Periodic key rotation is a

widely used technique to enhance key compromise resilience. UE schemes provide

an efficient approach to key rotation, ensuring post-compromise security for both

confidentiality and integrity. However, these UE techniques cannot be directly

applied to frequently updated databases due to the risk of a malicious server inducing

the client to accept an outdated version of a file instead of the latest one.

To address this issue, we propose a scheme called Updatable Secure Storage

(USS), which provides a secure and key updatable solution for dynamic databases.

USS ensures both data confidentiality and integrity, even in the presence of key

compromises. By using efficient key rotation and file update procedures, the com-

munication costs of these operations are independent of the size of the database.

This makes USS particularly well-suited for managing large and frequently updated

databases with secure version control. Unlike existing UE schemes, the integrity

provided by USS holds even when the server learns the current secret key and

intentionally violates the key update protocol.

1.3 Organization

In this thesis, we present our systematic study on secure storage as a service. Before intro-

ducing details, we first overview the involved cryptographic preliminary in Chapter 2. We

introduce the secure storage solution for other Apps called end-to-same-end encryption in

Chapter 3. Furthermore, to support version control with full-fledged end-to-end security, we

present end-to-end encrypted Git services in Chapter 4. Regarding key compromise resilience,

we first present our theoretical study about UE with stronger security in Chapter 5; then we

apply UE to secure storage setting and formalize the secure storage with post-compromise

security in Chapter 6. Finally, we conclude and discuss future works in Chapter 7.



CHAPTER 2

Preliminaries

In this Chapter, we describe the underlying secure protocols, cryptographic primitives, and

security assumptions in this thesis.

2.1 Login Mechanism

Most cloud storage service providers deploy a login mechanism to authenticate their clients.

In practice, such login mechanism can be instantiated via a password, a biometric like the

fingerprint, a token from a third party authentication protocol like OAuth [22, 23], the recent

Universal Second Factor protocol [24], or other types of authenticators from the user via her

software to the cloud server. Without loss of generality, a login mechanism can be abstracted

as the register algorithm AuthReg and the login algorithm Login:

- AuthReg(id, αid): Client U with identity id registers to server D using an authenticator αid

which can be a password, a token, etc. After the registration, client U keeps αid, and server D

gets the stub βid for later login verification.

- Login(id, αid, βid): After registration, client U authenticates himself to the server D by

presenting his id and the authenticator α, and server D uses the stored stub βid to verify the

pair (id, α) and output a bit b to denote success or not.

For simplicity, we assume the communications in register and login are all protected by a

secure channel, hence cannot be seen or altered by the adversary (in fact, pinned certificates

and universal second factor plus password authenticators facilitate this situation).
9
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Game BypassA

1 : id∗ ←$ A
2 : αid∗ ←$ χ

// Choose α∗ from distribution χ

3 : βid∗ ←$ AuthReg(id∗, αid∗)

4 : α′ ←$ AOAuthReg,OLogin(id∗)

5 : Login(id∗, α′, βid∗) = b

6 : return b

Oracle OAuthReg(id, α)
1 : β ←$ AuthReg(id, α)
2 : return β

Oracle OLogin(α)
1 : if count > B

2 : return ⊥
3 : else

4 : Login(α, βid∗) = b′

5 : count = count+ 1

6 : return b′

FIGURE 2.1. The security game of the login scheme.

Here we define the formal properties that the Login mechanism should satisfy:

• Correctness: If βid is generated from the AuthReg algorithm with id and αid, the

Login procedure with id, αid and βid will always succeed.

• ϵ-Security: Without αid∗ or βid∗ , the probability that an adversary A outputs an

authenticator α′ that can pass the verification with βid∗ within B login attempts is

less than ϵ. Here the upper bound B is specified by the scheme. Formally, a login

scheme (AuthReg,Login) is ϵ-secure if the probability of the adversary wining the

Bypass game in Fig. 2.1 is less than ϵ.

2.2 Authenticated Encryption with Associated Data

Authenticated encryption with associated data (AEAD) is a variant of authenticated encryption

(AE) that allows a recipient to check the integrity of both the encrypted and unencrypted

information in a message. AEAD binds associated data (AD) to the ciphertext and to the

context where it is supposed to appear so that attempts to “cut-and-paste” a valid ciphertext

into a different context are detected and rejected. Specifically, an AEAD scheme consists of

following three algorithms:

• KeyGen(1λ) takes the security parameter λ as input, and outputs the secret key k.

• Enc(k,m, ad) takes the secret key k, a message m and the associated data ad as

inputs, and outputs the ciphertext c. AE is a special case of AEAD where the
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associated data ad is empty. For AE schemes we will abuse notation slightly and

sometimes have ciphertexts, the output of Enc(k,m, ad), be a pair of bit strings

(c, τ) (instead of a monolithic single string c), where τ denotes an authentication tag,

c in the pair is a ciphertext except the tag.

• Dec(k, c, ad): take the secret key k, a ciphertext c and the associate data ad as inputs,

and outputs the decrypted message m or the symbol ⊥ to denote the decryption

failure. In some cases, the associated data ad is a part of the ciphertext c, and there

are only two parameters (k, c) as input.

Security Notions for Authenticated Encryption

MU-RoR-AE. Let π = {KeyGen,Enc,Dec} be an AEAD scheme. The Multi-User Real

or Random game for Authenticated Encryption MU-RoR-AEAπ (λ, b) is defined in Fig. 2.2.

This notion is derived from [25] and will be convenient for our reduction. It resembles the

usual chosen-ciphertext-guessing game, in which the adversary has access to the encryption

and decryption oracle using the same secret key, and is trying to guess which of its chosen

two messages is contained in the challenge ciphertext. But in this game, the adversary can

query the encryption and decryption oracles under multiple secret keys and must distinguish

between a challenge ciphertext containing either a chosen message or a random one. The

advantage of an MU-RoR-AE adversary A is measured by

Advmu-ror-ae
π,A =

∣∣Pr[MU-RoR-AEAπ (λ, 1) = 1]− Pr[MU-RoR-AEAπ (λ, 0) = 0]
∣∣

We say that π is MU-RoR-AE secure if and only if Advmu-ror-ae
π,A is negligible for any PPT

adversary A.

We also will use a chosen-plaintext-only variant of MU-RoR-AE security for any symmetric

key encryption, in which the adversary is disallowed to query the decryption oracle, i.e.,

Multi-User Real or Random (MU-RoR) security. Opposite to the multi-user scenario, we can

similarly define One-Time Real or Random (OT-RoR) security for symmetric key encryption

in the chosen-plaintext-only setting, where the adversary can query the oracle OROR and OEnc

at most once for each key index (also known as “one-time” security).
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MU-ROR-AEADΠAEAD
(λ, b)

1 : b′ ← AOEnc,ODec,OROR

2 : return b′

OROR(i,m
∗, ad)

1 : if K(i) = ⊥ then ki ←$ K
2 : if b = 0 then

3 : c←$ Enc(ki,m∗, ad)

4 : elsemr ←$ {0, 1}|m∗|

5 : c←$ Enc(ki,mr, ad)

6 : set Cha(i, c, ad)← true

7 : return c

OEnc(i,m, ad)
1 : if K(i) = ⊥ then ki ←$ K
2 : c←$ Enc(ki,m, ad)

3 : return c

ODec(i, c, ad)
1 : if K(i) = ⊥ return ⊥
2 : if Cha(i, c, ad) = true return ⊥
3 : elsem← Dec(ki, c, ad)
4 : returnm

FIGURE 2.2. The experiment for MU-ROR-AEAD.

2.3 Commitment

A commitment scheme Com = {Init,Com,Open} consists of three following algorithms:

Init is used to generate the public parameter; Com outputs a commitment value com from a

message m, while Open will check whether the commitment com is bound to the message

m. A commitment scheme should satisfy both the hiding and binding properties. The hiding

property requires the distributions of the commitment values for different messages can not

be distinguished by the adversary, while the binding property requires the commitment value

can not be opened to two different messages.

Some commitment schemes, such as the Pederson commitment [26], also satisfy the homo-

morphic property, which are called the homomorphic commitment. Specifically, the message

space, the randomness opening space and the commitment values are all defined over additives

group G1, G2 and G3 respect to the operations⊕,⊙ and⊗. The commitment scheme satisfies

Com(m1, open1)⊗ Com(m2, open2) = Com(m1 ⊕m2, open1 ⊙ open2).
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2.4 Key-Homomorphic PRF

The notion of key-homomorphic PRFs was proposed by Boneh et al. [21], and used in the UE

constructions [25, 27]. Specifically, a key-homomorphic PRF F : K × X → Y is a secure

psedorandom function which satisfy the following property: for every k1, k2 ∈ K, and every

x ∈ X : F(k1, x)⊗ F(k2, x) = F((k1 ⊕ k2), x) where ⊗ and ⊕ are group operations respect

to K and Y . One example construction is to define as y = H(x)x where H(·) is a random

oracle from a bit string to a group element.

2.5 Square-CDH Assumption

Recall the definition of bilinear groups. Let G, GT be bilinear groups of prime order p

equipped with a bilinear map e : G × G → GT . Let g ∈ G be random generators. For an

algorithm B, define its advantage as

AdvSquare-CDH
B (λ) = |Pr[B(g, ga) = ga

2

]

where a←$ Zp are randomly chosen. We say that the Square-CDH (Square Computational

Diffie-Hellman) assumption holds, if for any probabilistic polynomial time (PPT) algorithm

B, its advantage AdvSquare-CDH
B (λ) is negligible in λ, where λ is the security parameter.

2.6 Updatable Encryption

Updatable encryption (UE) is a cryptographic technique that allows periodic updates of the

secret key of encrypted outsourced data. The syntax of UE is defined as follows:

DEFINITION 2.6.1 (Updatable Encryption). The ciphertext-independent updatable encryption

(UE) consists of the following six algorithms

UE = (Setup,Keygen,Enc,Dec,Next,Upd).
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• UE.Setup(1λ) is a randomized algorithm run by the client. It takes the security

parameter λ as input and outputs the public parameter pp which will be shared with

the server. Later all algorithms take pp as input implicitly.

• UE.Keygen(e) is a client-run randomized algorithm. It takes the epoch index e as

input and outputs a secret key ke for the epoch e.

• UE.Enc(ke,m) is a client-run randomized algorithm. It takes the secret key ke and

the message m as inputs, and outputs the ciphertext Ce.

• UE.Dec(ke, Ce) is a deterministic algorithm run by the client. It takes the secret key

ke and the ciphertext Ce as inputs, and outputs the message m or the symbol ⊥.

• UE.Next(ke, ke+1) is a randomized algorithm run by the client. It takes the old secret

key ke of the last epoch and the new secret key ke+1 of the current epoch as inputs

and outputs a re-encrypt token ∆e or the symbol ⊥.

• UE.Upd(∆e, Ce) is a deterministic algorithm run by the server. It takes the re-

encrypt token ∆e and the ciphertext Ce as inputs, and outputs a new ciphertext Ce+1

under the secret key ke+1 or the symbol ⊥.

The correctness of an updatable encryption scheme ensures that the update of a valid ciphertext

Ce from epoch e to epoch e+ 1 leads to a valid ciphertext Ce+1 that can be decrypted under

the new epoch key ke+1. The UE security definitions of IND-ENC and IND-UPD can be

found in [27] and are revisited as follows:

2.6.1 Security models for UE

Here, we present a revisit of the security models IND-ENC and IND-UPD for ciphertext-

independent updatable encryption as proposed in [27]. In these models, the encryption key

evolves with the epochs. In addition to the challenge ciphertext and the encryption oracle, the

adversary is permitted to obtain keys from certain epochs. This is done to reflect the scenario

where the client’s keys are leaked. Furthermore, the adversary is capable of obtaining some

previous versions of the challenge ciphertexts and update tokens, which captures the situation

where previous storage on the server may not have been securely erased in time.
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The challenger initializes a UE scheme with global state (ke,∆e, S, e) where k0 ← UE.Setup(1λ),

δ0 ← ⊥, and e← 0, and S consists of initially empty sets L, L̃, C,K and T . Furthermore, let

ẽ denote the challenge epoch, and eend denote the final epoch in the game.

• L: List of non-challenge ciphertexts (Ce, e) produced by calls to the Oenc or Oupd

oracle. Oupd only updates ciphertexts contained in L.

• L̃: List of updated versions of the challenge ciphertext. L̃ gets initialized with the

challenge ciphertext (C̃, ẽ). Any call to the oracleOnext oracle automatically updates

the challenge ciphertext into the new epoch, which A can fetch via a OupdC call.

• C: List of all epochs e in which A learned an updated version of the challenge

ciphertext.

• K: List of all epochs e in which A corrupted the secret key ke.

• T : List of all epochs e in which A corrupted the update token ∆e.

Adversary is allowed to query encryption oracle Oenc and ciphertext update oracle Oupd

to get data encryption and re-encryption of previous-epoch ciphertext in the current epoch.

Adversary is also allowed to push the key evolving via Onext oracle and corrupt the existing

epoch key and token via Ocorrupt oracle. In the indistinguishability game, adversary is also

allowed to get the update of challenge ciphertext via OupdC̃ oracle.

Oenc(m): On input a message m ∈M, compute C ← UE.Enc(ke,m) where ke is the secret

key of the current epoch e. Add C to the list of ciphertexts L ← L ∪ {(C, e)} and return the

ciphertext to the adversary.

Onext: Upon triggering, the oracle Onext generates new epoch key by running ke+1 ←

UE.Keygen(e + 1), and generates a new update token ∆e+1 by invoking the function

UE.Next(ke, ke+1). The global state is then updated to (ke+1,∆e+1, S, e + 1). If a chal-

lenge query has been previously made, this operation also updates the challenge ciphertext

to the new epoch. Specifically, it executes Ce+1 ← UE.Upd(∆e+1, Ce) for each (Ce, e) ∈ L̃

and adds the resulting pair (Ce+1, e+ 1) to the set L̃ ∪ {(Ce+1, e+ 1)}.
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Oupd(Ce−1): On input ciphertext Ce−1, check that (Ce−1, e − 1) ∈ L (i.e., it is a valid

ciphertext from the previous epoch e− 1), compute Ce ← UE.Upd(∆e, Ce−1), add (Ce, e)

to the list L, and output Ce to A.

Ocorrupt({token, key}, e∗): This oracle models adaptive corruption of the host and owner keys,

respectively. The adversary can request a key or update token from the current epoch or any

of the previous epochs. The oracle responds as follows:

(1) Upon input token, e∗ ≤ e, the oracle returns ∆e∗ , i.e., the update token is leaked.

Calling the oracle in this mode sets T ← T ∪ {e∗}.

(2) Upon input key, e∗ ≤ e, the oracle returns ke∗ , that is, the secret key is leaked.

Calling the oracle in this mode sets K ← K ∪ {e∗}.

OupdC̃: Returns the current challenge ciphertext Ce from L̃. Note that the challenge ciphertext

gets updated to the new epoch by the Onext oracle, whenever a new key is generated. Calling

this oracle sets C ← C ∪ {e}.

Extended sets. Since in RISE both the key update and ciphertext update are bi-directional, we

define the extended sets C∗ and K∗ as follows.

Recall that K∗ denotes the set of epochs in which the adversary has obtained the secret key:

K∗ ← {e ∈ {0, . . . , eend } | corrupt-key (e) = true}

where corrupt-key (e) = true iff: (e ∈ K)∨( corrupt-key (e−1)∧e ∈ T )∨( corrupt-key (e+

1) ∧ e+ 1 ∈ T ).

Define the set C∗ containing all challenge-equal epochs:

C∗ ← {e ∈ {0, . . . , eend } | challenge-equal (e) = true }

where challenge-equal (e) = true iff: (e = ẽ)∨(e ∈ C)∨( challenge-equal (e− 1) ∧ e ∈ T ∗)

∨ (challenge-equal (e+ 1) ∧ e+ 1 ∈ T ∗).

IND-ENC. IND-ENC security ensures that ciphertexts obtained from the UE.Enc algorithm

do not reveal any information about the underlying plaintexts even when A adaptively

compromises a number of keys and tokens before and after the challenge epoch:
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Expind-enc-cpa
UE,A (1λ, b)

1 : k0 ← UE.Setup(1λ)
2 : e← 0; ẽ←⊥; L ← ∅

3 : (m0,m1, state)← AOenc,Onext,Oupd,Ocorrupt(1λ)

4 : proceed only if |m0| = |m1|
5 : ẽ← e

6 : C̃ ← UE.Enc (kẽ,mb) , L̃ ← {(C̃, ẽ)}

7 : b′ ← AOenc,Onext,Oupd,Ocorrupt,OupdC̃(state)

8 : return b′ if C∗ ∩ K∗ = ∅

FIGURE 2.3. The game of IND-ENC for UE

DEFINITION 2.6.2 (IND-ENC). An updatable encryption scheme UE is said to be IND-ENC

secure if for any P.P.T adversary A it holds that∣∣∣Pr[Expind-enc-cpa
UE,A (1λ, 0) = 1]− Pr[Expind-enc-cpa

UE,A (1λ, 1) = 1]
∣∣∣ = negl(λ).

IND-UPD. IND-UPD security ensures that an updated ciphertext obtained from the UE.Upd

algorithm does not reveal any information about the previous ciphertext, even when A

adaptively compromises a number of keys and tokens before and after the challenge epoch

adaptive manner:

DEFINITION 2.6.3 (IND-UPD). An updatable encryption scheme UE is said to be IND-UPD

secure if for any probabilistic polynomial-time adversary A it holds that∣∣∣Pr[Expind−upd−cpa
UE,A (1λ, 0) = 1]− Pr[Expind−upd−cpa

UE,A (1λ, 1) = 1]
∣∣∣ = negl(λ).

2.6.2 One secure construction -RISE.

In this paper, we leverage the homomorphic updatable encryption-RISE [27]. Recall the

RISE construction as follows:

• RISE.Setup(1λ): return pp as public parameter, also an implicit input of the follow-

ing algorithms.
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Expind-upd-cpa
UE,A (1λ, b)

1 : k0 ← UE.Setup(1λ)

2 : e← 0; ẽ←⊥; L ← ∅

3 : (C0, C1, state)← AOenc,Onext,Oupd,Ocorrupt(1λ)

4 : proceed only if (C0, ẽ− 1) ∈ L and (C1, ẽ− 1) ∈ L and |C0| = |C1|
5 : ẽ← e

6 : C̃ ← UE.Upd (∆ẽ, Cb) , L̃ ← {(C̃, ẽ)}

7 : b′ ← AOenc,Onext,Oupd,Ocorrupt,OupdC̃(state)

8 : return b′ if ẽ /∈ T ∗ ∧ C∗ ∩ K∗ = ∅ ∧ if UE.Upd is deterministic, then

9 : A has neither queried OupdC̃ (C0) nor OupdC̃ (C1) in epoch ẽ

FIGURE 2.4. The game of IND-UPD for UE

• RISE.Keygen(e): ke ←$ Z∗p.

• RISE.Enc(ke,m): y = gke , r ←$ Zq, return Ce ← (yr, grm).

• RISE.Dec(ke, Ce): parse Ce = (C1, C2), return m← C2 · C−1/ke1 .

• RISE.Next(ke, ke+1): ∆e+1 ← (ke+1/ke, g
ke+1), return ∆e+1.

• RISE.Upd(∆e+1, Ce): parse ∆e+1 = (∆, y′) and Ce = (C1, C2), r′ ←$ Zq, C ′1 ←

C∆
1 · y′r

′ , C ′2 ← C2 · gr
′ , return Ce+1 ← (C ′1, C

′
2).

The updatable RISE encryption scheme has been proven to be IND-ENC and IND-UPD

secure under the decisional Diffie-Hellman (DDH) assumption [27]. Furthermore, it has

been observed that RISE is homomorphic under its encryption algorithm Enc and decryption

algorithm Dec. Specifically, given two plaintexts m and m′, their respective RISE ciphertexts

are RISE.Enc(ke,m) = (C1, C2) and RISE.Enc(ke,m′) = (C ′1, C
′
2). Then, their product

is computed as RISE.Enc(ke,m) · RISE.Enc(ke,m′) = (C1 · C ′1, C2 · C ′2). The decryption

algorithm of RISE satisfies RISE.Dec(RISE.Enc(ke,m) · RISE.Enc(ke,m′)) = m ·m′.



CHAPTER 3

End-to-Same-End Encryption: Modularly Augmenting an App with an

Efficient, Portable, and Blind Cloud Storage

3.1 Introduction

Modern Apps increasingly leverage cloud services to store and manage their clients’ data.

Email providers, online document platforms, and music libraries that synchronize across

multiple devices are all storing users data in the cloud. Leveraging public cloud storage

services such as Google Cloud Storage, Amazon S3, etc, enables companies to design their

Apps with flexibility and scalability without the need to invest in their own infrastructure.

However, this also significantly increases the risk of leaking client’s information [28]. Indeed,

since the data is owned by the users but collected by the App and stored in the cloud, privacy

has become a serious concern. Naturally, users have the right to demand that their data are

protected, preventing access by illegitimate users, the App provider, or even the operators

of the cloud server storing the content. Unfortunately, popular cloud storage services either

directly store the user data, or keep the decryption key so that the files get decrypted on the

server side every time they are accessed.

Given the remarkable success of cryptography research in areas, such as password-protected

secret sharing [29, 30, 31, 32, 33, 34, 35, 36], password-hardened encryption [37], and

oblivious key management [38], one might naturally assume that these problems have been

solved. However, somewhat unexpectedly, when considering the requirements from real-

world applications, the challenge of augmenting an app with secure and usable cloud storage

remains unresolved.
19
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Portability & cloud-blindness. Portability is an essential feature, as users frequently ac-

cess their content from multiple devices, including mobile phones, laptops, and desktops.

Furthermore, users may lose or break a device or need to transfer their data to a new one,

necessitating data recovery from storage. The cloud and any server could be compromised or

infected with viruses, potentially leaking internal states and inputs to attackers. To protect

user data from a malicious cloud, both the stored data and the user’s secret must remain

hidden from the cloud, preventing any malicious cloud entity from using the user’s secret to

access their data.

A straightforward approach of encrypting data with a strong key and storing it on the user’s

device compromises the essential requirement of user mobility across devices, which is

a primary advantage of utilizing the cloud. Conversely, encrypting data directly with a

password (or a password derived key) that a human can remember, as suggested in [39], poses

a significant security risk. From a security perspective, this method relies on a weak (low

entropy) key, making it vulnerable to offline dictionary attacks by a corrupted cloud or any

entity that breaches the cloud.

This inherent dilemma between cloud-blindness and portability suggests that blind and

portable cloud storage cannot be achieved within the theoretical model that involves only

a single, potentially corrupt, storage provider.1 However, a closer examination of existing

system settings reveals that, besides renting public cloud storage servers, most app providers

such as slack also deploy separate, independently-run servers (corporate or private cloud

components) for routine administration, such as user management. For instance2, Netflix

uses AWS for content delivery and its own infrastructure for user management. Slack

employs AWS for hosting but maintains private servers for account management. Apple

1Indeed, several works, such as Boyen [40], have formally shown that any password-protected portable
storage between a user and one server is always vulnerable to an offline dictionary attack by the malicious server
or hackers who obtain the server’s database. These attackers, holding "known content," can always perform
offline attacks pretending to be the user.

2Netflix Case Study. AWS. https://aws.amazon.com/solutions/case-studies/
netflix/; Slack is where work happens. AWS Case Study. https://aws.amazon.com/
solutions/case-studies/slack/; Apple reportedly signed a deal with Google to use Google
Cloud for iCloud services. The Verge. https://www.theverge.com/2018/2/26/17053926/
apple-google-icloud-deal; Salesforce Now Runs on AWS Infrastructure. AWS Case Study. https:
//aws.amazon.com/solutions/case-studies/salesforce/.

https://aws.amazon.com/solutions/case-studies/netflix/
https://aws.amazon.com/solutions/case-studies/netflix/
https://aws.amazon.com/solutions/case-studies/slack/
https://aws.amazon.com/solutions/case-studies/slack/
https://www.theverge.com/2018/2/26/17053926/apple-google-icloud-deal
https://www.theverge.com/2018/2/26/17053926/apple-google-icloud-deal
https://aws.amazon.com/solutions/case-studies/salesforce/
https://aws.amazon.com/solutions/case-studies/salesforce/
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iCloud combines its own data centers with third-party cloud services for storage and handles

authentication internally. Similarly, Salesforce uses both its data centers and AWS for a hybrid

infrastructure. Therefore, a natural idea is to consider this real-world system model with more

than one independent server.3

Indeed, cryptographic tools like password-hardened encryption (PHE) [37] leverage external

cryptographic services to enhance the security of password-protected storage against external

attackers who might compromise server storage and secrets, limiting their attacks to online

attempts on user passwords. However, PHE does not mitigate threats from internal attackers,

such as a malicious server or server infected with malware leaking internal states to attackers.

In PHE, the user’s password is sent to the storage server and then strengthened into a robust

key by an external "rate limiter" server through a password hardening service [41, 42, 43].

Subsequently, the storage server employs this strong key for encryption and decryption,

thus thwarting external attackers breaching the storage server. Nevertheless, PHE does not

achieve the desired level of cloud-blindness. Put it in another way, the primary objective of

PHE (and password hardening) is to deliver secure services to clients without cryptographic

capabilities, delegating cryptographic operations including password hardening, encryption,

and decryption to the storage server. Therefore, achieving the level of cloud-blindness we

desire surpasses the security model of PHE.

Deployability (compatibility). From a theoretical feasibility perspective, using multiple serv-

ers enables several cryptographic primitives to achieve both cloud-blindness and portability.

Examples include general secure multiparty computation (MPC) such as secret sharing via

mutually authenticated channels between the user and servers, and password-protected secret

sharing (PPSS) [44, 29, 30, 31, 32, 36, 33, 34, 35] with an assumption of server-authenticated

channels or server PKI model. Specifically, a (t, n)-PPSS protocol, a type of MPC protocol

that achieves password-based user authentication and secret sharing, allows a user to distribute

a secret among n servers and later reconstruct it with a password by contacting t+ 1 of these

servers. An attacker compromising up to t servers and controlling all communication channels

3Even with trusted hardware, a careful protocol design is needed, otherwise the vulnerability of trusted
hardware can cause the protocol insecure, as we demonstrate in Sec 3.1.3 about secure backup.
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gains no information about the secret. However, despite their theoretical strengths, these

solutions face significant challenges in terms of deployability in current apps.

All existing PPSS solutions require specific algebraic operations on each server, creating a

significant obstacle for scalable deployment. These operations are not supported by the APIs

of most commercial cloud storage services, which typically offer only basic functionalities.

For instance, services like Dropbox and Amazon S3 generally provide basic APIs for upload,

retrieval, deletion, and access control. Consequently, app providers are forced to use cloud

computing services, such as Amazon EC2, which are significantly more expensive than

non-programmable cloud storage services like Amazon S3. For example, a rough estimation

shows that an app provider with just one million users would have to pay around two million

dollars more if deploying the same secure storage on EC2 instead of S3 for just one month

(see Sec 3.6 for details of the estimation).

In this paper, we consider the architecture with one plain storage server and one App server

(sometimes also called key server), shown in Figure 3.1.

FIGURE 3.1. The architecture.

Built-in App login. Given the limited API support of existing storage services, where the

only supported authentication is password login, it is natural to leverage the app server’s

power to harden the user’s password, as in [45], and use the hardened password to log into the

storage server. This ensures that the storage server cannot launch offline attacks if it becomes

corrupted. However, due to the storage server’s limited API support, this mechanism cannot

be straightforwardly implemented by the storage server to help users authenticate to the app

server without risking offline attacks from a malicious app server. Furthermore, app servers

typically already have password-based login mechanisms in place to authenticate users for

existing services before the secure storage augmentation. This built-in App login mechanism

can weaken the security of the password hardening service because, in the real world, users

often reuse their passwords or slight variations of them [46]. If the app server is corrupted,



3.1 INTRODUCTION 23

the login password might be learned through offline attacks, allowing the adversary to use this

password to breach the secure storage system. Therefore, a new design is required to enable

users to reuse their existing app login credentials without compromising security.

In a nutshell, while one can always design a protocol for the purpose of portable blind cloud

storage, the deployability and built-in App login requirements in a real industrial setting

make such protocols, in fact, not as ready to use and augment existing systems. Note that the

industrial-context constraints, such as economic and engineering overhead are often ignored

in the literature, but become particularly essential in upgrading an already heavily used App

which cannot afford down time or the loss of existing registered users (see Table 3.1). We,

therefore, conclude that we still lack an industrial-system-oriented feasible solution for the

basic question:

How can we efficiently augment apps with cloud-secure (blind) and portable storage

deployable on non-programmable cloud storage services, while ensuring compatibility with

the app’s built-in login mechanisms?

TABLE 3.1. The comparison of different primitives. Portability means that
password is the only secret users need for the system so that they can access the
system at any device they want. Cloud-blindness means that neither corrupted
server can recover the user’s data. Deployability means the system could
deploy on the non-programmable cloud storage. Build-in App login means
the existing App login mechanism for authentication is integrated. One pwd
means that the user only needs to use one password for the secure storage.

PPSS PHE [37] OKMS [38] PBCS
Portability Yes Yes No Yes
Cloud-blindness Yes No Yes Yes
Deployability No No No Yes
Built-in App login No No No Yes
One pwd Yes Yes No Yes

1PHE let the server encrypt and decrypt the message.
2PBCS can also achieve the proactive security (updating the encryption key) by the client invoking the

“Give-and-Take” protocol via new randomnesses. See Section.3.7.
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3.1.1 Our results

We model, design, analyze, implement, and experiment with a novel system named Portable

Blind Cloud Storage/ (PBCS). The system consists of three entities: the user, the cloud

storage server (or data server), and the key server (or app server). It provides data security

against a malicious data server and key server without collusion and aims to achieve four

goals simultaneously: portability, cloud-blindness, deployability, and built-in app login. At

the core of our PBCS system is a “Give-and-Take protocol” that involves the user with their

current device, a data server (plain storage) and a key server (See Fig. 3.2, 3.9, 3.10). More

detailed comparisons with previous works can be found in Section 3.1.4 and Table 3.1.

Portability: PBCS allows the users to securely access their content and log in to the App

on any device using one passphrase. The security and the usability of the system remain

unaffected when some of his devices are lost, as no secret is stored on the user’s device. See

Sec. 3.4 for detailed discussions.

Cloud-blindness: PBCS provides “end-to-same-end” authenticated encryption for the data.

Specifically, the data is semantically secure even against a compromised server and illegitimate

users who do not follow the protocol. Furthermore, neither server can cause the client to

accept tampered data. See security models and analysis in Sec. 3.3.2.

Deployability on non-programmable cloud storage: PBCS minimizes the requirements of

the data server, so that it can be deployed in existing storage services without programmable

support like Amazon S3, Dropbox, etc. In our protocol, the data server only needs to support

password login and basic data storage/retrieval functions. We implement our protocol with

simple optimizations. The simplicity and the essentially “negligible” overhead of our PBCS

system are demonstrated by evaluations conducted in a real network environment with the

data server deployed on Amazon S3. See Sec. 3.6.

Built-in App login: PBCS integrates the App login module, so the user does not need to

enter two separate passphrases for the App login and the secure storage module. This not

only saves engineering overhead, but also minimizes the impact on the user experience after



3.1 INTRODUCTION 25

the secure storage modular has been augmented. Furthermore, it can prevent security issues

when careless users set the two independent passphrases for the login and the storage to be

the same.

3.1.2 Technical overview.

To achieve the four goals simultaneously, there are several challenges to address. From a

security point of view, we need to be particularly careful about potential offline attacks. At a

very high-level, we let client leverage each server to log in to another server, in a way that

data server only needs to support login, while key/App server login can be reused. More

importantly, these logins essentially “force” the adversary to perform online attacks (which

are easier to defend against) instead of offline attacks.

FIGURE 3.2. The data flow of PBCS. 1). the client derives his password by
querying the key server with his passphrase. 2). the client logs in to the data
server with his ID and the derived password. 3). the client logs in to the key
server. 4). the client “shares” his master key. 5). the client encrypts his data
with the master key and deposit the ciphertext to the data server.

User authentication to a plain storage server. A computation-barren storage service like

Dropbox typically supports only a password login mechanism, which rules out PPSS since it

requires the storage server to perform algebraic operations. Our key observation is that the

user can leverage a key server to generate and maintain a high-entropy “password” for logging

into the data server. Inspired by Oblivious PRF techniques such as those in [45, 41, 43], we

enable the key server to provide a service called identity-based password hardening. This

service enables the client to compute a unique pseudo-random string bound to a low-entropy

passphrase and the user’s identity without revealing the passphrase to any server (see Sec.3.2
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for details). The hidden yet binding passphrase ensures cloud blindness and guarantees that

only the correct passphrase can access user data. The clear yet binding identity enables the

key server to implement rate limiting against brute force attacks on the user. The "hardened"

password is then used to register with and later log into the data server (Steps 1 and 2 in

Fig.3.2).

User authentication with a built-in App login. Since users will mostly perform App login

anyway, to use it without threatening the security of passphrase used in secure storage, we

allow the user to use only one passphrase and ensure that the key server cannot learn the

passphrase via App login. More precisely, the passphrase PP will be hardened, while the

actual authentication token t for key server login will be replaced with another one that can

be generated using PP and some randomness sid that is stored in data server. Thus, anyone

who can authenticate themselves to the key server must log in to the data server first (whose

authenticator was hardened using PP for the same id from the key server) and reconstructing

the same t with the randomnesses sid. In this way, the existing App login could be seamlessly

integrated into our “Give-and-Take” protocol. More importantly, logging in to the App and

accessing secure storage are achieved by one protocol with only one passphrase user can

remember.

Detecting malicious behaviors. Either corrupt server may not follow the protocol, hence we

need to detect malicious behaviors of servers. But due to the deployment requirements, we do

not have the luxury of involving non-interactive zero-knowledge (NIZK) proofs like most

of the PPSS schemes [44, 29, 30, 31, 33, 32, 36] (either the proof or the verification) on the

non-programmable cloud storage. In PBCS, we want to provide a lightweight solution by

leveraging authenticated encryption. Specifically, we let data be encrypted by an authenticated

encryption scheme via a master key mk, hence the confidentiality and the integrity of the

data is guaranteed if mk has not been leaked or tampered. However, we also need to protect

mk itself via a KEM 4 where part of the KEM encryption key (the randomness rid) is stored

4Please note that in this thesis, we slightly abuse the standard notion of KEM/DEM that refers to hybrid
encryption in asymmetric setting. We refer to KEM/DEM as key encapsulation mechanism / data encapsulation
mechanism in the symmetric setting, which is similar to [25]’s abuse using AE for both KEM and DEM, also
called AE-hybrid.



3.1 INTRODUCTION 27

on one of the servers. The security properties of standard authenticated encryption will not

trivially hold when the encryption key is modified. To guarantee the integrity of mk, we

introduce a twisted Enc-then-Hash paradigm, enabling the client (decryptor) to verify that the

KEM encryption key has not been modified.

3.1.3 Extended applications

Moreover, instantiating PBCS in different settings can lead to various interesting new ap-

plications. These include not only various applications of PPSS such as password manager

[29] and portable cryptocurrency wallet [34], but also other intriguing scenarios. Below, we

provide three examples.

Secure personal repository. One of the most suitable settings for our PBCS is to keep

personal data secure in the cloud while ensuring availability across devices. Two typical

application examples are shown below: The first involves using PBCS to upgrade a plain

storage service, essentially building a secure shell for the personal cloud storage to achieve

private and portable data access. Concretely, one can deploy an independent key server to do

the key management, leverage the personal storage server (where data is visible only to users

and the server) like Dropbox and Github private repository to provide the storage service,

and wrap the original storage app with a shell to provide access to a private “Dropbox” or

“Github” ensuring that plain data is visible only to the user themselves.

The other example involves upgrading a plain version of a social media App into one having

secure storage at the back end. Indeed, an early version of our protocol was implemented

and deployed by Snapchat as their My Eyes Only module [47, 48, 49]. In the system, the

smartphone transmits encrypted videos to a content server provided by Google Cloud, and

sends corresponding tokens to a key server managed by Snap. The client’s videos are kept

private to both Google and Snap. The PBCS described in this paper significantly improves

upon the preliminary version in both usability and security. Particularly, we allow the data

server to be plain cloud storage server, and reuse the App login, requiring only a single

password after the upgrade.
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Secure backup system for E2EE messaging Apps. Encrypted messengers like WhatsApp

routinely back up users’ text messages and contact lists to cloud servers. These backups

undermine much of the strong security offered by E2EE as they make it much easier for

companies and hackers to obtain users’ plain content. The messaging service WhatsApp,

provides a “secure” backup module based on hardware secure modules (HSMs)[50]. The

protocol will fail to provide security when the HSMs are broken due to various side channel

attacks [51, 52, 53, 54] or subversion of the HSM maker. Because the core of WhatsApp

backup module is running a PAKE protocol between users and HSMs, where WhatsApp

server forwards messages for them in the middle. So, the design security relies on HSM and

users’ password. Once HSM is broken, the backup suffers unlimited offline attack on users’

password. Therefore, even the HSMs are deployed separately from WhatsApp server, the

alone broken of HSM makes the protocol insecure. Instead, PBCS can help users synchronize

their contact lists and chat history in an encrypted manner on a third-party cloud server chosen

by themselves, while only using the App provider’s server or HSM as the key management

server of PBCS. Therefore the contact list can only be accessed by the user with the correct

passphrase on any device. Particularly, even when the App server is corrupted, or the HSM

maker maliciously embedded any backdoor, or any attacker steals the storage of HSM via a

side-channel attack, PBCS can still protect the security of the backup data, unlike WhatsApp’s

backup solution.

Portable personal AI assistant with privacy guarantee. Internet companies increasingly

strive to provide personalized models for their customers based on the data collected over

time from user devices. Traditional methods involve transmitting personal data to the cloud

and training on the dataset to derive a model, then enabling the cloud server to assist whenever

a user logs in to the server and provides new data input. However, at times this raises serious

concerns about user privacy, as well as legal issues such as compliance with the EU General

Data Protection Regulation (GDPR) [55]. Complying with such regulations while maintaining

the utility of the AI assistant is important leading to the suggestion of on-device learning,

as exemplified by “federated learning” [56]. However, restricting the user model to a single

device can be limiting. Using our solution, once a personal model is generated, the user can

securely store their personal AI assistant model in the cloud, and get access to it via any other
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device or when changing devices. Note that in our solution, the user plain data never leaves

the user devices and the user has full control over their data and personal AI assistant model

which remains private when passing across devices.

3.1.4 Other related works

Password hardening (PH), introduced in [41] and modeled in [42, 43], aims to enhance the

security of password login with the help of an additional server that does not collude with

the login server. PH focuses on improving security against external attackers and assumes

the server interacting with users is honest. In contrast, we aim to improve the security of

storage for apps where both servers can be malicious. Another password management system,

SPHINX, proposed in [45], uses a local trusted device to protect password security even if the

password manager is compromised. However, this trusted device does not meet our portability

requirement. Nevertheless, we share a similar technical idea of using Oblivious PRF, and this

paper designs an important building block, IBOPRF, for the PBCS system.

Password-hardened encryption (PHE) [37] is proposed to enhance the security of the password

based cloud storage, although it does not achieve the cloud-blindness as we required. In

PHE, the storage server takes the user password as input and interacts with an external server

called “rate limiter” to “harden” the password to a strong key, and use it to do encryption

and decryption. One advantage of PHE is that the user side does not need to process any

cryptographic computations except transforming the username and password. Another feature

of PHE is that both the crypto server and the storage server can rotate their secret keys to

provide proactive security. However, in contrast to PBCS , the storage server in PHE learns

both client’s decrypted message and password, while in PBCS only the client encrypts and

decrypts data.

One may suggest to tune a bit PHE to achieve PBCS. For example, let the user take over

the client in PHE to interact with rate limiter to finish the authentication to rate limiter and

to derive an encryption key. Then the user retrieve ciphertext from other storage server

and decrypt the ciphertext. This solution suffers two problems. One is that since user can
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authenticate to the rate limiter with the only password, a malicious rate limiter can launch

off-line dictionary attack to break user’s password, so as to user’s data privacy. The other

is that user still needs to authenticate to the extra data server. Similarly, single password

authentication between user and one server suffers from off-line dictionary attack of malicious

server. So it is nontrivial to tune PHE or PH in a straightforward way to achieve PBCS.

Another related primitive is the Threshold Oblivious Key Management Service (Threshold

OKMS) proposed in [38], which helps clients manage secret keys via multiple untrusted

storage servers. However, Threshold OKMS assumes the user is authenticated by any method.

Our portability requirement necessitates password-based authentication to two servers and

password-based secret recovery, which can be achieved by two independent password-based

authentications to two servers and a 2-out-of-2 Threshold OKMS for secret key management.

This design, however, requires three independent passwords, which is inconvenient and

vulnerable since users often reuse similar passwords across different mechanisms [46]. It

is suggested [38] to instantiate OKMS within Hardware Security Modules (HSMs) [57] to

prevent unauthorized queries, but the client-side storage for OKMS makes it non-portable

(this limitation also applies to end-to-end hardware modules [57]).

The PPSS [29, 30, 31, 32, 33, 34, 35, 36] can achieve the portability and the cloud-blindness

as we required, since both systems let a user store secret information among multiple servers

so that she can later recover the information solely on the basis of her password. However,

most of the PPSS designers paid more attentions on the communication round optimization5

instead of the deloyability, the compatibility and the concrete efficiency. When PPSS is used to

augment an App with secure storage, the users need to remember one additional password to

log in to the App. More importantly, PPSS cannot be deployed on a non-programmable cloud

storage which is the main stream (and cheaper) commercial cloud product. Very recently,

Dauterman et al., [59] proposed a system for encrypted mobile-device backups, named

SafetyPin. SafetyPin requires users to remember only a short PIN and defends against brute-

force PIN-guessing attacks using hardware security protections. Since SafetyPin splits trust

over a cluster of hardware security modules (HSMs), it can protect backed-up user data even

5Although some PPSS[33, 58] may save 2 rounds than our PBCS .
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against an attacker that can adaptively compromise many of the system’s constituent HSMs.

However, SafetyPin highly relies on the HSM cluster of the cloud, while our PBCS aims to

be deployed on any commercial storage cloud. We summarize the detailed comparison in

Table 3.1.

3.2 Identity Based Oblivious PRF

The identity based oblivious pseudorandom function (IBOPRF) is an important primitive

underlying our PBCS protocol to insist on a single password. Here we formalize its syntax and

properties to adapt to our PBCS design (though our construction adopts the techniques used

in the password manager SPHINX [45]). We observe that most websites’ and Apps’ login

systems enable the user to choose a really long password which is more than 16 characters,

but the user usually cannot remember such a long password. Inspired by the oblivious

pseudorandom function (OPRF) [60, 61, 33] and the password hardening service [41, 43],

we allow the user to leverage the IBOPRF service to generate a long and high-entropy login

password from the short passphrase people can remember.

3.2.1 Syntax

Different from the traditional OPRF, the IBOPRF is a protocol between one server and

multiple clients. The server holds a master key msk while each client holds an unique identity

id. Different from the password hardening service in [41, 43], IBOPRF is a service that

faces the end-users directly, instead of a three party protocol between the end users, the client

(which may be a web server that performs password-based authentication of end users) and a

hardening service provider. It is also different from the existing industrial password manager

service like the Chrome [62] and the iCloud Keychain [63] ones, the IBOPRF server itself

will not learn the user’s passphrase or the login passwords.

The IBOPRF server computes a specific PRF key kid for each identity id, and let the client

obliviously compute the PRF value Fkid(x) on his input x via interactions with the server.

Later Fkid(x) can be encoded into a long password. After the communication, on the one
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hand, the server cannot learn the client’s input x nor predict the final output Fkid(x). On the

other hand, any client cannot compute the correct PRF value without communicating with the

server.

The IBOPRF is a challenge-response protocol between a client and a server with the following

syntax.

- Setup(1λ)→ (pp,msk) : Given the security parameter λ, generate the public parameter pp

and the server’s master secret key msk.

- CEval1(pp, id, x)→ (ch, st): When inputs the public parameter pp, identity id and a secret

input passphrase x, the client computes a challenge ch and an internal state st.

- SEval(pp, id, ch,msk)→ rp: When the server receives an identity id and a challenge ch

from the client, the server computes a response rp according to the public parameter pp and

his master secret key msk.

- CEval2(pp, id, rp, st) → y: When the client receives the response rp from the server, he

will retrieve the internal state st and compute the function output password y according to the

public parameter pp and the identity id.

3.2.2 Security properties

The IBOPRF should guarantee the following properties

Uniqueness. If all parties follow the protocol, the client will learn a unique output y =

Fk(id, x), i.e., the client will never output y′ ̸= y for same id and x.

Pseudorandomness. Intuitively, pseudorandomness captures the security of IBOPRF against

other malicious clients who did not corrupt the server but can arbitrarily query the server. It

guarantees that those clients cannot distinguish y = Fk(id
∗, x∗) from a random string r for

a chosen identity id∗ and a secret input x, , even though he can arbitrarily query the server.

More precisely, we have the following definition.
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DEFINITION 3.2.1. let D be the distribution of input x and B be the maximum number of the

adversary to query the server with identity id∗. If the minimum entropy of the distribution is

d, we call an IBOPRF with (ϵ, d, B)-pseudorandomness if the probability of a probabilistic

polynomial time adversary to win the game in the left side of Fig. 3.3 is ϵ.

Pseudorandom IBOPRFA

1 : b←$ {0, 1}

2 : (pp,msk)←$ Setup(1λ)

3 : id∗ ←$ {0, 1}λ

4 : x∗ ←$ D
5 : (ch∗, st∗)←$ CEval1(pp, id

∗, x∗)

6 : rp∗ ←$ SEval(pp, id∗, ch∗,msk)

7 : y0 ←$ CEval2(pp, id
∗, rp∗, st∗)

8 : y1 ←$ {0, 1}λ

9 : b′ ←$ AS()(id∗, yb, pp)

10 : return b = b′

Oracle S(id, ch)
1 : if id ̸= id∗

2 : rp←$ SEval(pp, id, ch,msk)

3 : return rp

4 : else

5 : if i < B

6 : rp←$ SEval(pp, id∗, ch,msk)

7 : i = i+ 1

8 : return rp

9 : else return ⊥

Oblivious IBOPRFA

1 : b←$ {0, 1}
2 : (pp,msk)←$ Setup(1λ)

3 : id∗ ←$ {0, 1}λ

4 : x∗ ←$ D
5 : (ch∗, st∗)←$ CEval1(pp, id

∗, x∗)

6 : (rp, s)←$ A(pp,msk, id∗, ch∗)

// s represents A’s state

7 : y0 ←$ CEval2(pp, id
∗, rp, st∗)

8 : y1, . . . , yt ←$ AC()(pp,msk, s)

9 : if for i = 1, . . . , t

10 : yi = y0

11 : return 1

12 : else return 0

Oracle C(·)
1 : (ch, st)←$ CEval1(pp, id

∗, x∗)

2 : return ch

FIGURE 3.3. The pseudorandomness and obliviousness of the IBOPRF. D is
the distribution of input x and B is the maximum number of the adversary to
query the server with identity id∗.

Obliviousness. It models the security of IBOPRF against the malicious server. Obliviousness

guarantees that a malicious server cannot predict y for a fixed id and an unknown input x,

even if it can interact with the honest client holding id and x multiple times. More precisely,

we have the following definition.
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DEFINITION 3.2.2. Let D be the distribution of input x, where d is the min-entropy of the

input distribution D. We call an IBOPRF with (ϵ, d, t)-obliviousness if the probability of the

successful guess in the game in the right side of Fig. 3.3 is less than ϵ when the adversary

could make t different guesses for y.

3.2.3 Construction

The IBOPRF could easily be constructed in the random oracle model. Our design is inspired

by the 2HashDH protocol in [34].

- Setup(1λ): Choose a prime p which is λ-bit long. The input passphrase space and the output

password space are within {0, 1}l and {0, 1}λ, respectively. The hash function H1 is from

{0, 1}l to Zp. The hash function H2 is from ID × {0, 1}λ to Z∗p. The hash function H3 is

from {0, 1}l × Zp to {0, 1}λ. Form the public parameter pp = (p,H1,H2,H3). And pick the

master secret key msk ←$ {0, 1}λ.

- CEval1(pp, id, x): On input the identity id and the passphrase x, the user picks st←$ Z∗p as

the internal state and sends ch = Hst
1 (x) to the server.

- SEval(id, ch,msk): Given the identity id, the server computes the client-specific PRF key

kid = H2(id,msk). Then the server generates the response rp = chkid .

- CEval2(id, rp, st): On message rp from the server, the client verifies rp ∈ ⟨g⟩. If the test

passes, then the client retrieves the secret state st and returns y = H3(x, rp
1/st).

3.2.4 Security analysis

We will show the IBOPRF construction in Sec.3.2.3 satisfies the security three properties:

uniqueness, pseudorandomness and obliviousness.

Uniqueness. The uniqueness is obvious, since the function’s output is y = H3

(
x,H1(x)

H2(msk,id)
)
.

Pseudorandomness. The pseudorandomness comes from the (N,Q) one-more Diffie-

Hellman assumption [33, 34], which states that for any polynomial time adversary A,
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Prk←$Z∗
p,gi←$G[A(·)k,DDH(·)(g, gk, g1, . . . , gn) = S] is negligible, where S = {(gjs , gkjs)|S =

1, . . . , Q+1}, Q is the number ofA’s queries to the (·)k oracle, and js ∈ [N ] for s ∈ [Q+1].

In other words, suppose A is allowed to query with a “kth power” oracle with Q times and a

DDH oracle with polynomial queries. The assumption claims that although the A is allowed

to compute the kth power of any Q of the N elements via quering (·)k oracle, A computes

the kth power of any Q + 1 of the N elements (i.e. computes the kth power of “one more”

element) is negligible.

Concretely, for our construction of IBOPRF, note that H1, H2 and H3 are modeled as random

oracles. If the adversary has never queried with (id∗, ·) on the oracle S(), that is, no query of

random oracle H2(id
∗,msk), so kid∗ is completely random. Otherwise, A has queried with

(id∗, ·) on the oracle S() no more than B times and the challenger C responds using kid, which

is exactly the case that (N,Q) one-more Diffie-Hellman assumption captures, where k is

represented with kid. Moreover, in this case, if the adversary has not queried (x∗,H1(x
∗)kid∗ )

to the random oracle H3, the value y should be indistinguishable from a truly random value

to the adversary, otherwise, adversary can leverage the advantage of distinguishing two

values to break the (N,Q) one-more Diffie-Hellman assumption. So we could conclude

that a successful adversary must have queried x∗ to H1 and be able to compute H1(x
∗)kid∗ .

Assume that the adversary has queried H1 with q times. Since the adversary is only allowed to

query the oracle S() with id∗ with B times, according to the (q, B) one-more Diffie-Hellman

assumption the adversary can at most get B tuples with the form (x,H1(x)
kid). That means

the adversary must get the correct x∗ within B guesses. So the probability is O(B/d).

Obliviousness. The obliviousness is easy to get when we model H1 and H3 as the random

oracle. To get the correct y, the adversary must guess the correct input x∗. The probability to

get the correct x∗ within t guesses is less than O(t/d).

Concretely, adversary can make at most t guesses on the IBOPRF output. Adversary can query

C() to get ch = Hst
1 (x

∗) where H1 is modeled as random oracle to map x∗ to a random new

output and st is randomly selected from Z∗p, so ch does not leak any information of x∗. The

target value y0 = H3(x
∗,Hkid

1 (x∗)) is unpredictable to the adversary due to the random oracle

property of H3 if adversary does not guess x∗ correctly. So, adversary can only randomly
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guess x∗. Therefore, the probability of correct guess is less than O(t/d) via at most t guesses

on the all possible d values.

3.3 Architecture and Definition

As we explained in the introduction, we aim to upgrade an existing App (having a non-

programmable cloud storage) with a secure storage function while minimizing the influence

on usability. Therefore, the PBCS fully leverages the existing infrastructure of a typical

App. Specifically, a typical App[64, 48, 65] (maybe without the secure storage) may use a

management server to administrate its service. To provide more storage space for each client,

the App usually registers and maintains an account on the cloud server for each individual user.

When the user wants to deposit or retrieve his large files, the App will help him to log in to his

cloud storage account via his identity and password. After login, the client can freely deposit

data to or retrieve data from the cloud. To be compatible with the existing App architecture,

the PBCS system involves three parties: a client U (or user) who deposits/retrieves data, a

data server D (cloud storage server) which stores the encrypted data, and a key server K

(administrative server) which offers key management services (See Fig. 3.2).

As in standard practice, the PBCS system consists of two parts, i.e., the key encapsulation

mechanism (KEM) which lets a client distributively generate and store a strong master key

mk with the help of the two servers; and the data encapsulation mechanism (DEM) to encrypt

the actual content with mk. The DEM part can be easily instantiated through any standard

authentication encryption; and the confidentiality and integrity of the content depend on the

security of the master key. In the following, we will focus on the KEM part as the DEM part

can be trivially augmented. For a concrete example of walking through the whole system, we

refer to Sec. 3.4.2.

3.3.1 Syntax of the KEM Part

Our PBCS fully leverages the login mechanism of the servers. Specifically, the KEM part of

PBCS consists of three procedures: Register, Give and Take. The Register procedure enables
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a client with identity id and passphrase PP to register an account on the cloud server with the

help of the key server. In the Give procedure, the client first logs in to his account on the cloud

server, and chooses a master key mk, then distributively deposits mk to the cloud server and

the key server. In the Take procedure, the client retrieves the master key mk by logging in to

the cloud server and interacting with the two servers via PP . Note that the client only needs

to remember the passphrase PP during all procedures. We first give a formal definition.

DEFINITION 3.3.1. A KEM part of our Portable Blind Cloud Storage system is a tuple of

interactive procedures (Register, Give,Take) after setup, each of which is meant to be

run among three parties (modeled as interactive Turing machines): a user U , a key server

K and a data server D. Each of them has three subroutines, i.e., (URegister,UGive,UTake),

(KRegister,KGive,KTake) and (DRegister,DGive,DTake) for each procedure Register, Give and

Take. In a PBCS system, the key server K and the data server D will maintain their states sK

and sD, respectively:

Setup: The key server and the data server generate their public parameters ppK and ppD, and

secret parameters spK and spD, respectively. Moreover, the servers will initiate their internal

states sK and sD.

Register: The client chooses his id and a passphrase PP . Given the public parameters ppK

and ppD, the client will interact with the two servers and create an account on the cloud server.

If succeeds, the two servers will update their states sK, sD, accordingly.

Give: The client takes his id, the passphrase PP and the servers’ public parameters ppK, ppD

as inputs. The servers take their states sK, sD and secret parameters spK, spD as inputs,

respectively. If succeeds, the client obtains a randomly generated mk and the servers update

their states sK and sD incorporating the shares regarding mk respectively.

Take: In this procedure, the client retrieves the stored master key mk, which would be used

later in the DEM part. The client inputs id, PP and the servers’ public parameters ppK

and ppD, while the servers input their states sK and sD and secret parameters spK and spD,

respectively. If succeeds, the servers update their states sK and sD respectively.
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3.3.2 Security Threats and Models

The PBCS system should guarantee both the confidentiality and integrity of the stored data

against illegitimate users, the corrupted key server, or the corrupted data server. Specifically:

- The illegitimate user without the correct passphrase can not learn the storage data, nor let the

user accept forged data;

- If any one of the servers is malicious, he can not learn the storage data nor let the user accept

forged data even if he does not follow the protocol;

- Even both servers are corrupted, the security of data falls back the best possible security in

the single-server setting.

However, the denial of service attacks are out of scope of our security model. Furthermore,

PBCS is designed for the running environment where only the servers have the certificates

issued by PKI, but the clients do not. Accordingly, a sever-only authenticated and confidential

channel [66, 67] can be established between the honest users and servers via TLS. So the

adversary is allowed to impersonate any client in front of the server, but can not read or alter

the communication between the honest client and the honest server.

Security Models. When the DEM part is instantiated via a standard authenticated encryption,

the confidentiality and the integrity of the content in PBCS depend on the security of the

master key, so here we only consider the formal security models for the KEM part. Now we

will provide models to capture the master key’s confidentiality and integrity.

We provide four security properties to formalize the confidentiality of the master key against

illegitimate users, against either compromised key server (or data server) and even against

two compromised servers. We first consider the situation that the adversary corrupts some

illegitimate users, and propose the IND-EXA security (here EXA denotes EXternal attackers)

in Def. 3.3.2. Then we consider the situation in that the adversary corrupts the key management

server and other users (with identities different from the victim), and propose the IND-CKS

security (here CKS denotes Compromised Key Server) in Def. 3.3.3. Similarly, we then



3.3 ARCHITECTURE AND DEFINITION 39

model security against the compromised data server, which we call IND-CDS security (CDS

denotes Compromised Data Server), by switching the role of K and D. Finally, we consider

the situation that two servers collude, and define the IND-CBS security against collusive

servers (here CBS demotes Collusive Both Servers).

We note that the security against a compromised key (or data) server implies the security

against illegitimate users, because the compromised server himself can disguise as an ille-

gitimate user, so attackers who can compromise one server are more powerful than those

only compromise illegitimate users, and the security under the same goal but against more

powerful attackers is stronger; Also, the security in case that both servers got compromised

falls back to the single server case. We defer more security discussions to the end of this

section.

Modeling illegitimate users We first provide an experiment in Fig. 3.4 to capture the security

against illegitimate users. During the experiment, the challenger simulates the data server D,

the key management server K and one client Uid∗ with the challenge identity id∗, while the

adversary can register as clients with arbitrary id except id∗, that captures the illegitimate

users setting. During the experiment, the adversary A can arbitrarily communicate with

two servers for arbitrary times, but he cannot obtain the internal state of the challenge client

id∗. The goal of the adversary A is to distinguish the master key mk0 generated through the

protocol between D, K and Uid∗ , or a random master key mk1. The formally definition should

be as follows.

DEFINITION 3.3.2 (Secure against an External Attacker). Let PBCS be a Portable Blind

Cloud Storage scheme under security parameter λ. Consider the interactive game in Fig.3.4

between an adversary A and a challenger C, parameterized by a bit b. The challenger, over

the course of the experiment, simulates a data server D, a key management server K and a

challenge client id∗ according to the design of the protocol. Let d denote the min-entropy of

the passphrase PPid∗ . We say that an PBCS is secure against an external attacker for the

security parameter λ if there exists a negligible function such that for all P.P.T adversaries A

it holds that

Pr[ExpIND-EXA
A (1λ, 1d) = 1] ≤ 1

2
+ Adv(d) + negl(λ),
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IND-EXA Game
1 : b←$ {0, 1}
2 : Generate the data servers’ parameters (ppD, spD) and the key servers’ parameters (ppK, spK)
3 : A arbitrarily switches in the following two modes:

Mode 1: (·, sD)←$
〈
A() ⇆ DRegister(sD)

〉
// A can register D with arbitrary identity id and authenticator αid

// After interaction, the challenger C updates D’s global state sD

Mode 2: (sK, sD, ·)←$
〈
KGive/Take(sK),DGive/Take(sD),A(·)

〉
// A interacts with K and D by sending any messages as a client

// A assign K and D to execute any procedures (Give,Take)

// A views all the responses from K and D back to the client

// The challenger C updates K and D’s global state sK, sD

4 : id∗ ←$ A
5 : sid∗ ←$ C
6 : (·, sD)←$

〈
URegister(id

∗) ⇆ DRegister(sD)
〉

7 : A arbitrarily switches in the following two modes:

Mode 1: (·, sD)←$
〈
A() ⇆ DRegister(sD)

〉
Mode 2: (sK, sD, ·)←$

〈
KGive/Take(sK),DGive/Take(sD),A(·)

〉
// Similar to Step 2

8 : (sK, sD,mk0)←$ ⟨KGive(sK),DGive(sD),UGive(id
∗, PP )⟩

9 : mk1 ←$ {0, 1}∗

10 : A arbitrarily switches in the following two modes:

Mode 1: (·, sD)←$
〈
A(mkb) ⇆ DRegister(sD)

〉
Mode 2: (sK, sD, ·)←$ ⟨KGive(sK),DGive(sD),A(mkb)⟩
Mode 3: (sK, sD, ·)←$ ⟨KTake(sK),DTake(sD),A(mkb)⟩

if b = 0 ∧mk′ ̸= ⊥ thenmk∗ = mk′

if b = 1 ∧mk′ ̸= ⊥ thenmk∗ = mk1

if mk′ = ⊥ thenmk∗ = ⊥
A ← mk∗

// Similar to Step 2

11 : b′ ←$ A // After interaction, A outputs the guess b′

12 : return b = b′

FIGURE 3.4. The IND-EXA game.
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where Adv(d) is the ideal security inherited for guessing PPid∗ , which is O
(

1
2d

)
for a small

constant.

Modeling the compromised key server. Our IND-CKS experiment is similar to the game-

based definition of PPSS in [33]. Intuitively, during the IND-CKS experiment (Fig.3.5), the

challenger C simulates data server D and the challenge client (with identity id∗), while the

adversary A plays the roles of the key server K as well as other clients. A can arbitrarily

invoke the (Register,Give,Take) procedures. Also she can adaptively register new accounts

on the data server. The challenger simulates the procedure that the challenged client deposits

a master key. The adversary, who controls the corrupted key server and deviates the protocol,

aims to distinguish this master key from a random key. A slight difference of the IND-CKS

experiment with the PPSS [33, 34] is that PPSS requires the adversary cannot impersonate the

honest client in front of the honest server in the initiation phrase, but the IND-CKS experiment

the adversary can impersonate the target client in front of servers. More precisely, we have

the following definition.

DEFINITION 3.3.3. (Master key confidentiality against the compromised key server.) Consider

the following interactive game ExpIND-CKS
A in Fig. 3.5 between an adversaryA and a challenger

C, parametrized by security parameter λ and a bit b.6 Let n denote the min-entropy of the

passphrase PPid∗ .7 We say that a PBCS scheme is secure against the compromised key

management server if there exists a negligible function s.t. ∀ P.P.T adversary A it holds that

Pr
[
ExpIND-CKS

A
(
1λ, 1n

)
= 1
]
≤ 1

2
+ Adv(n) + negl(λ)

where Adv(n) is the ideal security inherited for guessing PPid∗ , which is O
(

1
2n

)
.To make the

model meaningful, we assume that the adversary will cause a certain number (polynomially

bounded) of failures, but the Give procedure of the challenge client will eventually succeed

and a master key will finally be generated.

6For two P.P.T interactive algorithms P1 and P2, we denote by (a, b)←$ ⟨P1(x),P2(y)⟩ the event that P1

and P2 engage in an interactive protocol with P1’s input x and P2’s input y, and produce local outputs a and
b, respectively. Similarly, we denote by (a, b, c) ←$ ⟨P1(x),P2(y),P3(z)⟩ for the corresponding three-party
interaction among P1,P2,P3.

7Note that n may not directly equal to the length of the passwords, since the distribution of passwords is not
uniform [68, 69].
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IND-CKS Game
1 : b←$ {0, 1}
2 : Generate the data server’s (ppD, spD)
3 : ppK ←$ A
4 : A arbitrarily switches in two modes:

Mode 1: (·, sD)←$
〈
A(),DRegister(spD, sD)

〉
// A can register on D with arbitrary identity id

Mode 2: (sD, ·)←$
〈
DGive/Take(spD, sD),A(·)

〉
// A interacts with D while pretending as K or clients with any id, and assigns D to execute any procedures (Give,Take)

5 : id∗ ←$ A(·) // The adversary chooses the challenge user id∗

6 : PPid∗ ←$ C // Choose the passphrase for the challenge user.

7 : A arbitrarily switches in three modes:

Mode 1: (·, sD, ·)←$ ⟨UGive(id
∗, PPid∗ , ppK, ppD),DGive(spD, sD),A(·)⟩

// A interacts with D and Uid∗ arbitrarily as K, and views their responses

// D and U(id∗, PPid∗) only execute the Give procedure. At this stage U has not generated mk successfully yet

Mode 2: (sD, ·)←$
〈
DGive/Take(spD, sD),A(·)

〉
// Similar to Mode 2 in Step 4

// A may also pretend to be Uid∗ but without knowing PPid∗

Mode 3: (·, sD)←$
〈
A() ⇆ DRegister(spD, sD)

〉
// A can register D with arbitrary identity id ̸= id∗

8 : (mk0, sD, ·)←$ ⟨UGive(id
∗, PPid∗ , ppK, ppD),DGive(spD, sD),A(·)⟩

9 : mk1 ←$ {0, 1}∗

10 : A ← mkb

11 : A arbitrarily switches in three modes:

Mode 1:
(
mk′, sD, ·

)
←$ ⟨UTake(id

∗, PPid∗ , ppK, ppD),DTake(sD),A()⟩
if b = 0 ∧mk′ ̸= ⊥ thenmk∗ = mk′

if b = 1 ∧mk′ ̸= ⊥ thenmk∗ = mk1

if mk′ = ⊥ thenmk∗ = ⊥
A ← mk∗ // The adversary learns mk∗

// A interacts with D and Uid∗ arbitrarily as K and views their responses

Mode 2: (sD, ·)←$
〈
DGive/Take(spD, sD),A()

〉
// Similar to Mode 2 in Step 4

// A may also pretend to be Uid∗ but without knowing PPid∗

Mode 3: (·, sD)←$
〈
A() ⇆ DRegister(spD, sD)

〉
// A can register D with arbitrary identity id

12 : return b = b′ where b′ ←$ A()

FIGURE 3.5. The IND-CKS game. The challenger C simulates the data server
D and the target client Uid∗ .
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Modeling the compromised data server The IND-CDS experiment is similar to the IND-

CKS experiment in Fig. 3.5. C, over the course of the experiment, simulates a key server D

and the target client with identity id∗ according to the protocol. A can choose to play the

role of a client with any identity except id∗ or the data server K. A’s capability captures the

setting that the data server and other illegitimate users are compromised. The main difference

with IND-CKS presented in the main body is that the adversary can register any identity by

himself without interacting with the challenger, since he plays both the roles of the data server

and illegitimate clients.

DEFINITION 3.3.4. (Master key confidentiality against the compromised data server.) Con-

sider the following interactive game ExpIND-CDS
A in Fig. 3.6 between an adversary A and a

challenger C, parametrized by security parameter λ and a bit b. Let the min-entropy of the

passphrase PPid∗ and the authenticator αid∗ be denoted by n and m respectively. We say that

an PBCS is secure against the compromised key management server if ∀ P.P.T adversary A it

holds that

Pr
[
ExpIND-CDS

A
(
1λ, 1n, 1m

)
= 1
]
≤ 1

2
+ Adv(n) + negl(λ),

where Adv(n) is the ideal security inherited for guessing PPid∗ , which is O
(

1
2n

)
.

Modeling colluding servers. Similarly we have the following definition for the security

against the adversary who compromise both servers. The challenger only acts as the target

client with identity id∗ to interact with two compromised servers taken by the A who also

acts as illegitimate users, which models the security against collusive servers.

DEFINITION 3.3.5 (Secure against collusive servers). Let PBCS be a Portable Blind Cloud

Storage scheme under security parameter λ. Consider the following interactive game in Fig.

3.7 between an adversary A and a challenger C, parameterized by a bit b. The challenger,

over the course of the experiment only simulates a challenge client id∗. Let d denote the

mini-entropy of the passphrase PPid∗ . We say that an PBCS is secure against collusive

servers for the security parameter λ if there exists a negligible function such that for all P.P.T
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IND-CDSAEnc
1 : b←$ {0, 1}
2 : msk ←$ C
3 :

(
·,LK

)
←$ ⟨A,KTake/Give(LK)⟩

4 : id∗ ←$ A, PPid∗ ←$ χ

5 : pwdid∗ = Fmsk(id
∗, PPid∗)

6 : A arbitrary switches between the following modes

Mode 1:
(
·,LK,⊥

)
←$
〈
A(pwdid∗),KGive(LK),CGive(id

∗,pwdid∗)
〉

Mode 2:
(
·,LK

)
←$
〈
A(pwdid∗),KTake/Give(LK)

〉
7 : (sid∗ , rid∗ , hid∗)←$ {0, 1}λ

8 : mk0 ←$ {0, 1}∗

9 : tid∗ = KDF1(sid∗ , PPid∗)

10 : k1,id∗ = KDF2(rid∗ , PPid∗)

11 : k2,id∗ = KDF3(rid∗ , PPid∗)

12 : ct = Enckid∗ (mk0)

13 :
(
LK, 1

)
←$
〈
KGive(LK)← (id∗, tid∗ , ct, hid∗)

〉
14 : mk1 ←$ {0, 1}∗

15 : A ← (sid∗ , rid∗ , hid∗)

16 : A arbitrary switches between the following modes

Mode 1: (·,LK, ·)←$
〈
A(mkb,pwdid∗),KTake(LK),CTake(id

∗, αid∗ , PPid∗)
〉

if b = 0 ∧mk′ ̸= ⊥ thenmk∗ = mk′

if b = 1 ∧mk′ ̸= ⊥ thenmk∗ = mk1

if mk′ = ⊥ thenmk∗ = ⊥
A ← mk∗

Mode 2:
(
·,LK

)
←$
〈
A(mkb,pwdid∗),KTake/Give(LK)

〉
17 : b′ ←$ A
18 : return b = b′

FIGURE 3.6. The security game against the compromised data sever.

adversaries A it holds that

Pr
[
ExpIND-CBS

A (1λ, 1d) = 1
]
≤ 1

2
+ Adv(d) + negl(λ),

where Adv(d) is the ideal security inherited for guessing PPid∗ , which is O
(

1
2d

)
for a small

constant.
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IND-CBS Game
1 : b←$ {0, 1}
2 : id∗ ←$ A
3 : (sid∗ , ·)←$

〈
URegister(id

∗),A
〉

4 : PP ←$ C
5 : (·,mk0)←$ ⟨A,UGive(id

∗, sid∗ , PP )⟩
6 : mk1 ←$ {0, 1}∗

7 : (·, ·)←$ ⟨A,UTake(id
∗, sid∗ , PP )⟩

if b = 0 ∧mk′ ̸= ⊥ thenmk∗ = mk′

if b = 1 ∧mk′ ̸= ⊥ thenmk∗ = mk1

if mk′ = ⊥ thenmk∗ = ⊥
A ← mk∗

8 : b′ ←$ A
9 : return b = b′

FIGURE 3.7. The IND-CBS game.

Some security discussions. Note that our PBCS system provides a similar level of the

security as PPSS, i.e., an attacker breaking into any one of these servers learns nothing about

the secret (or the password). Our definition aims at capturing the soundness property as

PPSS [33, 34] as well. The soundness means that one malicious server cannot make the

user to accept a tampered master key in the Take procedure. Therefore, the adversary in our

model not only can learn a master key mkb after a successful Give (mkb could be a real key

mk0 or a random key mk1 according the flip coin b), but also is given a master key version

mk∗ after a successful Take procedure. If the scheme does not satisfy the soundness, the

malicious adversary could make the client get a tempered master key which not equals to the

one generated in the Give procedure, and then the adversary can distinguish his view is the

real key or the random one by comparing mkb and mk∗.

Specifically, when the challenge client Uid∗ successfully retrieved a master key mk′ in the

Take procedure (even mk′ may not equal to the master key mk0 generated in the Give

procedure), our model allow the adversary to learn mk′ when b = 0 and give him mk1 when

b = 1. If there exists A who successfully attack soundness then B can run A and output 0 if
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the challenge client outputs mkb in Give and mk∗ in Take are the same, and 1 otherwise: If

A breaks soundness then B breaks the IND-CKS security.

3.4 Construction

We now describe the details of the KEM part of our PBCS. Since the DEM part which carries

the actual content can be augmented trivially, the KEM part becomes the most challenging

design.The first challenge of designing our PBCS system lies on how to derive a simple user

authentication solution which could be deployed on non-programmable cloud storage service.

The second challenge is to integrate the App login mechanism in the secure storage module,

so the user can leverage one password to log in to the App and access the secure content.

Moreover, we also need to be careful that the malicious server may intentionally modify the

storage data.

Simple cloud server authentication. To avoid heavy primitives that cloud storage APIs

may not support, we need a simple way for the cloud server to authenticate the client. Note

that we can not let the user directly use his passphrase to log in to the cloud server, since

this passphrase will also be used to log in to the App and must be hidden to the cloud

server. However, we observe that the existing login mechanism usually supports a very long

password, which could be more than 16 characters and decoded into a 128 bits length string.

Although it is crazy to require a person to remember such a long password, the client can

generate the long password from a short passphrase via an IBOPRF service provided by the

key server. Hence the user only needs to remember a short passphrase instead of the long

password. Moreover, although the IBOPRF service is public to all clients as well as the

data server (since to compute the password hardened value does not need login in advance),

the pseudorandomness guarantees that the low entropy passphrase is still kept secret to the

(malicious) data server when he blindly queries the IBOPRF limited times with the same

identity. The obliviousness of the IBOPRF guarantees that the key server also cannot learn

the passphrase. Compromising one server does not help to authenticate to the other. Since our

“Give-and-Take” protocol only involves the basic account register/login and TLS on the cloud
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server side, it can be directly deployed on a commercial cloud storage services like Dropbox

or AWS S3.

Integrating App login into PBCS is not only the requirement of minimizing the influence

on the user experience, but also important for the security. Indeed, users often reuse their

passwords or use slight variations [46] on different services. To solve this problem, the

user can not use the remembered passphrase to log in to the key server directly, since this

passphrase is also used to log in to the cloud server and needed to be hidden to the key server.

Our idea is to make the App login to be naturally accomplished in the meantime of that the

“Give” or “Take” protocol is executed. Precisely, the client will generate an authentication

token as the App login password from a high entropy randomness sid and the passphrase PP .

The high entropy randomness sid is stored on the data server. In the “Give” or “Take” protocol,

the client will authenticate himself to the key server by directly inputting this authentication

token to the existing App login module8, hence the client could simultaneously login the App.

Moreover, since a compromised key server can not learn the passphrase, he can not log in to

the data server and break the security of the private content.

Integrity guarantee. When the master key is fixed, the integrity of the content can be trivially

protected by the authenticate encryption used in the DEM part. However, a malicious server

may intentionally violate the protocol and let the client accept a modified master key. This

is out of the scope of the security property of the traditional authentication encryption. To

guarantee the integrity of the master key against a malicious key server, one may suggest to

use authentication encryption to encrypt the master key mk. When the key server keeps the

authentication ciphertext of mk instead of a piece of mk shares. However, the encryption key

k of mk is stored on the data server and can be modified. To solve this problem, we let k be

derived from the the randomness rid stored by the data server and invent a novel method to

verify that rid is not modified by the malicious data server. Specifically, we tear the encryption

key into two parts: k1 and k2. k1 and k2 are both derived from rid and the passphrase PP

but via two different random oracles KDF2 and KDF3. k1 is used to encrypt mk and get the

ciphertext ct, while k2 is used to derive a HMAC with the form τ = H4(ct, k2). Both ct and τ

8The App login password is encoded from the authentication token which is a long bit string.
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K(msk,LK) C(id, PP ) D(LD)
r ←$ Zm

if a ∈ ⟨g⟩ id, a a = Hr
1(PP )

kid = H2(msk, id)

b = akid b pwd = H3(PP, b1/r) id & pwd if LDid = ∅

βid = AuthReg(id,pwd)
Login(id,pwd, βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

sid ←$ {0, 1}λ sid LDid ← (sid, ∗, ∗)

γid = AuthReg(id, t) id, t t = KDF1(sid, PP )

FIGURE 3.8. The Register procedure. The client derives the password pwd
from the IBOPRF with his passphrase PP and uses it to run AuthReg to
register to the data server who obtains and stores the login sub βid for the
future login verification. Also the client derives the authentication token t from
PP and a randomness seed sid. Later sid will be deposited to the data server. t,
as the App login password, will be registered to the key server who obtains and
stores the login stub γid for the future login verification. The boxed message
means they are protected by TLS. The security requires the number of calling
the IBOPRF service for one specific id on the key server side is bounded.

are stored on the key server side. If the data server provides a tampered r′id, the client will

generate a wrong k′2. So when the key server sends back the tag τ , a false randomness r′id will

lead the tag verification fails, i.e., τ ̸= H4(ct, k
′
2). Note that the tuple of the IND-CPA secure

ciphertext ct and the token τ can also be viewed as an authentication encryption ciphertext

since it follows the Enc-then-Mac paradigm.

3.4.1 Construction details

Following the guidelines discussed above, we can design the three procedures of our “Give-

and-Take” protocols as follows. During all procedures, the client will use TLS to protect the

communications. Here we assume the cloud server and the App’s login mechanisms have

already deployed countermeasures to prevent the on-line dictionary attacks.

• Register: The key server holds a IBOPRF master secret key msk. The client chooses

an identity id and a memorable passphrase PP . The key server and the data server
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K
(
msk, γid,LK

)
C(id, PP ) D

(
βid,LD

)
if u ∈ ⟨g⟩ id, u u = Hr

1(PP )

kid = H2(msk, id)

v = ukid
v pwd = H3(PP, v1/r)

rid ←$ {0, 1}λ id,pwd, rid Login(id,pwd, βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

mk ←$ {0, 1}∗ sid LDid ← (sid, rid)

t = KDF1(sid, PP )

k1 = KDF2(rid, PP )

k2 = KDF3(rid, PP )

ct = Enck1(mk)

Login(id, t, γid)
id, t, ct, τ τ = H4(ct, k2)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Key Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

if LKid = ⊥
LKid ← (ct, τ)

e = 1

else e = 0
e

if e = 1 Remember PP

FIGURE 3.9. The Give procedure. The client logs in to the data server
via the password pwd derived with the key server, where the data server
stores the login stub βid for verification. Then the client reconstructs the
authentication token t and the key of the authentication encryption k1 and k2.
The client uses id, t to log in to the key server who stores the login stub γid
for login verification, and deposits the ciphertext of the master key ct and the
corresponding tag τ to the key server. The boxed message means that they
are protected by TLS. H1, H2 and H3 are hash functions used in the 2HashDH
IBOPRF defined in Sec. 3.2.3. The security requires the number of the call of
the IBOPRF service for one specific id on the key server side is bounded.

will maintain a tuple LKid ∈ LK and LDid ∈ LD for each identity id, respectively.

KDF1 is a key derivation function as a random oracle. βid and γid are login stubs for

the data server and the key server, respectively. When the IBOPRF is instantiated

via 2HashDH in Sec. 3.2.3, the register procedure is as Fig. 3.8.

• Give: When the protocol starts, the client with identity id holds the passphrase

PP . The data storage server D holds the login stubs βid, and maintains a list LD to

record randomnesses. The key server K keeps a list LK, the login stubs γid and his

master secret key msk. Let (KeyGen,Enc,Dec) be the algorithms of a symmetric
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encryption scheme with the ciphertext space C. Let the function y = Fmsk(id, x) be

the IBOPRF computed by the key server as defined in Sec. 3.2. KDF1, KDF2 and

KDF3 are three key derivation functions which could be modeled as random oracles.

H4 is a hash function from C × {0, 1}λ → {0, 1}λ which could also be modeled as

random oracles. The detailed Give procedure is demonstrated pictorially in Fig.3.9

when the IBOPRF is instantiated via 2HashDH as Sec. 3.2.3.

• Take is to let the client retrieve the master key from two servers. Take protocol

will use the same primitives as Give. When Take starts, the client with identity

id holds passphrase PP . The servers D and K each holds a tuple (βid,LD) and

(msk, γid,LK) respectively. The detailed Take procedure is demonstrated pictorially

in Fig. 3.10, where the IBOPRF is instantiated by the 2HashDH in Sec. 3.2.3. Note

that the number of calls of the IBOPRF service for one specific id on the key server

side must be limited to guarantee security.

3.4.2 Deployment considerations

In practice, most of the above PBCS operations are run “under the hood”. Here we describe

how to leverage PBCS to smoothly integrate the secure storage module into the App and

modify the App login mechanism while not affecting the user’s experience.

Here we take one App deployment situation as an example, where there is an App server

running for user management, and the storage is outsourced to the third-party cloud storage

server. When integrating PBCS, the key server implementation is run in App server, and

the data server is stilled deployed on the third-party cloud storage server. The App client is

augmented with PBCS’s client implementation so that the operation flow is as follows:

When the user registers an account to the App with an identity by choosing a passphrase PP ,

in the back-end the client will launch a Register procedure of PBCS and help the user to

register a cloud account with password pwd and an App account with password t using the

identity id.9

9For the users who already have App accounts before the update to PBCS, we highly suggest them to choose
a new login passphrase, because the previous one may already be learned by the App server.
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K(msk, γid,LK) C(id, PP ) D(βid,LD)
r ←$ Zm

if u ∈ ⟨g⟩ id, u u = Hr
1(PP )

kid = H2(msk, id)

v = ukid
v pwd = H3(PP, v1/r) id,pwd Login(id,pwd, βid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Data Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

t = KDF1(sid, PP )
sid, rid (sid, rid)← LDid

k1 = KDF2(rid, PP )

(tid, ct, τ)← LKid
id, t k2 = KDF3(rid, PP )

Login(id, t, γid)

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Key Server Login Succeeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

return ct, τ
ct, τ

if τ = H4(ct, k2)

mk = Deck1(ct)

FIGURE 3.10. The Take procedure. The client logs in to the data server via
the password pwd derived with the key server, reconstructs the App login
password t and the key of the authentication encryption k1 and k2. Then the
client logs in to the App and authenticates himself to the key server with t,
retrieves the ciphertext of the master key ct and the corresponding tag τ from
the key server and then decrypts it. The tag τ is used to verify the integrity of
the ciphertext ct. The boxed messages means they are protected by the TLS
channel. βid, γid are the login stubs stored in the data server and the key server,
respectively, for login verification. H1, H2 and H3 are hash functions used in
the 2HashDH IBOPRF defined in Sec. 3.2.3. The security requires the number
of the call of the IBOPRF service for one specific id on the key server side is
bounded.

When the user logs in to his App account using the passphrase PP at the first time, in

the back-end the client and two servers run the Give procedure to complete the App login

and automatically initialize the secure storage services as well. Afterward, the system will

generate a distributively stored master key mk and store it securely. When the user logins

his App account using the passphrase PP from then on, the client’s device will invoke the

Take to log in to the App as well as retrieving the master key mk by communicating with the

two servers at the back end. To upload the actual content, the client will encrypt the actual

content using mk to generate ciphertext CT , and uploads CT to the data server. To retrieve

the content, the client downloads the ciphertexts CT from the data server, uses mk to decrypt

it and displays the results in the interface.
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3.5 Security Analysis

In this section, we provide a formal security analysis to show our “Give-and-Take” protocol

can guarantee the security of the master key according to the models defined in Sec. 3.3.2. We

will mainly focus on security against a compromised data (or key) server since the collusion

of two servers is a rare event in the real world. Nevertheless, the PBCS can still provide a

minimal security in the extreme case that two servers collude (See 3.5.3).

3.5.1 Compromising the data server.

In the IND-CDS game, an adversary can compromise the data server as well as registering as

users with any id except the challenge identity id∗. By default, the adversary can learn the

randomness sid and rid as well as the password pwd from the data server side. According to

the security definition in Sec. 3.3.2, we need to show that the integrity and the confidentiality

of the master key.

To show the master key is confidential to the data server, we argue that the authenticated

and confidential channel between the challenge client and the key management server can

guarantee that the authentication token tid∗ and the ciphertext ctid∗ (both are on K) are kept

secure. When the adversary can only make BK tries to log in to K, the only approach for

the adversary to access ctid∗ via K is to successfully recover the authentication token tid∗ .

Since the KDF1 is a random oracle, the adversary must guess the passphrase PP , otherwise

he can not compute the correct authentication token tid∗ . Due to the pseudorandomness of

the IBPH, pwd will not leak the information about PP within limited time of invoking the

IBPH service, so the adversary has to guess PP blindly. The probability to get passphrase

PP within BK guesses is less than BK/2
d where d is the min-entropy of the passphrase.

To argue that the client will not accept a tampered master key, we show that the client could

verify the randomness rid replied by the data server has not been tampered. Since the hash

function H4 and KDF3 are random oracles, a tampered rid can not get a k3 = KDF3(PP, rid)

which satisfy τ = H4(ct, k3). Hence the client can make certain that the recovered k2 =
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KDF2(PP, rid) is correct and the decryption result mk is not influenced by the malicious data

server.

More formally, we have the following theorem.

THEOREM 3.5.1. Let KDF1 be a random oracle. The min-entropy of the passphrase PP is d.

The IBPH is (ϵ, d, B)-pseudorandomness. The total number of the adversary calling IBPH

service is bounded by B. The total number of the invalid APP login is bounded by BK. Our

scheme is secure against compromised data server, i.e., the probability for any adversary to

win the IND-CDS game is less than 1/2 + ϵ+BK/2
d + negl(λ).

Proof: We can take the IND-CDS game in Fig. 3.6. During this game, the challenger plays

the roles of the key management server as well as a honest client with the challenge identity

id∗. The adversary (A) can impersonate the data server as well as other clients. The goal of

the adversary is to distinguish the deposited master key mk0 from a randomly generated key

mk1.

Specifically, in IND-CDS game in Fig. 3.6, after arbitrary communicating with the key

management server, the adversary chooses the challenge identity id∗. The challenger simulates

the procedure that an honest client with id∗ registers to the adversary who plays the role of

the data server. After that, the adversary can communicate with the key management server

using arbitrary messages as the Give procedure or the Take procedure. Also the adversary can

invoke the Give procedure and communicate with the challenge client id∗ using any massages.

Then the challenger simulates the procedure that the honest client with id∗ generates a master

key mk0 and a passphrase PP as well as computing tid∗ and kid∗ . However, the randomnesses

sid∗ , rid∗ and hid∗ are known to the adversary. The challenger will use kid∗ to encrypt mk0 and

get ct. The challenger uses (id∗, tid∗ , ct, hid∗) to update the list of the key management server

LK according to the protocol. Then the challenger will generate another random key mk1,

and give one of the two master keys to the adversary according to the random coin b. The

adversary can continue to communicate with the key management server K using arbitrary

messages in the Give or Take procedure. Also the adversary can invoke the Take procedure to
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communicate with the challenge client id∗ using any massages and learn the reconstructed

master key mk′ when b = 0. After that, the adversary will output her guess b′.

To show the security of the master key, first of all we need to make sure that ct in the list LKid∗
is encrypted by the client (challenger). If not, it means that the LKid∗ is previously generated by

the adversary and deposited before the honest challenge client id∗ does. So when the honest

client id∗ runs the Give procedure, the reply message from K is always e = 0 since K will

check whether every id is used before. With the help of the authenticated and confidential

channel between the key management server and the challenge client, the honest challenge

client id∗ will never generate the valid master key mk0 since he receives e = 0.

Then we move the case that ctid∗ = Enckid∗ (mk0) in the list LKid∗ is indeed encrypted by the

honest challenge client id∗. In our model, the adversary can not get the real ciphertext ct

in LKid∗ unless he pretends to be the client id∗ and communicates with the key management

server. According to our protocol, the adversary who can get ct from the key management

server must provide the authentication token tid∗ . So there are two possible cases for the

adversary. The first is to recover the passphrase PPid∗ from the given pwd and the IBPH

service, the second is to generate the tid∗ without the passphrase PPid∗ . In the first case, when

the adversary makes less than B queries to the IBPH service, the probability of the adversary

getting the correct PPid∗ is less than ϵ since the IBPH is (ϵ, d, B) pseudorandomness. In

the second case, the adversary must generate the tid∗ without the passphrase PPid∗ . Since

the adversary is only allowed to make BK guesses for the right tid∗ , the probability is no

more than BK/2
d. To conclude, the probability of the adversary getting the ctid∗ is less than

ϵ+BK/2
d.

If the adversary can not get ctid∗ from the key server, the only way for him to win the game is

to make the client to accept a tampered master key. Since ct is stored on the key server side

which he can not corrupt, what the adversary can do is to make the client to accept a forged

decryption key k′1 which is derived from a forged randomness r′id. However, a forged r′id will

also derive a tampered tag key k′2, and with overwhelming probability that τ ̸= H4(ct, k
′
2).
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Hence the probability for A to win the IND-CDS game is less than 1/2 + ϵ + BK/2
n +

negl(λ). □

3.5.2 Compromising the key server.

In the IND-CKS game, the adversary can corrupt the key management server as well as

register as users with any identity except the challenge identity id∗.

To show the master key is confidential to the malicious key server, we argue that the au-

thenticated and confidential channel between the challenge client and the data server can

guarantee that the randomness rid∗ and sid∗ on the data server are indeed confidential to the

adversary after successful user registration. To get access to the encryption key kid∗ on the

data server side, the adversary has only two choices. The first is to successfully authenticate

to the data server, which means successfully recovering the password pwd. However, the

pseudorandomness of IBPH guarantees pwd can not be guessed by the key server. The

second is to blindly guess rid∗ . Since KDF2 and KDF3 are modeled as a random oracle, the

encryption key k1 and the tag key k2 are independent random strings unless the adversary

queried rid∗ to these two oracles. But the probability of blindly guessing rid∗ is negligible.

With a random key, the IND-CPA security of the symmetric key encryption ensures that no

information about mk leaked by the ciphertext ct.

To show the integrity of the master key, we can easily see that the IND-CPA ciphertext ct and

the tag τ from an authenticated encryption of the master key mk. Hence the malicious key

server can not make the forged tuple (ct′, τ ′) to be accepted by the client.

Specifically, we have the following theorem.

THEOREM 3.5.2. Let (Register,Login) be a AdvAuth-secure login mechanism (as defined

in Sec. 2.1). Let χ be the distribution of input x, where d is its min-entropy. The adversary

makes maximally k attempts to log in to the data server. The IBPH is (ϵ, d, k)-obliviousness.

Let KDF2 be a random oracle. Let (KeyGen,Enc,Dec) be a secure authenticated encryption

scheme. Our scheme is secure against a compromised data server, i.e., the probability for any
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adversary to win the IND-CKS game (see Fig. 3.5) is less than 1/2 + ϵ+ negl(λ), where λ is

the security parameter.

Proof: We take the IND-CKS game in Fig. 3.5 as Game 0. During this game, the challenger

plays the roles of the key management server as well as an honest client with the challenge

identity id∗. Similarly, the goal of the adversary is to distinguish the real deposited master

key mk0 or a randomly generated key mk1.

In the IND-CKS game in Fig. 3.5, after arbitrarily communicating with the data server in the

Give or Take procedure and arbitrarily registering new clients, the adversary firstly chooses

the challenge identity id∗ which has not registered before. Then the challenger chooses

a passphrase PPid∗ for the challenge client. The challenger simulates the procedure that

an honest client with id∗ registers to the data server. When instantiated by the 2HashDH,

the challenger will choose a random element r from Zm and send u = Hr
1(PPid∗) to the

adversary. The adversary will repeat v to the challenger. The challenger will register with

the password pwd = H3(PPid∗ , v
1/r) and the identity id to the data server. After that, the

adversary can communicate with the data server using arbitrary message as the Give or Take

procedure and register new client accounts. Also the adversary can invoke the Give procedure

and communicate with the challenge client id∗ using any massages. Then the challenger

simulates the procedure that the honest client id∗ generates a master key mk0 as well as

computing tid∗ and kid∗ based on the randomnesses sid∗ and rid∗ . The challenger will use kid∗

to encrypt mk0 and get ctid∗ . The adversary will get (hid∗ , tid∗ , ctid∗), then output the bit e to

denote whether the Give procedure succeeds. If e = 0, that means the Give procedure fails

and the adversary can continue to communicate with the data server using arbitrary message

as the Give or Take procedure as well as registering new accounts, or with the challenge client

id∗ as the Give procedure. The challenger will regenerate a new master key mk0 for anther

time. This procedure will repeat until the adversary outputs e = 1, which means the Give

procedure succeeds. Then the challenger will generate another random key mk1, and give one

of the two master keys to the adversary according to the random coin b. The adversary can

continue to communicate with the data server K using arbitrary message in the Give or Take

procedure, as well as to register any new identity id ̸= id∗. Also the adversary can invoke the
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Take procedure for the challenge client id∗ and communicate with it using any massages. The

adversary can also learn that the master key mk∗ is reconstructed by the challenge client id∗.

After that, the adversary will output her guess b′.

First of all, we will argue that the adversary can not see or alter the randomness rid∗ , sid∗ and

hid∗ on the data server. Since the communication between the client and the data server is

protected by the TLS, the adversary can not see rid∗ , sid∗ and hid∗ unless he can log in to the

data server by pretending the honest client. However, the pwd is unknown to the adversary

due to the obliviousness of the IBOPRF (When instantiated by the 2HashDH scheme, since

the password pwd is computed from pwd = H3(PPid∗ , v
1/r), the adversary can not compute

pwd unless he can guess the passphrase PPid∗ .). Since the number of query BD are limited on

the challenge identity id∗, the adversary can not guess pwd. So in Game 1 we can replace the

DTake and DGive with D′Take and D′Give that always return ⊥ when the received message from

the adversary is (id∗,pwd) for any α. For other id ̸= id∗, D′Take and D′Give behave as same

as DTake and DGive. Hence, if Pr(Game 0) and Pr(Game 1) denote the probability for the

adversary to win Game 0 and Game 1 respectively, we have Pr(Game 0) ≤ Pr(Game 1)+ϵ

when the IBPH is (ϵ, d, k)-obliviousness.

In Game 2, we replace k1,id∗ and k2,id∗ with random strings k1, k2. Also, we replace ctid∗

with a ciphertext which is encrypted under k1. Since KDF2 can be model as a random oracle,

to distinguish Game 2 from Game 1 needs to successfully guess rid∗ . However, in Game 1,

we already replace the DTake and DGive with D′Take and D′Give, the adversary can not get the

information related to rid∗ except blindly guessing. The length of rid∗ is λ, so the probability

to guess rid∗ is less than negl(λ). If Pr(Game 2) denotes the probability to win Game 2, Pr1

is less than Pr(Game 2) + negl(λ).

In Game 3, we replace ctid∗ with a random ciphertext ct, so the probability for the adversary

to learn the stored master key is negligible. However, the adversary may still win the game by

making the client to accept a tampered master key. Note that the tag τ = H4(ct, k2), hence

the adversary can not tamper the ciphertext ct and pass the verification of the tag τ . This is

because of the security of the symmetric key encryption as k is a random string to adversary.
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Finally, we have that the probability for the adversary to win the IND-CKS game is less than

1/2 + ϵ+ negl(λ). □

3.5.3 Best possible security when two servers collude

In the real world, the collusion event is really rare: The App service provider can choose

different cloud services. Or more typically, one server is run by the cloud company and one

is internal to the App company. In practice, the covert collaboration will be easily noticed

by insider engineers in the App company. A respectful cloud company wishing to stay in

business cannot afford the reputation lost for open violation of security requirements and

agreements. Let alone the key server may be instantiated in isolated secure hardware modules

as extra protection.

Even in the real world, the probability of collusion is very small, PBCS still provides the basic

security of the master key in those extreme cases. Intuitively, the master key is encrypted by

the key k1 = KDF2(rid, PP ). Even if the adversary obtained both rid and ct = Enck(mk),

to recover k still needs to guess the correct PP . However, thanks to our strong authentication

method, no servers can learn the passphrase directly. That means when we model KDF1,

KDF2 and KDF3 as random oracles, the adversary does not have a strategy to recover k1

better than guessing PP by brute force. More importantly, since verifying a candidate guess

requires computing a slow key drive function KDF1 or KDF2, a brute force search for the

correct PP still takes considerable time.

A similar situation happens when we consider the integrity of the content after collusion.

To forge a ciphertext, the adversary must generate the correct τ = H4(ct, k2) while k2 =

KDF3(rid, PP ). Since verifying a forged ciphertext requires computing a slow key drive

function KDF3, a brute force search for the correct PP still takes considerable time.
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3.6 Experimental Evaluations

In this section, we demonstrate the deployability, efficiency, scalability, and economical cost of

our PBCS system via experiments carried out in Amazon Web Service (AWS for short). The

prototype implementation is available in https://github.com/yananli117/E2SE,

which got all three badges in the Usenix artifact evaluation, including the artifact available

badge, the artifact functional badge, and the results reproduced badge.

Deployability. We did a survey of current popular cloud storage services, and found that

popular storage services, including but not limited to Amazon S3 [70], Google Cloud Stor-

age [71], Azure Storage [72], and Dropbox [73] provide the required API to act as the data

server in PBCS to support secure storage. In our experiment, we only use the create/put/get

API for java from Amazon S3 for deposit and retrieve. Other storage services provide such

APIs supporting similar functions, like Dropbox’s file upload/download API.

Moreover, our PBCS system is easy to be adopted to existing Apps. Our code can be packaged

into a keyServerAPI and a clientAPI to provide service for App. Simply run the keyServerAPI

on the App provider’s administrative server and call the clientAPI on the App’s client side to

provide secure deposit and retrieve.

Efficiency. We implement a prototype in Java including instantiating all cryptographic primit-

ives with the standard Java API and Bouncy Castle library. The IBOPRF is implemented with

“secp256r1” curve. We use TLS 1.2with the TLS_ECDHE_RSA_WITH_AES_128_GCM_

SHA256 ciphersuite for the client to authenticate and securely connect key server, HTTPS

protocol to communicate with the data server, and AES/CTR/NoPadding as the storage en-

cryption, and AES/GCM/NoPadding as the key encryption, and PBKDF2WithHmacSHA256

with one iteration with different salts to implement the KDF1,2,3. We use the built-in login of

the cloud storage service to implement the user authentication.

We do experiments on AWS. The data server is deployed on Amazon S3 in Tokyo. The key

server is deployed on AWS EC2 using the t2.micro instance in Osaka. The client is deployed

https://github.com/yananli117/E2SE
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in Seoul using AWS EC2 t3.xlarge instance, which has a similar configuration with popular

PCs10. The operating system is ubuntu 18.04 LTS. All three are located in different regions

to simulate remote clients and physically separated servers. We measured the round trip

time (RTT) using ping from the client to the key server of 28.9ms and to the data server of

33.0ms, and the network upload/download speed of 700Mbps/699Mbps (using iperf3).

To show efficiency, we not only measure the time cost of each procedure but also test and

compare the cost of depositing and retrieving plain data and securely with PBCS.

Running IBOPRF protocol to get the high-entropy password in the register, the total Give

and Take procedure are the overhead of PBCS KEM part. We run each procedure over 100

iterations and average the time cost. Concretely, the Give and Take procedures cost about

0.53s and 0.48s, respectively. Running IBOPRF costs around 0.145s, where the key server

overhead makes up less than 1%, including one hash to group element operation costing

4.5s per million iterations, and one elliptic curve scalar multiplication operation which costs

261.83s per million iterations. So TLS handshake and the network latency dominate the

IBOPRF cost, which is unavoidable in the normal use of TLS communication.

FIGURE 3.11. The time for de-
positing files

FIGURE 3.12. The time for re-
trieving files

We evaluate the performance of secure data deposit and retrieval and compare it with insecure

operations. We test on files with 8 different sizes (from 10MB to 300MB) and run 25

iterations for each experiment to get the average cost. The results are plotted in Fig. 3.11, 3.12,

where the red plain deposit/retrieve denotes insecure plain deposit/retrieve, the blue secure

deposit/retrieve includes one run of the Take protocol, encrypting/decrypting the file, and
10At the time of writing, the t2.micro instances were equipped with 1GB memory and 1 vCPU of Intel Xeon

processors. The t3.xlarge instances were equipped with 16GB memory and 4 vCPU of Intel Xeon processors.
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uploading the encrypted file to the data server or downloading an encrypted file from the

data server. Secure deposit costs are larger than the plain deposit, and the overhead of secure

deposit increase with the file size increase. See Fig. 3.11.

To have a better understanding of our design’s overhead, we also measure the cost breakdown

for each phase, shown in Tables. 3.2, 3.3. For the client, besides the above procedures, com-

pared to insecure depositing and retrieving plain data without PBCS, secure data depositing

and retrieval via PBCS need to encrypt and decrypt the data, which bring extra overhead. The

showed overheads of our basic implementation are already very small, from 0 to about 1.5

seconds, as the file size increases to 300MB. . More impressively, the overhead for retrieve

is quite small and keeps less than 0.2s. See the column “Ovd-SD” in Table 3.2 and column

“Ovd-SR” in Table 3.3.

TABLE 3.2. The time cost breakdown for depositing files, where DPT/DCT
denote depositing plaintext/ciphertext, Opt-SD denotes the time cost of op-
timized secure deposit, Ovd-SD/Ovd-Opt-SD denote the overhead of the
basic/optimized secure deposit.

Size/MB DPT/s Enc/s DCT/s Opt-SD/s Ovd-SD/s Ovd-Opt-SD/s
10 0.79 0.07 0.77 0.79 0.06 0
20 0.98 0.16 0.88 0.90 0.05 -0.08
50 1.25 0.39 1.11 1.42 0.25 0.17
100 1.91 0.78 1.56 2.12 0.43 0.21
150 2.82 1.18 2.08 2.77 0.44 -0.05
200 3.39 1.57 2.73 3.60 0.91 0.21
250 3.98 1.97 3.34 4.27 1.33 0.29
300 4.61 2.50 3.64 4.72 1.52 0.11

Further optimization. We observe that our PBCS’s overheads mainly come from the Enc/Dec,

that increase (though still small) as the file gets larger. We have a simple optimization

idea: one can parallelly encrypt/decrypt data while uploading/downloading, hence he does

not need to wait for the finish of the encryption/decryption before uploading/downloading

the data. If we cut the large file into smaller blocks, and encrypt/decrypt each of them

while uploading/downloading another block, ideally the total latency could be reduced to

the encryption/decryption of only one small block plus the uploading/downloading of all the

blocks, and the smaller the block, the shorter the latency. However, the cloud storage needs to
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TABLE 3.3. The time cost breakdown for retrieving files, where RPT/RCT
denote retrieving plaintext/ciphertext, Opt-SR denotes the time cost of op-
timized secure retrieve, Ovd-SR/Ovd-Opt-SR denote the overhead of the
basic/optimized secure retrieve.

Size/MB RPT/s Dec/s RCT/s Opt-SR/s Ovd-SR/s Ovd-Opt-SR/s
10 0.67 0.07 0.65 0.64 0.05 -0.03
20 0.88 0.15 0.74 0.82 0.01 -0.06
50 1.24 0.39 0.85 1.18 0 -0.06
100 1.82 0.78 1.02 1.77 -0.02 -0.05
150 2.37 1.17 1.18 2.32 -0.02 -0.05
200 3.09 1.56 1.68 2.87 0.15 -0.22
250 4.05 2.07 2.03 3.20 0.05 -0.85
300 4.77 2.67 2.25 3.74 0.15 -1.03

return an “ack" confirmation for each request on each block. The increased block number

brings extra time costs, especially to the block uploading process, which could be large when

the network delay is long. So it is involved to determine how many blocks we should divide a

file to minimize the time cost.

Taking all above factors into account, we first model the time cost T as the function of file size s

and number of blocks n, and then get a quick estimation T (n, s) = k2
s
n
+(2c2+c3)n+k1s+c1,

where k2 represents the encryption time (s/MB), c2 is the network latency, and c3 is the time

for S3 processing one “deposit”; while k1 denotes the time needed for transferring and storing

1MB data to S3, c1 denotes the TLS connection building time, which is constant for the same

network. Uploading a plaintext will take T (1, s). Thus the overhead can be easily derived as

∆T = T (1, s)− T (n, s), which we will minimize by finding the optimal number of blocks

n∗ as a function of s. We estimate the concrete parameters in our experiment environment,

set n∗ accordingly. In our concrete example n∗ =
√

s
20

, which could be easily adapted in

different network conditions.

For the optimized implementation, the performance of secure deposit/retrieve is almost

identical to and even less than deposit/retrieve the file itself! See the yellow linses in

Fig. 3.11, 3.12; also the optimised overhead is small and indeed close to 0 and even 0!

See the column “Ovd-Opt-SD” in Table 3.2 and the column “Ovd-Opt-SR” in Table 3.3.

More impressively, the time cost of downloading a plaintext file are even larger than securely
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downloading using the optimized implementation. This is because our optimization for

retrieval folds both decryption and disk write operation with downloading data process11.

Scalability. The main obstacle of PBCS to deploy in a popular App may be its influence on

key server (the App server) scalability. So we test the key server throughput in the IBOPRF.

As a reference, we also test the throughput of the key server for the static page.

The key server as a web server is equipped with the nginx+tomcat framework. The IBOPRF

requests are HTTPS GET requests. We use Siege as the throughput test benchmark running

on AWS EC2 t2.2xlarge instance with 8vCPU and 32GB memory in Seoul, the same region

as the client. We test 400 parallel requests with 250 iterations. For key server throughput

with 1 vCPU, the static page is 666.09 req/s and IBOPRF is 464.64 req/s. In IBOPRF, the key

server computes one hash-to-curve operation and one scalar multiplication of ECC point to

deal with each request, which makes its throughput a bit lower than fetching static pages. The

throughput of both increases almost linearly with the number of vCPU, shown in Fig. 3.13.

Remark. Please not that the throughput should linearly increase as more vcpus are used, which

is shown from 1-4 vcpus, that is to grow in a consistent speed. The increase of throughput

in 8-vcpus case is not as fast as before, because the client is run on 8vcpus machine to build

TLS connection and send requests, and TLS connection cost both requesting and responding

devices’ computation power, which cause the client cannot provide adequate requests to test

responding device’s throughput. So we can see the throughput grows slow in 8 vcpus case.

FIGURE 3.13. The throughput of key server

11We do not split the plaintext file into blocks, since it incurs more time cost than treating a plain file as a
whole when a deposit/retrieve request needs to be made for each block at the server end.
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Cost savings. Here we use Amazon S3 and EC2 as examples to give some estimation of

cost savings by insisting on deploying our system on cloud storage. Imaging an App with

one million users (popular Apps have way more), it is augmented with secure storage using

our PBCS: We first assume each user consumes about 1GB/month space (which could be

much larger if the App involves videos). Considering the default file open soft limit of 1024

connections for each virtual machine, at least 1000 instances are required to keep one million

connections open.

Besides the same cost of data transfer, using EC2 for the same use, one needs to pay for

extra computation cost [74] to keep VMs running, and 5 times the cost of the storage [75].

Particularly, if we choose EC2 instance (“d2.4xlarge”) with storage optimization to provide

relatively robust service, it costs $2.76 per hour (while S3 posts only a negligible request

cost). Then the App provider mentioned above will need to pay around 2.76 ∗ 24 ∗ 30 ∗ 1000+

0.08 ∗ 1, 000, 000, which is already about two million dollars more if deploying the same

secure storage on EC2 for just one month! Supporting more users, each user uses more data

storage on average, or for a longer period would incur even larger costs proportionally.

3.7 Further Extensions

Due to our principle of minimal additions to existing infrastructure and simplicity, our system

can be easily extended to apply to additional scenarios.

Augment App without outsourcing storage to a third-party cloud server. Our PBCS sys-

tem was initially proposed to augment an App with an efficient, portable, and blind cloud

storage, where the App provider managed one server and outsourced the storage to the third-

party cloud server. However, PBCS can also be deployed in other scenarios. Many App

providers do not rent third-party cloud services but instead manage all services themselves

including the user management and storage. In such case, to make storage blind to anyone but

users, PBCS’s data server needs to be handled by another cloud storage server. Considering

that stored data, such as videos and pictures, can be very large and unaffordable for users

to maintain themselves, users could rent personal cloud storage, such as Google Drive or
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DropBox, to store only the randomness part. The encrypted data would still be stored by the

App server. In PBCS, the encrypted data can be public, but the secret key used for encryption

must be securely protected. Therefore, by storing only the randomness part separately, secret

sharing of the secret key is achieved and the design remains secure.

Support distributed data servers. To provide robust service and reduce the impact of

occasional server corruption, distributed cloud servers are often used. For example, WhatsApp

employs 5 data centers to back up users’ messaging data [50]. Our PBCS can support

distributed data servers as well. For instance, in a setup of PBCSwith 3 data servers, users can

interact with the key server to derive 3 high-entropy passwords to log in to 3 data servers. The

randomness can be secretly shared among 3 data servers with 2-out-of-3 secret sharing. Each

server can store a replica of the encrypted data an a share of the encrypted data, depending on

the secret sharing method.

Compatible with any App authentication method in a black-box way. In PBCS design,

both the data server and App server use a password login mechanism for user authentication,

and the user is required to remember one password which is easier than remembering two

independent passwords. Actually, the App server authentication mechanism does not have to

be restricted to password login. PBCS can be compatible in a black-box way with any App

authentication method including biometric information like a fingerprint, iris, etc. Specifically,

in the “Register”, “Give”, and “Take” protocols, the key server password login mechanism

can be replaced with App original authentication mechanism. When upgrading the App

with PBCS, PBCS’s key server module is deployed in the App server, and App’s original

authentication module is used. The user inputs their passphrase, runs the IBOPRF with the

key server to get a high entropy password to log in to the data server, and follows the App

original authentication instruction to authenticate to the App server. Then the user could run

the “Give” and “Take” protocols to share and reconstruct the master key mk via interacting

with two servers using the passphrase. As we claim that PBCS is compatible with any

App authentication method, using another passphrase to authenticate to App server is also

acceptable. However, the two passphrases must be different and independent, otherwise the

leakage of one passphrase can compromise the security of the other. If users insist on using
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two passwords, simpler solutions could be implemented, which would require modification to

the PBCS design.

Provide proactive security. Proactive security ensure that the system remains secure by

reducing the time available for an attacker to compromise shares and visit both servers simul-

taneously. PBCS can achieve this by simply redoing the “Give” protocol to update the shares

of mk with new randomness s′id and r′id stored under the cloud server. the updated values

are computed as follows: t′ = KDF1(s
′
id, PP ), k′1 = KDF2(r

′
id, PP ), k′2 = KDF3(r

′
id, PP ),

ct′ = Enc(k′1,mk), and τ ′ = H4(k
′
2, ct

′) with (t′, ct′, τ ′) deposited to the key management

server. Moreover, PBCS can support periodic key rotation for mk via running the “Take”

protocol to retrieve mk, running the “Give” protocol to deposit new mk′, and uploading the

key update token ∆mk,mk′ to the data server. The data server re-encrypts the user storage with

∆mk,mk′ to ensure encryption under the new key mk′.

Password hashing functions. The modular design of PBCS enables us to independently

create, modify, replace, or exchange cryptography primitives. For example, the key derivation

function PBKDF2WithHmacSHA256 can be replaced with memory-hard functions such as

scrypt [76], Balloon hashing[77] or Argon2 [78]. These advanced password hashing functions

could enhance the security of PBCS even when two severs collude, as they significantly

increase the cost of attempting many possible passwords against a leaked database of hashed

passwords.

Post-quantum security. Regulations and standards for cryptography products often vary

across countries and evolve over time. Recently, NIST has recommended migrating the cipher

suit in use to post-quantum ones [79]. Consequently, any added secure cloud storage must

accommodate changes to these regulations and standards, especially if the App is designed

for global use and intended to have a long lifecycle. Thanks to the modular design of PBCS,

post quantum secure OPRF [80, 81] can be used to design the IBOPRF module, post-quantum

TLS can be leveraged to ensure communication security [82, 83]. These allow PBCS to be

upgraded in post-quantum era.
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Furthermore, PBCS system can support more complex settings and additional functionalities.

Enable the secure sharing of private data. The PBCS system ensures that private data

is accessible only to the user. In some scenarios, a sharing function is often desired. For

example, one might need to share personal photos with friends or family members. A simple

way to achieve the secure sharing of private data is to combine an E2EE messaging app with

a storage service that supports access sharing. Concretely, the E2EE messaging module can

securely share the encryption key of the shared data, which can then be further protected

using the PBCS system. Authorized users can be granted access to the shared storage via a

shared link or other access control methods.

Improve security for pure personal cloud storage service. Personal cloud storage services,

such as Google Drive, DropBox, and OneDrive, are widely popular. The stored data is

encrypted, but the encryption key is often either accessible to the cloud server or unavailable

on another device. To enhance the security of personal cloud storage, an independent app

service can be introduced by deploying the PBCS’s key server and client as the App server

and App client, respectively. To support a broader range of personal storage services, the

client can be further developed to be compatible with all kinds of cloud APIs, and provides

users with multiple storage options to choose.

3.8 Concluding Remarks and Open Problems

We model, design, analyze, implement, and experiment with a novel system, which we name

Portable Blind Cloud Storage (PBCS). It aims to for a secure and usable cloud storage system

that satisfies multiple goals simultaneously.

Our entire design boils down to the preferred design principle of “Constructivism” (build

on parts) over “Gestalt” (design it all) in deploying a large-scale secure system. It is

recommended that the modern software development [84, 85, 86, 87, 88] should start simple

and only add components once really necessary, following the philosophical principle of

Occam’s razor, which essentially states that “simpler solutions are more likely to be correct
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than complex ones”. In retrospect, we wish that a designed system like our PBCS system

that has been smoothly embedded in the existing architecture, fully exploits already existing

standardized and existing components and tools, (this is in contrast with theoretical primitives

holistically designed from scratch) such as login mechanisms, TLS, and non-programmable

cloud storage. As previously discussed, our approach enables sound system development and

security proof for the entire system, relying on available optimized implementations of secure

components and inheriting tested robustness and high efficiency. It makes the development

practical exploiting existing APIs with high compatibility, reduces duplication, and simplifies

the engineering work and maintenance of overall systems. This is especially necessary for

upgrading and updating a living popular App supporting an enormous amount of users.

The area of designing a cryptographic function to a suitable API is both challenging and

useful, but is rare: typically a general cryptographic protocol for an abstract primitive is

embedded in a general environment and not the opposite. This work took the challenge of an

area that was neglected before and is "Augmenting a cloud storage service to a Secure from

the cloud storage service". Existing solutions for the abstract problem require much more

than just a storage interface from the cloud storage and hence are not applicable (due to cost,

development needed, etc.). By casting the problem as an End-to-the-same-end solution, and

building on the logic of the active area of end-to-end encryption which is about communication

security, a solution for "just storage" in the cloud was found. Requiring simple storage API

from the cloud makes future adoption and enhances settings for applications of the solution

possible. This is a classical case: Application derives new theory, and new theory, in turn,

derives new application.

Open problems. Our End-to-Same-End encryption can be viewed as a general framework

that enables many potential applications. We gave some examples in the paper. It would

be interesting questions to explore other non-trivial End-to-End secure applications or build

non-trivial systems on top of our E2SE. For the framework itself, we achieved using only

one passphrase for PBCS, and showed an extension to combine one passphrase and any other

authentication factor for PBCS. It is interesting but still open to make PBCS compatible

with any other single-factor strong authentication method without a passphrase as assistance.
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Moreover, more advanced properties such as post-compromise security by integrating our

E2SE with updatable encryption [25, 89] propertly would also be interesting to explore.

Last, but not least, an interesting open problem is about enabling search in PBCS but not

weakening the semantic security of stored data.



CHAPTER 4

End-to-End Encrypted Git Services

4.1 Introduction

Git services have become indispensable in the IT industry, facilitating project management

and collaboration among multiple (potentially a large number of) entities via hosting platforms

like GitHub, Bitbucket, GitLab, Azure Repos services, and many others. In these platforms,

the entirety of a project’s data, including files (such as code and documentation) and directory

structures, constitutes a repository. Moreover, in a Git repository, the file data includes each

version of all tracked files and their corresponding directory structure. Authorized users can

access and edit the shared repository data in a local Git client and then synchronize to the

Git server via pull/push operations. Repositories can be public or private, while private ones

allow project owners to manage visibility and keep data hidden from the public.

The rising demand for end-to-end security. Privacy is undoubtedly a great concern for both

individual users and enterprises that collaborate over hosting Git platforms for projects that

may contain sensitive information and/ or trade secrets. The situation becomes particularly

more alarming in the AI era when repositories become very powerful, containing AI models

that are trained on code and data stored in Git repositories or even that directly provide coding

assistance (e.g., GitHub Copilot).

Unfortunately, in existing Git hosting platforms, the data, even in private repositories, is

visible to the server itself. Even if Git servers may not actively disclose users’ data (e.g., for

compliance and reputation) and have taken actions to protect data against external attackers
70
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(e.g., encrypting the data using the server’s own key), the usual risk of data breach (due to

external attacks or internal misbehavior of staff) is paramount nowadays.

Moreover, the collaborations on Git services essentially form a supply chain of software

development (open source or not, and more broadly online collaboration): any unauthorized

modification could have detrimental impacts on the final “product". The potential issues are

partially solved by a few Git platforms, such as GitHub [90], GitLab [91], Gitea [92], and

Bitbucket [93] that started to support an optional verified commit signature to authenticate

the author of each edit but most versions are not verified. It follows that ensuring integrity,

proper write access control, and even authenticity of each edit in Git services is also of utmost

importance. Unfortunately, current practice mainly relies on the honesty of the Git servers/

platforms, which might even have conflicts of interest on certain projects, to ensure that each

repository version is integrated and written by the shown author.

The above situation highlights the need for end-to-end (E2E) security 1 in Git services that

guarantees critical security properties, even against possibly corrupted servers. Indeed, a few

industrial projects have been introduced with the aim of moving toward an E2E secure system

supporting Git service and online collaborations such as [94, 110, 95, 96, 18].

We note that similar security concerns were widely recognized in secure messaging, where

there is a long line of research work [97, 98, 99, 100, 101, 102, 103, 104]. These works attempt

to rigorously realize E2E security in different settings and analyze potential vulnerabilities in

widely deployed tools. Recently, a sequence of work has also emerged [20, 19], initiating the

study of E2E security for cloud storage. In the latter setting, further complications arise due to

some features that cloud storage possesses, such as sharing among multiple users, portability

via password-based authentication, and subtle vulnerabilities that led to attacks on real-world

products, such as [9, 105, 106].

1We will use the standard terminology "end-to-end encrypted" Git services; however, it goes beyond
confidentiality and includes integrity and more security properties.
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E2E secure Git service is not yet available. Despite the recent progress in relevant ap-

plications and strong demand, E2E secure Git service is currently out of reach of current

techniques and methods.

Insufficiency of using E2E encrypted cloud storage directly. First, one may wonder whether

deploying Git servers on E2E secure cloud storage immediately solves the problem. Unfortu-

nately, the situation is more complex than we thought. These recent E2E encrypted storage

solutions [20, 19] are at a very early stage of their own development and are insufficient in

both functionality and security.

In terms of functionality, the most common operations in Git services are "push" and "pull,"

used to upload/retrieve missing versions to the server/client. Unlike E2E encrypted cloud

storage systems, which return only the content specified in the request without computation,

the Git "pull" operation requires the server to compute and return the minimal missing parts,

as the client cannot determine which parts are missing or minimal.

In terms of security, E2E encrypted cloud storage only considered basic security properties

for static data. While for Git services, storage exhibits a feature that data is constantly

updated. This not only further complicates the already complicated security properties, such

as confidentiality (and basic integrity), but also raises new (yet natural) security requirements

on "access control." As Git service is a distributed collaborative environment, some basic

access control actions for managing authorized users (without relying on an honest Git server),

called unforgeability – which we will discuss below soon, are not only required for identifying

the author of edits but also has direct impacts on confidentiality. We note that this type of

operation might also be needed for cloud storage but has not yet been studied in the literature.

Furthermore, efficiency is a very important consideration. Unlike traditional cloud storage

systems, which often store only a limited number of file versions (for example, Google Drive

keeps only 100 versions), Git servers keep the whole chain of edits for users to track the

history. This creates a strong incentive to deduplicate data across versions to minimize storage

costs. Naively adopting encryption as in E2E encrypted cloud storage to Git service, i.e.,

treating each file within each repository version as a new file to encrypt, transfer, and store,
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may incur very high costs for users on computation in file encryption, on communication in

data transfer, and on storage in local client and remote servers (note that usually free cloud

storage is only provided with limited space).

Security risks in existing ad hoc secure Git service designs. Numerous industrial products and

some research papers exist, attempting to address the data protection needs of Git services,

including Keybase [95], Git-secret [110], Git-crypt [94], and others. Despite the fact that

some of these tools have received thousands of stars (being saved with stars) in GitHub, none

of them have been rigorously analyzed. Jumping ahead, we can easily see (in Table 4.1)

important security properties that actually fail, especially when we do not place blind trust in

the storage server. We elaborate on this below.

First, even very basic confidentiality requires care when efficiency improvements are con-

sidered. For example, Git-crypt [94] and Gringotts [107] tried to save storage costs by utilizing

deterministic encryption schemes to enable data compression on the ciphertext. This is at

the (obvious) cost of privacy. It is well known that deterministic encryption offers weak

protection, as it trivially leaks pattern information that the same data has the same ciphertext.

Indeed, recent research has demonstrated how to abuse such leakage via "injection attacks"

on E2E encrypted applications, such as backup, to, in fact, expose the content [108].

Furthermore, the conventional integrity of the repository (jumping ahead, actually a weaker

form of unforgeability that is only against a corrupted server and users without legitimate

access) may easily fail, too. Several systems simply employ the hybrid encryption paradigm

as seen in Git services like Git-Secret [110] and Keybase [95]. To reduce storage costs,

Git-secret [110] even allows the users to choose which files to encrypt (e.g., sensitive data

only), while leaving others still in the clear. It is easy to see that in either case, repository

integrity cannot be achieved, as a corrupted server could attack via injection and deletion. For

example, a malicious server injects a new data encryption key using the receiver’s public key

and adds the corresponding encryption of new data. Attackers can also simply delete certain

files of a repository version without being detected. What is worse, once the maliciously
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inserted data encryption key is used by the receiver to encrypt the next version, it further

breaks the data confidentiality.

Additionally, existing Git services’ features for tracking version history and authorship, as

well as read-write access separation, are vulnerable to attacks, highlighting the lack of truly

secure Git services. Currently, author tracking and read-write access separation mainly rely

on a trusted Git server, allowing malicious users and a corrupted server to falsify authorship,

write on behalf of others, frame honest users, or break the read-only limit to write. To prevent

such attacks, E2E encrypted Git services require an "unforgeability" property related to

edit-source authenticity and read-write access separation (defined later). This ensures that

attackers, including corrupted servers or users with write access, cannot misattribute edits

without detection and that read-only attackers cannot perform writes. 2

We stress that these security vulnerabilities in ad hoc designs are not just of theoretical interest.

Similar situations exist in cloud storage and secure messaging, where multiple practical

attacks were identified [9, 108]. These highlight the need to design a formally analyzed E2E

encrypted Git service.

Dealing with overhead and compatibility. If we are to ignore performance, designing an E2E

secure Git service is easy via “trivial-enc-sign”. That is, for each edit, a user simply performs

the following commands: fetch the latest ciphertext version, verify and decrypt to get the

plaintext version, edit the files of the plaintext version to get the new plaintext version, then

completely re-encrypt the new plaintext version, sign, and upload. Instead of this trivial

operation (which can be followed on plaintext Git services without the cryptography), the

repetitive nature of Git updates (with significant overlaps across versions) has been carefully

leveraged in systems and led to the current implementation of plain Git adopting various

measures for reducing complexity and enhancing performance.

We note that despite several existing systems (still with various security issues shown in Table

4.1) that have tried to provide security for Git services with reduced complexity (compared

2Unforgeability is also essential in secure cloud storage systems. Unfortunately formal treatments [20, 19]
have not captured this security, assuming an all-or-nothing type of access (either no access or full access), with
no guarantees on the source of edits.
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to the trivial secure solution), overheads for each edit are still significant. This is because

they still operate on files, thus making the overhead relevant to edited files or even the whole

repository, even if only one character was changed. A more careful and fine-grained treatment

may give us the opportunity to minimize the overhead (while maintaining E2E security), e.g.,

it makes sense to require operations to only be proportional to each actual edit.

Another important practical property (also recognized in [20]) is platform compatibility with

existing infrastructure; in our setting, existing Git services include GitHub and Bitbucket

servers. This is an important property often ignored in many theoretical works. In fact, with

this compatibility, current users can employ E2E encrypted Git services by simply installing a

new secure Git client and directly using Git servers that current Git services provide to do Git

operations (in most cases, services are not accessible except based on the existing defined

queries).

We summarize detailed comparisons in Table 4.1 and Section 4.1.3.

The discussion above showed that secure Git services of the E2E nature are really beyond

the current state of the art. Hence, in this paper, we tackle the following challenge: identify

and formalize critical security properties of an E2E encrypted Git service, and give provably

secure constructions that are both with minimal overhead and platform-compatible with

existing Git servers. 3

4.1.1 Our results

• We present formal syntax and security models for E2E encrypted 4 Git service.

Particularly, we propose two main security properties of data confidentiality and

repository unforgeability, each with a weaker variant. All properties are against a

malicious Git server and unauthorized users, while unforgeability is even further

against malicious insiders.
3We note that there might be potential risks of misuse with E2E security. Addressing these risks while

maintaining security for the majority of the innocent users requires additional countermeasures, which seem to
require what we advocate herein, but which are beyond the scope of this paper.

4The term "encrypted" is used in a broader sense to refer to protection through cryptographic tools, not just
encryption alone.
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TABLE 4.1. Comparison with the state-of-the-art “encrypted” Git services.

Schemes Confidentiality Integrity# Unforgeability Storage increase Client enc cost Comm cost Compatibility**per version† per update‡ per update§
Git-crypt* [94] ✗ ✗ ✗ nfL nfL nfL ✓

Gringotts* [107] ✗ ✗ ✗ nfℓ1 nfL nfℓ1 ✗
Git-secret [110] ✓⋆ ✗ ✗ nfL nfL nfL ✓

Git-re-gcrypt [96] ✓ ? ? nfL nfL nfL ✓
Disac [109] ✓ ? ? nfL nfL nfL ✓

Keybase-Git [95] ✓ ? ? nfL nfL nfL ✗
Trivial-enc-sign ✓ ✓ ✓ R R R ✓

Our SGitLine ✓⋆⋆ ✓ ✓ nfℓ1 nfℓ1 nfℓ1 ✓
Our SGitChar ✓ ✓ ✓ nfℓ2 nfℓ2 nfℓ2 ✓

nf denotes the number of changed files per repository version, and L,R denotes the (average)
size of files and repository, respectively. ℓ1, ℓ2 denote the average size of line change and
character change per file update. Usually, each update works on a small portion of some files;
thus, usually, ℓ2 ≪ ℓ1 ≪ L and nfL≪ R.
# Integrity denotes the conventional integrity of repository data, which is also a weaker
version of unforgeability.
† Repo storage increment per version measures the average storage increases for updating to
a new version.
‡ Client enc cost for update measures the rough computation cost of a client in each version
update.
§ Comm cost per update measures the user-dominating communication cost of each version
update.
* means the storage cost of the scheme may be slightly smaller due to compression on
deterministic encryption.
** Compatibility asks if the Git service is compatible with existing Git hosting platforms, e.g.,
GitHub, Bitbucket, etc., and supports all basic Git operations, including commit, push, pull,
fetch versions and objects, merge, etc. ✗: not compatible with Git server; ✓: compatible with
Git server with full Git operations; ✓: compatible with Git server with limited Git operations.
⋆ means the corresponding security is conditional, as it is left to users to decide which part to
encrypt.
⋆⋆ means a weaker version of our confidentiality definition.
? means that the security is unclear at the moment since there is no formal security analysis
or obvious attack.

• We give two constructions that provably meet data confidentiality and repository

unforgeability (with the caveat that the first construction satisfies only a weaker

confidentiality), and both are fully compatible with existing Git servers (including

all Git hosting platforms like GitHub server) as shown in Figure 4.1 and standard

cryptographic libraries. Moreover, these two constructions achieve security with

minimal overhead that is relevant only to the edits (instead of the whole repository

or files), and have different efficiency performances for different edit patterns on the

managed projects.
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• We implement our two constructions and carry out extensive experiments on popular

GitHub repositories to evaluate computation, communication, and storage costs.

Our experiment results show that our constructions perform better than the "naive"

solution and those using deterministic encryption.

4.1.2 Technical overview

Git service architecture and defining security properly. We illustrate the architecture of

plain and our E2E secure Git services in Figure 4.1, highlighting the syntax definition and our

general principle of platform compatibility with Git services.

FIGURE 4.1. The architecture of plain/secure Git service

Abstracting out authentication. Unlike recent works on E2E secure cloud storage [19, 20] that

blend password authentication into the overall security model, we abstract out authentication

as a standalone black-box module. This approach simplifies the analysis by focusing on the

core security properties of E2E secure Git services, which are already complex. Furthermore,

authentication methods vary widely, including password login, two-factor authentication,

device-based authentication, token-based authentication, and more. By treating authentication

as a parameter, our framework can naturally inherit its security, enabling straightforward

generalization.

Formalizing security properties. The basic intuition of E2E secure Git services is to "emulate"

an ideal access control as if it is enforced by a trusted server (which we do not have now) to

capture real-world attacks from malicious servers and unauthorized users.
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Data confidentiality mimics the conventional IND-CPA security. However, additional sub-

tleties arise when considering multi-user data sharing and frequent data updates. Both require

us to provide the adversary with extra capabilities to flexibly interact with honest users via

sharing, updating, and more. Moreover, certain "metadata" regarding updates should also

remain concealed from the malicious server. Specifically, the update/edit operations, e.g.,

insertion or deletion, as well as the precise edit positions, including which lines or words are

altered, should remain hidden. Essentially, while the server is aware that users are performing

operations on specific files and sizes, it remains oblivious to the update details. We remark

that only our SGitChar satisfies this strong confidentiality, while the SGitLine construction

only satisfies a weaker version that only hides the data (not the "metadata") of the edit.

Repository integrity is a second natural property that ensures users can verify whether each

version of a repository is intact and has not been modified by outsiders, including malicious

servers and unauthorized users. This is clearly stronger than file-wise integrity, as a malicious

server may delete a set of files to save storage without violating the latter, weaker form

of integrity. We may also easily upgrade the notion to make sure the whole repository

history remains intact. To capture the natural need for edit-source authenticity and read-write

access separation, we further strengthen integrity to be against malicious insiders who may

indeed have write permission. We call the strong integrity repository unforgeability. We

remark that while repository integrity is weaker, it captures the existing integrity guarantees

commonly provided in secure cloud storage. This weaker property is reasonable for single-

user repositories or settings with all-or-nothing access control. The stronger property is

needed in a multi-user collaborative setting like Git service, while currently it is not discussed

in E2E encrypted storage literature where read-write access comes as an all-or-nothing flavor

(but it exists in some secure group messaging work [102, 103, 104]).

Secure and efficient constructions with compatibility. As mentioned above, there are

naive solutions that always download (pull) the whole repository before editing, then

apply all needed cryptographic operations on the whole repository and upload (push). It

is clear that this comes with a high cost. Namely, editing even a single character in one

file results in the increment of a full-size repository (for both server storage and client
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communication/computation). Meanwhile, in conventional (plain) Git services, the cost could

be minimized, as simple compression tricks can be applied. For example, during the push

execution, the differences between two versions would be computed by a Diff operation on

the client, and only the resulting "delta" (difference) induced by edits is uploaded.

File-wise treatment for secure Git services is possible (indeed adopted in most of the existing

systems [110, 96]). However, they still mostly incur large overhead (proportional to file size

instead of the difference size); further, optimizations to reduce overhead already cause various

security vulnerabilities, as we briefly discussed above (and also in Table 4.1). The reason lies

in the dilemma that if naively encrypting (say using standard authenticated encryption) the

updated file as a whole, then during push, the two encrypted files would look completely

irrelevant; the actual difference cannot be computed. On the other hand, if encryption is

applied in a finer granularity, e.g., line-wise or character-wise, security risks increase due

to greater leakage on operation type, position, and edit length. Moreover, the requirement

of repository integrity and the enforcement of read-write access separation and edit-source

authenticity add complexity.

To address the security vulnerabilities in existing schemes caused by overhead optimizations

and summarized with three security properties in Table 4.1, our first construction, SGitLine,

applies standard encryption at a finer granularity within files, specifically at the line level.

Encrypting by line, a natural structural unit of files, helps preserve data confidentiality while

reducing the update overhead, simplifying version tracking, and enabling more compact

storage.

To achieve unforgeability (thus also integrity), enforcing read-write access separation, and

tracking the source of each edit, we simply need some publicly verifiable mechanism for each

repository version. We leverage digital signatures to sign on a whole version of the encrypted

repository following the hash-and-sign paradigm. Since the hash of the whole version is

generated by Git commit anyway, the signing cost is constant and small. Then, the encryption

we apply could be a standard IND-CPA secure cipher instead of authenticated encryption.

This fairly simple encrypt-then-sign paradigm was recently proven for secure "symmetric

signcryption" [102]. And SGitLine may offer better efficiency in certain scenarios because
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each single version is history-free and not relevant to previous updates. However, line-wise

encryption suffers from a drawback in confidentiality: it exposes information about update

operations and positions during line insertions and deletions (thus only achieves weaker

confidentiality). In addition, the communication costs of updating one version depend on the

number and length of the modified lines, even if only one character is modified in each line.

To deal with the efficiency-confidentiality dilemma, we dig deeper into Git. When users push

a new version after edits, current systems basically send a whole new encrypted file because

the built-in compression in both Git client and Git server cannot properly work on ciphertext.

We make a simple observation that we may create the ciphertext in a form that helps the

deduplication (on ciphertext instead of plaintext, thus not influencing confidentiality).

In our main construction SGitChar, we propose a “Diff-then-Enc-then-Sign” paradigm that,

after editing the pulled file, we let the client run a version of Diff algorithm that identifies

the differences ∆ at the character level (e.g., which position, which operation, on which

character) with the previous version. Then the client encrypts ∆ to obtain C∗, while he pushes

C||C∗, where C is the ciphertext just pulled before modification. Of course, the whole version

is always signed before push. In this way, the built-in deduplication mechanism will remove

C and only upload C∗ when executing push. Since all details, including update operations

and content, are encrypted, SGitChar satisfies our data confidentiality, while unforgeability

holds as before. Moreover, since the update only sends C∗, the overhead is still only relevant

to the difference ∆ (independent of the file).

Obviously, combining the various cryptographic techniques requires us to prove the security

properties as defined in our model.

4.1.3 Other related works

Several open-source projects [110, 96, 95] focus on improving confidentiality by using

standard CPA secure encryption to do file-wise encryption. So the storage cost is linear

to the product of version numbers and the size of changed files in a repository. For each

update operation, a user needs to re-run encryption on the changed files of the repository.
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So the encryption time and communication size are related to the size of all changed files.

Moreover, Keybase Git [95] is designed to work with Keybase server and is not compatible

with existing Git Servers such as GitHub. To save the storage cost, Git-crypt [94] sacrifices

the CPA confidentiality by using the hash value of the file as the initialization vector of AES

encryption. For those unchanged files, the hash values keep unchanged, so as to the ciphertexts

of the files. But any tiny change of the file can produce a totally different ciphertext from the

previous version. So the storage saving method does not apply to minor changes spreading

most files of the repository. Git-remote-gcrypt [96] applies delta compression on the entire

new plaintext version of the repository to generate a packfile before encryption. Thus, in the

Git server, each update will add a new encrypted packfile, compressing all files (including

objects for the new version) together. Since the packfile is encrypted, the Git server cannot

interpret it to parse a new version, and all versions are treated as a single version. As a result,

some Git operations, such as fetching a specified version or object from the Git server, and

merging two versions on the Git Server are not supported in Git-remote-gcrypt.

Gingotts [107] uses another deterministic encryption to save storage. They fix the IV of

AES and do line-wise encryption, so that the data compression can be done cross files and

a tiny change within a line only brings a new line of ciphertext, which saves the storage

cost more than doing file-wise encryption. [107, 109] further enhances the access control of

VCS via attribute-based encryption. Gringotts [107] considered a weaker model in terms of

unforgeability, where the remote server is assumed to be honest. Disc [109] applies attribute-

based signature to force write access control without formal model analysis. [111] studied the

auditable integrity of VCS to ensure that each version of the repository is retrievable in the

malicious server setting.

4.2 Syntax

We abstract seven core operations for E2E encrypted Git services below, and each operation

is formalized as an interactive protocol between the user and server (e.g., Git server).

– Registration. Users register to the Git server.
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– Authentication. Users authenticate to the Git server to open an active session, within which

users can interact with the Git server to do the following repository operations.

– Initialization. Users set up the Git repository structure locally and remotely, which is mapped

to git init command of Git and initialize the first version of the repository with tracking

files.

– Update. Users update the repository with new files or new versions of existing files, which

are mapped to a series of Git commands git add, git commit, git push.

– Pull. Users fetch the local repository’s missing part from the server to sync with the server’s

repository, which is mapped to Git commands git pull, git fetch.

– Share. Users share the repository with others. There are two sub-protocols, denoted as

shareI and shareII , where the sender interacts with the Git server to request, and the receiver

interacts with the Git server to accept, respectively.

Syntax. Formally, an end-to-end encrypted Git service is composed of a tuple of interactive

protocols SGit:= (Πreg,Πauth,Πinit,Πupdate, Πpull,ΠshareI ,ΠshareII ) outlined above, where

each is run by a user U and a server S via a subroutine, e.g., Πreg = ⟨Ureg,Sreg⟩. Users and

the server maintain their states stU , stS , respectively.

In the following, we will describe the protocols with compulsory inputs and outputs and omit

other optional ones. In each protocol, each party has a bit of implicit output indicating the

execution state, where one indicates it succeeds, otherwise fails.

Πreg⟨uid; stS⟩ → ⟨(cred, km); (st′S)⟩: the registration protocol creates a new user, where the

user takes the unique user ID uid as input and gets the authentication credential cred

and key materials km as output. Server updates state stS with the new user record.

A user record in stS includes all data related to the user uid. After registration, it

has at least two attributes: uid and necessary material for verifying user authentica-

tion, e.g., cred or the corresponding public key if cred is a private key. Πreg must be

run once on behalf of that user before any other protocols can be run. It does not

involve any persistent state of the user yet (i.e., the user state is empty stU .s = ϵ).

Πauth⟨(uid, cred); stS⟩ → ⟨(stU); (st′S)⟩: the authentication protocol authenticates a user to

the server and initiates a new active user session. The user takes uid, cred as input.
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After passing the authentication, the two parties update their states with the new

session state.

This user session state stU .s is shared among all following protocols run within

this session. A user can initiate multiple user sessions in parallel (each holding their

own state stU .s), which can concurrently access the user’s repositories in the Git

server. 5

Πinit⟨(stU , km, rid, fpt); stS⟩ → ⟨(repo); (st′S)⟩: the initialization protocol runs within an

active session and initiates a new repository locally and remotely. A user takes as

input stU , km, a globally unique identifier rid, and plain tracking files fpt including

file path, name, and contents. The user outputs Git repository repo, including a

ciphertext repository repoct . The server updates stS by adding (rid, repoct) to the

user’s record.

Πupdate⟨(stU , km, rid, repoold , f
pt
new); stS⟩ → ⟨(reponew); (st′S)⟩: the update protocol runs within

an active session, and updates the contents locally and remotely. repoold denotes

the latest committed repositories locally and fptnew is the new plain files to be up-

dated. The user’s output is the updated repositories reponew , including the updated

ciphertext repository repoct
new . The server updates stS with an updated user record

(uid, rid, repoct
new).

Πpull⟨(stU , km, rid, repoold); stS⟩ → ⟨(reponew); (stS)⟩: the pull protocol runs within an act-

ive session, fetch the missing part from the remote repository, and get the plain

contents. The user outputs the new repository reponew = (repopt
new , repo

ct
new), where

repoct
new is the latest ciphertext repository in stS’s user record with (uid, rid).

ΠshareI ⟨(stU , km, rid, acs, repoold , uidre); stS⟩ → ⟨(reponew , oob); (st′S)⟩: the repository shar-

ing protocol runs within an active session and enables users to share the access

defined in acs of the repository rid with the receiver uidre. The protocol updates

the repository to a new version with a new access list. We consider two types of

access: read-only and write access, and only the repository owner can share it with

others. The user outputs the new repository reponew and the out-of-band message

5All remaining protocols operating on repositories can only be called with non-empty user session state
stU .s (i.e., we implicitly require them to fail otherwise). Overall, this enforces that user registration must be run
before authentication, and authentication must be run before any repository operation protocol.
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oob, which can be communicated via the out-of-band secure channel. The server

states that st′S has one more pending record for managing the receiver’s access acs

and gets updated with new ciphertext repository repoct
new .

ΠshareII ⟨(stU , rid, oob); stS⟩ → ⟨(st′U); (st′S)⟩: the repository accepting protocol runs within

an active session and enables the receiver to accept the repository sharing. The server

removes the pending access of uid and adds it to the access list of the repository rid.

As such, the user uid can access it when logged in.

Remark on revocation. In this paper, we do not consider access revocation. Once a user gets

access to a repository, it lasts until the repository gets deleted. To enable access revocation,

one possible method is to revoke the user’s access to future versions of the repository. It can be

done by changing the repository encryption key for future versions, not sharing the encryption

key with revoked users, and removing the revoked user’s signing key from the repository.

However, revoking access to previous versions of the repository is more challenging. A trivial

method is to delete the whole repository and re-initialize it from scratch, which is inefficient

and results in the loss of all history. Better methods for revocation is an interesting open

problem.6

Notations for modification. We follow [114] to define document modifications. A document

D is denoted as a sequence of blocks m1, . . . ,mn, where the block size may depend on the

security parameter k, and n denotes an integer since a document can always be padded using

standard padding methods if the original size is not a multiple of the block size. We use

O = (op, idx,m) to denote a generic modification operation, where op is the operation type,

idx is the operation position, m is the new message, and |O.m| is the message length. O(D)

denotes the effect of O on document D. So, a sequential modification operations {O}n on

document D can be denoted as On(. . . (O3(O2(O1(D))))). In this paper, we consider the basic

two operation types O.op ∈ {delete, insert} that essentially can capture all modifications on

the document, including replace, copy-and-paste, cut-and-paste, etc.

6And in general, there are many interesting questions to be studied, including systematic treatment on
post-compromise security, e.g., via updatable encryption, e.g., [25, 89], better cryptographic group management
[112], full metadata protection [113], accountability, enabling AI assistance while maintaining E2E security, and
many more.
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O = (insert, i,mi): insert mi as the i-th block of the document.
O = (delete, i): deletes the i-th data block.

Data update. In the update protocol SGit.Πupdate, the modification operations between the two

versions f, f ′ of each tracked file are calculated. We use ComDiff algorithm that takes f, f ′

as input and outputs a sequential set of modification operations {O}n in the form we defined

before. We do not specify the specific construction for ComDiff algorithm. The correctness

of ComDiff requires that f ′ = On(On−1(. . . (O1(f)))) where {O}n → ComDiff(f, f ′).

Correctness. When the Git server and all users who have access to the repository act honestly,

users can always pull the repository with the same contents as the last push.

Correctness captures that: (1) an honest user registered to the service can authenticate with

the same user ID and credentials used during registration; (2) a repository initialized, updated,

or shared by an honest user can be retrieved with its original contents.

Pr[Πauth(uid, cred; ) = (1; 1)|Πreg(uid; ) = (1, cred; 1)] = 1

∧Pr[Πpull(stU , rid; ) = (repo; )|Πinit(stU , rid, repo; ) = (1; 1)] = 1

∧Pr[Πpull(stU , rid; ) = (repo′; )|Πupdate(stU , rid, repo
′; ) = (1; 1)] = 1

∧Pr[Πpull(stUuidre
, rid; ) = (repo; )|

ΠshareI (stU , rid, uidre; ) = (1; 1) ∧ Πpull(stU , rid; ) = (repo; )] = 1

4.3 Security Models

We will formally define security properties for an E2E encrypted Git service. Intuitively, in a

plain Git service, if one fully trusts the Git server, the server can enforce access control policies.

End-to-end secure Git services try to “emulate” this ideal setting via algorithm/protocol design.

Naturally, it has to satisfy the security requirements of confidentiality (w.r.t the read access)

and integrity (we consider a stronger version, called unforgeability, that is w.r.t the write
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access). However, modeling these properties becomes significantly more complex in practice

due to the functionality of data updates and the multi-user sharing setting; these allow

adversaries to interact with honest users in a dynamic and complex manner.

Setup assumption: First, we will assume a plain PKI model; that is, users can know others’

public keys via an out-of-band channel. This can be achieved via the PGP mechanism in

practice.

Data confidentiality, captures not only the content in the repository but also the update details,

even against a corrupted Git server, which can interact with honest users. The subtle point is

that Git services allow version updates. The ciphertexts of multiple versions can give more

power to adversaries than purely exposing the ciphertext of a single version (which is the

case in the standard confidentiality model). More specifically, the ciphertexts of multiple

versions may not all be generated directly from their plaintexts, and the ciphertext of a later

version might be generated based on the ciphertext of its former version. This complicates

the modeling and analysis: In the conventional confidentiality model (with CPA flavor),

adversaries can obtain a ciphertext by querying a chosen plaintext. But now, adversaries are

allowed to additionally obtain ciphertexts by “updating” with a previous ciphertext and a new

chosen plaintext. Our confidentiality is already stronger than CCA security.

We also give a slightly weaker version of confidentiality by allowing adversaries to learn the

update locations.

Repository unforgeability, tries to capture verifiable write access, which is necessary for Git

services of version control among multiple users. Unforgeability guarantees that even if a Git

server gets corrupted, each user can only edit on their own behalf and cannot forge other users’

edits or frame other honest users. We thus consider that attackers have strong capabilities and

could corrupt the server and legitimate users who have read and/or write permission to the

target repository (malicious insiders), pretend to be other honest users, and try to forge a new

version of the repository on behalf of honest users. For example, a user who has read-only

access to the repository may get compromised. In this case, attackers can pull the contents of
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the repository but should not be able to break the access restriction (e.g., push) or pretend to

any honest user to write even if the attacker corrupts some other users with write access.

Interestingly, by simply restricting adversaries to corrupt only the server and users who do not

have read permission to the target repository (can be viewed as external attackers and slightly

adapt security games), we can easily get a weaker notion of repository unforgeability called

repository integrity. This notion may also be useful to ensure repository integrity so that an

honest repository will remain complete (no file deletion/insertion without being noticed). 7

4.3.1 Modeling preparations: oracles & states

To prepare for the security modeling, we first introduce eight oraclesO = {Oreg , Oauth , Oinit ,

Opull , Oupd , OshareI , OshareII , Ocorrupt} to capture the adversary’s capability. Since each

protocol in SGit is run between the user and the Git server, which is corrupted in all security

models. Oracles mainly run user-side algorithms and provide interfaces for adversaries to

interact with honest users, except that Ocorrupt is provided to corrupt honest users.

Our models consider the single server setting and selective user corruption. So in each security

game, adversary A first specifies the list of corrupted users Ucorrupt, which means later A can

only query Ocorrupt with user id uid ∈ Ucorrupt .

In our security games, A has the same access to all oracles in O except different restrictions

on the user corruption oracleOcorrupt . In the data confidentiality and weak repository unforge-

ability model, adversaries are not allowed to corrupt users who have legitimate access to the

challenge/target repository since the two models only capture security against outsiders of the

challenge/target repository. In the repository unforgeability model, adversaries are allowed to

query Ocorrupt to corrupt insiders with read or write access to the target repository as long as

the target user is not corrupted.

We define several global states maintained by the challenger and oracles for security games.

7There is an intermediate security notion between repository integrity and unforgeability, which captures
integrity against malicious read-only insiders, ensuring that read-only users cannot modify the repository. We
leave the systematic exploration of this case, which supports more fine-grained access control, for future work.
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U : a set of uid recording registered users.

C: a credential dictionary mapping user id uid to authentication credential cred.

K: a key material dictionary mapping user id uid to a tuple of key materials km =

(mk, ske, pke, sks, pks).

R: a set of rid recording existing repositories.

S: a user session state dictionary mapping a tuple of user id uid and session id sid to the

session state st.

RP : a dictionary mapping repository id rid to its latest local repository repo.

O: a dictionary mapping repository id rid to its owner id uid.

A[rid]: the set of accessible users uid for the repository id rid.

W [rid]: the set of users uid with write access to the repository rid.

rid∗: the challenge repository identifier.

fid∗: the challenge file id.

f ∗b : the two challenge related plain files for b ∈ {0, 1}.

repo∗: the challenge repository.

The formal oracle description is shown in Figure 4.2. For clarity, each oracle has an implicit

output indicating the procedure succeeds or fails and is specified for other output. The details

of oracle description are described as follows:

Oreg : allows A to initiate a user registration with user id uid. The generated credential and

key materials are hidden from A and can be corrupted via Ocorrupt . Each uid is

globally unique and can only be registered once with a successful record.

Oauth: allowsA to initiate the user authentication with given uid. A successful authentication

starts a new session with id sid and persistent state S[uid, sid].

Oinit : allows A to initialize the repository with repository id rid, the plain files fpt including

each file path fid ∈ fpt.F id and corresponding contents fpt[fid].

Opull : retrieves the latest repository rid in the specified active session sid on behalf of user

uid. It returns the specified repository reponew . To avoid A’s trivial win of the

confidentiality game, the retrieval of the challenge repository only returns plaintext

versions of non-challenge files.
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Oreg(uid)
1 : if uid ∈ U return “Registered!”
2 : else ⟨Ureg(uid),A⟩ → (cred, km) // only show user-side output

3 : add uid→ U, km→ K[uid], cred→ C[uid]

4 : return (uid, pke, pks). // km includes (mk, ske, pke, sks, pks)

Oauth(uid)
1 : if uid /∈ U, return ⊥ // only for registered users via Oreg

2 : else cred← C[uid], sid←$, ⟨Uauth(uid, cred),A⟩ → st, set st→ S[uid, sid], return sid

Oinit(uid, sid, rid, f
pt)

1 : if S[uid, sid] = ϵ ∨ rid ∈ R return ⊥ // only for active sessions of Oauth

2 : else ⟨Uinit(S[uid, sid],K[uid], rid, fpt),A⟩ → reponew

3 : add rid→ R, uid→ A[rid], uid→W [rid], set reponew → RP [rid], uid→ O[rid]

Oupd(uid, sid, rid, f
pt
new)

1 : if S[uid, sid] = ϵ ∨ uid /∈W [rid] return ⊥
2 : else parse RP [rid] = repoold = (repoptold , repo

ct
old )

3 : if rid = rid∗ ∧ fid∗ ∈ fptnew.F id then set f ← fptnew[fid
∗]

run O0 ← ComDiff(f∗0 , f), O1 ← ComDiff(f∗1 , f)

4 : require O0.op = O1.op ∧ |O0.m| = |O1.m|
// require same type and length of modification for challenges f∗

0 , f
∗
1

5 : require O0.idx = O1.idx // require modification on same position

6 : run ⟨Uupd(S[uid, sid], rid, repoold , fptnew),A⟩ → reponew ,

7 : set reponew → RP [rid], if rid = rid∗, set RP [rid]→ repo∗

Opull(uid, sid, rid, v)
1 : if S[uid, sid]→ st = ϵ return ⊥
2 : else ⟨Upull(st, rid,RP [rid]),A⟩ → reponew = (repoptnew , repo

ct
new ), set reponew → RP [rid]

3 : if rid /∈ R then add rid→ R, repoctnew .owner → O[rid]

4 : for each facs ∈ repoctnew

5 : set A[rid] ∪ facs.R→ A[rid],W [rid] ∪ facs.W →W [rid]

6 : if rid ̸= rid∗ return reponew

7 : else set reponew → repo∗ return f ∈ repoptnew ,where fid∗ /∈ f .F id // no challenge file return

OshareI (uid, sid, rid, uidre, acs)
1 : if S[uid, sid]→ st = ϵ ∨ uid /∈ O[rid] return ⊥
2 : else ⟨Ushr(st, rid, uidre,K[uid], RP [rid]),A⟩ → (reponew , oob)

3 : set reponew → RP [rid], update A[rid],W [rid] per acs, return oob

OshareII (uid, sid, rid, oob)
1 : if S[uid, sid] = ϵ return ⊥ else ⟨Uacp(S[uid, sid], rid, oob),A⟩

Ocorrupt(uid)
1 : if uid /∈ U ∨ uid /∈ Ucorrupt return ⊥ else return (C[uid],K[uid])

FIGURE 4.2. The oracles of data confidentiality. Boxed is for weaker
confidentiality.
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Oupd : updates the repository rid with new files fpt on behalf of user uid in session sid. For

update queries on the challenge repository, further checks are needed to avoid A’s

trivial wins via differences of update operation and content length or update position

to get an advantage in the confidentiality game.

OshareI : initiates the repository sharing. A specifies uid, sid, rid, and the receiver id uidre. It

returns the out-of-band message oob.

OshareII : initiates the receiver acceptance process of sharing within an active session. A

specifies uid, sid, rid.

Ocorrupt : allows A to corrupt honest users and returns their secrets.

4.3.2 Data confidentiality

Data confidentiality captures both the file content confidentiality and update confidentiality

against outsiders (who do not have legitimate access to the target repository), including the

malicious server, except the length of the initial file and update metadata.

The confidentiality game is defined in Figure 4.3. In the game, A has access to all eight

oracles in O. In the challenge submission phase, A submits a targeted registered honest user

uid∗ and his repository identified by rid∗, and specifies the file id fid∗ and two challenge

files f ∗0 , f
∗
1 . The challenger C randomly selects one file f ∗b to initiate or update the repository

via interacting with A. A’s goal is to distinguish which file (the bit b) was chosen. To avoid

trivial wins, A is not allowed to corrupt any user who has legitimate access to the challenged

repository.

DEFINITION 4.3.1 (Data Confidentiality). Let SGit be a Git service, and GCONF
SGit,A,q be the data

confidentiality game defined in Figure 4.3 with any probabilistic polynomial-time adversary

A querying at most q times. We define the advantage of A playing this game as

AdvCONFSGit,A,q(A) = Pr[GCONF
SGit,A,q = 1]− 1/2.
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Data Confidentiality Game GCONF
SGit,A,q

1 : b←$ {0, 1}
2 : Global U,C,K,R, S,RP,O,A,W, rid∗, fid∗, f∗0 , f

∗
1 , repo

∗

3 : Ucorrupt ← A // specify user corruption

4 : (uid∗, sid∗, rid∗, fid∗, f∗0 , f
∗
1 )← AO // submit challenge after queries

5 : update global state (rid∗, fid∗, f∗0 , f
∗
1 )

6 : if uid∗ /∈ U ∨ S[uid∗, sid∗]→ st = ϵ ∨ (rid∗ ∈ R ∧ uid∗ /∈W [rid∗])

7 : return ⊥ // exclude invalid challenge

8 : if uid∗ ∈ Ucorrupt ∨ Ucorrupt ∩A[rid∗] ̸= ∅
9 : return ⊥ // exclude insider corruption

10 : if rid∗ /∈ R then set fori = ∅
11 : else parse repoold ← RP [rid∗]to get fptl // fptl is the latest version of plain files

12 : set fori ← fptl [fid∗]

13 : O0 ← ComDiff(fori, f
∗
0 ), O1 ← ComDiff(fori, f

∗
1 )

14 : if |O0| ≠ |O1| ∨O0.op ̸= O1.op return ⊥
// exclude trivial win with different update operation or length

15 : if O0.idx ̸= O1.idx return ⊥ // exclude trivial win via different update locations

16 : if rid∗ /∈ R : ⟨Uinit(st, rid∗,K[uid∗], fid∗, f∗b ),A⟩ → reponew

17 : else ⟨Uupd(st,K[uid∗], rid∗, repoold ),A⟩ → reponew

// challenge enc or update

18 : set reponew → repo∗, reponew → RP [rid∗]

19 : b′ ← AO // A guess after challenge and queries

20 : if Ucorrupt ∩A[rid∗] ̸= ∅, return (b = b′); else return ⊥

FIGURE 4.3. The data confidentiality game. boxed is for weaker confidenti-
ality GCONFw

SGit,A,q, where the update position is protected.

Remark. We define a weaker version of data confidentiality, called weak data confidentiality,

as follows. It is formalized via the game GCONFw
SGit,A,q, in which the attacker is allowed to learn

the update positions.

DEFINITION 4.3.2 (Weak Data Confidentiality). Let SGit be a Git service, and GCONFw
SGit,A,q be

the weak data confidentiality game defined in Figure 4.3 including additional boxed restriction,

with any probabilistic polynomial-time adversary A querying at most q times. We define the

advantage of the adversary playing this game as

AdvCONFwSGit,A,q(A) = Pr[GCONFw
SGit,A,q = 1]− 1/2.
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4.3.3 Repository unforgeability

Repository unforgeability captures that an adversary cannot forge a new version of a valid

ciphertext repository on behalf of honest users, even if the adversary has the capability to

corrupt users with write access to the repository (weak repository unforgeability restricts

the adversary’s capability to access the repository). Moreover, this unforgeability inherently

inherently enforces both edit-source authenticity and read-write access separation. Edit-

source authenticity ensures that users cannot impersonate others when editing the repository,

preventing any user from writing a new version on behalf of another without detection. Read-

write access separation guarantees that read-only users are cryptographically prevented from

performing write operations. A weaker form of unforgeability still ensures write access

control against attackers with no access privileges.

The unforgeability game is defined in Figure 4.4, where A has access to all eight oracles in O.

To capture the security against malicious insiders, A is allowed to corrupt users who have

legitimate access to the challenge repository except for the challenged honest user, which may

cause a trivial win. In this game, A’s goal is to impersonate an honest user by forging a new

version of the repository on behalf of the target honest user. The weaker unforgeability game

imposes an additional restriction, boxed in Figure 4.4, which prohibits the adversary A from

corrupting any user who has access (read or write) to the target repository.

DEFINITION 4.3.3 (Repository Unforgeability). Let SGit be a Git service, and GUNF
SGit,A,q be the

repository unforgeability game defined in Figure 4.4 with any probabilistic polynomial-time

adversary A querying at most q times. We define the advantage of an adversary playing this

game as

AdvUNFSGit,A,q(A) = Pr[GUNF
SGit,A,q = 1].

Repository integrity. We define repository integrity (also called weak repository unforge-

ability) against malicious repository outsiders, including the malicious server, except users

who have legitimate access to the repository. It captures that attackers who have no access

to the target repository cannot forge a new version of the target repository, even given many
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Repository Unforgeability Game GUNF
SGit,A,q

1 : Global U,C,K,R, S,RP,O,A

2 : Ucorrupt ← A // specify user corruption

3 : (uid∗, sid∗, rid∗, repo∗ct)← AO // submit challenge after queries

4 : if repo∗ct ⊆ RP [rid∗] ∨ uid∗ ∈ Ucorrupt ∨ uid∗ /∈ U∨
5 : S[uid∗, sid∗]→ st = ϵ return ⊥

// exclude trivial win and invalid challenge

6 : ⟨Upull(st, rid∗,K[uid∗], RP [rid∗]),A⟩ → (repo∗; )

7 : require repo∗ = (repo∗pt , repo
∗
ct) ̸= ⊥ // check valid repo

8 : require A[rid∗] ∩ Ucorrupt = ∅ // exclude trivial win via user corruption

9 : if ∃ repo∗v , s.t., repo∗v ∈ repo∗ct ∧ repo∗v /∈ RP [rid∗] ∧ ftag.au = uid∗

// repo∗
v = (f ct, facs, ftag) is a version of repository, where ftag.au is the author

10 : return 1 // A win if exist one untracking version edited by honest user

11 : else return 0

FIGURE 4.4. The repository unforgeability game. boxed is for weaker
unforgeability GUNFw

SGit,A,q (called repository integrity), in which corrupted users
do not have any legitimate access to the target repository.

versions of the repository. This guarantees that even a malicious server cannot cheat users

with an incomplete version of the target repository where partial files are deleted or lost.

The Integrity game is shown in Figure 4.4 with additional restrictions in the box to the user

corruption. During the game, A has access to the eight oracles, and the goal is to provide

a new version of the ciphertext repository, which is valid but is different from all existing

versions. The trivial win is that A corrupts a user who has legitimate access to the target

repository.

DEFINITION 4.3.4 (Repository Integrity). Let SGit be a Git service, and GINT
SGit,A,q be the

repository integrity game, which is also weak repository unforgeability game GUNFw
SGit,A,q shown

in Figure4.4 including the boxed restriction with any probabilistic polynomial-time adversary

A querying at most q times. We define the advantage of the adversary playing this game as

AdvINTSGit,A,q(A) = AdvUNFwSGit,A,q(A) = Pr[GUNFw
SGit,A,q = 1].
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Repository unforgeability and integrity. We defined repository unforgeability and integrity

(the weaker version of unforgeability) to capture different attackers. In both security model-

ings, adversaries share the same goal of forging a valid ciphertext. But they have different

capabilities. The integrity adversary can be seen as an outside attacker who has no access

to the repository. However, the unforgeability adversary acts as an inside attacker who has

legitimate access to the repository, including read and write access. It is easy to conclude that

the unforgeability against insiders is stronger than the integrity against outsiders. For this

reason, we will only prove the unforgeability against insiders for our constructions.

Further modeling discussion: strengthening integrity and unforgeability. In this paper,

we consider integrity and unforgeability where malicious attackers can not forge a different

one from existing versions of the repository. The malicious server may delete or lose an

entire version of a repository. A stronger security notion captures that it can be caught if

the malicious server cannot provide an old version. A promising solution could be to use

a hash chain to link the previous versions with the next version and sign it so that, as long

as the hash chain is signed, malicious attackers cannot forge one from an internal point.

Remarks. Regarding defending denial-of-service (DoS) attacks, we always assume the server

is semi-honest, which blocks illegitimate users and provides available service to legitimate

users. Also, besides the data confidentiality, there could also be metadata privacy protecting

the file name, file directory, etc, which we leave for further study.

4.4 Provably Secure Constructions

We propose two constructions of E2E encrypted Git services, SGitChar and SGitLine, which

are fully compatible with existing Git servers, including GitHub, and formally analyze their

security. In this section, we first take SGitChar as an example to show the main workflow.

Then we introduce our two constructions: SGitLine which we briefly describe and achives

weak data confidentiality, and SGitChar which we describe in detail and which satisfies both

data confidentiality and repository unforgeability.
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Overview of E2E encrypted Git workflow. In E2E encrypted Git services, both a client

(a user’s device) and the Git server maintain a repository but in the form of ciphertext. To

enable the user to efficiently read and edit the repository, the user’s device maintains one

more repository with the corresponding plaintext. As in conventional Git services, users

register at the very beginning and authenticate to the Git server before doing repository-related

operations. After authentication, the initialization protocol enables the user to create a new

repository and synchronize the first version with the Git server. Later, users can update the

repository and synchronize with the Git server, share the repository with other users, and pull

new versions from the Git server to synchronize the local repository.

Concretely, (1) for secure initialization, a user initiates two repositories for plain data and

ciphertext first, configures the remote ciphertext repository, and connects it with the local

ciphertext one. Then, the user takes the first version of the plaintext repository as input,

generates a ciphertext version by applying encryption on each file, commits it to the local

ciphertext repository with a signature, and pushes it to the remote ciphertext repository in

the Git server to finish the initialization. (2) Regarding the secure update, the user has the

previous and new plaintext repository and the previous ciphertext repository, forms a new

version of ciphertext repository locally, and pushes it to the Git server. The methods to form a

new version of the ciphertext repository are different for the two constructions. (3) Regarding

secure pull, the user pulls local absent versions from the Git server. The workflow is that the

user first pulls the remote ciphertext version to the local ciphertext repository and then verifies

and recovers the plaintext version of the repository. The ways of recovering the plaintext

version correspond to the methods to form the ciphertext version, which are different in the

two schemes. (4) To share a repository with others, the sender needs to send a request to

the Git server to give access permission to the receiver. The sender also needs to update the

ciphertext repository with a new access control file, which includes key material encrypted

under the receiver’s public key and the sender’s authorization via a signature. The receiver

needs to accept the access via interacting with the Git server.

We assume each user has two key pairs, for digital signature and public key encryption, which

are bound to the user’s identity. The distribution of public keys is via an out-of-band channel
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so that each user knows other users’ public keys. Each user has a small, constant size of

secure storage, e.g., hundreds of bits, for keeping secrets locally. To be compatible with the

most widely deployed user authentication, we support users in authenticationng to the server

usingwith general credentials such as a passwords and a tokens. So, each users may need to

remember a passwords and keep all private secrets locally.

A diagram describing the main workflow of the pullupdate and updatepull procedure with

SGitChar as the specific construction is shown in Figure 4.5.

FIGURE 4.5. The main workflow of SGitChar

Preparation of construction. An important component of Git we will leverage for efficient

construction is the Diff computation functionality. ComDiff(repo, repo′)→ δ: The ComDiff

algorithm takes two versions of a repository as input, and generates the difference δ. The

difference δ makes sure that repo′ can be reconstructed from repo and δ. The reverse

reconstruction is not compulsory but could be useful for optimizing reconstruction efficiency.

With different implementations of ComDiff, the size of difference δ is also different. One

direction of optimizing the storage cost is to make δ as small as possible. We have two

schemes ComDiffchar and ComDiff line with different granularities to compute the difference.

ComDiffchar compares difference between two characters and ComDiff line for two lines. For

the two repositories, the size of ComDiffchar should be no larger than ComDiff line.
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4.4.1 Construction: SGitLine

A secure construction should get rid of deterministic encryption that leaks data patterns and

only provides a weak security guarantee. To reduce cost, the encryption is not trivially applied

on all files so that the computation and storage cost is not linear to the product of the version

number and file size. One of our goals is to balance confidentiality and efficiency. The other

is to achieve desired integrity and unforgeability while keeping confidentiality and efficiency.

After a careful investigation of version control systems, we observe that they have a more fine-

grained data partition and location method, so that they can reduce storage and communication

for repetitive data. We can apply standard encryption on a smaller unit of data, aligning with

the version control system’s common data processing unit, so that any changes can be located

in a more fine-grained way, not as a whole file or repository.

Git already treats lines as essential units, organizing data based on line, and utilizing line

indexes to display differences. So we apply symmetric encryption to the repository in a line-

wise way. For each data update, only those changed lines are re-encrypted, and unchanged

lines remain unchanged in terms of ciphertexts. We propose using lines as the treatment unit,

as the name SGitLine indicates.

Leveraging this existing organization eliminates the need for partitioning and reconstruction.

Additionally, the flexibility of line length allows users to customize it, potentially mitigating

the significance of IV storage, especially in average cases with longer lines.

At a high level, SGitLine involves encrypting data line by line, maintaining the ciphertext

unchanged if the plaintext remains the same. In the repository initialization procedure, the

user first encrypts every line for each file and then takes the entire ciphertext version as

a whole together with the repository id and the user’s id to sign using the user’s private

key. Digital signature helps for the integrity and unforgeability. The repository id and

user id bind the repository version to the specified repository and the user who writes this

version. In subsequent update operations, the user compares the line-wise differences between

two versions of the plaintext repository before and after the update. These differences
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indicate insert and delete modifications, such as which lines are deleted, and where to insert

a line of content. With the modifications, the user can encrypt the contents line by line

in each modification, and operate each modification on the ciphertext repository with the

corresponding ciphertext. Then, the user follows the same way to sign the entire version of

the ciphertext repository. It is evident that in the ciphertext repository, unchanged lines remain

unchanged. Consequently, the computation, communication, and storage cost of one more

version is only linear to the size of changed lines, not the entire version of the repository. In

the pull procedure, the user first interacts with the Git server to retrieve the entire version of

the ciphertext. Then, the user checks the signatures to make sure the pulled version is written

by a valid user with write access to the repository. After passing all checks, the user decrypts

ciphertexts line-by-line for each file to form the plaintext repository. The share procedure

includes requesting access permission to the server (which relies on the Git server api is),

appending the encrypted key material to the access control file, and authorizing the sharing

via signing the access file on the repository. The receiver accepts the sharing access via the

server share api. Later, when reading or writing the repository, the receiver first decrypts the

encrypted key file to get the data encryption key.

Storage drawback. While SGitLine offers substantial storage savings compared to simply

applying encryption to the entire repository, it may incur higher storage costs for code

repositories. This is particularly true for repositories where each line tends to be very short.

Additionally, in the case of minor patch updates involving only a few word changes on certain

lines (e.g., correcting typos), the storage cost could be significantly larger compared to the

plaintext repository.

Security drawback: We will prove that SGitLine satisfies the weak data confidentiality in

Section 4.4.4.3. Regarding weak confidentiality, it does not protect the updated position.

While SGitLine ensures IND-CPA security for the repository data, it does not conceal the

update operation itself. Specifically, the position information about which lines get deleted

and which lines get newly inserted remains unprotected. Also, the length of each line of the

file is unprotected.
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4.4.2 Construction: SGitChar

A secure construction should avoid deterministic encryption, which leaks data patterns. To

reduce cost, encryption cannot be trivially applied to all files, as this would make the total

computation and storage cost scale linearly with the number of repository versions n and

the size of each version f . Our goal is to achieve both security (at least standard semantic

security) and high efficiency where the update cost is independent of the whole repository

size, ideally only depending on the size of the modified content.

The high-level idea of SGitChar is that by shifting our perspective on repository updates, we

can consolidate various update operations within a file into a single operation encapsulating a

set of differences. With this approach, a single insert operation containing a line of content

encompassing all differences can record all the modifications with minimal storage cost.

More importantly, by aggregating all differences into one operation and storing them in

one position (at the end of the file), which is independent of any modification position, we

effectively conceal the position of each internal update operation. The encryption cost is only

related to the size of the difference, not the entire version of the repository, which reduces the

computation cost. For similar reasons, the communication cost of push/pull is also minimal

and depends only on the size of the difference between the two consecutive versions.

Furthermore, the straightforward method to achieve unforgeability is signing all files of one

repository version, which costs linear time to the size of the version. Inspired by the Git tree

graph to organize the repository directory and compute the root hash of all files, we do not

directly sign on all files but sign on the root hash of all files and their hierarchical organization

structure, which is known as a tree structure. In this way, a single file change only needs hash

computation on the changed file as a leaf node and on the intermediate nodes to the root of

the tree that depends only on the height of the leaf node (not related to the size of the entire

version of files).

Detailed construction. Let Πauthenticate = (ΠAuthReg,ΠAuth) be any authentication mechanism.

Let ΠSE = {KG,Enc,Dec} be a symmetric key encryption scheme, KDF be a secure key

derivation function, Hash be a collision resistant hash function, and MerkleDAG be a directed
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acyclic graph structured collision resistant hash function [115]. Let ΠPKE = {KG,Enc,Dec}

be public key encryption, and ΠDS = {KG, Sign,Vrfy} be digital signature. The detailed

constructions of SGitChar and SGitLine are described as follows and shown in Figure 4.8.

Ureg(uid) Sreg(stS)
mk ← ΠSE .KG

(ske, pke)← ΠPKE .KG

(sks, pks)← ΠDS .KG

UAuthReg(uid) SAuthReg(stS)

←→
credu st′S

Publish (uid, pke, pks)

FIGURE 4.6. The registration protocol

Πreg(uid; stS)→ (cred, km; st′S): a user registers a new account with user id uid, form-

ally shown in Figure 4.6. In the registration, the user first runs the key generation

algorithm KeyGen includes running symmetric key encryption’s key generation

algorithm ΠSE.KG, the key generation of public key encryption ΠPKE.KG, and

digital signature’s key generation algorithm ΠDS.KG to generate the key mater-

ial km = (mk, pke, ske, pks, sks) including a master secret key mk, a key pair

(pke, ske) for public key encryption, and a key pair (pks, sks) for digital signature.

Then the user and the server run ΠAuthReg of an authentication mechanism to let the

user get a credential cred and the server update stS for later authentication.

Uauth(stU , uid, pwd) Sauth(stS)
req : stS .{usr, ses}

UAuth(uid, cred) SAuth(stS)

←→
b b

if b ̸= 0,

sid←$ , s.t., sid /∈ ses

ses[sid]← (uid)

stU ← (uid, sid) sid else sid← ⊥

FIGURE 4.7. The authentication protocol
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Πauth(uid, cred; stS)→ (st′U ; st
′
S): a user authenticates to the server by running ΠAuth,

which is formally depicted in Figure 4.7. Concretely, the user interacts with the

server to run the authentication procedure ΠAuth and sets the user session state

stU ← (uid, sid). In the current programmable access to Git and our experiment,

we use a token-based authentication method, i.e., in the registration phase, the token

is randomly generated by the server and kept secret by the user for authentication.

During the authentication procedure, the user shows the token to authenticate to the

server.

Πinit(stU , km, rid, fpt; stS)→ (reponew, st
′
U ; st

′
S): In an active session, a user first encrypts

each file in fpt with the key k derived from the master key mk and the repository id

rid to get a ciphertext version f ct. For SGitChar, the user takes each file as a whole

to run encryption and get the ciphertext as content. For SGitLine, the file is parsed

by line, and users take each line as input to run encryption to get the ciphertext

as the content of the corresponding line of the ciphertext file. Then, the user runs

rh ← MerkleDAG(f ct) to hash on ciphertexts and the file structure, and gets the

signature tag σ → Sign(sk,Hash(rid∥uid∥rh)), then creates a new repository with

the repository id rid = (uid, nonce), required to be globally unique and include the

creator’s uid and a random nonce. The new ciphertext repository of the client and

Git server includes tracking ciphertext files f ct, an empty access file facs = ∅, and a

tag message ftag = (uid, σ).

Πupdate(stU , km, rid, repoold , f
pt
new; stS)→ (st′U , reponew ; st

′
S): a user first takes latest com-

mitted plaintext and ciphertext repository repoold = (repoold
pt, repoold

ct), and the

new plaintext files fptnew as input to get ciphertext files f ctnew.

Concretely, for newly added files, the user encrypts files as in initialization to

get the ciphertext version. For updated files, the user computes the differences with

the last committed plain file and encrypts the differences to get the corresponding

updated ciphertext file. SGitChar runs ComDiffchar on the new and last prior version

of the plain file to get a set of modifications {O}z, encrypts {O}z, and appends the

ciphertext at the end of last prior version of ciphertext file, to get the new version

of corresponding ciphertext file. While SGitLine runs ComDiff line to get {O}z and
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only encrypts the contents of the insert operation to replace the plaintext content and

leave the delete operation unmodified. Then, those operations are applied to the last

prior ciphertext files to get new versions that correspond to them.

With new ciphertext files f ctnew and unchanged last prior ciphertext files as the

new version of the repository, the user then hashes and signs the new version to get a

tag, then commits it with a message including the tag and push to the Git server.

Πpull(stU , km, rid, repoold ; stS)→ (st′U , reponew ; st
′
S): In an active session, a user interacts

with the server to fetch the missing versions from the server. Then, the user runs the

signature verification algorithm Vrfy to check the integrity of each missing version

and access control file. If all checks pass, the user derives or decrypts to get the data

encryption key. Then, do the following to get a new plaintext repository.

For each missing version from old to new, SGitChar runs the decryption algorithm

on the differences compared with the last prior version to get a set of modification

operations and applies modifications on the last prior plaintext version to get the

next version of the plaintext repository. SGitLine can directly decrypt each file line-

by-line to get the next new version or, based on the difference, decrypt the contents

of insert operations as new content and leave the content of delete operation empty,

then apply those operations on the last prior version of plaintext files to get the next

plaintext version.

ΠshareI (stU , km, rid, uidre, acs, repoold ; stS)→ (st′U , reponew ; st
′
S): a user interacts with the

server to add a collaborator with the id uidre for the repository identified by rid so

that the user uidre also has access acs to the repository. The user generates ctshr,

which is an encryption of the repository encryption key and sender uid under a

collaborator’s public key PKE.Enc(pkuidre
e , uid∥k). Then the user updates the access

control file accordingly by adding one entry (uidre, ctshr) to the read list facs.R

repository by inserting ctshare to the shared file. If acs is write access, then add uidre

to write list facs.W . Then, the user hashes and signs the repository according to the

new ciphertext version, commits locally, and pushes it to the Git server.
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ΠshareII (stU , rid, oob; stS)→ (st′U ; st
′
S): After receiving the out-of-band message from the

Git server, the user can take this message as input to interact with the server to accept

the shared repository access right via APIs of the Git server.

4.4.3 Construction extensions

We give three further extensions to support more functionalities, including the delete and

merge function, to enable portability and to optimize retrieval efficiency.

More functionalities. Based on the syntax and Git supported operations, we can easily extend

our E2E encrypted Git services to support more functions, such as file deletion and branch

merge. Both are special cases of the update operation Πupdate, which can be captured by our

general construction, and do not affect the security.

To delete a file, the update protocol can achieve it with the input fptnew, which includes a file

with the same file name as the file to be deleted and empty content.

To merge two branches, user can run update protocol with specified inputs: repoold and fptnew,

where repoold is one branch of the repository (identified branch 1), and fptnew is the files in the

other branch (identified as branch 2) which are different from branch 1. Git provides basic

functions to find the needed fptnew, such as git diff. The method works as it applies one

branch’s update to the other branch so that the updated version includes all updates of the two

branches. The result is the correct merge version as it is independent of the order of branches.

Please note that the Git merge function only merges two branches without conflict updates,

i.e., different updates on the same file, so does our method.

Achieving semantic security and portability simultaneously. The above secure Git services

require users to keep their secret keys by themselves. The trivial way is to store the secrets

locally, which hinders the portability and brings extra inconvenience when users want to

change devices or just access remote repositories via multiple devices. Local storage is

vulnerable to all kinds of fishing attacks, viruses, ransomwares, etc. To get rid of the reliance
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< UInit (𝑠𝑡𝑈 , 𝑘𝑚, 𝑟𝑖𝑑, f𝑝𝑡 ), SInit (𝑠𝑡𝑆 ) >
U: 𝑟𝑒𝑞 : 𝑠𝑡𝑈 .{𝑢𝑖𝑑, 𝑠𝑖𝑑 } . 𝑘 ← KDF(𝑚𝑘, 𝑟𝑖𝑑 )
U: for 𝑓𝑖 ∈ f𝑝𝑡 , 𝑖 ∈ [1, 𝑛] // 𝑛 is # of content files in f𝑝𝑡

U: for 𝑗 ∈ [1, 𝑓𝑖 .𝑙 ] // 𝑓𝑖 .𝑙 is # of lines in 𝑓𝑖
U: 𝑙𝑐𝑡 𝑗 ← 𝐸𝑛𝑐 (𝑘, 𝑙 𝑗 ) // encrypt by line

U: 𝑐𝑡𝑖 ← (𝑙𝑐𝑡1, . . . , 𝑙𝑐𝑡𝑓𝑖 .𝑙 ) 𝑐𝑡𝑖 ← 𝐸𝑛𝑐 (𝑘, 𝑓𝑖 )
U: f𝑐𝑡 ← (𝑐𝑡1, . . . , 𝑐𝑡𝑛 )
U: 𝑟ℎ ← MerkleDAG(f𝑐𝑡 ) // each 𝑐𝑡𝑖 is a leaf node, 𝑖 ∈ [1, 𝑛]
U: ℎ ← 𝐻𝑎𝑠ℎ (𝑟𝑖𝑑 ∥𝑢𝑖𝑑 ∥𝑟ℎ), 𝜎 ← Sign(𝑠𝑘𝑠 , ℎ)
U: add commit message 𝑓𝑡𝑎𝑔 ← (𝑢𝑖𝑑, 𝜎 )
U: repoctnew ← (f𝑐𝑡 , 𝑓𝑎𝑐𝑠 = ∅, 𝑓𝑡𝑎𝑔 )
U: Send 𝑢𝑖𝑑, 𝑠𝑖𝑑, 𝑟𝑖𝑑, repoctnew to S
U: add repoptv1 = (f𝑝𝑡 , 𝑓

𝑝𝑡
𝑎𝑐𝑠 = ∅) → repoptnew

S: 𝑟𝑒𝑞 : 𝑠𝑡𝑆 .{𝑢𝑠𝑟, 𝑠𝑒𝑠, 𝑅𝑖𝑑 }
S: if 𝑠𝑒𝑠 [𝑠𝑖𝑑 ] ≠ 𝑢𝑖𝑑 or 𝑟𝑖𝑑 ∈ 𝑅𝑖𝑑, 𝐹𝑎𝑖𝑙
S: Add repoct ← repoctnew

< Uupdate (𝑠𝑡𝑈 , 𝑘𝑚, 𝑟𝑖𝑑, repoold , f𝑝𝑡𝑛𝑒𝑤 ), Supdate (𝑠𝑡𝑆 ) >
U: 𝑟𝑒𝑞 : 𝑠𝑡𝑈 .{𝑢𝑖𝑑, 𝑠𝑖𝑑 }
U: repoold = (repoptold , repoctold ) // last committed local repositories

U: parse repoptvl = (f
𝑝𝑡
𝑣𝑙
, 𝑓
𝑝𝑡
𝑎𝑐𝑠 ) ∈ repoptold

U: parse repoctvl = (f𝑐𝑡𝑣𝑙 , 𝑓𝑎𝑐𝑠 , 𝑓𝑡𝑎𝑔 ) ∈ repoctold and 𝑟𝑖𝑑 = 𝑢𝑖𝑑𝑜 ∥𝑛𝑜𝑛𝑐𝑒
U: if 𝑢𝑖𝑑 = 𝑢𝑖𝑑𝑜 𝑘 ← 𝐾𝐷𝐹 (𝑚𝑘, 𝑟𝑖𝑑 )
U: else 𝑐𝑘 ← 𝑓𝑎𝑐𝑠 .𝑅 [𝑢𝑖𝑑 ], 𝑘 ← PKE.Dec(𝑠𝑘𝑢𝑖𝑑𝑒 , 𝑐𝑘 )
U: for 𝑓 𝑖𝑑 ∈ f𝑝𝑡

𝑣𝑙
.𝐹𝑖𝑑 ∩ f𝑝𝑡𝑛𝑒𝑤 .𝐹𝑖𝑑

U: 𝑓 ← f𝑝𝑡
𝑣𝑙
[ 𝑓 𝑖𝑑 ], 𝑓 ′ ← f𝑝𝑡𝑛𝑒𝑤 [ 𝑓 𝑖𝑑 ], 𝑐𝑡𝑓 ← f𝑐𝑡𝑣𝑙 [ 𝑓 𝑖𝑑 ]

U: {𝑂 }𝑧 ← ComDiff𝑙𝑖𝑛𝑒 (𝑓 , 𝑓 ′ )
U: for 𝑖 ∈ [1, 𝑧 ]
U: 𝑐𝑡𝑙 ← 𝐸𝑛𝑐 (𝑘,𝑂𝑖 .𝑚), 𝑂 ′𝑖 = (𝑂𝑖 .𝑜𝑝.𝑂𝑖 .𝑖𝑑𝑥, 𝑐𝑡𝑙 )
U: 𝑐𝑡 ′𝑓 ← 𝑂 ′𝑧 (. . . (𝑂 ′1 (𝑐𝑡𝑓 ) ) ) , {𝑂 }𝑧 ← ComDiff𝑐ℎ𝑎𝑟 (𝑓 , 𝑓 ′ )

U: 𝑐𝑡𝑜 ← 𝐸𝑛𝑐 (𝑘, {𝑂 }𝑧 ), 𝑐𝑡 ′𝑓 ← (𝑐𝑡𝑓 , 𝑐𝑡𝑜 )

U: add 𝑐𝑡 ′𝑓 → f𝑐𝑡𝑛𝑒𝑤 , f
𝑝𝑡
𝑛𝑒𝑤 [ 𝑓 𝑖𝑑 ] → f𝑝𝑡𝑛𝑒𝑤

U: for 𝑓 𝑖𝑑 ∈ f𝑝𝑡𝑛𝑒𝑤 .𝐹𝑖𝑑\f𝑝𝑡𝑣𝑙 .𝐹𝑖𝑑
U: 𝑓 ′ ← f𝑝𝑡𝑛𝑒𝑤 [ 𝑓 𝑖𝑑 ]
U: for 𝑗 ∈ [1, 𝑓 ′ .𝑙 ] // 𝑓 ′ .𝑙 is # of lines in 𝑓 ′

U: 𝑙𝑐𝑡 𝑗 ← 𝐸𝑛𝑐 (𝑘, 𝑙 𝑗 ) // encrypt by line

U: 𝑐𝑡 ′𝑓 ← (𝑙𝑐𝑡1, . . . , 𝑙𝑐𝑡𝑓 ′ .𝑙 ) 𝑐𝑡 ′𝑓 ← 𝐸𝑛𝑐 (𝑘, 𝑓 ′ )

U: add 𝑐𝑡 ′𝑓 → f𝑐𝑡𝑛𝑒𝑤 , f
𝑝𝑡
𝑛𝑒𝑤 [ 𝑓 𝑖𝑑 ] → f𝑝𝑡𝑛𝑒𝑤

U: for 𝑓 𝑖𝑑 ∈ f𝑐𝑡𝑣𝑙 .𝐹𝑖𝑑\f
𝑝𝑡
𝑛𝑒𝑤 .𝐹𝑖𝑑

U: add f𝑐𝑡𝑣𝑙 [ 𝑓 𝑖𝑑 ] → f𝑐𝑡𝑛𝑒𝑤 , f
𝑝𝑡
𝑣𝑙
[ 𝑓 𝑖𝑑 ] → f𝑝𝑡𝑛𝑒𝑤

U: ℎ′ ← MerkleDAG(f𝑐𝑡𝑛𝑒𝑤 , 𝑓𝑎𝑐𝑠 ) // each 𝑐𝑡 ′𝑓 and 𝑓𝑎𝑐𝑠 are leaf nodes
U: 𝜎 ′ ← Sign(𝑠𝑘𝑠 , 𝑟𝑖𝑑 ∥𝑢𝑖𝑑 ∥ℎ′ ), update file 𝑓 ′𝑡𝑎𝑔 ← (𝑢𝑖𝑑, 𝜎 ′ )
U: repoctnew ← (f𝑐𝑡𝑛𝑒𝑤 , 𝑓𝑎𝑐𝑠 , 𝑓 ′𝑡𝑎𝑔 ), repoptnew ← (f𝑝𝑡𝑛𝑒𝑤 , 𝑓 𝑝𝑡𝑎𝑐𝑠 )
U: Send 𝑢𝑖𝑑, 𝑠𝑖𝑑, 𝑟𝑖𝑑, repoctnew to S
S: 𝑟𝑒𝑞 : 𝑠𝑡𝑆 .{𝑢𝑠𝑟, 𝑠𝑒𝑠, 𝑅𝑖𝑑, repoct }
S: Update repoct ← repoctnew

< Upull (𝑠𝑡𝑈 , 𝑘𝑚, 𝑟𝑖𝑑, repoold ), Spull (𝑠𝑡𝑆 ) >
U: 𝑟𝑒𝑞 : 𝑠𝑡𝑈 .{𝑢𝑖𝑑, 𝑠𝑖𝑑 }, send 𝑢𝑖𝑑, 𝑠𝑖𝑑, 𝑟𝑖𝑑, v𝑜𝑙𝑑 to S
S: 𝑟𝑒𝑞 : 𝑠𝑡𝑆 .{𝑢𝑠𝑟, 𝑠𝑒𝑠, 𝑅𝑖𝑑, repoctnew } . if 𝑠𝑒𝑠 [𝑠𝑖𝑑 ] ≠ 𝑢𝑖𝑑, 𝐹𝑎𝑖𝑙
S: for vi ∈ repoctnew .v\v𝑜𝑙𝑑
S: Send repoctvi = (f𝑐𝑡 , 𝑓𝑎𝑐𝑠 , 𝑓𝑡𝑎𝑔 ) to U
U: parse 𝑟𝑖𝑑 = 𝑢𝑖𝑑𝑜 ∥𝑛𝑜𝑛𝑐𝑒, repoold = (repoptold , repoctold )
U: if 𝑢𝑖𝑑 = 𝑢𝑖𝑑𝑜 𝑘 ← 𝐾𝐷𝐹 (𝑚𝑘, 𝑟𝑖𝑑 )
U: else 𝑐𝑘 ← 𝑓𝑎𝑐𝑠 .𝑅 [𝑢𝑖𝑑 ], 𝑘 ← PKE.Dec(𝑠𝑘𝑢𝑖𝑑𝑒 , 𝑐𝑘 )
U: set repoptnew ← repoptold , repo

ct
new ← repoctold

U: for each repoctvi = (f𝑐𝑡 , 𝑓𝑎𝑐𝑠 , 𝑓𝑡𝑎𝑔 ) sent from S
U: parse 𝑓𝑎𝑐𝑠 = (𝑅,𝑊 ,𝜎𝑎𝑐𝑠 ) and 𝑓𝑡𝑎𝑔 = (𝑢𝑖𝑑𝑤 , 𝜎 )
U: 𝑟ℎ ← MerkleDAG(f𝑐𝑡 , 𝑓𝑎𝑐𝑠 ), 𝑟 ← 𝐻𝑎𝑠ℎ (𝑟𝑖𝑑 ∥𝑢𝑖𝑑𝑤 ∥𝑟ℎ)
U: if ¬Vrfy(𝑝𝑘𝑢𝑖𝑑𝑜𝑠 , 𝑓𝑎𝑐𝑠 ) ∨𝑢𝑖𝑑𝑤 ∉ 𝑓𝑎𝑐𝑠 .𝑊∨
U: ¬Vrfy(𝑝𝑘𝑢𝑖𝑑𝑤𝑠 , 𝑟 , 𝜎 ) then 𝐹𝑎𝑖𝑙

U: for each 𝑐𝑡𝑖 ∈ f𝑐𝑡

U: for 𝑗 ∈ [1, 𝑐𝑡𝑖 .𝑙 ] : 𝑙 𝑗 ← 𝐷𝑒𝑐 (𝑘, 𝑙 𝑗 )
U: 𝑓𝑖 ← (𝑙1, . . . , 𝑙𝑐𝑡𝑖 .𝑙 )
U: parse 𝑐𝑡𝑖 = (𝑐𝑡𝑖0 , 𝑐𝑡𝑜1 . . . 𝑐𝑡𝑜𝑧 ) // 𝑧 is # of update in 𝑐𝑡𝑖

U: 𝑓𝑖0 ← 𝐷𝑒𝑐 (𝑘, 𝑐𝑡𝑖0 )
U: for 𝑗 ∈ [1, 𝑧 ] 𝑂 𝑗 ← 𝐷𝑒𝑐 (𝑘, 𝑐𝑡𝑜 𝑗 )

U: 𝑓𝑖 ← 𝑂𝑧 (. . . (𝑂1 (𝑓𝑖0 ) )
U: add 𝑓𝑖 → f𝑝𝑡

U: add repoptnew ← repoptvi = (f𝑝𝑡 , 𝑓𝑎𝑐𝑠 ), repoctnew ← repoctvi
U: get reponew ← (repoctnew, repoctnew )

< U𝑠ℎ𝑎𝑟𝑒𝐼 (𝑠𝑡𝑈 , 𝑘𝑚, 𝑟𝑖𝑑,𝑢𝑖𝑑𝑟𝑒 , 𝑎𝑐𝑠, repoold ), S𝑠ℎ𝑎𝑟𝑒𝐼 (𝑠𝑡𝑆 ) >
U: 𝑟𝑒𝑞 : 𝑠𝑡𝑈 .{𝑢𝑖𝑑, 𝑠𝑖𝑑 }, parse repoold = (repoptold , repoctold )
U: parse repoctvl = (f𝑐𝑡 , 𝑓𝑎𝑐𝑠 , 𝑓𝑡𝑎𝑔 ) ∈ repoctold , 𝑟𝑖𝑑 = (𝑢𝑖𝑑𝑜 , 𝑛𝑜𝑛𝑐𝑒 )
U: if 𝑢𝑖𝑑 ≠ 𝑢𝑖𝑑𝑜 , 𝐹𝑎𝑖𝑙

U: 𝑘 ← KDF(𝑚𝑘, 𝑟𝑖𝑑 ), 𝑐𝑡𝑠ℎ𝑟 ← PKE.Enc(𝑝𝑘𝑢𝑖𝑑𝑟𝑒𝑒 ,𝑢𝑖𝑑 ∥𝑘 )
U: 𝑓 ′𝑎𝑐𝑠 .𝑅 ← 𝑓𝑎𝑐𝑠 .𝑅 ∪ { (𝑢𝑖𝑑𝑟𝑒 , 𝑐𝑡𝑠ℎ𝑟 ) }
U: if 𝑎𝑐𝑠 = write then 𝑓 ′𝑎𝑐𝑠 .𝑊 ← 𝑓𝑎𝑐𝑠 .𝑊 ∪ {𝑢𝑖𝑑𝑟𝑒 }
U: 𝑓 ′𝑎𝑐𝑠 .𝜎 ← Sign(𝑠𝑘𝑠 , 𝑓𝑎𝑐𝑠 .𝑊 ∥ 𝑓𝑎𝑐𝑠 .𝑅)
U: 𝑓 ′𝑎𝑐𝑠 ← (𝑓 ′𝑎𝑐𝑠 .𝑅, 𝑓 ′𝑎𝑐𝑠 .𝑊 , 𝑓 ′𝑎𝑐𝑠 .𝜎 )
U: 𝑟ℎ′ ← MerkleDAG(f𝑐𝑡 , 𝑓 ′𝑎𝑐𝑠 ), ℎ′ ← 𝐻𝑎𝑠ℎ (𝑟𝑖𝑑 ∥𝑢𝑖𝑑 ∥𝑟ℎ′ )
U: 𝜎 ′ ← Sign(𝑠𝑘𝑢𝑖𝑑𝑠 , ℎ′ ), 𝑓 ′𝑡𝑎𝑔 = (𝑢𝑖𝑑, 𝜎 ′ )
U: repoctnew = repoctold ∪ { (f𝑐𝑡 , 𝑓 ′𝑎𝑐𝑠 , 𝑓 ′𝑡𝑎𝑔 ) }
U: Send 𝑢𝑖𝑑, 𝑠𝑖𝑑, 𝑟𝑖𝑑,𝑢𝑖𝑑𝑟𝑒 , 𝑎𝑐𝑠, 𝑓 ′𝑎𝑐𝑠 , 𝑓 ′𝑡𝑎𝑔 to S
S: 𝑟𝑒𝑞 : 𝑠𝑡𝑆 .{𝑢𝑠𝑟, 𝑠𝑒𝑠, repoct , 𝑠ℎ𝑟 }
S: 𝑜𝑜𝑏 ←$, add 𝑠ℎ𝑟 [𝑟𝑖𝑑 ] ← (𝑢𝑖𝑑𝑟𝑒 , 𝑜𝑜𝑏, 𝑎𝑐𝑠 )
S: add new version (f𝑐𝑡 , 𝑓 ′𝑎𝑐𝑠 , 𝑓 ′𝑡𝑎𝑔 ) to repoct , send 𝑜𝑜𝑏 to U

< UshareII (𝑠𝑡𝑈 , 𝑟𝑖𝑑, 𝑜𝑜𝑏 ), SshareII (𝑠𝑡𝑆 ) >U: 𝑟𝑒𝑞 : 𝑠𝑡𝑈 .{𝑢𝑖𝑑, 𝑠𝑖𝑑 }, send 𝑢𝑖𝑑, 𝑠𝑖𝑑, 𝑟𝑖𝑑, 𝑜𝑜𝑏 to S
S: 𝑟𝑒𝑞 : 𝑠𝑡𝑆 .{𝑢𝑠𝑟, 𝑠𝑒𝑠, 𝑠ℎ𝑟,𝐴}
S: if 𝑠𝑒𝑠 [𝑠𝑖𝑑 ] ≠ 𝑢𝑖𝑑 or (𝑢𝑖𝑑, 𝑜𝑜𝑏, 𝑎𝑐𝑠 ) ∉ 𝑠ℎ𝑟 [𝑟𝑖𝑑 ], 𝐹𝑎𝑖𝑙
S: add (𝑢𝑖𝑑, 𝑎𝑐𝑠 ) → 𝐴[𝑟𝑖𝑑 ] .

Figure 6: The constructions of SGit, where boxed purple part with solid line belongs to SGitLine, and boxed teal part with dashed
line belongs to SGitChar.

FIGURE 4.8. The constructions of SGit, where boxed purple part with solid
line belongs to SGitLine, and boxed teal part with dashed line belongs to
SGitChar.
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on secure local storage and improve the portability, we propose a solution to integrate

password-based key management into E2EE Git.

Currently, users have three secrets: password, private key, and secret key. Users use a

password to authenticate to the Git server, use the private key to authenticate to other users,

and use the secret key to derive a data encryption key for data encryption. Note that among

the three secrets, only the password is easy for users to memorize and bring everywhere, and

thus we consider using password-based key management to improve the portability. However,

we know that a password has low entropy and is vulnerable to dictionary attacks when the Git

server gets compromised or the server storage gets breached.

We utilize End-to-Same-End encryption (E2SE for short) design idea, where another server

is introduced to increase the user’s entropy for each server. We integrate E2SE into E2EE

Git by introducing a new server acting as a key server and letting the GitHub server act as a

storage server, so that users use passwords to authenticate to two servers and derive a master

key for encrypting/decrypting the private key and secret key.

Further optimizations. For SGitChar, a single version of the ciphertext file includes the

initial version of the ciphertext and a sequence of updates. It is efficient in terms of repository

storage cost, update communication size, and encryption time, only related to the size of the

difference. But in one case that client does not have the repository locally and only wants to

fetch a single latest version of the repository, the communication cost and decryption time are

linear to the versions of the repository, as the latest version includes all the previous updates.

SGitLine does not have such an issue due to each ciphertext version is history independent.

To mitigate the special case cost of SGitChar due to history dependence, we can have further

optimization by setting a length of history dependence, e.g., 6 versions. Concretely, for

every six updates of a file, users treat the file as the first version to directly encrypt an entire

version from scratch, which is independent of the history. Even if users do not have any local

repository and only fetch a specified version, the communication cost at most includes five

updates, and the decryption overhead is at most linear to five update differences.
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4.4.4 Security analysis

4.4.4.1 Data confidentiality of SGitChar

We give a formal proof of Thm.4.4.1 that SGitChar satisfies the data confidentiality defined in

Def. 4.3.1 in the following.

THEOREM 4.4.1 (Data confidentiality). Let ΠSE = (KG,Enc,Dec) be an IND-CPA secure

symmetric encryption, ΠPKE = (KG,Enc,Dec) be an IND-CPA public-key encryption,

ΠSig = (KG, sign,Vrfy) be a strongly existentially unforgeable digital signature, KDF be a

random oracle. Let MerkleDAG be a directed acyclic graph structured collision-resistant hash

function. SGitChar has data confidentiality, i.e.,

AdvCONFSGitChar,A,q(A) = Pr[GCONF
SGitChar,A,q = 1]− 1/2 = negl(λ).

PROOF. In a high level, we use game hop to reduce the data confidentiality to the security

of underlying schemes. When playing a game with SGitLine adversary A, challenger B could

act as an adversary of underlying schemes and interact with their respective challenger C

to answer A’s queries. If A can distinguish, B can leverage it to break underlying schemes.

We use four game hops to deal with the decryption queries of Opull , the sharing queries of

OshareI , the encryption queries of Oinit , and the update queries of Oupd , gradually reducing

the data confidentiality to the repository unforgeability of SGitChar proved in Theorem 4.4.2,

the IND-CPA security of ΠPKE , the pseudorandomness of KDF, and the IND-CPA security

of ΠSE .

Specifically, Game 1 ignores all decryption queries ofOpull that involve malformed ciphertexts.

The adversary A cannot distinguish this change due to the unforgeability of SGitChar, which

is further reduced to the security of ΠSig and MerkleDAG. Game 2 replaces the key materials

shared with honest users with random values, and encrypts these values when responding

to OshareI queries. This modification is indistinguishable from using real key materials due

to the IND-CPA security of ΠPKE . In Game 3, the derivation of the repository encryption

key is replaced with a random value in Oinit queries. This change is hidden from A due to

the pseudorandomness of the KDF output when given a random input. For challenge related
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queries, Game 4 converts into challenges to the challenger in the IND-CPA security game of

ΠSE , and uses the challenge responses as the corresponding ciphertexts to proceed, which is

indistinguishable due to the IND-CPA security of ΠSE .

The details are as follows:

• Game 0: B acts the same as challenger in SGitLine confidentiality game.

• Game 1: we deal with the decryption oracle. For those pull queries to Opull on

those repositories which only honest users have access to, B refuses to respond if

the queried ciphertext repository is not the previous queried one. A can distinguish

Game 1 from Game 0 with negligible probability due to the repository unforgeability

of SGitLine.

• Game 2: B first replaces all key materials shared with honest users with encryption

on a random key, which is indistinguishable from Game 1 due to the IND-CPA

security of PKE. When queried to the Opull oracle with shared repository on shared

honest user, B just looks up the table to find the real data encryption key instead of

decryption to get the key. This ensures that the shared key material with honest users

does not leak any information about the real data encryption key.

• Game 3: for each initialization query to Oinit on honest users, B replaces repository

encryption key with a random value. Even if the malicious user is shared by the

honest user, the random value is indistinguishable from the correct output of key

deviation function on honest user’s master key mk and repository id rid as input. So

that the honest user’s mk is never leaked to corrupted users. Due to Game 2, the key

material of the repository with only honest users is never leaked to A.

• Game 4: given the two files as the challenge, if it is an initialization query, B directly

forwards the challenge to the challenger of symmetric encryption CΠSE
. Later for

the update queries on the challenge repository, B comparing the differences between

update file f and two challenges by running {O0} ← ComDiffchar(f0, f), {O1} ←

ComDiffchar(f1, f). B checks the validity of {O0.m} and {O1.m} based on different

conditions for SGitChar and SGitLine. If the challenge is valid without trivial win,

B forwards {O0.m} and {O1.m} as challenge to CΠSE
. If the challenge query is an
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update query, B first calculates two sets of challenge modifications in terms of their

prior file f by running {O0} ← ComDiffchar(f0, f), {O1} ← ComDiffchar(f1, f).

Then B submits the different modification messages {O0.m} and {O1.m} as chal-

lenge to CΠSE
. B follows the same way to deal with later update queries on the

challenge repository. Finally, B forwards A’s guess to CΠSE
. If A has a non-

negligible probability to distinguish the two challenges, then B can break ΠSE’s

IND-CPA security.

As a result, SGitChar has data confidentiality. □

4.4.4.2 Repository unforgeability of SGit

We formally prove the Thm. 4.4.2 that two SGit constructions SGitLine and SGitChar satisfy

the repository unforgeability defined in Def. 4.3.3.

THEOREM 4.4.2 (Repository unforgeability). Let ΠSig = (KG, Sign, Vrfy) be a strongly

unforgeable digital signature scheme and MerkleDAG be a directed acyclic graph struc-

tured collision-resistant hash function. SGitLine and SGitChar have repository unforgeab-

ility, i.e., AdvUNFSGitLine,A,q(A) = Pr[GUNF
SGitLine,A,q = 1] = negl(λ) and AdvUNFSGitChar,A,q(A) =

Pr[GUNF
SGitChar,A,q = 1] = negl(λ).

PROOF. Intuitively, we begin by assuming that A produces a successful forgery, which

must fall into one of three possible cases: a new signature, a new hash root, or new repos-

itory contents. However, each case contradicts the original assumptions on the underlying

building blocks—specifically, the strong unforgeability of ΠSig and the collision resistance

of MerkleDAG. Therefore, A cannot produce a successful forgery, and SGitChar satisfies

repository unforgeability.

Since SGitLine and SGitChar use the same components to ensure unforgeability, namely,

applying a structured hash function to an entire repository version and signing the resulting

hash root, the proof of repository unforgeability applies equally to both constructions.
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Concretely, a valid forgery repo∗ct = repohct, facs, ftag on target user uid∗ and repository

rid∗ contains three parts where σ is signature on message rid∗∥uid∗∥h, ftag = (uid∗, σ), and

h = MerkleDAG(repohct, facs). The forgery is a new message signature pair. So there are two

cases.

• Case 1: The signature σ is new.

• Case 2: The signature is the previous one, but the message rid∗∥uid∗∥h is new.

• Case 3: Both signature and message are previous ones, but (repohct, facs) is new.

Case 1 and Case 2 mean that A forges a new message signature pair, which is contradictory

with the strong unforgeability of digital signatures. For case 3, since the message is old, the h

is also the previous one. But (repohct, facs) is new. Previously, there exists one (repo
′h
ct , f

′
acs)

such that h = MerkleDAG(repo
′h
ct , f

′
acs). We know that h = MerkleDAG(repohct, facs). So

there is a collision which contradicts with the collision resistent property of MerkleDAG. As a

result, SGitLine has unforgeability. □

4.4.4.3 Weak data confidentiality of SGitLine

We prove that the SGitLine construction satisfies weak data confidentiality defined in Def.

4.3.2.

THEOREM 4.4.3 (Weak data confidentiality). Let ΠSE = (KG,Enc, Dec) be an IND-CPA

secure symmetric encryption, ΠPKE = (KG,Enc, Dec) be an IND-CPA public-key encryption,

ΠSig = (KG, sign,Vrfy) be an strong existing unforgeable digital signature, KDF be a random

oracle. Let MerkleDAG be a directed acyclic graph structured collision resistant hash function.

SGitLine has weak data confidentiality, i.e.,

AdvCONFwSGitLine,A,q(A) = Pr[GCONFw
SGitLine,A,q = 1]− 1/2 = negl(λ)

PROOF. Intuitively, we use game hop to reduce the data confidentiality to the security

of the underlying schemes. When playing a game with SGitLine adversary A, challenger B

could act as adversary of underlying schemes and interact with their respective challenger C

to answer A’s queries. If A can distinguish, B can leverage it to break underlying schemes.
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We use four game hops dealing with decryption query of Opull , sharing query of OshareI ,

encryption queries ofOinit , and update queries ofOupd to reduce the security. Compared with

the proof of SGitChar, the only difference of the weak confidentiality proof of SGitLine is

in Game 4 for dealing with challenges to the Oinit or Oupd oracles and the following update

queries to the Oupd oracle with one more restriction on the challenge update position. The

details are as follows:

• Game 0, B acts the same as challenger in SGitLine confidentiality game.

• Game 1, we deal with the decryption oracle. For those pull queries to Opull on those

repositories which only honest users have access to, B refuses to respond if the

queried ciphertext repository is not previously queried one. A can distinguish Game

1 from Game 0 with negligible probability due to the repository unforgeability of

SGitLine.

• Game 2, B first replaces all key materials shared with honest users with encryption

on a random key, which is indistinguishable from Game 1 due to the IND-CPA

security of PKE. When queried to the Opull oracle with shared repository on shared

honest user, B just looks up the table to find the real data encryption key instead of

decryption to get the key. This ensures that the shared key material with honest users

does not leak any information about the real data encryption key.

• Game 3, for each initialization query to Oinit on honest users, B replaces repository

encryption key with a random value. Even if a malicious user is shared by the

honest user, the random value is indistinguishable from the correct output of the key

deviation function on the honest user’s master key mk and repository id rid as input.

So that the honest user’s mk is never leaked to corrupted users. Due to Game 2, the

key material of the repository with only honest users is never leaked to A.

• Game 4, given the challenge two files, if it is an initialization query, B directly

forwards the challenge to the challenger of symmetric encryption CΠSE
. Later for

the update queries on the challenge repository, B comparing the differences between

update file f and two challenges by running {O0} ← ComDiff line(f0, f), {O1} ←

ComDiff line(f1, f). B checks the validity of {O0.m} and {O1.m} based on the



4.5 IMPLEMENTATION AND EVALUATION 111

trivial condition for SGitLine including the restriction of the consistent update posi-

tion. If the challenge is valid without trivial wins, B forwards {O0.m} and {O1.m}

as challenge to CΠSE
. If the challenge query is an update query, B first calcu-

lates two sets of challenge modifications in terms of their prior file f by running

{O0} ← ComDiff line(f0, f), {O1} ← ComDiff line(f1, f). Then, B submits the dif-

ferent modification messages {O0.m} and {O1.m} as challenge to CΠSE
. B follows

the same way to deal with later update queries on the challenge repository. Finally,

B forwards A’s guess to CΠSE
. If A has a non-negligible probability to distinguish

the two challenges, then B can break the IND-CPA security of ΠSE .

As a result, SGitLine has weak data confidentiality. □

4.5 Implementation and Evaluation

We implemented our two schemes and presented the experimental results in this section.

Implementation. We implemented both SGitLine and SGitChar using Python and the

pycryptodome library and used AES-CTR as the encryption algorithm, ECDSA as a signature

scheme, SHA-256 as the hash function, and HKDF-SHA-256 as the key derivation function.

We will open-source it soon. For a fair comparison, we re-implemented the deterministic

encryption-based scheme adopted by Git-crypt [94] using Python, where AES-CTR encrypts

each file with an initialization vector (IV) derived from the SHA-1 HMAC of the file. We

also implemented Trivial-enc-sign, where the whole updated version of a repository would

be re-encrypted before pushing.

For SGitLine, we utilize git diff to obtain the line-wise difference for each update. For

SGitChar, we utilize the diff_match_patch package [116] to obtain the character-wise delta.

To record the user’s signature in the current commit, we take the following steps: 1) run the

git commit command, 2) sign on the commit information including the parent commit

hash value, the MerkleDAG hash value of the current commit, the author, timestamps, and the

commit message; 3) use the git --amend command to update the commit message with
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the signature. In this way, a user can obtain the updated ciphertext and the signature from

one commit and then verify them. Git uses SHA-1 by default, while due to the insecurity of

SHA-1, we recommend utilizing SHA-256 as the default hash function.

Experiments. The local Git repositories were hosted on a Windows laptop with an Intel

Core i7 processor (2.1 GHz) and 32 GB RAM. We also carried out the experiments on

Amazon Web Service (AWS for short), where the repositories are hosted on an AWS virtual

machine with Ubuntu (64-bit), 1 vCPU, and 30 GB of disk storage. We used Git tools

and the GitHub API to interact with GitHub, deploying a remote repository on the GitHub

server. To compare our schemes with the other two in typical scenarios, we selected five

of the top ten rated code repositories on GitHub, considering the variety in their scale and

number of files. The selected repositories are awesome [117], free-programming-books

(FPB) [118], bootstrap [119], react [120], and freeCodeCamp (FCC) [121]. Additionally, we

included a paper repository (denoted as DecRepo), which mainly contains LaTeX files of an

academic manuscript and has a different structure and pattern compared to conventional code

repositories. The specific information is provided in Table 4.2.

TABLE 4.2. The repository information (as of April 2024). The .git folder
includes all history versions. The size including the .git folder is the size of all
versions, excluding the .git folder is the size of the current version.

Repository size (MB) # of files # of linesinclude .git exclude .git
awesome [117] 2.1 0.37 25 2560
FPB [118] 23.2 2.5 217 30690
bootstrap [119] 295.2 20.3 755 174764
react [120] 474.2 30.5 2598 655335
FCC [121] 934.2 451.3 75438 11033103
DocRepo 3.7 2 67 18301

We evaluated the four schemes on these six repositories, comparing their performance in terms

of communication, computation, end-to-end time, and local storage costs. In the initialization,

the first ciphertext version of a repository is generated locally and pushed to the GitHub server.

Regarding one version update, we randomly select ten commits from each repository and

calculate the average computation costs for updating the ciphertext, as well as the average

communication costs for pushing it. We also utilize the same commits to test the recovery

costs, supposing that the client has the original version of a commit, another collaborator
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makes a new commit to GitHub, and the client needs to update the local repository. We

also test the average end-to-end time of the randomly selected ten commits, including local

computation delay and communication delay of pushing to the GitHub server. For storage

costs, we utilize the first commit of each repository as the initial version and record the storage

costs after 10, 20, 30, 40, and 50 commits. The detailed description is provided as follows.

In the initialization phase, we measure the computation costs of running the initialization

algorithm on the first version of a repository and the communication costs of pushing the

ciphertext. To evaluate the update costs, we randomly select a commit from the repository,

with each commit corresponding to two versions: the original and the updated version. We

first run the initialization algorithm on the original version, then apply the update algorithm to

generate the ciphertext for the updated version, and finally push the ciphertext to the GitHub

server. To ensure generality, we randomly select ten commits from each repository and

calculate the average computation costs for updating the ciphertext, as well as the average

communication costs for pushing it. We also evaluate the end-to-end delay of one update. For

Git, the end-to-end delay includes the time of pushing the updated version to the GitHub server.

For SGitChar and SGitLine, it contains the time of delta computation, encryption, signing, and

pushing, and the end-to-end time of Trivial-enc-sign contains the same components except

for delta computation. For Git-crypt, it only includes the delay of encrypting the modified

files and pushing.

Regarding recovery, we use the same ten commits to test the communication costs of pulling

data. Specifically, we assume that the client has the original version of a commit, and another

collaborator makes a new commit to GitHub. We then measure the communication costs of

pulling the updated version from the GitHub server and the computation costs of recovering

the updated version. We measure the costs of storing each encrypted repository using the

four schemes and the costs of storing the plaintext repository using plain Git. We utilize the

first commit of each repository as the initial version and record the storage costs after 10, 20,

30, 40, and 50 commits. We run the git gc command to pack the objects that have been

generated after we commit a new version. This command allows us only to store the initial

version and the delta generated by a new commit.
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Evaluation summary. The communication costs of the four schemes are shown in Table

4.3. Regarding updates, both SGitLine and SGitChar perform much better than the other

two schemes, especially for a large repository with minor updates. SGitChar takes fewer

communication costs than SGitLine, except for some special cases. In terms of initialization,

SGitChar achieves comparable performance to Git-crypt and Trivial-enc-sign.

TABLE 4.3. The communication costs of each operation on six repositories
using different schemes.

Repository
Initialization (KB) One Version Update/Recovery (KB)

Git SGitChar SGitLine Git-crypt Trivial-enc-sign Git SGitChar SGitLine Git-crypt Trivial-enc-sign
awesome [117] 0.54 1.06 1.36 1.06 1.06 0.33 0.48 0.44 38.17 0.21 MB
FPB [118] 0.94 1.58 1.99 1.58 1.58 0.41 0.69 0.58 19.62 0.68 MB
bootstrap [119] 253.42 400.50 471.57 400.50 400.50 0.80 4.51 3.31 122.78 2.52 MB
react [120] 620.61 984.00 984.00 984.00 984.00 1.92 8.77 10.20 49.81 23.82 MB
FCC [121] 1.04 1.69 2.30 1.69 1.70 2.39 11.49 11.98 120.61 59.57 MB
DocRepo 445.93 729.38 847.20 719.89 729.45 2.23 10.41 11.01 74.50 0.83 MB

The computation costs of updates are provided in Table 4.4. Our schemes SGitChar and

SGitLine generally perform better than Trivial-enc-sign, apart from a few special scenarios,

such as updates throughout the entire repository. Regarding the end-to-end time cost shown

in Figure 4.10, SGitLine consistently outperforms Trivial-enc-sign, as it may incur higher

computation costs but achieves significantly lower communication overhead, resulting in

overall greater efficiency.

TABLE 4.4. The computation overhead of updating six repositories under
different schemes.

Repository SGitChar (s) SGitLine (s) Git-crypt (s) Trivial-enc-sign(s)Compare Encrypt Total Compare Enc+update Total
awesome [117] 0.0003 0.0001 0.0004 0.0277 0.0001 0.0278 0.0002 0.0008
FPB [118] 0.0003 0.0001 0.0004 0.0275 0.0001 0.0276 0.0001 0.0045
bootstrap [119] 0.1004 0.0001 0.1005 0.0287 0.0010 0.0297 0.0006 0.0229
react [120] 0.0888 0.0001 0.0889 0.0376 0.0010 0.0386 0.0003 0.1235
FCC [121] 0.0683 0.0002 0.0685 0.0340 0.0009 0.0349 0.0008 0.6045
DocRepo 0.3337 0.0002 0.3339 0.0336 0.0008 0.0344 0.0005 0.0033

In terms of storage cost, figure 4.9 shows that SGitChar and SGitLine take less storage

costs compared with Git-crypt and Trivial-enc-sign as the number of updates increases,

and SGitChar generally outperforms SGitLine, except for some special cases. The detailed

analysis of special cases is provided later.

Communication costs. As the costs of initialization and recovery shown in Table 4.3,

SGitChar, Git-crypt, and Trivial-enc-sign share similar costs, while SGitLine incurs a little
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FIGURE 4.9. The costs of storing the repositories using different schemes.

bit more costs, since SGitLine needs to store a nonce for each line. We observe that the

pull costs of recovery are almost as large as the push costs of updating a commit to the

GitHub server, since the pull and push communication costs are all determined by the delta

of the commit. For both push and pull operations, SGitLine and SGitChar have much fewer

communication costs than Git-crypt and Trivial-enc-sign, especially for a large repository

with minor updates. Our constructions are generally 2 ∼ 3 orders of magnitude more efficient

than Trivial-enc-signin terms of update/recovery communication cost. In general, SGitChar

spends fewer communication costs than SGitLine in the update phase, since the word-wise

difference is usually shorter than the line-wise difference, except for some special cases

(analyzed below). Particularly, the update costs of SGitChar are at most 5.6 times that of Git,

which is acceptable given the strong security guarantees our scheme provides.

There are some special cases that SGitChar has slightly more communication than SGitLine,

e.g., [117], [118], and [119]. The reason is besides recording the updated content itself, the

character-wise delta needs to keep extra information, including the exact update position and

update type (insert or delete). This extra information may cost more space than line-wise

delta when a new line is inserted, a line is deleted, or multiple major modifications occur

within one line.

TABLE 4.5. The computation costs of initializing and recovering six reposit-
ories under different schemes.

Repository Initialization (s) One version Recovery (s)
SGitChar SGitLine Git-crypt Trivial-enc-sign SGitChar SGitLine Git-crypt Trivial-enc-sign

awesome [117] 0.0001 0.0004 0.0001 0.0001 0.0001 0.0048 0.0001 0.0008
FPB [118] 0.0001 0.0005 0.0002 0.0001 0.0002 0.0029 0.0001 0.0058
bootstrap [119] 0.0021 0.0474 0.0033 0.0021 0.0013 0.0322 0.0003 0.0237
react [120] 0.0120 0.4917 0.0235 0.0150 0.0005 0.0140 0.0002 0.0976
FCC [121] 0.0001 0.0007 0.0002 0.0001 0.0021 0.0368 0.0005 1.328
DocRepo 0.0033 0.0717 0.0051 0.0032 0.0007 0.0074 0.0002 0.0030
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Computation costs. The computation costs of the initialization and recovery phases are

presented in Table 4.5. SGitChar performs as well as Trivial-enc-sign and outperforms

Git-crypt and SGitLine in the initialization phase, since Git-crypt needs to compute SHA-1

HMAC from files and SGitLine needs to encrypt the file line-by-line, which costs much for

files with many lines. Regarding recovery, SGitChar is more efficient than Trivial-enc-sign

but slightly less efficient than Git-crypt, since SGitChar does not need to decrypt each entire

file as Trivial-enc-sign, but has to decrypt the patch(es) and then apply them to the original

content. We observe that there are two decryption methods of SGitLine. One is to directly

decrypt files line by line. The other is to first compute the delta on the ciphertext repositories

and then only decrypt the modified lines, as the client has the original version. We adopt the

former because it does not need line-wise computation and is more efficient. Even with the

more efficient method, SGitLine underperforms, as it has to decrypt files line by line, which is

time-consuming.

The costs of the update phase are shown in Table 4.4. The costs of SGitChar include computing

word-wise difference and encrypting it. The costs of SGitLine include obtaining line-wise

difference using git diff and encrypting it as well as updating the ciphertext. SGitChar

performs better than SGitLine when fewer modifications are made, where the costs for

computing the difference and encrypting it in SGitChar are smaller than those of SGitLine,

e.g., for repositories [117, 118]. When more modifications are made, i.e., computing word-

wise difference costs much more than computing line-wise one, SGitLine performs better

in [119, 120, 121] and DocRepo. Git-crypt outperforms, since it does not need to compute the

difference. For the same reason, Trivial-enc-sign performs better than our two schemes for

small repositories. As the size of the repository and the number of files increase, its advantage

disappears.

The costs of generating and verifying an ECDSA signature are 0.93 ms and 0.69 ms, respect-

ively. We directly obtain the MerkelDAG hash value from the output of git commit, and

thus the costs of signing an update and verifying it are constant. Therefore, we omit these

costs in Table 4.4 and 4.5.
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End-to-end delay. The experiments were conducted on an AWS virtual machine. We meas-

ured the round-trip time to the GitHub server using ping github.com, and the average

latency was approximately 20 milliseconds. Figure 4.10 shows the end-to-end delay for

each repository using different schemes. The end-to-end delay is primarily determined by

communication delay, i.e., the time of running git push. The time spent on encryption

(except for Trivial-enc-sign) and signing operations is negligible in comparison. The commu-

nication delay is primarily determined by the size of the transmitted data. According to Table

4.3, although Git-crypt incurs more communication costs compared to Git, SGitChar, and

SGitLine, their communication costs remain at the KB-level. As a result, all schemes share

similar communication delays in practice. Generally, SGitLine and SGitChar outperform

Trivial-enc-sign, except for a special case, DocRepo.

For DocRepo, each commit is a large revision, and there are multiple changes to each .tex

file, and computing the character-wise differences takes more time. Due to the small number

of files and their small size, encrypting the whole version takes much less time than computing

character-wise differences and then encrypting. Therefore, SGitChar needs more end-to-end

time than Trivial-enc-sign, even though SGitChar takes less communication delay.

Storage costs. Figure 4.9 and Figure 4.11 show the storage costs of the six repositories using

SGitLine and SGitChar, Git-crypt [94], and Trivial-enc-sign. Generally, SGitChar performs

best among the four schemes. For example, as the storage costs of bootstrap [119] shown in
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FIGURE 4.11. The storage costs of repositories using different schemes.

Figure 4.9c, the costs of SGitChar and SGitLine are 1.98 MB and 2.06 MB after 50 commits,

respectively, which are much smaller than 24.97 MB for Trivial-enc-sign and 4.19 MB for

Git-crypt.

In general, SGitChar outperforms SGitLine, while there are two special cases, awesome [117]

and FPB [118]. This is because modified lines have multiple changes, which would cause the

character-wise delta to be larger than the length of the lines.

SGitChar and SGitLine take fewer local storage costs compared with Git-crypt and Trivial-

enc-sign. However, there are two special cases for storing the repository react [120] and

FCC [121] in Figure 4.11a and 4.11b, where SGitLine, SGitChar, and Git-crypt have similar

storage costs since these tested versions mainly involve file-wise modifications.

For example, in FCC [121], we can see that Git-crypt takes fewer storage costs than SGitChar.

This is because some updates removed a lot of text, which caused the size of the character-

wise delta to be larger than that of the file. This result shows that when using SGitChar, if

there is a significant version update, such as rewriting a large portion of the files or deleting

most of the original content, the user can re-encrypt the updated repository instead of adding

incremental ciphertext of the delta. We can also see that Git-crypt takes fewer costs than

SGitLine. The reason is that some updates add many new files with lots of lines. For these

files, the ciphertext generated by SGitLine is much larger than that generated by Git-crypt.

Thus, the storage costs incurred by SGitLine are relatively higher than those of Git-crypt.
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Further discussion. We notice that some files cannot be encrypted by line, e.g., images, and

the character-wise delta computation method does not apply to these files. Therefore, when

implementing SGitLine and SGitChar, we directly encrypt such files for initialization and

re-encrypt them if they are modified. GitHub servers would check the format of files uploaded

by users and may block the user who tries to upload files with the wrong format. Actually,

encryption may destroy the file format, especially for images. To upload the ciphertext to

GitHub servers, we use Base64, a binary-to-text encoding, to encode the ciphertext bytes into

ASCII characters, since text files have no special format, which may enable the ciphertext to

pass the format check. The drawback of this approach is that it results in a 30% increase in

ciphertext size. Thus, how to more efficiently upload encrypted files needs further research.

Desynchronization problem due to the Git server’s temporary unavailability. So far, end-

to-end encrypted Git services do not introduce additional issues beyond those faced by existing

plain Git services when the Git server is temporarily unavailable. If multiple collaborators

update different files in the same repository, merging remains straightforward—just as in

plain Git. However, if two users edit the same file, once the Git server becomes available

again, only one user can push their changes normally. Others who modified the same file

must first pull the latest version from the server and resolve the conflict locally.

In such cases, the user must pull the remote version, recover the corresponding plaintext,

compare it with their recent local changes to identify the conflict, decide which modifications

to keep, and then re-initiate the secure push process. This involves redoing the comparison

between the local plaintext version and the newly pulled remote version, re-encrypting the

differences, re-signing the updated file to produce a complete ciphertext, and finally pushing

the result.

Currently, resolving merge conflicts directly on the Git platform (i.e., remotely) is not

supported by end-to-end encrypted Git services, since the plaintext data is not visible on the

server side. Supporting conflict resolution directly over ciphertext remains an open—but

highly interesting and important—problem.
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4.6 Conclusion and Open Problems

This work is the first formal systematic investigation of end to end encrypted Git services.

We formalize security properties including confidentiality and integrity to capture real-world

vulnerabilities of Git. Moreover, our proposed secure designs are compatible with existing Git

servers, making it easy to be augmented. There are many interesting questions to be explored

by the community.

Security-wise, our security models capture both the privacy considerations and software

supply-chain security. The latter remains underexplored and could be used as a lens to analyze

actual security or real-world attacks of products that claim to offer end-to-end security in

multi-user setting. On the down side, our security models currently consider only static

corruption. This is similar to relevant recent formal studies of E2E security in cloud storage

(e.g., [19]), and messaging (e.g., [102]). A natural question is to extend our models to handle

adaptive corruption in the multi-user setting. Moreover, achieving stronger metadata security,

such as hiding users’ access patterns and edit behaviors (particularly in systems like Git),

remains an interesting and important open problem.

Functionality-wise, our current design focuses on the most critical operations of Git. Many

advanced Git features remain unexplored and could be valuable directions for future work.

Furthermore, it is important to also investigate how to support more flexible cryptographic

group management (which defines access control policies), as well as features such as key

rotation, revocation, accountability, and secure integration with web-based Git interfaces.



CHAPTER 5

CCA Updatable Encryption Against Malicious Re-encryption Attacks

5.1 Introduction

Increasingly number of companies, government bodies and personal users choose to store

their data on the cloud instead of their local devices. As a public infrastructure, frequent

data breaches from the cloud were reported. One potential mitigation is to let the user to

upload encrypted data and keep the decryption key locally. However, even if these data are

protected by encryption mechanisms, there are still risks that the users’ decryption keys get

compromised, especially after the key has been in use for a while. It is widely acknowledged

(and implemented in industry) that a wiser strategy is to let the user periodically refresh the

secret key which is used to protect the data (and update the corresponding ciphertext in the

cloud). For instance, the Payment Card Industry Data Security Standard (PCI DSS) [122,

123] requires that the credit card data must be stored in encrypted form and mandates key

rotation, i.e., encrypted data is regularly refreshed from an old to a newly generated key. The

similar strategy has also been adopted by many cloud providers, such as Google and Amazon

[25].

Though we have many standardized encryption tools to use, facilitating key rotation requires

care. A naive solution is to let the client download all encrypted data, decrypt, choose

a new key, encrypt the data, and upload the new ciphertext to the cloud server. This is

obviously too inefficient (e.g., large communication for big data) to be useful. To efficiently

and securely execute the key rotation, Boneh et al. [21] proposed a new primitive called

updatable encryption (UE) for efficiently updating ciphertexts with a new key. In such a

scheme, a client only needs to retrieve a very short piece (called header) of information, and
121
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generates a short update token that allows the server to re-encrypt the data himself from

existing ciphertext, while preserving the security of the encryption. Everspaugh et al [25]

gave a systematic study of UE, especially on the key rotation on authenticated encryption,

which is the standard practice for encryption. The seemingly paradoxical feature of modifying

ciphertext while maintaining integrity is both necessary and conceptually intriguing; more

importantly, integrity is as indispensable as confidentiality in secure storage. Very recently,

Boneh et al [124] proposed strengthening on confidentiality and improved the efficiency

of [25].

The security of updatable encryption in a nutshell. The security models of updatable en-

cryption mimic those of authenticated encryption (AE) to capture both the data confidentiality

and integrity. But a critical difference is that UE wishes to capture the survivability of the

system after the server is briefly breached or the client is temporarily hacked. To characterize

these attack scenarios, the adversary in the UE model is allowed to view the secret keys in

the previous epochs and the current version of the continuously updating ciphertext. And

also, other related information generated during the key rotations, such as the update tokens,

headers, will also be leaked to the adversary. The only restriction is to rule out the trivial

impossibility that the secret key and the ciphertext are both obtained by the attacker simultan-

eously. Since adversary’s strategy could be very diverse, clearly defining the boundary so that

the strategies leading to trivial break of the system are disallowed is complex.

In the pioneer work [25], Everspaugh et al. defined an IND-CPA analogous security called

UP-IND and a ciphertext integrity (CTXT) analogous security called UP-INT-CTXT. CCA

security was not considered at all in [25, 124], as in a standard AE scheme, it is well-known

that IND-CPA and CTXT imply IND-CCA security. However, given that those security

models are fairly complex, we first ask a question whether such implication still holds in the

general ciphertext dependent updatable encryption. 1).

1A very recent work [125] demonstrates this relationship still holds for UE in the ciphertext independent
setting, which is a special case for updatable encryption that headers are not needed for update, Both settings
have pros and cons [124], which we will discuss in detail in the section of related works. In this chapter, we
focus on the general ciphertext dependent UE, as [21, 25, 124].
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The security after the server being compromised. A more serious issue is related to those

existing definitions themselves. Compared to the models for AE schemes, the UE models

should fully consider the content security when the server is occasionally compromised.

As noticed by [126], the previous integrity model UP-INT-CTXT is only against restricted

attackers: the attacker is not allowed to ask the server to re-encrypt a maliciously formed

ciphertexts that is of her choice. Instead, she can only query the re-encryption oracle with

honestly generated ciphertext that was received from the challenger via related oracles (e.g.,

(re)encryption oracle). Clearly, an adversary could try to inject all kinds of ciphertext into

the server and eventually got updated and mixed into the user-supplied ciphertext. Indeed, as

Klooß, et al. concluded, both the confidentiality and integrity protections in [25] “are only

guaranteed against passive adversaries”.

Indeed, existing constructions of updatable encryption will become insecure if we allow

the malicious re-encryption queries. In Sec 5.3.1, we provide a concrete example to show

an active “attack” on the integrity of the KSS scheme proposed by Everspauph et al. [25].

It follows that the constructions are vulnerable against active adversaries who try to inject

malformed ciphertext, which immediately violates the integrity; and what’s worse, such

capability could be leveraged to break confidentiality. The situation is the same in [124].

Having noticed the problem, some partial progresses have been made in the ciphertext

independent setting [126].2 In their first construction, they also have the same restriction in

both ciphertext integrity and CCA security. In their second construction, they remove the

restriction partially, that achieved plaintext integrity and RCCA security (Replayable CCA

[127]). It is widely believed that PTXT does not provide a strong enough integrity guarantee

for secure storage [128], as the adversary may still be able to generate a ciphertext that was

mauled from a target ciphertext. While RCCA security has another restriction that a ciphertext

generated by re-randomizing a challenge ciphertext is not allowed to query decryption oracle,

thus clearly not CCA secure.

2As mentioned above and we will discuss further in related work, the security of ciphertext dependent UE
are even more involved due to the extra headers and flexible generation of update tokens.
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The security after the key being compromised. Besides characterizing the server breach

scenario, how to precisely define the security when the breach occurs on the client side

also needs to be crystal clear. The main motivation of updatable encryption is to enable the

outsourced storage to “regain” security even the client got temporarily hacked, so long as the

system later executes the update process (updating both secret key and ciphertext). However,

it has been pointed out in [27] that the security model of [25] is ambiguous regarding whether

the adversary is allowed to see a certain version of the challenge ciphertext, which is updated

from a ciphertext that was encrypted under a leaked key.

If we look at the example for the model of UP-IND [25] in more detail: the keys are all

generated once and there are no clearly defined epochs. Suppose the challenge ciphertext c∗1 is

first encrypted under k1. When the adversary queries c∗1’s update under k3 after the adversary

queries k2, the challenger will directly re-encrypt the challenge ciphertext c∗1 under k1 to a

ciphertext c∗3 under k3. During this procedure, the challenge ciphertext has never been updated

to some version under the key k2. More generally, in the model of [25], for all the versions of

exposed challenge ciphertext, their previous version were always encrypted under a safe key

which has never been exposed. (This is the same in [124]).

But in reality, the server updates sequentially, all ciphertext have been updated from a previous

version whose key may be leaked (that’s why it is related to post-compromise security). It is

possible that the updated ciphertext contains some private information accessible to the key

of the prior ciphertext version. Also, the adversary likely pretends as the client to query the

header she wants, even including that of challenge ciphertext encrypted under breached keys.

For those reasons, a model that aims to precisely capture post-compromise security was

proposed in [27] for the ciphertext independent setting, in which the client generates one

update token for all ciphertext. However, it is unclear whether we can adapt straightforwardly

the security from ciphertext independent setting to the more general ciphertext dependent

setting. In the former, there was no headers involved, and one update token will be used to

update all ciphertext; while in the latter, a more careful treatment is needed to deal with those

headers and ciphertext specific update tokens.
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5.1.1 Our results

In this chapter, we give a systematic study of standard ciphertext integrity and security notions

against CCA attacks, in the general setting of ciphertext dependent updatable encryption

(CDUE). We summarize our results with comparison with previous work in Table. 5.1.

Scheme Update Manner Confidentiality Integrity ReEnc IND
BLMR [21] CD CPA No CPA

KSS [25] CD CPA CTXT− ⊥
ReCrypt [25] CD CPA CTXT− CPA

Nested UAE[124] CD CPA CTXT− CPA
KH-PRF UAE [124] CD CPA CTXT− CPA

RISE [27] CI CPA No CPA
E&M [126] CI CCA− CTXT− CPA
NYUE [126] CI RCCA PTXT CPA
SHINE [125] CI CCA− CTXT− CCA−

ReCrypt+ CD CCA CTXT CCA

TABLE 5.1. Comparison of properties of existing UE schemes. CD/CI means
ciphertext dependent/independent respectively; CCA− and CTXT− means the
models that disallow malicious re-encryption queries.

Security models and relations. We provide a new model combination strengthened UP-IND-

CCA (sUP-IND-CCA) and strengthened UP-INT-CTXT (sUP-INT-CTXT) to characterize

both the confidentiality and the integrity of CDUE. Comparing the combination of UP-IND

and UP-INT suggested in [25, 124], our model strengthens the security in following aspects.

• We capture the active adversary who can query the re-encryption oracle with ma-

liciously generated ciphertexts in confidentiality and ciphertext integrity models

(CPA, CCA and CTXT). To demonstrate the practical security improvement in our

models, we also show an “attack” on the KSS scheme [25] when facing malicious

re-encryption threats in Sec 5.3.1.

• We use the notion of epoch from [27] in both the confidentiality and integrity models,

to capture the post-compromise security. As noted before, we need to carefully

deal with the headers, and flexibly generated update tokens in ciphertext dependent

setting. We added two more oracles to give a more fine-grained characterization.



126 5 CCA UPDATABLE ENCRYPTION AGAINST MALICIOUS RE-ENCRYPTION ATTACKS

ONext(·) is used to force the challenger to update, and OHeader (i) is used to respond

with the header of challenge ciphertext in epoch i (updated from previous epoches).

In Sec 5.3.2, we provide a variation of KSS scheme from [25] which fails to achieve

post-compromise security, but was proven secure in the existing model.

• Interestingly, after clearly defining the CPA, CCA and CTXT securities, we show

that in contrast with the conventional wisdom in AE, IND-CPA security + CTXT

security do not imply IND-CCA security in the setting of ciphertext dependent UE.

Note that the CCA attack on our counter example holds with or without malicious

re-encryption. That means we have to study both IND-CCA security and CTXT

security in ciphertext dependent UE.

• As a byproduct, we also consider CCA style of re-encryption indistinguishability,

which is to capture update unlinkability. We defer details regarding this part in

Sec 5.4.4.

Construction. With the strengthened security models at hand, we set force to construct a

(ciphertext dependent) updatable encryption named ReCrypt+, which can be proven secure

under our sUP-IND-CCA, sUP-INT-CTXT and sUP-REENC-CCA models. Our starting

point is the Recrypt scheme in [25], which already has the basic confidentiality and integrity.

The existing attacks reminded us several main challenges: first we need to ensure that the

update procedure is as “independent” as possible so that post-compromise security can be

achieved; next major challenge is how to mute the malicious re-encryption attacks. Intuitively,

the validity of ciphertexts must be checked before updating. Here is the dilemma: the server

does not have the secret key, thus have to rely on the assistance of the client to do the checking.

But the client only sees the short header during the key rotation.

Let us walk through the subtleties and our ideas. ReCrypt uses the key encapsulation

mechanism (KEM for short) + data encapsulation mechanism (DEM for short) 3 with secret

sharing. Specifically, its header is a KEM Kem(k, x) for the DEM key share x under the

master key k, and the body is with the form (y,Dem(x ⊕ y,m)) for the DEM key share y

3As noted earlier in footnote 4, this thesis considers a slightly abused notion of KEM/DEM only in the
symmetric setting, which is also referred to as AE-hybrid in [25].
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and the DEM of the message m. During the key rotation, the header (i.e. Kem(k, x)) will be

sent back to the client. We can instantiate the KEM via an authenticated encryption. Hence

the validity of the header part can be directly verified by the client who holds the master key.

However, the main challenge remains as validity check of the ciphertext body still has to be

carried out on the server side.

A naive attempt. A naive suggestion is to hash all the ciphertext body can include the digest

into the header plaintext. The client will use the AE to check whether the header is intact,

and include the digest in the update token, so that the server can check the body. This has

two major problems: first, it immediately kills the possibility for efficient update; moreover,

such a method may not be sure: when the server notices the invalidity of the ciphertext after

receiving the decrypted digest from the client, the update token has already been sent out. The

server may stop re-encryption, but the adversary who obtains the update token may already

be able to infer useful information.

Enable validity checking. To facilitate efficient update and checking, we would need a “hash”

that satisfies the following: (1) it compresses the ciphertext body, otherwise the header would

be too long; (2) it is “binding”, so that the server can check the digest and ciphertext body; (3)

it is partially hiding: as the secret key of previous epoch might be leaked, combining with

part of the ciphertext may lead to the exposure of some master key; (4) it satisfies certain key

homomorphism so that efficient update could be facilitated. Using a commitment scheme will

not be compressing; while using a collision resistant hash may not be hiding. We proceeds

in two steps: the key share y needs to be protected, thus it will be committed to cy using a

homomorphic commitment scheme; while the payload carrying the actual encrypted data will

be compressed into a short digest h with a homomorphic collision resistant hash. cy||h will

be the derived digest.

Avoid dangerous update token. Regarding the second problem, either the server or the client

should be able to detect the invalidity of ciphertext before the update token has been generated!

To facilitate such verifiability, we put cy||h as the associated data to encrypt them together

with the key share in the header using authenticated encryption with associated data. We

emphasize that encrypting the digest using AE directly (without putting them in plain as well)
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will be problematic, as now the server cannot check first, adversary may inject a header which

is not bound to the ciphertext body, e.g, taking from a previous ciphertext. Now the client

cannot detect and will generate the update token.

Homomorphically hash from a group. One more subtlety remains, as the above verification

ideas have not considered how to be compatible with the re-encryption. Specifically, ReCrypt

updates the DEM part via the key homomorphic pseudorandom functions (KH-PHF) [21].

When the DEM part is updated by adding new KH-PRF values, we wish that the hash value

of the DEM part, which is included in the header, can be updated by the client conveniently

according to those KH-PRF values. Therefore, we design a new homomorphic collision

resistant hash function, whose domain needs to match the range of the KH-PRF which is some

particular groups instead of binary strings. Specifically, we construct such homomorphic hash

functions from the asymmetric bilinear maps e : G1 × G2 → GT . The KH-PRF could be

constructed over G1, where the DDH problem is hard.

5.1.2 Related works

Two flavors of updatable encryption. As we briefly mentioned above, in many of the

updatable encryption schemes, during the key rotation, the client would first retrieve a small

piece of the ciphertext (called header), and then generates a update token. Such kind of UE

is called ciphertext dependent UE [21, 25, 124], (CDUE in short). On the other hand, one

may insist that the client directly generates the update token. Such a UE scheme is called

ciphertext independent UE [27, 126, 125] (CIUE in short).

Though ciphertext independent UE saves one round of communication, the header is normally

extremely short in ciphertext dependent UE. More importantly, since in a ciphertext dependent

UE, the client can generate update token based on each ciphertext header, this gives a fine-

grained control over updating procedure and security: the client could choose to update only

part of the ciphertext, and leakage of some token does not influence other ciphertext.

As discussed in detail in previous work [124], there are both pros and cons for these two flavors

of UE, and the different updating paradigms yield different security definitions, applications
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and construction strategies. In this article, we focus on ciphertext dependent schemes, and

fill the gap exists in integrity and CCA security. We discussed more detailed comparisons in

Sec 5.1.3.

Other related works. The first updatable encryption scheme (BLMR) is proposed by Boneh

et al. [21]. However, only the confidentiality is considered in this work, and the other security

notions have not been formalized. Later, Everspauph et al.[25] provided a systematic study

of updatable encryption in the ciphertext dependent setting, as we discussed, they did not

allow malicious re-encryption in integrity and CPA notions, which are the main objective of

this chapter. Very recently, Boneh et.al [124] revisit the results of Everspauph et al. about

CDUE. Their security notion is similar to [25], and they did not consider the post-compromise

security and the malicious update resistance. Moreover, Nested UAE can only proceed the

key rotation with bounded number of times.

Lehmann and Tackmann [27] point out the models UP-IND and UP-REENC in [25] are

hard to capture the post compromise security. So they provide the models (IND-ENC and

IND-UPD) and the construction (RISE) with the post-compromise security. Recently, Klooß

et al. [126] add the integrity considerations to [27], and provide two constructions (E&M

without malicious update resistance and NYUE with only plaintext integrity and the weaker

RCCA security).

Boy et.al [125] first formally prove that for CIUE without malicious update, the folklore

relationship in authenticated encryption that the combination of CPA and CTXT security

yields CCA security still holds. However, the relationship for CDUE remains open.

5.1.3 Discussions on CDUE vs. CIUE

First of all, since every token is specifically generated for each ciphertext for CDUE, the

leakage of one token for one ciphertext may not effect the security of other ciphertexts.

However, since CIUE uses one token to upgrade all ciphertexts, the leakage of that token
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could be a more serious threat to the security. Therefore, the security models for CDUE and

CIUE about confidentiality and integrity must be completely different.

Secondly, the different features of two types of UE make them suitable for different applic-

ations. The communication cost of CIUE is comparatively cheaper, since the client does

not need to download anything from the server for the key rotation, and the upload message

is a single token whose size is independent of the number of the ciphertexts. However, the

CDUE supports a more fine-grained control of which ciphertexts should be re-encrypted

towards the new key. Since UE may not only be used to protect the confidentiality but also

the integrity, the fine-grained control by the client side is critical for some special applications.

For example, the Department of Motor Vehicle (DMV) may use the CDUE to encrypt the

documents for each driving license, and outsource the ciphertexts to a cloud storage service.

The DMV will update these ciphertexts periodical. But if one driving license is revoked, the

DMV will refuse to generate a corresponding update token. As the consequence, all the valid

licenses can be easily audited according to the valid ciphertexts of the current epoch on the

server, even the server itself is not fully trusted.

Thirdly, the existing constructions of CIUE have an obvious restriction: their plaintext space

is too small to protected the integrity of a large file. To our best knowledge, the only CIUE

schemes that can protect the integrity are the two constructions in [126], whose plaintext

space is a group element of security parameter size. To encrypt a large file, one has to divide

the file into a sequence of blocks, and encrypt each block separately. However, in this case

the adversary may be able to change the order of these blocks without been detected. Note

that the scenario is different for CDUE [25, 124], since they can directly encrypt a plaintext

with arbitrary length.

5.2 Formalization

In this section, we formalize the syntax of the ciphertext dependent updatable encryption

scheme following [25].
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Intuitively, the data flow of the outsource storage from CDUE can be seen in Fig. 5.1. With

loss of generality, we divide the whole storage period into multiple time epochs. At the

beginning of the storage, the client generates a secret key k0 for the epoch 0, encrypts his file

m with the key k0, and outsources the initial ciphertext C0 =
(
C̃0, C̄0

)
to the server. Here C̃0

is the header and C̄0 is the body. After a specific epoch e, the serve will send back the header

C̃e. The client will generate a new key ke+1, compute a token ∆e,C̃e
and send it back to the

server. The server will update the old ciphertext Ce to the new one Ce+1 with the token ∆e,C̃e
.

Formally, we have the following definition.

DEFINITION 5.2.1 (Updatable Encryption). The ciphertext dependent updatable encryption

(CDUE) consists of the following six algorithms

CDUE = (Setup,KeyGen,Encrypt,Decrypt,ReKeyGen,Recrypt).

• Setup(1λ) is a randomized algorithm run by the client. It takes the security parameter

λ as input and outputs the public parameter pp which will be shared with the server.

Later all algorithms take pp as input implicitly.

• KeyGen(e) is a randomized algorithm run by the client. It takes the epoch index e

as input and outputs a secret key ke for the epoch e.

• Encrypt(ke,m) is a randomized algorithm run by the client. It takes the secret key

ke and the message m as inputs, and outputs the ciphertext Ce = (C̃e, C̄e) which

consists of two parts, i.e., the header C̃e and the body C̄e.

• Decrypt(ke, Ce) is a deterministic algorithm run by the client. It takes the secret key

ke and the ciphertext Ce as inputs, and outputs the message m or the symbol ⊥.

• ReKeyGen (ke, ke+1, C̃e) is a randomized algorithm run by the client. It takes the

header C̃e, the old secret key ke of the last epoch and the new secret key ke+1 of the

current epoch as inputs, and generates a re-encrypt token ∆e,C̃ or outputs the symbol

⊥.

• Recrypt(∆e,C̃e
, Ce) is a deterministic algorithm run by the server. It takes the re-

encrypt token ∆e,C̃e
and the ciphertext Ce = (C̃e, C̄e) as inputs, and outputs a new

ciphertext Ce+1 =
(
C̃e+1, C̄e+1

)
under the secret key ke+1 or the symbol ⊥.
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FIGURE 5.1. The data flow between client and cloud during the key update
of the ciphertext Ce =

(
C̃e, C̄e

)
for the epoch e. The client receives a small

ciphertext header C̃e, and runs ReKeyGen to produce a compact update token
∆e,C̃e

. The server uses this token to re-encrypt the ciphertext Ce to Ce+1.

Note that the above formalization is tailored to our ciphertext integrity definition. Particularly,

here we require the algorithm Recrypt to be deterministic. It is because, if the server is

allowed to randomly re-encrypt the ciphertext given the token and the header, a malicious

server may run this procedure more than one time, and get multiple (maybe exponentially

large number of) versions of the updated ciphertext. Consequently, this makes the challenger

to track the trivially obtained ciphertext in the CTXT game extremely difficult. Moreover,

such a restriction of the syntax has little impact on the construction, since the algorithm

Recrypt is deterministic for almost all existing CDUE schemes [25, 124].

Besides, the syntax of the CIUE scheme can be viewed as a special case of the ciphertext

dependent scheme in Definition 5.2.1 when choosing a dummy header, although its security

definition may be different. In this case, the server has no need to send the header back, and

the update token is generated from the old and new keys directly.

Correctness. We define the correctness of CDUE if the ciphertext can be correctly decrypted

after arbitrary times of key update. Specifically, we have the following formal definition.

DEFINITION 5.2.2 (Correctness). For an updatable encryption scheme CDUE, each epoch

key ki is generated by CDUE.KeyGen(i) for epoches from 0 to e. For a message m and any

integer i such that 0 ≤ i ≤ e, let ci ← CDUE.Encrypt(ki,m) and recursively define for each
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j from j = i+ 1 to j = e,

∆j−1,C̃j−1
← ReKeyGen

(
kj−1, kj, C̃j−1

)
,

Cj ← Recrypt
(
∆j−1,C̃j−1

, Cj−1

)
.

Then CDUE is correct if Pr[CDUE.Decrypt(ke, Ce) = m] = 1 for any message m, any

integer e and any integer i such that 0 ≤ i ≤ e.

Compactness. We say that a CDUE scheme is compact if the size of total communications

between client and server during update is independent of the length of the plaintext. In

practice, the compactness guarantees that the communication cost for the key update procedure

is efficient.

5.3 Insufficiency of Existing Models

As we explained in the introduction, the previous model combination UP-IND + UP-INT [25,

124] needs to be strengthened in the following three aspects.

Malicious re-encryption attack. All previous CDUE definitions [25, 124] did not consider

malicious re-encryption threats, particularly for integrity, i.e. the adversary may query

maliciously generated ciphertexts to the re-encryption oracle. However, a real-world adversary

who can temporarily compromise the server may inject arbitrary ciphertexts in data storage.

These injected ciphertexts may be automatically updated by the server, even if they may not

be decrypted successfully. Such possibilities can be leveraged by the adversary to attack the

integrity or the confidentiality. In Sec 5.3.1, we show that an adversary of the KSS scheme [25]

can fabricate a valid ciphertext by querying re-encryption oracle with an ill-formed ciphertext.

The intuition of the attack is that the adversary may generate a valid ciphertext C1 for epoch

1 by corrupting key k1. But instead of querying the re-encryption oracle with C1 directly,

the adversary may query with a invalid ciphertext C ′1 = f(C1) which is a modification of C ′1
via certain operation f . After getting an updated ciphertext C ′2 (which is still invalid), the

adversary can recover a valid ciphertext C2 from C ′2 though an inverse operation f−1. More

importantly, since C2 is not directly generated via querying the re-encryption oracle or the
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encryption oracle, and the epoch key k2 has not been corrupted, C2 will be considered as a

legitimate forgery in the CTXT game!

Post-compromise security. The security model in [25, 124], as discussed in [27], is hard to

capture the post compromise security. More precisely, the UP-IND model is ambiguous that

whether the adversary is allowed to view certain version of the challenge ciphertext updated

from a key corrupt epoch. We gave exemplary explanations in the introduction. and we will

give a concrete example in Sec 5.3.2 to show a scheme proved secure under UP-IND model,

but can be attacked by a real world adversary. As pointed by Lehmann and Tackmann in [27],

this ambiguity is caused by the missing of the epoch notion in UP-IND. The integrity model

UP-INT has a similar problem. Of course, the definition is more involved as we also need to

consider the leaked headers, and flexible generation of tokens.

Chosen ciphertext attack. The chosen ciphertext attack is a real threat to a UE system. One

the one hand, a malicious server may choose an arbitrary ciphertext to answer the retrieve

query of the client, and learn the information about the decryption result later on from side

channels (e.g. the server may easily learn whether the decryption is successful according

the response of the client.); on the other hand, temporary breaches of the client’s device may

happen occasionally. Although the secret key may not be easy to steal due to the limit of time,

the adversary may use the compromised device as an decryption oracle. Nevertheless, the

previous models for CDUE in [25, 124] have not considered the chosen ciphertext attack.

One may hope that UP-IND plus UP-INT can imply a CCA style security analogous to the

AE setting, but such a relation have never been proved for UE. We will show soon that it turns

out to be false!

5.3.1 Malicious re-encryption threats.

In [126] Klooß, Lehmann and Rupp pointed out the model in [25] has an artificial restriction

on the queries to the re-encryption oracle. Specifically, the model only allows the adversary

to query honestly generated ciphertexts to the re-encryption oracle. In practice, the model
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with such restriction could not capture some malicious re-encryption threats on existing UE

schemes. We take the KSS scheme in [25] as an example.

KSS is a ciphertext-dependent updatable encryption scheme which is proved to satisfy the

UP-IND and UP-INT security defined in [25]. The KSS uses two AE schemes4 πkem =

(Kkem, Ekem,Dkem) and πdem = (Kdem, Edem,Ddem) and key sharing to build an updatable

encryption scheme. The message is encrypted with (C, τ) ←$ Edem(x,m) where the key

x = r ⊕ y produces two shares r, y with secret sharing, one share r is clear in the ciphertext

and another share y with the DEM tag τ is encrypted in KEM with the master key. Key

rotating is to update the master key and re-randomize the two key shares leaving the DEM

static.

• KSS.Setup(λ): Return (k1, . . . , kt+κ)←$ Kkem.

• KSS.Enc(k,m): Compute x ←$ Kdem, r ←$ Kdem, (C, τ) ←$ Edem(x,m), y ←

x⊕ r, C̃ ←$ Ekem(k, y∥τ), and return (C̃, (r, C))

• KSS.ReKeyGen(ki, kj, C̃): compute (y, τ)← Dkem(ki, C̃), r′ ←$ K, and

C̃ ′ ←$ Ekem(kj, y ⊕ r′∥τ), return ∆i,j,C̃ = (C̃ ′, r′)

• KSS.ReEnc(∆i,j,C̃ , (C̃, (r, C))): parse (C̃ ′, r′) = ∆i,j,C̃ , return (C̃ ′, (r ⊕ r′, C))

• KSS.Dec(k, (C̃, (r, C)): run (y∥τ)← Dkem(k, C̃), return m← Ddem(y ⊕ r, C, τ)

Malicious re-encryption threat on the ciphertext integrity. The adversary corrupts the

current secret key ke⋆ and generates a ciphertext (C̃, (r, C)) of message m with ke⋆ . Then

she intrudes the storage sever and injects an invalid ciphertext (C̃, (r̃, C)) with wrong key

share r̃. After the intrusion, the server rotates from ke⋆ to ke⋆+1 where ke⋆+1 is unknown to

the adversary. The adversary then intrudes the sever again, and finds the update of the invalid

ciphertext denoted by (C̃ ′, (r̃′, C)). The adversary extracts r̃′ and recover r′ ← r̃′⊕ r̃⊕ r. So

the adversary can produce a new valid ciphertext (C̃ ′, (r′, C)) of message m in current epoch

e⋆ + 1.

4As noted earlier, AE’s notation is slightly abused to have two forms of ciphertext, a single string c or a pair
of bit strings (c, τ) where τ denote an authentication tag made explicit in the paired form.
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Malicious re-encryption threat on the confidentiality. In the UP-IND model, the adversary

is disallowed to make re-encryption query of any malicious ciphertext having the same header

with the challenge ciphertext to a corrupted key. However, in a strengthened confidentiality

model allowing malicious update, the adversary has more capability, who can query the

re-encryption to a corrupted key with any ciphertext except the exact challenge ciphertext.

The capible adversary can utilize such ability to break the confidentiality of KSS in the

following way. The adversary obtains the challenge ciphertext (C̃, (r, C)) of message mb

with ke⋆ . She corrupts the next key ke⋆+1 and makes an re-encryption query to the next

corrupted key ke⋆+1 with the modified ciphertext (C̃, (r̂, C)). The replied update (C̃ ′, (r̂′, C ′))

can be be used to recover the real update of challenge ciphertext under the corrupted key, i.e.,

(C̃ ′, (r̂′ ⊕ r̂ ⊕ r, C ′)), which can be decrypted to the selected challenge message mb. Thus,

the confidentiality is broken.

5.3.2 Post-compromise corruption threats.

We all know that in the real world our storage is vulnerable, which means that both the keys

stored in the client and the ciphertexts stored in the cloud may suffer from the adversary’s

corruption. Updatable encryption is proposed to protect the security by rotating the ciphertext

to under a new secret key, even if some previous components, such as the previous key, token

and ciphertext, have been corrupted as long as the those corruptions do not occur at the same

time in which message confidentiality is impossible. The post-compromise corruption aims

to describe all those corruptions about some parts of the previously protected information.

Therefore, essentially UE is supposed to guarantee security in face of the post-compromise

corruption.

However, the existing models UP-IND [25] for the message confidentiality suffers from the

post-compromise corruption. In their models, the ciphertext update can cross several epochs.

For example, there are three epochs one to five where the corresponding keys are k1 to k3.

A ciphertext encrypted with the key k1 can be updated directly and jumping to a ciphertext

under the key k3 without passing through the update under the key k2. When the intermediate

key k2 is corrupted, the ciphertext under the k3 updated directly from the k1 may avoid some
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threats, but the ciphertext under the k3 which is generate under two consecutive updates from

k1 to k2 and then from k2 to k3 may suffer from those threats.

Now we construct a detail scheme which is UP-IND secure but sUP-IND-CPA insecure to

show that the previous confidentiality model cannot capture the post-compromise corruption.

Intuitively, we add an extra component to the UP-IND secure ciphertext. This extra component

is an encryption of some secret information about the plaintext of the total ciphertext, and can

be corrupted only when the ciphertext is updated from a key-corrupted epoch.

For simplicity, we take the KSS as the building block which is UP-IND secure to construct

KSS’ which is UP-IND secure but sUP-IND-CPA insecure.

• KSS’.Setup(λ): Run KSS..Setup.

• KSS’.Enc(k,m): Run KSS.Enc(k,m) to get (C̃, (r, C)). The detail steps are

x ←$ Kdem, r ←$ Kdem, (C, τ) ←$ Edem(x,m), y ← x ⊕ r, C̃ ←$ Ekem(k, y∥τ).

And then return (C̃, (r, C,⊥)) as the ciphertext of KSS’.

• KSS’.ReKeyGen(ki, kj, C̃): Run the KSS.ReKeyGen(ki, kj, C̃) algorithm, that is,

compute (y, τ)← Dkem(ki, C̃), r′ ←$ K, while C̃ ′ ←$ Ekem(kj, y ⊕ r′∥τ), and get

∆i,j,C̃ = (C̃ ′, r′). In addition, run C ′pre ←$ E(ki, y⊕ r′), where E is a symmetric key

encryption algorithm and get the token ∆′
i,j,C̃

= (∆i,j,C̃ , C
′
pre) for KSS’.

• KSS’.ReEnc(∆′
i,j,C̃

, (C̃, (r, C,⊥/Cpre))): First parse ∆′
i,j,C̃

= (∆i,j,C̃ , Cpre) and

run KSS.ReEnc(∆i,j,C̃ , (C̃, (r, C))) to get (C̃ ′, (r ⊕ r′, C)). Then add C ′pre and

return (C̃ ′, (r ⊕ r′, C, C ′pre)) as the ciphertext of KSS’.

• KSS’.Dec(k, (C̃, (r, C,⊥/Cpre))): Remove the ciphertext suffix ⊥/Cpre and run

KSS.Dec(k, (C̃, (r, C)) to get message m. Return m as the decrypted message.

The modification in KSS’ does not increase the adversary’s advantage, as the UP-IND model

is not allowed to see a challenge ciphertext updated from a corrupted key. For all challenge

ciphertexts, the plaintext y ⊕ r′ in Cpre is unknown to the adversary as the previous key is

unknown. However, in the sUP-IND-CPA model, the adversary is allowed to corrupt the key

of the former epoch i and query the OChallengeCT(i + 1) if the key of the latter epoch i + 1

is uncorrupted. Then the adversary can decrypt Cpre in the challenge ciphertext of epoch
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i+ 1 with the prior epoch key ki to get y ⊕ r′ , thus decrypting the challenge message, so the

message confidentiality can be easily broken.

5.4 Strengthened Security Models

In this section, we systematically study the security definitions of the CDUE. We formally

define our strengthened security models for CDUE: for confidentiality, we provide the sUP-

IND-CCA model; for integrity, we provide the sUP-INT-CTXT model; for re-encryption

indistinguishability, we provide the sUP-REENC-CCA model in Sec 5.4.4. Moreover, we

also provide the sUP-IND-CPA model without the decryption oracle for completeness, and

show a counter example where a CDUE scheme is sUP-IND-CPA and sUP-INT-CTXT but

not sUP-IND-CCA secure. That inspires us that the corresponding model relation is different

with the case for authenticated encryption.

5.4.1 Confidentiality

Now we start from the confidentiality, and describe models strengthened UP-IND-CPA and

strengthened UP-IND-CCA (sUP-IND-CPA and sUP-IND-CCA for short) which mimic

the standard CPA and CCA model of AE. In these models, the key is evolving with the

epochs. Beside the challenge ciphertext and the encryption/decryption oracle, the adversary

is additionally allowed to obtain keys of some epochs. This captures that the client’s keys

are leaked. Also the adversary has the ability to get some previous versions of the challenge

ciphertexts and update tokens. This captures that previous storage in the server may not be

securely erased in time. To exclude the trivial impossibility, we disallow the adversary to learn

a version of the challenge ciphertext and corrupt the key within the same epoch. However, the

adversary is always allowed to see the header of any updated version of the original challenge

ciphertext, even getting its body is forbidden. This is because the adversary may pretend the

client in front of the server and ask the header5.

5In the real world, the communication between a client and a server is typically via TLS without the user
authentication [67], since the client does not have a PKI certificate. Therefore pretending the client in front of
the server is not difficult.
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Note that our models sUP-IND-CPA and sUP-IND-CCA have fully considered that the cases

that the adversary may compromise the server during some epoch and read its memory

or tamper some ciphertexts. So we allow the adversary to query the re-encryption oracle

with maliciously generated ciphertexts. However, the key update procedure should follow

the instructions of the UE scheme, i.e., the server will recover at the end of the epoch and

honestly execute the key rotation instructions. The assumption is inevitable for UE, since no

UE scheme can achieve the basic security if a fully malicious server refuses to execute the

update operation. In practice, a benign server can quickly detect the invasion by the intrusion

detection systems (IDSs), recover from the breach in time before the next key rotation with a

high probability.

Experiment structure. We first describe the structure of the confidentiality game in Fig.5.2,

and explain in detail how the oracles are defined right after Definition 5.4.1. As mentioned

above, we also introduce the epoch notion to denote the time sequence following [27]. We

index every epoch in the experiments according to its order from 0, and record the index

of the current epoch with variable e. Note that in our game the challenge ciphertexts are

automatically updated when moving to the next epoch. This enables us to provide to the

adversary some updated versions of the challenge ciphertext which are indeed updated from

an epoch in which the key is corrupted, as well as the header of the version of the challenge

ciphertext in the key corrupted epoch, thus our model easily captures the post-compromise

security (which was ambiguous in existing models).

DEFINITION 5.4.1 (sUP-IND-CPA(CCA)). Define the sUP-IND-CPA(CCA) experiment

as Fig.5.2 where ATK is CPA(CCA). An updatable encryption scheme is called sUP-IND-

CPA(CCA) secure if for any P.P.T adversary A the advantage

AdvsUP-IND-CPA(CCA)
A :=

∣∣∣∣Pr[ExpAAdaptive UE-CPA(λ)⇒ 1]− 1

2

∣∣∣∣
is negligible for the security parameter λ.

As explained before, our sUP-IND-CPA(CCA) strengthen previous confidentiality model

in aspects of the malicious update resistance and the post-compromise security. Also. the
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sUP-IND-ATK ExpAsUP-IND-ATK(λ)
1 : pp←$ Setup(λ), Initialize e,K, IC,KC,TO,CE
2 : k0 ← KeyGen(pp), K(0)← k0

3 : (m0,m1, state)←$ AO1

4 : Procced only if |m0| = |m1|
5 : b←$ {0, 1}, C∗ ← Encrypt(ke,mb), Set CE(e)← C∗

6 : b′ ←$ AO2(state)

7 : for i = 1 to e

8 : if KC(i) = true ∧ IC(i) = true then return ⊥
9 : return (b′ == b)

FIGURE 5.2. The sUP-IND-ATK experiment, where ATK could be CPA or
CCA. When ATK is CPA, O1:=(OEnc, ONext, OKeyCorrupt, OReEnc, OToken) and
O2:= (OEnc, ONext, OKeyCorrupt, OReEnc, OToken, OHeader, OChallengeCT). When
ATK is CCA, O1 additionally includes ODec and O2 additionally includes
ODec.

sUP-IND-CCA strengthens the security against chosen ciphertext attack. To more clearly

elaborate this claim, next we will describe the behaviour of the challenger during the game in

detail. Especially, we will show how the challenge to maintain his internal states and answer

each queries of the adversary.

The internal state of the challenger. During the games, with respect to the adversary’s

behaviour and the key evolution, the challenger will maintain and update the following tables

to keep track of the overall state, which will be used to rule out the trivial impossibility. The

rows of each table are indexed by the epoch indices.

Special cares are needed for those tables related to challenge ciphertexts. To explain, we call

the ciphertexts that are updated from the challenge ciphertext challenge-equal ciphertexts.

There is at least one challenge-equal ciphertext for every epoch since the challenge epoch. And

the adversary can choose to view the challenge-equal ciphertext in any key-uncorrupted epoch

and the header of the challenge-equal ciphertext in any key-corrupted epoch (via concrete

oracles defined below). Note that our model does not limit to repeat querying the OReEnc

oracle with the challenge ciphertext and the challenge-equal ciphertext. Since the ReKeyGen
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algorithm (hence the ciphertext update procedure) could be randomize, the adversary can

acquire multiple the challenge-equal ciphertexts of the same epoch.

As previous models [25, 124], we also consider static key corruption, which means that

the adversary is required to commit whether he will corrupt the key of the current epoch in

advance before the challenger generating this epoch key, computing the tokens and updating

all the ciphertexts to this epoch.

• Table K is used to record the secret key of every epoch, each entry is the secret key

ki of epoch i. All entries of K are initialized as ⊥.

• Table KC is used to keep track of the adversary’s commitments about the key

corruption. Each entry is one Boolean value b ∈ {true, false}. When an epoch i

begins, the static adversary needs to set KC(i) as true or false, which denotes her

commitment about whether the secret key of that epoch i can be corrupted in the

game.

• Table CE is used to record all the challenge-equal ciphertexts during the experiment.

Specifically, each entry CE(i) contains all the challenge-equal ciphertexts of the cor-

responding epoch. All the ciphertexts are updated to the current epoch automatically

with key update. All entries will be initially set as ⊥ during the experiment.

• Table TO is used to keep track of the event that a token related to challenge-

equal ciphertext is corrupted. Specifically, the i-th entry is one Boolean value

b ∈ {true, false}. Here TO(i + 1) = true denotes that the following event has

happened during the game: a valid token updating any one challenge-equal cipher-

text from epoch i to epoch i+ 1 has been queried by the adversary. All entries will

be initially set as false during the experiment.

• Table IC is used to keep track of the event of the adversary’s corruption of the

challenge-equal ciphertexts. Specifically, each entry i contains one Boolean value

b ∈ {true, false}. Here IC(i) = true means the following event has happened

during the game: there are certain challenge-equal ciphertext in the epoch i has been

learned by adversary via different oracles (to be defined below) directly or indirectly.

Note that there may be multiple challenge-equal ciphertexts for one epoch due the
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randomized key update procedure. Here we make IC(i) = true if anyone of the

challenge-equal ciphertexts for epoch i is leaked to the adversary. All entries will be

set false when the game starts.

Oracles of the adversary. We now formally define the queries that adversary is allowed to

ask. Note that the epoch variable e will automatically increase during the game, and the key

and the challenge-equal ciphertexts are automatically updated accordingly. This procedure is

triggered by the oracle ONext. Hence the challenge-equal ciphertexts will be updated to the

key-corrupted epochs, and the adversary can see their headers but not bodies. This feature

helps us to go beyond the restriction of the models in [25], and capture post compromise

security. Also note that we allow the adversary to query OReEnc with maliciously generated

ciphertexts, and OReEnc may return ⊥ if the ReKeyGen and Recrypt algorithms include a

invalid ciphertext detection mechanism. Similarly, OToken may reply ⊥ when queried with an

invalid header.

In a brief overview, the following oracles mainly enable the adversary to do the following

corruptions. ONext enablesA to make the key evolve by turning to the next epoch. OEnc,ODec,

and OReEnc oracles allow A to query the encryption, decryption, and re-encryption on and to

the latest epoch. OKeyCorrupt and OToken allows A to corrupt any of the existing epoch keys

and any ciphertext update tokens except the challenge ciphertext. OHeader and OChallengeCT

oracles are related to the challenge ciphertext and provide A the corresponding headers and

ciphertext.

• Turn to next epoch oracle ONext(b): This oracle is to used to inform the challenger

to evolve to the next epoch e + 1, and update all challenge-equal ciphertexts in

table CE(e) to the epoch e + 1. Specifically, the input of the oracle ONext is a

bit b which denotes whether the epoch key ke+1 will be corrupted later on, the

challenger will record KC(e + 1) = b in the key corruption table. Moreover, the

challenger runs KeyGen(pp) to produce a new key ke+1 for the new epoch e + 1

and sets K(e+ 1) = k in the key record table. For each challenge-equal ciphertext

Ce = (c̃e, c̄e) ∈ CE(e) (if the challenge-equal ciphertext table CE(e) is not empty),



5.4 STRENGTHENED SECURITY MODELS 143

run the token generation algorithm ∆e,e+1,c̃ ←$ ReKeyGen(ke, ke+1, c̃e) and the

update algorithm C ′ ← Recrypt(∆e,e+1,c̃e , Ce) for each ciphertext and import all

the updated ciphertexts to the row CE(e). Finally, the challenger updates the current

epoch variable e by adding one as e← e+ 1.

• Encrypt oracle OEnc(m): This oracle is used to ask the challenger to encrypt a mes-

sage m under the current epoch key. The challenger will run C ← Encrypt(ke,m)

and return the ciphertext C to the adversary.

• Decrypt oracle ODec(C): This oracle is to ask the challenger to decrypt cipher-

text C under the current epoch key. When queried with a ciphertext C, the chal-

lenger will check the table CE to identify whether C could be a challenge-equal

ciphertext. If C /∈ CE(i) for i from 0 to e, the challenger will run the algorithm

m ← Decrypt(ke, C) to decrypt C with current key ke and return m to the ad-

versary; otherwise, return ⊥. This is to avoid the trivial attack that the adversary may

query ODec on a challenge-equal ciphertext.

• Key corrupt oracleOKeyCorrupt(i): This oracle is used to corrupt the keys for previous

epochs. Note that in our static model the adversary is only allowed to corrupt the key

that he has committed before. When queried the epoch index i, the challenger checks

the key corruption commit table KC(i) at first. If KC(i) = true, the challenger

returns the secret key ki of the epoch i. Otherwise, he returns ⊥.

• Token corrupt oracle OToken(i, c̃): The adversary is allowed to query this oracle to

obtain update tokens. When queried with an epoch index i and the corresponding

ciphertext header c̃, the challenger will run the token generation algorithm ∆i,i+1,c̃ ←$

ReKeyGen(ki, ki+1, c̃), and return the token ∆i,i+1,c̃ to the adversary. If ∆i,i+1,c̃ ̸=

⊥ and the header c̃ has even appeared in CE(i), the challenger will update the token

corruption table TO, the challenge-equal ciphertext table CE and the challenge-equal

ciphertext corruption table IC accordingly.

– The challenger sets TO(i + 1) as true to mark the event that some update

token of certain challenge-equal ciphertexts for epoch i has been leaked to the

adversary.
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– The challenger automatically updates all the challenge-equal ciphertexts with

header same to c̃ in CE(i) from epoch i to the current epoch e. Particularly, the

challenger iteratively runs ReKeyGen and Recrypt algorithm to update these

ciphertexts by epoch, while archiving all generated challenge-equal ciphertexts

along the way to the corresponding rows of CE.

– Update the table IC to mark the epochs in which the adversary may see

challenge-equal ciphertexts as follows: for each ℓ from i to e, if IC(ℓ) ∧

TO(ℓ+ 1) = true, then set IC(ℓ+ 1) set as true. Moreover, for most existing

CDUE schemes [25, 124], given the updated ciphertext in the second epoch, the

corresponding token from the first epoch to the second epoch, and the header of

ciphertext in the first epoch, it is not difficult to recover the complete ciphertext

in the second epoch. This property is called the bi-directional update by Evers-

pauph et al., which also should be taken into consideration for the game winning

condition. Hence for any ℓ decreasing from i+ 1 to 0, if IC(ℓ)∧TO(ℓ) = true,

we let the challenger set IC(ℓ− 1) as true.

• Challenge-equal ciphertexts’ header oracle OHeader (i): This oracle is used to

acquire the header of the challenge-equal ciphertext in the key corrupted epoch i.

When queried with the epoch index i, the challenger will return all the headers of

the challenge-equal ciphertexts in CE.

• Challenge-equal ciphertexts oracle OChallengeCT(i): This oracle is used to acquire

the existing challenge-equal ciphertexts in the epoch i. When queried with the epoch

index i, the challenger will return all the challenge-equal ciphertexts in the row

CE(i) and update the challenge-equal ciphertext corruption table IC to mark the

leakage of challenge-equal ciphertexts as following:

– Set IC(i) as true to mark the leakage of challenge-equal ciphertexts in epoch i.

– For any ℓ from i+1 to e, if IC(ℓ− 1) = true∧TO(ℓ) = true, then set IC(ℓ) as

true to mark the leakage of the challenge-equal ciphertexts that may be updated

by the adversary herself via leaked tokens.
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– For any ℓ from i to 1, if IC(ℓ)∧TO(ℓ) = true, then set IC(ℓ−1) as true to mark

the leakage of former challenge-equal ciphertexts that may be recovered by the

adversary herself via leaked tokens and the bi-directional update property.6

• Re-encryption oracle OReEnc(i, C): This oracle is used to update any ciphertexts

of the epoch i to the current epoch. As considering the adversary may query the

oracleOReEnc with maliciously generated ciphertexts, the oracleOReEnc is allowed to

return ⊥ according to the scheme specification, which is different with the previous

works [25, 27, 126]. Specifically, when OReEnc is queried with a ciphertext C and

an epoch index i, the challenger defines Ci = (c̃i, c̄i) as C = (c̃, c̄), and iteratively

runs token generation algorithm ∆ki,ki+1,c̃l ←$ ReKeyGen(kl, kl+1, c̃l) and the re-

encryption algorithm Cl+1 ← Recrypt(∆ki,ki+1,c̃l , Cl) for all integers l ∈ [i, e). If

all Recrypt procedures are carried out successfully, the challenger will return the

generated Ce to the adversary. Moreover, if the queried ciphertext C ∈ CE (i.e., it

is the challenge-equal ciphertext), the challenger will update the tables IC and CE

accordingly:

– For all l ∈ [i, e), the challenger archives the newly generated challenge-equal

ciphertext Cl in CE(l).

– The challenger sets IC(e) as true to mark the leakage of the challenge-equal

ciphertext in epoch e.

– Additionally, the challenger may have to go backward and update the entry IC(l)

for the epochs before e. This is because given the challenge-equal ciphertext of

the epoch e, the adversary may recover the former challenge-equal ciphertext

via the leaked tokens and the bi-directional update property. Specifically, for

l start decreasing from e, the challenger sets IC(l − 1) = true until he finds

IC(l) ∧ TO(l) = false.

sUP-IND-CPA vs. UP-IND. Note that even our sUP-IND-CPA security is stronger than UP-

IND [25] in following aspects. Firstly, sUP-IND-CPA can characterize the post-compromise

6For simplicity, we assume that if the adversary can acquire one of the challenge-equal ciphertext in the
epoch e, she can automatically get all other challenge-equal ciphertexts in the same epoch.
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security which is ignored in UP-IND. Although the constructions in [25, 124] is post-

compromise secure, there do exist constructions (see inSec 5.3.2) which are UP-IND secure

but without the post-compromise security. Secondly, unlike sUP-IND-CPA, UP-IND does not

allow the adversary to query the re-encryption oracle with malformed ciphertexts with the

same header as the challenge ciphertext. Therefore, the KSS scheme in [25] is proved secure

under UP-IND, but can be attacked by maliciously re-encrypting a forged ciphertext with the

same header of the challenge ciphertext to a key corrupted epoch. In this way, the adversary

can somehow compute the challenge-equal ciphertext that he is not supposed to see in a key

corrupted epoch. The detailed attack is shown in Sec 5.3.1.

Bi-directional update. Given the previous update token and the former ciphertext header, we

assume that one can reversely downgrade a ciphertext to a previous epoch. This property is

naturally satisfied by the two constructions KSS and ReCrypt in [25]. Therefore, for fully

capturing the challenge-equal ciphertext corruption to avoid trivial win, the challenger needs

to update the challenge-equal ciphertext corruption table IC forward and backward whenever

a challenge-equal ciphertext or token is corrupted. This backward inference should have

appeared in the model of [25], but due to the inherent limitation of their model, the challenge-

equal ciphertext that the adversary can see is always directly updated from a key-uncorrupted

epoch. So this negligence has not been fully reflected in their paper.

5.4.2 Integrity

Then we describe our model sUP-INT-CTXT for CDUE. Like our sUP-IND-CCA model,

our integrity model strengthens the UP-INT model in [25] in the sense that allowing the

adversary to query the ReEnc oracle with maliciously generated ciphertexts and introducing

the epoch notion to capture the post-compromise security. Similar to our confidential models,

the challenger needs to maintain table K to record generated secret keys, and table KC to keep

track of the adversary’s key corruption commitment. Besides, the challenger also needs to

maintain the following trivially obtained ciphertexts table T especially for the sUP-INT-CTXT

model.
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• Table T is used to keep track of ciphertexts that the adversary can trivially obtain.

These ciphertexts are acquired by adversary from three sources: 1) directly response

from the OEnc oracle, 2) response from the OReEnc oracle, and 3) derived by the

adversary herself from querying ciphertexts and update tokens. Specifically, its rows

are indexed by the epoch index and ciphertext header pairs (i, c̃), and entries are

the header’s associated ciphertext body c̄. To make the definition more general, we

allow T(i, c̃) to include multiple ciphertext bodies c̄ associated to the same header.

All entries will be set ⊥ when the game start.

Specifically, we define the sUP-INT-CTXT experiment as Fig. 5.3. Similar to [126], we

only accept forgeries that the adversary makes in the current and final epoch eend, but not

in the past. This matches the concept of UE where the secret keys and update tokens of old

epochs will (ideally) be deleted, and thus a forgery for an old key is meaningless anyway.

The experiment requests the adversary, after engaging with the oracles OEnc’, ODec, OToken’,

ONext, OKeyCorrupt and OReEnc’, to generate a new legal ciphertext C∗ for the current epoch.

The adversary wins if the two requirements hold simultaneously. One is the new ciphertext

C∗ can be successfully decrypted by the current epoch key ke. The other is that C∗ is not a

trivial win, i.e. the ciphertext C∗ is not in the trivially obtained table ciphertext table T and

the current epoch key ke has not been corrupted.

During the sUP-INT-CTXT experiment, the challenger’s behaviours to response the oracles

ODec, ONext and OKeyCorrupt are similar to the sUP-IND-CCA experiment. However, there are

three different oraclesOEnc’,OToken’ andOReEnc’ in sUP-INT-CTXT that require the challenger

to update the table T accordingly in order to track the ciphertexts that adversary can trivially

obtained via oracle queries.

• Encryption oracle OEnc’(m): This oracle is used to query the encryption of the

message m under the current epoch key ke. Specifically, the challenger will return

Enc(ke,m) to the adversary. Also he will parse the ciphertext Enc(ke,m) = (c̃, c̄)

and update the table T as T(e, c̃)← c̄.
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ExpAsUP-INT-CTXT(λ)
1 : pp←$ Setup(λ)
2 : Initialize e,K,T,KC
3 : k0 ← KeyGen(pp); K(0)← k0

4 : C∗ = (c̃∗, c̄∗)←$ AOEnc’,ONext,OKeyCorrupt,OReEnc’,OToken’

5 : if (Decrypt(ke, C∗) ̸= ⊥) ∧ (c̄∗ /∈ T(e, c̃∗)) ∧ (KC(e) ̸= true)

6 : return 1

7 : else return 0

FIGURE 5.3. The sUP-INT-CTXT experiment.

• Re-encryption oracle OReEnc’(i, C): This oracle is used to update any ciphertexts

of the epoch i to the current epoch like OReEnc in sUP-IND-CCA. When the oracle

OReEnc’ is queried with an epoch index i and a ciphertext C, if the challenger can

successfully update C to C ′ = (ĉ′, c̄′) of the current epoch e, he will return C ′ to the

adversary. Additionally, c̄′ will be added to T(e, ĉ′).

• Token corrupt oracle OToken’(i, c̄): When the oracle OToken’ is queried with an epoch

index i and a ciphertext header c̃ during the sUP-INT-CTXT experiment, the chal-

lenger will return⊥ if KC(i) = true, otherwise the challenger will run the token gen-

eration algorithm ∆i,i+1,c̃ ←$ ReKeyGen(ki, ki+1, c̃) and return the token ∆i,i+1,c̃

to adversary A. If ∆i,i+1,c̃ is not ⊥, the challenger will updates the trivially obtained

ciphertext T accordingly: for all ciphertext bodies c̄ ∈ T(i, c̃), the challenger will

automatically generate the corresponding ciphertext C ′ ← Recrypt(∆ki,ki+1,c̃, (c̃, c̄))

for next epoch, parse C ′ = (c̃′, c̄′) and record them in the row T(i, c̃′).

DEFINITION 5.4.2 (sUP-INT-CTXT). Define the sUP-INT-CTXT experiment as Fig. 5.3. An

updatable encryption scheme is called sUP-INT-CTXT secure if for any P.P.T. adversary A

the following advantage

AdvsUP-INT-CTXT
A := Pr[ExpAsUP-INT-CTXT(λ)⇒ 1]

is negligible in the security parameter λ.
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Note that any token corruption is disallowed from a key corrupted epoch to a key uncorrupted

epoch in the sUP-INT-CTXT model, as well as in the existing models [25, 124] for ciphertext

integrity. Since in a key corrupted epoch, the adversary can generate any ciphertext, and the

challenger does not know which ciphertexts the header used to query the OToken oracle is

corresponding to. Thus, such attack should be restricted in the ciphertext integrity game. We

also know that in the message confidentiality models, sUP-IND-CPA and sUP-IND-CCA, the

adversary is allowed to query any token except for the challenge-equal ciphertext from the

key corrupted epoch to the key uncorrupted epoch in which the challenge-equal ciphertext is

corrupted. Such a difference also cause that the combination of sUP-IND-CPA security and

sUP-INT-CTXT security is not sufficient to imply the sUP-IND-CCA security, which we will

discuss in the next subsection.

5.4.3 sUP-IND-CPA + sUP-INT-CTXT ⇏ sUP-IND-CCA

It is widely known that for the authenticated encryption, the IND-CPA security plus the INT-

CTXT security imply the IND-CCA security [129]. This implication still holds for CIUE[125].

However, the case for CDUE is different. More interestingly, we find this particularity is

inherent for general CDUE, since even under weaker security models, this implication does

not work either, including under a weaken version of our models without malicious update

and under existing models in [25, 124] which do not capture post-compromise security or

malicious update security. In the following, we will show a special CDUE scheme which

is sUP-IND-CPA and sUP-INT-CTXT secure but not sUP-IND-CCA secure. Our counter

example is inspired by our own construction ReCrypt+, but we believe it can be generalized

to a large class of CDUE schemes.

This counterintuitive gap comes from the fact that querying OToken from a key-corrupted

epoch to a key-uncorrupted epoch is forbidden during the sUP-INT-CTXT game, but the

adversary in the sUP-IND-CCA game has the ability to acquire that kind of tokens for non-

challenge-equal ciphertexts. Such token queries in sUP-INT-CTXT are forbidden, since in a

key corrupted epoch the header used to query the OToken oracle is unknown to the challenger.
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Thus an sUP-IND-CCA adversary can leverage such tokens and the decryption oracle to

launch attacks.

Intuitively, if an updating token contains secret information which can be leveraged by the

adversary who knows the previous epoch key, the adversary may be able to modify the

challenge-equal ciphertext and use the result to query the decryption oracle to get more

information about the challenge ciphertext. More precisely, we add the ciphertext header of

the new scheme with a redundant MAC, and make the encryption of the MAC key contained

in the token. If the adversary corrupt the key of the former epoch and query a token for a

non-challenge-equal ciphertext from that epoch, she can learn the MAC key and modify the

MAC in the next epoch challenge-equal ciphertext. After that, she may query the modified

challenge-equal ciphertext to the decryption oracle. Note that this attack even does not

leverage the malicious re-encryption ability!

Suppose the CDUE is the CDUE scheme which is both sUP-IND-CPA and sUP-INT-CTXT

secure. Moreover, CDUE has a special property: the update token ∆i,c̃i must explicitly

contain the header c̃i+1 of the new ciphertext in epoch i+ 1. Such a property is satisfied by

most CDUE schemes, say KSS and ReCrypt in [25] and our ReCrypt+in Section 5.5.

Let SKE = (KeyGen,Enc,Dec) be an IND-CPA secure symmetric key encryption. Let

MAC = (KeyGen,Tag,Verify) be a deterministic MAC scheme which is unforgerable

under chosen message attack (e.g. hash-based MACs). Note that the deterministic property

guarantees that there is only one valid MAC for each message under one secret key. Then we

construct the scheme CDUE′ as follows:

• CDUE′.Setup(1λ): Generate the public parameter pp via CDUE.Setup.

• CDUE′.KeyGen(pp): Use CDUE.KeyGen to generate an epoch key ke of CDUE

and use MAC.KeyGen to generate a MAC key mke. The new epoch key k′e of

CDUE′ is (ke,mke).

• CDUE′.Encrypt(k′e,m): Parse the secret key k′e = (ke,mke). Given the plaintext

m, firstly use CDUE.Enc to encrypt m under the secret key ke and generate the

ciphertext Ce = (c̃e, c̄e). Secondly, concatenate the header c̃e with one bit 1 and
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compute a MAC τe = MAC.Tag(mke, c̃e∥1). Finally, output the ciphertext C ′e =

(c̃′e, c̄e) where the new header c̃′e = (c̃e, τe).

• CDUE′.Decrypt(k′e, C ′e): Parse C ′e = (c̃′e, c̄e) where c̃′e = (c̃e, τe). Verify whether

MAC.Verify(mke, τe, c̃e∥1) = 1 or MAC.Verify(mke, τe, c̃e∥0) = 1. If one of

above two cases is true, use the CDUE.Decrypt to decrypt the ciphertext Ce =

(c̃e, c̄e) and return the decryption result.

• CDUE′.ReKeyGen(k′e, k′e+1, c̃
′
e): Parse c̃′e = (c̃e, τe), k′e = (ke,mke) and k′e+1 =

(ke+1,mke+1). Firstly, verify whether MAC.Verify(τe, c̃e∥1) = 1. If it is true, invoke

CDUE.ReKeyGen(ke, ke+1, c̃e) to generate the token ∆e,c̃e . Note that according to

our assumption about CDUE, ∆e,c̃e has the form (c̃e+1, δe,c̃e) where c̃e+1 is the new

header and δe,c̃e denotes the other information. Secondly, compute the new MAC

τe+1 = MAC.Tag(mke+1, c̃e+1∥1) and the new header c̃′e+1 = (c̃e+1, τe+1). Finally,

encrypt mke+1 under the key ke as SKE.Encke(mke+1), and output the update token

∆′e,c̃′e =
(
c̃′e+1, δe,c̃e ,SKE.Encke(mke+1)

)
for CDUE′.

• CDUE′.ReEncrypt(∆′e,c̃′e , C
′
e): First parse the token ∆′e,c̃′e = (c̃′e+1, δe,c̃e ,

SKE.Encke(mke+1)) and the ciphertext C ′e = (c̃′e, c̄e) = ((c̃e, τe), c̄e). Then derive

the CDUE token ∆e,c̃e = (c̃e+1, δe,c̃e) from ∆′e,c̃′e , and Ce = (c̃e, c̄e) from C ′e. Invoke

CDUE.ReEncrypt(∆e,c̃e , Ce) to get Ce+1 = (c̃e+1, c̄e+1). Finally output C ′e+1 =

(c̃′e+1, c̄e+1) by replacing c̃e+1 with the new header c̃′e+1 in the token ∆′e,c̃′e .

In the following two lemmas, we show that the above CDUE′ is sUP-IND-CPA and sUP-

INT-CTXT secure when MAC is deterministic (like HMAC [130]). The sUP-IND-CPA is

obvious since the augmented MAC will not leak any information about the plaintext. Since

the CTXT model disallows the adversary to see the token from a key-corrupted epoch to a

key-uncorrupted epoch, the MAC key will never be leaked. The sUP-INT-CTXT comes from

the MAC’s unforgerability.

LEMMA 1. If CDUE is sUP-IND-CPA secure and MAC is deterministic (i.e. there is only

one valid MAC for each message under one secret key), CDUE′ is sUP-IND-CPA secure.
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PROOF. This proof can be done by running a CDUE′ adversary A to construct a CDUE

adversary B in the sUP-IND-CPA game. When A asks any oracle OEnc, ONext, OKeyCorrupt,

OReEnc,OToken,OHeader orOChallengeCT, B will query the same oracle to the CDUE challenger

with corresponding inputs. Moreover, B generates a sequence of MAC key mk0, . . . ,mke,

and uses them to generate MAC tags in the header of the CDUE′ ciphertexts. Since there

is only one valid MAC for each message under same secret key, there is a one-to-one

correspondence between the CDUE′ header c̃′ queried by A and the CDUE header c̃ queried

by B for the inputs of OToken and OReEnc. This is because the MAC τ in c̃′ = (c̃, τ) is exactly

determined by its key mk and the value of c̃. That means for every oracle query made by A

there is a correspondence query made by B, so the view of A can be easily simulated by B by

adding a simulated MAC. □

LEMMA 2. If CDUE is sUP-INT-CTXT secure, SKE is IND-CPA secure and MAC is multi-

user CMA unforgerable, then CDUE′ is sUP-INT-CTXT secure.

PROOF. Here we show a brief proof idea with a sequence of games. Game G0 is exactly

an sUP-INT-CTXT game between the adversary A and the challenger C. In Game G1,

challenger C changes its token generation process. Instead, for all tokens not between two

key corrupted epochs, C replaces encrypting the MAC key with encrypting a random selected

string (same length with the MAC key). To state A cannot distinguish G1 from G0, we need

to consider two aspects. The one is in which case A can see this part and the other is whether

the corruption of this part helps A distinguish G0 and G1. For the first aspect, we know that

actually this part of token only exists on the token but never participates the re-encryption of

the ciphertext. So A has exact one way to get this part, that is corrupting the token. However,

A can only obtain the tokens from key uncorrupted epochs (this is the inherent restriction of

sUP-INT-CTXT security), which means this part of token is indistinguishable as its encryotion

key (a.k.a. the key of the starting epoch) is unknown. Thus, the indistingushability of G0 and

G1 can be reduced to the real or random security (proved equivalent with IND-CPA security)

of the underlying SKE scheme. In Game G2, challenger C finishes the mac generation via

querying the multi-user MAC challenger with the same message. Here multi-user challenger

has all the honest MAC keys for those key-uncorrupted epochs and answers MAC queries
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with the specified key (indexed like epoch). Challenger also replaces generating the CDUE

components by querying the CDUE challenger. G1 and G2 are essentially same, so they

are indistinguashable. For the challenge query, C will parse the ciphertext to get a CDUE

ciphertext and a message-tag pair. Then C submits them to the corresponding challenger,

respectively. If there is at least one challenger returns true to C, C will return true to the

A. In this way, we reduce the security of the multi-user CMA unforgeability of MAC and

sUP-IND-CTXT of CDUE. □

The CCA attack. We provide a CCA attack as follows. The adversary commits to corrupt

the key of the epoch e, but will not corrupt the key of the epoch e + 1. Then the adversary

queries a token of non-challenge ciphertext header c̃e,0, and she will get a token ∆′e,c̃′e,0
=(

c̃′e+1,0, δe,c̃e,0 ,SKE.Encke(mke+1)
)
. Since the key k′e = (ke,mke) has been corrupted by

the adversary, she can recover mke+1 for SKE.Encke(mke+1) easily. Then the adversary

acquires the challenge-equal ciphertext C ′e+1,1 = ((c̃e+1,1, τe+1,1), c̄e+1,1) in the epoch e+ 1,

where τe+1,1 = MACmke+1(c̃e+1,1∥1). Since the adversary knows mke+1, she can modify

C ′e+1,1 into a new ciphertext C ′e+1,2 = ((c̃e+1,1, τ
′
e+1), c̄e+1,,1) by shifting the attached bit in

the MAC message and acquiring τ ′e+1 = MACmke+1(c̃e+1,1∥0). According to the design of

our decryption algorithm, τ ′e+1 still can pass the verification even the attached bit is 0 but not

1. So C ′e+1,2 is still a valid ciphertext of the epoch e + 1, and it will not be recognized as a

challenge-equal ciphertext by the sUP-IND-CCA challenger. The adversary can query ODec

with C ′e+1,2 in the epoch e+ 1, and learn the challenge bit. Therefore, we have the following

theorem.

THEOREM 5.4.1. For CDUE, the security combination of sUP-IND-CPA and sUP-INT-CTXT

cannot imply sUP-IND-CCA security.

The gap is inherent. One may be curious about whether the counter-intuitive gap is caused

by the malicious update resistance or the post-compromise security. However, we find that

the gap between the CPA+CTXT and CCA is inherent for general CDUE. To note that,

firstly we show the implication does not hold for a weaker collection of our models (we call

UP-IND-CPA, UP-INT-CTXT and UP-IND-CCA that follow the former paradigm but have
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a restriction to the re-encryption oracle), which only capture the post-compromise security

but not malicious update security. Then we have the following Theorem 5.4.2. The intuition

comes from that the CCA attack on our artificially designed CDUE′ scheme does not need to

query malicious ciphertexts on the re-encryption oracle. Moreover, the security gap holds even

for the weakest models7 in [25, 124] without the post-compromise security or the malicious

update resistance. Indeed, it is not hard to see that the above CDUE′ is also UP-IND and

UP-INT secure, while the CCA attack can still apply.

THEOREM 5.4.2. For a ciphertext dependent UE, the security combination of UP-IND-CPA

and UP-INT-CTXT do not imply UP-IND-CCA security.

5.4.4 Update unlinkability

We now present the model sUP-REENC-CCA for updatable encryption with update un-

linkability, which improve upon the UP-IND model [25] by giving adversary access to the

decryption oracle.

DEFINITION 5.4.3 (sUP-REENC-CCA). An updatable encryption scheme is called sUP-

REENC-CPA secure if for any P.P.T adversary A the following advantage:

AdvsUP-REENC-CCA
A := Pr[ExpAsUP-REENC-CCA(λ)⇒ 1]− 1

2

is negligible in the security parameter λ.

Perfect re-encryption. To demonstrate that our ReCrypt+ scheme is sUP-REENC-CCA

secure, we firstly introduce a property called perfect re-encryption proposed in [126].

Perfect re-encryption assures that for any ciphertext of updatable encryption, decrypt-then-

encrypt has the same distribution with re-encryption. We give a formal definition of perfect

re-encryption for UE setting in the following.

DEFINITION 5.4.4 (Perfect re-encryption). UE=(Setup, KeyGen, Encrypt, Decrypt, ReKey-

Gen, Recrypt) is an updatable encryption where update process is probabilistic. We say
7The similar CCA model can be trivially obtained by adding an additional decryption oracle for ciphertexts

decryption except for the challenge-equal ciphertexts.
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ExpAsUP-REENC-CCA(λ)
1 : pp←$ Setup(λ)
2 : Initialize e,K,CE, IC,KC,TO
3 : k1 ← KeyGen(pp); K(1)← k1

4 : (C0, C1, state)←$ AOEnc,ODec,ONext,OKeyCorrupt,OReEnc,OToken

5 : Proceed only if |C0| = |C1| ∧m0 ̸= ⊥ ∧m1 ̸= ⊥,

where m0 ← Dec(e− 1, C0) and m1 ← Dec(e− 1, C1)

6 : b←$ {0, 1}; Parse Cb = (c̃b, c̄b)

7 : ∆ke−1,ke,c̃b ←$ ReKeyGen(ke−1, ke, c̃b)
8 : C∗ ← Recrypt(∆ke−1,ke,c̃b , Cb)

9 : Set CE(e)← C∗

10 : b′ ←$ A(state)OEnc,ODec,ONext,OKeyCorrupt,OReEnc,OToken,OHeader,OChallengeCT

11 : for i = 1 to e

12 : if KC(i) = true ∧ IC(i) = true then

13 : return ⊥
14 : return b′

FIGURE 5.4. The experiment for sUP-REENC-CCA

that the re-encryption (of UE) is perfect, if for all pp ←$ Setup(λ), all keys ki, ki+1 ←$

KeyGen(pp), and all message m, we have

Encrypt(ki+1,m)
dist≡ Recrypt (ReKeyGen(ki, ki+1, c̃), C) ,

where C ←$ Encrypt(ki,m) and C = (c̃, c̄).

LEMMA 3 (sUP-REENC-CCA security of UE). Let UE=(Setup, KeyGen, Encrypt, De-

crypt, ReKeyGen, Recrypt) be an updatable encryption with perfect re-encryption. Suppose

that UE is sUP-IND-CCA secure. Then UE is sUP-REENC-CCA secure (via a tight reduction

to sUP-IND-CCA).

PROOF. Let A be the sUP-REENC-CCA adversary who plays with B and let C be the

sUP-IND-CCA challenger(who palys with B). B is constructed by simply forwarding (and

recording) all oracle queries from A to C except for the challenge query from A. In particular,

they aways stay in the same epoch. When A submits a pair of ciphertexts C0, C1 of epoch

e − 1 as challenge to ask for either of two re-encryptions in epoch e, B is supposed to
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embed his challenge to query C so that A’s challenge answer can also be forwarded to C

as B’s challenge answer. B hopes to know the decryption of C0 and C1, and it has access

to ODec oracle. B first queries the OReEnc oracle with the two ciphertexts C0, C1 to C and

get the re-encryption C ′0 and C ′1 under the current key ke. Then B queries the ODec oracle

with C ′0, C
′
1 to get the decryption message m0 and m1. (Remember that ODec oracle works

always for the current epoch, the epoch e in this case.) Now B can issue m0,m1 as its own

challenge message to C under epoch e. Thus B obtains C∗b ←$ Encrypt(ke,mb) where C picks

b←$ {0, 1}. Since UE has perfect re-encryption, the distribution of C∗b is indistringuishable

with Recrypt (ReKeyGen(ke−1, ke, c̃b), Cb). Consequently, B perfectly simulates the sUP-

REENC-CCA game for A. Finally, B simply forwards A’s guess to Cas its guess. Due to

perfect simulation, B wins the sUP-IND-CCA game if and only if A wins the sUP-REENC-

CCA game.

AdvsUP-REENC-CCA
UE (A) ≤ AdvsUP-IND-CCA

UE (B)

□

5.5 UE Construction with Strengthened Integrity

Next we describe our new CDUAE construction ReCrypt+. Comparing with previous

CDUAE constructions [25, 124], our scheme not only naturally inherits their advantage that

the plaintext space could be a bit string with arbitrary length, but also has the strengthened

security to resist the malicious re-encryption attack. During the security analysis, we prove

our scheme secure under sUP-IND-CCA and sUP-INT-CTXT as above mentioned. So our

scheme has a strengthened security in aspects of the post-compromise security, the malicious

re-encryption resistance and the chosen ciphertexts attack resistance.

5.5.1 Construction framework

Our construction ReCrypt+ follows the paradigm of the ReCrypt scheme proposed by

Everspauph et al. The original ReCrypt in [25] not only follows the KEM + DEM with
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the secret sharing structure, but also involves the key-homomophic PRF to achieve the re-

encryption indistinguishability. However, as pointed by in the introduction, ReCrypt in [25]

suffers the malicious re-encryption attack.

The key to resist the malicious re-encryption attack is to verify the validity of the ciphertext

before re-encryption. Therefore our scheme not only involves the AEAD to enable the client

to verify the header of the ciphertext, but also uses the collision-resistant homomorphic hash

function and homomorphic commitment to help the server to check the consistency of the

body with the header. These measures guarantee that the adversary always learns nothing

when querying the ReEnc oracle with a forged ciphertexts. In the meantime, the homomorphic

properties of the hash function and the commitment scheme make that the update operations

to apply smoothly. The detailed construction is as follows, and also shown in Figure 5.5.

Let HomHash.Setup and HomHash.Eval be the algorithms of a homomorphic collision-

resistant hash function with the following syntax.

DEFINITION 5.5.1. A homomorphic hash function Hhom is a linear function that maps vectors

of starting group elements v = (v1, . . . , vn) ∈ Gn
HS into one target group element u ∈ GHT

which is defined by the following two algorithms:

• HomHash.Setup(1λ) : On input the security parameter λ, output an evaluation key

hk;

• HomHash.Eval(hk, v): On input the evaluation key hk and a vector of starting

group elements v = (v1, . . . , vn) ∈ Gn
HS , output one target group element u ∈ GHT .

Hence fixed the evaluation key hk, we can write as

Hhom(v) = HomHash.Eval(hk, v) = u.

Specifically, it should satisfies the following properties:

• Collision resistance: the probability for any P.P.T adversary to generate the two

vectors v and v′ in Gn
HS which satisfy Hhom(v) = Hhom(v′) is negligible.

• Homomorphism: we have Hhom(v) + Hhom(v′) = Hhom(v + v′).
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Setup(λ)
1 : hk ←$ HomHash.Setup(λ),hcom.pp←$ HCOM.Init(λ)
2 : return (hk, hcom.pp)

KeyGen(λ)
1 : k ←$ AEAD.KeyGen(1λ), return k

Encrypt(k,m)
1 : Map m→ (m1,m2, . . . ,mn) ∈ Gn

PRF , z ←$ KPRF

2 : di ← mi + F(z, i), d = (d1, d2, . . . , dn) ∈ Gn
PRF , h← HomHash.Eval(hk, d)

3 : y ←$ KPRF , hcom← HCOM.com(y;hopen), x = z − y

4 : ct←$ AEAD.Enc(k, x, (h, hcom))

5 : c̃ = (ct, h, hcom), c̄ = (y, hopen, d) // ciphertext header and body

6 : return C = (c̃, c̄)

Decrypt(k, C)
1 : Parse C = ((ct, h, hcom), (y, hopen, d))

2 : if h == HomHash.Eval(hk, d) ∧HCom.Open(hcom, y, hopen) == 1 then

// check the body is consistent with the header.

3 : x⋆ ← AEAD.Dec(k, c̃1, (h, hcom))

4 : for 1 ≤ i ≤ n do m⋆
i ← di − F(x⋆ − y, di) return m⋆ = m⋆

1, . . . ,m
⋆
n

5 : return ⊥

ReKeygen(k, k′, c̃)
1 : Parse c̃ = (ct, h, hcom),m′ ← AEAD.Dec(k, ct, (h, hcom))

2 : if m′ ̸= ⊥ then // check the returned header is valid.

3 : ∆z ←$ KPRF , ∆di ← F(∆z, i), ∆d = ∆d1,∆d2, . . . ,∆dn

4 : h′ ← h+ HomHash.Eval(hk,∆d), ∆y ←$ {0, 1}∗

5 : hcom′ ← hcom+ HCom.Com(∆y, hopen∆), x
′ = x+∆z −∆y,

6 : ct′ ←$ AEAD.Enc(k′, x′, (h′, hcom′)), c̃′ = (ct′, h′, hcom′)

7 : return ∆ = (c̃′,∆y, hopen∆,∆z)

8 : else return ⊥

ReEncrypt(C,∆)
1 : Parse C = ((ct, h, hcom), (y, hopen, d)) ,∆ =

(
c̃′, (∆y, hopen∆,∆z)

)
2 : if HCOM.Open(hcom, y, r) == 1 ∧ h == HomHash.Eval(hk, d) then

// check the body is consistent with the header.

3 : y′ = y +∆y, r′ = r +∆r, Parse d = (d1, d2, . . . , dn)

4 : d′i ← di + F(∆z, i), d′ = (d′1, d
′
2, . . . , d

′
n)

5 : hopen′ = hopen+ hopen∆, y′ = y +∆y, c̄′ = (y′, hopen′, d′)

6 : return C ′ = (c̃′, c̄′)

7 : return ⊥

FIGURE 5.5. The construction for ReCrypt+.
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Let F : KPRF ×MPRF → GPRF be the key homomorphic PRF as described in Subsection

2.4, whose codomain is a cyclic group GPRF ⊆ GHS and key space KPRF is also an

additive group. Let HCOM.Init, HCOM.Com and HCOM.Open be the algorithms for

the homomorphic commitment scheme described in Subsection 2.3, whose message space,

opening randomness space and commitment value are MCOM , OCOM and CCOM , respectively.

Specifically, we require that the message space MCOM contains the PRF key space KPRF . Let

the AEAD.KeyGen, AEAD.Enc and AEAD.Dec be the algorithms for AEAD as described

in Subsection 2.2, whose key space, message space and ciphertext space are KAEAD, MAEAD

and CAEAD.

• ReCrypt+.Setup(λ): Run the HomHash.Setup algorithm to generate the para-

meter hk for the homomorphic collision-resistant hash function. Also run the

HCOM.Init to generate the parameter hcom.pp for the homomorphic commitment.

The public parameter ReCrypt+.pp=(hk, hcom.pp) will be taken as the implicit

input of the following algorithm.

• ReCrypt+.KeyGen(λ): Run the AEAD.KeyGen(λ) to generate the key of AEAD

k ∈ KAEAD.

• ReCrypt+.Encrypt(k,m): The algorithm proceeds as follows.

(1) Map the message m into n group elements m1,m2, . . . ,mn ∈ Gn
PRF .

(2) Use the key-homomorphic PRF to encrypt each block mi. Specifically, sample

a PRF key z ∈ KPRF and then mask each message mi as di = mi + F(z, i) ∈

GPRF .

(3) Let d = (d1, d2, . . . , dn) ∈ Gn
PRF . Since d ∈ Gn

PRF ⊆ Gn
HS , one can compute

the homomorphic hash function on d and derive HomHash.Eval(hk, d)

= h ∈ G.

(4) Randomly choose two shares x, y ∈ KPRF of z such that x+ y = z.

(5) Use the homomorphic commitment scheme to commit the share y, and generate

the commitment HCom.Com(y, hopen) = hcom ∈ CCOM , where hopen ∈

OCOM is the corresponding opening randomness.
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(6) Use the AEAD to encrypt the key share x ∈ KPRF ⊆ {0, 1}λ with the auxiliary

data the HCRH value h ∈ GHT ⊆ {0, 1}λ and the homomorphic commitment

hcom ∈ CCOM ⊆ {0, 1}λ. Get the ciphertext ct ∈ CAEAD.

(7) The header of the UE ciphertext is c̃ = (ct, h, hcom) ∈ CAEAD×GHT×CCOM ,

and the body of the UE ciphertext c̄ = (y, hopen, d) ∈ KPRF ×OCOM ×Gn
PRF .

• ReCrypt+.Decrypt(k, C): Given k ∈ KPRF and the ciphertext C = (c̃, c̄), the UE

decryption algorithm first parses the ciphertext C as the header c̃ = (ct, h, hcom) ∈

CAEAD×GHT ×CCOM and the body c̄ = (y, hopen, d) ∈ KPRF ×OCOM ×Gn
PRF ,

and proceeds as follows:

(1) Verify HomHash.Eval(hk, d) ?
= h ∈ GHT for d ∈ Gn

PRF ⊆ Gn
HS ,

(2) Verify whether hcom ∈ CCOM is a valid commitment of y ∈ KPRF ⊆

MCOM , so one invokes the homomorphic commitment opening algorithm

HCom.Open(hcom, y, hopen) and check the results whether equals to 1.

(3) Decrypt the AEAD ciphertext ct with the current epoch key k and the auxiliary

data h and hcom.

(4) If above verification passes and the AEAD decryption algorithm successfully

outputs x ∈ KPRF , the UE decryption algorithm will recover all mi ∈ GPRF

by computing mi = di − F(x− y, i), otherwise it returns ⊥.

• ReCrypt+.ReKeyGen (k, c̃): The algorithm first parses the header c̃ = (ct, h, hcom) ∈

CAEAD ×GHT × CCOM , and proceeds as follows:

(1) Use the currency secret key k ∈ KAEAD to decrypt ct with the auxiliary data

(h, hcom). If the AEAD decryption successfully return x ∈ KPRF , execute

following steps, otherwise return ⊥.

(2) Choose a random ∆z ∈ KPRF , and compute ∆di = F(∆z, i) ∈ GPRF .

(3) Let ∆d = (∆d1, . . . ,∆dn) ∈ Gn
PRF ⊆ Gn

HS . Compute the new hash value

h′ = h+ HomHash.Eval(hk,∆d) ∈ GHT .

(4) Generate a new group element ∆y ∈ KPRF and its homomorphic commitment

HCom.com(∆y, hopen∆) = hcom∆ ∈ GCOM . So the new commitment is

hcom′ = hcom+ hcom∆.
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(5) Compute x′ = x + ∆z − ∆y ∈ KPRF . Encrypt x′ with the new master

key k′ and auxiliary data (h′, hcom′), and get the AEAD ciphertext ct′ =

AEAD.Enc(k′, x′, (h′, hcom′)).

(6) Let the new header c̃′ = (ct′, h′, hcom′) ∈ CAEAD×GHT ×CCOM . Return the

update token ∆ = (c̃′,∆y, hopen∆,∆z).

• ReCrypt+.ReEncrypt(C,∆): The algorithm will first parse the ciphertext header

c̃ = (ct, (h, hcom)), the ciphertext body c̄ = (y, hopen, d) and the update token

∆ = (c̃′,∆y, hopen∆,∆z), then proceeds as follows.

(1) Verify whether HomHash.Eval(hk, d) = h ∈ GHT for d ∈ Gn
HS ,

(2) Verify whether hcom ∈ GCOM is a valid commitment of y ∈ KPRF , i.e.,

invoke the opening algorithm HCom.Open(hcom, y, hopen) and check the

result whether equals to 1.

(3) If above verification can be passed, compute d′ = (d′1, d
′
2, . . . , d

′
n) ∈ GPRF ⊆

Rn where d′i = di + F(∆z, i) ∈ GPRF .

(4) Compute the new commitment opening hopen′ = hopen+ hopen∆.

(5) Compute y′ = y +∆y.

(6) Generate new ciphertext C ′ = (c̃′, c̄)′ by taking c̃′ from the token ∆ as the new

header and setting c̄′ = (y′, hopen′, d′) ∈ KPRF ×OCOM ×Gn
PRF .

5.5.2 Homomorphic hash functions from DDH groups

To make the following ReCrypt+framework works, we should construct a homomorphic

embedding from the range of the key homomorphic PRF into the domain of the collision-

resistant hash function (i.e, GPRF → GHS). Note that trivial dictionary maps do not work

here, since we should make those homomorphic properties still hold. To handle this issue,

we will involve a critical primitive named the homomorphic hash function from DDH groups.

Previous homomorphic hash function schemes only allow the messages to be exponents [131,

132, 133] or short ring elements [134]. In contrast, we hope the message can be chosen from

a group where the decisional Diffie-Hellman (DDH) problem is hard, since the domain of the

hash function will be the range of the key-homomorphic PRF.
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If there is not requirement for the message group G, a homomorphic hash scheme is not hard

to obtain. Chaum et al. have shown a homomorphic collision-resistant hash function can be

constructed from an exponential homomorphic hash scheme [131, 132]. In their construction,

G′ is a finite cyclic group of order p. The public key hk contain h1, . . . , hn as generators of

G′. Let G = Zp be a group of exponents for G′. For any positive integer n, HHom : Gn → G′

is defined as Hhom(v1, . . . , vn) =
∏n

j=1 h
vj
j . The homomorphic property is easily verified,

and collision resistance is implied by the discrete logarithm assumption in G′.

However, in our construction ReCrypt+, the DDH problem is required to be hard over G,

since G will be the range of the key-homomorphic pseudorandom function. The above

exponential homomorphic hash construction does not trivially satisfy this requirement, since

the operation over G = Zp is the addition but not the multiplication. To find the relation

between a random element and a generator is easy in G.

Our homomorphic hash function from DDH groups is based on a bilinear map over elliptic

curves where the external Diffie-Hellman (XDH) assumption is hard. Specifically, the

homomorphic function works on a bilinear group (p,G1,G2,GT , e) where p is a k-bit prime,

G1,G2,GT are cyclic groups of order p and e : G1 ×G2 ← GT is a non-degenerate bilinear

map. The XDH assumption states that the Decisional Diffie Hellman (DDH) assumption

is hard in the group G1 (not necessarily hard in G2). The XDH is believed to be true in

asymmetric pairings generated using special MNT curves [135, 136].

So the message are chosen from the group Gn
1 , the algorithms of the homomorphic hash

function are defined as follows.

• HomHash.Setup(G, n): Pick at random g ← G2\{1} and random elements

x1, . . . , xn ←$ Zp. Define h1 = gx1 , . . . , hn = gxn . Output hk = (h1, . . . , hn) ∈

Gn
2 .

• HomHash.Eval (hk, v): Given a key hk = (h1, . . . , hn) ∈ Gn
2 and a vector v =

(v1, . . . , vn) ∈ Gn
1 , output

∏n
j=1 e(vj, hj) ∈ GT .

For a fixed hk, Hhom : Gn
1 → GT is defined as Hhom(v) = HomHash.Eval(hk, v).
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The homomorphism can be easily verified. Suppose Hhom(v) =
∏n

j=1 e(vj, hj) and Hhom(v
′) =∏n

j=1 e(v
′
j, hj), and we have

Hhom(v) · Hhom(v
′) =

n∏
j=1

e(vj, hj) ·
n∏

j=1

e(v′j, hj) =
n∏

j=1

e(vjv
′
j, hj).

The collision resistance is based on the double pairing assumption whose hardness is shown

by Groth in [137]. The double pairing problem is given random elements gr, gt ∈ G2 to find

a non-trivial couple (r, t) ∈ G2
1 such that e(r, gr)e(t, gt) = 1. Then we have the collision

resistance lemma as follows:

LEMMA 4 (Collision resistance). The double pairing assumption holds for the bilinear

group (p,G1,G2,GT , e). The homomorphic hash function Hhom defined as above is collision

resistant.

PROOF. We will show that if A has non-negligible probability of the collision resistance,

then there is an algorithm B that breaks the double pairing assumption with at least non-

negligible chance. Let (gr, gt) be a random double pairing challenge given to B. If gr ̸= 1,

gt ̸= 1 it selects ρ1, τ1, . . . , ρn, τn ← Zp and computes h1 = gρ1r gτ1t , . . . , hn = gρnr gτnt . It runs

A on (h1, . . . , hn) ∈ Gn
2 and with more than ϵ−1/p probability it gets two different openings

to the same commitment. If Hhom(v) = Hhom(v
′), by the homomorphic property of the hash

function we have
∏n

j=1 e(vj
−1v′j, hj) = 1. Define µi = vj

−1v′j for j = 1, . . . , n, then we have

at least one µj ̸= 1. This implies

n∏
j=1

e
(
µj, g

ρj
r g

τj
t

)
= e

(
n∏

j=1

µ
ρj
j , gr

)
e

(
n∏

j=1

µ
τj
j , gt

)
.

So the element r =
∏n

j=1 µ
ρj
j and t =

∏n
j=1 µ

τj
j is the answer of the double pairing problem.

□ □

5.5.3 Instantiation

To make the above framework works, we should construct a homomorphic embedding from

the range of the key homomorphic PRF into the domain of the collision-resistant hash
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function (i.e, GPRF → GHS), as well as a homomorphism from the key space of KPRF to

the commitment message space MCOM .

ReCrypt+ can be instantiated over a bilinear group (p,G1,G2,GT , e) over elliptic curves

where the external Diffie-Hellman (XDH) assumption and the double pairing assumption are

hard. To handle the homomorphic embedding from GPRF to GHS , we adopt the DDH based

key-homomorphic PRF described in Subsection 2.4 over GPRF = G1 and KPRF = Zp, and

the homomorphic hash function described in Subsection 5.5.2 over (p,G1,G2,GT , e).

To handle the homomorphism from KPRF to MCOM , we adopt the Pedersen commitment

over the group G1. The commitment scheme is specified with two random public group

generators g and h in G1. The opening randomness hopen is randomly chosen from Zp

and the commitment message m is also from Zp. The commitment is Com(m,hopen) =

hhopengm ∈ G1. Since the PRF key space KPRF and the commitment message MCOM are

both Z∗p, the homomorphism is naturally inherent.

5.5.4 Security analysis

Now we show that our construction ReCrypt+ is secure under the models sUP-IND-CCA,

sUP-INT-CTXT and sUP-REENC-CCA with formal security proofs.

sUP-IND-CCA. We are now ready to state the sUP-IND-CCA security of our ReCrypt+

scheme. Our security proof is similar to the ReCrypt except that 1) sUP-IND-CCA has

ODec, 2) and allow to query malicious generated ciphertext to OReEnc and malicious header

to OToken. Besides, 3) we put the commitment of the secret share of DEM key in the head.

So the intuition of the security proof comes from: First of all, the authenticity of AEAD,

the binding property of the commitment and the collision-resistance of the hash function

guarantee that all ciphertexts that could be successful decrypted or reencrypted is honestly

generated. Secondly, the authenticity of AEAD guarantee that all token is generated from

honest generated ciphertext headers. Thirdly, the hiding property of the commitment can hide

the secret share of DEM key y. Formally, we have the following theorem and proof.
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THEOREM 5.5.1 (sUP-IND-CCA Security of ReCrypt+). Let ReCrypt+ be an updatable

encryption scheme as defined in Section 5.5.1. ReCrypt+is sUP-IND-CCA secure if AEAD

is MU-RoR-AE secure (2.2), the homomorphic commitment HCOM is statistic hiding and

computation binding, the homomorphic hash HomHash is collision resistant, and the key

homomorphic PRF is pseudorandom.

PROOF. Our proof consists a sequence of games. Let G0 be the sUP-IND-CCA game.

The behavior of the challenger in G1 is similar to G0, except the way to deal with the AEAD

ciphertexts ct in the header: when queried with OEnc,OToken,ONext and OReEnc for all epoch

that keys ke /∈ KC (i.e. the keys that will never be corrupted by the adversary), the challenger

generates the CDUAE headers c̃ = (ct, h, hcom) by picking up a random AEAD ciphertext

ct instead of invoking AEAD encryption. Additionally the challenger of G1 will build a

table TAEAD to record all the tuples of the AEAD ciphertext, its plaintext and auxiliary

data according to the epoch indexes. When querid with ODec and OReEnc related to the

epochs that keys ke /∈ KC, instead of directly invoking the AEAD decryption algorithm, the

challenger may recovering the AEAD plaintext though looking up the table TAEAD. The

distinguishability of G0 and G1 can be reduced to the MU-ROR-AE security of the used

AEAD scheme, since these AEAD secret keys will never be learned by the adversary.

In G2, the challenger’s behavior is similar to G1, except that the way to deal with the

commitment hcom in the header: when queried with OEnc,OToken,ONext and OReEnc for all

epoch that keys ke /∈ KC (i.e. the keys that will never be corrupted by the adversary), the

challenger generates hcom in CDUAE headers c̃ = (ct, h, hcom) by picking up a random

commitment value hcom instead of invoking the commitment algorithm. Additionally the

challenger of G1 will build a table THcom to record all the tuples of the AEAD ciphertext, the

commitment, its message and openning according to the epoch indexes. When querid with

ODec and OReEnc related to the epochs that keys ke /∈ KC, instead of directly invoking the

commitment verification algorithm, the challenger check the commitment by looking up the

table THcom and checking whether the tuple (hcom, hopen, y) ∈ THcom and wether hcom
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is included in the table TAEAD. The distinguishability of G1 and G2 can be reduced to the

hiding property of the commitment.

In G3, the challenger’s behavior is similar to G2, except that the way to deal with the

decryption oracle ODec and the oracle OReEnc: when queried with OEnc,OToken,ONext and

OReEnc for all epoch that keys ke /∈ KC (i.e. the keys that will never be corrupted by the

adversary), the challenger of G3 will build a table TDec to record all the tuples of all CDUAE

ciphertexts. When queried with ODec and OReEnc related to the epochs that keys ke /∈ KC via

the ciphertext not in the table TDec, the challenger return ⊥ directly instead of running the

decryption algorithm or the reencryption algorithm. The indistinguishability of G2 and G3

can be reduced to the authenticity of the AEAD the binding property of the commitment and

the collision resistance hash function.

In the game G4, the challenger encrypts a random string (has the same length) instead of the

challenge message, the A cannot distinguish G3 and G4 due to the pusedorandomness of the

key homomorphic PRF. Since the challenge message is submitted only once for each key,

the security is also called OT-ROR(2.2). And in the game G4, the probability of adversary

outputing the correct challenge bit is equal to the probability of guessing randomly, which is

exactly 1
2
.

Overall, we solve the problem by excluding some impossible decryption queries, playing the

game with MU-RoR-AE challenger and embedding the challenge of sUP-IND-CCA into the

MU-RoR-AE game, using the security of secret sharing, playing the OT-RoR (2.2) security

game step by step, and eventually reducing to a random guessing event. □

sUP-INT-CTXT. We first provide the analysis result for sUP-INT-CTXT. Intuitively, we first

assume that ReCrypt+ is not sUP-INT-CTXT secure, and then construct contradictions with

the existing conditions to prove the lemma. As a ciphertext contains a ciphertext header and a

ciphertext body, a successful forgery can forge the ciphertext header or the ciphertext body.

we make a reduction from the ciphertext header forgery to the break of ciphertext integrity of

AEAD scheme, and make reductions from the ciphertext body forgery to the break of binding
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of commitment scheme HCom or the break of collision resistance of homomorphic hash

function HomHash. Formally, we have the following theorem and proof.

THEOREM 5.5.2 (sUP-INT-CTXT Security of ReCrypt+). Let ReCrypt+ be an updatable

encryption scheme as defined in Section 5.5.1. ReCrypt+is sUP-INT-CTXT secure, if AEAD

scheme is CTXT scheme, HCom scheme has computational binding property, and HomHash

scheme is collision resistant.

PROOF. We assume that ReCrypt+ is not sUP-INT-CTXT secure and consider the win-

ning query whose input is C∗ = (c̃∗, c̄∗) and the corresponding epoch should be the current

epoch e∗. There is no more queries after this winning query and the epoch stays in the current

epoch. As the winning query C∗ = (c̃∗, c̄∗) containing two parts ciphertext header and body,

is newly generated by the adversary, we can divide into two winning cases: one is that the

ciphertext header c̃∗ is newly generated, and the other case is that the ciphertext is new where

the header c̃∗ is from querying oracle but the recorded ciphertexct body is different from the

c̄∗. The second case means that there exists another query that adds a record T(e∗, c̃∗) = c̄,

where c̄ ̸= c̄∗ meaning that the ciphertext body is newly generated by the adversary. We will

demonstrate that the first case suffices for winning the game CTXTAEAD and we an construct

an adversary running the At of the second case to win the game BINDHCOM or ColHomhash.

Firstly, we start from the first wining case and show that an adversary A1 winning the first

case can be used to build a CTXT adversary B against the underlying encryption scheme

AEAD. Here we gradualy reduct to it with a sequence of games.

Game G0 is a standard strong UE-INT-CTXT game except that the winning query requires

the ciphertext body has never been queried.

AdvsUP-INT-CTXT
ReCrypt+ (A) = AdvG0

ReCrypt+(A1)

Game G1 equals game G0, except that we try to guess the exact epoch number of the challenge

epoch e∗. We know that the challenge is adaptively submitted by adversary and the exact

challenge epoch can never be known before it is. But in order to make a reduction to CTXT,
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pre-deciding the challenge epoch is necessary but not easy. Note that such a number exists in

any execution of Game G1 in which A1 tries to win the game. We follow the method used in

[126] and guess this number by simply selecting an integer from 1, 2, . . . , emax uniformly at

random. Thus, this guess is correct with probability at least 1/emax. (If the guess turns out

to be wrong, we abort.) In this way, we reduce the advantage by a polynomial factor1/emax.

Thus,

AG1
ReCrypt+(A1) =

1

emax

AdvG0
ReCrypt+(A1)

Game G2 is the same as game G1 but B embeds the challenge key k as the AEAD as key ke∗

in G2 he simulates for adversary A. B achieves this by replacing calling all AEAD.Enc and

AEAD.Dec algorithm using ke∗ with querying the encryption and decryption oracle of CTXT

security game. As the epoch e∗ is the challenge epoch, the key ke∗ should not be corrupted by

adversaryA, otherwiseA loses due to trivial win. For the encryption and decryption query on

the e∗ epoch, it can be answered directly by querying the encryption and decryption oracle of

CTXT game. For A’s token query from e∗ − 1 to e∗ epoch, first decrypt with ke∗−1 and then

submit the updated decryption message to the encryption oracle of CTXT. A’s re-encryption

query can be addressed in a similar way. As a result, Game G2 can be perfectly simulated

by B and is perfectly indistinguishable with game G1. Finallly, the ciphertext header of the

forgery A outputs is submitted by B to the CTXT game as a forgery. A’s successful forgery

is also B’s successful forgery.

AdvG1
ReCrypt+(A1) = AdvG2

ReCrypt+(A1) ≤ AdvCTXT
AEAD(B)

Combining all the above in G0, G1, G2, we have the following:

AdvsUP-INT-CTXT
ReCrypt+ (A) ≤ emax · AdvCTXT

AEAD(B)

We turn to the second winning case. Towards this, note that it must be that the winning query

accesses the header c̃∗ = (c̃∗1, c̃∗2, c̃∗3) through querying OEnc, OToken or OReEnc oracle.Let

x∗, h∗, c̃∗2, c̃∗3, y∗, r∗, z∗, d∗, c̃∗, c̄∗, e∗ be varibles associated to the winning query submitted by

the adversaryA2. We have that c̃∗2 = HomHash(d∗) and HCOM.Open(pppcom, c̃∗3, y∗; r∗) =
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y∗. As there exists a previous query that sets T(e∗, c̃∗) = c̄ ̸= c̄∗, we will analyze all the

possible queries.

Consider the first possibility that the previous query was OEnc(e
∗,m). Necessarily this gen-

erated a valid ciphertext C = (c̃∗, c̄) such that T(e∗, c̃∗) = c̄. Because T(e∗, c̃∗) ̸= c̄∗

for a winning query, it must be that (y∗, r∗, d∗) ̸= (y, r, d). Thus there are two situ-

ations: either (y∗, r∗) ̸= (y, r) or d∗ ̸= d. We therefore let our BINDΠCOM
winning values

c̃∗3, (y∗, r∗), (y, r), or let our ColH winning values h∗, d∗, d.

Consider the second possibility that the previous query was OReEnc(i, e
∗, Ci). Necessarily,

Ci is a valid ciphertext of epoch i and this generated a valid ciphertext C = (c̃∗, c̄) such that

T(e∗, c̃∗) = c̄. Because T(e∗, c̃∗) ̸= c̄∗ for a winning query, it must be that (y∗, r∗, d∗) ̸=

(y, r, d). Thus the result is the same as the former.

Consider the third possibility that the previous query was OToken(e
∗ − 1, c̃e∗−1). Necessarily

T(e∗ − 1, c̃e∗−1) ̸= ⊥ and KC(e∗ − 1) ̸= ture, since if KC(e∗ − 1) = ture then A2 lose

due to key ke∗ corrupted and if T(e∗ − 1, c̃e∗−1) = ⊥ then there is no recording T(e∗, c̃∗)

which is contradict to the conditions. After the query OToken(e
∗ − 1, c̃e∗−1), there is a record.

T(e∗, c̃∗) = c̄. Then the result is similar to the former two and we omit it. All the three

possible queries show that

AdvsUP-INT-CTXT
ReCrypt+ (A2) = Advbind

Hcom(C) + Advcol
HomHash(D)

Combining the two cases, we get the following:

AdvsUP-INT-CTXT
ReCrypt+ (A) = AdvsUP-INT-CTXT

ReCrypt+ (A1) + AdvsUP-INT-CTXT
ReCrypt+ (A2)

≤ emax · AdvCTXT
AEAD,q(B) + Advbind

Hcom,t(C) + Advcol
HomHash(D)

□

sUP-REENC-CCA. To demonstrate that our ReCrypt+ scheme is sUP-REENC-CCA secure,

we introduce a property called perfect re-encryption proposed in [126]. Perfect re-encryption

assures that for any ciphertext of updatable encryption, decrypt-then-encrypt has the same
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distribution with re-encryption. We give a formal definition of perfect re-encryption for

UE setting defined in Sec 5.4.4. We notice that ReCrypt+naturally satisfy the perfect

re-encryption property. As pointed by [126], the perfect re-encryption property plus the

sUP-IND-CCA security imply the sUP-REENC-CCA security. So we have the following

theorem whose the formal proof is in 5.4.4.

THEOREM 5.5.3 (sUP-REENC-CCA Security of ReCrypt+). Let ReCrypt+ be an updatable

encryption scheme as defined in section 5.5.1, with the perfect re-encryption property. Then

for any P.P.T adversary Ar, we have:

AdvsUP-REENC-CCA
ReCrypt+ (Ar) ≤ neg(λ).

PROOF. Theorem 5.5.1 shows that ReCrypt+ is a sUP-IND-CCA secure updatable

encryption scheme. We know that ReCrypt+ has perfect re-encryption property. From lemma

3, we have

AdvsUP-REENC-CCA
ReCrypt+ (Ar) ≤ AdvsUP-IND-CCA

ReCrypt+ (Ac) ≤ neg(λ).

□

5.6 Future Works

UE is a cryptographic primitive derived from the real-world need for key rotation to mitigate

the impact of key compromise. Some schemes currently in use are not sufficiently secure.

While most secure UE schemes demonstrate theoretical feasibility, they remain far from

practical deployment.

Towards practical efficiency. It is promising to bring UE back to addressing the key com-

promise challenge effectively. One possible direction is to improve the efficiency of UE

constructions. Additionally, recent research [138] indicates that CIUE with forward secrecy

and post-compromise security implies public-key encryption, which strongly suggests that

encrypting data with such UE may not be as efficient as using symmetric encryption. An-

other interesting avenue is to revise UE for application setting to include necessary security

properties along with corresponding practical constructions.



CHAPTER 6

Efficient Secure Storage with Post-Compromise Security

6.1 Introduction

An increasing number of companies, government bodies, and personal users are choosing

to store their data on the cloud instead of local devices. However, as a public infrastructure,

frequent data breaches from the cloud have been reported. One potential mitigation strategy

is to allow users to upload encrypted data and keep the decryption key locally. However, even

with encryption mechanisms in place, there is still a risk that users’ decryption keys may

become compromised over time.

To address this issue, it is widely acknowledged and implemented in the industry to periodic-

ally refresh the secret key used to protect the data and to update the corresponding ciphertext

in the cloud. For example, the Payment Card Industry Data Security Standard (PCI DSS)[122,

123] requires credit card data to be stored in encrypted form and mandates key rotation,

whereby encrypted data is regularly refreshed from an old to a newly generated key. This

strategy has also been adopted by many cloud storage providers, such as Google and Amazon

[25]. By regularly refreshing encryption keys, the risk of data compromise can be significantly

reduced. This approach ensures that even if a decryption key is compromised, it will only

affect a limited amount of data that was encrypted with that key. Furthermore, this strategy is

relatively easy to implement and can be automated, making it an effective way to improve

cloud security.

While standardized encryption tools are available, facilitating key rotation requires careful

consideration. A naive solution is to have the client download all encrypted data, decrypt
171
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it, choose a new key, encrypt the data, and upload the new ciphertext to the cloud server.

However, this approach is inefficient, especially for large amounts of data. To address this

issue, Boneh et al. [21] proposed a new primitive called updatable encryption (UE) for

efficiently updating ciphertexts with a new key. Everspaugh et al. [25] gave a systematic study

of Updatable Authenticated Encryption (UAE), especially on the key rotation on authenticated

encryption, which is the standard practice for encryption. Standard UAE constructions can

guarantee the confidentiality and integrity of the plaintext. With UAE, a client only needs

to retrieve at most a short piece of information (known as the header) and generate a short

update token that enables the server to re-encrypt the data from the existing ciphertext while

preserving encryption security.

UAE constructions [27, 126, 125, 89, 124] are particularly appealing due to their ability

to provide post-compromise security. This ensures that outsourced storage can regain its

security, even in the event of a temporary client hack, as long as the system executes the

update process by updating both the secret key and ciphertext. Notably, after re-encryption,

adversaries cannot determine whether the data has been modified, even if they have seen both

the old key and the previous version of the ciphertext.

Integrity vs. frequent data update. In numerous real-world applications, such as E-

commerce websites, social media platforms, financial institutions, and logistics companies,

users require dynamic databases that can accommodate real-time changes in data. For instance,

E-commerce websites need to manage inventory in real-time as products are added, sold, or

restocked. Social media platforms must store and update user-generated content, such as

posts, comments, and likes, in real-time. Financial institutions require the processing and

storage of large volumes of transactional data in real-time, such as stock trades or credit card

transactions. Logistics companies need to track and manage shipments in real-time as they

move through the supply chain. These databases must be capable of handling continuous

updates and modifications. To handle large volumes of data with varying attributes, such

databases must be designed to facilitate fast data retrieval and frequent data updates.

However, despite the existence of several proposed constructions for Updatable Encryption

(UE) in the literature [25, 126, 125, 89, 124], these schemes mainly focus on ensuring the
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confidentiality and integrity of static databases and cannot be applied directly to dynamic

databases. If the client encrypts each file using traditional UE before uploading it to the server,

this approach fails to ensure data integrity if the client performs data updates on the database.

The main issue with this approach is that the client needs a mechanism to revoke the previous

UE ciphertexts associated with outdated data stored by the untrusted server. Otherwise, the

server may provide the client with an obsolete version of the file instead of the latest one.

Although the client could keep track of every change locally, this contradicts the primary

objective of utilizing fewer resources compared to storing the entire database locally.

A promising approach for tracking changes of all files in a database is to use vector com-

mitment (VC), a powerful primitive proposed by Catalano and Fiore [139]. VCs enable the

commitment of an ordered sequence of n values (m1, . . . ,mn) into a concise commitment

while allowing for later opening of the commitment at specific positions with a membership

proof to prove that mi is the i-th committed message. To ensure security, VCs must satisfy

the position-binding property, which requires that an adversary cannot open a commitment to

two different values at the same position. The size of the commitment and each opening must

be independent of the vector degree. To guarantee the integrity of a dynamic database, each

file could be treated as an element of the vector.

The vector commitment property, especially its support for element updates, plays a crucial

role in ensuring the integrity of a dynamic database. VC has two algorithms to update the

commitment and corresponding openings. The first algorithm updates a commitment Com

by changing the i-th message from mi to m′i, and results in a modified Com′ containing

the updated message. The second algorithm updates an opening for a message at position j

with respect to Com to a new opening with respect to the new Com′. Indeed, Catalano and

Fiore [139] have shown that the verifiable database with efficient updates (VDB) [140] can be

constructed from the VC scheme.

Key rotation for a verifiable database. Although VC can address the integrity problem of

dynamic databases, its compatibility with encryption schemes featuring key rotation is not

straightforward. Specifically, applying VC to commit UE ciphertexts as vector elements may

result in linear communication costs with the entire storage during each key update. This is
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because updating the VC content requires linear communication with the updated ciphertext,

which constitutes the entire content of the user’s encrypted storage.

An alternative approach to reducing communication costs is to apply VC and UE directly to

the plaintext, similar to the Enc-and-Mac combination of AE. In this approach, users store

the UE ciphertext and VC membership proof of each file on the server while keeping the

commitment locally as metadata for integrity checks. However, this construction fails to

satisfy the confidentiality requirement if using a general VC without position hiding property,

as the vector commitment and membership proofs could potentially leak information about

the plaintexts. Although this information leakage can be avoided by committing each file

first and running VC on those commitments, it is not sufficient to achieve post-compromise

security. Since the membership proofs are not updated during key rotation, an adversary may

be able to learn the updated pattern of the files in each vector element. This information

leakage can further reveal whether each file has been updated after the epoch has evolved,

which is a critical concern for post-compromise security. Therefore, it is important to hide

the information of the membership proofs, as well as the plaintext, when considering post-

compromise security.

To address the information leakage of VC proofs, one possible suggestion is to encrypt the

VC proofs using UE schemes as well. However, this means that updating one file would

require updating all other VC proofs in the UE construction. One straightforward solution

would be to retrieve all ciphertexts, decrypt them, update their contents, re-encrypt them, and

then upload them. However, this approach incurs linear communication costs for each file

update in relation to the entire storage. To mitigate the information leakage of the vector

commitment, a desirable solution would be to have re-randomizable vector commitment that

supports periodic re-randomization.

To tackle these challenges, new encryption with key rotation and vector commitment tech-

niques are needed that can adapt to the evolving needs of dynamic databases. In a nutshell,

the following question arises:



6.1 INTRODUCTION 175

Is there an efficient method that enables the highest levels of confidentiality and integrity in a

frequently updated database, while minimizing communication overhead?

6.1.1 Our results

This chapter introduces a novel primitive called updatable secure storage (short for USS),

which provides a secure solution for dynamic databases with version control. The USS

scheme ensures both data confidentiality and integrity, even in the event of key compromises.

By using efficient key rotation and file update procedures, the communication costs of

these operations are independent of the size of the database. This makes the USS scheme

particularly well-suited for managing large and frequently updated databases in a secure and

efficient manner. The USS scheme is built on the KEM + DEM paradigm, where the DEM

part can be any UE ciphertext with IND-CPA security. This allows the USS scheme to benefit

from the efficiency of existing UE schemes while also providing strong security guarantees

against attacks on data confidentiality and integrity. Overall, the USS scheme provides an

effective solution for secure database management in dynamic environments, where frequent

data updates are necessary.

Confidentiality in the event of key leakage. The USS scheme is designed to ensure basic

content confidentiality even in the event of temporary key leakage or storage breach, as long

as the server conducts the key rotation process in an honest manner. This process of key

rotation is an essential aspect of the storage system, serving to limit the amount of data that

could be compromised in the event of a key breach. More precisely, USS can guarantee

the confidentiality of the data unless the attacker can learn the key and the ciphertexts in

the same epoch. In more precise terms, the USS scheme can guarantee data confidentiality,

unless the attacker can learn both the key and the ciphertexts within the same epoch. Hence

USS scheme can effectively mitigate the impact of key breaches, as it reduces the window of

opportunity for attackers to gain access to both pieces of information simultaneously.

Integrity for dynamic databases. The USS scheme provides strong integrity guarantees in

dynamic databases, where a malicious server may attempt to deceive the client by providing
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an outdated version of data. More precisely, the strong integrity allows the server to be fully

malicious and may not follow the protocol to behave most of the time. In contrast, existing

UE schemes, such as those proposed in [25, 27, 126, 125, 89, 124], assume that the server will

honestly proceed with the key rotation procedure. However, this assumption is unrealistic in

many scenarios, and it limits the ability of UE schemes to provide comprehensive protection

against attacks on data integrity. Furthermore, while UE schemes exclude the case where

an adversary forges ciphertexts after learning the current secret key, the USS scheme can

guarantee data integrity even if the secret key is leaked. This is a significant advantage of the

USS scheme, which offers stronger protection against a wider range of attacks.

Post-compromise security. The USS scheme offers post-compromise security for confid-

entiality. Specifically, if an adversary compromises both the secret key and storage in some

epoch, they cannot gain any advantage in decrypting ciphertexts obtained in epochs after the

compromisation. To capture the notion of post-compromise security, we introduce a security

game called key update unlinkability. This game requires that attackers cannot distinguish

whether an updated ciphertext is key updated from a previously corrupted ciphertext. Addi-

tionally, the USS scheme provides file update unlinkability, which guarantees that attackers

who corrupt storage before and after a file update operation learn nothing about the update

itself, such as whether the file content has changed and what the current content is. These

security notions are essential for protecting sensitive data in scenarios where confidentiality is

of utmost importance, such as in healthcare, finance, and government applications.

6.1.2 Technique overview

Intuitively, USS can be regarded as a secure version of Github that provides secure outsourced

storage and version control services even when the server is not fully trusted. USS enables

users to create remote repositories on the server while keeping a secret key and a public stub

on the client side. Its primary goal is to provide the best possible security under the key

compromise. To this end, USS employs a periodic key rotation mechanism similar to UE

schemes, which prevents an adversary from learning stored data even with a leaked key.
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Unlike UE schemes, the integrity of USS relies on the public stub of the repository rather

than the secret key. As long as the stub is correctly kept by the user, the server cannot deceive

the user. Keeping a public stub is much easier than secretly keeping a key on the client

side. Furthermore, the stub changes if any file in the repository gets updated, which makes

it convenient for users to track the versions of the entire repository. Even if the server is

malicious, it cannot force the client to accept an old version of a file instead of the latest one.

One possible solution is to use a vector commitment to commit to all files in the repository.

The commitment value, which is the stub stored on the client side, can be updated efficiently

using the vector commitment whenever there are changes to the files [139]. However,

this approach raises the concern that the commitment value itself may reveal information

about the repository. Another approach is to encrypt the files during updates and use a

vector commitment to commit to the resulting ciphertexts. However, this approach faces the

challenge that the ciphertexts may change during key updates, causing the commitment value

to update accordingly. Since the new ciphertexts are computed on the server side, the client

cannot update the stub locally.

An alternative solution is to use a classic commitment to commit to each file and then use a

vector commitment to commit to each classic commitment value. The content of each file can

then be encrypted using the updated encryption. However, this approach may raise concerns

about post-compromise security. Specifically, an attacker who gains access to the server can

track the membership proofs and the vector commitment value stored on the server. These

values will not change if the files remain unchanged, allowing the attacker to easily determine

whether any files have been modified.

Homomorphic vector commitment. To address this dilemma, we introduce the concept of

homomorphic vector commitment (HVC), which extends the classical additive homomorphic

commitment (e.g., Pedersen commitment [26]). Besides the position-binding property, HVC

offers a significant advantage over existing VC constructions [139, 141, 142, 143] by sat-

isfying both the position hiding and homomorphic properties simultaneously. The position

hiding property states that one cannot distinguish whether a commitment was created to a

vector (m1, . . . ,mn) or (m′1, . . . ,m
′
n), even after seeing the openings of some same elements.
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Although many existing vector commitment constructions already satisfy the homomorphic

property, we observe that augmenting them with position hiding using the hybrid methodology

would destroy the homomorphic property. By contrast, HVC provides a more elegant solution

that preserves both properties. Specifically, HVC allows a user to commit to a vector of values

and later reveal the value at a certain position of the committed vector without revealing any

information about other vector elements. Moreover, HVC supports efficient homomorphic

operations on both the commitment and the openings. The detailed construction of HVC is in

Sec 6.3.

In our proposed USS construction, each file in the repository is represented as an entry in

a vector. The commitment to this vector serves as a concise stub representing the entire

repository. The binding property of HVC ensures that any changes to the files will be detected

by the client, even if the stub is public and the key is leaked. The homomorphic property

of HVC allows the client to efficiently update the stub by homomorphically adding a new

commitment to the vector of changes whenever any file in the repository changes. Finally,

the hiding property of HVC ensures that an adversary cannot learn any information about

individual files from the public stub and other files’ membership proofs. When entering a new

epoch, the client can re-randomize the stub by homomorphically adding a commitment to the

zero vector. This approach is effective because an attacker cannot distinguish between the

commitment to the zero vector and to the difference vector of the new and old files, and thus

cannot track whether files have been changed or not.

Homomorphic updatable encryption. However, the above approach alone is insufficient to

guarantee post-compromise security. If an attacker gains access to the membership proof of

the vector commitment, they could determine whether a file has changed over two epochs.

One possible way is to wrap the vector commitment membership proofs with UE, but this

approach may present additional challenges for proof updates, particularly when updating

a single file. In VC, changes to one element require updates to membership proofs of all

elements[144]. Therefore, all UE ciphertexts of the membership proofs must be updated with

the plaintext. To ensure efficient database management, the updatable encryption scheme
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must enable the server to compute the membership proof update in a homomorphic manner

without requiring the retrieval of the ciphertexts of the membership proofs.

Thus, homomorphic updatable encryption is a critical feature for efficient database man-

agement, as it enables updates to be performed on the server side on the ciphertexts of the

membership proofs without decryption. This reduces communication costs and enhances the

scalability of the system. To the best of our knowledge, only one existing updatable encryption

scheme, RISE [27], has homomorphic properties for plaintexts. RISE only supports the

homomorphic operation by multiplying a new element. Fortunately, we discovered that the

opening update of the bilinear pairing-based VC [139] also involves the multiplication of

group elements. As a result, VC membership proofs could be encrypted via RISE and we can

leverage RISE’s homomorphic property to update the encryption of VC membership proofs.

6.2 Updatable Secure Storage

As previously introduced, an updatable secure storage (USS) system can be considered a

secure version of GitHub that offers secure outsourced storage and version control services,

even in scenarios where the trustworthiness of the server is not fully assured. USS provides

users with the capability to create and update remote encrypted repositories on the server

while maintaining a secret key and a public stub on the client side. The stored data and its

updated version remain confidential and can only be accessed by authorized parties with the

secret key. Additionally, USS ensures that a malicious server is unable to manipulate the

client into accepting a tampered database or an outdated file, even if it gains access to the

client’s secret key and violates the protocol during each interactive procedure including file

updates, key updates, and data retrieval.

Moreover, the USS system supports key rotation, a feature that is similar to updatable

encryption schemes [25]. Key rotation is a critical security mechanism that ensures the

confidentiality of the database, even if either the key or the storage is compromised, but not

both simultaneously. By periodically rotating the secret key, the USS system can prevent

an attacker who has gained access to an old key from knowing the current plain version
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of the database. This is particularly important in scenarios where the key may have been

compromised, as it ensures that any data stored on the server remains secure.

Furthermore, we consider the possibility of external attackers gaining access to the repository

stored on the server temporarily and occasionally, mirroring frequently reported data breaches.

Despite the repository being encrypted, monitoring the alterations in the encrypted repository

could unveil its update history, which has the potential to expose users’ activities and prefer-

ences, thus compromising the privacy of the individual. For instance, if the user updates a

file related to their medical records, an attacker who gains access to the update history can

infer that the user has medical issues, even if they cannot access the actual contents of the file.

To mitigate this issue, we propose a file update unlinkability mechanism in USS during key

rotation. This mechanism utilizes a re-randomization algorithm to conceal the update history

of the database if the attacker has only intermittent access to the stored encrypted repository.

To ensure system efficiency, USS uses efficient data update techniques and secret key

refresh/rotation mechanisms. These mechanisms guarantee that communication costs and

client workloads remain independent of the number and size of files stored in the system.

6.2.1 Syntax of USS

To ensure the security of remotely stored data, the USS creates a unique secret key for each

encrypted repository. The user will possess the secret key and a unique stub associated with

the respective repository on the client side. Each repository can store a predetermined number

of encrypted files. When a specific file is required, the user can retrieve it from the remote

repository, decrypt its content using the secret key, and verify its integrity. If a file needs to be

updated, the client will interactively communicate with the server to modify the file within

the repository. Additionally, the client will periodically generate new keys and update the

encrypted files in the repository to maintain security.

Accordingly, the syntax of USS should be as follows.
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• USS.ParGen(1λ,M, n) → pp: Given the security parameter λ, the description

of message spaceM, and the size of vector degree n, the parameter generation

algorithm generates the public parameter pp.

• USS.KeyGen(1λ, pp)→ sk: Given the security parameter λ and the public para-

meter pp, the key generation algorithm generates the secret key sk.

• USS.Store(db, sk, pp)→ (rep, sb): Given a database db that contains n independ-

ent files m1, . . . ,mn, and the public parameter pp, the client executes the data

storing algorithm. The output of this algorithm is a repository rep = (c1, . . . , cn),

which will be stored on the server side, along with a stub sb that will be accessible to

both the server and the client. Each ci is the ciphertext corresponding to the file mi.

• USS.Revclient(i, sk, sb, pp) ⇆ USS.Revserver(rep, sb, pp) → ⟨mi/⊥; ·⟩: The

data retrieval algorithm is an interactive procedure that enables the client to retrieve

file i from the server. The client provides the index i, secret key sk, stub sb, and

public parameter pp. The server holds the repository rep and public parameter pp.

If the data retrieval procedure succeeds, the client will output mi; otherwise, it will

output ⊥.

• USS.FileUpclient(i,m
′
i, sk, sb, pp) ⇆ USS.FileUpserver(rep, sb, pp) → ⟨sb′; sb′,

rep′⟩: The file update is an interactive procedure that allows the client to update

the i-th file to m′i. Specifically, the client holds the index i, the new i-th file m′i, the

secret key sk, the stub sb and the public parameter pp, and the server has the storing

repository rep together with the public parameter pp. After the interaction, the client

will have a new stub sb′, and the server will store a new repository rep′.

• USS.KeyUpclient(sk, sk
′, sb, pp) ⇆ USS.KeyUpserver(sb, rep, pp) → ⟨sb′; rep′⟩:

The key update is an interactive procedure that makes the server to update the

storing ciphertexts to encryptions under a new key sk′. After the interaction, the

client will have a new stub sb′, and the server will store a new repository rep′.

Basically, the USS scheme should satisfy the following properties for correctness and effi-

ciency.
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Correctness.: The correctness guarantees that when the client invokes the data retrieval

procedure to fetch the i-th file if the server is honest, the client always successfully

gets mi no matter how many times the key has been updated and mi is the latest

updated version of the i-th file deposited by the client.

Client storage efficiency.: The client storage efficiency requires that the size of the informa-

tion stored on the client side, including the secret key sk and the stub sb, should be

independent of the size of database db and even the number of the files n.1

Retrieve efficiency.: To ensure efficient retrieval, the communication cost for the interactive

procedure data retrieval should be independent of the size of other plaintext files

mj for j ̸= i and the number of files n in the entire repository when retrieving the

i-th file. However, it may depend on the size of the retrieved file mi.

File update efficiency.: For efficient file updates, the communication cost for the file update

procedure should be independent of the size of other plaintext files mj for j ̸= i and

the number of files n in the entire repository when updating the i-th file. However, it

may depend on the size of the updating file mi.

Key update efficiency.: In order to ensure efficient key updates, it is desirable that the

communication cost associated with the key update procedure remains independent

of the size of all files mi for i = 1, . . . , n. If the communication cost is also

independent of the number of files n in the repository, we classify these schemes

as ciphertext-independent. Conversely, if the communication cost depends on the

number of files, we refer to them as ciphertext-dependent schemes.2

6.2.2 Security models

The security threats associated with USS arise from three main sources. Firstly, the system

must safeguard the confidentiality of the stored database against the honest but curious server

and external attackers who have temporary and intermittent access to server storage and user

secrets with no time overlap. Secondly, the system must retain the integrity of the stored
1The size of public parameter stored on both client and server should be independent of the size of database

db, although it may be related to the number of files n.
2This notion is directly borrowed from the updatable encryption framework, which distinguishes between

ciphertext-dependent and ciphertext-independent versions.
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database against the malicious server. Thirdly, given the possibility of the encrypted repository

being compromised by external attackers multiple times, and potentially exposing the update

history of the repository, the system must offer security guarantees that prevent update history

leakage, even if the user’s secret is ever revealed once simultaneously.

We present three models aimed at addressing confidentiality security challenges: IND-DD-

CPA (indistinguishability of dynamic databases under chosen plaintext attacks), IND-REENC-

CPA (indistinguishability of re-encryption ciphertext under chosen plaintext attacks), and

ciphertext indistinguishability for file update (IND-FileUp-CPA for short). The IND-DD-

CPA and IND-FileUp-CPA models ensure the fundamental confidentiality of the original

database and updated files respectively, while the IND-REENC-CPA model provides post-

compromise security and the ability to conceal the update history of the repository. Intuitively,

the IND-DD-CPA model stipulates that an adversary cannot distinguish between two vectors

of messages once they are encrypted. This holds even if the adversary has the ability to

corrupt keys, trigger file updates, or initiate key rotations. The IND-FileUp-CPA model

ensures that an adversary cannot distinguish between two files used to replace the current

file in the repository, even if the attacker knows the previously stored data. On the other

hand, the IND-REENC-CPA model ensures that an adversary cannot distinguish whether the

ciphertexts have been updated after a key rotation. This is also true even if the adversary has

the ability to corrupt keys, trigger file updates, or initiate key rotations. Our proposed models

are similar to the IND-ENC and IND-UPD models presented in [27], respectively.

To address the security challenges related to message integrity, we propose a model called

ordered full plaintext integrity (OF-PTXT for short). Intuitively, OF-PTXT imposes stricter

requirements than the INT-PTXT game for the updatable encryption proposed in [126], as it

guarantees message integrity even in the presence of a leaked secret key and non-compliant

servers that do not rotate keys as required by the protocol.

Confidentiality. Our confidentiality-related models consider three critical security properties:

message confidentiality (IND-DD-CPA), file update unlinkability (IND-FileUp-CPA), and

re-encryption indistinguishability (IND-REENC-CPA). In these models, the adversary may

attempt to compromise the confidentiality of any files in a target repository. The encryption
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of the target file is referred to as challenge ciphertext. Furthermore, the repository that

contains the target files is called the challenge repository. However, since the key is rotated

when the epoch evolves, the key-updated version of the challenge ciphertext is referred

to as challenge-equal ciphertext. For simplicity, we also use the term “challenge-equal

ciphertext" to represent both original and key-updated versions of the challenge ciphertext.

Consequently, the repository containing the challenge-equal ciphertexts is called the challenge-

equal repository.

More precisely, the challenger maintains the following internal states.

e: The current epoch number. It is initialized as 1.

e∗: The epoch number from which the challenge begins. It is initialized as ⊥.

sb∗: The current stub of a repository including challenge-equal ciphertexts, which is initialized

as ⊥.

K: The set of epochs in which the adversary has corrupted the epoch key by querying the key

corruption oracle.

C: The set of epochs in which the adversary corrupts a challenge-equal ciphertext by querying

the challenge-equal ciphertext corruption oracle.

I: The set of indices of challenge-equal ciphertexts in the repository. Before the adversary

submits the challenge, the set is empty I = ∅.

L: The collection consists of tuples (t, sb, rep, db) which will be used to track all the re-

positories on the server, where t represents the epoch number, sb represents the

corresponding stub, and rep and db represent the corresponding encrypted repository

and plaintext database, respectively.

S: The collection contains tuples (t,Trans), where t represents the epoch number and Trans

represents all the corresponding key update transcripts from epoch t− 1 to epoch t.

F: The collection of challenge-equal ciphertexts’ file update transcripts contains tuples

(sb, t, i, fti), where fti represents the file update transcript generated in the file up-

date query O.FileUp(sb,m′i, i) at epoch t, and the index i is the index of a challenge-

equal ciphertext.

T : The set of epochs in which the adversary queries the key update transcript oracle. If the

transcript of the key update procedure from skt to skt+1 is corrupted, it is represented
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as t ∈ T . The set T is initially empty, indicating that the adversary has not yet

queried the key update transcript oracle.

The adversary is given the following oracles to store files as users via O.Store, enable

the key evolving via O.Next, corrupt key via O.KeyCorr, corrupt key update transcript via

O.KeyUpTrans, and corrupt the file update ciphertext via O.FileUp. In terms of challenge

related corruption, adversary can queryO.ChaCTCorr andO.ChaFTCorr to get the challenge

ciphertext and the file update transcripts of those challenge-equal ciphertexts.

O.Store(db): The purpose of this oracle is to enable the adversary to deposit a database on

the server. To this end, the challenge invokes the storing algorithm Store(sk, db, pp)

to generate the stored file rep and the stub sb, which are then given to the adversary.

Furthermore, the challenger adds the tuple (e, sb, rep, db) to the set L.

O.Next: The adversary uses this oracle to initiate the update of all repositories on the server.

The adversary will automatically gain access to their updated versions, except for

the challenge-equal ciphertexts.

Specifically, the challenger retrieves all entries (e, sb, rep, db) from the database

L having the current epoch number e. Subsequently, the challenger generates a new

epoch key sk′ and executes the key update procedure to produce new stubs sb′ and

new repository rep′ for each retrieved entry. The transcripts of the generated key

updates are denoted as Trans. The current epoch number is then incremented to

e+ 1, and new entries (e, sb′, rep′, db) are appended to the database L. Additionally,

a new entry (e,Trans) is added to the list S. Furthermore, if there exists an entry

(e, sb, ∗, ∗) ∈ L with sb = sb∗, then sb∗ is also updated accordingly. The challenger

provides the adversary with the stub and ciphertext elements having non-challenge

indices {j}j /∈I for the current epoch. For all other entries (e, sb, ∗, ∗) ∈ L such that

sb ̸= sb∗, the adversary is furnished with the updated versions of (sb, rep).

O.KeyCorr(t): The purpose of this oracle is to facilitate the adversary in retrieving the secret

key. If the epoch number t is not greater than the current epoch number e, the

oracle will provide the adversary with the secret key skt corresponding to epoch t.

Additionally, epoch t will be included in the set of key corruptions K.
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O.KeyUpTrans(t): The purpose of this oracle is to facilitate the adversary in retrieving the

key update transcript. If epoch number t is no more than the current epoch number

e, retrieve the entry (t,Trans), and return the key update transcript Trans of all

ciphertexts from epoch t− 1 to epoch t to the adversary. Add epoch t to the set of

key corruptions T .

O.FileUp(sb,m′i, i): This oracle enables the adversary to modify the i-th file of the cur-

rent epoch to be the encryption of m′i. The input includes the stub sb, the new

file m′i, and its index i, where i ∈ [1, n]. The challenger first retrieves the entry

(t, sb, rep, db) in L with the current epoch number t = e and the same stub sb.

If the entry is empty, the oracle outputs ⊥. Otherwise, the challenger executes

FileUpclient(i,m
′
i, ske, sb, pp) ⇆ FileUpserver(rep, sb, pp) and updates the entry

with (e, sb′, rep′, db).

If sb ̸= sb∗, then the challenger returns (sb′, rep′) and the file update transcript

fti to the adversary. If sb = sb∗, which means that the queried stub sb is the stub

of a challenge-equal ciphertext in the current epoch, then the challenger updates

sb∗ ← sb′ and checks whether index i belongs to a challenge-equal ciphertext. If

i ∈ I, remove i from I, add a tuple (sb, e, i, fti) to collection F . The challenger

returns the updated stub sb′ and each updated ciphertext f ′j with index j /∈ I to

the adversary. If i /∈ I, the challenger returns the updated stub sb′, the file update

transcript fti, and each updated ciphertext f ′j with index j /∈ I to the adversary.

O.ChaCTCorr(j): This oracle helps the adversary to learn the jth ciphertext of the challenge-

equal ciphertext vector in the current epoch. If j ∈ I, the jth element is a

challenge-equal ciphertext for the current epoch. Then the challenger finds the

entry (t, sb, rep, db) of L with the current epoch number t = e and the stub sb is

equal to sb∗ ̸= ⊥, and add the current epoch e to the challenge-equal ciphertext cor-

ruption set C and give the adversary the jth ciphertext fj where rep = (f1, . . . , fn).

If j /∈ I, return ⊥.

O.ChaFTCorr(sb, t, i): This oracle helps the adversary to learn the file update transcripts of

challenge-equal ciphertexts. The challenger finds the entry (sb, t, i, fti) of F with

the same stub sb, epoch t, and index i, and returns the transcript fti to the adversary.
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Trivial win condition. Adversaries could trivially win the confidentiality game if they corrupt

both the epoch key and the challenge ciphertext or the updated version at that epoch. Since

adversaries are given access to multiple oracles, where key update transcripts could help to

update ciphertexts to the new key due to USS’s function and even downgrade ciphertexts

to the previous key if USS’s update function is bi-directional. To exclude the trivial win

conditions, we define an extended ciphertext corruption set C̃ to record the epochs at which

adversaries corrupt the challenge ciphertext via directly querying the challenge ciphertext

oracle O.ChaCTCorr or indirectly referring to the challenge ciphertext based on queries

of O.KeyUpTrans and O.ChaCTCorr. Here we assume the key update transcripts could

update/downgrade ciphertexts in bi-direction since the scheme we use to construct USS

supports it. Then we have i ∈ C̃ if i ∈ C, or i− 1 ∈ C & i ∈ T , or i+ 1 ∈ C and i+ 1 ∈ T .

The trivial win condition is K ∩ C̃ ̸= ∅.

Message Confidentiality. Here we defined IND-DD-CPA security which aims to capture CPA

style message confidentiality in the key updatable and file updatable setting. Concretely, the

adversary can query O.Store oracle for repository encryption in the storage. The adversary

is allowed to engage the key rotation and get the update of non-challenge-equal files via

the O.Next oracle. The adversary can also corrupt some epoch key and challenge-equal file

via the O.KeyCorr,O.ChaCTCorr oracles. Furthermore, the adversary is allowed to query

file update of each repository via O.FileUp oracle. To exclude the trivial win of the security

game, the adversary is not allowed to see the key and the challenge-equal file encryption

simultaneously. Such requirements are similar to the restrictions in the security models of the

updatable encryptions [126]. Formally, we have the IND-DD-CPA game as Figure 6.1.

DEFINITION 6.2.1 (IND-DD-CPA). An updatable secure storage scheme USS is called

IND-DD-CPA secure if for any PPT adversary A the following advantage is negligible in the

security parameter λ:

Advind-dd-cpa
USS,A (1λ,M, n) :=∣∣∣Pr[Expind-dd-cpa

USS,A (1λ,M, n, 0) = 1]− Pr[Expind-dd-cpa
USS,A (1λ,M, n, 1) = 1]

∣∣∣
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Expind-dd-cpa
USS,A (1λ,M, n, b)

1 : pp← ParGen(1λ,M, n), Initialize e = 1, e∗ = ⊥, sb∗ = ⊥, Set K, C, I,L,S, T ,F as ∅
2 : sk1 ← KeyGen(pp)

3 : (db0, db1, state)← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans1 (pp)

4 : Parse db0 = (m0,1, . . . ,m0,n), db1 = (m1,1, . . . ,m1,n)

5 : (sb∗, rep∗)← Store(dbb, ske, pp)
6 : e∗ = e, L = L ∪ (e, sb∗, rep∗, dbb)

7 : for i = 0 to n

8 : if m0,i ̸= m1,i, then I = I ∪ {i}

9 : b′ ← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans,O.ChaFTCorr,O.ChaCTCorr2 (state, rep∗)

10 : return b′ if K ∩ C̃ = ∅

FIGURE 6.1. The game of IND-DD-CPA.

File update unlinkability. To capture the security that the file update operation does not leak

the confidentiality of the updated file, we define the file update unlinkability via the following

experiment with the adversary. Intuitively, it ensures that attackers corrupting the storage

before and after a file update operation learn nothing about file updates, such as whether the

file content has changed, and what the current file content is.

We describe the file update security experiment Expind-fileup-cpa
USS,A for the key updatable dynamic

secure storage scheme USS and adversary A. In Expind-fileup-cpa
USS,A experiment, A submits two

possible file (m0,i,m1,i) for challenge, where i ∈ {1, . . . , n}. The challenger updates the i-th

file of the stored storage with one of the two submissions selected randomly and gives the

updated ciphertext to the adversary as the challenge ciphertext. A’s goal is to give a correct

guess on which file is chosen to update. The trivial win situation is that the adversary corrupts

both the epoch key and the challenge-equal ciphertext at the same epoch, i.e., K ∩ C ̸= ∅.

DEFINITION 6.2.2 (IND-FileUp-CPA). An updatable secure storage scheme USS is called

IND-FileUp-CPA secure if for any PPT adversary A the following advantage is negligible in

the security parameter λ:

Advind-fileup-cpa
USS,A (1λ,M, n) :=∣∣∣Pr[Expind-fileup-cpa

USS,A (1λ,M, n, 0) = 1]− Pr[Expind-fileup-cpa
USS,A (1λ,M, n, 1) = 1]

∣∣∣
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Expind-fileup-cpa
USS,A (1λ,M, n, b)

1 : pp← ParGen(1λ,M, n), Initialize e = 1, e∗ = ⊥, sb∗ = ⊥, Set K, C, I,L,S, T ,F as ∅
2 : sk1 ← KeyGen(pp)

3 : (sb, i,m0,i,m1,i, state1)← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans1 (pp)

4 : if (e, sb, ∗, ∗) /∈ L, or i /∈ {1, . . . , n}, or |m0,i| ≠ |m1,i|, then return ⊥
5 : Retrieve (e, sb, rep, db = (m1, . . . ,mn)), Set e∗ = e, I = I ∪ {i}, C = C ∪ {e}
6 : Run FileUptoken(ske, sb,mb,i, i, pp) ⇆ FileUpserver(sb, rep, pp)→ ⟨sb∗; rep∗⟩
7 : L = L ∪ (e, sb∗, rep∗, dbb = (m1, . . . ,mb,i, . . . ,mn))

8 : Record the file update transcript as fpt

9 : b′ ← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans,O.ChaFTCorr,O.ChaCTCorr2 (state1, sb
∗, rep∗, fpt)

10 : return b′ if K ∩ C̃ = ∅

FIGURE 6.2. The game of IND-FileUp-CPA

Key update unlinkablity. Intuitively, key update unlinkability is aimed to capture the security

for key updates after both corruptions. More concretely, attackers may corrupt both the client

and the server at the same epoch. After the key rotation, attackers corrupt the server and obtain

the updated ciphertext. Key update unlinkability ensures that attackers cannot detect whether

the updated ciphertext contains the same plaintext as the previous corrupted ciphertext. The

security is similar to the IND-UPD security of UE [27] since we provide the adversary with

all the oracles IND-UPD security provides. In addition, our key update unlinkability allows

the adversary to have additional access to the file update oracle.

We define the following security experiment Expind-reenc-cpa
USS,A for updatable secure cloud storage

scheme USS and adversaryA, who has access to the oracle tuple (O.Store,O.Next,O.KeyCorr,

O.FileUp,O.KeyUpTrans,O.ChaCTCorr) like in the above confidentiality games. So, the

trivial win condition is triggered in the same case.

DEFINITION 6.2.3 (IND-REENC-CPA). An updatable secure storage scheme USS is called

IND-REENC-CPA secure if for any PPT adversary A the following advantage is negligible

in the security parameter λ:

Advind-reenc-cpa
USS,A (1λ,M, n) :=∣∣∣Pr[Expind-reenc-cpa

USS,A (1λ,M, n, 0) = 1]− Pr[Expind-reenc-cpa
USS,A (1λ,M, n, 1) = 1]

∣∣∣
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Expind-reenc-cpa
USS,A (1λ,M, n, b)

1 : pp← ParGen(1λ,M, n), Initialize e, e∗, sb∗, Set K, C, I,L,S, T ,F as ∅
2 : sk1 ← KeyGen(pp)

3 : (sb0, sb1, state1)← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans1 (pp)

4 : Retrieve (e, sb0, rep0 = (c0,1 . . . , c0,n), db0), (e, sb1, rep1 = (c1,1, . . . , c1,n), db1) from L
5 : Set I = {i}i∈{1,...,n},c0,i ̸=c1,i , e = e+ 1, e∗ = e, C = C ∪ {e}
6 : ske ← KeyGen(pp)
7 : Run KeyUpclient(ske−1, ske, sbb, pp) ⇆ KeyUpserver(repb, pp) to output ⟨sb∗; rep∗⟩
8 : for each (e− 1, sb, rep, db) ∈ L, where sb /∈ {sb0, sb1}
9 : Run KeyUpclient(ske−1, ske, sb, pp) ⇆ KeyUpserver(rep, pp) to output ⟨sb′; rep′⟩

10 : Set L = L ∪ (e, sb′, rep′, db)

11 : b′ ← AO.Store,O.Next,O.FileUp,O.KeyCorr,O.KeyUpTrans,O.ChaCTCorr2 (state1, sb
∗, rep∗, all (sb′, rep′))

12 : return b′ if K ∩ C̃ = ∅

FIGURE 6.3. The game of IND-REENC-CPA

Integrity. We define a kind of strong plaintext integrity notion called ordered full plaintext

integrity (OF-PTXT for short). For the classic authenticated encryption schemes, plaintext

integrity ensures that attackers cannot make any forgery for new plaintext except the queried

ones, which work for static storage with appending function. But for dynamic storage, where

some storage may be changed or even deleted, the old or deleted messages could be leveraged

by dishonest storage providers to cheat users, which is not covered by classic integrity. Here

OF-PTXT provides stronger integrity in the dynamic storage setting, where data could be

updated dynamically. OF-PTXT ensures attackers cannot forge for a plaintext that does not

belong to the current storage. To be formal, we show a security experiment between the

adversary who acts as the malicious storage server, and the challenger who acts as the honest

user. More precisely, the challenger will maintain the following list to record the latest version

of databases.

R: The list recording the latest stub and the message vector pair (sb, db) generated

during the integrity game. R is initialized as empty and will be updated for each file

update and key update. R has only entries for the latest epoch.
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We use the stub to track the target stored database. For a certain pair (sb, db) of R and a

certain index i, the adversary aims to make the client accept m′i as the i-th element of the

database but m′i ̸= db[i].

Moreover, we allow the adversary to launch active attacks in the integrity game. The server

which may be corrupted by the adversary may manipulate the storage and even to not follow

the protocol during the file update or key update procedures. To capture adversary’s above

capability, three special oracles, including the database storing oracle O.StoreINT, the next

oracleO.NextINT and the file update token oracleO.FileUpINT are provided for the adversary

in integrity game. Besides, the adversary in the integrity game can also learn the security key

via the key corruption oracle O.KeyCorr, which means USS can guarantee the integrity even

when the key is leaked.

We will elaborate the special oracles for the integrity game in the following. For brevity, please

refer to our previous descriptions about the similar oracles in the confidentiality Sec 6.2.2.

O.StoreINT(db): This oracle is to let the adversary learn the stored file generated by the

storing algorithm. The challenge will invoke the storing algorithm Store(ske, db, pp)

to generate the stored file rep and the stub sb, and give rep and sb to the adversary.

And add the pair (sb, db) toR.

O.NextINT: This oracle is to let the adversary to invoke the client to launch the key update

procedure. The challenger updates the epoch number e = e + 1, runs the KeyGen

algorithm to generate the new epoch key ske = sk′, and runs the key update client-

side algorithm to update all stubs sbs into the corresponding sb′s and to generate

client-side key update transcripts Transc for the server. Then the challenger returns

all the new stubs sb′s and transcripts Transc to the adversary, and updates each entry

(sb, db) inR with the corresponding (sb′, db).

O.FileUpINT(m′i, i, sb): The adversary uses this oracle to invoke the client to launch the file

update procedure and replace the i-th element of the database to m′i. More precisely,

the input of this oracle contains the new file m′i, its index i, and the corresponding

stub sb. The challenger will first check whether the stub is contained in the list

R. During this interaction, the client will communicate with the corrupted server
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according to the specification of the designed scheme, while the adversary could

respond to the client with an arbitrary message and violate the protocol design. If the

client finally accepts the update results, the challenger will update the entry (sb, db)

ofR with (sb′, db′).

We describe the integrity experiment Expof-ptxt
USS,A for key updatable dynamic secure storage

scheme USS and adversaryA, who has access to the oracle tuple (O.StoreINT,O.NextINT,O.FileUpINT,

O.KeyCorr).

Expof-ptxt
USS,A(1

λ,M, n)
1 : pp← ParGen(1λ,M, n), InitializeR, e
2 : ske ← KeyGen(pp)

3 : (sb, i, state1)← AO.StoreINT,O.NextINT,O.FileUpINT,O.KeyCorr1 (pp)

4 : if (sb, ∗) /∈ R or i /∈ [1, n] 5 : return 0

6 : else Run Revclient(i, ske, sb, pp) ⇆ A to output ⟨m∗i ; ·⟩
7 : for ∀m s.t. (sb,m) ∈ R
8 : if m∗i ̸= m[i] return 1

9 : endfor

10 : return 0

FIGURE 6.4. The game of OF-PTXT

DEFINITION 6.2.4 (OF-PTXT). An updatable secure storage scheme USS is called OF-

PTXT secure if for any PPT adversary A the following advantage is negligible in the security

parameter λ:

Advof-ptxt
USS,A(1

λ,M, n) := Pr[Expof-ptxt
USS,A(1

λ,M, n) = 1]

6.3 Homomorphic Vector Commitment

This section presents an introduction to Homomorphic Vector Commitment (HVC) and

explores the difficulties involved in constructing an HVC that can simultaneously satisfy both

the position hiding and homomorphic properties.
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6.3.1 Syntax and notions

HVC is defined with a tuple of algorithms HVC = (HVC.Setup,HVC.Com,HVC.Open,HVC.Ver,

HVC.ComHom,HVC.OpenHom) that works as following:

HVC.Setup(1λ,M, n)→ crsn: Given the security parameter λ, the description of committed

message space M, and the size of committed vector n, the probabilistic setup

algorithm outputs a common reference string crsn.

HVC.Comcrsn(m)→ (C, aux): On input an ordered sequence of n messages m = (m1, . . . ,mn)

and the common reference string crsn, the commitment algorithm outputs a com-

mitment string C and the auxiliary information aux. We denote the commitment

space as C. The auxiliary information aux is succinct, say independent of the vector

degree n.

HVC.Opencrsn(i,m, aux)→ Λi: This algorithm is run by the committer to produce a proof

(also known as opening) Λi that the i-th element m[i] is the committed message. We

denote the proof space as P .

HVC.Vercrsn(C,m, i,Λi)→ 1/0: The verification algorithm outputs 1 only if Λi is a valid

proof that m is the i-th committed message to the C.

HVC.ComHomcrsn(C,C
′ ∈ C)→ C ′′ : This algorithm can be run by any user who holds

two commitment belonging to the commitment space C, and it allows the user to

compute another commitment C ′′ = C⊕C ′ ∈ C, where⊕ denotes the homomorphic

operation for the commitment.

HVC.OpenHomcrsn(Λj,Λ
′
j ∈ P)→ Λ′′j : This algorithm can be run by any user who holds

two membership proofs Λj and Λ′j for some message on position j w.r.t. to some C

and C ′′ (which contains m and m′ as the message at position j), and it allows the

user to compute another proof Λ′′j = Λj ⊗ Λ′j ∈ P (w.r.t. some C ′′ which contains

m′′ as the new message at position j), where ⊗ denotes the homomorphic operation

for the proof.

Basically, a HVC scheme should satisfy correctness, conciseness and homomorphic property.
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Correctness. A vector commitment is correct if for all honestly generated crsn ← HVC.Setup

(1λ,M, n), ∀i ∈ [n], if C is a commitment on a vector (m1, · · · ,mn) ∈ Mn, Λi is a proof

for position i generated by HVC.Opencrsn , then HVC.Vercrsn(C,mi, i,Λi) outputs 1 with

overwhelming probability.

Conciseness. A vector commitment is concise if the size of the commitment C and the

outputs of HVC.Open are both independent of the size n of the vector.

Homomorphic property. Formally, ∀i ∈ [n], for all honestly generated crsn ← HVC.Setup

(1λ,M, n), for all honestly generated

(C, aux)← HVC.ComHomcrsn(m), (C ′, aux′)← HVC.ComHomcrsn(m
′),

Λi ← HVC.Opencrsn(i,m, aux), Λ′i ← HVC.Opencrsn(i,m
′, aux′),

where m = (m1, . . . ,mn),m
′ = (m′1, . . . ,m

′
n), if

C ′′ ← HVC.ComHomcrsn(C,C
′), Λ′′i ← HVC.OpenHomcrsn(Λi,Λ

′
i)

then we have HVC.Vercrsn(C
′′,mi +m′i, i,Λ

′′
i ) = 1.

6.3.2 Security models

In this section, we formally define the security models for binding and hiding on the situation

that the corresponding membership proofs are leaked.

Position-Binding: It requires that for any well-formed commitment, the PPT adversary cannot

find two different messages on the same position that the verification algorithm accepts both.

Formally, we have the HVC Position-Binding game as Figure 6.5.

The advantage of A is defined as

Advposition-binding
HVC,A (1λ,M, n) = Pr[Expposition-binding

HVC,A (1λ,M, n) = 1].

DEFINITION 6.3.1. A HVC scheme satisfies HVC Position-Binding if for every PPT adversary

A the advantage function Advposition-binding
HVC,A (1λ,M, n) is negligible in λ.



6.3 HOMOMORPHIC VECTOR COMMITMENT 195

Expposition-binding
HVC,A (1λ,M, n)

1 : crsn ← HVC.Setup(1λ,M, n)

2 : (C, i,mi,m
′
i,Λi,Λ

′
i)← A1(crsn)

3 : if mi ̸= m′i ∧ HVC.Vercrsn(C,m, i,Λi) = 1 ∧ HVC.Vercrsn(C,m
′, i,Λ′i) = 1

4 : return 1,

5 : else return 0

FIGURE 6.5. The game of HVC Position-Binding

Expposition-hiding
HVC,A (1λ,M, n, b)

1 : crsn ← HVC.Setup(1λ,M, n)

2 : (i,m1, · · · ,mi−1,mi,0,mi,1,mi+1, · · ·mn, state)← A1(crsn)

3 : mb = (m1, . . . ,mi−1,mi,b,mi+1, . . . ,mn)

4 : (C, aux)← HVC.com(mb)

5 : Λj ← HVC.open(j,mb, aux), ∀j ∈ [n]/{i}
6 : ∀j ∈ [n]/{i},Λi ← V C.open(i,mi,b, aux)

7 : b′ ← A2(crsn, C, {Λj}j∈[n]\{i}, state),
8 : return b′

FIGURE 6.6. The game of HVC Position-Hiding

Position-Hiding: The position hiding property not only requires that the adversary cannot

distinguish whether a commitment is for a vector (m1, . . . ,mn) or (m′1, . . . ,m
′
n), but also

guarantees that the adversary cannot learn any information about mi from the opening of mj

where i ̸= j. Formally, we have the HVC Position-Hiding game as Figure 6.6.

The advantage of A is defined as

Advposition-hiding
HVC,A (1λ,M, n) =∣∣∣Pr[Expposition-hiding

HVC,A (1λ,M, n, 0) = 1]− Pr[Expposition-hiding
HVC,A (1λ,M, n, 1) = 1]

∣∣∣
DEFINITION 6.3.2. A HVC scheme satisfies HVC Position-Hiding if for every PPT adversary

A the advantage function Advposition-hiding
HVC,A (1λ,M, n) is negligible in λ.
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6.3.3 Construction

Although there are several vector commitment (VC) constructions [139, 141, 142, 143] that

satisfy the homomorphic property, none of them can directly satisfy both the position hiding

and homomorphic properties simultaneously. Furthermore, they cannot be made position

hiding through the composition approach. For example, if one first commits to each message

using a standard commitment scheme and then applies a VC to the resulting sequence of

commitments, the resulting hybrid scheme will not satisfy the homomorphic property.

Even if one first commits to each message separately using a homomorphic commitment

scheme (such as Pedersen commitment) and then applies a VC construction to the obtained

sequence of commitments, the compatibility of the algebraic structures of these two underlying

primitives is still unclear.3 Some existing VC schemes are based on bilinear maps [139, 141],

or RSA groups [139, 141, 142, 143], or lattice assumptions [147]. However, for pairing-

based or RSA-based VC constructions, the messages (commitment values themselves in the

above composition construction) are encoded into the exponents of group elements, which

restricts the operation on messages to addition. This means that we require a homomorphic

commitment scheme where the committed values lie in an additive group. Unfortunately, the

existence of such a commitment scheme is elusive as most of the well-known computational

assumptions do not hold, making it unclear how to construct such a scheme. For example, the

homomorphic operation for Peterson commitment is multiplication, making it incompatible

with pairing-based or RSA-based VC constructions for obtaining an HVC. Similarly, the

message space of lattice-based VC consists of short vectors, while the standard lattice

commitment consists of pseudorandom ring elements. It is also challenging to directly

combine a lattice-based VC with a lattice-based commitment scheme to obtain an HVC.

Our proposed HVC construction is based on the pairing-based VC scheme introduced by

Catalano et al. [139], which already possesses homomorphic properties and position binding.

To achieve position hiding without compromising the homomorphic property, we add a

3Some recently proposed functional commitment schemes [145, 146] may also satisfy similar security
requirements of HVC. However, it is unclear how to make these schemes compatible with UE schemes and thus
integrate them into our proposed USS construction.
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dummy position at the end of the vector, which is used to store a random value. The random

value is then used to mask the information about the membership proof, thus achieving

position hiding. Since the dummy position is not used for any actual file, it does not affect the

integrity of the VC scheme. With this approach, we can achieve both homomorphic properties

and position hiding in our HVC scheme, which is essential for our proposed construction in a

USS system.

Let G, GT be bilinear groups of prime order p equipped with a bilinear map e : G×G→ GT .

Let g ∈ G be random generators.

HVC.Setup(1λ,M, n)→ crsn: Randomly choose z1, . . . , zn, zn+1 ←$ Zp. For all i =

1, . . . , n + 1, set hi = gzi , For all i, j = 1, . . . , n + 1, i ̸= j set hi,j = gzizj .

Output crsn =
(
g, {hi}i∈[n+1], {hi,j}i,j∈[n+1],i ̸=j

)
.

HVC.Comcrsn (m = (m1, . . . ,mn))→ (C, aux): Randomly select r ←$ Zp, Compute C =

hm1
1 hm2

2 · · ·hmn
n ·hr

n+1 and output C and the auxiliary information aux = r

HVC.Opencrsn(m, i, aux)→ Λi : Compute

Λi =
n∏

j=1,j ̸=i

h
mj

i,j ·hr
i,n+1 =

(
n∏

j=1,j ̸=i

h
mj

j ·hr
n+1

)zi

HVC.Vercrsn(C,m, i,Λi)→ 1/0: Check e(C/hm
i , hi) = e(Λi, g).

HVC.ComHomcrsn(C,C
′ ∈ C)→ C ′′: Compute C ′′ = C · C ′.

HVC.OpenHomcrsn(Λj,Λ
′
j ∈ P)→ Λ′′j : Compute Λ′′j = Λj · Λ′j .

The correctness and homomorpihc property of the scheme can be easily verified by inspection.

We prove its security via the following theorem.

THEOREM 6.3.1. If the Square-CDH Assumption holds, then the scheme defined above

satisfies the Position-Binding property.

PROOF. We prove the theorem by showing that the scheme satisfies the Position-Binding

property. For sake of contradiction assume that there exists an efficient adversary A who

produces two valid openings to two different messages at the same position, then we show

how to build an efficient algorithm B that uses A to break the Square-CDH Assumption.
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To break the Square-CDH Assumption, B takes g, ga ∈ G as its input and its goal is to

compute ga
2 .

First, B selects a random i←$ [n] as a guess for the index i on whichA will break the position

binding. And set hi = ga Next, B chooses zj ←$ Zp, ∀j ∈ [n+ 1]\{i} and it computes:

∀j ∈ [n+ 1]\{i} : hj = gzj , hi,j = h
zj
i = gazj

∀k, j ∈ [n+ 1]\{i}, k ̸= j : hk,j = gzkzj

and outputs crsn = (g, {hj}j∈[n+1], {hj,k}j,k∈[n+1],j ̸=k). Notice that the public parameters

are perfectly distributed as the real ones. The adversary is supposed to output a tuple

(C,m,m′,Λ,Λ′) such that: m ̸= m′ and both Λ and Λ′ correctly verify at position i. If the

position is not i, then B aborts the simulation. Otherwise, it computes ga2 = (Λ/Λ′)(m
′−m)−1 .

To see that the output is correct, observe that since the two openings verify correctly, then

it holds: e(C, hi) = e(hm′
i , hi)e(Λ

′, g) = e(hm
i , hi)e(Λ, g). Notice that if A succeeds with

probability ϵ, then B has probability ϵ/n of breaking the Square-CDH assumption. □

THEOREM 6.3.2. The scheme defined above is perfectly position hiding.

PROOF. We prove the theorem by showing that for two given vectors of messages m0 =

{m1, . . . ,mi−1,mi,0,mi+1, . . . ,mn} and m1 = {m1, . . . ,mi−1,mi,1,mi+1, . . . ,mn}, we

can find two random values r0 and r1 such that (m0, r0) and (m1, r1) map to the same

commitment value C and same proofs {Λj}j∈[n]\{i} except Λib. Since r0, r1 are chosen with

equal probabilities according to the commitment algorithm HVC.Com, any adversary A has

a success to win the Position-Hiding game with a probability of exactly 1/2.

Concretely, the challenger C sets the public parameters as the real environment: randomly

choose z1, . . . , zn, zn+1 ←$ Zp. For all i = 1, . . . , n + 1, set hi = gzi . For all i, j =

1, . . . , n+ 1, i ̸= j set hi,j = gzizj .

Upon receiving {m1, . . . ,mi−1,mi,0,mi,1,mi+1, . . . ,mn} from A, C randomly chooses r0,

computes commitment C = hm1
1 · h

mi−1

i−1 · h
mi,0

i · hmi+1

i+1 · · ·hmn
n · · ·h

r0
n+1, and proofs Λj =

(C/hj
mj)zj , j ∈ [n]\{i}. Obviously, (C, {Λj}j∈[n]\{i}) is the corresponding commitment
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and opennings to (m0, r0). C outputs (C, {Λj}j∈[n]\{i}). Note that if we set r1 = r0 +

(mi,0 −mi,1)zi/zn+1, then the tuple (C, {Λj}j∈[n]\{i}) mentioned above can also serve as a

commitment and openings for (m1, r1).

Since r0 is randomly chosen, both r0 and r1 occur with equal probability. Therefore, the

probability for A to win the Hiding game is exactly 1/2. □

6.4 Construction of USS

In this section, we present our construction for achieving both confidentiality and integrity in a

USS system. Our approach combines UE for confidentiality and VC for integrity. Specifically,

we follow the VC-then-UE paradigm, where each file is treated as an element of VC, and its

membership proof is appended at the end of the file. The file and its membership proof are

then encrypted using UE schemes.

The main challenge in this approach is that updating one file changes all other membership

proofs, which are encrypted together with the files using UE. However, general UE does

not support file updates, which means that all storage must be retrieved, decrypted, and

re-encrypted after each update. To reduce communication and user computation costs, we

require a UE with homomorphic properties. To our knowledge, only the scheme RISE [27]

satisfies this requirement and is compatible with the update operation of the membership

proofs of our HVC scheme in Sec 6.3.

More precisely, let UE be any IND-ENC and IND-UPD secure updatable encryption scheme.

RISE [27] is an IND-ENC and IND-UPD secure updatable encryption with homomorphic

property described in Sec 2.6. Let COM be a standard commitment scheme with the hiding

and binding property, and HVC be a homomorphic vector commitment with the position

hiding and position binding property.

USS.ParGen(1λ,M, n): λ is the security parameter. M denotes the message space. n

specifies the vector degree and the total number of stored files.

• Run the setup of UE and RISE to generate public parameter ue.pp, rise.pp.
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• Let hvc.crsn be the public parameter of HVC.

• Let com.pp be the public parameter of COM.

Then the public parameter pp = (hvc.crsn, ue.pp, rise.pp, com.pp) will be taken as

the implicit input of the following algorithm.

USS.KeyGen(pp): take the public parameter pp as input, run the key generation algorithm of

UE and RISE to generate the secret key ue.sk, rise.sk, and output the secret key

sk = (ue.sk, rise.sk).

USS.Store(m, sk, pp): m = {m1, . . . ,mn}, where each mi denotes one file. The algorithm

proceeds as follows:

(1) For each i ∈ [n], randomly sample ri ←$ {0, 1}λ, run COM(mi; ri)→ hi.

(2) For each i ∈ [n], run UE.Enc(ue.sk, i∥mi∥hi∥ri) → f̄i, where ∥ denotes

concatenation. Run HVC.Com(h)→ (C, aux) to get the vector commitment

C and the auxiliary input aux, where the message vector is h = (h1, . . . , hn).

(3) For each i ∈ [n], compute the proof Λi via running HVC.Open(i,h, aux).

(4) For each i ∈ [n], run RISE.Enc(rise.sk,Λi)→ f̂i.

(5) Let fi = (f̄i, f̂i). Upload the total ciphertexts f = (f1, . . . , fn) to the cloud

storage service. Client stores the stub sb = C and the secret key sk for the

current epoch in the local storage.

USS.Revclient(i, sk, sb, pp) ⇆ USS.Revserver(f , sb, pp): The client interacts with the server

to retrieve the i-th file through the following procedure.

• Revrequest(i, sk, sb, pp)→ (qrev, strev): The client sends qrev = i to the server,

where i ∈ [n] and keeps a state strev = (“retrieve”, i).

• The server holds the public parameter pp, and the storing file f. When given the

retrieve request qrev, the server returns the qrev-th file fqrev as the response rrev.

• Revdecrypt(sk, sb, pp, strev, rrev) → mi/⊥: When given the server’s response

rrev, the client parses the sk = (ue.sk, rise.sk) and fi = (f̄i, f̂i). Run

UEdecryption algorithm UE.Dec
(
ue.sk, f̄i

)
→ i∥mi∥hi∥ri. Run RISE de-

cryption algorithm RISE.Dec
(
rise.sk, f̂i

)
→ Λi.
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• If the commitment verification Com.Open(comi,mi, ri) → 1 and the homo-

morphic vector commitment verification HVC.Ver(C, hi, i,Λi)→ 1, then the

client will output mi, otherwise output ⊥.

USS.FileUpclient(m
′
i, i, sk, sb, pp) ⇆ USS.FileUpserver(f , pp): The file update procedure al-

lows the client to update the i-th file mi to m′i with the collaboration of the server.

More precisely, the interaction procedure is as follows.

(1) FileUprequest (m
′
i, i, sk, sb, pp)→ qfup, stfup: The client sends the file update

request qfup = (“FileUpdate”, i) = stfup to the server to request the i-th

encrypted file and keep a state stfup.

(2) FileUpresponse (f , pp, qfup)→ (fi, srfup): The server returns the i-th encrypted

file fi to the client as the response rfup and keep the internal state srfup =

(“FileUpdate”, i).

(3) FileUptoken(sk, sb, pp,m
′
i, fi, stfup) → (sb′, tkfup): The client first parses

sk = (ue.sk, rise.sk) and fi = (f̄i, f̂i). Then run UE decryption algorithm

UE.Dec(ue.sk, f̄i)→ i∥mi∥hi∥ri/⊥, and RISE decryption algorithm RISE.

Dec
(
rise.sk, f̂i

)
= Λi/⊥. If both decryptions are not ⊥, then run the fol-

lowing verification algorithms. If the commitment opens to the different file

COM.open(hi; ri) ̸= mi, or the homomorphic vector commitment verific-

ation HVC.Ver(sb, hi, i,Λi) ̸= 1, then output ⊥, otherwise continues: The

client replaces the plaintext file with m′i, samples a randomness r′i ←$ {0, 1}λ,

and commits it by running COM(m′i; r
′
i) → h′i. Encrypt the new file with

UE.Enc(ue.sk, i∥m′i∥h′i∥r′i) → f̄ ′i . Set the change of message vector mδ =

(0, . . . , δi = h′i − hi, . . . , 0), and get homomorphic vector commitment Cmδ
via

running HVC.Com(mδ) = (Cmδ
, aux). Then update the stub sb by running the

vector commitment homomorphic algorithm HVC.ComHom(sb, Cmδ
) = sb′.

The client keeps the new stub sb′ and sends the file update token tkfup =

(f̄ ′i ,mδ, aux, y = grise.sk) to the server. Please note that the change of message

vector mδ could be compressed to a constant size independent of the vector

degree since it contains redundant 0 with n− 1 degrees.
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(4) FileUpupdate (f, pp, srfup, tkfup) → f ′: On receiving tkfup = (f̄ ′i ,mδ, aux, y)

from the client, parse f =
(
(f̄1, f̂1), . . . , (f̄n, f̂n)

)
. For all j ∈ [n], the server

will run HVC.Open(j,mδ, aux) = Λδj , get RISE ciphertext rise.Cδj =

(yr, gr · Λδj), and get updated proof encryption

f̂ ′j = f̂j · rise.Cδj = RISE.Enc(rise.sk,Λj) · rise.Cδj = RISE.Enc(rise.sk,Λj · Λδj)

(The last equation is a result of the homomorphic property of RISE). Then the

updated ciphertexts are f ′ = (f ′1, . . . , f
′
n), where f ′j = (f̄j, f̂

′
j) for j ∈ [n] \ i

and f ′i = (f̄ ′i , f̂
′
i).

USS.KeyUpclient(sk, sk
′, sb, pp) ⇆ USS.KeyUpserver(f, pp): The interactive procedure between

the client and the server updates the stored ciphertexts to the encryption under a new

key sk′. The details are as follows.

(1) KeyUptoken(sk, sk
′, sb, pp) → (tk, sb′): The client first parses sk = (ue.sk,

rise.sk), sk′ = (ue.sk′, rise.sk′). Then get a homomorphic commitment

on 0 via HVC.Com(0) = (C0, aux), and re-randomize the stub via running

HVC.ComHom(sb, C0)→ sb′. Run UE’s token generation algorithm UE.Next

(ue.sk, ue.sk′)→ ∆ to generate the UE key update token ∆. Run RISE token

generation algorithm RISE.Next(rise.sk, rise.sk′)→ rise.∆ to generate the

RISE key update token rise.∆ = (rise.∆1, y). Send tk = (∆, rise.∆, 0, aux)

as the key update token for the repository. The stub is updated as sb′. Please

note that 0 could be compressed into constant size, so tk is still succinct.

(2) KeyUpupdate(f, pp, tk)→ (f ′): Server parses tk = (∆, rise.∆, 0, aux), rise.∆ =

(rise.∆1, y), and f = (f1, . . . , fn), where fi = (f̄i, f̂i) for i ∈ [n]. For

each i ∈ [n], run UE re-encryption algorithm UE.Upd(∆, f̄i) → f̄ ′i to up-

date the data part. For each i ∈ [n], run RISE re-encryption algorithm

RISE.Upd(rise.∆1, f̂i)→ f̂ ′i to re-encrypt the proof part. Then for i ∈ [n], the

server runs HVC.Open(i, 0, aux) = Λ0i , get RISE its encryption rise.Ci =

(yr, gr · Λ0i) and to re-randomize the updated proof encryption

f̂ ′′i = f̂ ′i · rise.Ci = RISE.Enc(rise.sk′,Λi · Λ0i).
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(The last equation is because of the homomorphic property of RISE)

Finally, the updated ciphertexts are f ′ = (f ′′1 , . . . , f
′′
n−1), where f ′′i =

(
f̄ ′i , f̂

′′
i

)
for i ∈ [n].

Instantiation. In the USS construction, the HVC is instantiated in section 6.3, the COM

scheme could be instantiated with any secure commitment scheme with hiding and binding

property, and the UE could be instantiated with any IND-ENC and IND-UPD secure UE

schemes [27]. We know that in USS, the membership proof of HVC is encrypted by the RISE

encryption algorithm. We require that the homomorphism of HVC and RISE is compatible.

6.4.1 Security analysis

We formally state the security properties of the construction USS in the following theorems

and prove our theorems.

THEOREM 6.4.1. If UE is an IND-ENC secure updatable encryption scheme, COM is a

secure commitment scheme with hiding property, then our USS is IND-DD-CPA secure.

PROOF. As IND-DD-CPA security is defined in Definition 6.2.1, we need to prove that∣∣∣Pr[Expind-dd-up
USS,A (1λ,M, n, 0) = 1]− Pr[Expind-dd-up

USS,A (1λ,M, n, 1) = 1]
∣∣∣ = negl(λ).

We prove our claim via a game sequence. In a high level, we consider the game Expind-dd-cpa
USS,A (1λ,

M, n, 0) as the starting point. In the first game, we replace the updatable encryption

ciphertexts f̄i with ciphertexts of random strings. The IND-ENC security of UE ensures

indistinguishability. In the second game, we replace the commitment of message m0,i

with the commitment values of message m1,i. In the third game, we replace the updat-

able encryption ciphertexts f̄i with ciphertexts of i∥m1,i, ∥h1,i∥r1,i, which is the experiment

Expind-dd-cpa
USS,A (1λ,M, n, 1). The detailed games are as follows:
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Game0: This game is same as the experiment Expind-dd-up
USS,A (1λ,M, n, 0). We define G0 to be

the event that A outputs 1 in Game0. So,

Pr[G0] = Pr[Expind-dd-up
USS,A (1λ,M, n, 0) = 1].

Game1: In this game, the challenger C modifies the behavior of Store(db0, ske, pp) in re-

sponse to the challenge, compared to Game0. Specifically, for each i ∈ {1, . . . , n}∧

m0,i ̸= m1,i, C randomly selects (mr,i, rr,i, hr,i) from the corresponding message,

randomness, and commitment spaces and replaces the invocation of UE.Enc(i∥m0,i∥

h0,i∥r0,i)→ f̄i with UE.Enc(i∥mr,i∥hr,i∥rr,i)→ f̄r,i. Correspondingly, in rep∗, f̄i

is replaced with f̄r,i. Additionally, C records h0,i for file update queries. All other

operations, including answering the challenge and post-processing, remain the same

as Game 0.

Specifically, C still uses the same h0,i to run the HVC algorithm to generate

the stub and openings when answering the challenge. If the file update query

O.FileUp(sb,m′i, i) is related to file m0,i, i.e., sb = sb∗ ∧ i ∈ I, C skips the UE

decryption and COM verification steps. Instead, C retrieves the record h0,i as the

decrypted commitment to perform the HVC verification and calculates the change

of commitment δi = h′i − h0,i as a part of the file update transcript fti, which will

be added to set I. All other operations are identical to those in Game0.

Let G1 be the event that A outputs 1 in Game1. We claim that

|Pr[G1]− Pr[G0]| = ϵind−enc,

where ϵind−enc is the IND-ENC advantage of the UE scheme (which is negligible

if UE is IND-ENC secure). This claim can be proven by observing that in Game

0, f̄i is a UE encryption of message i∥m0,i∥h0,i∥r0,i, while in Game 1, it is a UE

encryption of message i∥mr,i∥hr,i∥rr,i. Since UE is IND-ENC secure, the adversary

A cannot distinguish between the two games.

Game2: In this game, the challenger C introduces a small modification when running Store

to answer the challenge. Specifically, for each i ∈ {1, . . . , n} ∧ m0,i ̸= m1,i,

instead of using COM(m0,i; r0,i) to generate h0,i, C replaces h0,i with a commitment
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h1,i ← COM(m1,i; r1,i) to message m1,i. Then, C uses h1,i to run the HVC algorithm

to obtain sb∗, rep∗, and update the set L. Finally, replace the record h0,i with h1,i.

Let G2 be the event thatA outputs 1 in Game 2 . We claim that |Pr[G2]− Pr[G1]|

≤ ϵhiding, where ϵhiding is the hiding-advantage of the COM scheme (which is

negligible if COM is a secure commitment scheme with hiding property). This

claim can be proven by observing that in Game 1, A obtains the commitment h0,i

to message m0,i, while in Game 2, A obtains the commitment h1,i to message m1,i.

However, due to the hiding property of COM, A cannot distinguish the two games.

Game3: In this game, challenger C replaces the UE encryption on the random message

to the encryption on a tuple of i∥m1,i, ∥h1,i∥r1,i where h1,i is generated from

COM(m1,i; r1,i) as in Game2. Then Game3 is the same as experiment Expind-dd-up
USS,A (1λ,

M, n, 1).

We define G3 to be the event that A outputs 1 in Game3. Then we claim

|Pr[G3]− Pr[G2]| =
∣∣∣Pr[Expind-dd-up

USS,A (1λ,M, n, 1) = 1]− Pr[G2]
∣∣∣ ≤ ϵind−enc,

where ϵind−enc is the IND-ENC-advantage of UE scheme (which is negligible if UE

is IND-ENC secure).

The proof of this claim is identical to the claim |Pr[G1]− Pr[G0]| = ϵind−enc.

Thus, noticing the difference between Game3 and Game2 is in negligible probability

due to the IND-ENC security of UE.

Then we get∣∣∣Pr[Expind-dd-up
USS,A (1λ,M, n, 1) = 1]− Expind-dd-up

USS,A (1λ,M, n, 0) = 1]
∣∣∣ ≤ 2ϵind−enc + ϵhiding

□

THEOREM 6.4.2. If UE is an IND-ENC secure updatable encryption scheme, COM is a

secure commitment scheme with hiding property, then our USS is IND-FileUp-CPA secure.
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PROOF. As IND-FileUp-CPA security is defined in Definition 6.2.2, we need to prove

that
∣∣∣Pr[Expind-fileup-cpa

USS,A (1λ,M, n, 0) = 1]− Pr[Expind-fileup-cpa
USS,A (1λ,M, n, 1) = 1]

∣∣∣ = neg(λ).

We prove the IND-FileUp-CPA security via a sequence of games.

Specifically, we start from the original game Expind-fileup-cpa
USS,A (1λ,M, n, 0). In the first game,

we replace the updatable encryption ciphertexts f̄i with ciphertexts generated during the

execution of FileUptoken(ske, sb,m0,i, i, pp)⇆ FileUpserver(sb, rep, pp)→ ⟨sb∗; rep∗⟩. The

IND-ENC security of UE ensures indistinguishability. In the second game, we replace the

commitment of message m0,i with the commitment values of message m1,i. In the third

game, we replace the updatable encryption ciphertexts f̄i with ciphertexts of i∥m1,i, ∥h1,i∥r1,i
generated during the execution of

FileUptoken(ske, sb,m0,i, i, pp) ⇆ FileUpserver(sb, rep, pp)→ ⟨sb∗; rep∗⟩,

which is the experiment Expind-fileup-cpa
USS,A (1λ,M, n, 1).

Game0: This game is same as the experiment Expind-fileup-cpa
USS,A (1λ,M, n, 0). We define G0 to

be the event that A outputs 1 in Game0. So,

Pr[G0] = Pr[Expind-fileup-cpa
USS,A (1λ,M, n, 0) = 1].

Game1: In this game, challenger C changes a bit from Game0 in running the FileUptoken(ske,

sb,m0,i, i, pp) ⇆ FileUpserver(sb, rep, pp) → ⟨sb∗; rep∗⟩ to answer the challenge.

Concretely, for challenge index i ∈ I, C randomly chooses (mr,i, rr,i, hr,i) from

the corresponding message, randomness, and commitment spaces and replaces

running UE.Enc(i∥m0,i∥h0,i∥r0,i)→ f̄ ∗i with running UE.Enc(i∥mr,i∥hr,i∥rr,i)→

f̄ ∗r,i. Correspondingly, in rep∗, replace the value of f̄ ∗i with f̄ ∗r,i. C still use h0,i

to continue the FileUp procedure and the i-th element of mδ is still h0,i − hi in

the file update transcript fpt. Besides, C record h0,i for file update query. Other

operations including answering the challenge and the post-processing remain the

same as Game0. Specifically, C still uses the same h0,i to run the HVC algorithm

to generate the stub and openings in answering the challenge. If the file update

query O.FileUp(sb,m′i, i) is related to file m0,i, i.e., sb = sb∗ ∧ i ∈ I, C retrieves
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e, sb, rep, db from L, changes as follows in running FileUp procedure. C gets rid of

UE decryption and verification check on f̄i, retrieves the record h0,i to calculate the

change of commitment δi = h′i − h0,i as a part of file update transcript fti which

will be added to set I. Then follow the same operations to continue as in Game0.

We define G1 to be the event that A outputs 1 in Game1. We claim that

|Pr[G1]− Pr[G0]| = ϵind−enc

where ϵind−enc is the IND-ENC-advantage of UE scheme (which is negligible if UE

is IND-ENC secure).

The proof of this claim is essentially the observation that in Game0 f̄ ∗i is a UE

encryption on message i∥m0,i∥h0,i∥r0,i, while in Game1, it is a UE encryption on

the message i∥mr,i∥hr,i∥rr,i. So the adversary A should not notice the difference

since UE is IND-ENC secure.

Game2: In this game, challenger C makes one small change to the above game. Specifically,

during running FileUp procedure to answer the challenge. For the challenge index

i ∈ I, instead of running COM(m0,i; r0,i) to generate h0,i, C replaces h0,i with a

commitment h1,i ← COM(m1,i; r1,i) to message m1,i to run the HVC algorithm to

get sb∗, rep∗ and update the set L. Then the record on h0,i is changed to h1,i.

We define G2 to be the event that A outputs 1 in Game2. We claim that

|Pr[G2]− Pr[G1]| = ϵhiding

where ϵhiding is the hiding-advantage of COM scheme (which is negligible if COM

is a secure commitment scheme with hiding property).

The proof of this claim is essentially the observation that in Game1, A could get

the commitment h0,i to message m0,i, while in Game2, A could get the commitment

h1,i to message m1,i. So A cannot distinguish them due to the hiding property of

COM.

Game3: In this game, challenger C replaces the UE encryption on the random message

to the encryption on a tuple of i∥m1,i, ∥h1,i∥r1,i where h1,i is generated from
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COM(m1,i; r1,i) as in Game2. Then Game3 is the same as experiment Expind-dd-up
USS,A (1λ,

M, n, 1).

We define G3 to be the event that A outputs 1 in Game3. Then we claim

|Pr[G3]− Pr[G2]| =
∣∣∣Pr[Expind-dd-up

USS,A (1λ,M, n, 1) = 1]− Pr[G2]
∣∣∣ ≤ ϵind−enc

where ϵind−enc is the IND-ENC-advantage of UE scheme (which is negligible if UE

is IND-ENC secure).

The proof of this claim is identical to the claim |Pr[G1]− Pr[G0]| = ϵind−enc.

Thus, noticing the difference between Game3 and Game2 is in negligible probability

due to the IND-ENC security of UE.

Then we get∣∣∣Pr[Expind-fileup-cpa
USS,A (1λ,M, n, 1) = 1]− Expind-fileup-cpa

USS,A (1λ,M, n, 0) = 1]
∣∣∣ ≤ 2ϵind−enc+ϵhiding

□

THEOREM 6.4.3. If UE is an IND-UPD secure updatable encryption scheme, RISE is an

IND-ENC and IND-UPD secure updatable encryption scheme with homomorphic property,

and HVC is a secure vector commitment with homomorphic property and position hiding,

then our USS is IND-REENC-CPA secure.

PROOF. We prove the IND-REENC-CPA security via a sequence of games. As IND-

REENC-CPA security is defined in Definition 6.2.3, we need to prove that |Pr[Expind-reenc-cpa
USS,A

(1λ,M, n, 0) = 1]− Pr[Expind-reenc-cpa
USS,A (1λ,M, n, 1) = 1]| = negl(λ). In the high level, we

start from Expind-reenc-cpa
USS,A (1λ,M, n, 0) as the original game, and make one small change in

each of a sequence of games, and end up at Expind-reenc-cpa
USS,A (1λ,M, n, 1) as the final game. We

reduce the advantage of distinguishing between every two adjacent games to the advantage

of breaking the security of one of the building blocks including IND-UPD security of UE,

IND-UPD security of RISE, IND-ENC security of RISE, and the hiding property of HVC.

Since the building blocks satisfy the security requirements, the advantage of distinguishing

every two adjacent games is negligible. There are a constant number of games, and the
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summed advantage is still negligible, so the first game and last game are indistinguishable,

which means the probability difference that the adversary outputs the same is negligible.

Game0.: This game is same as Expind-reenc-cpa
USS,A (1λ,M, n, 0). We define G0 to be the event

that A outputs 1. Then we get

Pr[G0] = Pr[Expind-reenc-cpa
USS,A (1λ,M, n, 0) = 1].

Game1.: In this game, challenger C changes a bit from Game0 in running KeyUpclient(ske−1,

ske, sb, pp) ⇆ KeyUpserver(rep, pp) to output ⟨sb∗; rep∗⟩. Concretely, for each

i ∈ I, which means c0,i ̸= c1,i, challenger C randomly chooses mr,i, hr,i, rr,i from

the message space, commitment space and randomness space, respectively, where

|mr,i| = |m0,i|. Then run

UE.Enc(ske−1, i∥mr,i∥hr,i∥rr,i) → f̄r,i and replaces c0,i = (f̄0,i, f̂0,i) in rep0

with cr,i = (f̄r,i, f̂0,i) as input to run the KeyUp procedure. Since the key update

version of f̄r,i will be used in answering the O.FileUp(sb,m′i, i) query when sb =

sb∗ ∧ i ∈ I , challenger C will change the behavior as follows to reply such query. In

the FileUp procedure, C gets rid of the decryption and integrity check of retrieved

ciphertext, directly commits and encrypts on the new message m′i and uses h0,i,

calculates the change of i-th commitment δi = h′i − h0,i where h′i → COM(m′i; r
′
i)

to get the file update token and continue. Since the stub sb is generated using h0,i

and binds with its vector commitment proof in the second part of i-th ciphertext, the

same h0,i is used to update file to ensure the file updated version is a valid ciphertext,

consistent with Game0. A cannot notice the difference via corrupting both the epoch

key and ciphertext of the file’s updated version.

We define G1 to be the event that A outputs 1 in Game1. We claim that

|Pr[G1]− Pr[G0]| ≤ ϵind−upd

where ϵind−upd is the IND-UPD-advantage of UE scheme (which is negligible if UE

is IND-UPD secure).

The claim can be proven by observing that in Game 0, rep∗ = {c∗0,1, . . . , c∗0,n},

where c∗0,i = (f̄ ∗0,i, f̂
∗
0,i), includes a UE re-encryption of ciphertext f̄0,i that encrypts
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message i∥m0,i∥h0,i∥r0,i, while in Game 1, c∗0,i includes a UE re-encryption of

ciphertext f̄r,i that encrypts message i∥mr,i∥hr,i∥rr,i. Since UE is IND-UPD secure,

the adversary A should not be able to distinguish between the two games.

Game2: This game, makes one small change from Game1 to answer the challenge. Concretely,

in KeyUpclient(ske−1, ske, sb, pp) ⇆ KeyUpserver(rep, pp) to output ⟨sb∗; rep∗⟩, for

each i ∈ I, which means c0,i ̸= c1,i, challenger C randomly chooses Λr,i from the

vector commitment proof space to replace Λ0,i ← RISE.Dec(ske−1, f̂0,i), encrypts

it RISE.Enc(ske−1, λr,i) → f̂r,i, replaces f̂0,i with f̂r,i as input to run the KeyUp

procedure. Since the key update version of f̂r,i will be used in answering the

O.FileUp(sb,m′i, i) query when sb = sb∗ ∧ i ∈ I, challenger C will change the

behavior as follows to reply such query. In the FileUp procedure, when updating

f̂r,i, C addtionally run RISE.Enc(ske,Λ0,i/Λr,i)← rise.C∆, and replace f̂ ∗r,i with

f̂ ′
∗
r,i = f̂ ∗r,i ·rise.C∆ to answer the query. Since the stub sb is generated using h0,i and

binds with its vector commitment proof Λ0,i, while the second part of i-th ciphertext

in set L is related to Λr,i due to this game’s change, C recover the i-th ciphertext to

base on Λ0,i by running f̂ ′
∗
r,i = f̂ ∗r,i · rise.C∆, which is consistent with Game1. A

cannot notice the difference via corrupting both the epoch key and ciphertext of the

file’s updated version.

We define G2 to be the event that A outputs 1 in Game2. We claim that

|Pr[G2]− Pr[G1]| ≤ ϵ′ind−upd

where ϵ′ind−upd is the IND-UPD-advantage of RISE scheme (which is negligible if

RISE is IND-UPD secure).

The proof of this claim is essentially the observation that in Game1 rep∗ =

{c∗0,1, . . . , c∗0,n} where c∗0,i = (f̄ ∗0,i, f̂
∗
0,i) includes a RISE re-encryption of ciphertext

f̂0,i which encrypts proof Λ0,i, while in Game2, c∗0,1 include a RISE re-encryption of

ciphertext f̂r,i which encrypts the proof Λr,i. So the adversary A should not notice

the difference since RISE is IND-UPD secure.

Game3.: This game, makes one small change from Game2 to answer the challenge. Specific-

ally, in KeyUpclient(ske−1, ske, sb, pp) ⇆ KeyUpserver(rep, pp) to output ⟨sb∗; rep∗⟩,
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for each i ∈ I, which means c0,i ̸= c1,i, challenger C randomly chooses Λδr,i from

the vector commitment proof space to replace Λ0i to continue the KeyUp procedure.

Since the challenge ciphertext with one change in this game can be updated to a

non-challenge ciphertext if A queries O.FileUp(sb,m′i, i) where sb = sb∗ ∧ i ∈ I.

The non-challenge ciphertext could be decrypted if A corrupts the epoch key, which

is allowed. To make A’s view the same as in Game2, challenger C will change the

behavior as follows to reply to such query. In the FileUp procedure, when updating

f̂r,i, C addtionally run RISE.Enc(ske,Λ0i/Λδr,i)← rise.C ′∆, and replace f̂ ′
∗
r,i with

f̂ ′′
∗
r,i = f̂ ′

∗
r,i · rise.C ′∆ to answer the query. Since the stub sb binds with its vector

commitment proof Λ0i , while the second part of i-th ciphertext in set L is related

to Λδr,i due to this game’s change, C recover the i-th ciphertext to base on Λ0i by

running f̂ ′′
∗
r,i = f̂ ′

∗
r,i · rise.C ′∆, which is consistent with Game2. A cannot notice

the difference via corrupting both the epoch key and ciphertext of the file’s updated

version.

We define G3 to be the event that A outputs 1 in Game3. We claim that

|Pr[G3]− Pr[G2]| ≤ ϵind−enc

where ϵind−enc is the IND-ENC-advantage of RISE scheme (which is negligible if

RISE is IND-ENC secure).

The proof of this claim is essentially the observation that in Game2 rep∗ =

{c∗0,1, . . . , c∗0,n} where c∗0,i = (f̄ ∗0,i, f̂
∗
0,i) includes a RISE encryption of proof Λ0i ,

while in Game3, c∗0,1 include a RISE encryption of the proof Λδr,i. So the adversary

A should not notice the difference since RISE is IND-ENC secure.

Game4.: This game makes one small change of the stub of challenge ciphertext from Game3

to answer the challenge. Specifically, in running KeyUp procedure to output

⟨sb∗; rep∗⟩, for each i ∈ {1, . . . , n}, challenger C runs UE.Dec(ske−1, f̄0,i) →

(i∥m0,i∥h0,i∥r0,i) and UE.Dec(ske−1, f̄1,i) → (i∥m1,i∥h1,i∥r1,i) and gets mδ0−1 =

(h1,1 − h0,1, . . . , h1,n − h0,n). Replace 0 with mδ0−1 to run HVC.Com(mδ0−1) →

(Cmδ0−1
, auxδ), updates stub sb′∗ = sb∗ · Cmδ0−1

, and generates key update token

tk∗ = (∆∗, rise.∆∗,mδ0−1, auxδ) to continue the KeyUp procedure. In this game
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each value of h0,i,Λ0,i are changed to h1,i,Λ1,i. If i /∈ I, which means c0,i = c1,i,

also means h0,i = h1,i, the i-th ciphertext is a valid ciphertext that could be decrypted

correctly with the corrupted epoch key and does not leak information about h1,j with

other index j.

We define G4 to be the event that A outputs 1 in Game4. We claim that

|Pr[G4]− Pr[G3]| = ϵposition−hiding

where ϵposition−hiding is the position-hiding-advantage of HVC scheme (which is

negligible if HVC is a secure vector commitment scheme with position hiding and

homomorphic property).

The proof of this claim is essentially the observation that in Game3 sb∗ is vector

commitment corresponding to rep0 = {c0,1, . . . , c0,n}, while in Game4, sb∗ is a

vector commitment corresponding to rep1 = {c1,1, . . . , c1,n}. For those indices i

satisfying c0,i ̸= c1,i, the vector commitment and other indices’ message do not

leak information about the i-th element. So the adversary A should not notice the

difference since HVC is position hiding.

Game5: This game makes one small change on Game4, which is a reverse change of Game3

or getting rid of the change in Game3. Specifically, for each i ∈ I, which means

c0,i ̸= c1,i, challenger C changes Λδr,i back to the proof generated from HVC.Open

to continue the KeyUp procedure. We omit the details for simplicity. Please refer to

Game3 for details.

We define G5 to be the event that A outputs 1 in Game5. We claim that

|Pr[G5]− Pr[G4]| ≤ ϵind−enc

where ϵind−enc is the IND-ENC-advantage of RISE scheme (which is negligible if

RISE is IND-ENC secure).

The proof of this claim is identical to the observation of Game3 that in Game5

f̂ ∗1,i) includes a RISE encryption of proof Λ1i , while in Game4, f̂ ∗r,i) include a RISE

encryption of the proof Λδr,i. So the adversary A should not notice the difference

since RISE is IND-ENC secure.
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Game6: This game makes one small change on Game5, which is a reverse change of Game2 or

getting rid of the change in Game2. Specifically, in running KeyUpclient(ske−1, ske, sb,

pp) ⇆ KeyUpserver(rep, pp) to output ⟨sb∗; rep∗⟩, for each i ∈ I, which means

c0,i ̸= c1,i, challenger C replace Λr,i with Λ1,i ← RISE.Dec(ske−1, f̂1,i), encrypts

it RISE.Enc(ske−1, λ1,i) → f̂1,i, replaces f̂r,i with f̂1,i as input to run the KeyUp

procedure. We omit the details for simplicity. Please refer to Game2 for details.

We define G6 to be the event that A outputs 1 in Game6. We claim that

|Pr[G6]− Pr[G5]| ≤ ϵ′ind−upd

where ϵ′ind−upd is the IND-UPD-advantage of RISE scheme (which is negligible if

RISE is IND-UPD secure).

The proof of this claim is identical to the observation of Game2. That is in Game6

rep∗ = {c∗0,1, . . . , c∗0,n} where c∗0,i = (f̄ ∗0,i, f̂
∗
1,i) includes a RISE re-encryption of

ciphertext f̂1,i which encrypts proof Λ1,i, while in Game5, c∗0,1 include a RISE

re-encryption of ciphertext f̂r,i which encrypts the proof Λr,i. So the adversary A

should not notice the difference since RISE is IND-UPD secure.

Game7: This game makes one small change on Game6, which is a reverse change of Game1

or getting rid of the change in Game1. Concretely, for each i ∈ I, which means

c0,i ̸= c1,i, challenger C replaces f̄r,i with f̄1,i where c1,i = (f̄1,i, f̂1,i) in rep1, as

input to run the Keyup procedure. We omit the details for simplicity. Please refer to

Game1 for details.

We define G7 to be the event that A outputs 1 in Game7. Game7 is the same as

Expind-reenc-cpa
USS,A (1λ,M, n, 1). So Pr[G7] = Pr[Expind-reenc-cpa

USS,A (1λ,M, n, 1) = 1]. We

claim that

|Pr[G7]− Pr[G6]| ≤ ϵind−upd

where ϵind−upd is the IND-UPD-advantage of UE scheme (which is negligible if UE

is IND-UPD secure).

The proof of this claim is identical to the observation of Game1. That is, in Game7

rep∗ = {c∗1,1, . . . , c∗1,n} where c∗1,i = (f̄ ∗1,i, f̂
∗
1,i) includes a UE re-encryption of

ciphertext f̄1,i which encrypts message i∥m1,i∥h1,i∥r1,i, while in Game6, c∗0,1 include
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a UE re-encryption of ciphertext f̄r,i which encryptps the message i∥mr,i∥hr,i∥rr,i.

So the adversary A should not notice the difference since UE is IND-UPD secure.

Then we get∣∣∣Pr[Expind-reenc-cpa
USS,A (1λ,M, n, 1) = 1]− Expind-reenc-cpa

USS,A (1λ,M, n, 0) = 1]
∣∣∣

≤2ϵind−upd + 2ϵ′ind−upd + 2ϵind−enc + ϵposition−hiding

□

THEOREM 6.4.4. Let USS denote an updatable secure storage scheme. COM is secure

commitment with binding property, and HVC is a secure vector commitment with position

binding, then USS is OF-PTXT secure.

PROOF. Intuitively, we first assume that USS is not OF-PTXT secure, and then construct

contradictions with the existing properties of building blocks to prove the theorem. In the

Expof-ptxt
USS,A(1

λ,M, n) experiment, given the stub sbe and the epoch key ske, to win the game,

A needs to provide a ciphertext fi and interact with challenger running USS.Rev procedure

and enable the challenger to retrieve a file m′i which is different from the i-th element mi of

the latest message vector m corresponding to the stub sbe.

Since we assume USS is not OF-PTXT secure, then there exists A winning the experiment

Expof-ptxt
USS,A(1

λ,M, n) by enabling the file m′i ̸= mi retrieval. That means the commitment of

m′i passes the verification algorithm of HVC.Ver. SoA could win in two cases: one case is that

A finds a collision for the commitment hi, i.e., COM(m′i; r
′
i) = COM(mi; ri) = hi, which is

contradictory with the binding property of COM; the other case is thatA finds the collision for

the HVC, i.e., two different elements hi ̸= h′i pass the i-th vector commitment verification for

the same stub sbe, which is contradictory with HVC’s position-binding property. So we can

reduce USS’s OF-PTXT property to COM’s binding property and HVC’s position binding

property. □
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6.5 Future Works

Although Updatable Encryption (UE) is a promising approach for secure storage of data,

it cannot be directly applied to frequently updated databases due to the risk of a malicious

server inducing the client to accept an outdated version of a file instead of the latest one. To

address this issue, we propose a scheme called Updatable Secure Storage (USS) that provides

a secure and key-rotatable solution for dynamic databases. However, we acknowledge that the

USS scheme presented in this chapter is still far from practical due to its high computational

and communication overheads. Therefore, we suggest several directions for future work to

improve the efficiency and usability of the USS scheme.

General construction for general UE. In this paper, we present a construction based on

ciphertext-independent UE (CIUE) schemes, which we describe using the UE syntax intro-

duced in this work. Our construction can be extended to more general ciphertext-dependent

UE (CDUE) schemes. From a construction perspective, this extension is straightforward.

However, ensuring security in the presence of both CIUE and CDUE requires a careful

consideration of the security model. CDUE models offer more fine-grained control over token

corruption, which requires a more nuanced modeling and analysis approach. We show that

existing CDUE schemes are secure under some applicable security models and can be used as

black-box components in the proof of USS security. This result has not been formalized or

proven before.

Enhancing performance for files of significant size. Our USS scheme has the potential to

offer practical efficiency, even when encrypting large files, thanks to its adherence to the KEM

+ DEM paradigm. Specifically, the DEM component of our scheme can be any UE ciphertext

with IND-CPA security, allowing for the construction of an efficient DEM component directly

from existing UE schemes. A black-box approach, such as the one proposed in [124], can be

used to achieve this goal, thereby leveraging the efficiency of UE schemes. Meanwhile, the

KEM component operates on a constant amount of data, ensuring strong security guarantees

against attacks on data confidentiality and integrity without sacrificing efficiency. The ability
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to efficiently encrypt large files is particularly important in scenarios where substantial

volumes of data are outsourced.

Towards full-fledged version control with post-compromise security. In this paper, we focus

on achieving the first step of version control, which involves ensuring the integrity of the

latest version of a database. However, we do not currently support a fall-back function that

would allow users to revert to any prior version of the database. Enabling this feature would

require the database to store all historical versions or changes. One approach to implementing

a limited fall-back function involves pre-configuring a set of versions for a file with empty or

meaningless data and updating the corresponding version when the user makes changes. The

stub would contain information on all versions to prevent malicious servers from manipulating

any version to deceive users. During each key update, all versions of ciphertext undergo key

rotation to hide the update history from external attackers.



CHAPTER 7

Conclusion and Future Works

In this dissertation, we initiate the study of end-to-end secure storage and focus our research

on three key dimensions: end-to-end secure storage services for other Apps, with version

control functionality and full-fledged end-to-end security, and with post-compromise security.

The specific open problems related to each dimension are discussed in detail in the respective

technical chapters. Here, we take a broader perspective to provide an overview of secure

storage as a service, highlighting broader and more intriguing research directions.

End-to-end secure storage is both an important and fascinating area of study. The secure

storage industry predates its academic exploration, but both remain far from achieving the

maturity seen in fields like end-to-end secure messaging. Numerous interesting challenges

persist, including understanding the security of practical systems mentioned in Sec 4.6,

supporting more advanced security such as post-compromise security in practical design

mentioned in Sec3.8 and Sec 6.5, enabling more advanced data operations supported in plain

cloud storage, such as search mentioned in Sec 3.8, code review of GitHub mentioned in

Sec 4.6, and more.

Looking beyond its standalone significance, end-to-end secure storage can also be envisioned

as a foundational service that facilitates and enhances the security and functionality of

other services mentioned a bit in Sec 3.8, such as end-to-end secure messaging, online

collaboration, and more. One of our ongoing projects explores how end-to-end secure storage

can be leveraged to build a more robust end-to-end secure messaging service. Additionally,

services like online collaboration and even web service could benefit significantly from end-

to-end secure storage, not only in terms of enhanced security but also by addressing further

challenges such as accessibility, service robustness, and data processing efficiency.
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