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Abstract

Privacy and compliance are essential pillars of modern society, with privacy safeguarding
individual autonomy and compliance ensuring adherence to norms and regulations. Effective
compliance must uphold privacy to ensure trust and legitimacy, while privacy frameworks
depend on compliance to implement safeguards and ensure accountability. The transparent
nature of emerging blockchain technology presents unique challenges to balancing these
principles, especially in regulated sectors.

To study the privacy and compliance issues in blockchain systems, this thesis focuses on
three key domains, each exemplified by a representative application. For each application, it
provides concrete and efficient constructions. Additionally, it introduces a novel cryptographic
tool, serving as a building block for developing private and compliant blockchain applications.

The thesis begins by addressing privacy concerns in centralized cryptocurrency exchange
platforms, proposing a privacy-preserving exchange system that achieves user anonymity and
regulatory compliance simultaneously. Next, it focuses on privacy as a regulatory mandate,
presenting a secure dark pool system that employs secure multiparty computation to preserve
privacy while ensuring market stability. It then explores scenarios where privacy is exploited,
proposing a novel mechanism to prevent gas fee concurrency attacks in relay systems, ensuring
fair compensation without compromising anonymity. This work also introduces predicate
aggregate signatures motivated by blockchain governance, a new cryptographic primitive that
integrates privacy protection into compliance settings, enabling anonymous aggregation of
signatures while maintaining compliance with public predicates.

Through these applications and the fundamental tool, this thesis demonstrates how privacy
and compliance can be balanced using innovative cryptographic techniques, offering practical

solutions for real-world blockchain applications.
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CHAPTER 1

Introduction

1.1 Background

Privacy and compliance have been fundamental to the organization and stability of societies
throughout history, evolving alongside social, political, and technological advancements.
Their importance lies in their ability to safeguard individual freedoms, promote trust, and

ensure the fair functioning of societal systems.

Privacy as a basic right. Privacy serves as a cornerstone of personal autonomy and dignity
[1, 2]. In ancient times, privacy was primarily centered on maintaining the confidentiality of
personal, political, and commercial matters. While not formalized as a right, the inherent
value of privacy is evident in how people resisted excessive scrutiny and safeguarded their
secrets. This was achieved through methods such as physical isolation, coded communication,
or reliance on trusted intermediaries. Notable examples include private communication during
wartime to protect strategic information, anonymous whistleblowing to expose wrongdoing

without being retaliated against, and using secret ballots to ensure fairness in voting.

In recent decades, privacy has become even more critical. As societies have transitioned to
digital and interconnected environments, vast amounts of personal and organizational data
are constantly being generated, stored, and analyzed, such as digital transaction information,
including the sender, receiver, and transaction amount. The rise of surveillance technologies,
data mining, and the commodification of personal information has heightened concerns about

privacy breaches, misuse, and unauthorized access. Protecting privacy ensures individual

1



2 1 INTRODUCTION

freedom and the ethical use of information, fostering trust between individuals, organizations,

and governing bodies.

Compliance enforced by the regulation. While privacy focuses on individual autonomy,
compliance upholds societal cohesion by enforcing adherence to established norms, rules,
and regulations [3]. In ancient civilizations, compliance was maintained through direct
surveillance, taxation systems, and conformity to social and religious norms. Governments
and rulers closely monitored activities to uphold law and order. Though rudimentary, these

mechanisms laid the foundation for modern compliance practices.

Today, compliance is a critical framework across domains like finance, healthcare, and digital
communication, ensuring ethical and lawful operations while protecting private and public
interests. Key components include Know Your Customer (KYC) [4], which collects and
verifies customer information, such as name, address, and date of birth, to prevent fraud
and money laundering through data collection and transaction monitoring, and Anti-Money
Laundering (AML) [5], which enforces regulations to detect and report financial crimes

through due diligence and monitoring systems.

Coexistence of privacy and compliance. While privacy and compliance may appear at odds
— privacy seeks to limit oversight, while compliance often involves monitoring — they are
deeply interconnected. Effective compliance mechanisms must respect privacy to maintain
legitimacy and public trust. Conversely, privacy frameworks usually rely on compliance to
enforce safeguards and hold violators accountable. Striking the right balance between these
two principles is essential in creating systems that protect individual freedoms while ensuring

societal order and accountability.

The importance of privacy and compliance extends beyond individuals to influence the
stability and resilience of entire societies. Ensuring privacy fosters innovation and creativity,
as people are more likely to express themselves and share ideas without fear of intrusion.
Robust compliance systems, on the other hand, build trust in institutions, prevent corruption,
and promote fair practices. Together, they create an environment where individuals and

organizations can thrive while contributing to the common good.
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1.2 Challenges in Blockchain Era

The raising of blockchain. Initially introduced in 2008 by Satoshi Nakamoto as the under-
lying technology for Bitcoin [6], blockchain emerged as a decentralized, transparent, and

tamper-resistant system for managing transactions without the need for intermediaries.

At its core, a blockchain is a distributed ledger that records transactions in a series of blocks
linked together. Each block is immutable once added, ensuring data integrity. It was built
on cryptographic concepts such as public-key cryptography, hashing algorithms, and Merkle
trees. Its development over the years has expanded far beyond cryptocurrency, finding
applications in various industries such as finance, supply chain, healthcare, and governance.
Blockchain’s decentralized nature eliminates single points of failure and fosters transparency,

as all participants in the network have access to the same information.

The launch of Ethereum in 2015 [7] marked a transformative step forward for blockchain tech-
nology. It introduced smart contracts, self-executing programs embedded in the blockchain
that automatically enforce agreements when predefined conditions are met. Smart contracts
expanded blockchain’s potential far beyond cryptocurrency, paving the way for decentralized
applications (dApps). Their transparency, tamper-resistance, and versatility have made them

invaluable across industries such as finance, supply chain, real estate, and healthcare.

Given the regulatory complexities associated with these applications, implementing a com-
pliance framework in blockchain systems is highly desirable. Such a framework ensures
legal and regulatory adherence while preserving blockchain’s decentralized nature. Key
components include identity verification (KYC/AML) to authenticate participants, real-time
transaction monitoring to prevent illicit activities, smart contract audits to ensure operational
compliance, and data privacy measures to safeguard sensitive information. Together, these

measures create secure, transparent, and legally compliant blockchain ecosystems.

Privacy and compliance in blockchain evolution. While blockchain technology offers
groundbreaking potential, it also brings new challenges, particularly in privacy. A core feature

of blockchain is its transparency, with the entire ledger replicated across a permissionless
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network. Consequently, any data submitted to the blockchain becomes publicly visible,
exposing transaction details and personal information. For example, the identities of the
sender, the receiver, and the amount of the transaction. In contrast, centralized systems restrict
access to such data, with only a few data centers having visibility into users’ transaction
history and sensitive information. This stark difference has raised significant privacy concerns,

as many users are reluctant to have their confidential data openly accessible on the blockchain.

Many privacy-centric designs have been proposed to deal with privacy concerns, such as those
found in certain cryptocurrencies [8, 9]. While these approaches effectively safeguard user
privacy, they can impede regulatory oversight, sparking concerns about their potential misuse
for illicit activities. Countries like Japan and South Korea have already delisted privacy coins

from major exchanges [10].

Regulatory requirements in blockchain-related systems focus on identity verification, tax
compliance, and sanctions enforcement. Know Your Customer (KYC) mandates identity
binding at entry and exit points, such as exchanges like Binance and Coinbase [11]. Tax
reporting requires users to disclose profits or losses for taxation, as enforced by agencies like
the IRS in the U.S. for crypto asset disposals [12]. Sanctions compliance involves enforcing
restrictions on certain individuals or entities, exemplified by OFAC’s blacklist of crypto

addresses [13].

In summary, the main challenge lies in balancing blockchain’s inherent transparency with
privacy protection. It is critical to the technology’s adoption in highly regulated domains.
Addressing this challenge requires innovative approaches that integrate privacy-preserving

techniques with regulatory compliance mechanisms.
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1.3 Balance the Privacy and Compliance

1.3.1 Previous Works

We now undertake an overview of previous works related to privacy and compliance in

blockchain applications.

Private payment systems There are famous private payment systems built on a single
closed blockchain, such as Zcash [8] and Monero [9]. Ben-Sasson et al. [14] introduced
Zerocash, the first fully-featured and cryptographically rigorous payment system. It improves
upon the efficiency and security of Zerocoin by Miers et al. [15]. Currently deployed in
the cryptocurrency Zcash, Zerocash leverages succinct proofs and enables constant-time
verification. However, its design requires a trusted setup and includes a constantly growing
UTXO set. Monero [9] is another private cryptocurrency that enhances privacy by concealing

UTXO values and obfuscating transaction inputs through the use of decoy UTXOs.

The advent of Ethereum has highlighted the remarkable versatility of smart contracts. Several
studies have explored deploying private payment systems on the public Ethereum blockchain
using smart contracts. Notable examples include the anonymous Zether protocol [16, 17] and

Tornado Cash [18].

Many solutions have been proposed in the off-chain setting. They perform as opt-in tools that
enhance privacy for existing cryptocurrencies. TumbleBit [19] is a unidirectional payment
channel hub (PCH) relying on an untrusted intermediary called Tumbler and Hashed Timelock
Contracts (HTLCs). The Tumbler issues anonymous payments that users can cash out to
Bitcoins. It is also guaranteed that the Tumbler cannot engage in theft of Bitcoins or make
payments to itself. Anonymous atomic locks (A2L) is introduced in [20] where the authors
propose a payment channel hub (PCH) upon it. This PCH functions as a three-party protocol
designed for conditional transactions, in which an intermediary (referred to as the hub)
disburses funds to the recipient contingent upon the recipient’s successful resolution of a
puzzle, aided by the sender. This arrangement signifies that the sender compensates the hub.

The utilization of a randomized puzzle ensures that the hub cannot establish a connection
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between the sender and the recipient involved in a payment. Since the payment amount can
be used to link the sender and receiver trivially, the unlinkability requires the amount to be
fixed [19, 20, 21]. This restriction is removed by Qin et al. in [22]. They proposed Bindhub,

which is a PCH that achieves private payments with variable amounts by concealing them.

LDSP [23] is a layer-2 cryptocurrency payment system that supports payer privacy. It is
designed in the setting of shopping with cryptocurrency, where the payer is the customer
and the receiver is the merchant. There is also an untrusted entity called the leader who is in
charge of issuing coins for customers and merchants. Customers can transfer coins off-chain
with low latency. The leader cannot link the spent coin with any customer. At the same time,

the merchants are guaranteed to receive the coins.

Private payment with accountability. There are some works in studying to achieve privacy-
preserving and accountability at the same time. PGC [24] is an auditable, decentralized,
confidential payment system. It offers transaction confidentiality and two levels of auditability,
namely, regulation compliance and global supervision at the same time. Androulaki et al.
[25] present a privacy-preserving token payment system for permissioned blockchains with
auditing. The content of transactions is concealed, and only some authorized parties can

inspect them.

UTT [26] stands as a decentralized electronic cash payment system designed to incorporate
accountable privacy measures. One of its key features is the integration of anonymous budgets,
which contribute to maintaining a balance between privacy and accountability. Within the UTT
framework, senders are empowered to generate payments in an anonymous manner, but this
is subject to a predefined monetary limit per month. Once this limit is exceeded, the system
mandates that their transactions must become visible and transparent to a governing authority.
This approach ensures that while users can transact with a certain degree of privacy, their

financial activities remain accountable when they surpass the specified budgetary threshold.

Platypus [27] is a payment system designed for use within the context of a central bank
digital currency (CBDC) environment. It focuses on enabling transactions that are unlinkable,

ensuring privacy while also accommodating regulatory requirements. The system introduces
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a versatile regulatory framework, which can be applied across various scenarios, and it
effectively enforces limitations on holdings and receipts as specific instances of regulatory

control.

Insufficiency of existing works. In spite of the advancements in private payment designs, they
cannot accommodate the full range of versatile blockchain applications. Integrating private
payment systems with other mechanisms introduces new challenges that may compromise user
anonymity or lead to financial loss for honest users. For example, cryptocurrency exchanges
require handling multiple cryptocurrencies across different blockchains, involving complex
order matching and computing the revenues of each exchange transaction, which goes beyond
the scope of single-blockchain payment systems. Additionally, existing constructions face
inherent limitations, such as the trade-off between trust and efficiency in MPC-based dark
pool schemes, where MPC is a cryptographic technique that allows a group of parties to
jointly compute a function over their private inputs without revealing those inputs to each
other. Regarding the cryptographic tools, most of them only focus on either compliance or
privacy. For instance, multi-signatures and aggregate signatures reveal the identities of the
signers, whereas threshold signatures completely obscure them. These issues underscore
the need to examine blockchain applications individually to balance privacy and compliance

appropriately.

1.3.2 Categorize the Applications

Striking a balance between privacy and compliance in blockchain contexts remains a chal-
lenging open problem due to the diverse range of applications, and there is no panacea to
address all scenarios efficiently. Previous works mainly focus on the payment system while
overlooking some other interesting blockchain-related contexts in the current world. We
also note that both privacy and compliance are crucial, yet one may often be compromised
in practice. Therefore, we categorize these scenarios into the following three branches as a

starting point.
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e Compliable but not private. In certain blockchain designs, compliance requirements

take precedence, often leading to the neglect of privacy. This imbalance creates significant
risks, as the lack of privacy mechanisms links users’ real-world identities to all their
future transactions on the blockchain. For example, centralized cryptocurrency exchange
platforms serve as online marketplaces that facilitate the exchange of digital assets, such
as Bitcoin and Ethereum, for fiat currencies (e.g., USD, EUR) or other cryptocurrencies.
Examples include Binance [28], Coinbase [29], etc. These platforms typically require users
to provide personal information, including real identities and tax documents, to comply
with KYC, AML, and tax regulations. While these requirements are essential for regulatory
compliance, they compromise user privacy by linking real-world identities to blockchain
transactions. This association exposes a user’s entire transaction history on the blockchain,
creating significant privacy concerns.

Privacy as a compliance mandate. In some cases, privacy is not merely a separate
feature but has become a part of compliance. Regulations like the General Data Protection
Regulation (GDPR) [30] and the California Consumer Privacy Act (CCPA) [31] mandate
robust privacy safeguards. Another instance is trading in the dark pool. It serves as a
compelling example of an application, demonstrating the concept of privacy as a compliance
mandate.

Trading cryptocurrencies in dark pools is crucial because the prices of cryptocurrencies are
highly volatile and susceptible to significant fluctuations caused by large-volume trades.
In public markets, substantial buy or sell orders can lead to price slippage and market
manipulation, negatively impacting both the traders executing the orders and the broader
market. Dark pools mitigate these risks by enabling large trades to be executed privately
without immediate exposure to the public order book. This confidentiality reduces the
market impact and maintains price stability. Dark pools for trading cryptocurrencies
operate in a relatively nascent and evolving regulatory landscape, necessitating innovative
compliance mechanisms without compromising user privacy. The trading details like asset
types, volumes, and participants’ identities should be concealed while ensuring operational

efficiency.
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e Privacy abuse that needs compliance. Some blockchain designs prioritize privacy above
all else, often neglecting the need for compliance. While privacy is crucial for protecting
sensitive user information, an overemphasis on it can lead to potential abuses. In these
cases, the very feature meant to protect users’ privacy can be exploited by malicious actors,
causing honest participants to suffer financial losses.

For example, the gas fee mechanism in Ethereum is designed to prevent infinite loop
attacks. To invoke smart contracts on the Ethereum network, users must pay a gas fee. One
such smart contract, Anonymous Zether [16, 17], aims to facilitate anonymous payments.
However, paying the gas fee when calling such a contract inadvertently reveals the sender’s
identity, undermining the intended privacy. To address this issue, a relay mechanism is
used, where a third party (the relayer) pays the gas fee on behalf of the user, preserving
anonymity. However, when there are multiple relayers without a central organization or
timely synchronization, malicious users can exploit the system. In this case, a user could
send requests to multiple relayers at the same time. Each relayer then pays the gas fee,
but only one relayer would receive compensation, resulting in financial losses for the
other relayers. Meanwhile, the malicious user cannot be identified or punished due to the

anonymity guarantee.

Building on the above categorizations, examining typical applications within each category
provides deeper insights into the balance issues in blockchain applications. In fact, we have
achieved fruitful results, ranging from system designs to foundational tool studies, which will

be highlighted in the next section.

1.4 Main Results and Thesis Structure

Striking a balance between privacy and compliance in various blockchain applications remains
a challenging open problem. As shown in Figure 1.1, this thesis conducts an in-depth
exploration of privacy and compliance in blockchain systems across three key branches,
presenting a representative application within each as an illustrative example. Each application

is accompanied by concrete and efficient constructions, demonstrating practical solutions to



10 1 INTRODUCTION

Charon: Private
Cryptocurrencies
Trading in Dark Pool

Pisces: Private and

Compliable
Cryptocurrency
Exchange [NDSS’24]
Fair Relay in
Anonymous Zether
Private and Compliable Blockchain Applications
PAS: Predicate
Aggregate ",
Signatures i Crg, dezh?olls

[AsiaCrypt’23]

FIGURE 1.1. Main results

specific challenges. Furthermore, an innovative cryptographic tool is proposed that serves as
a core building block for private and compliable blockchain applications. These contributions

are outlined as follows.

e Private and compliable cryptocurrency exchange. We first focus on the scenario of the
centralized cryptocurrency exchange platform, where stringent compliance requirements
often infringe upon users’ privacy. It introduces a private and compliable cryptocurrency
exchange system [32] that, for the first time, restores user anonymity without compromising
regulatory compliance, such as KYC and AML. The system ensures that users cannot
double-spend and mandates proper reporting of accumulated profits for tax purposes. It

features a carefully designed model and an efficient construction that achieves constant
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computation and communication overhead using simple cryptographic tools and rigor-
ous security guarantees. The implementation showcases its practicality, highlighting its
feasibility for real-world applications.

Private cryptocurrencies trading in dark pool. We also explore scenarios where privacy
serves as the compliance mandate, with a focus on the dark pool cryptocurrency trading
application. We introduce Charon, a secure and efficient cryptocurrency dark pool trading
system that relies on a centralized platform acting as an intermediary. Leveraging secure
multiparty computation, Charon ensures eligibility matching and trade volume matching
while safeguarding critical order information, such as asset name, trading direction, and
volume. This system provides robust security against semi-honest platforms and malicious
traders. Two volume-matching constructions are presented: the first achieves logarithmic
rounds of secure comparison w.r.t. the number of orders, while the second enhances
performance through constant-round parallel comparison and stronger privacy protections.
Both constructions are implemented and evaluated, showcasing their practical effectiveness
in secure dark pool operations.

Fair relay system in anonymous Zether. We then examine scenarios where privacy protec-
tion is exploited, highlighting the need for effective compliance mechanisms by identifying
the concurrency attack within the relay system for anonymous Zether in Ethereum. In this
case, a malicious user could request multiple relayers to broadcast the same transaction
and pay the gas fee, but only one relayer can get paid, resulting in financial losses for
the other relayers. Even worse, the malicious user cannot be identified or punished due
to the anonymity guarantee. To address this issue, a novel abuse deterring anonymous
credential (ADAC) is proposed, capable of detecting instances where a user signs the same
tag multiple times, even when using credentials issued by different entities. We further
introduce a concrete scheme that integrates ADAC into the relay mechanism to achieve
fairness. This solution preserves the anonymity of honest participants while ensuring
fair gas fee distribution: honest senders remain unaffected, and honest relayers can get
reimbursed if targeted by an attack.

Predicate aggregate signatures. Last but not least, we initiate the study of predicate

aggregate signatures (PAS) [33]. It allows users to sign multiple messages, with their
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individual signatures aggregated by a combiner, while maintaining the anonymity of the
signers. The resulting aggregated signature reveals only a concise description of the signers
for each message and ensures that both the signers and their description satisfy a specified
public predicate aligned with compliance requirements. It finds various applications, such
as blockchain governance and anonymous reputation systems. For example, in the on-chain
voting setting, the user votes by signing for the proposal and sends it to the combiner. On
receiving many users’ votes, the combiner posts a final PAS signature on the chain, which
hides these voters’ identities and only reveals that they satisfy the vote rules. A formal
definition of PAS is provided with an efficient construction that achieves a logarithmic-size
signature and logarithmic verification time, enhancing efficiency while preserving privacy

and compliance.

Thesis structure. This thesis conducts an in-depth exploration of balancing privacy and

compliance in blockchain applications. The remaining thesis is organized as follows.

Chapter 2 introduces the foundational concepts necessary for understanding the work, includ-
ing key cryptographic building blocks and blockchain-related definitions.

Chapter 3 introduces Pisces, a private and compliable cryptocurrency exchange system that
restores user anonymity without compromising regulatory compliance, such as KYC, AML,
and tax filing.

Chapter 4 presents Charon, a secure and efficient cryptocurrency dark pool trading system. It
ensures efficient matching while safeguarding critical order information, such as asset name,
trading direction, and volume.

Chapter 5 focuses on the fair relay system for anonymous Zether in Ethereum. We propose a
novel abuse deterring anonymous credentials and utilize them as the building block in the
relay mechanism to achieve fairness without affecting honest users’ privacy.

Chapter 6 studies the predicate aggregate signatures that allow users to sign multiple messages
with their individual signatures aggregated by a combiner. The resulting aggregated signature
maintains the signers’ anonymity and reveals only that the signers satisfy a specified public
predicate.

Chapter 7 concludes this thesis by summarizing the key results presented, highlighting the
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foundational methodological insights, and exploring several promising directions for future

research.



CHAPTER 2

Preliminary

2.1 Notations

Throughout this paper, we denote with A € N the security parameter, and by poly(\) any
function which bounded by a polynomial in A. An algorithm A is said to be PPT if it is
modeled as a probabilistic Turing machine that runs in time polynomial in A. Informally, we
say that a function is negligible if it vanishes faster than the inverse of any polynomial. A
function f : N — R is negligible if, for every positive integer ¢, there exists an integer

such that | f(x)| < 1/2¢ for all z > x,. It is denoted by negl.

For a finite set S, x <% S means that x is chosen uniformly from S. If n is an integer, [n]
denotes the set of positive integers 1,2, ..., n. We use bold letter for vector, for example
a = (a1, ...,a,) € Zjy. We use o to denote the Hadamard product: aob = (ay - by, ..., an - by)

fora,b € Zj and use (a, b) := )" a; - b; to denote the inner product between a, b.

We write (A, B) to denote interactive algorithms A, B engage in an interactive protocol, take

their respective inputs, and share some transcripts.

Bilinear Map. On input the security parameter 1%, a group generator G.Gen(1%) produces
public parameters G.pp = (¢, G, g), where ¢ is a prime of length A, and G is a cyclic group of
order ¢ with generator g. Similarly, a bilinear group generator BG.Gen (1) produces public
parameters BG.pp = (¢, Gy, Gy, Gr, g, g, €) where G; = (g), Gy = (g), Gy are groups of
order g. The map e : G; X Gy — Gy define g7 = e(g, ), the map is bilinear, (for all

a,b € Zy, e(g*%,3°) = e(g,3)™) and non-degenerate (for all generators g of Gy, § of Ga,
14
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Gr = (e(g,7))). We assume G; # G, and we are working on Type III groups [34] who do

not have efficiently computable homomorphisms between G; and G,.

We also use a1, [bo, [c]r denotes the element g%, 3°, g% in Gy, Gy, G respectively. We
use [z]; denotes the vector (¢, ...,¢g"") € G} for x = (21,...,7,) € Z;. We write all
groups additively, e.g., [a]; + [b]; = [a + b]; denotes g° - ¢® = g**°, b - [a], = [ab]; denotes
(9)" = g, [z]i + [y = [w+y]s denotes (g™, ..., g™ )0 (9", ..., g") = (g™ F¥, .., g™ F ),
oy = (g™, ..o g™), [w]f = 30, i - [wh = Iy g™

For [a]; € G} and [b], € G2, let ([al1, [bl2) = e([a]1,[bl2) = > i, e([a]1, [b;]2) denote
the inner pairing product between [a], [b]2. Given a vector v = (vy, ..., v,,) with even n, we
denote vy = (v1, ..., Uns2) and v, = (Vy/241, .., Un). For k € Z; we use k" to denote the

vector containing the first n powers of k, i.e., k" = (1, k, k?, ..., k"7 1).

2.2 Assumptions

DEFINITION 1 (DDH assumption). Let (¢, G, g) + G.Gen(1*) be a group generator. The
DDH assumption holds for G.Gen if the following distributions are indistinguishable: (g, g°,
g°, 9% :a,b<s7Z,) and (g9,9% g%, g : a,b,c <$Z,)

DEFINITION 2 (DLOG assumption). Let (q,G, g) < G.Gen(1%) be a group generator. The
DLOG assumption holds for G.Gen if for all PPT adversary A we have: Pr[A(q,G, g, X) =
z|(q,G, g) + G.Gen(1*),x +$ Z,, X = ¢*] < negl(\)

DEFINITION 3 (SXDH assumption [34]). Let (q,G1, Gy, Gr,e,9,7) + BG.Gen(1*) be a
bilinear group generator. The SXDH assumption holds for BG.Gen if DDH assumption holds
for G| and G..

DEFINITION 4 (co-CDH assumption[35]). Let (¢, Gy, Go,Gr,e,g,7) + BG.Gen(1?) be a
bilinear group generator. The co-CDH assumption holds for BG.Gen if for all PPT A, given
[a]1, [b]2 where a,b < Z,, the probability that A can produce [ab|; is negligible.

DEFINITION 5 (DPair assumption [34]). Let (q,G1,Gy,Gr,e,9,7) < BG.Gen(1*) be a
bilinear group generator, n = poly(\). The double-pairing (DPair) assumption holds for
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BG.Gen if for all PPT adversary A, given [r|, <$ Gy, the probability that A can produce
[a]a, [b]2 € Ga s.t. e([r]1, [a]2) + e(g, [b]2) = [0]r and a,b # O is negligible.

DEFINITION 6 (ML-Find-Rep assumption [36]). Let (¢,G,g) + G.Gen(1*) be a group
generator, n. = poly(\) which a power of 2, v = log n. The ML-Find-Rep assumption holds
for G.Gen if for all PPT adversary A we have: Pr[A(q,G,[r], X) — a € Z] s.t. [r]* =
[0]Aa #0|(q,G, g) « G.Gen(1*), (x1, ..., z,) S Z,r = (1,21, 3, 2123, ..., 21 - - T,,)] <
negl(\).

DEFINITION 7 (DPair-ML assumption). Let (¢, Gy, Gy, Gr, e, g, ) < BG.Gen(1) be a bi-
linear group generator, n = poly(\) which a power of 2. The DPair-ML assumption holds for
BG.Gen if for all PPT adversary A, given [r]|; € G, where r = (1,21, 9, x1Z2, ..., T1 - T},)
for (x1,...,1,) < ZY, the probability that A can produce [s]; € G} s.t. e([r]1,[s]2) = [0]r

is negligible.

The DPair-ML assumption is implied by the SXDH assumption and ML-Find-Rep assumption.

2.3 Cryptographic Primitives

For completeness, we briefly introduce some cryptographic primitives and constructions here.

Commitment. A commitment scheme allows one to commit to a chosen value secretly, with
the ability to open only to the same committed value later. A commitment scheme 11,
consists of the following PPT algorithms:

Setup(1*) — pp: generates the public parameter pp.

Com(m;r) — com: generates the commitment for the message m using the randomness r.

Hiding. A commitment scheme is said to be hiding if the commitment does not reveal any
information about the committed value.
Binding. A commitment scheme is said to be binding if a commitment can only be opened to

one value.
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Additively homomorphic. A commitment is additively homomorphic if for any values mq, ms

and randomness 71, ro: Com(my;71) + Com(myg;ry) = Com(my + ma; 1 + 12).

Pedersen commitment. For messages m € Zj and any i € {1,2,7'}, the Pedersen commit-
ment is defined by:
Setup(1*) — pp: g s G2, h +s G;.

Com(m;r) — com: Com(m;r) = g™ - h" € G; where r < Z,,.

The Pedersen commitment is additively homomorphic, perfectly hiding and computationally

binding under the DLOG assumption.

AFGHO commitment. Abe et al. [34] defined a structure-preserving commitment to group
elements. In this case we have the message space G5:

Setup(1*) — pp: Run (¢, Gy, Gy, Gr, e, g,7) + G(1?), the commitment key ck; := g <
G?T.

Com(m;r) — com: for [m|y, € G, Com([mly;[r]a) = (cki, [m]s) + e(g,[r]2) where

[T’]Q <3 GQ.

To commit to messages in G, we can just interchange the role of G; and G, in the above
construction with cky € GJ.

The AFGHO commitment is additively homomorphic, perfectly hiding and computationally
binding under the SXDH assumption.

Structured AFGHO. Based on the updatable common reference string technique of Daza
et al. [36], we give the modified AFGHO commitment with structured commitment keys

cky, cky which are generated as below.

(pp, [r]1 € Gy,cky = [r]1 € GT, vk, = [x], € GY) € L¢,,, &

[ri]1 = [l AVi € [v],V] € [271], [Toi-145]1 = xi[rjh

2
Com

(pp, [s]2 € Ga,cky = [s]o € Gy, vk = [y]; € GY) € Lg,,, &

[s1]2 = [s]2 A Vi € [V], V) € [277], [sai-145)2 = wilsy]2

where 7, x; < Z, and s, y; < Z, for all i € [v].
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The structured AFGHO commitment is additively homomorphic, perfectly hiding and compu-
tationally binding under the SXDH and DPair-ML assumptions.

Hash functions. A cryptographic hash function H : {0,1}* — {0, 1}* is a function from the
domain of arbitrary bit string to the domain of \-bit strings, where A is the security parameter.
It should satisfy that:

Collision resistance. Cannot find two strings m and m' (m # m’) such that H(m) = H(m')
except with negligible probability in \.

Preimage resistance. Given y, cannot find x, such that H(z) = y, except with negligible

probability in A.

Random oracle model. The random oracle model [37] is a theoretical framework used in
cryptography to analyze the security of cryptographic protocols. In this model, a random
oracle is an idealized black box that provides truly random responses to every unique query. It
helps in proving the security of cryptographic schemes by assuming the existence of a perfect

hash function that behaves like a random function.

Public key encryption. A public key encryption scheme Ilpkg for encrypting a message m
has the following algorithms:

KeyGen(pp) — (pk, sk): takes public parameter pp as input, outputs the public encryption
key pk and secret decryption key sk.

Enc(m, pk,r) — c: given the message m, public key pk and randomness r, computes a
ciphertext c.

Dec(c, sk) — m: given the ciphertext ¢, secret key sk, computes a message m.

The public key encryption scheme should satisfy the correctness and IND-CPA security:
Correctness. The decryption of ciphertext results in the original message provided that the
correct secret key is used.

IND-CPA security. The encryption scheme must achieve the security of indistinguishability
under the chosen plaintext attack (IND-CPA), which is equivalent to semantic security and
essentially captures that only negligible information about the message can be feasibly

extracted from the ciphertext.



2.3 CRYPTOGRAPHIC PRIMITIVES 19

Digital signatures. A digital scheme IIps for signing a message m has the following
algorithms:

KeyGen(pp) — (pk, sk): takes public parameter pp as input, outputs the public verification
key pk and secret signing key sk.

Sign(m, sk) — o: given the message m and secret key sk, computes a signature o.
Verify(pk, m,o) — 0/1: given the public key pk, message m and signature o, output 0/1

indicating whether it is a valid signature.

The signature scheme is required to satisfy the following correctness and unforgeability:

Correctness. If a message is signed with the correct secret key, anyone can verify the signature
with the corresponding public key and be confident that the signature is valid for that message.
unforgeability. Anyone cannot generate a valid signature on any message without the secret

key, even if they have access to the public key and possibly some signed messages.

Zero-Knowledge Arguments of Knowledge (ZKAoK). A zero-knowledge argument of
knowledge is a cryptographic protocol involving two parties: a prover and a verifier. In this
protocol, the prover’s objective is to provide convincing proof to the verifier that a certain

statement is true, without revealing any information about the underlying witness.

It consists of three PPT algorithms Setup, P, and V. The setup algorithm outputs a common
reference string o on inputting a security parameter \. The prover P and the verifier VV are
interactive algorithms. As the output of this protocol, we use the notation (P, V) = b, where
b = 1if V accepts and b = 0 if V rejects. The proof is public coin if an honest verifier
generates his responses to P uniformly.

Argument of knowledge. (Setup, P, V) is called an argument of knowledge for the relation R
if it satisfies the following two definitions.

Perfect completeness. The prover can persuade the verifier if it possesses a witness that attests
to the truth of the statement.

Computational witness-extended emulation. Whenever an adversary produces an acceptable
argument with some probability, there exists an emulator that can produce a similar argument
with the same probability and provide a witness w simultaneously. It implies soundness

which asserts that no PPT adversary can persuade the verifier when the statement is false. It



20 2 PRELIMINARY

also assures knowledge soundness which guarantees the existence of an extractor capable of
producing a valid witness for the statement.
Honest-verifier special zero-knowledge (HVSZK). Given the verifier’s challenge values, it is

possible to simulate the entire argument without witness efficiently.

Blind signatures. A blind signature scheme Il for signing committed n messages has the
following algorithms:

KeyGen(pp) — (pk, sk): takes public parameter pp as input, outputs a key pair (pk, sk).
Com(mi, r) — c: given messages 1m € M™ and randomness r, computes a commitment c.
(BlindSign, BlindRcv): it is an interactive protocol between the signer and user, with inputs
(pp, pk, sk, c) and (pp, pk, ni, r) respectively. User outputs a signature o.

Vrfy(pp, pk, m, o) — b: it checks (1, o) pair and outputs 0/1.

Besides the correctness and unforgeability similar to the digital signature, We require a blind
signature scheme to be blind: the signer does not learn anything about the original message
during the signing process. The user blinding the message hides the content of the message
from the signer, ensuring that the signer cannot link the signature to any specific message or

identify the content of the signed message.

Partially blind signature. A partially blind signature is a variant of the blind signature, where
the signed message is partially blind. A partially blind signature Il consists following three
algorithms:

KeyGen(pp, 1) — (pk, sk): generates a public and secret key pair (pk, sk).
(PartialBlindRev, PartialBlindSign): it is an interactive protocol between the user and signer
with inputs (pp, pk, msg, info) and (pp, pk, sk, info) respectively, where msg denotes the
blind part of signed message, and info denotes the unblind part of signed message. User
outputs L or the message signature pair (msg, info, o), and signer outputs b = 0/1.

Vrfy(pp, pk, msg, info, o) — b: it checks (msg, info, o) pair and outputs 0/1.

We require a partially blind signature scheme to satisfy the correctness, unforgeability, and
partial blindness as defined in [38]. Especially, partial Blindness refers to the property where

only part of the message is hidden from the signer, while some parts of the message remain
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visible. This allows the user to selectively reveal some parts of the message while keeping

other parts confidential.

BLS aggregate signature. We briefly review the BLS signature scheme and its signature
aggregation mechanism [35]. Given an efficiently computable non-degenerate pairing e :
Gy x Gy — Gy in groups G1, Gy, G of prime order g. Let g and g be generators of G; and
G, respectively, a hash function H : M — Gq:

KeyGen(): the user chooses sk < Z,, outputs (pk, sk) for pk < g°* € Gs.

Sign(sk, m): output o < H(m)* € G;.

Vrfy(pk, m,o): output 1 if e(o, §) = e(H(m), pk), otherwise, output 0.

Signature Aggregation: Given triples (pk;, m;, 0;) for i € [n], anyone can aggregate the
signatures 071, ..., 0, into a single group element & < Il;c,)0; € Gy. Verification can be done

by checking that if
6(6-7 g) = 6(H(m1),pk‘1) T e(H(mn)vpkn)

For all same messages it just needs to check if e(d, §) = e(H (my), [T, pk;).

)

It is unforgeable under the co-CDH assumption.

The rogue public-key attack and defense. Note that the aggregate public key /17 | pk; suffers
the rogue public-key attack [39]. To prevent it, we use the Proof-of-Possession (PoP) mech-
anism [40] in the registered key model. In this approach, each party is required to provide a
proof that they possess the private key corresponding to their public key. This proof can be
included during the setup phase to ensure that only legitimate key owners can participate. In

this paper, we implicitly assume the presence of PoP proofs for the public keys.

PS Signatures on Committed Multi-message.[41] The signature scheme for signing information-
theoretically hidden messages consists of the following algorithms:

Setup(1¥): Given a security parameter k, this algorithm outputs pp < (p, Gy, Gy, Gr,e).
These bilinear groups must be of type IIL. In the following, we denote G} = G \ {14, } and

G35 = Go \ {1, }, which are the sets of the generators.

KeyGen(pp): This algorithm selects g & G, g & G5, and (z,y1,...,Y) & Z;“, com-
putes (X,Y,....Y,) « (¢°,¢*,...,¢") and (X,Y1,....Y,) < (§*,%,...,3"), and
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sets sk« X and pk « (¢,9, X, Y1,.... Y., Y1,...,Y,).

Protocol: A user who wishes to obtain a signature on (my, ..., m,) first selects a random
t & Z, and computes C' <— ¢' [[,_, ;™. He then sends C' to the signer. They both provide
proof of knowledge of the opening of the commitment. If the signer is convinced, he selects a
random u < Z,, and returns o’ <— (g*, (X C)*). The user can now unblind the signature by

computing o «+ (o4, ob/c’).

Secure Multiparty Computation (MPC). We use the standard definitions of secure mul-
tiparty computation, following the stand-alone model [42]. We distinguish between two
security settings: a semi-honest adversary, which follows the protocol but tries to learn addi-
tional information from the messages it receives, and a malicious adversary, which may act

arbitrarily.

Let A be a non-uniform probabilistic polynomial-time adversary controlling a subset of parties
I C [n]. The real-world execution is denoted by REALy 4.),1(21, ..., T5, A), where I is the
protocol, the parties have inputs 1, ..., z,,, the adversary .4 has auxiliary input z, and  is the
security parameter. Similarly, let S be a non-uniform probabilistic polynomial-time adversary
in the ideal world. The ideal-world execution is denoted by IDEAL £ s(.) 1 (21, ..., T, A),

where the functionality F replaces II, and the trusted party performs the computation.

The security definition requires that for every real-world adversary A, there exists an ideal-
world adversary S such that the outputs of REAL and IDEAL are computationally indistin-
guishable. We refer [42] for the full definition.

Hybrid model and composition. In the hybrid model, a protocol Il is executed as in the
real model, but the parties also have access to a trusted party that computes the functionality G.
The composition theorem from [42] ensures that if I1+ securely computes F in the G-hybrid
model and there is a secure protocol I1g for G, then replacing calls to G in II» with executions

of IIg securely computes F in the real world.

Modeling security. For some protocols, we may want to model security under different
assumptions, such as malicious P; but semi-honest P*. In the malicious setting, we quantify

adversaries controlling corrupted parties that deviate from the protocol. In the ideal world,
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the simulator receives the inputs of corrupt parties, while in the malicious case, it typically
extracts the inputs used in the protocol. For semi-honest adversaries, the simulator simply

forwards the inputs to the trusted party.
Basic functionalities. We introduce some useful functionalities here.

Coin tossing. We define the coin-tossing functionality, Fct. The functionality assumes two
parties, Py and P;. Each party inputs 1* and some parameter ¢/ > ). The functionality samples

a uniform string s < {0, 1}*, sends to Py, P;.

Three-party Secure Comparison. (0,0, w) < Fszsc([v]o, [v]1,[v]2): There are three parties
Py, Py, P, take [v]o, [V]1, [v]2 as input and send to the functionality. They are shares of a
secret value v and additively homomorphic. F3sc computes one bit w. If v < 0, then w = 1.

Otherwise, w = 0. F3sc only sends w to P;.

2.4 Blockchain-related Concepts

Blockchain. A blockchain functions as a public ledger, which is essentially an ever-growing
transaction log collectively maintained by a network of untrusted Internet nodes. An honest
node within this network, known as an honest full node, ensures its blockchain replica remains
consistent with those of all other honest nodes by adhering to a set of predefined rules called

the consensus protocol.

Ethereum. Ethereum is a decentralized, open-source blockchain system that features smart
contract functionality [7]. The native cryptocurrency of the Ethereum platform is called Ether
(ETH). It is used to pay for transaction fees and computational services on the Ethereum
network. It allows developers to create and deploy smart contracts, which are self-executing
contracts with the terms of the agreement directly written into code. These contracts auto-
matically execute and enforce the terms when certain conditions are met. Transactions and
smart contract executions on the Ethereum network require gas, which is a unit of measure
for computational work. Users pay gas fees in ETH to incentivize miners (or validators) to

process and validate transactions.
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Accounts. In Ethereum, the state comprises objects called accounts. In general, there are
two types of accounts: externally owned accounts (EOA), controlled by private keys, and
contract accounts, controlled by their contract code. An EOA has no code, and one can send
messages from an EOA by creating and signing a transaction; in a contract account, every
time the contract account receives a message, its code activates, allowing it to read and write

to internal storage and send other messages or create contracts in turn.

Transactions. A full transaction in Ethereum is a signed data package that includes informa-

tionsuchas: {Nonce, GasPrice, GasLimit, To, Value, Data, (v,r,s)}.

Nonce is a counter used to ensure each transaction is only processed once. GasPrice is
the amount users are willing to pay per unit of gas (measured in Gwei). GasLimit is the
maximum amount of gas users are willing to spend on the transaction. To is the recipient’s
address (could be a smart contract address). Value is the amount of ETH to send. Data is
where the smart contract call happens. It includes the function being called and its parameters

encoded in hexadecimal. (v, r, s) are the signature values of the transaction.

The data field has no function by default. But it contains the data for calling a smart contract.
For example, in the anonymous Zether contract, the sender generates a meta-transaction
metaaz. The contract would read this data, verify it, and execute it if it is valid. To distinguish
the “Ethereum transaction” and “contract meta-transaction”, we explicitly call the Ethereum

transaction as full transaction and call the contract meta-transaction as meta-transaction.

Anonymous Zether. Anonymous Zether [16, 17] is a protocol in which a sender may hide
herself and the recipient in a larger public key ring' (y;)¥;'. The goal is to make it impossible
for an observer to determine which ring member sent or received money. Specifically, the
sender chooses that public key ring, as well as indices [y and /; denote the sender and recipient,
respectively. The sender publishes the list, along with a list of ciphertexts (C;, D) Z-]if)l, where
(Cy,, D) encrypts g~ under y;,, (C,, D) encrypts ¢° under y;,, and (C;, D) for i ¢ {ly,1;}

encrypts ¢° under ;. To apply the transfer, the contract homomorphically adds (C;, D) to

'Each participant has proven knowledge of her own public key before participating in the contract (i.e.,
before appearing in any anonymity set) to prevent rogue public key attack.
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each y;’s balance. The resulting list of new balances is denoted (C,, ;, C’Rn,i)iN:_Ol. Finally,

the prover should demonstrate knowledge of:

e Indices ly,[; € {0,..., N — 1} (sender and recipient’s secret indices),
e sk for which ¢g** = y,, (knowledge of the secret key),
e 7 such that:
- g" = D (knowledge of randomness),
- (Y1, -y1,)" = C}, - C, (ensuring the sender’s and receiver’s ciphertexts encrypt opposite
balances),
-yl = C;foralli ¢ {ly, 1, } (ensuring all other ciphertexts encrypt 0).
e Values b* and b’ in {0, ..., maz} such that:
-Cy=g"" D,

- Crniy = gb/ - CRgn,, (ensuring overflow and overdraft protection).

Formally, the following relation is defined:

Raz { Wi, Ci, Crni, Crni) ot Dty Gepoch; sk, 0%, 0,7, 1o, 1y |
g** = Y, N\ Cpy = g V" Dk A Crniy, = gb/C’Rn,lO A g(f_soch = U/
D=g" Ny, y) =Cp-Cy, ANyl =C; Vi ¢ {lo, 1},
b, b € {0,...,max}}.

N-1

The meta-transaction of Anonymous Zether is metay; = {u, D, (i, Ci, Crni, Crni)iio

Taz }» Where 7,7 is the non-interactive zero-knowledge proof for the relation Raz.

To defend the replay and double-spending attack, the anonymous Zether defines nonce based
on the epoch. An epoch is a discrete period (usually several blocks). Each epoch is associated
with a unique base value (gepoch). An meta-transaction must include a nonce v = ges’;och where
sk is the sender’s secret key. This nonce prevents replay and double-spending attacks by
ensuring that transactions are valid only within the current epoch. Note that it differs from the

Nonce in the full transaction.
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Pisces: Private and Compliable Cryptocurrency Exchange

3.1 Background

Just like stocks and other commodities, people buy or sell cryptocurrencies on exchange
platforms, mostly, on centralized platforms such as Coinbase, which are essentially market-
places for cryptocurrencies. There, customers can pay fiat money like U.S dollars to get some
coin, e.g, Bitcoin, or transfer their coin in the platform to an external account (withdrawal)
L Despite the promise of decentralized exchange, those centralized trading platforms still
play a major role in usability and even regulatory reasons. For example, the annual trading
volume of Binance was up to 9580 billion USD in 2021 [43], and Coinbase also had 1640
billion USD in 2021 [44].

Like conventional stock exchanges, these exchange platforms must comply with regulations,
including Know Your Customer (KYC). They require businesses to verify the identity of their
clients. Essentially, when a client/user registers an account at the exchange platform, he is
normally required to provide a real-world identification document, such as a passport or a
stamped envelope with an address, for the platform to verify. Bank information is also given

for trading purposes.

lOr transfer coins into accounts in the platform from an external account (deposit), then sell for fiat money;
and exchange one coin, e.g., BTC, to get some other coin, e.g., ETH. See Fig.3.1, and Sec.3.3.1 for details.

26
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3.1.1 Motivation

Serious privacy threats. Despite provided convenience, those centralized cryptocurrency

exchange platforms cause much more serious concern about potential privacy breaches.

As we have witnessed, many data breach instances exist [45]. A more worrisome issue in
the exchange setting is that exchange can be seen as a bridge between the real world and
the cryptocurrency world, which amplifies the impacts of potential privacy breaches (in
exchange for user records, including identities and accounts). Users may deposit coins into
the platform from, or withdraw coins (transfer out of the platform) to, their personal account

on a blockchain.

Since most of the blockchains are transparent (except very few chains such as Monero [9],
Zcash [8]) and publicly accessible (e.g., Bitcoin, Ethereum), the platform can essentially
extract all transaction history knowing the real identity of a user. In the former case, the
platform immediately links the real identity to his incoming addresses, and traces back all
previous transactions on-chain; while even worse, in the latter case, the platform, knowing
the real identity of a user, and knows exactly which account/address of the cryptocurrency the
user requested to withdraw (transfer to), and all future transactions. For instance, the platform
could easily deduce that a user, Alice, bought a Tesla car with Bitcoin, as she withdrew
from the platform and transferred them to Tesla’s Bitcoin account (which could be public

knowledge).

It follows that existing centralized cryptocurrency exchange immediately “destroys” the
pseudonym protection of blockchains, and the platform could obtain a large amount of
information that is not supposed to be learned, e.g., the purchase/transaction histories of
clients outside of the platform. This is even worse than conventional stock/commodity
exchange, where privacy may be breached within the system, but user information outside of

the system is not revealed.

We would like to design a cryptocurrency exchange system that at least restores user anonym-

ity/privacy so that external records are not directly linked to the real identity.
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3.1.2 Challenges

Insufficiency of external anonymity mechanisms. The first potential method is keeping
the existing exchange unchanged and cutting the link between the exchange and the external
blockchain by making on-chain payments/transfers (for coin deposits and withdrawals) on
every blockchain anonymous, so that nobody can link the payer and the payee. Unfortunately,

all those external anonymity solutions are insufficient.

First, fully anonymous on-chain payments such as Zcash only support their own native coins,
while in most exchange platforms, Bitcoin, Ethereum, and many other crypto tokens are the

main objects of exchange and cannot be supported.

More exotic solutions like anonymous layer-2 payment solutions [19, 21, 22, 23, 46, 47] and
smart contract enabled private payment solutions [16, 17] also exist. One may wonder whether
we can let the platform be the payer in those solutions during coin withdrawal. However,
existing solutions mainly consider k-anonymity (where £ is the number of active users in an
epoch) against the hub in [19, 21, 22] or the leader in [23] or only outsiders [47], not against
the payer himself. In our case, the platform is the payer and knows the payee’s exact address

during a coin withdrawal.

Recent works of [20, 21] even considered anonymous (k-anonymity) payment hubs against
payers, assuming fixed denomination. Besides that £ is usually small, withdraw transactions
in the exchange platform can hardly be of a fixed amount. When two users withdraw different

amounts of coins, the platform can trivially tell them apart.

Unexplored anonymity within the exchange platform. The above analysis hints that relying
on external anonymity mechanism alone is insufficient, we need to further strengthen the
anonymity protection within the platform. Anonymity issues are classical topics that have
been extensively studied in different settings, including in cryptocurrencies, yet we will
demonstrate that a large body of those works are not applicable to our setting of exchange

systems.
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First, not only anonymous payment hub solutions cannot be directly applicable, but even
the techniques (e.g., viewing the exchange platform as the hub instead, while each user
can be both a payer and payee) are not sufficient either for the “internal” anonymity. The
key difference, again, lies in the functionality difference between payment hubs (and other

payment-related solutions in general) and exchange platforms.

Usually, in an anonymous payment hub, payer-payee exchanges some information first, and
then each runs some form of (blockchain-facilitated) fair exchange protocol with the hub. For
anonymity, they would require a bunch of payers and payees to have some on-chain setup first
with the hub and k active payments, so that the link between each pair of payer-payee can be
hidden among those k transactions; otherwise, each individual incoming transaction can be
recognized by the hub. But in an exchange platform, there is no other entity for such a setup;
each individual request would be independent of the view of the platform: when users A and
B purchase some BTCs from the exchange platform, these purchase requests can trivially be

distinguished by the platform (i.e., £ = 1).

Another issue (not covered in the payment solutions) in anonymous exchange is that every
exchange transaction between a user and the platform contains two highly correlated parts:
the transaction from user to platform and that from platform to user. The amounts are based
on the exchange rate, e.g., A pays 1 BTC, for 15 ETHs. While in (anonymous) payment
solutions, any two transactions can be completely independent, e.g., A pays 10 BTCs to B

(e.g. platform here), while B pays 1 ETH to A.

There are also some works on private Decentralized EXchange (DEX for short) [48, 49,
50] where users exchange cryptocurrencies with each other. The privacy model in DEX is
different from that of our centralized setting. It keeps the transaction information secret except
for the trading parties. Again, in our setting, the platform is one of the trading parties that can

learn trivial information about the other.

Atomic swap across different ledgers supports the exchange between different cryptocurren-
cies. While atomic swap puts much effort into ensuring fairness, the only privacy-preserving

atomic swap work [51] reduces the confidentiality and anonymity properties of the underlying
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blockchains. If the swap protocol involves cryptocurrencies on transparent blockchains, like
Bitcoin and Ethereum, these two transactions can be linked easily via their amounts. There is
only one private fiat-to-Bitcoin exchange [52]. During withdrawals, the client chooses one
UTXO and mixes it among k transactions. To prevent linkability by the transaction amount,
each withdrawal must be fixed for 1 BTC. And if two clients choose the same BTC, only one

of them would get paid.
It follows that the natural question of anonymous cryptocurrency exchange is still open.

Further challenges. Besides the issues mentioned above not covered in existing studies, the
anonymous cryptocurrency exchange setting has several other features that bring about more
challenges: since the exchange system is always connected with external blockchain (e.g., via
the deposit and withdrawal of coins), it automatically leaks highly non-trivial information
(e.g., 3 BTCs has been deposited, and 2.9 BTCs has been withdrawn/transferred out 2 minutes

later) such that how to best deal with them requires care.

The right anonymity/privacy goal. From a first look, we may just handle the withdrawal
operation and define a basic, direct anonymity notion that breaks the link between the
receiving account and user identity and leaves other operations unchanged for efficiency. A
bit more formally, given two different users and a specified withdrawal transaction, we can
require that it is infeasible to distinguish which one conducts the withdrawal if both of them
are eligible. However, if we examine the anonymity set of the withdrawal, it only consists of
users who have enough amount of the specified coin, which could be few. For example, for
some unpopular assets, maybe only a very small number of users own such kinds of coins; or
one user may hold a significantly larger amount of the coin than others. When a large-volume

withdrawal of such a token takes place, it is easy for the platform to identify the user.

We then turn to consider stronger anonymity. One may suggest gradually strengthening
anonymity by allowing fewer unnecessary leakages (keeping some internal transaction data
private such as amount) and leaving seemingly safe information such as coin names as now
(to avoid potentially complex solutions for protecting such info). Unfortunately, many of the

remaining transaction metadata, together with the inherent leakages such as 3 BTCs have been
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withdrawn by someone to an external address, can still reduce the anonymity set. It is hard
to have reasonably stronger anonymity without full internal transaction privacy (excluding
the inherent leakage during withdrawal/deposit), as it is unclear what the actual consequence
of each specific leakage is. For these reasons, we choose a definition that insists the system
does not leak anything more than necessary to the exchange platform (essentially requiring

privacy). We will explain more in Sec. 3.3.2.

Preserving major compliance functionalities. We also need to preserve all the critical function-
alities that are currently provided by centralized exchange platforms, including compliance

such as generating tax reports for users and checking sufficient reserve for the platform’.

There are many types of assets/coins in an exchange system, and their prices fluctuate over
time. Users gain a profit by capitalizing on the price difference between buying and selling. It
is often mandatory for users to pay taxes on their accumulated profits over time. At each year’s
end, users obtain a tax report from the platform so that they can report their annual profit, e.g.,
to the Internal Revenue Service for tax filing. For example, based on the suggested tax policy
of Coinbase [53], transactions that result in a tax are called taxable events. Taxable events as
capital gains include selling cryptocurrency for cash, converting one cryptocurrency to another,

and spending cryptocurrency on goods and services (e.g., withdrawing cryptocurrency).

In the current transparent exchange system, the platform records each account’s transaction
history and taxable events. The platform can also check the reserve easily as it knows the
asset details of each account. This ensures that the platform possesses sufficient assets to

meet users’ withdrawal requests.

However, in the anonymous setting (which now also requires privacy), the platform has no
idea about the asset details of each account. It cannot prove solvency in the same way as
before. Furthermore, the platform does not know the actual profit or the relationship between
these transactions with any user. Without careful designs to calculate accumulated profit
(without violating privacy/anonymity), some users could always claim they made no profit.

“There are some related works in accountable privacy (e.g., PGC [24], UTT [26], Platypus [27], [25] etc),
but they only focus on the payment with a single kind of asset and enforce limits on one transaction amount or
account balance or sum of all sent or received values. Note that these compliance requirements cannot cover the
profit computation, which uses the specific buying price without linking to that transaction.
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Striving for practical performance. Privacy-preserving constructions normally use zero-
knowledge proofs. Although the deposit and withdrawal assets are public, the exchange
details (e.g., 1 BTC for 15 ETHs) should be hidden and proven in zero-knowledge that the
transaction is valid, and the prices are recorded correctly. In theory, zZkSNARK [54] may
enable succinct proof size and verification time. However, proof generation incurs heavy
computing costs for users. Y-protocols may also be useful, but hiding the exchanged asset
types in all n kinds of assets usually requires communication/computation cost growing at
least linear in n. For a practical design, we need to reduce the communication and computation

overhead to be as small as possible (e.g., ideally constant cost).

Technical overview. First, we provide a high-level overview of the technique. Typically,
there are two main parties involved: the platform and the user. However, in certain cases, such

as tax filing, there may also be an external authority involved.

Workflow of exchange system. First, the user provides the platform with a real identity during
registration. Then, the user interacts with the platform to deposit, exchange (e.g., 1 BTC for
15 ETHs), and withdraw assets. For compliance, the user generates his compliance report,
gets it certified by the platform, and reports it to an authority. The platform also generates

information to check its own solvency.

We use Fig 3.1 to visualize these (simplified) procedures. Each interactive protocol can be ex-
pressed by @ @ @ steps: @ Transaction request; @ Transaction processing: platform verifies

the transaction and process it; @ Transaction completion: user completes the transaction.

The user sends a compliance report to the authority who verifies it in step @: Compliance
verification. In step ® Compliance check, the platform checks whether its internal state

satisfies the platform compliance rule.

Constructions. Based on the workflow above, we illustrate the design idea of our efficient

system Pisces step by step.

Basic anonymity. As a warm-up, to just break the link between outgoing transactions (with-
drawals) and the history within the platform, we can introduce a preparation step. There,

users ask for one-time anonymous credentials (as tokens) with amounts hidden to the platform
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FIGURE 3.1. Overview of exchange system

(simply via a “partially” blind signature) that later can be used to make withdrawals. Users
also submit a committed record containing the token’s asset details for compliance purposes.
Now, the user balance becomes hidden, and users should prove that the sum of all hidden
amounts is valid depending on his previous balance via zero-knowledge range proof. When
withdrawing, users could directly reveal such one-time credentials (a valid signature on a
random identifier and transaction, etc), which easily prevents double-spending. Since the user
balance is also hidden, all future operations, including exchange and withdrawal preparation,

will involve (efficient) zero-knowledge proof of validity.

Full anonymity. Additional protection on the exchanges and deposits is needed. Especially,
the exchanges should not only be anonymous but also keep asset type and amount private.
Each exchange transaction requires the value of exchange-in and exchange-out to be equal.
To calculate the value, users need to show the used prices (now committed) correspond to
two of the prices among all available assets. Further zero-knowledge proofs on membership
and equality will be leveraged. But doing them efficiently requires care and will be explained

soon in practical considerations.

Supporting compliance. The above full anonymity construction is oversimplified, as we have
not considered compliance issues. For example, since each user can have multiple credentials,
he could give one credential with, say, 10 BTCs as a gift to any person who may not even
registered with the platform. Then, the gift receiver could use the credential to do anonymous
trading with the platform without revealing his real-world identity, which is not compliant
with basic KYC regulations. Moreover, we would support common compliance goals without

hurting anonymity/privacy. In particular, we use tax filing as an example of client-compliance.
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First, all transactions from the same user should be bound together (without revealing the
content) to derive accumulated profit; we thus let each user maintain one long-term registration
credential that contains two attributes “cost” and “gain” to record the buying cost, and selling
gain for exchange-out and withdraw transactions (the taxable transactions in e.g., Coinbase).
Such a credential is issued when the user registers to the system and will be updated properly
after each transaction. To conveniently update it, transaction metadata would also be recorded
in a secure way, e.g., each coin type, buying/selling price and amount, etc (as in current
exchange platforms such as Coinbase). Each transaction corresponds to two one-time asset
credentials w.r.t the exchanged assets, which contain the corresponding trading prices and

amounts.

When users request to exchange or withdraw, they need to provide proof of ownership for
a valid asset credential with sufficient amounts, a valid registration credential, evidence of
fair exchange, and accurate records of updated costs and gains. However, revealing this
information directly to the platform would compromise user privacy when generating the
compliance report. For instance, if a user has a substantial profit, it increases the likelihood of
being linked to previous large-scale withdrawals. To address it, we employ a workaround by
having the platform blindly sign (thus providing validity proof) to generate the report without

revealing sensitive information.

Practical considerations. With the above considerations, the users and platform have to
engage in multiple non-interactive zero-knowledge proofs, some of which may be heavy if
not done properly. Particularly, for each exchange transaction (e.g., user wants to buy 1 BTC
using 15 ETHs), the user takes his ETH asset certificate, proves in zero-knowledge that the
asset type belongs to [n] via a membership proof (as asset type needs to be kept private); and
proves the used prices (committed in the new asset certificates) are exactly the current prices
of the exchange-in and exchange-out assets, which also need membership proofs. To facilitate
such a proof, one idea is to let the user commit to a vector ¥ with n dimension and prove
that ¥'is a vector of bits and contains only one entry (corresponding to his asset certificate)
as 1. Then, homomorphically evaluating the linear combinations may get commitments

of pricexamount of BTC and ETH, respectively; the user can further prove the resulting
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committed values are equal. The proof size is already at least O(n), and the computation cost
is even more. Recent work of one-out-of-many proof or many-of-many proof may reduce the
proof size to logarithmic in n, but the computation cost of proof generation and verification is

still (super)linear in n [55, 17].

Instead, we let the platform generate signatures on each asset name and the price and make
them public, called price credential. To capture price fluctuations and avoid users using out-of-
date price credentials, each price credential contains the timestamp of the latest price update.
In the exchange transaction, the user proves that the newly exchanged asset record contains
the name and price, and she knows the valid signature on them and the latest timestamp. It
can be verified by the platform’s single public key, and we can bring down the communication

and computation cost to be constant. For details, please refer to Sec. 3.4.

3.2 Related Works

Fiat to cryptocurrency (F2C) exchange. In general, the centralized F2C exchange platform
does not consider user’s privacy, like Coinbase, Binance. They collect user’s personal
information when they register to meet the KYC requirement. However, the user’s accounts
are transparent for the platform. It knows their asset profile, i.e., which kinds and how many
assets they own. In the case of cryptocurrency, it would also know how the user spend their

cryptocurrency which violates user’s privacy outsides the platform.

To prevent the linkability by the transaction amount, the amount of withdrawn cryptocurrency
is fixed for all transactions. For example, let all transactions be worth 1 Bitcoin. To prevent
linkability by the input UTXO, the client should choose it. However, two clients may choose
the same UTXO, and the conflict leads to only one of them receiving the bitcoin. Besides, it
is not accountable. The users do not need to provide any compliance information otherwise

their privacy cannot be preserved.

A privacy-preserving fiat-to-Bitcoin exchange scheme is proposed in [52]. In this scheme,

a user can acquire a fixed quantity of cryptocurrency from an exchange platform using fiat
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currency, all the while ensuring that the platform remains unaware of the connection between
the user’s genuine identity and the associated Bitcoin address. To achieve this, a blind
signature mechanism is employed, allowing the user to receive Bitcoin from the platform
without revealing the output address linked to the transaction. Subsequently, this transaction
is recorded on the Bitcoin blockchain, divulging details such as the output address, transaction
amount, and the Unspent Transaction Output (UTXO) utilized by the platform at that moment.
To mitigate the risk of linkability through transaction amounts, a constant withdrawal amount
is maintained across all transactions. For example, all transactions could be set at a fixed value
of 1 Bitcoin. To counteract the potential issue of linkability through input UTXOs, clients are
required to select their preferred UTXOs. However, a challenge arises when multiple clients
opt for the same UTXO, potentially resulting in a conflict where only one of them receives the
Bitcoin. Furthermore, this approach lacks accountability. Crucially, users are not obligated to
furnish any compliance-related information. Failure to do so would compromise their privacy

preservation.

Private decentralized exchange. Decentralized exchange allows users to exchange crypto-
currencies with each other directly or with smart contracts. However, it is very different
from our setting. In the one hand, the private DEX focuses on the trade anonymity and trade
confidentiality. It aims to keep the transaction information secret except for the trading parties.
But in the CEX the platform is one of the trading party who can learn the information of
the other one. On the other hand, it does not support fiat money transactions and they are
generally deployed in the decentralized setting like smart contract that is unaffected by the
KYC requirement. Users are free to join the DEX without providing their real identities as
long as they have cryptocurrencies. It is hard to directly enforce compliance requirements

since enrollment does not require real-world identities.

There are some works on the private exchange in the decentralized setting like Zexe [48],
P2DEX [49] and Manta [50], but they do not consider any compliance issue. P2DEX [49] is a
privacy preserving exchange system for cryptocurrency tokens cross different blockchains
while preserving order privacy to avoid front-running attacks and ensuring users never lose

tokens. They use MPC to privately match exchange orders and deploy smart contracts to
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reimburse affected clients for the collateral deposit from the cheating server. Manta [50] is a
decentralized anonymous exchange scheme based on an automated market maker (AMM).
They design a mint mechanism to convert base coins to private coins, then achieve the

decentralized anonymous exchange by trading private coins anonymously.

3.3 Problem Formulation

3.3.1 Syntax

In this section, we define the syntax that is abstracted from real exchange systems and is
general for both plain and private centralized exchange systems. Basically, an exchange
system supports users depositing multiple kinds of assets (including fiat money), exchanging
assets with the platform, and withdrawing assets. To comply with regulations, the system
also checks compliance with platform rules and supports users in filing their compliance

documents.

An exchange system involves three entities: the platform P, the user U, and an author-
ity A. The system consists of the following PPT algorithms: Setup, PKeyGen, Verify,
Check as well as interactive protocols: (Join, Issue), (Deposit, Credit), (Exchange, Update),

(Withdraw, Deduct), (File, Sign). We prepare some data structures.

Transaction requests reqs. For each transaction, U’s input includes a transaction request to
specify details. We denote it as a data structure and consider five kinds of requests as follows.
To keep the syntax general and simple, we add an optional attribute aux to each request. aux
could contain several sub-attributes required by the operation but not included in the listed

attributes, be different for different operations, and be specified by the detail construction.

- regjo; = (info, aux) denotes join request, where reg;,;.info is user’s information for joining
the system.
- Teqaep = (name, amt, aux) denotes deposit request, where reqq.,.name is asset name,

T€qgdep- @t 1S asset amount.
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- T€(eze = (NAMEjp, AMliy, NAMEyy, aMlyy, auz) denotes exchange request, where reqe,.. name;,,
Teqeqc- aMt;, are the exchange-in asset name and amount; 7eqec. NAMEyt, T€Geze. AMEyy; AT
the exchange-out asset name and amount.

- requi := (name, amt, aux) is withdraw request, where req,,;;. name is asset name, reqy;;.amt
is asset amount.

- reqq = (uid, cp, auzr) denotes file request, where regg.uid is user identifier, reqg.cp is

compliance information.

Transaction records Rd,.; and Rd,s. Each record is an information credential pair, where
the information contains several attributes. It is generated or updated during transactions and
kept privately by users. We denote record Rd as a data structure and consider two kinds of

records: the registration record Rd,., and the asset record Rd;.

- Rd,y := (non, uid, cp, cred) denotes a registration record, including three attributes and
the credential Rd,.,.cred on the three attributes. Rd,.,.non is the random nonce to uniquely
identify it. Rd,.,.uid is the owner’s unique identifier. Rd,.,.cp is the compliance inform-
ation. Each user holds only one valid Rd,.,, which is initialized in the join transaction,
updated in the exchange and withdrawal transaction via revoking the old one and generating
a new one.

- Rd,s := (non, uid, name, amt, acp, cred) denotes an asset record, including five attrib-
utes and a credential Rd,;.cred on the five attributes. Rd,..non is the random nonce and
Rd,:.uid 1s the owner’s identifier. Rd,.;.name is the asset name, Rd,.;.amt is the amount
of asset, and Rd,.acp is asset-related compliance information. Notably, in a private yet
compliable setting, assets cannot be accumulated trivially in terms of quantity since they
are tied to different asset names and compliance-related information such as selling prices.

Thus, each user could hold multiple asset records.

Concrete algorithms.

e Setup: The public parameters epp for the exchange system is set. epp includes the public

parameters for cryptographic primitives. For simplicity of syntax, we let epp also include
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some publicly available information, such as the external blockchain, all coin prices in the
exchange system, some metadata like the time, etc.

PKeyGen: P runs the key generation algorithm to generate a key pair (pk, sk) and makes
pk public to users. It initializes its internal state st as ().

(Join, Issue): It is a register protocol. U runs the interactive algorithm Join(epp, pk, regjo; ),
and P runs the interactive algorithm Issue(epp, pk, sk, st), where st denotes the internal
state of P. After the interaction, P outputs a signal bit b indicating whether the operation
succeeds or not, and updates its internal state to st’. If b = 1, the user outputs the unique
user identifier uid and the registration record Rd,..

(Deposit, Credit): It is a deposit transaction for users to deposit assets to P. P runs
Credit(epp, pk, sk, st) and U runs Deposit(epp, pk, uid, Rd,.,, 7¢q4ep). The asset name and
amount are specified in reqq,. After the interaction, P outputs a signal bit b indicating
whether the operation succeeds or not, and updates its internal state to st’. If b = 1, U gets
a new asset record Rd24 for the deposited asset.

(Exchange, Update): It is an exchange transaction for users to exchange assets with P. The
names and amounts of exchange-in and exchange out assets are specified by reg.,.. U runs
Exchange(epp, pk, uid, Rd,e;, Rdyst, 7€qesc ), and P runs Update(epp, pk, sk, st). After the

interaction, P outputs a signal bit b, indicating whether the operation succeeds or not, and

!/

updates its internal state to st’. If b = 1, U outputs three records: the updated ones Rd;,,

and Rd!,, and a newly generated asset record Rd?%' for exchange-out asset with name
T€Qexc-NAME gyt -

(Withdraw, Deduct): It is a withdraw transaction for users to withdraw a kind of asset from
P to the blockchain. The name and amount of withdrawn asset are specified in req,;. U runs
Withdraw(epp, pk, uid, Rd,ey, Rdqst, equit), and P runs Deduct(epp, pk, sk, st). After the
interaction, P outputs a signal bit b, indicating whether the operation succeeds or not, and
updates its internal state to st’. If b = 1, U outputs two updated records Rd,,,, Rd;,.
(File, Sign): Tt is a two-party protocol in which U files compliance information peri-
odically and requests P to sign it. U runs File(epp, pk, uid, Rd,,, reqs) and P runs
Sign(epp, pk, sk, st). After the interaction, P outputs a single bit b, indicating whether

the operation succeeds or not, and updates its internal state to st’. If b = 1, U outputs an
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updated record Rd,,, and a compliance document doc certified by P. Similar to transaction
record Rd, doc := (uid, cp, mt, sig) is also a data structure including three attributes and
a signature doc.sig on them, where doc.uid is the user identifier, doc.cp is the reported
compliance information, and doc.mt is the metadata such as time.

e Verify: The authority runs Verify(epp, pk, doc) to check the validity of the submitted
compliance document. It outputs a bit b indicating a passing check or not.

e Check: P runs Check(epp, st) for self-checking the internal state’s compliance with plat-

form rules specified in epp. The output is a single bit b, with b = 1 indicating a passing

check and vice versa.

3.3.2 Security Model

In this section, we formally define security models to capture the desired security properties
of a private yet compliable exchange system. Along the way, we show the motivation,

importance, and ideas for defining such properties.

To the best of our knowledge, this is the first security modeling of the centralized exchange
system. Security modeling of this work involves four aspects. (1) we place less trust in the
platform than in existing plain exchange systems where the platform is always assumed to
be honest. Although our model gives the platform more power in some security definitions,
especially for anonymity, the platform can be completely malicious; (2) When modeling
privacy/anonymity, naive attempts for a “direct" anonymity (without privacy on other parts of
transactions, or trying to strive for the best balance between efficiency and hiding only part of
the transactions) may not work well because of potential consequences of each seemingly
benign leakage (within the exchange system). We will elaborate on it in Sec. 3.3.2; (3)
Besides desired anonymity, we also define soundness properties of overdraft prevention and
client compliance security that require care too; (4) For platform compliance, we require that
the honest platform can always self-check whether its internal state satisfies the platform

compliance rule. We will give a high-level description of the security requirements.
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Correctness. The honest user gets the correct balance amount in his account from deposit,
exchange, and withdrawal, also gets the correct number of real assets from withdrawal, and

gets a valid signature on his compliance information that can be verified by the authority.

Anonymity. Given a withdraw/deposit transaction, the malicious platform should not link it to
any specific user, except the user has to expose the identity, such as depositing/withdrawing
fiat money from/to bank. We start discussing it from the basic anonymity where only focusing
on the withdraw or deposit transactions. Although the basic anonymity scheme could be
simple and not bring extra challenges to compliance (especially platform compliance), we
show that the basic withdraw anonymity may not be sufficient, since the platform could
narrow down the anonymity set based on other transactions. Thus we further explore the best

possible (full) anonymity and model it.

Overdraft prevention. It ensures users cannot possess or spend more assets than they actually
own in the system. It prevents malicious users from conducting fraudulent deposits, exchanges,

or withdrawals.

Compliance. It requires that both users and the platform to comply with the regulations
expressed as functions, and we call the corresponding compliance F-client-compliance and
G-platform-compliance. All entities are required to provide compliance information according
to respective compliance rules, and none of them can deceive the authority with incorrect
information as long as the user does not collude with the platform. For example, F could be a
tax report function on accumulated profit, and G could be a solvency-related function on the
coin reserve and liquidity. Tax-report-client-compliance ensures that the user cannot cheat
with a value less than his latest accumulated profit this year. Solvency-platform-compliance
ensures that the platform maintains appropriate liquidity based on the monthly assets inflow

and outflow.

Preparations for the models. Note that the bank accounts leak the user’s identity when
depositing or withdrawing fiat money, which is unavoidable. So, we only consider privacy

when trading in cryptocurrency. Besides, the deanonymization attack in the network layer is
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out of the scope of our work. The attacker links multiple transactions by IP address, but users

can protect themselves using an anonymous network like Tor [56, 57].

We provide oracles to capture the adversary’s capability. To model the capabilities of the

1

malicious platform, we provide oracles: O}, Opeposit:

Ollfxchange’ O\lNithdraw’ Ollzile' To model
the capabilities of malicious users, we define the oracles: O%KeyGen’ O e OF cgits Oapdate’
DBeduces O%ign' We also provide Opyplic for every party to model access to some public
ongoing information, such as a secure blockchain system, the prices of all assets, currencies,

stocks, cryptocurrencies, and a global clock, etc.

Reference-record map MAP : (uid, ref ) — Rd: When A acts as a malicious platform, it is
allowed to induce honest users to conduct transactions by querying oracles. However, some
oracles require specifying records as input, which are private to honest users and unavailable to
A. To enable A to identify different records without knowing what they are, we let A specify
the reference string ref for each record and Oracles keep the map MAP from key tuple

(uid, ref ) to value Rd for A’s later queries. For notational convenience, we let MAP(uid, ref)

in

denote the record I?d. In the queries, ref ast

reg 18 the reference for the registration record, ref

out

is the reference for the spending asset record, and ref 5,

is the reference for the buying asset

record.

e Opypiic: When queried, it returns the public information pub, such as the registration
information, bank account, asset prices and related wallet addresses, etc. For all queries to
other oracles, they inherently invoke Op,piic at first. We do not repeat these moves in the
oracle descriptions.

o Oj...(reqjoi, ref ) it interacts with A by running the protocol (Join, Issue), where oracle

runs Join(epp, pk, reg;oi) — (uwid, Rd,.,). If Join algorithm outputs _L, then oracle outputs

L. Otherwise, oracle adds (uid, ref ., Rd,,) to MAP and outputs uid to A.

reg>

out

® Obeposit (Uid, Teqaep, Tef g, Tef 20t ): Oracle first gets record Rd,., =MAP(uid, ref ,) from

reg)
MAP per references. Then it interacts with A by running (Deposit, Credit) protocol,

3Note that the reference string ref used by A is different from the identifier(nonce) of the record which is
privately chosen by the honest user or oracle randomly.
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where oracle runs Deposit(epp, pk, uid, Rd,.y, reqqe,) — (Rd),,, RA24Y). If Deposit al-

reg? ast

gorithm outputs L, then oracle outputs _L; otherwise, oracle updates the map by setting

MAP(uid, ref,.,) < Rd!,, and adds a new tuple (uid, refSey, RA%Y) to MAP. A gets

reg) reg ast» ast

interaction transcripts.

O change (Wid, Teqeac, Tef g Tef my, Tef 2oy ): Oracle first gets records Rdye, = MAP(uid, ref

ast’ ast reg)’

Rd,ss = MAP(uid, ref in ) from MAP per references. Then it interacts with .4 by running

ast

(Exchange, Update) protocol, where oracle runs Exchange(epp, pk, wid, Rd,ey, Rdost, T€Genc) —
(Rd!.,, Rd.,,, RA2“). If Exchange algorithm outputs L, then oracle outputs | ; otherwise,

reg’ ast» ast
< Rd',, and MAP(uid, ref.)

oracle updates the map by setting MAP(uid, ref ;) req e

Rd!

ast?

and adds a new tuple (uid, ref25, RA%“) to MAP. A gets interaction transcripts but

ast ast

no more output from oracle.

Owithdraw (Wid, T€quit, Tef roq, TEf i ): oracle first gets records Rd,,, = MAP(uid, ref reg)>

Rd, = MAP(uid, ref™.) from MAP per references. Then it interacts with A by running

ast

(Withdraw, Deduct) protocol, where oracle runs Withdraw(epp, pk, uid, Rd,ey, Rdst, requit) —
(Rd".,, Rd’

reg» ). If Exchange algorithm outputs L, then oracle outputs L; otherwise, oracle

MAP(uid, ref,) < Rd"

ast ast*

updates the map by setting MAP(uid, ref o) < Rd,

Teg

A gets
interaction transcripts but no more output from oracle.

O (uid, reqg, ref o, ): oracle first get records Rd,., =MAP(uid, ref

reg): from MAP per

reg)

references. Then it interacts with .4 by running (File, Sign) protocol, where oracle runs

File(epp, pk, wid, Rd,e,, reqm) — (Rd]

Teq?

doc). 1If File algorithm outputs L, then oracle
«— Rd]

Teg *

outputs L ; otherwise, oracle updates the map by setting MAP(uid, ref A gets

reg)

interaction transcripts but no more outputs from oracle.
OFkeyGen: It can only be invoked once. When triggered, run (pk, sk) <— PKeyGen(epp). It
initializes the internal state as st < (). It outputs pk.

oracle. O runs Issue algorithm,

2
Issue

O2. .. Aruns Join algorithm and interacts with the O?ssue

Issue*
takes (epp, pk, sk) as input, and receives user’s transcript ¢s as external input. It outputs
one bit b indicating whether the operation succeeds or not. If b = 0, it outputs L. Otherwise,
A gets { Rd,, }.

Ofpaate: A runs Exchange algorithm and interacts with the O

2
Update

2

oracle. Ojpqate

runs

Update algorithm, takes (epp, pk, sk) as input, and receives transcript ts as external input.
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It outputs a signal bit b, indicating whether the operation succeeds or not. If b = 0, it
outputs L. Otherwise, A gets { Rd,,,, Rd,,; , Rdast, }.

® OF,oqi: itis similar to OF 4. except that here they run the (Deposit, Credit) protocol and
A gets { Ry, }-

® Ofequet: it is similar to OF ., except that here they run (Withdraw, Deduct) and A gets
{Rd;‘ew Rdllzsti}'

o 03, itis similar to OF 4, except that here they run the (File, Sign) protocol and A gets

doc.

Basic anonymity. Basic anonymity guarantees that even a malicious platform cannot link
the wallet address with any honest user. It consists of basic withdraw anonymity and deposit

anonymity.

Basic withdraw anonymity. We define the model in Figure 3.2, the adversary A interacts with
any honest user by querying the anonymity oracle set: Oanony = {OJoins Obeposits Obxchange:

1 1 : . . 0 1
Owithdraws OFites Opubiic } oracles. The adversary submits (uidy, uidy, ref o, Tef 31y T€qwit) S

the challenge. It also outputs some internal state information st.

Expanofwit(‘/47 )\)

epp +— Setup(G(1Y))
(pk, st) < Alepp)
(uidy, widy, ref,, refl.,, requis, st) < ACmo (st)
if MAP(uidy, ref2,) = L or MAP(uidy, refl,) = L
return 0 //no record mapped by references ref | I'f,v/ést

if req,,.amt # MAP(uidy, ref’.,).amt or
req,,..amt # MAP(uid,, refl.).amt
return 0

else b +s {0,1}

Interact with A by running .

Withdraw(epp, pk, uid,, MAP(uidy, ref .s,), r€quit)
b < AOsnony (st)

/] * requires no query with references refo.,, ref ..,
return (b == b)

FIGURE 3.2. Basic withdraw anonymity experiment
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DEFINITION 8 (Basic withdraw anonymity). We say that an exchange system provides basic
withdraw anonymity if for all PPT A and ), in the experiment shown in Fig. 3.2, it holds that
[Pr[Exp™e™(A, A) = 1] = 1/2| < negl())

Basic deposit anonymity. This property prevents the platform from linking the user’s past
on-chain transactions to his identity via deposit operations. Modeling it can be regarded as a
symmetric work of basic withdrawal anonymity, except that all deposit requests are achievable

naturally for any user.

Limitations of basic withdraw anonymity. The basic anonymity model is simple, but we
observe limited anonymity. It is well-known that the strength of anonymity depends on the
size of the anonymity set. The greater the anonymity set is, the higher the level of anonymity
a user can achieve. When considering the anonymity set for a withdrawal transaction, it
comprises users who can withdraw from the view of the platform. In the above scheme,
anonymous credentials are requested from real-name accounts. The anonymity set consists of
users who have requested credentials for the same asset, and whose account balance exceeds

the withdrawn amount.

Example 1: Alice deposits 50 BTCs, Bob deposits 100 XRPs and 100 BTCs, and Clare
deposits 1000 BTCs. Only Alice and Bob request anonymous credentials for BTCs. Later,
a withdrawal of 51 BTCs occurs, it can thus be linked to Bob as he is in possession of a

sufficient amount of BTCs.

Full anonymity. As we mentioned above, the anonymity set of basic anonymity could be
quite small. So, we explore the stronger anonymity of the withdrawal. We first attempt to
get perfect anonymity with all users in the anonymity set. Unfortunately, it is impossible due
to some unavoidable leakage. We will elaborate on it later. For other kinds of leakage, we
check whether it is even worth preventing, as any protective measure comes with a cost. After
some attempts, it turns out that any other leakage could be used to reduce the anonymity set.
We explain that with some examples. Finally, we define the full anonymity called interactive
indistinguishability. It achieves the best possible anonymity by constraining information

leakage to the minimum.
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Stronger anonymity is needed. Basic withdraw anonymity only ensures the anonymity set
includes those eligible users who own enough of the withdrawn asset and can withdraw. It is
acceptable for some popular assets that many people own, but the withdrawal amount is small,
such that the anonymity set is large enough. But it rules out many interesting scenarios, such
as withdrawing some special assets owned by a small number of people or a comparatively
large amount of assets that few people have so much. Thus, we aim to explore a stronger

model that provides a larger anonymity set.

Perfect anonymity is impossible. In the ideal case, the anonymity set of each withdrawal
transaction consists of all registered users in the system, which is called perfect anonymity.
Unfortunately, this cannot be true since the platform can always exclude some users using
some public information. For example, given a withdrawal of 100 BTCs and a newly enrolled
user, Alice, she is in no way the user of this withdrawal if there is no such large amount of

deposit in the system after her registration.

Due to the special setting of the exchange platform, some information is unavoidably public to
the platform, which we call unavoidable leakage, like transaction types (deposit or exchange
or withdraw), users’ registration information (due to KYC requirement), deposited and
withdrawn asset details (the asset name and amount, bank accounts, and wallet addresses),

and even some out-of-band information like the users’ behavioral preference.

To achieve the best possible anonymity, it seems that only the unavoidable leakage is accept-
able. But a series of natural questions are: why do we need to hide so many? Can we leak a
bit more, like the information (identity, coin name, and amount) of the exchange? Does it

hurt the best possible anonymity?

Necessity of privacy and towards best possible anonymity. To answer the above questions, we
identify the avoidable leakage information that can be concealed using some cryptographic
tools. Concretely, we assort the avoidable leakage into five classes according to the transaction:
the identity in depositing coins, the identity in exchange, the contents in exchange, including

the coin name and amount, and the identity in withdrawing coins, and the compliance
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information in filing operation. We hide each of them and leak the other part to test whether

the anonymity set is affected.

Apparently, the identity of the withdrawal cannot be leaked. For the three leakages occurring
in the deposit and exchange, we show an example of the exchange system with a series of

transactions and check the anonymity set if any avoidable leakage is allowed.

Example 2: In a cryptocurrency exchange system, there are a bunch of users who register
and do transactions, and then David and Ella join. After that, somebody (David) deposits 10
BTCs. Then there is an exchange transaction: somebody (Alice, a registered user) exchanges
some coins (2 BTCs to 20 ETHs). Then a withdrawal happens: somebody withdraws 5 XRPs.

Check its anonymity set:

1. If the identity of the deposit is leaked, then the platform knows that David deposits 10
BTCs, and Ella is excluded from the anonymity set, and David is included.

2. If the identity of the exchange is leaked, the platform knows that David and Ella cannot
withdraw 5 XRPs, and then both David and Ella are excluded from the anonymity set.

3. If the exchange content is disclosed, the platform knows it is a BTC-to-ETH exchange and
excludes David and Ella.

As for the compliance information in the filing operation, someone may consider that just
leaking the summary of compliance information is fine. However, in this case, many users
might not have generated any transactions in a year, which can be inferred from their zero
profit. Excluding these sleeping users reduces the anonymity set. Therefore, the privacy of
compliance information should also be protected. The identity of the filing operation could

be leaked by the regulatory authority to the platform, which is an unavoidable leakage.

In a nutshell, protecting privacy is necessary. We need to go toward the best possible

anonymity.

When modeling the best possible anonymity, we want to prevent any avoidable leakage.
However, since public information could have various and complicated relationships with the

events in the exchange system, it is tricky to exactly quantify the potential influence, which
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may be leveraged by the adversary to win trivially. Instead, we define full anonymity via

interaction indistinguishability.

Interaction indistinguishability. This property requires that the interaction between the user
and platform leak nothing except public information. We design the experiment to include the
interaction of all kinds of transactions. At a high level, the adversary .4 acts as the malicious
platform, and the experiment simulates two worlds with the same initialization. .4 can add
honest users to both worlds and interact with them by submitting different query pairs. The
queries are sent to the worlds via a challenger C who forwards query pair to two worlds
depending on a random bit ». To model the unavoidable leakage, the queries should contain
the same public information. After a series of interactions, A still cannot distinguish which
world is based on which one of the query pairs. This means that for any kind of transaction,
the interaction does not leak more than the unavoidable leakage. Otherwise, A can send

different queries for the transaction and distinguish the two worlds successfully.

OLa ) Ol,a

The two worlds are simulated via two sets of oracles: Ofyp = {0l Deposit’ OExchange’

Join®
Owlthdraw, OF|Ie’ & ic} With separated internal map MAP® for a € {0,1}. C chooses one
bit » randomly at the beginning. A sends queries to the challenger C which are in pair
(Q°, Q') to interact with oracles. For each query pair, C checks that they could be different
but must contain the same public information, which represents the unavoidable leakage, as

we discussed before (see Def. 9). Then C forwards Q" to the oracle in Ofp and forwards

Q' to the oracle in Ojyp.

With these queries as input, these oracles interact with A with different states, and we denote
itin terms of (A(st%), Of\p(Q%)) and (A(st!), Oj\p(Q17?)). But it cannot distinguish which
are induced by which queries. Therefore, the interaction leaks nothing but public information.

We give the formal definition in Fig 10.

DEFINITION 9 (Publicly consistent queries). A submits a publicly consistent query pair
(Q°, QY), which satisfy all the following conditions:

e First of all, both queries would succeed, and are for the same type of oracle.
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e For queries to Oj;,, with the same the request info req;,; and they get the same user
identifier uid as output.

e For queries to O, both with the same user identifier uid.

e For queries to Oéeposit and O\yiparawe the users can be different, but the name and amount
of the assets and the on-chain addresses are the same in both queries. For fiat money

deposits/withdrawals, the users and bank accounts are the same.

Exp™P(A4,C, \)

epp < Setup(G(1"))
(pk, st) < Alepp)
C randomly chooses b < {0, 1}
Run AC(OPND’OEND)(St) for N steps: // N=poly(\)
In each step:
(Q°, Q1 stV st!) « A(st)
if (Q°, Q') are not publicly consistent, then return 0;
else C forwards Q° to Of\p, Q7" to O}p,
Run (A(st%), Ofp(Q1) and (A(st1), Ol (@)
// 1t simulates A induces honest users’ behaviors
Finally, A halts, and outputs b
return(h == b)

FIGURE 3.3. Interaction indistinguishability experiment

DEFINITION 10 (Interaction indistinguishability). The interaction indistinguishability is
described in Fig 3.3. We say that an exchange system provides interaction indistinguishability

if for all PPT A and ) it holds that |Pr[ExpNP (A, \) = 1] — 1/2| < negl())

REMARK 1 (Relation with basic anonymity). The interaction indistinguishability implies
basic anonymity if the exchange identity and exchange content are public and identical in both
queries. Only the withdrawal identity is concealed, like in the basic withdrawal anonymity

experiment.

REMARK 2 (Best possible anonymity). We claim that the interaction indistinguishability
achieves the best possible anonymity. The interaction indistinguishability covers all kinds of

transactions with specific public information. When we specify that the public information
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exclusively comprises the unavoidable leakage as defined in Def 9, we can ensure that the
platform learns nothing about the user from their interactions, except for the unavoidable
leakage. Recall Example 2, we can see any avoidable leakage in these cases excludes some
users. If all avoidable leakages are prevented, the anonymity set expands to encompass a

broader range of users, now including both David and Ella.

Overdraft prevention. Overdraft prevention requires that users cannot spend more than
they own within the platform. Concretely, it ensures that no malicious users can exchange
or withdraw more assets than they actually own. With transaction details extracted by the
extractor £, the experiment checks whether an overdraft happens: (1) the user gets credited
more assets than deposit or exchange-in; (2) the user gets deducted less asset than withdrawal
or exchange-out; (3) the remainder amount is negative; (4) the exchange is unfair; (5) the user

steals others’ assets.

Extractor. In overdraft prevention and client-compliance experiments, adversary .A who acts
as a malicious user, gets some valid records after querying oracles and keeps them secret. It
means that after some successful anonymous transactions, the experiment does not know how
many assets the users actually own and their correct compliance information. So it is hard to
decide whether A breaks the overdraft prevention or compliance properties. To deal with this
dilemma, in those security experiments, we introduce an extractor £ that can output the user
identity and detailed information for each transaction. Note that both overdraft prevention
and compliance are soundness properties. We mimic the classic proof-of-knowledge style of
definition, and the extractor can rewind A to the former state and A reuses its randomness 7 4,
similar to the proof of knowledge extractor [58]. Then, the experiment is able to check if any

overdraft or compliance cheating happens.

We formally define overdraft prevention via the following experiment. A acts as malicious
users and interacts with extractor £ via querying oracles: Ouq = {O%, ., O% caits OB cducts
Ofpdater Odign: Opublic }- A can query at most N = poly()) times, then it halts. £ extracts
a set of successful transaction histories {h;} for t € [IN], where each transaction history

hy = (uid,Rd,eq,Rdyst, Rd),,, Rd.,, RA2% ts;, pub;) includes user id uid, the input records

reg ) ast? ast
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(Rdyeq, Rdyst), the output records (Rd,,,, Rd,,,, RdZy'), the transaction transcript ts, and the
related public information pub,;, where some records could be empty for some transactions.
For example, Rd°% is empty in withdraw transaction. Especially, transaction transcript
ts; := (name,amt, . ..) is a tuple of attributes including the asset name ts;.name and amount
ts;.amt, etc. Public information pub; := (pri,, Prows, - - - ) is a tuple of attributes including
input-asset price pub;.pr;,, output-asset price pub;.pr..¢, etc. Please note there could be some
other metadata per the implementation need, so we cannot specify all the attributes, and
some attributes could be empty for different transactions. Finally, the experiment sequentially
checks each transaction history to figure out whether any one of the above overdraft cases
happens. Especially, in deposit and withdraw transactions, ts; contains the deposited or
withdrawn asset information: ts,.name = 1, ts;.amt = k; denotes that the user deposits or
withdraws the asset ¢ with amount k;. To facilitate the check, the experiment maintains a

list RdSet for tracking asset records that have not been spent till the checkpoint, which is

initialized as empty.

DEFINITION 11 (Overdraft Prevention). As shown in Figure 3.4, we say that an exchange
system can prevent overdraft if for all PPT A and ), there exists £ such that it holds that
Pr[Exp°d(A, £, \) = 1] < negl()\)

Compliance. This property requires both clients and the platform to comply with the
regulation rules. Here, we represent these rules using compliance functions and formalize

both client compliance and platform compliance.

In the client compliance experiment, A acts as malicious users and interacts with extractor
€ via querying oracles: Octie—comp = {Olssues Olredits Obeduct: Oapdatev O%ign’ Opubiic }- A out-
puts a certified document doc* with four attributes (uid, cp, mt, sig). £ extracts a set of
successful transaction histories {/;} as in overdraft prevention experiment. A wins, if doc”
passes the authority verification, i.e., Verify(epp, pk,doc*) — 1, but there exists extracted
transaction history that does not follow basic client-compliance rules (we will specify in the
following), or the submitted valid document doc* is inconsistent with the extracted transaction

histories {h;}. Concretely, each transaction in {h,} satisfy that: (1) the user has already

registered (KYC rule); (2) all records in one transaction belong to the same user (AML rule



52 3 Pisces: PRIVATE AND COMPLIABLE CRYPTOCURRENCY EXCHANGE

Exp®(A, &, )

epp < Setup(G(11)), (1", st) « A(epp), for some n € N
(pk, sk) < PKeyGen(epp, 1™)
Run A%< (epp, pk, st)
if any oracle aborts then return 0;
else continue until A halts
Run {h;} < E4(epp) /I € controls A’s randomness
Set RdSet < ()
Fort =1to N, check h; :
Parse by = (uwid,Rdyey, Rdyst, Rd),,,
For Deposit transaction :
if RA“.name # ts,.name or RA%% .amt # ts;.amt
then return 1
// the name or amount of credited asset record is wrong
else let RdSet < { 1d,,,, Rdgy'} U RdSet
For Exchange transaction:
if any of the followings happens, then return 1:
—{Rd,ey, Rdast } € RdSet;// invalid records
—Rd ,.amt < 0// deducted amount exceeds asset
—(Rdysi.amt — Rd!,.amt) - pub,.priy, #
Rd,s.amt - puby.proy
/ the deducted value is not equal to the credited value
else RdSet < RdSet \ { Rd,ey, Rdyoi } U {Rd),,, Rd,, Rd2%
For Withdraw transaction:
if any of the followings happens, then return 1:
—{Rd,ey, Rdust } € RdSet;
— Rd,s.name # ts;.name
—Rd! ,.amt < 0 or Rd,s.amt — Rd.,.amt < ts;.amt
// withdraws more asset than the deducted amount

else RdSet + RdSet \ {Rdreg, Rd,a} U {Rd;eg, Rd! .}
return 0

Rd!,,, RA! ts;, puby)

ast? ast ’

FIGURE 3.4. Overdraft prevention experiment.

to avoid secretly transferring assets to other accounts); (3) the compliance-related information
in each asset record, such as buying and selling price, is correct (general compliance rule).
To facilitate the check, the experiment maintains a list RU of all registered users, which is

initialized as empty.
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If all transaction histories in {h;} pass the above check, consistency checks between doc™
and {h,} per function F' will also be done. Specifically, in one transaction, the compliance
information cp, is collected from {h;} (e.g., the asset prices and amount) and is added to the
user’s compliance information set {cp},;q. Then F is applied to {cp} goc+.uig t0 get the final

result ¢p .- ,iq- Se€ Fig 3.5 for details.

Echliefcomp(A’ 67 F, /\)

epp < Setup(G(1*)), (17, st) < A(epp), forn € N
(pk, sk) « PKeyGen(epp, 1"),RU «+ ()
Run doc* := (uid,cp,mt,sig)/ L < AOcie—come (epp,pk,st)
if oracle aborts or Verify(epp, pk, doc*) = 0 then return 0
Run {h;} < E4(epp) // £ controls A’s randomness
Fort =1to N,check h; :
Parse hy = (uid,Rdyeg, Rdgst, R,
For Join transaction :
let RU < {wid} URU, {cp}yia =0
For Deposit transaction :
if any of the followings happens, then return 1:
—single transaction involves different user identifiers;

Rd!,,, RA%"  ts;, puby)

ast? ast ?

—uid ¢ RU;
//check them in exchange and withdraw transactions
—Rd .acp # pubs.prous /[ price was wrong

For Exchange transaction :
if Rd.,,.acp # Rdys.acp or RA2 .acp # puby.prou
then return 1
else collect cp, from Ay, add cp, to {cp}yia
For Withdraw transaction :
if Rd.,.acp # Rd,s.acp then return 1
else collect cp, from Ay, add cp, to {cp}yia
if {cp}aocr.uia = 0, then return 0
else compute @doc*.uid A F({Cp}dOC*-uid)
/I F is a function specified by the compliance rule
if doc*.cp # P yper uig then return 1
else return 0

FIGURE 3.5. F-Client-Compliance experiment.

DEFINITION 12 (Client Compliance). The client compliance experiment is shown in Figure

3.5. We say that an exchange system is client-compliant w.r.t. a compliance function F if for

all PPT A and ), there exists € such that Pr[Expclie=cmP(A £ F \) = 1] < negl()\)
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For platform compliance, it is similar to the correctness, and we require that the internal state
of the honest platform is always satisfied with the platform compliance rule. For example, the
platform can self-check whether it owns sufficient cash and assets to cover fund outflows for

the previous 30 days according to the regulation rule [59].

3.4 Fully Private and Compliable Exchange System

In this section, we present the generic construction of the fully private and compliable
exchange system Ilp;ses that achieves full anonymity, overdraft prevention, and compliance,
and we provide a formal security analysis. Before that, we give concrete compliance rules that
our system aims to comply with for both clients and the platform. Following that, we introduce

the concept of price credentials and illustrate the high-level idea about the construction.

Concrete compliance rules. For F-client-compliance, we take the tax report as an example
of F, called tax-report-client-compliance. It requires clients to report the investment profit
yearly (total gain minus total cost). The taxable profit is calculated when clients sell their
assets via exchange or withdraw transactions. Concretely, cost = pr; - k; and gain = pr; - k;,
where k; is the exchange-out or withdrawn asset amount, pr; is the buying price and pr, is the
selling price of the asset. Then he reports the accumulated cost cp; = > pr; - k; and gain

cpy = > DT, - k; to the authority.

For G-platform-compliance, we refer to the liquidity coverage ratio (LCR) requirement of
Basel Accords [59], a series of banking regulations established by representatives from major
global financial centers. LCR mandates that banks hold sufficient cash and liquid assets to
cover fund outflows for 30 days. The platform always knows clearly the inflows/outflows for
each coin including fiat money transfers (as the platform receives or transfers them out) by
checking its internal state. It can prepare enough amount of coins for all kinds of assets. Thus

this LCR-platform-compliance is compatible with our fully anonymous setting.

Regarding price credential and price fluctuation. To achieve efficient private exchange with

compliance, we introduce price credentials denoted as pz := (time, name, pr, sig), where
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the signature pz.sig is signed by the platform on the current time pz.time, the coin name
px.name, and the corresponding current price px.pr. To tackle price fluctuation without
leaking coin information, the platform keeps signing the latest prices for all coins at the same
timestamp. In the exchange transaction, the user proves that the newly exchanged asset record
contains the name and price, and they know a valid signature on these values from the latest
timestamp’s price credential. The user also ensures that the exchange is fair based on these
prices and amounts. This approach enables the user to prove with just a single credential. It

significantly reduces communication and computation costs to a constant level.

High-level idea. Before giving the formal algorithms, let us illustrate the high-level construc-
tion idea with five concrete transaction examples as follows. The platform only knows some
public information, like all registered users and their bank accounts, the name and amount of

deposited and withdrawn assets, as shown in Fig 3.6.

Alice Bob Alice Alice Alice
1000 USD 10 BTC 800USD « 0.5 BTC 0.3 BTC All Cost: 480
(priFe 1) (price‘1000) (price 1‘600) (pricg 2000) All Galin: 600

________ T T e S -

| Registered Y Alice deposits deposits exchanges withdraws Alice files
users: 1000 USD 10 BTC 0.3 BTC All Cost:
Alice, Bob, ith price 1000 with price 2000 All Gain:
Clare, Cost:

 David, .. : Gain: 600

FIGURE 3.6. Platform’s view in the exchange system

3.4.1 An Efficient Pisces Construction

In this section, we give an efficient Pisces construction from additive homomorphic commit-
ment, blind signature, and zero-knowledge proof*. Let Com be an additively homomorphic
commitment scheme, II,; = (KeyGen, Com, (BlindSign, BlindRcv), Vrfy) be a blind signa-

ture scheme using Com to blind messages, and ZKAoK is the underlying proof system. The

“Note that these primitives are also used for updatable anonymous credentials and an incentive system in
[60], but it does not support the exchange operation and compliance rule in our setting.
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Setup(1%) — epp
epp is the system public parameter containing both static pa-
rameters such as the blind signature public parameter pp, the
total assets kinds n, the maximum balance number vpgx = p — 1
for some super-poly p, and dynamic parameters such as current
price pr; and the price credential px(i) of each asset i € [n].
PKeyGen(epp) — (pk, sk)
P: (pk, sk) — KeyGen(14, pp)
(Join(epp,pk.regjoi), Issue(epp,pk,sk)) — (uid, Rdyeg, b):
U outputs Rdyg, P outputs b

U: uid, rid,r «$ Zp, sends (reqjo;, uid, com, 1) to P
regjoi = (info), com = Com(uid, rid, cp;, cp,;r), 7 proves:
—com contains uid, rid, r and (cp;, cp,) = (0,0).
P:if uid € USet or the proof x is invalid, outputs b = 0. Otherwise,
adds uid to USet, replies with Gyeg:

Greg < BlindSig(pp, pk, sk, com)
U: outputs Rdyeg = (uid, rid, cpy, cpy, Oreg)

Oreg < BlindRev(pp, pk, Greg, 1)

Deposit(epp,pk,uid, Rdreg, reqgep), Credit(epp, pk, sk)) — (Rd°“, b):
P PP g e dep pP: P

ast’
Rdyeg = (uid, rid, cpy, cpy, Oreg)
U outputs Rd%, P outputs b
U: aid, r1, 1y < Zp, sends (reqdep, comy, comy, ) to P, where
reqaep = (i, ki), comy = Com(uid, rid, cp;, cpy; 1),
comy = Com(uid, aid, i, ki, pri; r2), & proves that:
— he owns a valid signature oyeg W.r.t. comy;
— comy contains uid, aid, i, k;, pri, where uid is the same as that
in com; and i, k; are the same as those in reqep.
P: if does not receive asset or the proof x is invalid, outputs b = 0.
Otherwise, replies with 645 and outputs b = 1.
Gast < BlindSig(pp, pk, sk, comy)
U: outputs Rdg;‘tt = (uid, aid, i, k;, pri, oast)
oast < BlindRev(pp, pk, Gast, 72)

(Exchange (epp, pk, uid, Rdyeg, Rdyst, req,,.), Update(epp, pk, sk)) —

4 ’ out .
(Rdreg’ Rdust’ Rdast’ b) :
epp contains price credentials: px(i) = (mt, i, pr;, o)

px(j) = (mt, j, [T// 0j), mt is the timestamp as metadata
reqexc = (i, ki, j. kj)
U:rid', aid’, aid®*, {r,, }11:1 3 Zp, sends (rid, aid, {comu}zlzl, )
to P, where
comy = Com(uid, rid, cpy, cpy; 1),
comy = Com(uid, aid, i,v;, pri;ra),
coms = Com(uid, rid’, cpls cpyiT3),
comy = Com(uid, aid , i, vl'.,pri; ra),
coms = Com(uid, aid*, j, vj, p_rj; rs),
comg = Com(mt, i, pr;;r¢),
com; = Com(mt, j,p_rj; r7), 7 proves that:
— he owns valid platform’s signatures w.r.t. comy, comg, comg, comy;
— the revealed rid and aid are identifiers in com; and comy;
— there are identifiers aid’, rid’, aid®* in coms, comg, coms;
— the i-th asset in comg is enough, i.e., k; > 0Oand v; —k; = vlf > 0;
— comgy, comy and comg share the same asset kind i;
- comy and comy share the same price pr;;
- coms and com; share the same kind j and price pr ;
~ comg contains cp] = cp; +k; - pri, cpy, = cp, + ki - pry;
- fairness: coms contains number v; = k; > 0 and price pr;
satisfying pr; - ki = pr; - k;, which also implies k; > 0;

- {comu}i:1 share the same uid.
P: if rid or aid € ID or x is invalid, outputs b = 0. Otherwise,
replies with blind signatures Greg, Gast, Efgi‘f on coms, comy, cOMs
respectively, adds rid, aid to ID outputs b = 1.
U: outputs Rd'reg, Rdlg, Rds's‘;,
Rd'reg = (uid, rid’, cp}, cp}, O';eg),
Rd:zst = (uld alfi,’ i, U;{.’pri’_gz’zst)’
Rdg;‘tt = (uid, aid®*, j, kj,prj, Ug;‘tt).
rr,’w. ﬁ(/%\ ﬁ:]i[rl are unblinded signatures of Gyeg, Gast, &:;i’f[
. (WithdraW(epp, Pk, uid, Rdyeg, Rdgst, reqwit), Deduct (epp, pk, sk)) —
(Rd;eg, Rd}, b):
U:rid’, aid’, {ru}ft:l —s$ Zp, sends (reqyit, rid, aid, {comy, }
to P, where reqyir = (i, k;),
comy = Com(uid, rid, cp;, cpy; 1),
comy = Com(uid, aid, i, v;, pri; r2),
coms = Com(uid, rid’, cp’l, cpg; r3),
comyq = Com(uid, aid’, i, v{,pri; r4), 7 proves that:
— he owns valid platform’s signatures w.r.t. comy, comz;
— rid and aid are identifiers in com; and comy;
— there are new identifiers rid’, aid’ in coms, comy respectively;
— all these commitments share the same uid;
— the i-th asset in comy is enough, i.e.,v; > 0O andv; —k; = 0; > 0;
— comy and comy share the same asset kind i (as that in reqy;;)
and price pr;;
— coms contains cp} = cp; + ki - pri, cply = cpy + ki - pry, pr is
the current price of asset i.
P: if rid or aid € ID or r is invalid, outputs b = 0. Otherwise,
replies with blind signatures Greg, Gast W.I.t. coms, comy, adds
rid, aid to 1D, outputs b = 1.

4

u=1 ”)

U: outputs Rdy,q, Rdy,, where
P s
Rdype = (uid rid', cp}, cp), 01eg), Rdyg, = (uid, aid’, i, 0], pri, oy,).

(File(epp, pk, uid, Rdyeg, reqﬁl), Sign(epp, pk, sk)) — (Rd;eg, doc, b):
Rdyeg = (uid, rid, cpy, cpy, Oreg), reqp; = (uid, cp1, cp2)

U: rid’, {ru}zz1 3 Zp, sends (uid, rid, {comu}gzl,

comy = Com(uid, rid, cp;, cpy;11),

comy = Com(uid, rid’, cp;, cp;; r2),

comsz = Com(uid, cp;, cp,, mt;r3), 7w proves that:

— he owns a valid platform’s signature w.r.t. comy;

— the revealed rid is the identifier in comy;

— comy, comz, coms share the same uid;

— comgy contains an identifier rid* and (cp’l“, cp;) =(0,0);

- coms contains cp;, cp, which are the same as those in comy;

— coms contains the timestamp metadata mt and the uid in reqg.

P:if rid € ID or uid ¢ USet or x is invalid, outputs b = 0.

Otherwise, replies with blind signatures Gz on comg, 6¢p on

coms, adds rid to ID, outputs b = 1.

U: outputs Rd;eg, doc, where

Rd;eg = (uid, rid’, cp’l, cp;, O';eg), doc = (uid, cp, cpy, mt, ocp).
(7,'.‘&‘ o¢p are unblinded signatures of Gyeg, G¢p

Verify (epp, pk, doc) — b doc = (uid, cp;, cp,, mt, o)

Authortiy: gets the current timestamp mt’ from epp. If mt = m¢t’

and Vrfy(pk, (uid, cp;, cpy, mt), o) — 1, then it outputs b = 1

indicating the verification succeeds. Otherwise, outputs b = 0.

o Check(epp, st) — b:

P: monitors the fund outflows and checks if it owns enough asset

for the LCR-platform-compliance.

1) to P, where

FIGURE 3.7. Our Pisces construction
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platform maintains the registered user set USet and the identifier set ID which are initially

empty. Formal construction is in Fig. 3.7. The concrete instantiation is presented in Sec. 3.5.

3.4.2 Security Analysis

THEOREM 1 (Interaction indistinguishability). If Il has blindness and the underlying
ZKAoK is zero-knowledge, the commitment is hiding, then llpis.es has interaction indistin-

guishability.

PROOF. We prove this theorem by a sequence of hybrid experiments (Gieal, G1, Ggim)-
Giea 1s the original IND experiment. G; modifies G, by simulating the ZKAoK proof. Gy,
modifies G; by replacing the original commitments with commitments on random strings.
Since the underlying ZKAoK is zero-knowledge, G; can be distinguished from G,., with only
negligible probability. Due to that, the commitment scheme is hiding, and the blind signature
has blindness, Gg;,, can be distinguished from G; with only negligible probability. Thus G,
can be distinguished from G,., with only negligible probability. Furthermore, in Ggj,, A’S
view is fully simulated, independent of b, A’s advantage in G, is 0. So A wins in G, With

at most negligible probability. We describe Gy, G, as follows.

G;: This experiment modifies G,¢, by simulating the ZKAoK proof. It works as follows: at
the beginning, C chooses b < {0, 1} and generates pp < Setup(1*) and zero-knowledge
trapdoor td < Sim(1%). C sends pp to A and initializes two sets of oracles O\ and Ojyp.
In the following oracle queries, the proofs are generated by C using td: 7 < Sim(td, x). G;
proceeds in steps, and each time A queries an oracle, it sends C a pair of queries (Q°, Q1).
C first checks that they are publicly consistent according to Def 9, then simulates different

oracles.

1

1 0 — (o0
- For O, oracle, Q° = (req),, re reg

reg) and Q' = (req;,;, refy.,) . To answer them, C behaves

as in G,., except for the following modification. The ZKAoK proofs ¥, 7! are simulated
using td. C replies A with (com®, 7°) and (com'~° 7!). If A accepts the proofs, it runs
60 « BlindSign(pp, pk, com") and 6! < BlindSign(pp, pk, com') and sends them to C and

continues.



58 3 Pisces: PRIVATE AND COMPLIABLE CRYPTOCURRENCY EXCHANGE

- ForO

outl)

. 0 . 11 1
oracle, Q° = (uid’, req,,, refreg, refos”) and Q* = (uid' , reqy,,, Tef rog, T6f oot

1
Deposit
To answer them, C behaves as in G, except the following modification: It simulates the

ZKAoK proofs 7%, 7! using td. C replies A with ({com?}2_,,7°) and ({com’=}2_, =1).

u=1» u u=1>

If A accepts the proofs, it runs the BlindSign algorithm and sends the respective blinded
signatures to C and continues.

: 0 in0 0 i 1
- For Ollfxchange oracle, Q° = (uid", req’, 7€f veg: T6f asts refou?) and Q! = (uid', req. ., 7ef reg:

ref " refoU). To answer them, C behaves as in G, except that it simulates the ZKAoK

proofs 7% 7! using td. C replies A with ({com®}7_, 7°) and ({coml=®}7_  ='). If A

uJu=1» u u=1>

accepts the proofs, it runs the BlindSign algorithm and sends the blinded signatures to C
and continues.

. 0 in0 . 1 inl
- FOI' O\lNithdraw Oracle, QO = (I/tldO, rquvit? 7’efreg;a reflanst) and Ql = (l/tldl, req\%/it? refregv Tef::st)'

To answer them, C behaves as in G,., except that it simulates the ZKAoK proofs 7°, 7

using td. C replies A with ({com®}1_, 7°) and ({coml=}2_, ='). If A accepts the

u=1> u u=1

proofs, it runs BlindSign and sends the blinded signatures to C.

- For O, oracle, Q° = (uid’, reqf), ref ), and Q' = (uid", req},, ref ;). To answer them,
C behaves as in G, except that it simulates the ZKAoK proofs 7°, 7! using td. C replies A
with ({com®}3_,, 79) and ({com’=}3_, 71). If A accepts the proofs, it runs the BlindSign

u=1» u u=1

algorithm and sends the blinded signatures to C and continues.

Note that from G, to G, the only difference is that the ZKAoK proofs are simulated.
Due to that the ZKAoK scheme is zero-knowledge, we have that |Pr[G,c.(A,A\) = 1] —
Pr[G; (A, A) = 1]| < negl(}).

Ggim: This experiment modifies G; by replacing the original commitments with commitments
on random strings. Gg;,, proceeds in steps, and each time A invokes an oracle, it sends C
a pair of queries (Q°, Q). C first checks that they are publicly consistent, then simulates

different oracles as follows.

- For O], oracle, to answer queries Q°, @', C behaves as in G; except that it produces

com®, com! on random strings.

2
u=1>°

- For Opgpoqrs to answer Q°, Q', C behaves as in G, except that it produces {coms}

112 :
{com,.}:_, on random strings.
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7

- For O to answer Q°, Q', C behaves as in G; except that it produces{com?}’_,,

1
Exchange>

{com!}T_, on random strings.

- For Olyitnaraws t0 answer Q°, Q', C behaves as in G; except it produces {com2}i_,,
{com!}?_, onrandom strings.

- For O}, to answer Q°, Q', C behaves as in G; except that it produces {com?}>_,,

113 :
{com,.}>_, on random strings.

In each case of G, A’s view is independent of b. Thus, A just outputs a random guess b
in Gy, SO its advantage is 0: Pr[Ggn (A, A) = 1] — 1/2 = 0. Note that from G; to G, we
change that the commitments are on the random strings. Due to the hiding property of the
commitment scheme and the blindness of 11, (which is also based on the hiding property
of the commitment), we have that |Pr[G;(A, \) = 1] — Pr[Ggm (A, A) = 1]| < negl(A). In

summary,
[Pr{Exp™P (A, \) = 1] = 1/2] = [Pr[Grear(A, ) = 1] = 1/2]
<IPr[Greal(A, A) = 1] = Pr[Gi (A, A) = 1]| + [Pr[Gi(A, A) = 1] — Pr[Gaim (A, A) = 1]|
+ |Pr[Gsim (A, A) = 1] — 1/2]
<negl(\)

THEOREM 2 (Overdraft prevention). If the underlying ZKAoK has argument of knowledge,

the commitment is binding, and 1l is unforgeable, then 1lp;ss has overdraft prevention.

PROOF. In the overdraft prevention experiment, the adversary A wins if it withdraws more
assets than it has deposited or exchanged. Given the transaction histories i, = (uid,Rd.;, Rdst,
Rd),,, Rd;, RdJ:, ts,, pub,) extracted by & for t € [N]. If A wins, there exists at least one

transaction with problems indicating that either the input or output records within it are flawed

such that one of the following events happens:

1. The input record is not generated from previous transactions, i.e., Rd ¢ RdSet;
2. The user steals other honest users’ assets;
3. The generation of asset record is wrong in one of the following cases:

Deposit: Rd? .name # ts,.name or Rd’ .amt # ts,.amt,

ast
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Exchange: Rd. ,.name # Rd,s.name or Rd! ,.amt < 0 or (Rd,s.amt — Rd!,.amt) -

pub,.pry, # RAY.amt - pub,.pr ..

Withdraw: Rd,s.name # ts;.name or Rd! ,.amt < 0 or Rd,s.amt — Rd!

ase-amt < 1sg.amt.

For events 1 and 2, the input records are problematic, which are forged or stolen by A. A
may forge or reuse the asset records with a different identifier. In order to use the asset of
others, A must guess the aid correctly. For event 3, the newly generated asset records are
problematic; A gets these records by cheating the issuer. The security of our scheme can be
reduced to the underlying cryptographic building blocks. This includes standard primitives
like commitment, blind signature, and non-interactive ZKAoK. We elaborate on it case by

case.

(1) Suppose that Pr[.A wins and event 1 happens] is non-negligible. In this case, it leads to at

least one of the following.

e The record Rd is valid but was not generated via querying oracles, which breaks the
unforgeability of II,;

e The asset record Rd is reused with another identifier. In this case, since the used identifier
would be detected, the revealed identifiers must be different aid # aid’. It means one
commitment produces two different openings, which contradicts the binding property of

the commitment.

(2) Suppose that Pr[.4 wins and event 2 happens] is non-negligible. Here, the input records
are valid records generated from previous transactions but belong to other honest users. If A
uses this asset record, it must know the respective aid, which is kept privately by the honest

user. It contradicts that A can only guess it correctly with negligible probability.

(3) Suppose that Pr[.4A wins and event 3 happens] is non-negligible. In this case, .A generates
a valid transaction but gets asset records with wrong attributes. It leads to at least one of the

following contradictions:

e For deposit transaction, A gets an asset record that is different from the deposit request.

It happens only if one commitment produces two different openings that contradict the
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binding property or A uses the incorrect witness to generate a valid proof, which breaks the

argument of knowledge of underlying ZKAoK.

e For exchange transaction, A gets a new exchange-out asset record which is different from
the old one or gets an exchange-in asset with more amount by breaking the fair exchange
rule. It leads to at least one of the followings:

- for the commitments of records, .A generates a valid proof with an incorrect witness,
which breaks the argument of knowledge of underlying ZKAoK;

- A opens the commitment to different values and generates the proof. It means one
commitment produces two different openings, which contradicts the binding property of
the commitment scheme;

- the price credentials are forged by .A, thus the platform’s signatures. It contradicts the
unforgeability of 1.

e For the withdrawal transaction, the user should prove that he owns enough assets for the
withdrawal request by committing to the old asset and new asset. Then he proves that the
opening of the asset name is the same as that in the request and the deducted amount is the
same as the withdrawal amount, and the new amount is non-negative. Now, the new asset
record does not meet at least one of these requirements. It happens only if one commitment
produces two different openings that contradict the binding property or .4 uses the incorrect
witness to generate a valid proof, which breaks the argument of knowledge of underlying

ZKAoK.

THEOREM 3 (Compliance). If the underlying ZKAoK is secure with argument of know-
ledge, the commitment is binding, and 1y is unforgeable, then lpiscs has tax-report-client-

compliance.

PROOF. We prove the tax-report-client-compliance as follows. In this experiment, A
wins if it outputs doc, which passes the authority verification but is inconsistent with the
transaction histories. Given that £ extracts transaction histories h, = (uid,Rd,,, Rdgst,

Rd!.. , Rd.,, RA°" ts,, pub;) for t € [N]. A wins if one of the following events happens:

reg ) ast? ast

1. doc was not obtained from queries but passed verification;
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2. The user uses others’ registration record: the user identities of asset and registration records
are not the same;

3. The price was inconsistent as follows: In deposit transaction, Rd“.acp # pub,.pru:; or

in exchange transaction, Rd.,,.acp # Rd,.acp or RA’Y .acp # pub,.pr..; Or in withdraw

transaction, Rd.,.acp # Rd,s.acp.
4. doc was obtained by interacting with Os;g,, but the inconsistency happens since the compli-
ance information was updated incorrectly in some exchange or withdraw transaction;

5. The user identifier has not been registered : wid ¢ RU in any transaction expect for Join;

In a high level, event 1 happens, meaning that A forges a valid signature which is contradicted
by the unforgeability of II,. Events 2,3,4, meaning that A finds the collisions of commitment
that violate the binding property of commitment, or .4 proves on a wrong statement that
violates the argument of knowledge property of non-interactive ZKAoK. Event 5 happens,
which contains three possible cases. The first is A forges a record with new uid, which
violates the unforgeability of II;,;. The second is A finds collisions on uid, which violates the
binding property of commitment. The third is that A proves a wrong statement, including
the unregistered uid, which violates the argument of knowledge property of non-interactive
ZKAoK. So, we reduce the security of our scheme to the unforgeability of I, the binding

property of commitment, and the argument of knowledge property of non-interactive ZKAoK.

(1) Suppose that Pr[.A wins and event 1 happens] is non-negligible. In this case, .A works
honestly for each transaction but sends a doc to the authority which contains the incorrect

¢p, cp, and a forged signature on them. It breaks the unforgeability of the blind signature.

(2) Suppose that Pr[.A wins and event 2 happens] is non-negligible. In this case, a valid
transaction is generated, but the records belong to different users. However, the user needs
to prove that all records belong to him by proving they contain the same wid, which is a

contradiction. So, it breaks the argument of knowledge of the underlying ZKAoK.

(3) Suppose that Pr[.A wins and event 3 happens] is non-negligible. In this case, A generates
a commitment for its new asset containing its uid, asset identifier aid, asset name i, amount

k; and price pr;. Here pr, is different from the real price w.r.t the output of Op,pjic. For the
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deposit transaction, the price is different from the public price. For the exchange transaction,
the price is different from that of the old asset record or the price credential. For the withdraw
transaction, the price is different from that of the old asset record. The occurrence of the

incorrect price leads to at least one of the following contradictions:

e A uses the incorrect witness to generate a valid proof, which breaks the argument of
knowledge of ZKAoK;

e A opens the commitment to different values and generates the proof. It means one com-
mitment produces two different openings which contradicts the binding property of the
commitment scheme;

e In the exchange transaction, .4 manipulates the price by using the price credential forged

by itself. It breaks the unforgeability of the blind signature scheme I1;.

(4) Suppose that Pr[.A wins and event 4 happens] is non-negligible. In this case, for at least
one exchange or withdraw transaction the new compliance information cp7, cp5 was incorrect

but the proof is valid. It leads to at least one of the following contradictions:

e When computing cp7, cp3s, A uses some incorrect selling prices different from the output of
Opublic- Its success implies that it breaks the argument of knowledge of underlying ZKAoK,
or breaks the binding property of the commitment scheme, or forges a price credential (in
the exchange transaction) which breaks the unforgeability of blind signatures.

e When proving the correctness of c¢p}, cp;, A just uses the incorrect witness to generate a
valid proof, which breaks the argument of knowledge of underlying ZKAoK;

e A opens the commitment to different compliance information values and generates the
proof. It means one commitment produces two different openings which contradicts the

binding property of the commitment scheme.

(5) Suppose that Pr[.4 wins and event 5 happens] is non-negligible. In this case, uid has not
registered but A generates a valid transaction on it which leads to at least one of the following

contradictions:

e A forges a registration record in which the o,,, should be issued by the platform via a blind

signature scheme, so A breaks the unforgeability of the blind signature;
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e A does not have the o,,, but generates a valid proof in the deposit, exchange or withdraw

protocol, so it breaks the argument of knowledge of the underlying ZKAoK.

3.4.3 Extended Compliance Supports

There are many compliance policies, such as KYC, AML, sanction list, solvency, tax filing,
etc. We briefly describe how our Pisces already supports or can be directly augmented to

support them.

KYC (Know Your Customer) and Sanction List. Our Pisces already supports KYC and
sanction list of real-world identities. The exchange platform can get to know the customers
and check customers to ensure it is not doing business with prohibited ones. Concretely,
during the registration, the user must provide his real identity (passport number, birthday,
nationality, bank account, etc.) to fulfill the KYC requirement. When his identity is verified
and checked, which is not in sanction lists, he can join this exchange system and get the

registration record.

Sanction Screening List. Platforms are required to implement sanction control for their exist-
ing customers at certain intervals after customer onboarding. In Pisces, it can be augmented
simply via non-membership proof. Concretely, the platform can scan the registered user list
to match with sanction lists and get the matched list. For each anonymous transaction, the
user should use zero-knowledge non-membership proof to claim that he is not in the matched
list. To enable this proof, additional attributes that could identify the user from the match list,

should be added to the registration credential/record during the registration.

AML (Anti-Money Laundering). We mainly discuss AML regulations from the following
three aspects that have been regulated and adopted by traditional finance or plain exchange
platforms: (1) the wallet address for withdrawal has not been banned, for example, by OFAC
(Office of Foreign Assets Control)’; (2) users cannot exchange or withdraw too many times in
a time period®; (3) users cannot exchange or withdraw too many assets in one transaction, and

3 https://ofac.treasury.gov/specially-designated-nationals-and-blocked-persons-list-sdn-human-readable-
lists
6https ://www.austrac.gov.au/business/core-guidance/amlctf-programs/transaction-monitoring
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there is a limit amount for their accumulated withdrawn assets’. Specifically, the exchange
platform verifies that the wallet address provided for each deposit and withdrawal request
is not listed on OFAC’s sanction list. Then, an epoch number and a transaction counter are
incorporated into the registration record as additional attributes. During each exchange or
withdrawal transaction, the user demonstrates that the epoch number is correct in their most
recent registration record and the transaction counter is below a predetermined threshold.
Subsequently, the counter is incremented by one in the newly generated record. Furthermore,
an attribute for the cumulative withdrawn assets can be introduced. The user verifies that the
value of the exchanged or withdrawn asset for the transaction is lower than a specified limit,
and the cumulative withdrawn asset is updated accurately and remains below a predetermined
threshold. At the transition to a new epoch, the user first proves that the epoch number in
his latest registration record is smaller than the current one or is one of the previous ones,
then its epoch number is reset to the current one, and both the counter and the accumulated

withdrawn asset are reset to zero.

Solvency. Solvency requires that the platform should be able to check it has sufficient reserve
[61] to avoid potential “bank run”. It mainly contains two requirements: ensuring sufficient
liquidity (e.g., keeping enough assets to cover the total withdraws of last month) and keeping
a sufficient minimal reserve (e.g., 10% of the total assets held by all users in the platform in
the form of a major currency such as USD [62]; in our setting, Bitcoin). Our Pisces system
with full anonymity satisfies the sufficient liquidity requirement. As the platform is still aware
of the total amount of incoming/outgoing Bitcoins (and any other cryptocurrency tokens),
thus the needed information could still be derived. Maintaining a minimal reserve is more
challenging and intriguing for our fully anonymous scheme as exchange transactions are fully
private, and users’ current assets are blind to the platform. There might be some practical
mitigation, e.g., actively monitoring each coin’s total withdrawal amount/pattern, limiting the
exchange and withdrawal amount/frequency, etc., or involving a third-party auditor (similar to
the tax authority to keep the aggregated information to manage risks). Those can be supported

by extending our design. Notably, our construction with basic anonymity can satisfy all these

7https://help.coinbase.com/en/exchange/funding/deposit—amd—withdrawal—limits
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solvency requirements as the platform knows each account’s holdings (except the link between

the inside and external on-chain accounts) and thus can still derive all needed information.

Enforce Tax Filing. Additionally, we can ensure compliance with tax regulations by pre-
venting users who did not file taxes in the previous year from engaging in exchanges and
withdrawals. This can be implemented by introducing a year number in the registration
record, signifying the year when the user last filed taxes. During each exchange or withdrawal
transaction, the user presents the year number from their most recent registration record, and

this number is incremented by one when the user successfully completes his tax filing.

3.5 Performance Analysis

This section describes our instantiation, prototype implementation, and performance evalu-

ation. The evaluation results show that our design is efficient and practical.

Instantiation and implementation. We instantiate the anonymous exchange system using
the Pointcheval Sanders blind signatures [41] and Pedersen commitment [63]. The ZKAoKs
are instantiated with Y-protocol on the knowledge of DLog, its equality, and range. We
implement this instantiation of the anonymous exchange system with Java. We use the open
source Java library upb.crypto® and the bilinear group provided by mcl(bn256)°. We run

experiments on MacBook Air (1.6 GHz Dual-Core Intel Core 15, 16GB memory).
TABLE 3.1. Avg. computation cost in milliseconds.

Party Join | Deposit | Exchange | Withdraw
Pisces-user 9 11 46 37
Pisces-platform | 7 14 88 62

Performance. We test the pure computation time cost and communication cost of each
procedure to show the efficiency. Then to show the practicality, we make two comparisons.
One is to compare the secure exchange with plain exchange to show the overhead is truly
small. The other is to compare with other anonymous credential applications, including
Privacy Pass and the privacy-preserving incentive system (PPIS for short).

8upb.crypto: https://github.com/upbcuk.
“mel: https://github.com/herumi/mcl.
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Computation cost. We test the computation time cost of each party in each procedure of
the anonymous exchange system. As shown in table 3.1, Each party’s time cost for each

procedure is less than 88ms, which is quite efficient.

Communication cost. We measure the communication cost of each procedure and none of
them exceeds 12kb. Concretely, in the Join and deposit procedures, the user adds ~2.6kb and
~3.3kb data to the request, respectively. The platform adds a ~1.8kb data to both responses.
In the exchange and withdraw procedure, the user adds ~12kb and ~8.7kb data to the request,
respectively. The platform adds ~2.3kb and ~2.8kb data to the response, respectively.
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FIGURE 3.8. Comparison between plain exchange system and Pisces

Comparison with plain exchange. To demonstrate its practicality, we have taken into consid-
eration the cost of secure communication and have provided a comparison of the estimated
time costs between plain operations and secure operations, as shown in Figure 3.8. For plain
operations, we have estimated the lower-bound time costs by considering only communication
cost and on-chain transaction confirmation time, assuming the computation cost to be 0.
We detail the estimation of plain and secure join, deposit, exchange, and withdraw in the
following. Consider the optimal network performance, 30 — 40ms is the desired round-trip

time (RTT)'C. In the estimation, we pick RTT = 30ms.

a) Join operation: For a new user, the plain join includes the sign-up procedure and identity
verification for KYC without on-chain confirmation cost. The communication cost includes

one TLS handshake with at least 2 round-trip time (RTT for short) cost, 2 RTTs for sign-up

10Network latency:https://www.ir.com/guides/what-is—-network-latency.
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setting username and password, and at least 1 RTT for identity verification. Totally the time

cost is 5 RTT say 150ms. The secure join runs all the plain join processes and additionally

runs the (Join, Issue) protocol. The time overhead includes 1 RTT for interaction latency, user

and platform computation time 16ms, and data transfer time wﬁgj 75 T méﬂkg 75 = 0.278ms.
(We assume for a user device the uploading speed is 10/ B/s and the downloading speed is

100M B/ s) The total time cost is 196.278ms.

b) Deposit operation: A plain ETH deposit includes one handshake with platform costing
at least 2 RTTs, log-in procedure to get receipt address costing 1 RTT, on-chain payment
request costing at least 1 RTT, and an Ethereum transaction confirmation time 12.21s. The
total time cost of the plain deposit is 12.33s. In an anonymous ETH deposit, users do not log
in to the platform, saving 1 RTT, but run all other procedures of plain deposit. Then users
additionally interact with the platform running (Deposit, Credit) where the total computation
cost is 25ms, the interaction with the platform costs 1 RTT, and the data transfer time is

10%@“;’/5 + 103}\8}5/5 ~ 0.358ms. The total time cost is around 12.355s.

¢) Exchange operation: A plain exchange includes server authentication via TLS handshaking
at least 2 RTTs, user login costing 1 RTT, price fetching with 1 RTT, and sending exchange
request with 1 RTT. The total time cost of a plain exchange is at least 5 RTT, around 150ms.
The secure exchange removes login but additionally runs the (Exchange, Update) protocol,

where the computation cost is 134ms, interaction equals the exchange request sending, and

12kb + 2.8kb
10MB/s 100M B/s

around 255.228ms.

data transfer costs

~ 1.228ms. The total time cost of secure exchange is

d) Withdraw operation: A plain withdraw of ETH includes server authentication via TLS,
handshaking at least 2 RTTs, user login costing 1 RTT, sending a withdraw request with 1
RTT, and waiting for the on-chain confirmation with 12.21s. The total time cost of a plain
withdrawal is around 12.33s. The secure exchange gets rid of the login, saving 1 RTT, but
additionally requests the price with 1 RTT, and runs the (Withdraw, Deduct) protocol, where

the computation cost is 99ms, interaction equals the withdraw request sending, and data

8.7kb 2.3kb

transfer costs TOMB/s + T00MB/s

about 12.43s.

~ 0.893ms. The total time cost of a secure exchange is
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The results show that the time costs for plain and secure operations are similar, with the
overhead of each secure operation being less than (.11s. Notably, the overhead ratio of secure

deposit and withdrawal is less than 1%.

Comparison with Privacy Pass and PPIS. To provide a better understanding of the practicality
of our system, we conduct performance comparisons with the widely used anonymous user-
authentication mechanism Privacy Pass [64]. Privacy Pass published preliminary tests on
consumer hardware, indicating that creating a pass in the extension takes less than 40ms'".
Although the test environments may not be identical to ours, as both are on consumer hardware,
the key takeaway is that each procedure of our system incurs similar time costs as Privacy
Pass, showcasing its practicality. It’s important to note that our system offers additional
functionalities beyond Privacy Pass’s anonymous authentication. We also test the time cost
of the privacy-preserving incentive system (PPIS) [60]. The results, as shown in table 3.2,
demonstrate that our system is more complicated and more private, yet similarly practical to

PPIS.

TABLE 3.2. Avg. computation cost of each party per procedure over 100 runs
in milliseconds.

Party Join | Earn | Exchange | Spend
PPIS [60]-user 10 8 N/A 30
PPIS [60]-provider | 9 12 N/A 72

3.6 Summary

This chapter presents the first comprehensive study of a cryptocurrency exchange that balances

user anonymity with compliance requirements.

For the first time, we formally define the private and compliable cryptocurrency exchange. We
first give a basic version of anonymity as a warm-up, which only cares about the withdrawal
operation. Hiding only part of transaction data may not provide reasonably strong anonymity.
In the end, we define the security model insisting that the exchange leaks essentially no
information to the platform. In this way, we obtain the best possible anonymity (given that

"Privacy Pass FAQ: https://privacypass.github.io/faq/
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public withdrawal is always there). We also carefully define soundness properties such as

overdraft prevention, and compliance.

We first give a very simple construction satisfying the basic withdrawal anonymity and
showcase its limitations. We then design the first private and compliable exchange system
which is provably secure in the full private model. Users are hidden in a large anonymity set,
and they cannot withdraw more assets than they own or report false compliance information.
To obtain full anonymity, the user’s information is concealed as much as possible in each
transaction, including user identities and the exchanged assets details. Soundness properties
are ensured via efficient NIZK proofs specially designed for our purposes. Note that proving
the correctness of an exchange request usually leads to a proof whose size is linear to the total
number of asset types; instead, we propose an efficient construction with constant cost in
both communication and computation, which is independent of the number of asset types and

users in the system.

We implement our Pisces system, evaluate the cost breakdown in each operation, and compare
it with those in plain exchange (without anonymity). Considering the presence of TLS

communication, our overhead is minimal. Its performance demonstrates its practicability.



CHAPTER 4

Charon: Private Cryptocurrencies Trading in Dark Pool

4.1 Introduction

Dark pools enable investors to place large orders for assets and execute trades without
revealing their intentions, thereby helping to minimize significant market impact before
execution. After matching, essential details are typically reported to regulators and, depending
on jurisdiction, may be disclosed publicly with some delay, e.g., 15 calendar days according

to CFTC Regulation 43.6 [65] in the U.S.

Currently, this confidentiality depends heavily on trusting the operator to keep trade inform-
ation private. Although dark pool operators are regulated by the Securities and Exchange
Commission (SEC), their credibility is often questioned, especially under temptation. Im-
proper use of dark pool information by operators is widespread. For instance, Morgan Stanley
recently paid $153 million in penalties for deceptive practices between 2018 and August
2021 [66]. In January 2022, tZERO, a U.S. dark pool operator, paid $800,000 SEC penalty

for sharing order information [67].

We see that dark pool operators often prove they cannot be fully trusted in traditional finance
world (or leak private data due to cyber-attacks). The situation is even worse in the less-
regulated cryptocurrency space, which operates with fewer safeguards. Any leakage of trading
information in the order, such as the symbol (name of the trading asset), trading option (buy
or sell), volume (trading amount), or even the trader’s identity, can be exploited by attackers
to impact the market. For instance, if many traders suddenly show interest in a niche asset,

it could cause significant price fluctuations. The trading option could reveal whether it’s a
71



72 4 Charon: PRIVATE CRYPTOCURRENCIES TRADING IN DARK POOL

buyer’s or seller’s market. Therefore, there is an urgent need for secure dark pools that do not

rely on trusted operators, where all of a trader’s information remain hidden from everyone.

This issue has indeed gained increasing attention. Works from both academia and industry [68,
69, 70, 71, 72] aimed to eliminate trust in operators and make secure dark pool designs more

practical. However, they all face privacy, efficiency, functionality, or deployability challenges.

Solutions with inadequate privacy. Previous dark pool designs [69, 70, 73, 71] replace the
single operator with several independent servers. The user secret-shares order information
across these servers, and they match orders using a multi-party computation (MPC) protocol,
revealing the orders’ contents only when indicated. Such a system setup does not reflect real-

world application where dark pool transactions are taken place usually within one exchange.

What’s worse, although the servers cannot learn the volume, they do not hide the symbol
and option at the same time. Both [69, 73] focus on matching orders with hidden volumes.
[69] processes orders with the number of computational operations for comparison grows
linearly in the number of orders. In [73], the authors introduce a new data-independent priority
queue (DIPQ) to match volumes in a dark pool. It reduces the processing complexity to
polylogarithmic in the size of the order book. However, neither of them hides the symbol or
option. [70] hides the symbol and volume but does not hide the option. [71] hides the option,
but it leaks that fully matched orders are buy or sell orders, and it opens volumes of matched

orders.

Solutions with high cost. In every dark pool design, the comparison operation is the
cornerstone of matching. Given a buy order and a sell order for the same asset, also called
orders on opposite sides, comparing their volumes determines the matched volume (the
smaller one). If one order still has volume left, it would be compared with the next opposing
order. This loop continues until one side is fully matched. Since every partial or full match
requires exactly one such comparison per pairing, counting how many of these comparison

operations occur directly reflects the total work the matching must do.

FHE-based solution. Asharov et al. [68] show the theoretical feasibility of fully homomorphic

encryption (FHE) [74, 75] based solutions. However, they do not give concrete evaluations.
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Although FHE has developed in recent years, comparison operations are not natively supported
in FHE and require dedicated circuit constructions, increasing computational cost. In [76],
the authors present an FHE-based inventory matching algorithm and report the performance
only for volume matching: 103.2s for 128 orders, 205.3s for 256 orders, which demonstrates

inefficiency, especially for large-scale order books.

MPC-related issues. Other works employ MPC protocols in their dark pool designs. Some of
them [69, 70, 73, 71] were built on the honest-majority MPC protocol that emulates the dark
pool operator. The small-scale servers may be controlled by the same platform that can reveal
the order information and violate privacy. To get rid of the assumption of a small number of
independent servers, [72] involves many users (much like a large-scale user committee) as
running parties to run the MPC protocol to match orders for the dark pool. However, this
large-scale MPC protocol is practically inefficient. We compare it with our results in the end

of Sec. 4.5.

Polychroniadou et al. proposed Prime Match [77], an efficient server-aided MPC comparison
protocol. It enables each investor to participate in the protocol and the centralized platform
as an aiding server to save the user’s computation. However, this protocol is tailored to
match only two non-colluding traders at a time. Extending it directly to handle a set of
orders, as described earlier, would require a linear number of comparison operations, making
it inefficient and leaking additional information, such as the relative sizes of the matched

volumes.
In summary, previous works face one or more of the following limitations.

(1) Insufficient privacy protection. Many of them only focus on hiding the volumes, but do
not conceal the symbol and option at the same time, such as [71, 69, 72, 73, 77].

(2) Inefficient instantiation. Even if considering only the volume match, the number of total
comparisons is linear or polylogarithmic with the number of orders, such as [69, 73, 77,

72].

We show them in Table 5.1. Thus, achieving a practically efficient dark pool with compre-

hensive protection of trading information is still an open challenge.
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TABLE 4.1. Comparisons of relevant works.

Schemes Symbol*| Option*| Volume *| Complexity
DarkSide. [69] X X v O(N)
Bucket. [71] X i xe O(log N)
All-One. [72] X X v O(N)
Prime Match [77] X X v O(N)
DIPQ [73] X X v O(log* N)
FHE-based [68] X v v O(N)
Our HPBVM 6. v v v O(log N)
Our HFPVM 8. v v v O(N>**

* They mean whether hiding the symbol, option, and volume. We do not
include the hiding identity feature as all schemes can be upgraded to
support anonymity using the techniques in private exchange, e.g., [32].

T We use the number of comparisons needed for volume match to measure
the algorithm’s overall computational complexity, which grows in propor-
tion to the order book size N.

¥ Tt opens the options of matched orders, which also leaks the options of
unmatched orders.

© It opens the volumes of matched orders when the match finishes.

** It can be run with O(NV) concurrent threads, reducing the complexity to
O(1), while all others have to run sequentially and cannot achieve it.

4.1.1 Our Contributions

In this paper, we fill those gaps and introduce Charon, a secure dark pool system, in which
traders communicate only with one semi-honest platform, jointly performing the matching
computation while keeping all order details — symbol, option, and volume — hidden from the
platform. The volume matching process is highly efficient, with a logarithmic number of
comparisons in terms of the order book size, and ensures no compatible orders are unmatched.
We formally define ideal functionalities for each process, prove the system’s security, and
demonstrate its practicality through implementation and performance evaluation. Furthermore,

the system is versatile, supporting both cryptocurrency and traditional assets like stocks.

Hide all order information. Matching orders in a dark pool can be split into two phases: First,
identify each order book by checking whether two orders are eligible to be matched (i.e., they
share the same symbol but have opposite trade options). Second, determine the volume that

can be matched for the orders within each order book.
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In our work, the symbol, option, and volume are hidden all the time, until the orders are
executed and allowed to be disclosed publicly by the regulatory authority !. At first, multiple
order books are produced with respect to different assets by checking the eligibility of every
pair of orders. We design a private equality test protocol that ensures no leakage except the
eligibility results. Regarding the volume match phase, we present two private constructions.
In the first private batch volume match protocol IIpgyy, the platform learns nothing about
the orders beyond each order’s match result. Then we reduce the information leakage to a
minimum. Our second fully private volume match scheme IIgpyy further hides the match
results from the platform. In both designs, each trader learns only their own match result and

matched volume.

Reduce time cost. All previous methods of volume match require sequentially conducting
linear or logarithmic comparisons. Our two constructions of volume match are efficient,
reducing runtime without sacrificing privacy. The first one, [Ipgyym, requires sequential com-
parisons with O(log N) in the size of the order book. This matches the time and computational
complexity of [71] but achieves stronger privacy protection. In the second scheme IIgpy\ that
hides more information, each trader only conducts constant comparisons. Although the total

number of comparisons is linear with the number of orders, they can be performed in parallel.

Evaluate performance. We tested all procedures and the total runtime of dark pool with
50 orders is less than 300s in single thread computation. With the same 16-thread parallel
computation as in [72], the estimated total runtime for private volume match of 200 orders is

under 12s, which is significantly less than that reported in [72].

4.1.2 Overview

First, we provide an overview of the workflow of a dark pool. Then, we introduce the

techniques of each protocol.

IThe regulator can reveal the order information and trader identity. But it only opens the executed ones and
does not join the matching procedure according to the regulation requirements [78, 65]
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System setting - single semi-honest server. In current real world practice, the platform is
fully trusted. It knows the details of all orders without any cost (except the legal risk). In this
work, we relax the trust in the platform. It wishes to learn as much as possible about the order
information, but follows the protocol and does not collude with traders in the dark pool. It
functions as an aiding server during its workflow, similar to the server-aided MPC model with

a semi-honest server in [79, 77, 80].

One might wonder whether the trust assumption can be further relaxed to allow for a malicious
platform. Unfortunately, this is infeasible in the current star network setup, where users
communicate only with the platform, which governs all inter-user communication. As shown
in [81], secure computation without authentication cannot guarantee malicious security,
requiring alternative setups and advanced techniques. Our anonymity setting makes it hard.
For instance, a malicious platform could pretend to be a user and fabricate an order without
committing any real assets. It then compromises other users’ privacy by using this fake order
to match with other honest users, extract information about their orders, and still outputs
“fail”, even when the match succeeds. Due to the anonymity feature of the dark pool, users
cannot distinguish between genuine interactions with other users and malicious interactions
with the platform. Thus, we assume a semi-honest platform that adheres to the protocol,

leaving the malicious platform case for future exploration, which would require extra setups.

Dark pool workflow. Given many trading parties F; and a platform P*, each P, has its private
order inputs. The core functionality of a dark pool is a protocol® where, through interactions
with the platform, each trader receives their matched volume as the output. The workflow
for achieving dark pool trading consists of three phases, which are depicted with a simple

example in Fig. 4.1.

e Phase 1. order placement. The platform periodically opens the pool for a set duration,
allowing traders to express their interest in trading. During this phase, traders submit their

orders in a concealed form and only prove their ability to fulfill the committed order.

2We also call it dark pool for brevity, and the complete procedure of dark pool is described in Sec.4.4 for
completeness.
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FIGURE 4.1. Simple example of dark pool workflow.

e Phase 2. eligibility check. In this phase, the trader interacts with the platform to determine
whether there are other orders with the same symbol but different options, making them
eligible to be matched. As a result, all eligible orders are partitioned into several order books.
Each book corresponds to a unique symbol and contains two sets of orders with the same
symbol but different options. At the end of eligibility check phase, P* obtains two order
books, while the orders from P;5 and Fs are left alone without further operation as there are

no opposite orders.

e Phase 3. volume match. While orders in the order book are eligible for matching, the
actual match and execution depend on their volumes and submission times. In this phase,
traders within the same order book interact with each other through the platform to determine
the match results and the matched volume. We follow the first-come, first-served (FCFS)
principle for matching. As shown in Fig.4.1, P, P35, P are fully matched, P, is unmatched,

Py, P; are partially matched.

Technical overview. When placing orders, all information should be hidden, which can be
achieved via commitments and zero-knowledge proofs (ZKP). Similar technologies have been
used in the private exchanges with the platform, like Pisces [32]. The main challenges arise
in the following procedures of the eligibility check and volume match. We introduce them as

follows and explain our solutions.
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e Eligibility check. The eligibility check requires at least two orders with the same symbol
and different options. During this phase, the inputs are always hidden from the platform. If

the result is ineligible, it does not reveal which conditions are unsatisfied.

The eligibility check can be done via equality tests. However, conventional equality test
protocols only consider the two-party computation case and can only handle at most one
malicious party [82, 83]. While in the dark pool setting, the semi-honest platform can work
as an aided server, and users can be malicious and jointly cheat the platform. For example,
Alice has 1000 XRP to sell, and Bob wants to buy 1000 BTC. If they collude together and
get matched, Bob could buy and withdraw BTC from the air. The existing server-aided
equality test design, such as Prime Match [77], incurs quadratic online communication and
computation costs in the input bit length, while we achieve the same security with linear

communication and computation, which is more efficient.

Recall that eligibility is determined by evaluating the logical AND of two conditions: (1) an
equality test on private symbols, and (2) an inequality test on private options. To support the
latter, one party applies a linear transformation to its option value. To prevent information
leakage during this eligibility check, we extend the scalar equality test to the vector case and
propose an extended private equality test protocol. This protocol securely aggregates multiple
equality checks into a single test that outputs 1 if and only if the two private vectors are equal.

Crucially, it reveals nothing about individual elements or which positions, if any, are unequal.

e Efficient private volume match. The eligibility check produces multiple order books,
each with two order sets: left (/) and right (). A naive matching method compares orders
sequentially: the smaller volume is subtracted from the larger, and the remainder is matched
against the next order in the opposite set. This repeats until one set is exhausted. This
approach is inefficient due to linear time complexity and also leaks information—volume

dependencies across steps allow the larger-volume party to infer the smaller volume.

Private binary search. Given volumes (vi,...,v,) sorted by submission time, we have a

monotonically increasing cumulative volume sequence (cvy, ..., cv,) where cv, = > ;.

In an order book, the total cumulative volumes of the left and right sets, cv!, and cv’, are
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compared. If cv!, < cv’, all left-set orders can be fully matched. Since (cvi,...,cv") is
increasing, a binary search finds the smallest index ¢ € [n] such that cv!, < cv/, indicating
that orders v to v;_; are fully matched, while v; is partially matched and all subsequent

orders are unmatched.

This binary search idea has been used in [71], but this scheme does not hide the symbol
and reveals the options and volumes of all matched orders immediately when the matching
process finishes. It does not satisfy the regulatory rule that the order information can only
be opened by the regulatory authority after a couple of weeks [78, 65]. If they want to hide
the matched volumes further, the number of comparisons would grow linearly with the order
book size. Compared with them, we retain the same computation complexity and only reveal

which orders are matched without disclosing any other details.

In our design, we employ a three-party secure comparison protocol. Each participating party
has one of the shares of a secret value v as its input, and this protocol determines whether this
value is negative or not without revealing additional information. It serves as a foundational
building block in the volume match process. Due to the linear homomorphism of secret shares,
the difference of corresponding shares from two secret values can determine which value is

larger via this secure comparison protocol.

In each order book, the platform knows all traders’ (one-time) public encryption keys and
sends the public keys of traders in one set to each trader in the other set. Then, each trader
produces three shares of their volume and encrypts one of them under the public keys in
the other set. It sends these ciphers and the other two shares to the platform with proof of
correctness. Thus, the platform has the shares of each volume in plain and ciphertext forms.
Since the encryption and secret sharing are additively homomorphic, it can compute the
ciphertexts of shares for cumulative volume and send them to the traders who have decryption

keys.

The first step is comparing the two total cumulative values, cv! and cv’. The platform selects
two traders from different sets, sends them the ciphertexts of cvfn — cv;’s shares, and it also

keeps one plain share. The three parties run the secure comparison protocol to determine
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which is smaller and set it as the target value, e.g., cv! . Then the platform continuously runs
the secure comparison protocol with the two traders for different cv’ in the binary search
method to find the smallest one that is no less than cv! , which corresponds to the last matched

trader.

After that, the platform informs the fully matched traders and the unmatched traders of
their match results. So, they know their matched volumes are their orders’ volumes or zero
immediately. It also informs the last matched trader of its matched volume in the ciphertext

form. All the while, the platform never knows any volume.

e Fully private volume match. Although the previous matching method is efficient, the
platform also learns the match result of each trader, which leaves unnecessary leakage. In an
idea dark pool, even the match results are hidden from the platform, and all traders can still

receive their matched volumes.

At first glance, it may feel counterintuitive. If the match results are hidden, the platform
cannot identify which traders are matched, especially the last matched trader. So it has to

treat them equally and cannot inform them of their (partially) matched volumes.

We propose a fully private match approach that addresses the dilemma between hiding the

match results and informing the matched volumes. We introduce it as follows.

Decide the match result via two comparisons. Different from the previous binary search method,

where each comparison depends on the result of the previous one, we adopt a new approach
to eliminate this dependency. The start point is that each party (e.g., P!) runs a secure com-
parison to determine the match result by comparing cv! ; (the cumulative volume before
its order) with cv’, (the total cumulative volume of the other set). If cvl_; < cv”, it can be
matched. Next, they perform another secure comparison for cv! and cv”. The last matched
party will observe two different comparison results, i.e., cvl | < oV, cvl > cv’. Others

receiving the same results are fully matched (both less) or unmatched (both no less).

Mask comparison result with a random bit. Our method still uses the secure comparison pro-

tocol as the building block, but hides the comparison result from the platform. The trader
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disguises the comparison input and result using a random bit, e. The platform only sees a
masked result, which combines the real result with that random bit. Thus, only traders can

figure out the true result later.

In practice, instead of running the comparison protocol with the original shares, the trader
works with the platform to slightly modify the process, adding a random factor on the inputs
that hides the outcome depending on e. If e = 1, the result would be opposite. Otherwise, it

remains the same.

Inform the last matched trader obliviously. For the fully matched and unmatched traders,

the two comparison results indicate their matched volumes. For the last matched trader
P!, computing its matched volume cv”, — cv!_; must rely on interacting with the platform.
However, it cannot reveal its index to the platform. To solve this, the platform informs the
last matched trader based on its unique feature: only its two comparison results are different.
The platform encrypts cv’, — cv!_, for every P! and ensures only the last matched trader can
get the decryption key and obtain its matched volume. We refer to Sec. 4.3.3 for a detailed

explanation.

4.1.3 More related works

Secure comparison. Polychroniadou et al. [77] proposed Prime Match, an efficient server-
aided two-party comparison protocol. It enables each investor participating in the protocol to
match their orders with an aiding server. They only allow one party to be corrupted and do

not consider the colluded user cheating the server.

Bicoptor [84] introduces a family of novel secure three-party computation (3PC) protocols,
including equality test and comparison, with only two communication rounds. They require

that all participants be semi-honest and that there be no collusion between any two of them.

Our designs involve trading parties in the dark pool to compute the match results. Although
the platform is semi-honest, the traders may collude with others. Thus, we introduce a simple

and efficient equality test protocol for eligibility checks and employ Rabbit [85] as a building
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block in the volume match. It is a secure MPC supporting comparison computation in the

dishonest-majority setting.

4.2 Dark Pool Framework

A centralized dark pool consists of a platform P* and M registered users P, ..., Py, where
each user can place orders to trade cryptocurrencies or other assets. The market includes
S asset types. Each order is represented as a tuple: ord = (sym, opt, v), where sym € [S]
denotes the asset symbol, opt € {1, 2} specifies the operation (1 for buying, 2 for selling),
and v € [max] represents the volume °. Prices are excluded since orders follow public prices
such as the National Best Bid and Offer (NBBO) [86]. This rule has been adopted by several

real-world exchanges such as Liquidnet and NYSE Euronext.
User Operations. There are six operations in the dark pool:

e Register: The user registers with a real identity.

e Deposit: Registered users deposit assets to the platform, which is responsible for their
custody.

e Place order: The registered user places their order in the dark pool. They are also called
traders.

¢ Eligibility check: All orders with the same symbol but different options are identified and
included in the same order book, which consists of two sets of buy orders and sell orders.

e Volume match: This phase determines which orders within the order book can be matched
based on their volumes and submission time. The platform informs traders of their match
results and the matched volumes.

e Withdraw: The user withdraws assets from the platform.

REMARK 3 (Compare with server-aided model). The platform functions as a semi-honest
aiding server to assist users in matching their orders. This design aligns with the well-

established server-aided model with a semi-honest server [79, 77, 80, 87]. The server has

3The dark pool usually enforces a minimum trade volume. We omit it here for brevity and assume all
volumes exceed this minimum threshold.
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no private input but facilitates secure computation. It is incentivized for profits and even

reputation consideration to follow the protocol while remaining curious about users’ inputs.

REMARK 4 (User participation). The dark pool primarily serves institutional investors with
substantial funds. They want to complete large trades without triggering a price move [78].
Motivated by higher profit, they may be willing to participate in computation for matching

orders privately rather than fully relying on external servers.

REMARK 5 (Disclose according to regulation). Due fo the regulation requirements [78, 65],
the executed orders in the dark pool would be revealed to the public in two weeks, including
the users’ identities and order information. This can be achieved by letting the user encrypt
these messages using the regulator’s public key. The regulator decrypts and discloses them
publicly. It is a necessary leakage. We do not consider it here and later constructions since

the regulator does not join the matching procedure.

Features. We assume the platform is semi-honest and does not collude with any users. We

hope to achieve the following features:

e User anonymity: The platform cannot link the order to any honest trader’s identity.
e Exchange fairness: The trading is fair w.r.t. public prices.
e Order privacy: On submitted orders, the platform and traders do not learn any more

information beyond the leakage allowed during order matching in the dark pool.

User anonymity and exchange fairness can be ensured using private exchange techniques,
such as those in [32], where users interact with the platform via anonymous credentials. Thus,
this paper focuses on preserving privacy during order matching. We explicitly specify the
information leaked to different parties throughout the process and formally define the leakage

using the following ideal functionalities.

Ideal functionalities and information leakage. In general, all parties in a dark pool are only
allowed to get the information leakage as follows. Each user knows how many orders are in
the same order book and their own matched volume. The platform knows how many order

books are in total and the orders’ indices in each order book. After the volume match phase,
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it can know which orders in an order book are matched, but does not know their symbols,
options, or volumes. To show the leakage formally, we define the ideal functionalities of the

eligibility check Fgc, private volume match Fy )y, and fully private volume match Fryu.

Eligibility check. Given two orders, they are eligible for matching only if their symbols are

the same, but the options are different. We use the function Elig(sym,, opt;; sym,, opt,) to

denote it, where sym;c; o, € [S], opt;cqy 9y € {1,2}. It achieves that:

1 < Elig(sym,, opt;;sym,,opt,) <= sym; = sym, A opt; # opt,

We define the following functionality Fgc to check eligibility for all orders in a dark pool in
Fig. 4.2. Given all orders’ symbols and options as inputs, it outputs an empty set or some
order books. Each party P; is a dark pool trader who places an order. The symbol and option
of its order are its secret inputs. The platform P* interacts with the traders. As a result, Fgc
sends to P* all the orders that are eligible for matching, and they are categorized into different
books: G, GY, ..., G, G C [M], where G, G}, denote the two sets of indices of orders

with the same symbol but do not leak their symbols or options.

Functionality F¢c (Eligibility Check)
There are parties: Py, ..., Py, P*, where M > 2.

e Input: Each party P; has input sym,, opt;, i € [M]
e Output: Send the number M to each F;;

Send P* the empty set () or non-empty index sets G, G7, ..., G, G C [M], such

that for Yk € [N]:

1).Vie G, jeqr, Elig(sym;, opt;; sym;, opt;) = 1;

2). Vi € G, j € [M]\ Gr, Elig(sym,, opt;; sym;, opt;) = 0;

3). Vi,j € [M]\ U, G% UG5, Elig(sym,, opt;; sym;, opt;) = 0.

FIGURE 4.2. The functionality of Eligibility Check

Leakage information: Each party only knows the total number of orders in the dark pool.
The platform knows the checking result of each pair of orders. But it cannot get any more

information about its symbol, option, or volume.
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Private volume match. Given any order book G!,G", where |G!| = m,|G"| = n, they

correspond to two sets of parties P,..., P., Pr, ..., P". Each party has a positive volume

value v as input, except for P*, which has no input.

The system matches the orders progressively until one side runs out of orders, i.e., no more
orders are available to match, and the remaining orders (on the opposite side) are unmatched.
The functionality JFy\ decides which orders can be matched based on the volume, as shown
in Fig. 4.3. As the output, the functionality sends m,n, ! (or r), t to P*. It sends the match

result to each party F;. We also call P, matched if its order is matched.

Functionality )\, (Private Volume Match)
There are parties P}, ..., PL, Pl .. P’“ P*.
e Input: Each party P/, P; has a positive Volume Value vh v; as its input. P* has no
input.
e Output: If cv), = Min(cv,,, cv’) and 3¢ € [n] such that cvi | < cvl, < vl (v = 0 if
t = 1), then
Send [, 1, m,n to P*.
Send (Matched,vl, m,n) to each P! i € [m)].
Send (Matched, v}, m, n) to each Pf ieft—1].
Send (LastMatch, cvlm —cvi_,m,n)to P/
Send (Unmatched, m,n) to P/, ..., Py (t <n).
If v’ = Min(cv!,, cv"), it works similarly.

FIGURE 4.3. The functionality of Private Volume Match Fy.

Leakage information: Each party learns the numbers m, n. Based on [, ¢, P* learns which
set has the smaller sum of volumes, where all of them can be matched, and which are the first
t parties that can be matched in the other set. Each trader party learns whether they can be

matched and the matched volume.

Fully private volume match. The volume match functionality can be improved further by

hiding the match results from P*. We call it the fully private volume match Fgy, as displayed

in Fig. 4.4, where P* does not get [, t.
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Functionality Fgy\ (Fully Private Volume Match)
There are parties P}, ..., P., P/, ..., P", P*.
e Input: Each party P/, P/ has a positive volume value v,, v/ as its input. P* has no

Vg
input.
e Output: If cv), = Min(cv),, cv’) and 3¢ € [n] such that cv | < cvl, < vl (v = 0 if
t = 1), then

Send m, n to P*.

Send (Matched, v, m, n) to each P! i € [m].
Send (Matched, v}, m,n) to each P i € [t — 1].
Send (LastMatch, cv!, —cvi |, m,n) to Pr.
Send (Unmatched, m,n) to P/, ,,..., Py (t <n).

If cv” = Min(cv!,, cvh), it works similarly.

FIGURE 4.4. The functionality of Fully Private Volume Match Fryy.

Leakage information: Each party learns the numbers m, n. For each party P;, they learn
whether they can be matched and the matched volume if they can. If they are matched, they

also learn whether they are the last match and their matched volumes.

Summarize the above subprotocols. There are N order books G, G7, ..., G, G,.. Without

loss of generality, we assume that all orders in the left sets GY, are fully matched, and we
denote the last matched order’s index as ¢, in each right set G.. So for each ¢ € G, P, is

fully matched if ¢ < t;, P; is unmatched if ¢ > ;.

Leakage information: Each party learns whether it is eligible, whether it is matched, and the

matched volume.

In the fully private volume match case, the platform only learns the order books’ informa-
tion. But in the private volume match case, it also learns the matched parties’ indices. We

summarize them in the functionality Fpp (Fig. 4.5).

Overview construction of dark pool. Fig. 4.6 gives a pictorial overview of how we construct
the dark pool from the sub-functionalities Fgc and F(ryym. All parties first run the eligib-
ility check Fgc and get the check results. Based on it, they run the private volume match

functionality F(F)ym and get the final match results.
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Functionality Fpp (Dark Pool)
There are parties: Py, ..., Py, P*, where M > 2.
e Input: Each party P, has input (sym;, opt;, Vv;), ¢ € [M]. P* has no input. They run the
functionalities Fgc and F(ryym as shown in Fig. 4.6.
e Output: Send the number M to each F;;
Send P* the empty set () or non-empty index sets GY,G7, ..., G, G C [M],
‘ the match result /, #;, ‘
Send Ineligible to P;, where i € [M]\ Uy, GL U G%,
For each k € [N], my, = |G|, ny = |G|
Send (Matched, v;, my, n) to Py, i € GL.
Send (Matched, v;, my, ny) to P;, j € G}, and j < t.
Send (LastMatch, ZieGi V; — ZjeG;/\j<tk Vi, my, ) to Py /P, is the last
matched party
Send (Unmatched, my, ny) to Pj, j € G}, and j > ty.

FIGURE 4.5. The functionality of the whole process of the dark pool Fpp.

Dark Pool Fpp
. symy,opty 81 @ 81, V1 ?

Ssymy, 0pty, V4 Volume

Match

T( F)VM
sym,, opt,

Eligibility
Check
Symy, opts,, Uy P

For g; € G; U G]

—
)

Private
Volume
Match

Firyvm

@ Forg; € GLU G} va[
Symy, optm, VM | Fec output the index of order book and the side,

g €GLUGIUGLUGE...UGLU G, F(ryvum Output the matched volume v; to P,

k < |{symy, ...symy}|

FIGURE 4.6. Overview construction of dark pool.

symy, opty
RN

4.3 Constructions

The core functionality of dark pool involves each trader who has placed a private order

interacting with the platform to receive their match result. In this section, we design and
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prove the fulfillment of the functionality via constructing the eligibility check protocol in
Sec. 4.3.1, and two private volume match protocols with different levels of privacy protection

in Sec. 4.3.2 and Sec. 4.3.3.

4.3.1 Eligibility Check

The high-level idea of the eligibility check is that each user interacts with every other user,
with the platform acting as an intermediary, to determine whether they are eligible to match.
This check can be achieved via two (in)equality tests. First, the same symbol condition tests
whether the symbols of two orders, sym; and sym,, are equal. Second, the different options
condition tests whether the options are different. It can be converted into testing whether opt;

and 3 — opt, are equal as only two options opt;, opt, € {1,2}.

We propose an efficient private 2-party equality test protocol IIpgt to test the equality of two
private values. It supports equality tests on linear transformations of the inputs, leveraging its
additively homomorphic structure. Furthermore, [Ipgt can be naturally extended to operate
on vectors, testing the equality of linear transformations element-wise. The extended protocol
outputs 1 if and only if all corresponding elements in the transformed vectors are equal;
otherwise, it outputs 0 without leaking which elements are different. Every two users can

directly call this extension version to check their eligibility.

Before that, we first give a server-aided two-party coin tossing protocol IIct as follows, in
Algo. 1, which is extended from the classical Diffie-Hellman key exchange. The aiding server

1s semi-honest.

Algorithm 1 Coin tossing It

1: Setup a group G over Z,, with generator g, a hash function Hash mapping a group element
to (-bit string.

P, chooses a +$ Z;, P, chooses b <s$ Z;, P* is the semi-honest server

P, sends A = ¢° to P*, P, sends B = ¢° to P*

P forwards B to P, and A to P if neither of them equals to 1. Otherwise, it aborts.
Py computes s = Hash(B®) = Hash(g®*), P, computes s = Hash(A®) = Hash(g*)
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LEMMA 1. Assume the Decisional Diffie-Hellman (DDH) problem is hard and the random

oracle model. The protocol in Algo.1 securely implements the coin tossing functionality Fct

in Sec. 2.3.

PROOF. According to the definition of Fct, P* learns nothing and F;, P, receive the
same random string. We consider (1) privacy against the semi-honest platform; (2) no party

can bias or predict the output before the protocol completes.

In the real world, Py, P;, P* run the above protocol, where some party can be corrupted by A.
In the ideal world, Fy, P, receive the same random string from Fcr, the simulator S interacts

with the corrupted party and Fcr, and it can program and respond to hash queries.

Case 1: P* is corrupted by a semi-honest A. In the real world, Py, P; run the protocol with A,
who sees two group elements (A, B). Py, Py query Hash values for the string s, but A does
not see it. S interacts with A and Fct as follows. S receives a random string s from Fcr.
It picks two random group elements (A*, B*) <s G and sends them to the environment €.
Whenever the parties query Hash(A®) or Hash(B®), S programs the random oracle so that
Hash(K) = s, where K is the “simulated” ¢g?. A sees only (A*, B*) and never knows s.
Under the DDH assumption, the pair (g%, g°) is computationally indistinguishable from two
independent uniform elements (A*, B*). Programming Hash(K') to equal s perfectly matches
the real-world distribution of Hash(g). Thus, no environment & can tell a real server’s view
or §’s simulated view. In the simulation world, A learns nothing about s, and it establishes

the privacy against the server. It can neither predict nor bias s.

Case 2: W.l.o.g., we assume Fj is corrupted by the malicious 4. In the real world, the
corrupted F; picks and runs the protocol with P, P*. Fy, P, get s. F, aims to predict or force
s. But it must send A to the semi-honest P* before receiving B, who also checks if A = 1g,

it aborts.

The simulator S works as follows. It sees Py’s A and records it. If A = 1, it aborts. Ask Fct
for a uniform string s. Choose B* <= G and send it to F;. Whenever P, queries the Hash

value for an element X, check if it has been queried before. If so, return the corresponding
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string s. Otherwise, answer with the fresh random string s and record it with X. In this world,
Py cannot predict or enforce s since it is programmed by S. A’s view consists of (B, s) in
both worlds. In the real world, B is uniform in G. In the ideal world, B* is also a random
element. Under DDH assumption, no one can distinguish them. In both worlds, F, eventually
queries Hash on a group element. Since S can program it to a random string, A’s view is
consistent in both worlds. Hence, no environment can distinguish its views between these

worlds.
O

Private 2-party equality test [Iper. We now provide a private equality test protocol for two
users with a semi-honest platform, shown in Algo. 2. Each party has a private input v; and
has sent their commitment com(v;) to P* in the first step. This protocol ensures security
against malicious users attempting to manipulate the result by requiring each party to prove
the correctness of their operations. To avoid extra range proof, we let P* generate some
random challenges d, h, which are also used in ¢; generation. It can be made non-interactive
via Fiat-Shamir transform [88] as shown in step 4. Each party proves c¢; is computed correctly
via an NIZK proof 7;.eq, which is generated using the zero-knowledge proof system on
the NP relation Rq. It proves that the knowledge of secret values in the commitments
com, comy, coms and c is computed from these secret values, especially, the secret value v in
c equals the committed value in com. It can be achieved by classic Sigma protocol, such as

Schnorr’s protocol [89].
Req = {(com, c,comy, comy;v,u,s,r,t, z) : com = Com(v;u)
A com; = Com(s;r) A comy = Com(t; 2)

A (d, h) <= Hash(com||comy) N c = v(s +d) +t + h}

Adapt ITpg7 to linear transformation of input. Given two public linear functions f, fo, the
protocol modifies a bit in step 4 by replacing v; with f;(v;) and proves and verifies accordingly

based on the functions. In other words, the adapted protocol tests the equality of f;(v;) and
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Algorithm 2 A 2-party equality test of two private values with semi-honest platform IIpg.

1: Setup a group over Z,. There are authenticated private channels between platform P*
and each party Py, P,. Each P, has a private value v; as input.
2: P, sends Com(v;) and NIZK proves knowledge of v; to P*, P* verifies it.
3: Py, P, share private randomness s, ¢, r, z via I[lct
// generate private randomness via coin tossing
4: P; computes com; = Com(s;r), comy = Com(t; 2)
(d, h) < Hash(Com(s;7)||Com(t; z)).
/I generate public common randomness
generates NIZK proof 7;.eq for the NP relation Rq
// prove that ¢; is computed from v; which is the committed value in Com(v;)
5. P; sends c;, comy, comy and 7;.eq to P*.
6: P* verifies the proof, if it is valid and ¢; = ¢, then outputs 1; otherwise, P* outputs 0.

f2(v9). We denote the protocol as

1« Tlper(pri:{vibieqr,2y; pub:{ fiticqr2y) <= fi(v1) = fa(v2)

Private 2-party equality test extension for two vectors. The above equality test can be
extended to the vector case. Each P;’s private input is a vector v; = (v;1, 2, - - - , Vi) and
the public input are two vectors of linear functions f; = (fi1, fie, ..., fin). This extension

protocol is denoted as Ilpgre(pri:{Vv;}ic(1,2); pub:{fi }ic1,27) and achieves that:

1<+ HPETe(PI‘iZ{Vi}ie{Lz};PUbi{fi}ie{m}) = f1(vy) = f5(va).

It tests the equality of two vectors of private function values f;(v;) = (fi1(vi1), fia(vi2), - - -,

fin(vin)), 1 € {1,2}.

We give the construction IlpgT. in Algo. 3. It follows similar idea as Ilpgt that treats each
linear transformation element of the input vector v as a private input value to commit and
prove, shares a random vector s with the same degree as the input vector, and generates
a vector d. The final value that P, sends to P* is the masked random linear combination
ci = X7, fij(vij) (s +d;j) +t + h, and P; generates corresponding proofs with respect to the

following equality-extension relation Rqe. This protocol outputs 1 only if the two vectors
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of linear function values are identical. The reason is that all elements are combined with
independent randomness, so that the two sums are equal only when each element in the two

vectors is equal. All values are hidden and unequal positions are hidden.

Reqe = {({VJ? Sj}?:bTa C, (fb ) fn)v {Ujv uj}?:la {Sj> rj}?:lu tv Z) :
Vi eA{l,..,n},V; = Com(vj; u ), S; = Com(s;;r;) AT = Com(t; 2)
A (d, h) <= Hash(Com(sy;71)]| - .. ||(Com(s,;y,)||Com(t; z))

ANe=35fi(vj)(s; +dj) + 1+ h}

Algorithm 3 A private 2-party equality test on linear transformation of two vectors with
semi-honest platform Ilpgte(pri:{v;}icq1,23; pub:{fi }icr1,9})-

1: Setup a group over Z,. There are authenticated private channels between platform P*
and each party P;, P,. Each P, has a vector v; = (v;1, vj2, . - ., V) as private input. The
public input includes two vectors of linear functions f; = (f;1, fi2, - - -, fin)

2: For j € [n], P, sends Com(v;;) and NIZK proves knowledge of v;; to P*. P* verifies
them. // it has been done in the place order phase

3: P, P, share private randomness s, r, ¢, z via IlcT.

4: P, computes Com(s;; ;) for j € [n], Com(¢; z),

(d, h) < Hash(Com(sy;r1)|| ... [[(Com(sp;7y)||Com(t; 2)),
ci = X0, fij(vi) - (s + d;) +t + h and generates NIZK proof 7;.eqe for Rege.
// random linear combinations of functions values
5: P sends c;, {Com(s;; 1) }j—;, Com(t; 2) to P*.
6: P* verifies the proof, if it is valid and ¢; = ¢, then outputs 1; otherwise, P* outputs 0.

Eligibility check for all orders. The private 2-party equality test extension protocol Ilpgre
can be directly used to check match eligibility between two orders, where the input vector has
two elements sym, opt. All linear functions are identity functions except the one for the one

party’s option, which turns it to the opposite: f(opt) = 3 — opt.

Given M orders, each trader runs M — 1 times of [Ipgte in parallel with others. Based on all
checking results, the platform divides these orders into different groups, called order books.
Each book includes all orders with the same symbol and is partitioned into two sets, G% and

1» with different options. This protocol is described in Algo. 4, and we prove it securely

implements the functionality Fgc (Fig. 4.2).
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Algorithm 4 Eligibility check ITgc

1: P*initializes T < 0,,%,,

2: Vi € [M], P, has input: v; = (v;1, v2) = (sym;;, opt;,)

3: fori # j € [M] do

4 P, Pj, P*run: by < Ipree(pri:(vi, v;); pub: (fir(vin) = vir, fie(vi2) = 3 — via,
fin(vjn) = v, fia(vje) = vj2))

5. P~ stores Tj; < b;;

6: end for // each party runs M — 1 [lpre. in parallel
7. P* gets T = {T}; } srxm, goes through every element
// detect order books from T
8: P* detects the indices sets G%, G, such that T;; = 1 forevery i € G', j € G&.
9: Output: empty set (J; / no eligible matched orders
or non-empty sets G', G,..., G, G" C [M].

THEOREM 4. Assume lcom is a secure commitment scheme, and the underlying NIZK proof
system is simulation-sound, and llct is a secure coin tossing protocol. The protocol 1lgc
described in Algo. 4 securely implements the eligibility checking functionality Fec in Fig. 4.2

in the presence of malicious users or a semi-honest platform.

PROOF. We consider the protocol in a hybrid model where underlying ideal functionalities
are F(R), Fcr as introduced in Sec. 2.3. Replacing them with secure protocols follows the

composition theorem.

Here, we consider two different cases. The first is the privacy against one malicious user, and

the second is the privacy against the semi-honest platform.

For each user, it only receives a common random seed by running the coin-tossing protocol
with the other party. Since IIct securely implements the ideal coin-tossing functionality Fcr,

S can simulate it perfectly with P;. Thus, it does not learn any other information.
The platform receives the commitments and c;.

The simulator receives the input and output of P* from the trusted party. Its input is empty.

The output is whether the two parties are eligible for matching. S does the following.

Setup: It invokes the simulated setup algorithm of Iz« to generate (crs, td). It gives crs to A.

S keeps the trapdoor td.
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W.l.o0.g., we use the party I; as an example. The case of party P; is similar. On behalf of
P;, S generates the commitments COMy,;, COMg, {com% sj} on random strings, invokes the
simulated prover algorithm of TTzk to generate the proof 7} using the trapdoor td, sends them

to A. The case of party P; is similar.

On receiving the result from the trusted party, if they are eligible for matching, S samples a
random value as ¢; = c;. Otherwise, S samples two different random values as ¢;, ¢;. It gener-
ates the proof 77, 7% using the trapdoor td, sends them to .A. To show the indistinguishability

between the real and ideal execution, we consider the following experiments:
e Expty : It is the real execution.

e Expt; : It is similar to Expty except that S generates the commitments on random strings

and stimulates the NIZK proof 7 using the trapdoor.

Since the commitment scheme is hiding and the proof system is zero-knowledge, this experi-

ment can be distinguished from Expty with only negligible probability.

e Expt, : It is the ideal execution experiment we defined above. It is similar to Expt, except
that S receives the check result from the trusted party. If they are eligible for matching, &
samples a random value as ¢; = ¢}. Otherwise, S samples two different random values as

c;, c;. It simulates the NIZK proof 77, 77 using the trapdoor td, sends to P*.

Since d;, t+h are random values, ¢; and C; are in the same distribution. Thus, this experiment

can be distinguished from Expt, with only negligible probability.

In summary, the outputs of real and ideal execution experiments are indistinguishable.

4.3.2 Private Batch Volume Match

After eligibility checking, the platform obtains multiple order books. The orders in the same

book are divided into two sets, and they are sorted by submission time. We use m, n to denote
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the size of the left and right sets. The traders are denoted by P!, ..., P\ and Py, ..., P" in the

sequence of order time, and their order volumes are v/, ...,v! and v, ..., v". We denote the

cumulative volumes as cv} = 37, | vi, evi = 375 vi, where i € [m], j € [n]. (cv!, ..., cV]),
(cvi, ..., cv") are monotonically increasing sequences. Comparing cv!, and cv”, if cv! < cv”,
it means all volumes on the left side can be fully matched. Then, we use the binary search to
find the smallest index ¢ such that cv!, < cv!. The indices of matched orders and unmatched

orders are the match result of the dark pool.

The Private Batch Volume Match procedure works as outlined in Algo. 6. We explain each

step as follows.

Prepare: The trader has sent Com(sym), Com(opt), Com(v) and its public encryption key pk
to P* when it placed order. P* sends all public keys of one set to each trader in the other
set. Here, the encryption scheme should be additively homomorphic, such that m; + mq =

Decgi(Encyr(m1) + Encyi(ms)), e.g., Paillier encryption [90].

Each trader produces three shares of its volume: ([v]o, [v]1, [v]2) such that v = [v]o+[v]1 + [v]2.
It encrypts the share [v]o under all public keys of the other set, proves the two shares and these
ciphertexts are correct via 7.share, and sends them to P*. Here, the NIZK proof 7.share is

generated using the zero-knowledge proof system on the NP relation:

Reshare = {(Com7 [V]lv [V]Qv {pkjv CJ}JE[”]; v, [V]O) :
com = Com(v) Av = [v]p + [v]1 + [v]2
AVYj € [n],c; = Ency, ([v]o)}

P* verifies all proofs. If any invalid, abort. Otherwise, continue. P* obtains set D =

{vilulvile, {ei ;b iem Yiepms {1Vj]1[Vjl2 ¢ Yiepmi Fiem } iee., for each vi, P* has its two
shares [v!];, [vi], and the ciphertexts of its third share under the public keys of the other set:

;

&

J = Encyir ([vi]o) for Vj € [n]. For the case of V7, it is similar.

Compare: With the set D, P* helps the traders match their orders by finding the match result
via a binary search method. This protocol is shown in Algo. 5. This procedure requires

multiple comparisons for the cumulative volumes, e.g., cv! and cv;. Comparing them is
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l

actually comparing Aé;’" = cv; — vy or A% ! = v’ — cvl with 0. We utilize a share-based

J
three-party secure comparison protocol [85], denoted as II3s¢ that securely realizes the ideal

functionality F3sc defined in the dishonest-majority setting in Sec. 2.3.

P* runs the Il3sc protocol on it with two traders P!, Pj chosen randomly from the left and
right sets. They need the shares of Aéj_” or AL- "as inputs. They gain the shares via the share
distribution functionality Fsp as shown in Fig. 4.7. The indicator x = 0 means they get the

shares of Aﬁ;”. x = 1 indicates they get the shares of A" L

Functionality Fsp (Share Distribution)
There are parties: P, P, P*.

e Input: P*has D = {{[vi]1, [Vi]2, {¢k; }iem Yoem) {IVil1, Vil {chi tiepm brem > two
cumulative value indices @ € [m],j € [n], an indicator x € {0, 1}, two user indices
a € [m], B € [n].

P! has private key sk.,. Pj has private key skj.

e Output: If x = 0, send the share [A};"]y to P.;

send [Aﬁ;”h to P}; send [Aﬁ;’”]g to P*.
If x = 1, send the share [Ag;l]o to P;
send [A;i_lh to P; send [A;;Z]Q to P*.

FIGURE 4.7. The functionality of share distribution

P* has collected the shares (some in plaintext and some in ciphertext form) of each volume
value in the set D. P! has private key sk.. Py has private key skj. Due to the addit-
ive homomorphism of the shares and ciphertexts, they can run the protocol IIsp(sk,, sk,
(D,x,a, 3,1,7)) by computing as follows, which achieves the Fsp functionality. We take the

case of x = 0 as an example.

o P*computes: [A]"]y = [evi]a—[cv]]a, [evi]s = > et Vil [evi] = S04y Vi, [evih =
izl[Vﬂl’ [Vl = Zi;:ﬂvl:]% sends Encpkla([cvﬂl) - {3:1 Cha 1O P}, sends 2221 ka,ﬁ -

Encyiy ([evi]1) to P

e P! decrypts to get [Aé;r]o = [evi]; — izl[VZ]O-

e Pjdecrypts to get [Aé]ﬂ]l =S [Vio — [cvi]1.
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Based on the share distribution and secure comparison protocols, they run the binary search

procedure as shown in IIgssc, Algo. 5. It first compares AL-" = cvl — cv’ with 0. Only

P* can get the comparison result w,,,,. If w,,,, = 0, then Aln;;" > 0 and P* binary searches

T

the right set to find the smallest index ¢ such that cvj > cvfﬂ, shown in steps 4-7. Otherwise,

Al-r < () and P* binary searches the left set to find the smallest index ¢ such that cv} > cv”

n’

shown in steps 8-11. Finally, it outputs the match result w,,,,,, t.

e If w,,, = 0, ¢ € [m], it means all volumes v}, ... vi j and Vv, ... v" are fully matched, v}

1s the last matched volume. Other volumes are unmatched.

e Ifw,,, = 1,1 € [n], it means all volumes v, ... v}  vi ... v/ | canbe fully matched, and

v; is the last matched volume. Other volumes are unmatched.

Within Ilgssc, a total of O(logn) rounds of comparison computation are performed.

Algorithm 5 Binary Search with Secure Comparison Ilgssc

I: Input: P* has D = {{[Vi]s, Vila, {ch;}jem repmps (Vi1 Vile { ek biem boem ). P
samples o < [m], <= [n]. P! has secret key sk.,. Pj has skj,.

2: P, Pg, P* run (AT, [ALT] [ALT],) <+ HSD(sk’fJ,skg, (D,0,«, 5,m,n))
// get shares of Al"" via share distribution protocol

3: PL, Pj, P*run Ilssc ([AL 7o, [AL ], [ALr]2), and only P* gets Wiy,

4: if w,,, = 0 then // left cumulative volume is larger
L+~0,R<m—-1t<m

5:  while L < Rdo
hall e
PL, P, P*run ([AL o, [AL1 (A1)  Ten(sk,, sk, (D, 0, 0,5, 2,n))
// get shares of AL" via share distribution protocol
PL, Py, P* run Ilssc ([AL o, [AL7]1, [AL]2) and only P* gets w.,,.

6: ifw,, =0thent < 2z, R < z—1//change candidate, and search a smaller one

else L < z + 1// search a larger one

8: else // right cumulative volume is larger
L+—0,R+<n—1,t+<n

9: while L < Rdo
2 |50
Polu P,[?? P* run ([Agr_nl](h [Az;nl]l’ [AZ;@l]Q) — HSD(Sklou Sk};’u (D, L a,p, Z,Tl))
PL, Py, P* run Ilssc ([AZ Mo, [AL]]1, [AZ,/]2) and only P* gets w.,.

10: ifw,, =0thent<+ 2z, R+ z2—1

11: else L < 2 +1

12: Return w,,,,,t // obtain the match result




98

4 Charon: PRIVATE CRYPTOCURRENCIES TRADING IN DARK POOL

Inform: On the (W, t), if Wy, = 1, ¢ € [n], P* informs eachparty P, ..., P. . Pr ... . P,

that they are fully matched, and sends the ciphertext of its matched volume to P and informs

other parties that they are unmatched. Due to the additive homomorphism of the encryption,

l—r _ 1 r .
Encprr (A7 1) = Encper (cvy, — cvi_ ;) is computed from

Encyp; (Af*;,;—l) = E”Cpk{(cvfn — vy )

m m t—1 t—1
= Encpkr Z vl + Z w1 — [Vi]2)
k:l k=1
m t—1
+) i — D Chs 4.1)
k=1 k=1

If w,,,,, = 0, P* notifies all parties analogously.

Algorithm 6 Private Batch Volume Match I1pgym

1: Input: Each party P/ has input v} and P/ has input v} for i € [m], j € [n]. P* has two

sets of public encryption keys PK' = {pk!}icpm), PK" = 1Pk }jem)-

Prepare: P* sends PK' to each P/ for all j € [n], and sends PK" to each P} for all
i € [m).

« For each P!, i € [m], it does the following:

run ([vlo, M1, [1]2) < Tlss (v):

generate {c, ; = Encpk;([vﬁ]o)}je[n}; // encrypt one share under all public keys of other set
generate NIZK proof 7TZl~.share for the relation Rgpare; // prove correctness of shares and
ciphertexts

send ([Vi]1, [Vi]2, {c| ;}jepm), 7 .share) to P*.

« For each P/, j € [n], it does the same as above and sends
(Vi]1, [Vil2; {€] s Yicpmy, 7} -share) to P*.

o P* verifies all proofs. If any invalid, abort. Otherwise, continue. P* obtains set
D = {{[vih, Vil2, {i; Ve Fietmps {1, [V5)2, {5 Yicmi b

Compare: This phase is shown in Algo. 5. That is, P* takes all the plain and encrypted
shares and each party’s public key as input and interacts with two sets of parties who
have their private keys as input by running the binary search with secure comparison
procedure (P* : Wy, t) < Igssc. // P* gets the match result

Inform:

o If Wy, = 1, P*informs {P},..., P\, P[,... P/} fully matched and { P} 4, ..., P’}
unmatched, sends Enc,y (AL7_;) to P/ as computed by equation 4.1;

o If Wy, = 0, P* informs { Py, ..., P7, Pl.... P\ ,} fully matched and {P},, ..., P.}
unmatched, sends Enc, (A7L)) to P
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THEOREM 5. Assume llcon, is a secure commitment scheme, g, is a perfectly correct, IND-
CPA secure additively homomorphic encryption scheme and 11, (Rshare ), are simulation-sound
NIZK proof systems for relations Rsnare, and lssc is a secure three-party dishonest-majority
comparison protocol. The Private Batch Volume Match llpgym protocol (Algo. 6) securely
implements the private batch volume matching functionality Fyw in Fig.4.3 in the presence of

malicious users or a semi-honest platform.

PROOF. We consider the protocol in a hybrid model where underlying ideal functionalities
are F,(R), Fzsc as introduced in Sec. 2.3. Replacing them with secure protocols follows the
composition theorem. Here, we consider two different cases. One involves some malicious

users. The other involves a semi-honest platform.

As in standard simulation-based security proofs, we exhibit an efficient simulator interacting
with the ideal functionality Fpgyym that can simulate the view of any efficient adversary
corrupting a subset of the parties in the protocol execution. We assume that the corrupt sets
C' C [m] and C" C [n] are fixed before the protocol execution starts. H' = [m] \ C', H" =

[n] \ C" contain honest parties.
The case of malicious users: S does the following

Setup: It invokes the simulated setup algorithm of Ilg,,. to generate (Crsghare, tdshare ), gives

ClSshare 10 A, keeps tdshare-

Prepare: After receiving two sets of corrupted parties’ indices C',C" and their encryption
public keys {pk;}icct U {pk;}jecr from A, S generates the public-secret key pairs (pk;, sk;)
for all honest parties in { P} };cp U { Py }jenr-

W.l.o.g., we use the party P! as an example. The case of party P! is similar in the prepare

phase. For all i' € C', receive from A the commitments com!, com!, and shares [v}];, [v}],

simulate F,(Rshare) With it and run the extractor algorithm with the trapdoor tdghare to
!

79

l

extract witness v}, wl, [vi]o, wl,. (If some corrupted party P} aborts, them abort.) Check that

com! = Com(v},w!), coml, = Com([vi]o,wly), vi = [vi]o + [V!]; + [V!],. If they hold, send
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accept to A; otherwise, return reject. If all checks pass, S publishes all public keys {pkﬁ}ie[m]

and {pk} } je[n) in random orders and continues. Otherwise, send abort.

For each i € C', receive from A : {c} ;} e[, simulate Fy (Req) With it and run the extractor

algorithm with the trapdoor tde, extract witness [v!]), wﬁol, wj j. (If some corrupted party

P} aborts, send abort.) Check that [v!]) = [v!], as extracted before from that party P} and
Lo —
2¥)

l

c i, wh) for j € [n]. If they hold, send accept to A ; otherwise, return reject.

Ency, ([v
If all checks pass, continue. Otherwise, send abort.

Compare: Initialize round = 0. W.Lo.g., we assume m < n. Sample a < [m], 8 < [n],

do while round < [log n|+1:

(a) if both parties are honest, send them the ciphertexts of random strings under their public

keys and simulate F3sc with them. Let round = round + 1;

(b) if only one party is corrupted, send it the ciphertext of a random string under its public

key, simulate F3s¢ with it.

(c) if both parties are corrupted, send them the other party’s identity and the ciphertexts of

random strings under their public keys, respectively, and simulate F3sc with them.

(d) if any corrupted party aborts, send abort to the other party and sample new « < [m],

[ < [n] and repeat the above procedures again.

(e) if no party aborts and finally send accept to A4, let round = round + 1, then sample a new

pair a < [m/|, 8 < [n] and repeat until round = [logn| + 1.

Inform: S sends all {v}};cc: and {v]},cc- to the trusted party and receive in return the
matched parties’ indices M' C C', M" C C" and their matched values {mv'};c\q and
{mvg}jejw. It sends M, M, {Encpké(mvﬁ)}ieMz, {Encpk;(mvg)}jeMr, {Encpkﬁ (0) bicer\ s

{Encppr (0)}jecrimr to A

To show the indistinguishability between the real and ideal execution, we consider the

following experiments. Each experiment’s output is the view of the .A.
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e Expty : It is the real execution.

e Expt; : Itis almost identical to Expty except that the setup for [l is replaced with the simu-

lated setup algorithm, the knowledge extractor is run with A for com!, comly,comly, {c};} ;e

l

79

7l.share to obtain v}, w!, [v}]o, wly, [v!]} and the randomnesses used in the ciphertexts and check
their correctness and v} = [vl]o + [v}]; + [v}]2. Check [v!]) = [v}]o and the correctness of the
ciphertexts. If any of them do not hold, abort. Otherwise, continue. The indistinguishability
of this experiment and Expt, follows from the proof system’s simulation soundness and the

encryption scheme’s correctness.

e Expt, : It is almost identical to Expt; except that A interacts with the functionality F3sc

simulated by S.

Since P* is not corrupted, the secret sharing is information-theoretic secure, and Ilzsc is
a secure protocol that implements F3sc, A’s view can be simulated perfectly, so Expt; is

perfectly indistinguishable from Expt;.

e Expts : It is the ideal execution experiment we defined above. It is almost identical to
Expt, except that in the Inform stage, S sends {v}};cc: and {Vv}};ccr to the trusted party
and receive in return the matched parties’ indices M! C C', M”™ C C" and their matched
values {mv;},cop and {mv/}casr. Then it sends {Encpkﬁ(mvﬁ)}ieMz, {Encprr (mV}) }jenr,

{Encpkﬁ(o)}iecl\/vﬂ’ {Encpk;- (0)}jeer\mr to A

The indistinguishability of this experiment and Expt, follows from the encryption scheme’s

correctness.
In summary, the outputs of real and ideal execution experiments are indistinguishable.

The case of semi-honest platform P*: We show the security of a corrupted semi-honest
P*. The view of P* consists of the public keys of all parties, the commitments of their secret
volumes, the random shares, the commitments and ciphertexts of shares, the NIZK proofs
for the correct commitment and encryptions, and its view in II3s¢ run with other two parties

P!, Py, and the match results.
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S receives the input and output of P* from the trusted party. Its input is empty. The output is
which parties can be matched. From the matched parties’ identities, it can infer the result of

each three-party secure comparison.

Setup: It invokes the simulated setup algorithm of I, to generate (Crsghare, tdshare ), sends

CrSshare t0 A. S generates the public-secret key pairs for all parties and keeps tdghare-

Prepare: W.1.0.g., we use the party P! as an example. On behalf of P!, S generates the

é, coméO on random strings, samples random values as shares, generates

commitments com
ciphertexts cé’ ; on random strings under {pk;” }jein)> invokes the simulated prover algorithm of

[Tghare to generate the proof 7rzl-.share using the trapdoor tdgpare, sends them to A.

Compare: S receives from the trusted party values (w,,,, t) indicating the comparison result
of each round. If w,,,,, = 1, it means the first round comparison result is 1, and S can infer the
following results wy, € {0, 1} of the next [logn]| + 1 rounds based on ¢. If w,,,, = 0, it means
the first round comparison result is 0, and S can infer the following results w;, € {0, 1} of the

next |logm| + 1 rounds based on ¢.

First, for each comparison, A chooses two parties from the two sides and computes the
ciphertexts respectively. Then it simulates the view of P* in the invocations of F3s¢ in each
round such that A can reconstruct the comparison result w;, = wy. Consider the following

experiments:
e Expty : It is the real execution.

e Expt; : Itis similar to Expty except that S replaces commitments with random strings, sends
the ciphertexts on random strings and stimulates the NIZK proof 7.share of each party using
the trapdoor. Since the commitment scheme is hiding, the encryption scheme is IND-CPA
secure, and the proof system is zero-knowledge, this experiment can be distinguished from

Expto with only negligible probability.

e Expt, : It is the ideal execution experiment we defined above. It is similar to Expt; except
that S simulates invocations of F3s¢ with A which result in the same output from the trusted

party. Since [I3sc is a secure protocol that implements F3sc, A learns nothing else except
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its input and output. Its view can be simulated perfectly. Thus, this experiment can be

distinguished from Expt; with only negligible probability.

In summary, the outputs of real and ideal execution experiments are indistinguishable.

4.3.3 Fully Private Volume Match

In this section, we aim to achieve a fully private volume match that reduces the leakage to a
minimum. The platform does not even know the match results that which orders are matched.*

Only traders know whether they get matched and their own matched volume.

The dark pool needs to ensure that at least one set’s orders in the order book are fully matched,
find all matched orders in the other set, and decide their matched volumes. To achieve this
goal, existing methods, such as the one-by-one comparison and the previous private batch
match, rely on a platform that knows each comparison result and decides the next comparison
values and continues. In order to hide the match result further, we need a new matching

mechanism that does not require the platform to know any internal comparison result.

However, even if we can hide the match result, another issue arises as to inform the last
matched party (e.g., P!) of its matched volume. In the previous method, the platform—knowing
P!’s position—sends Encpké (cvh — cvt_,) directly, allowing P! to decrypt its matched volume.
But now the platform does not know who the last matched party is, and it must treat all
parties equally. If it sends the ciphertext of cv; — cvé-_1 to each P]l , then fully matched or
unmatched parties may decrypt values they should not see, e.g., P! decrypting cv’, which

reveals information beyond its matched volume.

We propose the fully private match method as outlined in Algo. 8. The trader gets its match
result by running two comparisons, in which the platform learns nothing. The platform can
inform each trader of its matched volume without learning any additional information. We

“Except the basic fact that at least one side would be fully matched, and at least the first order on the other
side is matched.
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show a detailed explanation with the security proof. Before that, we introduce some useful

observations.

Observ. 1. Get match result from two comparison results. Firstly, we observe that one’s match
result can be decided by two comparison results: the cumulative volume exactly before it
with that of the other complete set (cv!_;,cv’ ), and the cumulative volume till it with that of

the other complete set {cv!, cv” ). Especially, cvl, = 0. There are three cases:

(1) Ifevl | <o, cvl < vt P!is fully matched;
(2) Ifevl | < eV’ cvl > cv”, P!is the last matched;

(3) Ifevl | > cv’, cvl > cv”, P! is unmatched.

Note that the case cvl_; > cv’ A cvl < cv’ is impossible, since the sequence of cv is

7

monotonically increasing. For the case of P}, it works analogously.

For cases (1) and (3), Pl-l directly knows that the matched volume is his order volume or 0.
But for case (2), it is the last matched party who cannot infer its (partial) matched volume

cv’ —cvt | just based on the comparison results. Thus, some additional technique is required.

Observ. 2. Get the opposite comparison result by adding 2¢. In the comparison protocol [85]
for a value A, the result is decided by comparing A mod p with 2¢. If A mod p < 2, it

outputs 0, means A > (. Otherwise, it outputs 1, means A < 0.

We choose k, £ such that 281 < 26 < 2k=1 4 28 < 26F1 < p For A € [-2F-1 0) U [0, 2F1),

let us check the comparison result of A’ = (A + 2¢) mod p.

e When A € [—2F71.0), A mod p > 2¢, comparison resultis 1; A’ mod p € [2¢ — 2F~1,
2) < 2¢, result is 0.
e When A € [0,2571), A mod p < 2¢ comparison result is 0; A’ mod p € [2°,2° +

2F=1) > 2 resultis 1.
In summary, adding 2¢ yields an opposite comparison result.

Overview. Based on these observations, we introduce two random mask bits for traders’

comparisons. In the Prepare phase, each party commits to two random bits e, es and
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their XOR result e = e; @ e; = e; + es — 2e1e5. They can be used to hide the true
comparison results from the platform. Instead of comparing the values directly, they compare
the values added with 2¢ - e; and 2 - e, respectively. As the comparison results, P* gets
1 = Wy D eq, fig = Wa D ey, where wi, wy € {0, 1} denote the true comparison results. Upon

receiving the two masked results i1, fio, only the trader can recover wy, ws.

To deliver the matched volume, P* computes the ciphertext for each party (taking P! as an
example): pc = Encpké (cvt — cvt ). This ciphertext is then encrypted again with symmetric
encryption as sc = Encyy(pc). ssk is the unique symmetric secret key chosen by P* for P.
In the Inform phase, we ensure that after the interaction between the platform and traders,

only the last matched trader can get this symmetric key and decrypt to its matched volume.

Construction. We demonstrate the fully private volume match ITgpyy as follows and sum-

marize it in Algo. 8 later.

Prepare: This phase is similar to the Prepare phase in Algo. 6 except that each party chooses
two random mask bits. In addition to sending the commitment, shares, and share ciphertexts
of volumes, they also send the commitment, shares, and share ciphertexts of these random

mask bits.

e For each P!, i € [m], it chooses ey, e; < {0, 1} (we omit the subscript ¢ and superscript
[ here for brevity) and generates their secret shares [e1]o, [e1]1, [e1]2, [€2]0s [€2]1, [€2]2, cOm-
mitments Com(e; ), Com(ey). It also generates ec = Com(e;w) = g°h” for e = e; @ eq, and
generates NIZK proof 7.mask for the following relation.
Rmask = {(comy, coma, ec, [e1]1, [e1]2, [e2]1, [e2]2);
(€1, €2, e, [e1]o, [e2]0,w) : €1 € {0,1} Aeg € {0,1}
Ney = [er]o + [e1]1 + [e1]2 A comy = Com(ey)
Ney = [ea]o + [e2]1 + [e2]a A comy = Com(es)
Ne = e @ ey Aec = Com(e;w) = g°h“}

It sends (ec, [e1]1, [e1]2, [e2]1, €], m.mask) to P*.
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P* checks the proof. If it is invalid, abort. Otherwise, P* stores (ec, [e1]1, [e1]2, [e2]1,]e2]2)-
e For each P}, j € [n] in the right set, they do the same.

P* obtains DUE'UET, where D is the same as that in Algo. 6, &' = {(ec}, [e},]1, [€}]2, [ely]1s

[e52)2) Yiepm> €7 = {(ecj, [€f]1, [€f]2, [€]a, [€]a]2) Fepm-

Compare: For each P/, i € [m], P* chooses (3 < [n] and interacts with P/ and P} to run the

share distribution protocol such that all three get one share of Af:{ .. Ttalso sends [2° - el

to Pj. P! keeps [e};]o. P* has [e},],. They can compute the shares of A’l_] | respectively and

l—r
i—1,n

and P* gets the result yl,. For value A", P!, P}, P*

Ln ?

run the comparison protocol for A’

. =r __ Al-r Y4 l * l
run the comparison protocol on A" " = A" " + 27 - e}, same as above. P* gets j;5.

For each P, P* sets # = j and chooses a < [m] and interacts with P! and P} to run the
share distribution protocols and masked comparison protocols similar to the above. We show

the whole procedure in Algo. 7.

Algorithm 7 Masked Comparison Iycp (DU E U ET)

1: Input: P* has the data set D U &' U €. Each party P! has private key sk! and shares
[€l1]0, [ely)o- Each party P/ has private key sk} and shares [e]; ]o, [€],]o.
2: For each P!, i € [m], P* sets a = i, samples 3 < [n].
« For Ail:in: Pila Pga P run ([Af:in]o’ [At{,n]l’ [Aul:in]Q) — HSD(3k7lj7 Skg’ (D7 0,0 =
i,B,i—1,n)).
//distribute shares of Al"7
P* sends [2° - €}, ]; to Pj.
P! Pj, P* compute the following respectively:
(ATl = (AT + 12 ehls g € {0,1,2}
//compute shares for the masked comparison
run Tssc ([AZ] ], A1 [A17]4]0), and only P gets ;.
« For Af;r: P!, Pj, P* get [A/ f;r]o, (A f;T]l, (A il;r]g respectively same as above. They
run Issc ([A o, [A, ], [A'F7]2) and P* gets iy,
/[ P* gets the second masked comparison result
3: For each P}, j € [n], P* samples a < [m], sets 3 = j. P., P/, P* run the protocols
similar to the above.
P* gets y7;, Wj. //masked comparison results of P}
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Inform: In this phase, P* informs each trader of its match result and matched volume.
We also use P! as the example and omit its subscript i and superscript [ here for brevity.
P* computes pc = Encpkﬁ(cvg — cvl_;) as in equation (4.1). It then chooses r* < Z,,
computes ssk = Hash(g" ) and uses it as the key to encrypt pc with symmetric encryption:

sc = Encgy(pe).

We require that only if P! is the last matched trader can it get ssk. Note that the distinguished
feature of such a party is that its two comparison results are different, i.e., w = w; G wy = 1,
while all other traders’ two comparison results are the same. But now P* only has two masked

comparison results jiq, p1o and p = g & po.

Recall that it also has everyone’s ec = g°h“, where only the trader knows the two random
bits’ XOR result e = e; @ e, and the randomness w. Based on each trader’s ; and ec, P*
computes ¢y, co as follows to encode r*.

Py Ifu — 1, Cl —= h’r’*,CZ — (g/éC)r*;

*

e Ifu=0,c,=h"",co =ec.
Then it sends pi1, 12, 1, ¢ and sc to P

P! computes Hash(cy - ¢;*) using its secret w. Only if w = 1, Hash(cy - &) = Hash(g"" ) =
ssk. Then, it can recover the valid ciphertext pc and decrypts it to the matched volume
oV’ — cvl ;. Otherwise, it only knows its order is fully matched or unmatched based on

W1 = i1 D ey, Wy = s D ey according to observation 1.

THEOREM 6. Assume llcom is a secure commitment scheme, 1lg, is a perfectly correct, IND-
CPA secure additively homomorphic encryption scheme and 11, (Rshare), k(Rmask) are
simulation-sound NIZK proof systems for relations Rspare, Rmask, and Ilzsc is a secure three-
party dishonest-majority comparison protocol. The Fully Private Volume Match protocol
[Tepvm (Algo. 8) securely implements the fully private volume matching functionality Frym in

Fig.4.4 in the presence of malicious users or a semi-honest platform.

PROOF. This fully private protocol is similar to the private batch protocol. We mainly

discuss the different parts.
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Algorithm 8 Fully Private Volume Match [Igpyy

1: Input: Each party P/ has input v} and P/ has input v} for i € [m], j € [n]. P* has two
sets of public encryption keys PK' = {pk!};cpm), PK" = 1Pk }iem)-

2: Prepare: This phase is similar to the Prepare phase in Algo. 6 except that each
party additionally chooses two random mask bits e, e; and a randomness w. It keeps
(e1, €2, [e1]o, [€2]0, w) and sends the commitments ec, shares of its random mask bits
le1]1, [e1]2, [e2]1.]ea)2, and NIZK proof 7r.mask) to P*. P* obtains DU E' U £".

3. Compare: P* takes all the data D U £ U £" and each party’s public key as input and
interacts with two sets of parties who have their private keys as input by running the
masked comparison procedure 1Iycp in Algo. 7.

For each party P!, i € [m], P* obtains ply, k.
For each party P}, j € [n], P* obtains pif, t,.
/I P* gets masked comparison results of all parties
4: Inform: P* does the following computations.
« For party P! with g, uly:
pc;  Encyp(cvy, —evi_y);
// compute ciphertext of cv” — cvl_,, where cvl, = 0
r* <5 Z,, ssk! = Hash(g""), sc\ + Encsské(pcli);
/lcompute ssk! as symmetric key to encrypt pc
If g = ply © ply = 1
(Ci‘la Céz) = (hr*7 (g/ecﬁ)"* = g(l—eﬁ)qﬂ* h’_wi'r*)'
-If p1; = gty @ prip = 0:
(Cilﬁ 22) (h " ( 2)1”* = gel-r*hwé-r*)
sends 4ufy, 135, (c ilv Cla), 5 to P}
« For party P} with y7, 11f,: computes similar to above, sends 11}, 15, (¢}, cby), sc] to
Pr.
//zend each party with the encrypted ciphertext and encoding of decryption key
« Each P! computes wh =l dely, wh, = ,u12 @ ely:
- Ifw in= = 1and WZ2 = 1, then mv} = vl; //full-maich
- Ifw!, = 1 and wl, = 0, compute
sskl = Hash(c! ZQ -y Z) pc; « Dec,y(sch),
mv; = cvj, — cvi_; ¢ Decgy(pch);
// P! is the last matched, decrypts matched volume
- If wl; = 0 and wl, = 0, then mv} = 0.//unmatched
« For each party P}’ in the right set, they operate similarly and get their match results.

The case of malicious users: S is similar to that in the proof of Thm 5 except for the

following.

Setup: It also invokes simulated setup algorithm of I1,.s to generate (crspask, tdmask ), gives

CrSmask t0 A, keeps tdmask-
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Prepare: W.1.0.g., we use the party P/ as an example. The case of party Py is similar. It also

simulates the random bits commitment generation for mask. It works as follows.

For each i € C!, receive from A the commitments com!,, coml,, ecl, c!,,cl, and shares

el )1, [€h ]2y [elo)t, [€ly]2, simulate Fi(Rmask) With it and run the extractor algorithm with
the trapdoor td s to extract witness e}, wl, ely, wly, el W, [el]o, 7Y, [eh]o, V. (If some

corrupted party P! aborts, then abort.)

Check that Comél = Com(eﬁl,wgl), Cél = Com([eﬁl]o,%l-l), 621 = [621]0 + [651]1 + [651]2’
l l
coméZ = Com(efn,wg), Cé2 = Com([eéQ]o,%@Q), 622 = [eéz]o + [622]1 + [652]2’ ecé = g%h“i,

e = 621 ) 622. If they hold, send accept to A; otherwise, return abort.

S sends all {v}};cc: and {V};ccr to the trusted party and receives M' C C', M" C C” and
{mVi};e s {mV}}jerr and whether he is the last matched party. For the last matched party,

ithas w!; = 1,w!l, = 0. For other fully matched (but not last), it has w!, = 1, wl, = 1.
Compare: For the corrupted P}, sample 3 < [n],

(a) if Pg is not corrupted, send P! the ciphertext of a random string under its public key and

simulate F3s¢c two times.

(b) if both parties are corrupted, send them the other party’s identity and the ciphertexts of

random strings under their public keys, respectively, and simulate F3sc two times.
(c) if anyone aborts, send abort to the other party and abort.

Inform: Based on each corrupted party’s final matched result and their random bits, S obtains

their comparison results: pt, = wl, @ e, ul, = w, @ el, and sends them to A. If P/ is not
z

the last matched party, send pcl, sc! and ec?’, where pcl, sc! are ciphertexts of random strings
under pk! and ec! is computed same as the protocol. If P! is the last matched party, send
pct,sct and ec}’, where pct = Enc,,: (mv!), sci, ec;’ are computed same as the protocol. For

i

each party P}, do the same.

To show the indistinguishability between the real and ideal execution, we consider the

following experiments. Each experiment’s output is the view of A.
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e Expty : It is the real execution.

e Expt; : It is almost identical to Expty except that the setup for Il is replaced with the

l l l l

simulated setup algorithm, the knowledge extractor is run with A for com;, com;, [v;]1, [v;]2

L0l

7t share to obtain v!, w!, [v!

)

Jo, w!, and check their correctness and v} = [v!]o + [v}]; + [v}]2. If

any of them does not hold, abort. Otherwise, continue.

The indistinguishability of this experiment and Exptg follows from the proof system’s simula-

tion soundness.

e Expt, : Itis almost identical to Expt; except that the setup for I1,,,¢ is replaced with the simu-

l l

lated setup algorithm, the knowledge extractor is run with A for com!,, coml,, ec!, ¢!, c, and

27 wzl'7 [621]07 ’%17 [622]07 752

and check their correctness and €', = [}, ]o + [€}}]1 + [e};]2 and €Ly, = [el]o + [€ly]1 + [ely]o-

shares [el,]1, [el;]2, [ely]1, [€ly]2, 7l .mask to obtain e, wl, ely, Wiy, e

If any of them do not hold, abort. Otherwise, continue.

The indistinguishability of this experiment and Exptg follows from the proof system’s simula-

tion soundness.

e Expts : It is almost identical to Expt, except that the ciphertexts sent to .A in the Compare
phase are encryptions on random strings and .A interacts with the functionality F3sc simulated
by S. Since P* is not corrupted, the secret sharing is information-theoretic secure, and I135¢
is a secure protocol that implements F3sc, A’s view can be simulated perfectly, so Expts is

perfectly indistinguishable from Expt,.

e Expt, : It is the ideal execution experiment we defined above. It is almost identical to Expts
except that in the Inform stage, since S sends A the comparison results of all corrupted
parties computed from their final matched results and random bits. Besides, S sends A:

l * *

(pct, sct, ect!) or (pc, sct, ect™) for each corrupted party. If P! is not the last matched party,
let pcl, sc; be the random strings and ec}' computed same as the protocol. If P! is the last
matched party, let pct = Encpy: (mv}), and scl, ec!' computed same as the protocol. For the
corrupted party P/, do the same operation. For the last matched party, it receives the same

ciphertexts as those in real execution. For other parties, since the symmetric encryption and
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Paillier encryption are IND-CPA secure, A cannot distinguish the random strings from the

valid ciphertexts. Thus, 4 can distinguish Exps from Exp, with negligible probability.
In summary, the outputs of real and ideal execution experiments are indistinguishable.

The case of semi-honest platform P*: S is similar to that in the proof of Thm 2 except for

the following.

Setup: It also invokes simulated setup of I1,.s to generate (Crsmask, tdmask )> gVes CrSmask to

A and keeps td k.

Prepare: It is almost the same as that in Thm 2, except that on behalf of party P!, S

!

L., cl, on random strings and random values

also produces commitments com!,, coml,, ec!, c

[ely]1, [el1]2, [€la]1, [ely)2, generates the proof 7). mask using the trapdoor tdmask. P/ is similar.

Compare: For each P!, S chooses random bits i, pi,, then it simulates the view of P* in the

. . . . 1

invocations of F3sc two times such that A can reconstruct the comparison result /'y, = pt;,
ol

M2 = Hig-

Inform: P~* receives nothing in this phase, so S does nothing either. To show the indistin-

guishability between the real and ideal execution, we consider the following experiments:
e Expty : It is the real execution.

e Expt; : It is similar to Expty except that S replaces commitments with random strings and
simulates the NIZK proof 7.share of each party using the trapdoor. Since the commitment
scheme is hiding and the proof system is zero-knowledge, it can be distinguished from Expt,

with only negligible probability.

e Expt, : It is similar to Expt; except that S replaces commitments with random strings and
simulates the NIZK proof m.mask of each party using the trapdoor. Since the commitment
scheme is hiding and the proof system is zero-knowledge, it can be distinguished from Expt;

with only negligible probability.



112 4 Charon: PRIVATE CRYPTOCURRENCIES TRADING IN DARK POOL

e Expt; : It is the ideal execution experiment we defined above. It is similar to Expt, except
that S simulates invocations of F3sc with A which result in the same output from the trusted
party. Since Il5sc is a secure protocol that implements F3sc, A learns nothing else except
its input and output. Its view can be simulated perfectly. Thus, it can be distinguished from

Expt, with only negligible probability.

In summary, the outputs of real and ideal execution experiments are indistinguishable.

4.4 Cryptocurrency Dark Pool Trading System

The overall system runs in the following phases, which we describe on a high level. It can be
seen as a combination of our eligibility check and private match protocols with the private

exchange system, such as Pisces [32].

Registration. The user shows its real identity to the platform. The platform checks whether it
has registered. If yes, aborts. Otherwise, they run the anonymous credential-issuing protocol.

The user gets an identity credential.

Deposit. The user deposits cryptocurrencies into their account anonymously and gets an asset
credential issued by the platform, which is also responsible for asset custody. It is the same as

that in [32].

Place order. The user’s order is ord = (sym,opt,v). It places its order by generating
commitments Com(sym), Com(opt), Com(v) to these values and proves it has a valid asset
credential containing enough cryptocurrencies for selling or USDT for buying. It also encrypts
its identity id and order information under the regulator’s public key Enc(id), Enc(ord) and
proves its correctness. The platform verifies them. If the verification passes, the platform

adds the order to the dark pool.
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Eligibility check. On Com(sym), Com(opt) in its order, the trader joins the eligibility check
phase and runs the IIgc protocol (Algo. 4 in Sec. 4.3.1) with the platform and other traders in

the dark pool. As a result, the platform outputs the non-empty order books.

Volume match. On the commitment Com(v) in its order, the trader runs the volume match
protocol with the platform and some other traders in the same order book. They can run
the private batch volume match protocol IIpgym (Algo. 6 in Sec. 4.3.2) or the fully private
volume match protocol IIgpyy (Algo. 8 in Sec. 4.3.3). As a result, the trader knows whether
it is matched and the matched volume. Then, it can request the platform to issue new asset

credentials anonymously.

Withdraw. The user withdraws cryptocurrencies from the platform anonymously on the asset

credential issued by the platform. It is the same as that in Pisces [32].

Disclose. The regulator discloses the order information of the matched and executed orders

using its secret key.

4.5 Performance

In this section, we present the performance evaluation of two phases of the dark pool system:
the eligibility check and volume match, along with their time cost trends as the number of
traders increases under limited concurrent computational resources. The overall evaluation
results demonstrate that each trader’s computation takes only a few seconds to obtain the
match result, even with 200 orders in the dark pool, which confirms the practicality of our

approach.

Evaluation configuration. We implemented our system using Python 3.10.12. We used the
open-source library MpyC [mpyc] for simulating multi-party communication at all stages
except the Compare stage. We also used MP-SPDZ v0.3.9 [91] to specifically benchmark the
three-party interactions (i.e. Compare in Algo. 6 and Algo. 8) with the dishonest majority

security protocol MASCOT [92].



114 4 Charon: PRIVATE CRYPTOCURRENCIES TRADING IN DARK POOL

We conducted our experiments on a standard desktop PC equipped with a 16-core Intel
17-13700 processor and 16GB of RAM, running Ubuntu 20.04. Note that the computational
power for testing is similar to that of real-world end users but much lower than that of a

real-world platform with more powerful resources.

Eligibility check. We implemented the eligibility check algorithm IIgc (Algo. 4) and

measured the running time of the traders and the platform during this phase.

When there are only two orders in the dark pool, the two traders run a single round of the
extended equality test protocol IIptg. with each other via the platform. In this case, a single
run takes 0.607s to process. Theoretically, as the number of orders in the dark pool increases,
the number of IIpTg. rounds that each trader runs increases linearly, and the platform’s rounds
increase quadratically since it interacts with all traders. All rounds of IIptg can be executed
in parallel if the parties have sufficient concurrent computational resources. However, due
to limited experimental resources, our experimental environment only supports a maximum
of 32 threads for concurrent computation. As a result, we experimented with single thread

conditions, as depicted in Fig. 4.8(A).
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FIGURE 4.8. Parties’ time cost in the Eligibility Check (IIgc).
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Volume match. We implemented two of our volume match algorithms IIpgyy in Algo. 6 and

[Trpym in Algo. 8, which consist of three main stages: Prepare, Compare, and Inform.

Prepare Stage. The computational performance of the Prepare stage is shown in Fig. 4.8(B).
The cost of time increases quadratically due to the linear verification times for each user and
the number of users. When the number of orders (one order per trader) increases from 20 to

100, the time cost grows as expected.

Compare Stage. In the Compare stage, each trader performs a constant number of rounds of

either the three-party secure comparison protocol II3s¢ or the masked comparison protocol
ITycp. We evaluated a single run of II3s¢ and IIycp, which takes 0.029s and 0.030s, respect-
ively, to complete one round. Our Private Batch Volume Match requires logarithmic rounds
I13sc in sequential order °, shown in Fig. 4.8(C). On the other hand, our Fully Private Volume
Match essentially runs in linear times of IIycp, as depicted in Fig. 4.8(D). However, in theory,

it can be run concurrently and hence be further optimized.

Inform Stage. In this stage, the platform computes the results locally and distributes them to
the traders. Traders then locally reveal the result as described in Algo. 6 and Algo. 8. The
time cost on the platform side is less than 0.035s for 20-100 parties. On the trader side, it is

independent of the number of parties, which is approximately 0.044s.

Overall Analysis. Our design is much faster than the state-of-the-art dark pool solution with

a single server [72]. Concretely, we take the case of 200 orders with half buying and half
selling as an example and run with at most 16-thread concurrent computation power. The
total runtime of our private batch volume match is estimated to be 11.154s. Our fully private
volume match is estimated as 8.061s. At the same time, only the online phase of the volume
match of SPDZ-full threshold [72] cost around 8s according to the almost linear trend of “full
th N = M = 100” case shown in Fig. 3 of [72] and the offline phase is too long to be shown,

much more than 2500s.

>Due to the extra computation cost introduced by the used SPDZ framework, PBVM’s compare time is
higher than expected in Fig. 4.8(C). However, the trend still reflects the expected growth rate.



CHAPTER 5

Fair Relay in Anonymous Zether

5.1 Introduction

Blockchain is a distributed ledger technology that allows for secure, transparent, and tamper-
proof recording of transactions across multiple participants. Decentralized consensus mech-
anisms, such as Proof-of-Work or Proof-of-Stake, are used to verify the authenticity of
transactions and make blockchains resilient to fraud and censorship. Ethereum is a popular
blockchain platform. It supports decentralized applications (dApps) through its Ethereum
Virtual Machine (EVM), allowing developers to deploy programmable smart contracts. Ether
(ETH), Ethereum’s native cryptocurrency, fuels the network by paying the miners computa-

tional resources and transaction fees (referred to as “gas”).

Smart contracts, central to Ethereum, are self-executing contracts with the terms of the agree-
ment directly written into code, and they automatically execute once predefined conditions
are met, such as transferring funds or updating records on the blockchain, eliminating the
need for trusted intermediaries. Smart contracts are transparent, immutable, and decentralized,

which cannot be altered once deployed on the blockchain.

Due to the transparency of Ethereum, privacy concerns have been raised. Each Ethereum
user and their accounts (referred to as externally owned accounts, EOA in short) are only
pseudonymous, meaning transactions can be traced back to account addresses, making it easy

to track user activity.
116
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5.1.1 Anonymous Zether for privacy

To address the privacy issue in the public blockchain, several projects [93, 94, 16, 17] have
been designed to allow users to send anonymous transactions on the blockchain. One of them
is anonymous Zether [16, 17], a private payment system built as a smart contract on Ethereum.
It uses zero-knowledge proofs (ZKPs) to hide transaction amounts and user identities. Its
deployment is currently underway [95]. The sender hides himself and the receiver in a
large group with other users’ public keys (the anonymity set) and encrypts transfer amounts
under their public keys with ZKPs to show they are well-formed. In this way, anonymous
transactions are created on Ethereum without requiring specialized blockchains like Zcash

[14] or Monero [9]. Its native token is Zether (ZTH).

Inherent leakage via gas fee. In Ethereum, every transaction (initiated by an EOA) has to
pay gas fees to miners in ETH. It leads to one of the main limitations' of anonymous Zether’s
anonymity: no matter what privacy guarantees it has, transactions broadcasted by the same
EOA are inevitably linked via the gas fee payment. Even if a user controls multiple EOAs, he

has to somehow ensure they remain unlinkable to send anonymous transactions.

This issue can be solved if miners are willing to receive transaction fees in ZTH instead of
ETH, which are exchangeable by design and have identical values. However, this requires all

miners to accept a fee in ZTH, which is a system-scale change.

Current mitigation: gas relay system. There are gas relay systems [96, 97, 98], in which
users send their signed transactions to a third party, known as a relayer, off-chain. The relayer
broadcasts the signed transaction to Ethereum and pays a gas fee for it. Therefore, users do
not need to pay gas fees directly. Instead, the relayer covers the gas costs on their behalf. This
is useful for applications where users may not have ETH to cover gas costs or to ensure a

better user experience.

IThe deanonymization attack in the network layer is out of the scope of our work. Users can protect
themselves using an anonymous network like Tor [57].
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Such relayer nodes could broadcast the anonymous transactions [16, 17]. Users send the meta-
transaction® of anonymous Zether to the relayer. The relayer verifies and wraps them into
standard Ethereum transactions, pays the gas fees, and propagates them. As compensation,
the relayer could be rewarded in ZTH by adding their Zether account to the transaction as a
receiver. The reward can be higher than the gas fee it pays, which incentivizes the relayer to
provide such a service. While this approach seems promising for addressing the above tracing

problem, it has brought about other issues. We will elaborate on the following.

5.1.2 Concurrency Attack

Briefly speaking, we observe a kind of concurrency attack on the relayers. It arises from the
interplay between Ethereum’s gas fee mechanism and anonymous Zether’s double-spending
prevention design. We will explain these components and demonstrate how the attack is

executed.

Gas fee for failed transactions. In Ethereum, transactions that run out of gas or fail validation
can still be included in a block without altering the state, but the gas fee is still charged. It is
essential since it is impossible to distinguish between failed transactions caused by user error
and those due to malicious intent like a denial of service. For example, attackers could spam
the network with deliberately failing transactions, like creating complex contract interactions
that fail at the end. Regardless of the result, the gas fee for the transaction is deducted from

the sender’s account [7, 99].

Double-spending prevention via nonce. The anonymous Zether defines the epoch, which is
a discrete period (usually several blocks). Each anonymous Zether meta-transaction includes
a nonce®. Given a new meta-transaction, it would be rejected if its nonce has appeared before
in the same epoch. This condition prevents double-spending attacks. More details can be

found in Section 2.4 or the original paper [16].

2We explicitly name the calling of a smart contract as a meta-transaction, to distinguish it from the full
standard Ethereum transaction.
3Note that it differs from the Nonce in a full transaction.
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Concurrency attack on multiple relayers. Considering the scenario where multiple relayers
are available, they operate independently, and there are no direct communication channels

among them. They only share the same public blockchain.

The malicious user requests many relayers with conflict meta-transactions, including the
same nonce. Each relayer can verify the single request he received according to the current
blockchain but does not know whether the user has requested other relayers. Once the relayers
are convinced, they broadcast the transactions and pay the gas fee. However, due to the
verification conditions, only the first transaction recorded on the chain would be executed
successfully. Others with the same nonce are also recorded on-chain but cannot be executed.
Therefore, only one relayer could be paid, while others’ gas fees are wasted. Even worse,
since the meta-transaction is anonymous, the malicious sender would never be identified and
can repeatedly launch the attack without penalty. This unfairness would discourage people

from serving as relayers and hurt the users’ privacy potentially.

Beyond anonymous Zether, this attack also affects relayers supporting other privacy-preserving
applications, such as anonymous auctions [100, 101]. We refer to a detailed description of

Sec. 5.2.

Naive patching methods. One might question if the above attack could be easily circumven-
ted. First of all, we do not hope to involve any trusted party or a small-scale committee that
contradicts the full decentralization of blockchain. We explored several potential methods.

Unfortunately, none of them works.

(1) Pay before broadcast: 1If the sender pays the relayer before the transaction is broadcast
with a gas fee, the relayer could take the payment but fail to broadcast it, blaming network

issues. This results in the honest sender losing money.

(2) Pay if on-chain: If the sender pays the relayer as long as the transaction is recorded on the
chain (even if it fails), the relayer can delay the broadcast significantly until it is invalid and

gets paid. The sender wastes his gas fee.
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(3) Cancel transaction: The relayer can cancel that transaction by sending another one with
the same nonce. But he still needs to pay a gas fee for the new transaction. So, it does not

solve the issue.

Our goals. In summary, we aim to design a fair relay system that preserves user anonymity
while ensuring fairness for users and relayers. With the proper incentive design, this system
can attract sufficient relayers and foster the growth of the privacy-preserving ecosystem. All

our work is motivated by the goal of protecting users’ privacy.

5.1.3 Our Contributions

In this article, we begin by identifying the concurrency attack. To address this issue, we
then introduce a novel type of anonymous credential, which serves as the foundation for

constructing, for the first time, a fair gas relay system for anonymous Zether.

Identifying an attack. We identify the concurrency attack that happens when trivially
combining a gas relay mechanism with the anonymous Zether smart contract. The user can
concurrently request many relayers to broadcast conflict meta-transactions and waste their
gas fees without penalization. This attack also affects other applications, such as anonymous

auctions.

New primitive. We introduce a new primitive, namely abuse deterring anonymous credential
(ADAC), and give an efficient construction with a formal security proof. Both communication
cost and computation cost remain constant. It allows users to anonymously sign message-tag
pairs with a credential. However, some secret information can be extracted if a user signs the
same tag more than once, even with credentials from different issuers. Otherwise, it ensures
complete user anonymity, preventing framing or unauthorized extraction of secret information.

We believe it can be of independent interest.

Fair gas relay system. Finally, we propose the fair gas relay system model for anonymous
payment. It ensures user anonymity and gas fee fairness. Relayers are guaranteed payment for

broadcasting transactions honestly, while honest users are protected against financial loss and
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privacy breaches. Additionally, we present a concrete scheme for the fair gas relay system
based on ADAC without altering the anonymous Zether contract. The relayer only needs to
attach an additional scalar element and one group element to the full transaction. We also
analyze the additional computational cost for the users and relayers. The evaluation results

indicate that the added communication and computation overheads remain minimal.

5.1.4 Technical Overview

Typically, two main parties are involved in a gas relay system: the users and the relayers.
The main idea is that the relayers set their collateral smart contracts. The anonymous Zether
users who want to use the relay service must register with the relayer and deposit ETH in the
relayer’s collateral smart contract and commit some secret information. If the user launches
the concurrency attack on the relayers, his secret information will be extracted. On receiving
the secret information, the collateral smart contract will send the user’s collateral to the
relayer as reimbursement. We show how the user deposits collateral and victim relayers get

reimbursed via steps in Fig. 5.1 and Fig. 5.2.
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FIGURE 5.1. Relay system setup with collateral smart contracts

e Fig. 1. Step @: The main smart contract (anonymous Zether) was deployed. Users have
joined it and obtained the Zether accounts (which are linked to their Ethereum accounts).
e Fig. 1. Step @: Each relayer sets up a collateral smart contract on the blockchain and

embeds his Ethereum account address.
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e Fig. 1. Step ®: Users register with the relayer. They deposit ETH in the relayer’s collateral
smart contract and commit some secret information. Note that each user can register to
multiple relayers but must use the same secret information. This registration links to the

user’s account but should be unlinkable to honest users’ transactions.
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FIGURE 5.2. Reimburse the victim relayer

e Fig. 2. Step @: The transaction (Tx2) broadcasted by the victim relayer is failed. He can
extract the malicious user’s secret information from the two conflict transactions (Tx1,
Tx2).

e Fig. 2. Step @: The victim relayer sends the user’s secret information to the collateral smart

contract. Then the smart contract sends the user’s collateral to the relayer as reimbursement.

Extracting secret information. To achieve the above reimburse function, when the user
sends a meta-transaction to the relayer, he should attach some other materials that can be used
to extract his secret information as long as the misbehavior is detected. In this process, he only
shows that he is a registered user without affecting the privacy provided by the anonymous

Zether.

Note that extracting the secret information is a more stringent requirement than merely
identifying the user’s identity. This property is essential because we aim for the collateral
smart contract to be economical. The contract should automatically and efficiently determine
if an attack has occurred based on brief evidence provided by the relayer. Since invoking
the smart contract incurs a gas fee for the resulting computation cost, simply identifying the

user’s public key is insufficient. Further complex checks, such as reading or verifying entire
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historical transactions, would be necessary, resulting in high gas fees. Therefore, revealing

the user’s public identity alone is not adequate.

Insufficiency of existing primitives. With ring signatures [102] or anonymous credentials
[103, 104], the users are anonymous and cannot be traced. In group signatures [105] and

traceable signatures [106], the manager can deanonymize users arbitrarily.

Extracting public identity. There are traceable ring signatures [107] and event-oriented k-times
revocable-iff-linked group signatures [108]. They managed to open the misbehaved user’s
identity if he signs on the same message or event more than once. However, the revealed
identity is already public rather than secret information. So, it cannot be used in punishment

without further check conditions.

Similarly, Chaum-style e-cash systems and certain one-show anonymous credentials [105,
109, 110] allow the user identity to be revealed in case of double-spending a coin, and these
systems consider only a single-issuer model, typically involving a central bank, which is

different from our setting.

Extracting secret key. Accountable assertions [111] and double authentication preventing
signatures [112] are designed to prevent authenticating different messages with the same tag
by enabling the extraction of the signing key in such cases. However, these schemes do not

preserve signers’ identities, even for honest ones.

In [113], the authors introduced the updatable anonymous credentials and utilized it to
implement an offline double-spending tracing mechanism. This approach allows the extraction
of a user’s secret key if they sign multiple transactions using the same credential. However,
each credential is single-use, requiring the issuer to issue a new credential to users after every

signing, and it cannot achieve extraction across credentials issued by different issuers.

Proactive deterring. There have been some works on proactive deterring mechanisms on
unauthorized leakage [114, 115, 104, 116, 117, 118], via different techniques of “witness

identification/extraction”. But they are different from our setting.
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Non-transferable anonymous credentials [104] and tokens [116] discourage users from sharing
their credentials with others by embedding some secret keys in the credentials/tokens. Sharing
credentials/tokens would cause other harm, such as identity leakage, financial loss, etc. They
only consider prevent direct sharing/leakage and do not consider extracting such secret

information from usage.

Leakage-deterring primitives [114, 115] require users to embed their secret information into
their public keys. This ensures that any access to even a partially functional implementation
of the primitive (e.g., decryption or signing oracle) can be used to recover the embedded
secret. Consequently, these mechanisms deter users from sharing their decryption or signing
capabilities (via e.g., hardware token). In particular, leakage-deterring signatures put further
restrictions on the distribution of messages to be signed, and the extractor needs to query
signatures on the same message polynomial times to extract the secret. In our scenario, the

user never shares the credential or its associated functionality.

TABLE 5.1. Comparisons of relevant primitives.

Primitives Prv-MS!| Ext-Sec? Mul-Iss®| OT-Iss* Anony’

TR. Sig. [107] v X X
EO. Sig. [108] v
AA[111]/DAPS[112] v
Up. Cred. [113] v
X

X

X

NT. Cred. [104]
NT. Token.[116]
LD. Sig [114]
Our ADAC. v

Prv-MS means preventing the user from signing multiple times.

Ext-Sec means some secret information can be extracted.

Mul-Iss means achieving extraction across credentials from multiple issuers.
OT-Iss means the issuer only needs to issue one credential to a user at one time.
Anony means honest signers keep anonymous.

ENENENENENENY
A/ X X X X X X

dasax x Al
NI NENE N IENEN

Formulating abuse deterring anonymous credential. Motivated based on the above discus-
sion, we introduce the abuse deterring anonymous credential (ADAC) that deters users from
abusing anonymity. It accommodates multiple independent issuers, such as relayers. Users
can register with different issuers to obtain multiple credentials, all linked to a single identity

and secret information. With these credentials, users can sign message-tag pairs anonymously.
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However, if a user signs the same tag more than once, even with credentials from different
issuers, their identity and secret information will be revealed. Otherwise, the system ensures
complete user anonymity, preventing framing or unauthorized extraction of secret information.
We compare ADAC with other related primitives in Table 5.1. Notably, our extraction feature
allows secret information to be revealed if a tag is signed multiple times by the same user

with many credentials issued by different issuers.

The main idea of the extraction in ADAC is similar to that of knowledge extractor. The
user hides his secret information in response to the challenge, where the mask factor is
determined by the tag and the user’s secret key. By comparing responses across challenges for
the same tag, the hidden secret can be extracted, mirroring how the rewind technique extracts

information in the proof of knowledge.

We present a concrete construction based on the PS randomizable signatures [41]. It allows
issuers to sign user-committed messages. The user then uses the signature as a credential.
To preserve anonymity, the user rerandomizes the signature and demonstrates knowledge
of the associated messages in zero-knowledge. Our design allows a user to obtain multiple
credentials from different issuers, all tied to a single identity represented by the same secret
seed s. Each user’s credentials share the same s, which derives their secret information g°.
This value must remain private. When signing a message m and tag tag, the user computes
T = (¢g°H(tag))®, where c is a public random challenge derived from m. The user also
proves in zero-knowledge that s matches the secret in his credential, ensuring consistency
and anonymity. However, if a tag is authenticated by the same user multiple times, the
verifier obtains (tag, c1,11) and (tag, co, T2). Finally, the verifier extracts the user’s secret

information by computing (77 / T2)61102 = g°.

Fair gas relay system overview. Now, let us zoom out and have a bird’s eye view of the
whole fair gas relay system for anonymous Zether. We will illustrate how the ADAC is

applied to achieve fairness and analyze the user’s anonymity set.

As introduced in the intuitive idea, each relayer establishes a collateral smart contract, re-

quiring users to deposit ETH as collateral during registration. The smart contract encodes
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withdrawal conditions that depend on specific evidence. The user receives an ADAC issued
by the relayer, containing his unique secret information. This secret information serves as

evidence of user misbehavior and can be immediately verified by the smart contract.

Then, the user requests the relayer to broadcast its meta-transaction, which contains a nonce.
He authenticates the meta-transaction along with the nonce as the tag using its ADAC by
producing the (tag = nonce, ¢, T) tuple and proving the correctness of 7. If the malicious
user sends meta-transactions to different relayers with the same nonce, they wrap them
with (tag, c1,T1) and (tag, co, T») respectively and post them on-chain. Thus, one of the
transactions fails, and the secret information can be extracted. As a result, the relayer can
withdraw the malicious user’s collateral as reimbursement by sending the secret information

to the smart contract.

Regarding honest users, they only request a single relayer and choose dummy Zether accounts
that are also registered to it. It prevents the relayer from excluding unregistered users from the
anonymity set. In this case, the user keeps the same anonymity level provided by anonymous
Zether, and the relayer cannot identify the user on its request, which is guaranteed by the

anonymity of ADAC and anonymous Zether.

More applications of ADAC. Besides the relay system, we believe our abuse deterring
anonymous credential can be of independent interest and find more applications. Here are

some examples.

e Anonymous voting. Each user possesses multiple credentials issued by independent author-
ities, such as passports and driver’s licenses, all of which can be used for anonymous voting.
A malicious user may exploit this by using different credentials to cast multiple votes. To
prevent this, we aim to detect such fraudulent activity and extract their secret information
to enforce penalties.

e Anonymous concert tickets. A concert sells tickets on many platforms, each using its own
secret and public keys to issue ticket credentials. Users register on these platforms and
purchase tickets anonymously. Since these platforms operate independently and do not

share customer information, they cannot determine whether a user has bought tickets from
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other platforms. However, when redeeming tickets, if a user attempts to redeem tickets

from multiple platforms, their identity and secret information should be exposed.

5.2 Concurrency Attack on Relayers

This section shows how trivially applying the gas relay mechanism to the anonymous Zether
system can be exploited. A malicious user can target multiple relayers at once, causing them

to waste gas fees with minimal cost, and he will not be detected or punished.

Setting. A public blockchain, e.g., Ethereum, enables the execution of smart contracts. These
contracts are triggered by submitting transactions, which incur gas fees. Notably, even failed

transactions are recorded on the blockchain and still consume gas fees.

Anonymous Zether, the underlying privacy-preserving smart contract, adheres to correctness,
overdraft-safety, and privacy requirements. As described in Sec. 2.4, each meta-transaction
contains a unique nonce tied to the current epoch and the sender’s secret key. A set is
maintained for every epoch to record nonces of all valid transactions. The verification process

ensures that a new transaction will fail if its nonce already exists in the set.

A gas relay system facilitates this submission process for users. Upon receiving a meta-
transaction from a user, a relayer broadcasts it and pays the gas fee. Numerous independent
relayers operate decentralized over the Internet, without central servers or direct coordination,

using only the public blockchain as a shared reference.
Attack. A malicious user launches a concurrency attack as follows:

e Step 1. The user selects multiple relayers Ry, Ro, .., Rx.

e Step 2. He generates k£ meta-transactions meta;, metas, .., metay, for the same epoch, where
each meta; contains the same nonce u and includes R?; as one of the receivers to get the
pre-agreed service fee in ZTH.

e Step 3. He requests all relayers R; concurrently to broadcast the meta-transaction meta;,

and pay the gas fee.
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e Step 4. On receiving the request, R; verifies meta; independently according to the current
Ethereum state and epoch. If it gets verified, he is convinced that he will be paid the
service fee in ZTH as long as the transaction is executed. [?; wraps meta; in a standard full

transaction, broadcasts it, and pays the gas fee.

Impacts on fairness. Each R; can verify meta;, but they cannot determine whether the user
requested other relayers within the same epoch since there is no direct coordination among
them. While they share the blockchain, it has not recorded these transactions yet. When
transactions are recorded, the gas fees have already been paid. Due to this dilemma, it does

not help to check meta; either.

Since these meta-transactions share the same nonce, only one can be executed and pay the
relayer. The remaining k£ — 1 failed transactions cause those relayers to lose their gas fees. As
a result, the user pays only one relayer while the other £ — 1 relayers bear the cost of wasted
gas fees. Although each individual gas fee is small, the total loss across multiple relayers can
be significant. Furthermore, since users submit only anonymous meta-transactions, they face

no charges or penalties, creating an unfair situation for relayers.

To achieve fairness in the gas fee payment without affecting the security of the underlying
anonymous payment system, we propose the abuse deterring anonymous credential in the

next section and describe how to use it to design the fair relay system in Section 5.4.

Beyond anonymous Zether. Except for anonymous Zether, the concurrency attack can
also target relay systems supporting other anonymous smart contracts, such as anonymous
auctions [101, 100]. In an anonymous auction smart contract, the auctioneer first initiates
the auction. Bidders then submit their bid transactions on-chain, and the highest bidder wins.
Similar to anonymous payments, neither the bid meta-transaction nor the gas fee payment

should reveal the bidder’s identity, necessitating the use of a relay system.

If a malicious bidder submits bid meta-transactions to multiple relayers, all will verify and
submit them on-chain. However, since only one bid is valid per auction session, only one
transaction executes, and only one relayer gets paid, while the rest incur gas costs without

compensation.
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Thus, the concurrency attack threatens relay systems across various privacy-preserving ap-

plications. In Section 5.4, we explain how our fair relay system addresses this issue.

5.3 Abuse Deterring Anonymous Credentials

In this section, we introduce our new abuse deterring anonymous credential (ADAC). It allows
the user to register with different issuers, obtaining credentials tied to a single identity and
secret information. While acting honestly, the user can sign tag-message pairs anonymously.
However, the user’s identity and secret information will be extracted if the same tag is signed

more than once, even using credentials from different issuers.

Extractability intuition. We deter the user from abusing anonymity by extracting the
malicious user’s secret information. The main idea is similar to the knowledge extractor.
The user hides his secret information in response to the challenge, where the mask factor
is determined by the tag and the user’s secret key. The tag anchors the user’s responses to
a single state, while the different challenges force the user to recompute masked responses.
These recomputations inadvertently expose relationships tied to the user’s secret information.
Thus, by comparing responses for the same tag, the hidden secret can be extracted, mirroring

how the rewind technique extracts information in the proof of knowledge.

5.3.1 Syntax

Our ADAC consists of algorithms: ADAC.Setup, ADAC.IssuerKeyGen, ADAC.UserKeyGen,
ADAC.Request, ADAC.Issue, ADAC.Receive, ADAC.Show, ADAC.Verify, ADAC.Extract.

It includes the following parties:

Issuers: We consider multiple issuers who are issuing credentials. They agree on the same

algorithm and public parameters and generate their own keys.

Users: Each user binds with a unique identity. They can request credentials from many
issuers, but they can only be issued once by each issuer. On a given tag and message, the user

can use one credential to sign and generate a token anonymously.
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Verifiers: Anyone can check whether the user has registered with the issuer by verifying the
tuple of tag, message, and token. The verifier also links the tokens on the same tag. If it

happens, the verifier extracts the user’s secret information.

We explain the ADAC algorithms as follows:

e ADAC Setup: generate the public parameters pp. For simplicity, pp will implicitly be an
input of all the following algorithms.

e (ipk,isk) < ADAC.lIssuerKeyGen: generate the issuer’s secret and public key: isk, ipk.

o (upk,usk, s, pid, sif) < ADAC.UserKeyGen: generate the user’s public key upk and secret
key usk. Especially, usk contains secret seed s, and secret information sif, and upk contains
a public identifier pid. There exists a deterministic one-way function that can derive pid
from sif, i.e., pid < CompPid(sif).

e req < ADAC.Request(ipk, upk, usk): on input issuer’s public key ipk and user’s public
key upk, secret key usk, the user runs this algorithm and outputs a credential request req.

e cred’/ | < ADAC.lIssue(ipk, upk, req, isk): on input user’s public key upk, issuer’s public
key ipk, issuer’s secret key sk and credential request req, the issuer runs this algorithm
and outputs L on failure and otherwise a partial credential cred’.

e cred/ 1l < ADAC.Receive(ipk, req, cred’, usk): on input user’s secret key usk, credential
request req, issuer’s public key ipk, partial credential cred’ generated by the issuer, a user
runs this algorithm and outputs L on failure and otherwise a valid credential.

e > + ADAC.Show(ipk, m,tag, usk,cred): on input the issuer’s public key ipk, user’s
secret key usk, credential cred, message m and tag, the user runs this algorithm and outputs
a token 2.

e 0/1 < ADAC.Verify(ipk,m,tag,X): on input the issuer’s public key ipk, user’s show
token Y., message m and tag tag, this algorithm outputs a single bit b indicating accept (1)
or reject (0).

o sif/ L < ADAC.Extract(ipky, ipks, tagy,tags, my, ms, X1, 3o, PID): on input two issuer’s
public keys ipky,ipks, two tags tagi,tags, two messages my, mo, two tokens X1, X,
and a set of public identifiers PID = {pid,, ..., pid, }, if both (ipk,, ¥;, m,tag,) and

(ipks, X9, ma, tags) are valid, this algorithm computes a value sif’. If it can derive a public
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identifier of an existing user, i.e., CompPid(sif’) = pid’ € PID, then it is the user’s secret

information sif = sif’ and output it; otherwise it outputs L.

5.3.2 Security Model

In this section, we briefly introduce the security properties at first. Then, we define the oracles

and formal experiments.

Correctness. Honest-generated tokens can always be verified with respect to the issuer’s

public key, message, and tag.

Anonymity. If an honest user produces a valid token only once for a tag, no one can link it to

any user’s identifier or other token.

Unforgeability. Any malicious user cannot forge a valid token if the issuer has not issued a

valid credential to him.

Extractability. Given multiple tokens on the same tag of the same user, everyone can extract

the secret information from them.

Non-frameability. An honest user cannot be accused of having signed more than once. This
means that no one can generate two tokens from which an honest user’s secret information

can be extracted, even with the help of issuers.

REMARK 6 (Unforgeability). Unforgeability is inherently ensured by extractability and
non-frameability, similar to traceable ring signatures [107]. The intuition is that if the scheme
is non-frameable but not unforgeable, an adversary could create a forgery and use it to break
non-frameability by framing an honest user. Conversely, if the forgery cannot frame an honest

user, the scheme must not be extractable. Therefore, we do not explicitly prove unforgeability.

Oracles. We define the following oracles to model the adversary’s ability. There is an honest
user table HU, a corrupted user table CU, an honest issuer table HI, a corrupted issuer table

Cl, and a queried tag-message table MT, a public bulletin board BB, an honest users’ requests
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table REQ, an honest users’ partial credentials table PCred and an honest users’ credentials

table Cred which are empty.

e AddUser(u;): Add a new user u; to the system. If u; ¢ BB, run the key generation al-
gorithm (upk*, usk™) <— ADAC.UserKeyGen, set (upk;, usk;) = (upk*, usk*) and output
upk;. Add (u;, upk;) to BB and add (u;, upk;, usk;) to HU. Otherwise, ignore it.

e AddIssuer(p;): Add a new issuer p; to the system. If p; ¢ BB, run the key generation
algorithm (ipk*,isk*) <— ADAC.IssuerKeyGen, set (ipk;,isk;) = (ipk*,isk*) and output
ipk;. Add (p;, ipk;) to BB and add (p;, ipk;, isk;) to HI. Otherwise, ignore it.

e CrptUser(u;): Corrupt an honest user in the system. If u; € HU, output usk;, s;, sif;, cred,,
delete (u;, upk;, usk;) from HU and add (u;, upk;, usk;) to CU. Otherwise, ignore it.

e Crptlssuer(p;): Corrupt an honest issuer in the system. If p; € HI, output isk;, delete
(pi, ipk;, isk;) from Hl and add (p;, ipk;, isk;) to Cl. Otherwise, ignore it.

e Request(u;, p;): Model an honest user u; request to join the issuer p;. It outputs a request
reqij. If u; € HU, p; € BB and (u;, p;) ¢ BB, it runs req;; <~ ADAGC.Request(ipk;, upk;,
pid;, usk;). Add (u;, pj, req,;) to REQ. Otherwise, ignore it.

e Issue(u;, p;): Issue the credential for a user u; from the issuer p;. It checks that u;, p; €
BB, (us, pj, req;;) € REQand (u;, p;) ¢ BB. If yes, it outputs cred;; <— ADAC.Issue(ipk;,
upk;, pid;, reqi;,isk;), adds (u;, p;) to BB, deletes (uj, pj, req;;) from REQ and adds the
partial credential (u;, p;, cred’;;) to PCred. Otherwise, ignore it.

e Receive(u;,ipk;): Model an honest user u; obtains a valid credential issued by the
issuer j. It checks that u; € HU,p; € BB, (u;, p;, cred’;;) € PCred. If yes, it outputs
cred;j < ADAC.Receive (ipk;,req;;, cred’;;, usk;), deletes (u;,p;, cred’;;) from PCred,
and adds (u;, pj, cred;;) to Cred. Otherwise, ignore it.

e Show(u;, p;, m,tag): Model an honest user shows a token on a message-tag pair using
his credential. It checks that u; € HU, (u;, p;) € BB and (u;, p;, cred;;) € Cred. If yes, run
¥ < ADAC.Show(ipk;, m, tag, usk;, cred;;) and add (u;, m, tag) to MT, output X.

Anonymity. This property ensures that honest users’ identities are hidden from the public
and issuers. Formally speaking, given any two valid tokens X, >J; from different users with

the same issuer on the same message m and tag tag, nobody can distinguish them except the
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users themselves. The experiment Exp®™®™ between an adversary .4 and a challenger C is

formalized as follows.

e Areceives pp and has access to the oracles: AddUser, AddIssuer, CrptUser, Crptlssuer,
Request, Receive, Show. It can add users and issuers to the system, corrupt users and
issuers and get their secret keys, invoke users to join some issuers and get their requests,
query tokens of any users on any messages and tags.

e A chooses two challenge users with upkg, pidy, upk;, pidy, an issuer with ipk, the challenge
message m, tag tag. It sends (m, tag, ipk, upko, pidy, upks, pid;) to C.

e C checks the following conditions and aborts if any of them are violated; otherwise,
continue.

(1) 2pk has been added as a valid issuer: ipk € HI U Cl;
(2) upky, upk, have registered in ¢pk and upk,, upk,; € HU;
(3) A has never queried tokens on the tag tag for upkg, upk;.

e C randomly chooses one bit b < {0,1} and sends A a token Y, by running ¥, <«
ADAC .Show(ipk, m, tag, usky, credy).

e A outputs a guess b'.

e Outputs 1 if i == b, otherwise, outputs 0.

DEFINITION 13. The abuse deterring anonymous credential is anonymous if any PPT ad-
versary in the Exp®""™ can only guess the bit correctly with probability negligibly close to
1/2, i,

|Pr[Exp®™™ (A, \) = 1] — 1/2] < negl()\)

Extractability. This property ensures that any adversary cannot generate two tokens on the
same tag from the same user, but his secret information cannot be extracted from them. The

extract

extractability experiment Exp is formalized as follows.

e Areceives pp and has access to the oracles: AddUser, AddIssuer, CrptUser, Crptlssuer,
Issue, Show. It can add users and issuers to the system, corrupt users and issuers to get
their secret keys, issue credentials to users on behalf of honest issuers, and it can query

tokens of any users on any messages and tags.
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e A wins if it gives n + 1 tokens X1, ...3,, 1, messages my, ..., m, 1 and issuer public keys
1pky, ..., ipk, 1 and one tag tag* such that:
(1) There are ¢ users uy, ..., u, in the system with secret information sifi, ..., sif, and public
identifiers pid,, ..., pid,, and A has corrupted at most n users of them;
(2) for each i € [n + 1], ipk; corresponds to an honest issuer, ipk; € Hl and some of them
can be the same issuer;
(3) for each i € [n + 1], 1 «+ ADAC.Verify(ipk;, m;, tag*, ;) where all messages are
different;
(4) A has never queried token showing on tag*: tag* ¢ MT;
(5) forVi,j € [n+ 1], 7 # j, L < ADAC.Extract(ipk;, ipk;, m;, m;, tag*, ¥;, X;, PID),
where PID = {pid,, ..., pid,}.

e Outputs 1 if A wins, otherwise, outputs 0.

DEFINITION 14. The abuse deterring anonymous credential is extractable if any PPT ad-
Pr[EXpeXtraCt(A’ )\) —

extract

versary in the Exp can win with negligible probability, i.e.,

1]| <negl(A).

Non-frameability. This property ensures that any adversary cannot frame an honest user
by generating two valid tokens (no need for the same tag), such that an honest user’s secret
information can be extracted from them. The non-frameability experiment Exp™ is formalized

as follows.

e A receives pp and has access to the oracles: AddUser, AddIssuer, CrptUser, Crptlssuer,
Request, Receive, Show. It can add users and issuers to the system, corrupt users and
issuers and get their secret keys, invoke users to join honest issuers, and it can query tokens
of any users on any messages and tags.

o A wins if gives (ipky, my,tagr, X1), (ipks, ma, tags, Xie) such that:

(1) There are ¢ users uy, ..., u, in the system with public identifiers pid, , ..., pid,, and there

is at least one honest user, HU # ()

(2) fori € {1,2}, 1 < ADAC .Verify(ipk;, m;, tag;, 3;);

(3) sif” < ADAC.Extract(ipk, ipks, mq, ma, tag, tags, 31, 3o, PID), such that CompPid(sif”) €
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PID = {pid,, ..., pid,} which in HU;
(4) at least one of Y., > was not generated by querying oracles.

e Outputs 1 if 4 wins, otherwise, outputs 0.

DEFINITION 15. The abuse deterring anonymous credential is non-frameable if any PPT
Pr[Exp"(A,\) =

adversary in the Exp™ can win with only negligible probability, i.e.,
1]| <negl()).

5.3.3 Construction from PS Signatures

We give a concrete ADAC construction based on PS signature [41].

e Setup(1*): On input the security parameter 1%, it produces the public parameters pp =
{G1,Gy,Gr,e(-,-), H(-), g, 4, h, BB}. Here Gy, G4 are asymmetric groups, e : G1 x G, —
Gr is the Type III bilinear pairing operation, H; : {0,1}* — Z,, Hy : {0,1}* — G, are
hash functions. Choose random group elements g <$ Gy, g, h <s G,, BBis a public
bulletin board. For simplicity, pp will implicitly be an input of all the following algorithms.

e (ipk,isk) <— ADAC.IssuerKeyGen(pp): randomly choose x, y1, y2 <5 Z,, generate the
issuer’s secret key isk= X = ¢” and public key ipk=(Y; = ¢, Y; = ng,)z = g°, )71 =
g Ya = ).

o (usk,upk,s,sif,pid) < ADAC.UserKeyGen(pp): choose personal user secret key v <
Z,, set personal user public key V <— ¢, choose secret seed s <$ Z,, set secret information
sif = §° and public identifier pid = e(g, §°). Set usk = (v,s,sif = §°), upk = (V =
g*,pid = e(g, §)*). upk is recorded on the bulletin board, which ensures every user binds
with a single identifier and can only get one credential from one issuer.

e req <+ ADAC.Request(ipk, usk, upk): oninputissuer’s public key ipk = (Y1, Ya, )?, 171, }72)
and user’s public key upk = (V, pid), secret key usk = (v, s, sif), user does the following:
(1) choose blind factor t; <$ Z,, compute () = g“YlSYQ”;

(2) generate the zero-knowledge proof 7, for the relation (can be achieved by Schnorr’s



136 5 FAIR RELAY IN ANONYMOUS ZETHER

protocol [89]):
Rereq ={(ipk, Q, V, pid; s,v,11) : Q = g"Y Yy AV = g
Apid = e(g,5)° A e(Q, h) = e(g, h) e(Y1, h)*e(Ya, h)"};

(3) output req = (upk, Q, Treq)-

e cred’/ 1 < ADAC.lssue(ipk,isk,req): on input issuer’s public key ipk, issuer’s secret key

1sk = X = g” and user’s credential request req, the issuer does the following:

(1) parse req = (upk = (V, pid), Q, Teq), check that

- if upk is recorded on the bulletin board BB with another valid request proof 7, , then
continue;

- V has never appeared, then continue;

- V has been recorded with another pid’ # pid, output L;

(2) verify 7., on (ipk, Q, upk), if it is invalid, output _L; otherwise, continue, and if V" has
never appeared, post this req on BB;

(3) choose r; < Z,, compute a partial credential

cred” — (g, (XQ)) = (g7, XYYy ighm)

e cred/ 1 < ADAC.Receive(ipk,usk,req,cred’, t;): on input issuer’s public key ipk, user’s
secret key usk, credential request req, partial credential cred’, blind factor ¢, the user does
the following:

(1) parse cred’ = (o}, 0});

(2) unblind: cred < (o1, 05) = (0}, 05 /0}"") = (g7, XYY ™);

(3) if e(oy, X, Y{YY) = e(0s, §), output cred; otherwise, output L. The credential is a
valid PS signature on (s, v).

e > < ADAC.Show(ipk,usk, cred,m,tag): on input the issuer’s public key ipk, user’s
secret key usk, credential cred, message m, and tag tag, the user does the following:
(1) parse cred = (01, 09);

(2) r9, 75 <$ Zy, compute o* = (07, 0%) = (072, (02 - 07%)™);

(3) compute ¢ = Hy(tag, m,ipk,o*), T = (§°Hz(tag))®;
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(4) generate the zero-knowledge proof 7., for the relation:

Rshow = {(ipk, m,tag, o™, ¢, T;s,v,713) :

6(0-1(’ X) : 6(0-; ﬁ)s : 6(0-; %)U : 6(0->1‘<’g)7“3 = 6(0-;7.6)/\
¢ = Hi(tag,m,ipk,o") Ne(g,T) = e(g, °Ha(tag))*};

(5) output a token X = (0%, ¢, T', Tshow)-

e 0/1 <~ ADAC. Verify(ipk, tag, m,X): on input the issuer’s public key ipk, message m, tag
tag and showing token >, the verifier does the following:

(1) parse X2 = (0%, ¢, T, Tshow ), compute ¢ = Hy(tag, m,ipk, c*), check whether ¢’ = ¢;
(2) verify the proof mehow using (ipk, m,tag,o*, ¢, T);
(3) output 0 if any verification fails; otherwise, output 1.

e sif/ L < ADAC.Extract(ipky, ipks, tag,, tags, my, mq, 31, Xo, PID): given the tags tag,
tag., messages my, mo, issuer public keys ipk,, ipk,, and tokens Xq, 3o, a set of public
identifiers PID = {pidy, ..., pid, }, anyone can do the following if tag; = tags:

(1) run ADAC.Verify on (ipky, tag;, my,Xq) and (ipks, tags, me, 3o);

(2) if any verification does not pass, output L; otherwise, parse 3, = (o7, ¢y, T1,71),
Yo = (035, ¢, To, ma), where ¢y # co;

(3) compute sif” = (Tl/Tg)ﬁ;

(4) if 3 pid’ € PID such that pid” = CompPid(sif’) = e(g, pid’), output sif’; otherwise,
output L.

O

THEOREM 7. Assuming the PS signature is unforgeable, the SXDH, DL, and DPair assump-
tions hold, and the underlying proof system is a zero-knowledge argument of knowledge, then

our ADAC construction is correct, anonymous, extractable, and non-frameable.

PROOF. Correctness. The correctness is straightforward from the correctness of PS

signature and the perfect completeness of the underlying proof system.

Anonymity. In the anonymity experiment, the challenge message and tag are m*, tag*, and the

challenge identities upky, upk; are honest registered users in the valid issuer ipk. A can only
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contain their credential requests and tokens on other tags # tag*. Due to the message privacy,

it cannot learn any information from the requests.

We design the following hybrid games:

e Game,,: This game is the same as the experiment. The challenger C chooses b <$
{0,1} and generates a token %, with m,tag by running %, <— ADAC.Show(ipk, usky,
credy, m, tag), where 3 = (07, ¢y, Ty, T o)

b

show 18 simulated without

e Gi: This game is similar to Game,., except that in the token, 7
witness.

e Game;: This game is similar to Game; except that in the token, o} consist of two random
group elements in G;.

e Games: This game is similar to Game, except that in the token, 7" is a random group

element in Gy. Thus, in this game, the token is independent of b.

Compare Game; with Game,.,, the only difference is that the proof is simulated. Since this
proof is zero-knowledge, the probability of distinguishing Game; from Game,, is negligible.

We have that |Pr[Game,ea (A, A) = 1] — Pr[Gy(A, \) = 1]] < negl(N).

Compare Game, with Game;, in Game,, the random group element pair ¢* is correctly
distributed because 5 and 3 were randomly generated in the step (2) of ADAC.Show. Thus,
they have the same distribution. We have that |Pr[Game; (A, \) = 1] — Pr[Gamey(A, \) =
1]| = 0.

Compare Games; with Game,, in Games, 7" is a random group element in G,. Since H is
modeled as a random oracle and the SXDH assumption, they can be distinguished with
only negligible probability. We have that [Pr[Gamey(A, \) = 1] — Pr[Games (A, \) = 1]| <
negl(\).
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In Games, A’s view is independent of b. Thus, A just outputs a random guess b’ in Gg, so its

advantage is 0: Pr[Games(A, \) = 1] — 1/2 = 0. In summary, we have
[PrExp™ ™ (A, A) = 1] = 1/2] = [Pr[Grea(A, A) = 1] = 1/2]
<[Pr[Game,cai(A, A) = 1] — Pr[Game; (A4, A) = 1]]
+ |Pr[Game; (A, \) = 1] — Pr[Games (A, \) = 1]
+ |Pr[Gamey(A, \) = 1] — Pr[Game;(A, \) = 1]

+ |Pr[Games (A, \) = 1] — 1/2| < negl(N)

Extractability. We assume that the proof of possession has been done to prove the knowledge

of the secret key for each user’s public key.

If A wins, which means it outputs n + 1 tokens X1, ...%,, 1, messages my, ..., M, 1 and issuer
public keys ipky, ..., ipk, .1 and one tag tag* where 1 «<— ADAC.Verify(ipk;, m;, tag*, %;),

Ei = (0'1* = (0-:17 0:2)7 Ci, Tivﬂihow)'

Due to the knowledge soundness of Ilg,,, there exists an extractor £ who can extract
*

(si,v5,73), such that T; = (g% H (tag*))* and compute o; = (041, 0:2) < (07,05 - (65)")

which is a valid signature on (s;, v;).

Since for Vi, j € [n + 1], i # j, L <= ADAC.Extract(ipk;, ipk;, m;, m;, tag*, ¥;,%;, PID),
where PID = {pid,, ..., pid,}. However, A corrupts at most n users. It means there exists
at least one 5 in {s; }ic[41] such that e(g, §°) € {pid,, ..., pid,} and & is a valid signature on

(5,v) and the issuers are honest.

This means a valid PS signature on (S, v) can be computed from these valid tokens. It was
not generated by the oracle queries, and the issuer has not been corrupted. It contradicts the
unforgeability of PS signatures, which only happens with negligible probability. So, .4 wins
with only negligible probability.

Non-frameability. We assume that the proof of possession has been done to prove the

knowledge of the secret key for each user’s public key.
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Suppose .4 wins and outputs two valid pairs (ipki, mq,tagy, X1), (ipks, ma, tags, o), and
sif” <= ADAC.Extract(ipky, ipks, m1, ma, tag, tags, 31, Xa, PID), such that CompPid(sif”) €
PID = {pid,, ..., pid,} which is an honest user in HU and sif’ = §*".

Due to the knowledge soundness of Il there exists an extractor £ who can extract the
secret seeds s, s # 0, such that T; = (g% H(tag;))* fori = 1,2 and at least one of sy, so

does not equal to s’. We have
(Ty/Ty)5 % = sif = §°

G2 H (tagy )" H (tags) ™™ = gs'(cl—@)
§C181—6252—S’(61—62)H(tagl)slH(tag2)—52 — 1@2

H(tag:), H(tag) are random group elements in G, which are outputs of random oracles.

Since A does not know s', ¢181 — c289 — §'(¢1 — ¢2) = 0 holds with only negligible probability.
Otherwise, it breaks the DL assumption in G4, which only happens also with negligible

probability. Therefore, A wins with only negligible probability.

5.4 Fair Relay System for Anonymous Zether

This section presents the fair gas relay system model for anonymous Zether. Compared with
the basic relay system, we additionally formalize the anonymity and fairness properties that
ensure honest relayers always get paid, honest users remain anonymous and never lose money.

We show a concrete scheme by integrating the ADAC with a collateral smart contract.

At a high level, a user registers with a relayer by submitting collateral and encoded secret
information to a smart contract deployed by the relayer. As part of the registration process, the
user receives a valid ADAC credential issued by the relayer. This credential encodes the same
secret information and serves as the user’s registration credential. To send a meta-transaction,

the user generates a token using their credential, setting the meta-transaction as the message
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and its nonce as the tag. If a malicious user causes honest relayers to lose gas fees, multiple
ADAC tokens with the same tag will appear on-chain. In such cases, the secret information
encoded in the tokens can be extracted and used by the relayers to withdraw the malicious

user’s collateral as reimbursement.

5.4.1 Model

Our relay system includes the following parties and smart contracts:

Main smart contract: It is the anonymous Zether smart contract that has been deployed
on the public blockchain. It maintains a global state acc and supports anonymous payment

between users.

We use IIaz = (AZ.Setup, AZ.KeyGen, AZ.Join, AZ.Read, AZ.Trans, AZ.Vrfy) to denote
the main functions of this smart contract. The user joins it by running AZ.KeyGen to pro-
duce his Zether secret and public keys (zsk, zpk) and runs AZ.Join. The user invokes
AZ.Trans(acc, zsk) to generate the meta-transaction meta, which can be checked by calling

AZ Nrfy(acc, meta). The user’s account balance can be revealed by bal <— AZ.Read(acc, zsk).
User: He has joined the main smart contract and generates the anonymous meta-transaction.

Relayer: It is the entity that broadcasts the meta-transaction on behalf of the user. On
receiving the meta-transaction and some other data from the user, the relayer verifies them
under the current state of the blockchain. Then, he broadcasts the transaction* and pays the

gas fee for the user.

Collateral smart contract: It is a smart contract deployed by the relayer. Users deposit ETH
in it as collateral. Each relayer binds with one collateral smart contract and can get the user’s
collateral if and only if his misbehavior is detected. It maintains an identifier set I/ containing

the identifiers of all existing registered users.

“The meta-transaction is stored in the data field of the transaction, as introduced in Section 2.4
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We use Icoia = (Colla.Setup, Colla.Join, Colla.Judge) to denote the main functions of this
smart contract. The user deposits collateral into the smart contract by invoking Colla.Join(zsk, s, sif,
pid). His collateral will be sent to the relayer if his secret information si f is revealed and

Colla.Judge(sif, pid) is called, and outputs 1.

The relay system consists of the following phases and algorithms:

e Setup and key generation: The public blockchain has been set up and is secure. The
main smart contract is deployed on the blockchain. The relay system public parameter is
also generated as rpp. For simplicity, rpp will implicitly be an input of all the following
algorithms.

The user runs the UserKeyGen algorithm and gets his personal secret and public keys
usk, upk, where usk contains a secret seed s, secret information sif, and upk contains a
public identifier pid.

The relayer runs the RelayerKeyGen algorithm to get his secret key rsk and public key rpk.
He publishes rpk and posts a collateral smart contract on the chain, embedding his account
address.

e Registration: The user interacts with a relayer to become a registered member so that he
can enjoy the anonymous relay service.

The user deposits collateral locked in the relayer’s collateral smart contract. He runs
Register(rpk, upk, usk) to interact with the relayer running RegRev(upk, rsk).

The relayer checks that the collateral has been deposited and that the user’s public
identifier is the same as his public identifier in other relayers’ collateral smart contracts, if
any. Afterward, the user obtains a registration credential cred.

e Broadcast: The user generates the meta-transaction meta for the current epoch epoch and
requests the relayer to broadcast it in a full transaction. With the meta-transaction meta and
registration credential cred, the user runs BrdReq(epoch, rpk, usk, cred, meta) and outputs
the full transaction request fullreq. The relayer running BrdVrfy(epoch, rpk, acc, fullreq).
If it is verified, the relayer outputs the full transaction ¢z that includes meta and broadcasts

it to the chain. Otherwise, output L.
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e Reimburse: On two full transactions tx, txs broadcasted by different relayers, if the
meta-transactions were generated by the same user for the same epoch such that at least
one of them fails, the relayers run the Reimburse(epoch, rpk,, rpk,, txq,txs,U) algorithm

and get paid by the collateral smart contracts.

5.4.1.1 Threat Model and Security Requirements.

We assume the main smart contract and collateral smart contracts are secure. Most participants
are random blockchain nodes and can be controlled by a computationally-bounded adversary.

Users and relayers mutually distrust each other.

We assume the adversary is rational. 1f cheating is not profitable or the victims’ loss does
not exceed the cheating cost, they will be discouraged from cheating. Misbehaved users, as
reported by the relayers, will be penalized financially from their collateral as enforced by the
collateral smart contract. Under such a threat model, we expect the following computational

security guarantees.

Anonymity. The honest users stay anonymous to the relayers and the public. Given two full
transactions containing two honest users’ anonymous meta-transactions from the same relayer

in the same epoch, no one can distinguish them with non-negligible advantage.

Overdraft prevention. Any user cannot spend more money than he owns, even if it colludes

with relayers.

Gas fee fairness. No adversary can cheat two or more honest relayers simultaneously without
punishment. These relayers will be paid within an anonymous transaction or by the collateral
in the smart contracts. Any honest user who only requests one relayer does not lose money. If

his anonymous payment executes, he only pays the preset fee. Otherwise, he pays nothing.

REMARK 7 (Rational adversary for fairness). Gas fee fairness experiment defines that an
adversary wins only if it cheats at least two honest relayers simultaneously. Attacks targeting
a single relayer are excluded under the assumption of a rational adversary. If the adversary

targets only one honest relayer, it also incurs a cost of at least one gas fee, equivalent to
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the relayer’s loss. This results in no net advantage for the adversary, making such an attack

inconsistent with the behavior of a rational adversary.

5.4.1.2 Formal Definitions

We now formally define the security model of the relay system.

Oracles. We define the following oracles to model the adversary’s ability. There is an honest
user table HU, a corrupted user table CU, an honest relayer table HR, a corrupted relayer table

CR, a queried tag-message table MT, a bulletin board BB, which are empty.

e AddUser(u;): Add a new user u; to the system. If u; ¢ BB, run the key generation
algorithm (upk™*, usk*, s*, sif*, pid*) < UserKeyGen, set (upk;, usk;, s;, sif;, pid;) =
(upk*, usk*, s*, sif*, pid*) and output upk;, pid;. Add (u;, upk;, pid;) to BB and add
(u;, upk;, pid;, usk;, s;, sif;) to HU. Otherwise, ignore it.

e AddRelayer(R;): Add a new relayer R; to the system. If R; ¢ BB, run the key generation
algorithm (rpk*, rsk*) < RelayerKeyGen, set (rpk;, rsk;) = (rpk*, rsk*) and output rpk;.
Add (R;, rpk;) to BB and add (R;, rpk;, rsk;) to HR. Add the collateral smart contract to
BB. Otherwise, ignore it.

e CrptUser(u;): Corrupt an honest user in the system. If u; € HU, output usk;, s;, sif;, cred,,
delete (u;, upk;, pid;, usk;, s;, sif;) from HU and add it to CU.

e CrptRelayer(R;): Corrupt an honest relayer in the system. If R; € HR, output rsk;,
delete (R;, rpk;, rsk;) from HR and add (R;, rpk;, rsk;) to CR.

e Register(u;, R;): It models that an honest user u; requests to join the relayer R;. It runs
Register (rpk;, upk;, pid;, s;, usk;, sif,;) and outputs a credential cred,;.

e RegRcv(u;, pid;, R;): It checks that u; € HUUCU, R; € HRUCR, but (u;, R;) ¢ BB. If
yes, it runs RegRev(rpk;, upk;, pid;, rsk;) and adds (u;, pid;, R;) to BB. Otherwise, ignore
it.

e MetaTxGen(u;, Rj, epoch, k): If u; ¢ BB or R; ¢ BB, ignore it. If u; € HU A
(u;, epoch) € MT, ignore it. Otherwise, run AZ.Trans(usk;, acc) on the current epoch
epoch and the gas fee amount k paid to I?;, output the meta-transaction meta. Add

(wi, R;, meta, epoch) to MT.
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e BrdReq(u;, Rj, meta): If (u;, pid;, R;) ¢ BB, ignore it. Otherwise, run BrdReq(sif;, rpk;,
meta) and add (u;, R;, meta) to MT.
e FullTxGen(u;, R;, epoch, k;, kj): If (u;,pid;, R;) ¢ BB, ignore it. If v; € HU A
(ui, epoch) € MT, ignore it. Otherwise, run meta <— AZ.Trans(usk;,acc), add (u;, R;
meta, epoch) to MT and run tx <— FullTxGen(rsk;, meta, k;), output the full transaction

tx.

Anonymity. This property ensures that honest users’ identities are hidden from the public and
relayers. The experiment Exp®"™®"™ between an adversary .4 and a challenger C is formalized

as follows.

e A receives rpp and has access to the oracles: AddUser, AddRelayer, CrptUser,
CrptRelayer, Register, RegRcv, MetaTxGen, BrdReq. It can add new users and
relayers to the system, corrupt users and relayers to get their secret keys, invoke users to
join some relayers, invoke users to generate meta transactions, and it can query the user’s
broadcast request.

e A chooses two users ug, u1, a relayer R*, the gas fee k, and epoch epoch*. It sends
(epoch*, ug, uy, R*, k) to C.

e C checks the following conditions and aborts if any of them are violated; otherwise, con-
tinue.

(1) R* has been added as a valid relayer;

(2) ugp, u; have registered in R* and are not corrupted;

(3) A has never queried meta transaction for ug, u; on epoch®.

(4) MetaTxGen(ug, R*, epoch*, k) and MetaTxGen(u;, R*, epoch*, k) can be invoked
successfully.

e C randomly chooses one bit b <— {0, 1}, generates meta, «+ MetaTxGen(u,, R*, k) and
fullreq, < BrdReq(u,, R*, metay), sends A the full transaction request fullregy.

e A outputs a guess b'.

e Outputs 1 if i == b, otherwise, outputs 0.
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DEFINITION 16. The relay system is anonymous if any PPT adversary in the Exp®"" can
Pr[Exp®™™ (A, \) =

only guess b correctly with probability negligibly close to 1/2, i.e.,
1] — 1/2| <negl(\).

Overdraft prevention. Any user cannot spend more money than he owns in the anonymous
payment, even if it colludes with relayers. The extractability experiment Exp°® is formalized
as follows. It is similar to the overdraft-safety experiment defined in [17] except that the

adversary can corrupt the relayers.

e A receives rpp and has access to the oracles: AddUser, AddRelayer, CrptUser,
CrptRelayer, Register, MetaTxGen, BrdReq.

e A outputs a full transaction tz*. It wins if ¢z* is valid and any of the following conditions
holds:
(1) 3 honest user u; € HU and his account balance bal; < AZ.Read(acc, usk;) decrease as
a result of tx*;
(2) The sum of all corrupted users’ balances ), -, AZ.Read(acc, usk) increases as a
result of tz*.

e Outputs 1 if A wins, otherwise, outputs 0.

DEFINITION 17. The relay system satisfies the overdraft prevention property if any PPT ad-

versary in the Exp°®P wins with only negligible probability, i.e., |Pr[Exp®® (A, ) = 1]| <negl()\).

Gas fee fairness. This property ensures that no malicious users can cheat two or more honest

relayers simultaneously without punishment, and any honest user who only requests one

fair

relayer in one epoch does not lose money. The gas fee fairness experiment Exp™" includes

fair—relayer fair—user

Exp and Exp

fair—relayer

Exp is formalized as follows.

e A receives rpp and has access to the oracles: AddUser, AddRelayer, CrptUser,
CrptRelayer, Register, MetaTxGen, BrdReq, FullTxGen.

e A outputs n full transactions {¢z;}I* , for the same epoch, each transaction tx; corresponds
to a relayer R;. It wins if all the following conditions hold:

(1) W.l.o.g., the first k transactions {tz;}*_, are failed and the first ¢ of them are generated
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from the honest relayers: {R;}i_, = {R;}*_, N HU are the honest relayers whose transac-
tions fail, where 2 <t < k < n;

(2) 3 tx; € {tx;}t_,, such that V tz; € {ta;},, Reimburse(epoch, rpk;, rpk;, tx;, tx;)
fails.

e Outputs 1 if A wins, otherwise, outputs 0.

fair—user

Exp is formalized as follows.

e A receives rpp and has access to the oracles: AddUser, AddRelayer, CrptUser,
CrptRelayer, Register, MetaTxGen, BrdReq, FullTxGen.
e A outputs u*, pid* and si f’. It wins if all conditions hold:
(1) u* is an honest user: u* € HU;
(2) pid* is u*’s public identifier: (u*, pid*) € BB
(3) u*’s collateral can be obtained by the relayer based on si f”: Colla.Judge(sif’, pid*) = 1

e Outputs 1 if A wins, otherwise, outputs 0.

DEFINITION 18. The relay system is gas fee fair if any PPT adversary in the Exp™" can win
Pr[Eprair(A, /\) — 1]| — |Pr[Expfairﬂrelayer(.A7 )\) —
1] + [Pr[Exp™" =" (A, X) = 1]| <negl()).

with only negligible probability, i.e.,

5.4.2 Construction

This section describes the relay system for anonymous Zether via our ADAC construction in

Sec. 5.3 and collateral smart contracts.

Setup and key generation: The Ethereum blockchain has been set up, and the anonymous

Zether has been deployed as the main smart contract. The relay system public parameter
rpp is generated, including {G1, Gy, Gr, e(+, ), H1(+), H2(+), g, 7, h, BB}. For simplicity, rpp
will implicitly be an input of all the following algorithms.

The user runs ADAC.UserKeyGen algorithm and gets his personal secret and public keys
usk = (v, s,sif = §°), upk = (¢, pid = e(g, g)®). He sets zsk = v, zpk = g as the secret

and public keys of his anonymous Zether account.
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The relayer runs the ADAC.IssuerKeyGen algorithm to get his secret key rsk = isk = X, and
the public key rpk = ipk = (Y1, Y5, X , 371, }72) He publishes the rpk and posts a collateral
smart contract on the chain, as shown in Fig. 5.3. The collateral smart contract embeds the

relayer’s Ethereum account address addr. Its functions include’:

- Join: On receiving the user’s deposit transaction, including his public key and public
identifier, it stores them in the contract state and adds the deposited ETH to his collateral

balance.

- Judge: On receiving the user’s secret information and public identifier, checks that the public
identifier is stored in the contract state and sif is valid. If all these checks pass, send the user’s

collateral to the relayer’s account and delete the user from the contract state.

Registration: The user runs Register(rpk, upk, usk) to interact with the relayer running

RegRev(upk, rsk).

Concretely, the user sends his Zether public key and public identifier and deposits ETH as
collateral locked in the relayer’s collateral smart contract. His public identifier is also added to
the smart contract’s identifier set /. Then, the user requests the relayer to issue an anonymous

credential by running req <— ADAC.Request(rpk, upk, usk) and sends req.

The relayer checks that the smart contract has received the collateral and that the user’s public
identifier pid is the same as his public identifiers in other relayers’ collateral smart contracts
if any®. If so, he runs cred’/ L < ADAC .lssue(upk, rsk,req). If the request req is valid, the
relayer sends the partial credential cred’ to the user. Otherwise, abort. Then, the user runs
cred <— ADAC.Receive(rpk, upk, usk, req, cred’). As a result, the collateral smart contract
updates U to U U {pid}. The user obtains cred = (o1, 02) = (g™, X" Y7 Y, ™).

Broadcast: The user generates a meta-transaction meta = {u, D, (v;, C;, CLp.i, C’Rn,i)f\igl, Az}

as shown in Sec. 2.4. Especially, u = g, 18 the nonce, and the relayer is included as one of

3Tt also allows users to quit and get a refund for their collateral by signing with their zsk. Upon doing so,
they are removed from ¢/ without impacting their ability to use other relayers. It is straightforward, and we omit
it for brevity.

®All collateral smart contracts and their registered users are available on the chain. Note that this check is
only one time during the user’s registration.
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Setup
Inputs: security parameter A, relayer account address addr
(1) (¢,Gy,Go,Gr, g,§,¢e) + BG.Gen(1*)
(2) Initialize empty account table acc: G; — G,
empty balance table bal: Gy — Z
empty identifier table pid: G; — Gy
empty identifier set U = ()

Join
Inputs: Zether public key zpk, public identifier pid, deposit transaction tx
(1) Let b = tx.value which is the deposit amount
(2) If acclzpk] = L
e Set acc[zpk| = zpk, bal[zpk] = b
e Set pid[zpk| = pid, add pid to U
(3) Else:
e require: pid[zpk| = pid
e Set bal[zpk] = bal[zpk] + b
Judge
Inputs: public key zpk, public identifier pid, secret information sif
(1) require:
e acczpk| # L, pid[zpk| = pid
o Verify e(g, sif) = pid
(2) Send bal[zpk| ETH to addr
e Set acc|zpk] = L, bal[zpk] = L
e Set pid[zpk| = L, U =U \ {pid}

FIGURE 5.3. Relayer’s collateral smart contract

the receivers to get rewards in ZTH. With meta and cred, the user runs BrdReq(epoch, rpk, usk,

cred, meta) to generate the full transaction request fullreq and sends it to the relayer. The

relayer runs BrdVrfy (epoch, rpk, acc, fullreq). They work as follows:

(1) Let m = meta, tag = u, the user runs X <— ADAC.Show(rpk, usk, cred, m,tag) where

X = (U*a C, T7 7Tshow)-

(2) The user also generates a zero-knowledge proof m;,g for the following relation Rping,

which proves that meta and Y. were generated by the same user.

7?/bind - {(Tpkv 0*7 u; s, v, T3) U= g:poch/\

6(0'1(7X) : 6(0’;7 i\//I)S : 6(0’;7 }72)1) : 6(0T7§)T3 = 6(057.&)}



150 5 FAIR RELAY IN ANONYMOUS ZETHER

(3) He sends the full transaction request fullreq = (meta, ¥, Tyind)-

(4) On receiving fullreq = (meta, 3, Tping ), the relayer verifies by running AZ.Vrfy(acc, meta),
ADAC.Vrfy(rpk, ¥, m, tag) and verifying the proof myng on (rpk, o*, u). If any verification
fails, output L. Otherwise, it wraps (meta, ¢, T') in the data field of a full transaction ¢z and

broadcasts it and pays the gas fee.

Reimburse: Given different full transactions ¢z, tx2 on the chain sent by relayers rpk,, rpk,
with the same nonce u and epoch and an identifier set U/ of the collateral smart contract, the
relayer runs Reimburse(epoch, rpk,, rpk,y, txy, txe, U) to get reimbursed:

Run ADAC .Extract (ipky, ipks, mq, ma, tagy, tage, X1, Xo, PID) where ipk; = rpky, ipks =
rpko, tag, = tags = u, m; = metay, my = meta,, PID = U/ and get sif = ¢g°. He computes
e(g,g°) and locates pid = e(g, §°) in U with respective zpk. He sends zpk, pid, sif to the

collateral smart contract and calls the Judge function.

The smart contract checks that it is an existing user and pid = e(g, sif), then it sends his

collateral to the relayer’s address and revokes the user by deleting his pid from U.

THEOREM 8. Assuming the abuse deterring anonymous credential is anonymous, extractable,
and non-frameable, the underlying anonymous Zether is ledger indistinguishable and over-
draft safe. The underlying proof system is a zero-knowledge argument of knowledge and all
users are rational. Then, the relayer system satisfies anonymity, overdraft prevention, and gas

fee fairness.

PROOF. Anonymity. The relayer receives (metaaz, >, mying). Due to the ledger indistin-
guishability of the anonymous Zether meta-transaction, the anonymity of the ADAC, and the
zero-knowledge property of the underlying proof system, the relayer cannot distinguish it.
Given the honest full transaction, it only adds the relayer’s information. So, it still cannot be

linked to any users.

In the anonymity experiment, the challenge identities ug, u; are honest registered users in the

valid issuer R*. The current epoch is epoch*. We design the hybrid games:
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e G- This game is the same as the experiment. The challenger C chooses b < {0, 1} and
generates meta, and fullreg, by calling MetaTxGen(uy, R*, epoch* k) and BrdReq(uy,
R*, metay,), where fullreq, = (metay, Ly, Thinds)-

e G;: This game is similar to G, except that the bind proof 7y, is simulated without
witness.

e Gy: This game is similar to G; except that the meta-transaction metay, is simulated via
calling the simulator in the anonymous Zether and generating the token X, by calling
BrdReq on u;, R* and the simulated metay,.

e G3: This game is similar to G, except that the token 3 is simulated by calling the ADAC sim-

ulator. Thus, in this game, the full request is independent of b.

Compare G; with G,,, the only difference is that the proof is simulated. Since this proof is
zero-knowledge, the probability of distinguishing G; from G, is negligible. We have that
|Pr[Greal(A, A) = 1] — Pr[Gy (A, A) = 1]| < negl(A).

Compare G, with Gy, in G, the only difference is the meta-transaction is simulated. Since the
anonymous Zether is ledger indistinguishable, as proven in [17], We have that |Pr[G; (A, \) =
1] - Pr[Gy(A, \) = 1]| < negl(A).

Compare Gz with Gy, in Gs, the only difference is the meta-transaction is simulated. Since the
ADAC is anonymous, as proven in Thm. 7, we have that |Pr[Gy(A, \) = 1] — Pr[G3(A, \) =
1]| < negl(A). In Gg, A’s view is independent of b. Thus, A just outputs a random guess &' in
Gs, so its advantage is 0: Pr[G3(A, \) = 1] — 1/2 = 0. In summary, we have

|Pr[Exp®™™(A,\) = 1] — 1/2| = |Pr[Great(A, A) = 1] — 1/2]

<|Pr[Greal (A, A) = 1] — Pr[G1 (A, \) = 1]| + |Pr[Gi(A, A) = 1] — Pr[Ga(A, \) = 1]]

+ |Pr[Ga(A, A) = 1] — Pr[G3(A, A) = 1]| + |Pr[Gs(A, A) = 1] — 1/2| < negl(\)

Overdraft prevention. This property can be reduced to the overdraft safety of the anonymous

Zether. We do not change the anonymous Zether smart contract and let its meta-transaction

be generated in a black-box way. If the user colludes with the relayer and generates a valid
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payment that allows the user to spend more, they violate the overdraft safety of the underlying

anonymous Zether, which happens only with negligible probability.

Gas fee fairness. We first consider the fairness for honest users and the adversary A in
experiment Exp™" " The user allows the relayer to be one receiver of the final anonymous
payment transaction, so he pays the relayer only if that transaction has been validated on-chain
and executed. We call a user is honest if he only requests at most one relayer in each epoch.
The adversary wins if an honest user loses money in any of the following cases:

(1) his transaction is not executed, but he pays the transaction fee;

(2) he does not misbehave but loses his collateral.

Since the Ethereum blockchain is secure under the assumption of an honest majority, the
anonymous Zether and collateral smart contract are secure, so event (1) happens only with
negligible probability, and event (2) happens only if the honest user’s secret information is
provided. However, since the user is honest, if his secret information is revealed, it means the
non-frameability of ADAC is violated, which happens with only negligible probability, as

fair—user

proven in Thm. 7. Therefore, A wins in Exp with only negligible probability.

Then, we consider the fairness for honest relayers and the adversary in Exp™"~"?¢"_ For the
honest relayers, they verify the user’s request (metaaz, 2, Tying) at first. If the verification
passes according to the current blockchain’s state, it means the user has enough money in
the anonymous Zether smart contract to make the payment and pay the relayer, and he is a
registered user in the relayer with enough collateral due to the soundness of Ily;,4. Then, they
broadcast the full transaction and pay the gas fee when they are recorded on the chain. If the
full transaction is valid and executed, the relayer gets paid in ZTH. If it is invalid due to the
user’s misbehavior, some other meta-transactions must exist on-chain containing the same

nonce.

Since the smart contract is secure, the relayer can always receive the malicious user’s collateral
as long as he extracts the user’s secret information and revokes him immediately. If .4 wins
such that the relayer cannot get reimbursed, it means the secret information extraction fails
even if given multiple full transactions with valid ADAC tokens on the same tag. Based on

these, multiple valid ADAC tokens are produced that violate the extractability of ADAC,
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fair—relayer

which happens with only negligible probability. Therefore, A wins in Exp also with

only negligible probability.
In summary, the gas fee fairness property holds.

O

REMARK 8 (Registration check). The relayers operate on a shared public blockchain.
While the blockchain cannot be used to verify whether a meta-transaction has been sent (see
Sec. 5.2), it does record all collateral smart contracts that contain user accounts and public
identities. This allows relayers to check whether a user has already registered with another
relayer using a different pid. Additionally, the registration transaction is not anonymous but

does not reveal any connection to an honest user’s payment transaction.

REMARK 9 (Necessity of bind proof). The user must generate the bind proof myind, otherwise,
n malicious users could collude to generate tokens with the same nonce using their own
credentials and send them to n different relayers. In this case, none of their secret information
can be extracted, and n — 1 relayers would waste their gas fees without being able to identify
any of the malicious users. Therefore, the relayer must verify through the bind proof that the

sender of meta is using his own credential.

REMARK 10 (Anonymity set). Each user’s Zether account is linked to their pid. When
processing a meta-transaction, the relayer verifies whether the associated Zether accounts
are registered with them. If an account is not registered, it cannot belong to the real sender
and would be excluded from the anonymity set. Consequently, the user should select dummy
Zether accounts with pids also within the same U to prevent the anonymity set from being

reduced.

REMARK 11 (Efficient Revocation). In general, a user must prove they have not been
revoked by providing a (non-)membership proof. In our scheme, the proof my.q ensures the
user’s non-revocation. Each user’s Zether account is linked to their pid. As noted in the

previous remark, all accounts involved in an anonymous meta-transaction are registered
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and unrevoked users associated with the same relayer. This allows the relayer to verify non-

revocation directly, eliminating the need for the user to generate additional (non-)membership

proofs.

REMARK 12 (Incentive). Our system incorporates a reward mechanism for relayers who
receive transaction fees in ZTH from the sender. These fees can exceed gas fees paid in ETH,
providing a strong incentive for relayers to offer gas relay services. It represents a reasonable

cost for users seeking to maintain their privacy.

REMARK 13 (Punishment). A user can register with multiple relayers by depositing collateral
into their respective collateral smart contracts. If the user attacks even just two relayers,
any victimized relayer can expose the user’s secret information on-chain. This enables
all other relayers, regardless of whether they were attacked, to claim the user’s collateral.
Consequently, the malicious user forfeits their entire collateral across all relayers. This

all-lose-collateral mechanism serves as a punishment for malicious behavior.

Evaluation. In a basic relay system, relayers simply verify meta-transactions and submit them
on-chain. Our construction requires both users and relayers to perform additional steps to
ensure fairness. We evaluate our system by analyzing the extra communication cost between
users and relayers, the increased size of the full transaction, and the additional computational
overhead for both users and relayers compared to the basic relay system. The evaluation

results indicate that the added overhead remains minimal.

In Broadcast step, except meta, the user sends (X, mping) in the fullreq, which consists of
7Gy + 1Gy + 47, elements. The relayer additionally includes (¢, T) in the full transaction. It

consists of 17, + 1G, elements.

Extension. Our relay system can also be extended to handle other kinds of anonymous
applications, such as the anonymous sealed-bid auction [101, 100]. In this scenario, bidders
submit their anonymous bid meta-transactions on-chain with the help of relayers. A bidder
can only place one valid bid per auction session. He can generate a tag according to the

auction session number and his secret key, and the bid meta-transaction contains the relayer’s
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TABLE 5.2. Extra computation cost*.

Registration Broadcast Reimburse
User | 5Eg, +1H | 8Eg, + 2Eg, + 3H N/A
6P + 2Eg, + 14P + 1Eg,+

Eg, +1H | 4Eg, +3H | 1EetIP

Relayer

* P refers to the cost of a pairing computation, Eg, to an exponenti-
ation in G;, (7 € {1,2,T}) and H to a hash computation.

information. Within our relay system, if a user requests many relayers to submit bids with his
credentials for the same session, he would be detected, and the relayers can get his collateral

as reimbursement.

Open problems. Issuer anonymity. An interesting direction would be to explore issuer
anonymity, where the token is unlinkable to its issuer. It may require the issuers to collaborate

during setup.

General anonymous smart contract. Other anonymous smart contracts offer functionalities
beyond just payments. In such cases, the question arises: how should gas fees be paid to the

relayers? We leave it as a future work.



CHAPTER 6

Predicate Aggregate Signatures and Applications

6.1 Background

Anonymous reputation systems are widely used in many applications. For example, on online
platforms, Internet peers can jointly establish accumulated ratings on the merchants/service
providers or certain products so that users who are not familiar with them can have some
context to make a better choice. Since the main necessary information is the accumulated
rating, ensuring anonymity plays a crucial role in allowing users to participate in the reputation
systems. More specifically, in YouTube, each user registers at YouTube, and then gives his
rating on each content as an | like it” (like 4+1) or not, then there will be an accumulated
content score shown in the platform. The accumulated score not only serves as a succinct
representation/description, but also hides the identities of the voters. To reduce the reliance
on fully trusting the platform, other important requirements are that the accumulated score
should be publicly verifiable, so that users may have stronger confidence that the score is
not manipulated by the platform; furthermore, in the anonymous setting, one potential threat
arises when a malicious platform attempts to manipulate the ratings by repeatedly counting
one user’s vote for many times. Therefore, additional measures must be taken to assure the

verifier that each voter’s contribution to the accumulated score is limited to a single vote.'

Naturally, individual votes can be realized via digital signatures from legitimate users (e.g.,

registered identities). To obtain a succinct accumulated score k, say up-votes, we would like

IThere are also other types of rating systems, such as Uber/Airbnb, that are based on accumulation on each
transaction, so each user may rate on the same service provider more than once. We only consider the common
version as a motivational example of our primitive.

156
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to aggregate the corresponding identities and signatures to be a short “proof™. The proof needs

to ensure that indeed there are at least k signatures on “I like it” from k distinct identities.

The one-user-one-vote requirement above can be seen as a special policy that was put on
the identities of those signatures. In broader applications, there could be more complex
voting policies that could be expressed as a predicate on the voter identities. For example,
in blockchain governance (e.g., Decentralized autonomous organizations (DAOs)[119]),
decisions could be made by the whole community whose accounts hold a sufficient amount of
tokens. The final decision needs to be attested with a short proof that the voting result indeed
follows the governing policy, and the proof would be stored on-chain. Voting processes in
DAOs offer a remarkable degree of flexibility and customization. These processes can be
tailored and programmed to accommodate a wide range of requirements and preferences. For
example, quadratic voting [120, 121] allows the voter to have budgets of credits, which are
converted to counted votes according to their square root. Delegated voting [122] allows users
to delegate their voting power to trusted individuals or entities. Property-based voting [123]

differentiates signers based on the properties of their non-fungible tokens used in voting.

6.1.1 Motivation

Motivated by the above applications and many other relevant ones, in this chapter, we are
studying a general problem for aggregating signatures and keys on multiple messages while
ensuring that the signers satisfy some public predicate without disclosing their identities. We

call such a cryptographic primitive predicate aggregate signatures, PAS for short.

More specifically, let us consider a set of users denoted as &/ = {u; }c}) and a collection
of messages M = {m;};c) drawn from a predefined message space. Users choose the
messages to sign. There is also a combiner, which aggregates the corresponding signatures
and signer identities/public keys into one succinct certificate/proof/signature and shows a
description A of signers (like the number) on each message. The signature also confirms the

legitimacy of both the signers and signatures, ensuring that the signers and the description
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adhere to a particular public predicate P, i.e., P(Si,..., Sk, A) = 1, where each S; C U is a

subset of users.

For example, in the anonymous reputation system, the rate-once policy requires that each
signer can only sign once at most. It means there is no duplicate signer in each subset, and all
subsets are disjoint, i.e., S; N S; = () for any 7 # j. Another example is the on-chain voting
system with a special policy. Besides showing the number of voters, the property policy [123]
requires that some of the voters have special properties. By representing the property via
index, the combiner can ensure the policy is satisfied by proving that some voters’ indices
belong to a specific range, e.g., there is at least one voter in the subset who is a senior member

with an index smaller than 50.

6.1.2 Challenges

In this chapter, we formulate, construct, and analyze the new primitive of predicate aggregate

signatures to address the remaining issues.

Formulating PAS. We aim to give a formal definition and security models for predicate
aggregate signatures. As mentioned above, it allows registered users (public keys, identities
known and made public) to sign on multiple messages and these signatures can be aggregated
by a combiner who hides these signers’ identities. The final signature only reveals a description

of signers and guarantees that the signers and this description satisfy the public predicate 2.

We formally define the security model of predicate aggregate signatures. It enjoys the

following features simultaneously, which advances existing primitives.

e Transparent setup: users generate pk, sk on their own, and a setup algorithm only publishes

public parameters for the system.

’In later, we would use the dynamic threshold as an example of the description. It reveals the number
of users who have signed on the message. We choose it as the example for three reasons: (1) For a simpler
presentation that shows how we can get our final construction step by step; (2) the dynamic threshold is a
natural feature of our motivated anonymous reputation system; (3) the dynamic threshold aggregate signature
itself might be of independent interest, and indeed, it already advances the state of the art of several relevant
signatures.
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e Signer anonymity: the adversary (not the combiner) cannot get any information about each
individual signer identity/public key (e.g., whether he signed on a particular message)
except the public description from the final signature, even if the adversary corrupts all
users, including the target himself.

e Unforgeability: the adversary cannot convince the verifier, if it does not collect enough
signatures, or the predicate is not satisfied. To facilitate such a notion, we generalize the

classical proof of knowledge and define a signer identity extractor.

Efficient constructions from standard assumptions. We proceed in several steps towards
the full construction, with concrete efficient instantiations. Our starting point is the BLS
aggregate signature [35]. It allows the combiner to aggregate a set of partial signatures on

multiple messages.

Transparent setup. First of all, each user generates his secret-public key pair (sk; = xz;, pk; =

g*1), and registers pk;. To avoid the known rogue-key attacks [35], we first let each user run

proof of knowledge of z; during the registration. The system simply includes pky, . . ., pk.,,
and some common parameters g, . . ., g, as public parameters and makes them available to
everyone.

Succinct size solution. We start with the core building block of dynamic threshold aggregate
signature. This can be considered a special case where the predicate only requires the

threshold counting to be correct.

An intuitive idea is letting the combiner do more work: not only the partial signatures are
aggregated, but their respective public keys are also compressed into a compact version. To
protect signer anonymity, some blind factors are added to the compressed public keys and
signatures. However, anonymity introduces a concern regarding the correctness of compressed
public keys. Specifically, there is no guarantee that these compressed public keys are part of

the legitimate/registered public key set.

Therefore, the combiner needs to produce an additional proof for the membership relation
and duplication checks (that there are true ¢ signatures from ¢ distinct signing keys). A naive

attempt for the latter would be proving the pairwise difference on all the compressed signing
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keys, which will yield a quadratic size proof. Some techniques in relevant primitives such
as graded signatures [124] and signature of reputation [125] got around the challenge and
sorted the public keys first, to do a sequential proof that pk; # pk; .1, which can push down

the proof size to be linear. However, that is still quite cumbersome.

Alternatively, we observe that instead of proving relations among signer keys directly, we
may leverage the published public keys in the public parameter. First, we can represent the
included keys as a binary vector b = (by, ..., b,), i.e., b; = 1, if pk; is in (has signed on the
message), and 0 otherwise, and commit b in a succinct way (via vector commitment). Then,
we can prove an alternative statement that the committed vector is indeed binary. Now, the
Hamming weight of this vector will correspond to the threshold. Two remaining parts: (i)
each bit value is assigned correctly; (i1) Hamming weight is correctly computed. For (1),
observe that when each pk; is directly taken in as part of the system parameter, the “aggregated
public keys” pAk = Hipkfi can be seen as another “commitment” to the binary vector. We can
establish the validity of the bit assignment by demonstrating that the previously committed
binary vector is identical to the one contained in pAk While for (i1), Hamming weight can
again be derived directly from inner product of the bit vector and all 1 vector, and proven

using the efficient inner product argument from Bulletproofs [126].

Now we have a construction framework from the inner product argument and “binary” proof
(that proves a committed vector is binary), which can be instantiated via Bulletproofs [126],

yielding a signature of logarithmic size relative to the number of all users.

In the multiple (say k) messages setting, signers are divided into multiple sets depending on
the message they have signed. A natural method is running the above proof generation for k
times, so the total communication cost would have a multiplicative factor of k. Fortunately, by
exploring the above technique further, we can generate a proof for k values on the knowledge
of n-length binary vectors. In this way, these k proofs can be aggregated into one single
proof for a (k - n)-length binary vector. As a result, we achieve a communication cost of
O(k + logn + log k), comprising k aggregated public keys and additional proofs of size
O(logn + log k).
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Reduce verification time. However, the above signature still requires a linear verification time
(for example, even reading in all the public keys). To reduce verification time, we propose a
new proof system for the inner product and binary relations with structured parameters that

can also reduce the verification time to logarithmic.

There were previous efforts improving verification cost [36, 127], in [36], the authors achieve
logarithmic size and logarithmic verification time for inner product argument and range
proof using structured reference string with highly correlated parameters in the form of
g,g%t, g™, ..., gPlesn Tt gtIT3 T2 grtrreTs - Cthat separates the parameter into two

parts: linear proving parameter and logarithmic verification parameter.

Unfortunately, as we would like a transparent setup, public keys are generated by users
themselves randomly and then included as the public parameter, which is clearly inconsistent

with these structured parameters.

To work around this, we need to redesign the parameter generation and the statement for the
proof. Besides the binary vector, we also commit the public keys via structure-preserving
commitment of [34] (also called AFGHO commitment). Introducing structured parameters
into it is still compatible with the randomly generated public keys. Given these two com-
mitments, we can prove another element is the inner pairing product of the two committed
vectors. We observe that demonstrating the well-formedness of the aggregated public key
is equivalent to proving that its bilinear map is equal to the inner pairing product between
a binary vector and all public keys. Now we prove the validity of pAk by directly leveraging
the inner product argument between two committed vectors. One of these vectors is a binary
vector, whose correctness is guaranteed by a binary proof, while the other comprises all the
public keys. By adjusting the AFGHO commitment with structured parameters, these proofs
achieve efficiency with logarithmic communication costs and verification times. We refer

detailed description in Sec. 6.4.1.

Achieve anonymity. In the anonymous setting with a blind factor r, where pAk = Hipk:fi -q",
several challenges arise when applying the previous method. These challenges include proving

the last position of the binary vector is 1 and handling commitments of public keys together
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with the random factor ¢". These challenges are exacerbated by the anonymity requirements.

See Sec. 6.4.1 for detailed discussion.

To mitigate these issues, a new approach is proposed. First, b and r are committed separately
using distinct commitment keys, and proofs are generated for each. Then, by combining these
two commitments, we can prove the presence of both a binary vector and a blind factor in
specific positions. Subsequently, an inner pairing product argument is applied to these vectors,

ensuring the well-formedness of the blinded aggregated public key.

Generic predicate. Then to lift the construction to support any arithmetic predicate on the
signer identities, we observe that both techniques for the core building block is via Fiat-Shamir
transformation on X-protocols. We can add the extra proof of predicate satisfaction similarly
via Bulletproof with our optimized verification time, then use the classical And proof to bind
them. The final proof is with logarithmic size and verification time, while its security can be

based on the standard SXDH assumption.

Efficient instantiations for concrete predicates. We also give a concrete construction for the
concrete predicate that all signer sets are also disjoint (that denotes the rate-once policy in the

motivational application of the anonymous reputation system).

It is a challenging task for the combiner to demonstrate the disjoint nature of all of these
subsets of signers. In general, it would require comparing every pair of them and proving that
they are indeed disjoint. However, this approach would necessitate a quadratic number of

comparisons, leading to additional significant communication and computation costs.

It is worth noting that the binary feature can also be utilized in this case. Specifically, each
public key subset can be represented as a binary vector. The addition of two binary vectors
corresponds to the union of the corresponding subsets, including duplicate elements, if any.
In case the resulting sum vector remains binary, it implies that there are no duplicate elements
in the union set, thereby indicating that the two sets are disjoint. By extending this approach
to the k-subsets scenario, where we add all these binary vectors, we can demonstrate that all

of the public key subsets are indeed disjoint.
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6.2 Related Works

Despite that there is much relevant research on signature aggregation, anonymous authentica-
tion, and others, none of them gives a PAS in a satisfying way (as shown in Table 6.1). We first
give a simple categorization of existing relevant primitives, briefly describe the insufficiency
of each type. Besides that, most of the primitives do not support a general policy validation
on the signers, and each of them lacks some other critical properties. Jumping ahead, we will
show that some of the concrete instantiations of our PAS directly advance the state of the art

of several of those well-studied primitives, see Table 6.2.

TABLE 6.1. Comparisons of relevant primitives.

Primitives Trans. setup | Flexi. thld. | Agg. msgs! | Anony. | Signer Policy
Thld Sig. [128] v
Multi-Sig [129]
Agg-Sig. [35]
Graded Sig. [124, 125]
Compact Cert. [130]
Thld-ring Sig. [131]
Attri-based Sig. [132]
Our PAS.

' Agg. msgs means signatures can be compressed among different messages.

2 The predicate in this setting is applied to one single user’s attribute set while we consider the predicate
across multiple users.

INEIENENENENEN
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NN NI
NN X X X X X X

Signature aggregations. Multi-signatures [129], aggregate signatures [35], threshold signa-
tures [128], and several other relevant ones allow one to compress signatures from different
users. Besides, they usually have no anonymity guarantee, the former two have to explicitly
provide the signer identities/public keys thus, the total proof size and verification cost still
remain at least linear to the threshold (which is usually linear to the total number of users);
threshold signature, on the other hand, can have one single public key for verification, but
via a trusted setup, when its threshold is fixed, and it does not support signature aggregation
across multiple messages. Multi-key homomorphic signatures [133] evaluates the messages
signed by different users, but it does not protect the privacy of signers. All signers’ identities

are public, which is not suitable for our anonymous setting.
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Anonymous primitives. Anonymity-oriented signatures, such as ring signatures [102, 134]
and the linkable [135] and threshold versions [131], usually do not require the identities of
the ring being aggregated, and often with a fixed threshold. Scored anonymous credential
[136] is used for privacy-preserving reputation enforcement. The user’s reputation is decided
by some service provider. While we are considering the reputation voting setting where a set

of users rate a product by signing.

Attribute-based signatures (ABS) [132] allow a user to attest that his attributes satisfy certain
predicate. Anonymity can be implicitly ensured if two users have the same attribute set. How-
ever, ABS requires a trusted key generation center, it does not consider signature aggregations,
or policies across multiple users. In our context, each user independently generates their own
keys, and our goal is to have the flexibility to aggregate signatures and apply predicates across

multiple users.

Generic constructions. Generic zk-SNARKSs could certainly provide a path for feasibility.
By collecting numerous signatures from signers, the combiner can create a zk-SNARK
proof that guarantees the existence of sufficient valid partial signatures satisfying the public
predicate, while concealing the signers’ identities and revealing only the counts. However,
the generation of zk-SNARK proofs remains prohibitively expensive, and it relies on trusted
setups and unfalsifiable assumptions. Some recent efforts have focused on constructing
dynamic threshold signatures® [137, 138] directly in the AGM model [139], whose actual
security is not well-understood, and may have subtle vulnerabilities [140]. While we focus on
building the PAS on classical and more standard assumptions. Additionally, in its silent setup
phase, the users need to maintain some hint parameters, whose size is linear to the number
of all users. While we require each user only need to keep their secret keys with constant

storage.

Advancing relevant primitives. Our PAS (including the building block alone) implies many
interesting primitives such as threshold signature, aggregate signature, multi-signature, ring

signature, threshold ring signature, etc; more importantly, our efficient construction with

3They are a kind of special threshold signature that supports the dynamic choice of thresholds for each time
of signature generation.
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different instantiations of concrete predicates can improve the state of the art of all those
primitives. More specifically, when using our dynamic threshold aggregate signature, we can
directly yield the first multi-signature, aggregate signature, graded signature, and threshold
signature with both O(log n) communication and verification cost, while the state-of-the-art
construction of them (from standard assumptions except zk-SNARKSs or AGM directly) are

all having linear costs. See Table 6.2.

TABLE 6.2. Advancing relevant primitives.®

Primitives Commun. Cost | Verify Cost. | Generation Cost.
Multi-Sig. [129] O(n)’ O(n) O(n)
Agg-Sig. [35] O(n)* O(n) O(n)
Graded Sig. [124, 125] O(n) O(n) O(n)
Thld-ring Sig. [141] O(logn) O(n) O(n)
Using our PAS* O(logn) O(logn) O(n)

¢ In the comparison, we restrict only to the single message case in our PAS. If there are k
messages to be signed, all others have a multiplicative factor k, while we only have an
additive factor.

¥ Although their signatures can be aggregated, the signers’ identities should also be
transmitted, which leads to linear communication cost, except recent ones [138, 137] that
rely on zk-SNARKSs or AGMs directly.

* The last row means using our PAS with dynamic threshold as A, it implies the above
primitives and advances their performance.

For multiple users and multiple messages, the combiner generates a PAS with threshold ¢,
for each m;. It implies the aggregate signature and hides the signers’ identities. For multiple
users and one message, a PAS with threshold ¢ implies that ¢ different signers have signed on
the message. It implies the threshold signature with transparent setup and dynamic threshold
t and threshold ring signature with threshold ¢. It also naturally implies the multi-signature
with ¢ signers and the graded signature, which indicates there are ¢ different signers. When
there is only one signer and one message, it implies the ring signature and attribute-based
signature. The signer himself works as the combiner and shows the threshold is 1 with the
proof of satisfying the predicate. It is equivalent to validating the signer’s attribute. More

details can be found in Sec. 6.6.
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6.3 Predicate Aggregate Signatures

In this section, we formalize the predicate aggregate signatures and establish the security
model for this concept. Predicate aggregate signatures enable users to sign multiple messages
according to some predefined public policy, and these individual signatures can be aggregated
by a combiner, preserving the anonymity of the signers. The resulting aggregate signature
discloses only a brief description of the involved signers (e.g., count of signers for each
message, total weight of signers, etc) and provides assurance that these signers and the

description satisfy the specified policy denoted by a public predicate function.

This notion addresses the need for efficient and privacy-preserving signature schemes that
allow for the signing of multiple messages while ensuring adherence to a given predicate.
The security model encompasses the privacy of signers and the unforgeability of the predicate

aggregate signature.

6.3.1 Syntax

In general, there are three parties in the system: signers who sign on the message; the
combiner, who generates a predicate aggregate signature with a public description of the
involved signers and proves that these signers and the description satisfy a public predicate;

the verifier who verifies the correctness of the predicate aggregate signature.

e Setup(1?*) : On the security parameter )\, the system public parameters pp are generated.
The message space is set as M = {m;}c[g. There is a public policy {2 which decides the
computation rule of the signers description A and the predicate function F,.

It also includes the key generation of users. Each user u; generates his secret key sk;
and public key pk; pair and broadcasts the public key. The combiner (or any other parties)
collects the public keys and publishes the aggregation key ak and verification key vk which
contains F,.

o ParSign(sk;, m;) : For a message m; chosen from )M, the user ¢ signs on it using his secret

key sk; and sends (pk;, m;, 0;;) to the combiner.
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e ParVrfy(pk, m;, o) : On receiving (pk;, m;, o), anyone can verify it.

o Combine(ak, {S;};jem-{10i; bies, }jems 1M }jer)) : When receiving sets of signatures
{{o4;}ies, }jer) on the message m; from different signers w.r.t. index sets {.5;}je[x (called
signer sets) where each S; C [n], the combiner generates a signature X for the message
set M = {m;};c with corresponding description A of these signer sets. It also proves
that the signer sets and A satisfy the public predicate P, decided by some policy (2, i.e.,
Po(Sy, ..., Sk, A) = 1.

o Verify(vk, M, A, ¥) : Given the verification key vk, messages M = {m;};cp, description
A, the PAS signature ¥, anyone can check the validness by running Verify(vk, M, A, >)

and outputs one bit b € {0, 1} indicating if it is valid.

REMARK 14. A is the description of signers in Sy, ..., S, whose partial signatures are
used to generate the final PAS signature. It is computed via a deterministic function F
specified in the policy ) from the signer sets: A = F(S1, ..., Sg). Note that it cannot display
the signer identities plainly, since it ruins the anonymity directly. Although it is computed
deterministically, in many cases, it leaks very little information about the signers. For example,
it could be the size of each signer set, the combined weight of signers within each signer set,

or simply demonstrating that the number exceeds a certain minimum threshold.

REMARK 15. P, is the predicate decided by the public policy €2 which takes the signer sets
and a description as input. Po(S1, ..., Sk, A) = 1 indicates that S, ..., Sk, A satisfy the rule

according to ).

6.3.2 Model

Correctness If enough valid signatures under different public keys are used to produce the
signature 3 on the messages m; for j € [k], the description A and the signer sets satisfy the

public predicate P (S, ..., Sk, 2) = 1, then the verification for (M, A, ) always outputs 1.

Anonymity The signer identities are hidden from the public. The PAS signature only discloses
a description of the signer sets and whether they satisfy the predicate according to the public

policy. Given any two valid signatures >.g, >2; with the same descriptions and predicates from
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different signer sets on the same messages set M, they are indistinguishable even to some of

these signers.

Unforgeability The adversary cannot generate a valid signature on multiple messages if it
does not have enough signatures from different signers on each message, or the signer sets

and the description do not satisfy the predicate.

Oracles We define the following oracles to model the adversary’s ability. There is an honest
user table HU, a corrupted user table CU and a queried message table QM which are initialized

as empty.

e add(7): Add a new user u; to the system. If 7 has not been queried before, run the key
generation algorithm (pk*, sk*) < KeyGen, set (pk;, sk;) = (pk*, sk*) and output pk;.
Add (u;, pk;, sk;) to the honest user table HU.

e corrupt(pk;): Corrupt an honest user in the system. If pk; € HU, output sk;, delete
(u;, pki, sk;) from HU and add (u;, pk;, sk;) to CU.

e sign(pk;,m): If pk; ¢ HU, ignore it. Otherwise, run o < ParSign(sk;, m) and add
(pk;, m) to QM, output o.

Anonymity This property ensures that signer identities are hidden from the public. Only the
combiner knows the signer identities. Others just know the description of the signers and
the signer sets with the description satisfy the public predicate. Formally speaking, given
any two valid signatures X, 21 from different signer sets on the same messages M with the
same description A and both satisfy the predicate, nobody can distinguish them except the
combiner. In the anonymity definition, even the signers will not be able to distinguish two
PAS signatures for the maliciously chosen messages with same thresholds. The anonymity

experiment Exp?"°™ between an adversary A and a challenger C is formalized as follows.

e A receives the public parameters including the description function F' and public predicate
Py, specified by the policy (2.

e A adds users to the system, it can query signatures of any signers on any messages and
even corrupt all users. The global aggregation key ak and verification key vk are setup and

given to A.



6.3 PREDICATE AGGREGATE SIGNATURES 169

e A chooses a set of messages M = {m;} e[, and two sets of index sets S° = {S9} ;¢
and S' = {S}},ci where each S?, S} C [n]. Then it generates partial signatures o, ; <
ParSign(sk,, m;), 0,; < ParSign(sk,, m;) forall j € [k],u € S® and v € S* and let
Dy = {{0w, tueso tiem)s D1 = {{0wj }vest }jep- It sends (M, S°, ST, Dy, D1) to C.

e C computes Ay = F(S°), A; = F(S') and checks these partial signatures. It aborts, if
there exists any invalid partial signature or S° = S or Ay # A; or Po(S°, Ay) # 1 or
Pq(S*, Ay) # 1. Otherwise, continue.

e C randomly chooses one bit b <— {0, 1} and sends A a predicate aggregate signature ¥ with
M generated from signatures of D;, by running 3 <— Combine(ak, S®, Dy, M).

e A outputs a guess b'.

e Outputs 1 if i == b, otherwise, outputs 0.

DEFINITION 19. A predicate aggregate signature is anonymous if any PPT adversary in

1

the Exp®™™ can only guess the bit correctly with probability negligibly close to 3, i.e.,
[Pr[Exp™™™(A,\) = 1] — 3| <negl()).

Unforgeability This property ensures that given the public policy, any adversary cannot
generate a valid signature on multiple messages if it does not have enough signatures on the

messages or the signer sets and their description do not satisfy the predicate.

It contains two properties: (1). A can not produce a valid PAS signature which contains an
honest signer who has never signed on that message. (2). All signer sets w.r.t. the messages
must adhere to the specified predicate. It is infeasible for A to generate a valid PAS signature
with a signer sets description but the signer sets and the description are unsatisfied for the

predicate.

Note that due to the anonymity requirement, the signer identities are hidden and only their
description is shown. So it is hard to decide whether .4 has broken the predicate satisfaction
property. To address this dilemma, we introduce an extractor £ that has the ability to reveal the
signers’ identities for each message from the predicate aggregate signature. It is inspired by

the knowledge extractor for the knowledge soundness in zero-knowledge proof of knowledge.

unforge

Formally speaking, the unforgeability experiment Exp works as follows:
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e A receives the public parameters and the public predicate.

e A can add users to the system then gets the aggregation key ak and verification key vk.

e A is an adaptive adversary, it can interact with £ via querying oracles. It can then query
signatures of any signers on any messages and corrupt users.

e A outputs a tuple (M, A, Y).

e On avalid (M, A, ), £ outputs the signers’ identities S, ..., Sk.

A wins and the experiment outputs 1 only if (M, A, ¥) is valid w.r.t. vk and at least one of

the following conditions is satisfied:

e Ji; € S;, such that i; € HU and (pk;,, m;) ¢ QM;
[ PQ(Sl, ...,Sk,A) 7é L.

The first condition means A has never queried the corrupt oracle on pk;, or sign oracle on
(pki;,m;). It models that A generates a valid PAS signature without enough valid partial

signatures.

DEFINITION 20. A predicate aggregate signature is unforgeable if any PPT adversary in
the above experiment can only win with negligible probability, i.e., Pr[Exp""°8 (A, \) =
1] <negl(\)

6.4 Constructions

In this section, we give the construction of the predicate aggregate signature. Formally
speaking, the combiner aims to prove the knowledge of signatures and signers satisfying the
following relation:
RF’AS = {pkla cee 7pkn7 my,...,mg, Qa Aa {Uil}iGSU ey {O-ik:}iESk :
ParVrfy(pk;,mj,0:5) = 1 Vi € S;, 7 € [k];

S; C [n],Vy € [k]; Po(S1, ..., Sk, A) = 1}



6.4 CONSTRUCTIONS 171

where pki,...,pk, are all the public keys, m;, ..., m; are the candidate messages, S;
contains the indices of users who have signed on the message m, ;; is the signature from

user ¢ on message m;. Py is the predicate function decided by the public policy (2.

The predicate function can be very simple that outputs 1 as long as the description A is correct
and there is no other requirements on the policy. For any general policy that can be described
by an arithmetic circuit, the predicate can be converted into a circuit and proved using the
efficient zero-knowledge argument for arbitrary arithmetic circuits which have been studied

in [142, 126, 36].

In this section, we mainly consider the anonymous reputation system with the rate-once
policy as a non-trivial example. Here the description is the number of signers in each subset
(A = {t;};c where t; = |S;|) and all users can only sign once even for different messages.
It means the signer sets for all messages are disjoint. We define the public predicate as

follows:

1, if A= {t;}em, S C [n),19;] = t;,Vj € [k];
PQ(Sla ,Sk,A) = /\Sjo N Sjl = @7 ijajl € [k]aj() 7& jl (61)

0, otherwise.

6.4.1 Construction Overview

Our starting point is the pairing-based BLS aggregate signature (see Sec. 2.3). Let n be the
number of users in the system. On receiving a set of partial signatures o;; on each message
m; € M from signer ¢ € [n], the combiner generates the aggregate signature ¢ and publishes
it with the index set S; € [n] of signers on message m; for verification. The verifier computes
the verification key for m; w.r.t. S;: pAkj = I;cs;pk; for j € [k]|. Subsequently, it verifies the

validity of .

An intuitive idea is letting the combiner also compress the public keys into a compact version
which can be used for verifying the aggregated signature. To protect the privacy of signers, it

also adds blind factors to the compressed public keys and respective aggregated signatures.
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The crux of our construction now revolves around proving the correctness of the compressed

public keys without using linear descriptions while still enabling duplication checks.

We start from the single message case. Given all the public keys pk = (pk, ..., pk,) € G}
and a set S C [n], let pkg = {pk;}ics € {pki}ic[ to denote a subset of all public keys
w.r.t. S. The blinded aggregation of public keys of pkg is: pAkS = Il;cspk; - g"5 where rg
is the blind factor. Note that S determines a binary vector bg = (b1, ...,b,), b; = 1ifi € S,

otherwise, b; = 0.

The combiner (or prover P) computes a commitment B on bg and proves that the committed
bs is a binary vector whose Hamming weight is ¢. Then P proves that pAkS can be expressed
in the form of pk? - §" where v is same as the bg in B and it knows the blind factor r. It
means that ];E ¢ contains ¢ different signers. Combined with an aggregate signature ¢ and a
message m, the valid tuple Q?Aks, m, &), the verifier can be convinced that the message has

been signed by ¢ different users.

For multiple messages my, ..., my, case, the index set of signers who have signed on m; is
S; and their aggregated public keys are 1/)%]- for j € [k]. Here P proves the knowledge of
corresponding binary vectors b; whose Hamming weight is ¢; and the knowledge of blind
factor r; and the signer sets S = {51, ..., S} and thresholds 7" = {t,...,¢;} satisfy the
public predicate F,.

Considering the rate-once policy in the anonymous reputation system as a concrete example,
the predicate is denoted by Po(S,T) := |S;| = ¢;,Vj € [k] A Sj, N Sj, = 0, Vo, 1 €
[k], jo # j1. Due to the binary feature, we observe that proving subsets disjoint can be
achieved by demonstrating that the summation of all binary vectors is still binary with a

Hamming weight ¢ = 3., ¢;.
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In summary, we formulate this process in the following relation:

R1 = {{pAkj,mj,tj}f:l,& bl,. . .,bk,’f’l, TR

~

6(5’, g) = G(H(ml)wl;kl) e G(H(mk)vpkk)

A (6.2)
A pkj :pkbj SRV bj S {O,l}n Nty = <1n7bj>7vj S [k]

A b= Zjepb; € {0,1}"}

Strawman scheme from Bulletproofs. In general, the public keys are group elements. It can
be integrated with the public parameters of Bulletproofs which are also group elements. Then
we use Pederson commitment to commit the binary vector and prove the correctness of the
aggregated public keys. The combiner has pAk = H{‘lekfi -¢" and generates B = II]" | g,f’ -h".
It generates binary proof on B with parameter (g1, ..., g,, h) and another binary proof on
B - pAk with parameter (g; - pki, ..., gn - Pkn, h - g). It implies that pAk shares the same binary
vector and randomness in B, so it is well-formed. Here the binary proof can be constructed

from Bulletproofs [126] with logarithmic size. The final construction comes with almost the

same cost.

For multiple £ messages case, instead of generating k individual proofs, we generate a proof
for k values on the knowledge of n-length binary vectors. It aggregates k proofs into one proof
of a kn-length binary vector (k - n bits) via a random challenge value z and Schwartz-Zippel
lemma. It is similar with the aggregated range proofs of Sec. 4.3 in [126]. As a result,
we achieve a communication cost of O(k + logn + log k) which is just logarithmic to the
parameter n. However, the verification time scales linearly with the total bit length, denoted
as O(k - n). This places a significant burden on the verifier, prompting us to explore more

efficient construction methods that offer sublinear verification times.

Construction with logarithmic verifier. Daza et al [36] improves Bulletproofs to achieve
both logarithmic size and verification time. However, it cannot be applied to our setting in
the same way as above. Since it relies on structured parameters that are incompatible with
the randomly chosen public keys. Integrating the public keys with these parameters would

violate their structure and render the technique useless.
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Plain case without anonymity. We start from the single message case without anonymity.
We assume that the proof of possession has been done to prove the knowledge of secret key
for each public key. We aim to prove that a given ﬁc € G, can be expressed in the form
of pk® where b is a binary vector. Note that the pairing e(g, pk®) = Y, e(g, pkl) =
oy e([bili, pki) = ([b]1, pk). Instead of directly proving the form of pk, we compute the
map e(g, l;k) at first. By the bilinear property, it is sufficient to prove that the map result is
also an inner pairing product between [b]; and pk. To this end, we leverage an inner pairing
product (IPP) argument. It asserts that a given element in G is the inner pairing product
between two vectors in G} and G5 which are committed with AFGHO commitments. By
imposing a specific structure on the commitment key (similar to [36], as we introduced in Sec.

2.3), the verification time is reduced to logarithmic in relation to n.

The remaining issue is proving the form of these two committed vectors. pk are public, so
the commitment can be verified publicly. For [b];, we develop a binary proof in which the
verification time is also logarithmic to n. It proves the committed vector consists of elements

which is either [0]; or [1];. Thus, b € {0,1}".

Anonymous case. Now we consider the anonymous setting with a blind factor r: 1;l< = pk?.§"
and e(g, pk) = (([bl1,9), (pk,§")). When we attempt to follow the above method, some
issues happen. The combiner needs to take additional work on proving: (i) the last position of
the binary vector is 1; (ii) the public keys are committed together with a random element g"
and he knows 7. The first task requires another invocation of binary proof and it is unclear

how to prove the discrete logarithm of a committed group element without leaking  or g".

By the bilinear property, we also have e(g, pk) = (([bl1, ¢"), (pk, §)). Even though the latter
vector (pk, §) is publicly known, the situation remains challenging because the binary proof
mechanism does not inherently support proving the presence of a random value within the
vector. Another observation is that e(g, pk) = ([b]1, pk) + 1 - e. One may consider to extract

r - er and prove the knowledge of r. But it would leak b and violate the anonymity.

To mitigate these issues, we commit b and r with different commitment keys and generate

the proofs for them separately. Afterward, by combining these two commitments, we can
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ascertain the presence of both a binary vector and a blind factor in designated positions.
Then we can apply the inner pairing product argument on these vectors and proves the

well-formedness of the blinded aggregated public key.

For k£ messages setting with £ aggregated public keys, the aggregation technology on kn-

length binary vector can also be applied as we outlined in the strawman scheme.

In the next section, we introduce our inner pairing product argument and binary proof with
logarithmic communication cost and logarithmic verification time. They can be rendered
non-interactive by applying the Fiat-Shamir heuristic [88]. In Sec. 6.4.3, we present our PAS

signature scheme with the rate-once policy in the anonymous reputation system.

6.4.2 Succinct Proofs with Logarithmic Verifier

Inner pairing product argument. We consider an argument for inner pairing product
between two vectors v; € G committed with structured AFGHO commitments with generat-
ors (cks_;, ep) € G x G fori € {1,2} where ey = e(gn,§), g <$ G;. In this section,
we assume that the dimension n is a power of 2. If necessary, it is straightforward to add

padding to the inputs to ensure this condition is met. Formally, we define a language:
(pp, P, C, Ca, [r]1, cky, vky,[s]a, cko, VKo, €5) € Lipp <
([r]1, cki, vky) € Lég A ([8]a, cka, Vka) € L2, A
v, € GY,v2 € Gy, 7¢y, 70y, TP € Ly :
Cy = (vy,cky) + 1o, - eg A Cy = (cky,v9) +7¢, - €gA

P ={(vy,vy) +7rp-eny
Common input: (pp, [r]1, [s]2, vki, Vka, ), P, Cy, Cy € Gr
P input: (cky, ckp), v1 € G}, v9 € G}, rey,re,,rp € Z,
Statement: (pp, P, Cy, Cy, [r]1, cky, vky, [s]2, cke, vka, ex) € Lipp

‘P and V proceed the protocol II,pp as follows:
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Ifn=1:

Cy = e(vy,cky) + 1o, - eg, Cy = e(cky, v2) + 1o, - ey, P =e(v1,v2) + 7p - e
- P samples s; <$ G, 52 <$ Go, rp,,7p,, "1y, T, <$ Z4 and computes:

Dy = e(s1,¢cke) +7p, - ey, Dy = e(cky, $2) +7p, - ey

Ty = e(s1,v9) +e(vy, $2) + 17, - ey, To = e(s1,82) + ro, - en

-Psends Dy, Dy, 11, T to V

- V replies with ¢ <= Zj
- P computes and sends:

Uy =V +C- 81, Uy = Vg + C- Sog,

TL=Tc, +C-Tp,To="Tc, +C-Tpy,, T3 ="Tp+cC 17, +* 1y,
- V accepts if:

Ci+c- Dy =e(ug,cke) + 71 -egA

Cy+c- Dy = e(cky,ug) + 19 - egA
Phc-Ty+c* Ty =ce(u,ug) + 13- g

Else n > 1, the reduce procedure:

- P samples i/, 72¢, T pe, T1r, T2r, TPr < Zg and computes:

Cr < (v, ckyy) + 114 - e, Cyp <= (ckiy, Vog) + 120 - €1,

Py < (vip,v90) +1pe - €m,

Cir ¢ (vip, ckae) + 71, - e, Cop < (Ckig, Vo) + 720 - €51,

P’r — <’U1€a UQT> + T'pr - €H
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- P sends Cyy, Cop, Py, C,., Cs,., P,

- V replies with ¢ < Z

- P computes:

V) < vyc+ vt € GYL ) < vy + varc € GY

To, =To + TG+ ¢, =10, + T €2 F Ty -
T =1rp+7rpr-c 2+ 1p

ck] = cckyy + ¢ tcky,, cky = ¢ tckyy + cckay,

7]y < {ck]}1, [8]2 < {cki}1 (picks the first elements of ck’, ck))
- P sends 1]y, [¢']2 to V.

- V checks the following equations and aborts if any fails:

e([r'ly = c[ri, [1]2) = e(c™ [rhy, [u]2), e([l]s, [s]2 — ¢ '[s]2) = e([y]1, cls]2)

Update vk} = []> < ([i]2)icpp—1) and vk, = [y']1 < ([yi]1)iepp—1]
- Both compute

Ch + ACy+ O+ ¢ 2Chy, C) = ¢2Co + Cy + 20y,

P =c¢ 2P+ P+ 3P,

- The reduced statement is (pp, P’, C}, C%, [r']1, ck’, vk}, [8]2, ckb, vk, g, er) € Lipp with

the new witnesses (v}, vh, |, 75, 1’p).

THEOREM 9. The protocol presented is a Public Coin, HVSZK, interactive argument of
knowledge for the relation Lipp with O(logn) round complexity, O(n) prover complexity,

and O(logn) communication and verification complexity under the SXDH and DPair-ML

assumptions.



178 6 PREDICATE AGGREGATE SIGNATURES AND APPLICATIONS

PROOF. The proof follows a similar structure to those found in [126, 36, 127].

Public Coin property is immediate. HVSZK holds as all messages from P to V are uniformly

random elements of G, so can be simulated easily.

Completeness: Each reduction round results in a valid reduced statement, and this can be
shown by proving that the prover and verifier compute the same key. Once this key equivalence
is established, we can proceed with the same argumentation as in the case of uniform keys.

Completeness holds from substituting the definition of P’s witness into the constraints.

Witness extended emulation: For n = 1, the proof is similar to that of Thm 1. in [127].
For n > 1, to achieve witness extended emulation, it is necessary to provide a proof that
for each round, the witness can be extracted, which includes the commitment key and the
corresponding commitment openings. The process of extracting the commitment keys is
outlined as follows. Once the commitment keys are obtained, the argumentation can proceed
similarly to the approach presented in Bulletproofs: the extractor can extract a valid witness

v1, Uy or break the DPair-ML Assumption.

If we have two accepting transcripts from the prover for different challenges ¢, we can
demonstrate that, the unique valid commitment keys ck; = [r|; and cky = [s], can be

extracted.

Let [r}]; = c[re]1 +¢; 'r,]1, b € {0, 1} be the new commitment keys for different challenges
¢o, 1, the [ry]; and [r,]; can be obtained by linear combination. We show that they are the

commitment key.

Since the transcripts are accepted, we have that [r};, , ;]1 = @;[r]: which means [ryi-1;]1 =
zi[rjly and [rov-1y9i-145)1 = @i[rew-144]; forall i < v — 1,5 < 2. So [r/]; and [r,];
are valid commitment keys w.r.t. [z1]a, ..., [x,_1]2. The pairing test convinces that [r}]; =
co[r)i + ¢yt )y = colrea)s + ¢ H[reali- So [rea]i = [r]1 and [r.1]1 = 2,[r]1, which means
the extracted keys are the unique keys determined by z, ..., z,. The cky = [s], can be argued
in the same way. Thereafter, the extractor works in a similar way as in [126, 127] to extract

U1, V2, T017TC27 Tp'
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Binary proofs with logarithmic verifier. We consider an argument for a binary vector
b= (by,...,b,) € {0,1}" with Hamming weight ¢. This binary vector is equivalent to a
vector v € G where each element is either [0]; or [1];, and the number of [1]; is precisely ¢.

Formally, we define a language:

(C, [r]a, cke, VKo, ep, t) € Lgin <
([T]Q, CkQ,sz) € ‘Céom/\
b € {0,1}",17¢c € Zy, s-t. :

C = ([b]1,cke) +71c - ey A (1", b) =1,

P proves that (1",b) =t Abob” = 0" Ab’ = b—1". Using random y, 7 € Z; from V,

these constraints can be re-written as:
b—7-1"y" o0 +7-1"+72-1")) =72 -t +6(y,7)

where §(y, 7) = (1 — 72) - (1", y") — 73(1",1") € Z,. Thus the binary proof can be reduced
to one inner pairing product argument. Concretely, P and V engage in the following protocol

Hpgin:

- On input b € {0, 1}", P computes:

b'=b-1",[b]y € G} and [V']y € G}, rp,, rp, <5 Z,,
commits to [b]; and [b'],:

C = By = ([b]1,cks) + 75, - ey, Ba = (cky, [b']2) + 7B, - en,
chooses blinding vectors and commits them:

Uy, Ug <8 Ly, Ty, Ty €5 Ly,

Uy = ([us]1, cke) + 1, - e, Us = (ckq, [ua]2) + o, - em,
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sends By, By, Uy, Uy to V
- V sends challenges y, 7 < Z;, to P
- P computes ck} < ck; oy ™",
define the following polynomials:
(X)=b—7-1"+u; - X € Z;[X]
r(X)=y "o +7-1"+uy - X)+72-1" € Zg[X]
p(X) = (U(X),r(X)) =po+p1- X +p2- X* € Z}[X]
Next, P needs to convince V that py = ¢ - 72 + d(y, 7).
- P chooses ¢1, ¢2 < Z; and computes:
Pr=pi-e(9,9) +¢1-eu, Pa=pr-e(9,G) + ¢2-en
-Psends P, P, € GptoV
-Vsends x <$ Z; to P
- P computes:
fh=[l@)h=b-7-1"+u -z} € Gy,
[rla=[r(@))a=[y "o (b +7 - 1" +uy-z) + 721", € G}
P={]1,[r]2) € Gy, ¢ = po- 2>+ ¢1-x € Z,
i1 =TB, T Ty, T fe = 1B, + 71, - T € Ly
P sends [l]1, [r]a, P, ¢y, 11, pi2 to V
Y computes ck’; in the same way and computes:

O =B1+x-U—7-([1}1,cke), Qe =Bo+x- Uy + 7 - <Ck/1> [y"]2) + T <Ck/17 [17]2)
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checks whether

9

P+¢p-eg=@t-72+61y. 7)) e(g,§) +a P +a* P

1 = ([t]1,cka) + p1 - eq, Q2 < (cK'y, [7]2) + p2 - en

Note that the communication and verification cost are linear to n. To reduce them, P does not

1 PN y_ZV_l)

) Y

send [l];, [r], directly, and V just computes vk < vk; o g, where § = (1,y~

rather than ck. To make sure V still can compute Qo, P computes Y = (cki, [y"]s) =

(ckq, [1"]2) and T = (ck}, [1"]5).
‘P sends I' to V and proves its correctness as follows:
LetT', =T, ck}, =ck],fori=v—1to1:
P sends M; = ck’f € Gy, where ck}; € G?' is the left half of K1y
V aborts if e(M;, ([1]2 + vKj( 1)) # Tits
where vkj ;. ) is the i 4 1-th element of vk},
otherwise let I'; = e(M;, [1]2) and continue;
After v — 1 steps without abort, } can be convinced that I' is correct:
' = (cki, [1"]2) and its computation time is O(r) = O(log n).
Thus, V can compute Qy = By +x - Uy + 7Y + 72T in O(logn) time.

Thereafter, P runs the inner pairing product argument protocol I1jpp with V: Lipp(pp, P, Q1, Qo,

[7“]1, Ck/l, Vkll7 [S]Q, Ckg, Vk2)

THEOREM 10. The binary proof has perfect completeness, HVSZK and computational witness

extended emulation under the SXDH and DPair-ML assumptions.

PROOF. The binary proof is a special case of the aggregated binary proof in Theorem 11

with k£ = 1. It can be regarded as a corollary of Theorem 11. U
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Aggregated binary proofs. The prover is similar to the prover for a binary proof with k& - n
bits except for the following modifications. Without loss of generality, we assume that & - n
is still a power of 2. It proves that the committed values are k - n bits, and they are the
concatenation of k blocks. The number of 1°s in the j-th block is ¢;: b = (b]| - - - ||b) for all
J € [k] where b; € {0,1}" and (1", b;) = t,. Formally, we define a language:
(C, [r]2, cke, vka, e, {L}jew)) € Lagin &
([r]2, cka, vka) € LegmA
b e {0,1}",r¢c € Zy, s.t. :

C= <[b]1,Ck2> +rc-eg N <1n,bj> = tj,Vj S [k?]

We convert b to [b]; € G4", and commit it into B = ([b];, cks) + rp - ey where 7 <5 Z,
and all ¢; are public. The protocol in the former section is modified as follows:
(X)=b—7-1""+u, - X € Zy"[X]

k
T’(X) — yk-n o (b/ + 7 1k~n + ug - X) + Z 7_j—&-l . (0(j—1)-nH1nH0(k—j)~n) c Z];’H[X]

=1

Oy, m) = (r—7%) - (1F" ybm) = 320 7702 (17, 17)

The verification check needs to include each ¢;:

Mw

P+¢x'€H— Tj+1 +5y7 ))'€<g’§)+$'P1+LU2'P2
]:1
(- needs to be updated to
k
Q2=DBy+z-Up+7-Y 4+ 70 (ck|;, [17])
j=1

where ck; consists of the ((j — 1) - n + 1)-th element to the (j - n)-th element of ck}.

THEOREM 11. The aggregated binary proof has perfect completeness, HVSZK and computa-

tional witness extended emulation under the SXDH and DPair-ML assumptions.
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PROOF. The proof is analogous to witness extraction of the range proof in [126].

Perfect completeness: The perfect completeness follows from the fact that py = 6(y, 2) +

k .
R at
> =1 t; - 277,

Perfect HVZK: We describe a simulator that, given an input to the statement and the random-
ness of the verifier, computes a transcript that is perfectly indistinguishable from a transcript
of a real execution. It chooses all proof elements and challenges and computes them as in the
protocol. Especially, V' and P; are computed according to the verification equations, i.e.

Pr=a' (Pt osen—((Q_(t;-27) +6(y,2)) - e(g. §) —2* - Py))

j=1
k
V=2 (Qy—By—2"Y — Z AR <Ck/1j’g>)
j=1

Finally, the simulator runs the inner-product argument with the simulated witness I, » and the
verifier’s randomness. All elements in the proof are either independently randomly distributed,
or their relationship is fully defined by the verification equations. The inner product argument
remains zero knowledge as we can successfully simulate the witness; thus, revealing the
witness or leaking information about it does not change the zero-knowledge property of the

overall protocol. The simulator runs on time and is thus efficient.

Computational witness extended emulation: we construct an extractor y as follows. x runs
the prover with k - n different values of y, (k + 2) different values of z, and 3 different
values of the challenge x. Additionally it invokes the extractor ypp for the inner product

argument on each transcript to extract [I]y, [r] such that P = ([l]1, [r]2), @1 = ([l]1, cka),

QQ = <Ck1, [’l"}2>.

Using two valid transcripts and extracted inner product argument witnesses for different x
challenges, we can compute «, 3, Vu, Vo, [b]1, [b']2, [u]1, [v]2 such that By = ([b], cks) + « -
en, By = (ckyi, [b']2) + B - en, U = ([u]1,cky) + 7 - em, V = (cky, [v]2) + 7 - en.
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If for any other set of challenges, (z, y, z) the extractor can compute a different representation

of By, By, U or V, then this breaks the ML-Find-Rep assumption under the SXDH assumption.
Using these elements with [I];, [r]2, the following equations hold for all challenges z, y, z:

fi=b—2-1""+u- 2]
k
[Pl =[y"" o (0 +2- 1" fv-2) + Y 27T (007 [|17|[0*7) )],
j=1
If the equalities do not hold for all challenges and values of []; and [r], from the transcript, it

implies that the DPair-ML assumption does not hold.

For given values of y, z, we take three transcripts with different x’s and uses linear com-
binations of equation to compute py, pa, @1, P2 such that P, = py - e(g,§) + ¢1 - ey, Po =
b2 - 6(97.&) + ¢2 “€H.

Furthermore, if any [§(y, ) + Z?zl 272t 4 pr - x4 pa - 227 # P, ityields a violation of
the binding property of the structured AFGHO commitment. If not, then for all ¢; and all y, 2
challenges and three different challenges X = x1, 25, x3, we have Z?:o pi- X' —q(X)=0
with pg = d(y, 2) + Zle 272 tand ¢(X) = ((X), (X)) = g+ ¢ - X + q2 - X2 Since
the polynomial p(X) — ¢(X) is of degree 2 but has at least three roots, it must be the zero
polynomial. In other words, p(X) = (I[(X), 7(X)). Since it implies py = qo, the following

equation holds for all y, z challenges:

k k
D At 0(y,2) =(b,yF o W) 2 (b— byt + > (b, 17)
j=1 Jj=1
k
_ 2. <11€n7 ykn> _ Z Zj+2<1n7 1n>

J=1
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If this equality holds for & - n distinct y challenges and k + 2 distinct z challenges, then we
can infer that

bob — 0"

b =b—1°"

tj = (b;,1") Vj € [k]
The first two equations imply that b € {0, 1}*" and the last one implies that the Hamming
weight of b; is ¢; for all j € [k]. The extractor rewinds the prover 3(k + 2)kn - O(n?) times,
which is an efficient process. The extraction itself is efficient, and the number of transcripts
generated is polynomial in A. It is important to note that the extraction operation either
yields a valid witness or breaks the DPair-ML assumption, whose probability is, at most,
negligible. Consequently, we can apply the forking lemma to conclude that computational

witness emulation is upheld. U

6.4.3 Efficient Construction from BLS Signatures

e Setup(1) In this phase, the system parameters are generated, especially, the common
reference string. On input the security parameter 1%, it produces the public parameters for
the BLS scheme ppys = {G1, Go, Gr, (-, ), H1(:)}. Here Gy, G, are asymmetric groups,
e : G; x Gy — Gr is the Type III bilinear pairing operation, and H; : {0,1}* — Gy is
the hash function. H, : {0,1}* — Z, is another hash function. Let & be the number of
potential messages, n be the maximum number of users. W.l.o.g., we assume they are
power of 2. The setup algorithm additionally outputs the structured common reference

string crs = (PPeom, [7]1, k1, VK1, [s]2, cke, vka) as we described in Sec. 2.3. Note that

cky = (cki||---|[ck]|] - - - [|cKE|| - - - ||ck3*) € G3*7, ck] denotes the ((j — 1)n + 1)-th ele-
ment to the jn-th element of cky. cky = (cky||- - - [|ckE|| - - - ||ck2¥) € G2*". Especially, let
ek = (cki||---||ckF) € GE™, ek, = (ckd|| - - - ||ck%) € GE™ and we use ck?, ck to denote

the first element of ck?™ k5™ respectively. Output pp = (ppys, crs, Ha).
Each user generates his secret key sk; <$ Z, and public key pk; = [sk;]s € G, and

broadcasts the public key with proof of knowledge of secret key.



186 6 PREDICATE AGGREGATE SIGNATURES AND APPLICATIONS

The combiner or any other parties collects the public keys pk = (pky, ..., pk,) and pub-
lishes the commitments of them as K, = (cki, pk), ..., K, = (ck¥, pk).
It also publish the aggregation key ak = (pp, pk) and the verification key vk = (ppeoms PPoiss
[r]1, vk, ]2, Vke, K1, ..., K})

o ParSign(m;, sk;) For a message m; chosen from the message space M, the user u; signs on
it using his secret key sk; and sends (pk;, m;, 0;;) to the combiner where o;; = H (m;)*i.

e ParVrfy(pk;, m;, 0;;) On receiving (pk;, m;,o;;), the combiner verifies it. Output 1 if
e(H(m;), pk;) = e(0;;, ), otherwise output 0.

e Combine(ak, {pk;, m;,0;;};cx)) When collecting a set of {pk;, m;,0;}, the combiner

verifies them one by one. If all of them are valid, the combiner does as follows:

- Let S; C [n] be the indices of signers who have signed on m;, set b; = (by;, ..., by;) €
{0,1}", such that b;; = 1 if i € S;, otherwise, b;; = 0and t; = > " | b;;;

- Letb = (by||- - - ||bx), compute the commitment to [b]; € Gk™:
B = ([b]1,cks) +rp - ey where rp < Z, and generate the binary proof m,g;, from g,
w.r.t. the language Lagin(C, [1]2, cky, vK), e, {t;}jem);

-For j = 1tok, m; € M, choose r; <$ Z,, compute sub-aggregated public keys
pAkj = Ilics,pki - §77 = Hﬁzlpkf” - g7 = pkb% - g and sub-aggregated signatures

(3j = HiGSjUi . H(mj)’”j;
~ (G-1)

- For the k& sub-aggregated public keys pAk», compute PK = Hj’?zlpkj = pkb .
Pk k™ g = (pk|[pk?|| - |[pke )@ where z = Ho({pk;, 35} jep,
B, magin) and r* = 2521 rj- 2

- Compute X = r*-e(g, cky) +rx - ey and generate mpox (via the Schnorr’s protocol [89])
to prove the knowledge of 7* and rx;

- Compute Q = B+ X = ([b];,cky) + e(g" ,cky) + (rp + rx) - ey, it means @ =
(([b1,9"), (cky,ck3)) + (rp +rx) - ex € Gr, so we know @ is the commitment of a
binary vector and a randomness;

- Compute K = ((ck),ck?), (pk*,§)), E = ([bly,pk™) + r* - e(g,§) € Gr, where
pk” = (pk||pk?||..|[pk*" ") € G&™;
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- Basedon E, @, K, generates mpp from I1;pp w.r.t. the language Lipp(E, Q, K, cky, vky, cko,
vko, eg7) to prove that E is the inner pairing product of vectors vy, vy which are commit-
tedin Q and K: E = (v, vy) + rg - ey, where vy = (g%, ..., g%, g, [0]1, ..., [0],) €
Gf’“" and b; € {0,1}, r* € Z, which has been proved via 7., and Tyok, V2 =
(pk=",§,[0]s, ..., [0]2) € G2 which is public.*

- Generate the proof 74;; to prove all signer sets are disjoint: S;, N .S;, = 0, V0,51 €

[k], jo # ji. It requires the combiner additionally prove that PK = H?Zl pAkj can be

k

expressed in the form of pk:b/ . gr’ using the same method as above, where 1’ = 3 i1

Tj,
b= Z;‘f:l b; is also a binary vector with } ., ¢; ones.
- Output the signature > <+ ({pAkj, 0;}jeim B, 2, X, Tagin, Tpoks TipP, Tdisj) With the thresholds

T = {t;}jem as A.

o Verify(vk, M, T, %) Parse S = ({pk;, 5; } e, By 2, X, Tabin: Tpoks Tipp: Taisi)s T = {t;}ieqms
compute:
7 = H2({ﬁ€jvaj}je[k]v B, Tagin), 0 = Hje[k] 0, Q=B+ X,
K=K+ +K" 4+ + K" +e(cki,g),
PR =TI, pk; B = elg. PR).PK =TT, phyuf = 3,00t
Accept if all the following conditions are satisfied:
-2 =z
- Vrfy({pk;, m;}jep, 6) = 1;
- Tagin 18 valid w.rt. B, T}
- Tpok 18 valid w.r.t. X;
- mpp is valid w.rt. Q, K, E;

. —~/ A~
- T4isj are valid w.r.t. PK 1.

General Predicate Satisfiability Proofs In our specific setting, where we aim to prove the
predicate regarding the relations among signer sets, we focus on the committed binary vector.
It serves as the representation of signers for different messages and plays a crucial role in our

proof construction.

“We pad ‘zeros’ in v1, vo since the dimension of commitment keys for £pp is 2kn, which is a power of 2.
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Recall that Daza et al. [36] proves that the committed vectors satisfy some circuits. By
following the protocol of zero-knowledge SNARK for circuit satisfiability in [36] but with
AFGHO commitment (which is also homomorphic same as the Pedersen commitment), we can
obtain a circuit satisfiability proof that is compatible with our previous inner pairing product
and binary proofs. Both communication cost and verification complexity are logarithmic to

the size of the circuit.

6.5 Analysis

6.5.1 Performance Analysis

We first analyze the performance related to the inner pairing product and binary proofs. The
inner pairing product and binary proof protocols require v = log(k - n) rounds, where each
round involves communication and computations. In each round, the size of the witness is
halved. It leads to a communication complexity of O(v) since the communication cost is
constant in each round. The prover’s computation complexity in round i is O(2"~*1). As
a result, the overall prover complexity is O(2") since v rounds are performed. On the other
hand, the verifier’s computation cost remains constant at O(1) since it only needs to perform
a fixed number of operations in each round. Consequently, the verifier’s overall complexity is
O(v). For the predicate satisfaction proof with generic arithmetic circuit, the communication
cost and verification complexity are logarithmic to the size of the circuit, which is O(log |C|).

The prover’s computation complexity is O(|C|).

In the Combine phase, the combiner needs to verify the partial signatures, generate the sub-
aggregated public keys and sub-aggregated signatures, and the computation cost is O(n).
The final signature contains additional aggregated public keys and signatures and thresholds
w.r.t. each message. It leads to O(k) communication cost. On the final signature, the verifier
checks the sub-aggregated signatures with the respective message and sub-aggregated public
key. It involves the O(k) computation complexity. Then, it verifies the correctness of these

sub-aggregated public keys by checking these proofs.
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In summary, the communication cost is O(k + v + log |C|) = O(k + log k + log n + log |C|),
the prover complexity is O(2” + |C|) = O(k - n + |C|), and the verifier complexity is
O(v + log|C|) = O(log k + logn + log |C|). For the special case of rate-once policy, the
communication cost is O(k +log k +log n), the prover complexity is O(k - n), and the verifier

complexity is O(k + log k + logn).

6.5.2 Security Analysis

THEOREM 12 (Anonymity). The predicate aggregate signature is anonymous in the random

oracle model under the SXDH assumption.

PROOF. Based on the rate-once policy in the anonymous reputation system, the predicate
has been explained in Equation (6.1) and the description A is defined as A = T" = {¢,} ;¢
In the anonymous experiment, Ay = Ty, A; = T} and it is required that T, = 7T} for the
challenge sets S°, S*. Given the signature 3> = ({pAkj, 0i}iews B, z, X, Tagin, Tpoks TIPP, Tdisj)»
and thresholds 7" = {t;}cj). Note that T', K leak nothing since they are the same in both

challenges with identity sets S°, S*. We design the hybrid games as follows:

e Gy, : This game is the same as the experiment, challenger chooses b < {0,1} and
generates the signature Y3, honestly under the identities in S°.

e G; : This game is similar with Gg except that the proofs m,gin, Tpok, TiPP, Tdisj are simulated
without witness.

e G, : This game is similar with G; except that the sub-aggregated public keys and signatures
are generated randomly without using b as follows: for j € [k], choose u; <$ Z, and set
pk; = 3% € Gy and 6, = H(m;)" € Gy such that e(H(m;), pk;) = e(6", ).

e Gz: This game is similar with G, except that B, X are also chosen randomly independently:
B, X" <s Gp. Note that the proofs m,gin, Tpok, TiPP, Tdisj are simulated without using

witnesses. They can still be verified.

Compare G; with Gy, the only difference is that these proofs are simulated. Since these

proofs are zero-knowledge under the SXDH assumptions in the random oracle model, the



190 6 PREDICATE AGGREGATE SIGNATURES AND APPLICATIONS

probability of distinguishing G; from G, is negligible. We have that |Pr[Gea (A, \) =
1] = Pr[Gy (A, X) = 1]] < negl(N).

Compare G, with Gy, in Gl,p7<j = Higsgp/ﬁ - §"7,0j = Il;csv0; - H(m;)"7 where r; < Z,,
so they are uniformly random and each pair satisfies e(H(mj),pAkj) =e(d;,9). In Gy, pAk;
and 67, are also random elements in G, G, respectively, and satisfy the same kinds of relation.
PK is generated from these random pAk; and z, so is E’. Thus ({;;lcj,’a\j}je[k],z,;;lc, E)
and ( {pAk;, 0 }ielk)s 2 ﬁ(l, E’) have the same distribution. The probability that they can be

distinguished is 0. We have that |Pr[G;(A, \) = 1] — Pr[Ga(A, A) = 1]| = 0.

Compare G3 with G,, in G,, B is the structured AFGHO commitment of [b];, X is the Pedersen

commitment of r*. Since these commitments are perfect hiding, they are indistinguishable

from the random B’, X’ in G3. We have that |Pr[Gy(A, ) = 1] — Pr[G3(A, \) = 1]| = 0.
In G3, A’s view is independent of b. Thus, A just outputs a random guess b in G, so its
advantage is 0: Pr[G3(A, \) = 1] — 1/2 = 0. In summary, we have
[Pr{Exp™™™ (A, A) = 1] — 1/2] = [Pr[Greu(A, A) = 1] — 1/2
SIPr[Greal(A, A) = 1] = Pr{Gy (A, A) = 1]| + [Pr[Gi (A, A) = 1] — Pr[Gy(A, ) = 1]

+|Pr[Ga(A, A) = 1] — Pr[Gy(A, \) = 1] + [Pr[Gs(A, \) = 1] — 1/2] < negl())

THEOREM 13 (Unforgeability). The predicate aggregate signature is unforgeable in the
random oracle model under the co-CDH, SXDH and DPair-ML assumptions.

PROOF. First of all, we assume that the proof of possession has been done to prove
the knowledge of secret key for each public key. Based on the rate-once policy in the
anonymous reputation system, the predicate has been explained as in Equation (6.1). So in the
unforgeability experiment, the adversary A wins if for the extracted identities sets S, ..., Sk,

at least one of the following happens:
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(1) 3i; € S}, such that A has never queried the corrupt oracle on pk;; or sign oracle on
(pki;, my);
(2) 3j € [k],s.t. t; #|S;]s
(3) d14; € S; and it appears more than once in .S;;

(4) 3.S; and S; which overlap: S; N S; # 0.

We reduce the security of our scheme to the security of the underlying BLS signature which
is unforgeable under co-CDH assumption, and non-interactive ZKAoK which is sound and

knowledge sound under SXDH and DPair-ML assumptions. We elaborate it case by case.

Extract the identities and randomness: A outputs a non-trivial PAS forgery > = ({pAkj, T5}ielks
B, 2, X, Tagin, Tpok MPP, Tdi5y) ON message set M = {m;}i_, with threshold T" = {t;}}_,.
Due to the witness extended emulation of IL,g;,, II;pp and the knowledge soundness of 1T,
there exists an extractor £ who can extract the signer identities b;, r; such that pAkj = pkb . g%

as follows.

& can run the extractor x,gi, for m,g;, to extract the committed elements [b]; € G’f“ and
randomness rp € Z, s.t. B = ([b];,cks) + 15 - ey and b € {0,1}*". £ can rewind A on
different z. For each z, £ runs the extractor X ok for m,ok to extract the committed element r* €
Z, and randomness 7y € Z, s.t. X = r*-e(g, ck})+rx-ey and runs the extractor xpp for mpp
to extract the committed elements v; € Gf’m, vy € G%k” and randomness rq, g, g € Zq
s.t. B = (v1,v3) + 75 - en, Q = (v1, (cka, cky)) +7¢ - e, K = ((ckq,ck]), va2) + 7k - epn.
We know that vy = ([b]y, [r*]1,[0]1, ..., [0]1), v2 = (pk*",§,[0]2,...,[0]2). Otherwise, it
breaks the DPair-ML assumption. So E = (v, vs) + rg - ey = e(g, G) + e(gu, §'F), where
G = pk:zkb . §"". We also have PK = H;?:l;;k;(jil) € Gyst. £ = e(g,ﬁ(). It means that
PK=Gandr £ = 0, otherwise, it breaks the DPair assumption by finding a non-trivial pair
(N1, No) = (G/PK, ™) € G%s.t. e(g, Ny) + e(gu, Na) = [0]7. Thus PK can be expressed

*

in the form of pkzkb g .

Repeating this for k different challenges z with the randomness r*, we can compute r; for

jE k] st.r* = Z?:l r; - 227! for each challenge and each sub-aggregated public key pAkj is
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in the form of pk® - g™ by Schwartz-Zippel lemma, where b; is the j-th block in the extracted
b.

(1) Suppose that P;=Pr[.A wins and violates condition 1] is non-negligible. We prove that if A
wins, we can use it in a black-box manner to construct an attacker 3 to break the unforgeability
of the underlying BLS signature. B receives the BLS parameter ppy;s and the target BLS
public key pk*. It can also query the BLS signing oracle Sign, () on pk* and any message.

B can emulate the experiment for A as follows.

Setup: B generates crs and sets pp = (ppus, crs). B chooses an index ¢ < [n] and sets
pk; = pk*. For other i € [n],i # i, it generates the secret keys sk; <$ Z, and sets public

keys pk; = [sk;]2 € G,. B sends pp and all public keys to A.

Emulate Corrupt and Sign oracles: For corruption oracle corrupt(-): if A corrupts pk;, B
aborts. Otherwise, for other identity corruption, B responds with the secret key sk;. Note that

Ais not allowed to corrupt all public keys.

For signing oracle sign(-, -): if .4 queries on (pk;, m), BB forwards m to its Sign,,, oracle and
replies A with the signature it received. Otherwise, for other signer identities, I3 generates the

signature on the message using secret key sk;.

Breaking BLS Unforgeability: A outputs a non-trivial PAS forgery > on message set M =
{m;}*_, with threshold T' = {t;}*_,. By the knowledge soundness, B8 can works like & as
above to extract the signer identities b;, r; such that pAkj = pk® - §"i. Based on each b;, we
obtain the identity subset S; = {i|b;; = 1,bj; € b;} for j = 1to kand S = U}_,S;. Note that
the non-triviality of the forgery implies that S includes at least one honest signer, who A did
not corrupt. Otherwise, it proceeds as follows. I3 aborts if the target identity i is not included
in Sori € S; w.rt. a message m; but A has queried sign oracle on (pk;, m;). Otherwise, B
can locate the identity subset S; w.r.t. the message m; in which the target identity i€ S and
pAk§ = pk® - §"i. Given 6, the randomness r; and all other identities i; € S, 4; # i, B can
computes their signatures o;; on the message 1m; and gets o;x = /(I Lic si\(i} O ° H (mj)rj)

which is a valid signature of the target identity on m; that A has never queried. So itis a

successful BLS forgery and BB wins.
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Success Probability: Let € 4 be the probability with which A outputs a valid forgery. It is easy
to see that B3 breaks the unforgeability of BLS signature if it does not abort. We compute
the lower bound of the probability with which 5 does not abort. Firstly, since i is chosen
uniformly at random, .4 does not corrupt pk; with probability at least 1/n. Let ¢ be the
probability with which B extracts the witness successfully. Then the probability that 7 € [
is at least 1/n. Let gy be the number of queries on the random oracle, gg be the number

of queries on the signing oracle, the probability that .4 has never queried on (pk;, m;) is at

least (1 — —4—)- (1 — ——)..- (1 - —L—) = m2—9s—1 Ripally, we obtain the success
nqH n-qr—1 nqH—4qs nqH

probability of B is ez > €4 - “2-95=1 Duye to the unforgeability of the BLS signature, ¢ is

nd-qg

negligible, so €4 is also negligible.

(2) Suppose that P,=Pr[.4 wins and violates condition 2] is non-negligible. It implies that A
generates a valid binary proof for ¢; with an incorrect witness whose Hamming weight is not
t;. It contradicts with the statement of ,gi, which breaks the soundness of the underlying

ZKAoK.

(3) Suppose that P;=Pr[.4 wins and violates condition 3] is non-negligible. It implies that A
generates a valid binary proof with an incorrect witness which contains a number larger than

1. It also contradicts to the statement of 7,g;,, SO the soundness is broken.

(4) Suppose that P,=Pr[.4 wins and violates condition 4] is non-negligible. It implies that .A
generates a valid binary proof for the sum of commitments with an incorrect witness which

contains a number larger than 1. It contradicts to the statement of mgj;.

In summary, Pr[Exp "™e (A \) = 1] = P, + P, + P3 + P, < negl(\).

6.6 Applications and Extensions

Our PAS can be used to construct many other types of signatures by invoking the Combine

algorithm as a blackbox to compress the final signature. Letting dynamic threshold be the



194 6 PREDICATE AGGREGATE SIGNATURES AND APPLICATIONS

specific description and predicate function only requires the correctness of the threshold, our
efficient scheme for single message also improves their state-of-the-art works in terms of
trust model (relies on trusted party or non-standard assumptions) and efficiency as shown in

Table 6.2. We explain them as follows.

(1) Our PAS implies threshold signatures with transparent setup®. Each signer generates their
public key and secret key by themselves. Some of them sign on the same message and send
to the combiner. Taking the valid partial signatures as input, the combiner runs the Combine
algorithm to generate the final PAS signature with a threshold ¢. The verifier can be convinced

that there are ¢ different signers sign on this message.

(2) We get a multi-signature by letting everyone sign on the same message, aggregation is
done via the Combine algorithm and the predicate only requires that the threshold number is

correct.

(3) We get an aggregate signature which hides the signer identities from PAS, where aggrega-
tion is done via Combine algorithm and the predicate function is specified according to the

concrete rule.

(4) We get a graded signature by letting everyone sign on the same message, aggregation is
done via the Combine algorithm and the predicate only requires that the number of signers is

correct. It ensures each of them can sign only once without leaking their identities.

(5) We get a threshold ring signature with prefixed threshold ¢ by setting there is a single
message and the predicate function always outputs 1 and modifying the verification algorithm
a bit. Via the Combine algorithm, a PAS signature is produced. Now besides verifying
whether it is valid, the verifier also checks whether the number of signers in PAS is larger
than ¢. If yes, it is a valid threshold ring signature, otherwise not. When ¢ is 1, it is a ring

signature.

>Our dynamic threshold aggregate signature with transparent setup also offers a solution for multiverse
threshold signature (MTS) [143]. For any subset of users interested in forming a universe with a specific
threshold, the aggregation and verification keys can be computed from their public keys. Then run the Combine
algorithm to get a PAS signature with the number of signers.
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Anonymous reputation system. An anonymous reputation system enables users to rate
products they have purchased. The primary security guarantee offered by such systems is
privacy, allowing users to write reviews anonymously for any purchased products. However,
to prevent abuse or misuse, a rate-once policy is implemented. This means that if a user
attempts to write multiple reviews for the same product, their reviews will become publicly
traceable or linked. It requires the final signature to be linear to the number of signers, and
the verification time is quadratic. Recent works on the anonymous reputation systems [144,
145, 146] achieve full anonymity at the cost of linear communication cost and quadratic

verification complexity.

We consider a relaxed but reasonable setting where a combiner is allowed to know the signers’
identities. It can be the shopping website that knows the user’s accounts when they log in.
However, it cannot manipulate the final result, even if it colludes with some of the users. It
cannot violate the rate-once policy and cannot generate reviews on behalf of other honest
users. Malicious users and combiner cannot rate more than once or forge any other honest
user’s signature. The combiner produces a PAS in which the thresholds disclose the reputation

states, and both the size and the verification time are logarithmic in the number of all users.

On-chain voting system. In more extensive scenarios, more intricate voting policies might
exist that can be defined as conditions based on the identities of the voters. For instance, in
blockchain governance, such as Decentralized Autonomous Organizations (DAOs), determin-
ations might be reached by the entire community, provided their accounts possess a significant
number of tokens. Certain policies necessitate that voters possess a particular property [123],
and it can be denoted by their identity index. For instance, within an organization, senior
members are associated with indices smaller than a threshold. The combiner’s task is to
demonstrate that among the signers, there is at least one whose index is lower than a specified
threshold. In our design, relying on the binary vector, the combiner only needs to establish
the existence of a single position in the vector where the value is 1, and the position is smaller

than a specified threshold.
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6.6.1 Extensions

Dynamic join. New users can seamlessly join the system without causing any disruptions to
existing users. The process of joining is transparent and does not have any adverse effects on
other users. A new user broadcasts his public key with PoP for registration. On verifying its
validity, the combiner updates its aggregation key by adding this public key. Other honest
verifier can also update the verification key by including the new public key in the commitment

of all public keys. These updates are publicly verifiable and incur only a constant cost.

Weight aggregation. In the PAS scheme, each user can associate themselves with an additional
weight. This weight represents their significance or influence within the system. The weight
vector w is public, where each weight value w; binds with a public key pk;. In the Combine
algorithm, the combiner additionally computes the sum of weights W = (b, w) as the
description A. As a result, when the PAS generates a signature, it discloses the total weight

of the signers involved. So our PAS also supports the weight aggregation like [130, 147, 138].

Accountability. Our PAS can be extended to support accountability by adding an extra identity
encryption layer. This approach bears similarity to the method employed in TAPS [148].
In this extended system, the description pertains to the minimum threshold required for the
number of signers. The combiner also encrypts both the count of signers and their identities.
The predicate function ensures that they are correctly encrypted under the specified public

key and that the size of the signer set surpasses the minimum threshold.

6.7 Summary

In this chapter, we introduce the concept of predicate aggregate signatures inspired by the
needs of blockchain governance. It integrates privacy protection within compliance-oriented
settings, enabling users to sign multiple messages while maintaining anonymity. A combiner
aggregates these signatures into a single concise representation, revealing only a high-level
description of the signers for each message. Importantly, the aggregated signature ensures that

the signers and their descriptions satisfy a predefined public predicate aligned with compliance
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requirements. We formally define PAS and propose a construction that achieves logarithmic

signature size and verification time.

We demonstrate its applications to multiple settings, including many primitives, includ-
ing multi-signatures, aggregate signatures, threshold signatures, (threshold) ring signatures,
attribute-based signatures, etc, and advance the state of the art in all of them. Moreover,
PAS finds applications in the anonymous reputation system and on-chain voting system for

blockchain governance.



CHAPTER 7

Summary of This Thesis

7.1 Conclusion

Privacy and compliance are fundamental to human life, particularly in the context of block-
chain applications. Striking a harmonious balance between these two aspects is crucial for
fostering the growth and development of the blockchain community. This thesis focuses on
safeguarding users’ privacy while ensuring adherence to regulatory requirements. We uphold
the belief that privacy is a basic human right that must be respected and protected. The need
for privacy arises naturally from social interactions and collaborations among individuals.
To enable effective collaboration and protect collective interests, societies have established
universally recognized norms and regulatory frameworks across various domains. Adhering
to these rules is equally important, as a fair and transparent environment encourages parti-
cipation by fostering trust in a secure future where rights and properties are safeguarded. A
system built on these principles would not only thrive with robust participation but also evolve

continuously, improving over time while maintaining full liveness and fairness.

This thesis examines various existing blockchain applications and categorizes them into three

distinct scenario settings.

We begin by exploring a scenario where compliance requirements take priority at the expense
of privacy. A prominent example is the centralized cryptocurrency exchange platform,
which functions as an online marketplace for exchanging digital assets, such as Bitcoin and
Ethereum, with traditional fiat currencies (e.g., USD, EUR) or other cryptocurrencies, as

seen in platforms like Binance [28] and Coinbase [29]. These platforms typically enforce
198
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Know Your Customer (KYC) and Anti-Money Laundering (AML) regulations, requiring
users to submit personal information, such as real identities and tax documentation. While
these measures are critical for regulatory compliance, they inherently undermine user privacy
by linking real-world identities to blockchain transactions. This connection exposes a user’s

entire transaction history on the blockchain, raising serious privacy concerns.

To address this challenge, we propose a private and compliant cryptocurrency exchange
system [32] that restores user anonymity while upholding regulatory compliance. This system
ensures users cannot double-spend and requires accurate reporting of accumulated profits
for tax purposes, all within a privacy-preserving framework. Our design features a robust
model and an efficient construction that achieves constant computational and communication
overhead through the use of simple cryptographic techniques and rigorous security guarantees.
The practical implementation demonstrates strong performance, affirming its feasibility
for real-world deployment and its potential to resolve the privacy-compliance trade-off in

cryptocurrency exchanges.

The second setting positions privacy as an integral component of compliance, reflecting its
growing recognition as a fundamental regulatory requirement. A prime example is the dark
pool, which illustrates how privacy is not merely a feature but a regulatory necessity. Dark
pools are private financial exchanges or trading venues designed to facilitate large orders,
typically from institutional investors, while maintaining confidentiality. This privacy aims to
minimize market impact, ensuring that substantial trades do not influence stock prices prior to
execution. Such measures align closely with regulatory mandates in many jurisdictions to

promote fairness and uphold market stability.

We present Charon, a secure and efficient dark pool system built around a centralized platform
acting as an intermediary. By leveraging secure multiparty computation, Charon ensures
match eligibility and trade volume matching while preserving the confidentiality of critical
trading information, including assets, trading direction, and volume. The system is designed
to resist both semi-honest platforms and malicious traders, ensuring robust security. Two
volume-matching constructions are introduced: one achieves O(logn) rounds of secure

comparison with strong privacy guarantees, while the other improves performance through
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constant-round parallel comparison with enhanced privacy protections. Both constructions
have been implemented and rigorously evaluated, demonstrating their practical effectiveness

in secure and compliant dark pool operations.

Thirdly, we explore the scenario where privacy is exploited, necessitating robust compliance
measures. Certain blockchain designs prioritize privacy to such an extent that compliance is
overlooked, creating opportunities for malicious actors to abuse the system. This misuse often
results in financial losses or reputational harm for honest participants. One such vulnerability
is the concurrency attack in the gas fee relaying system of Anonymous Zether. In this attack,
a user sends a single meta-transaction to multiple relayers. Each relayer incurs the gas fee to
process the transaction, but only one receives compensation, leaving the others with financial

losses.

To mitigate this issue, we propose a novel mechanism called abuse deterring anonymous
credential (ADAC), designed to detect when a user signs the same tag multiple times, even
across credentials issued by different entities. We further present a concrete scheme that
integrates ADAC into the relaying mechanism, effectively preventing gas fee abuse. This
solution preserves the anonymity of honest users while ensuring fair compensation for
relayers. Honest senders remain unaffected, and relayers targeted by attacks are appropriately

reimbursed, fostering a secure and compliant environment without compromising privacy.

Lastly, beyond the three application-specific studies, we explore foundational cryptographic
primitives to address privacy and compliance challenges. We introduce the concept of predic-
ate aggregate signatures (PAS) [33], driven by requirements in blockchain governance. PAS
seamlessly integrates privacy protections into compliance-focused environments, enabling
users to sign multiple messages while preserving their anonymity. A combiner aggregates
these individual signatures into a single concise representation that discloses only high-level
descriptions of the signers for each message. Crucially, the aggregated signature guarantees
that the signers and their descriptions adhere to a predefined public predicate aligned with
compliance mandates. We provide a formal definition of PAS and propose a construction

framework achieving logarithmic efficiency in both signature size and verification time.
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A prominent application of PAS is in blockchain governance, where users engage in decision-
making by voting, typically represented by posting signatures on the blockchain. In more
complex scenarios, voting policies can involve conditions based on the identities of the
voters. For example, in blockchain governance settings like Decentralized Autonomous
Organizations (DAOs), decisions may require participation from the broader community, with
the stipulation that accounts hold a certain number of tokens. Some policies further require
that voters possess specific attributes [123], which can be represented by their identity indices.
For instance, within an organization, senior members might be identified by indices below
a certain threshold. The combiner’s role is to verify that at least one signer satisfies this
condition. In our design, leveraging a binary vector, the combiner demonstrates compliance
by confirming the presence of at least one position in the vector with a value of 1 and an
index below the specified threshold. This approach ensures efficient and privacy-preserving

compliance with complex voting policies.

We summarize the following effective approaches that can be used to balance privacy and

compliance in blockchain systems.

Data minimization and protection. This strategy emphasizes collecting and storing only the
essential user data required for compliance. By leveraging advanced cryptographic techniques
such as blind signatures, anonymous credentials, and zero-knowledge proofs (ZKPs), users
can generate valid transactions without exposing detailed personal information. This approach
minimizes the risk of privacy breaches and reduces the potential for misuse of sensitive user

data while still fulfilling regulatory requirements.

Proof of compliance. This method allows users to demonstrate compliance with regulatory
requirements without revealing sensitive information. Users hold cryptographically signed
credentials, which regulators can verify. For example, a user may prove their tax compliance
by providing zero-knowledge proof confirming their financial obligations’ accuracy without
disclosing detailed financial records. This approach maintains transparency with regulators

while safeguarding user privacy.
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Punishment with collateral. This approach ensures compliance by requiring users to lock
collateral, which can be forfeited if they violate rules. The locked collateral incentivizes users
to adhere to the regulations while avoiding intrusive monitoring mechanisms. For instance,
users deposit assets into a smart contract as collateral before participating in the system.
If a compliance violation, such as fraud or money laundering, is detected, the collateral is
confiscated as a penalty. This mechanism fosters trust and accountability in decentralized

systems.

7.2 Future Outlook

The interplay between privacy and compliance in blockchain applications remains a dynamic
and evolving research area. While this thesis presents several concrete constructions and
efficient frameworks, many open challenges and opportunities lie ahead. Below, we outline

some promising directions for future work:

Auditing and accountability frameworks. Developing privacy-preserving auditing mech-
anisms that enable regulatory oversight without compromising user privacy is an exciting
direction. For example, in privacy-preserving exchanges, all transaction details are hidden.
This increases the concern of solvency issues, as users might make large, private exchanges
of certain cryptocurrencies, potentially exceeding the platform’s reserves and without its
awareness. However, a rigorous solution to address the minimal reserve requirement remains
an open challenge. Future work could focus on building efficient and scalable auditing

frameworks using tools like zk-SNARKSs or multi-party computation.

Enhanced privacy-compliant systems. Developing more advanced cryptographic protocols
to achieve privacy-compliant systems is a key area for exploration. For example, Zcash and
Monero are widely recognized as leading privacy-focused cryptocurrencies. However, their
lack of regulatory oversight has led to concerns in certain countries, particularly regarding
money laundering and other illicit activities. It is challenging to integrate them with compli-

ance with financial regulations, such as KYC and AML standards. One promising direction
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for making these cryptocurrencies compliant without altering their underlying protocol or

consensus mechanism is through the use of layer-2 solutions.

Layer-2 solutions, which operate on top of the existing layer-1 blockchain, offer a way to
introduce compliance features without changing the core functionality or privacy mechanisms
of Zcash and Monero. These solutions can enable regulatory compliance, such as transaction
monitoring, reporting, or identity verification, while preserving the base layer’s privacy
guarantees. Such solutions could provide a framework for the continued adoption of privacy-
enhancing cryptocurrencies in jurisdictions with strict regulatory requirements, ensuring
that privacy and compliance coexist without compromising the fundamental principles of

decentralized networks.

Privacy-enhanced governance models. Blockchain governance models that incorporate
privacy-preserving technologies, such as predicate aggregate signatures, are promising but
still nascent. Exploring more expressive predicates, adaptive governance frameworks, and
lightweight signature schemes could yield more flexible and efficient solutions. Such advance-
ments could broaden the applicability of private governance in complex decision-making

scenarios.

Interoperability and cross-chain privacy. As the blockchain ecosystem continues to expand,
enabling interoperability between different chains while maintaining privacy and compliance
is an urgent challenge. Future research could explore cryptographic methods for private
asset transfers and governance across chains. Solutions like zero-knowledge rollups and
threshold-based mechanisms could be adapted for this purpose, enabling seamless and secure

cross-chain operations.

Decentralized Identity (DID) integration. Decentralized identity frameworks offer an
opportunity to enhance privacy and compliance simultaneously. Research into integrating
DID systems with blockchain platforms could provide users with greater control over their
personal data while simplifying compliance processes. Future systems could use advanced

credentials and selective disclosure protocols to meet evolving regulatory standards.
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Post-quantum security. Additionally, future research will focus on integrating post-quantum
cryptography (PQC) into privacy-preserving protocols. As quantum computing advances,
existing cryptographic tools (e.g., elliptic curve-based zero-knowledge proofs or signatures)
may become vulnerable. Investigating quantum-resistant alternatives, such as lattice-based
zero-knowledge proofs, hash-based commitments, and post-quantum threshold cryptography,

will ensure long-term security.

Real-world deployment. This research lays the foundation for privacy-preserving and
compliant blockchain systems, but several avenues remain open for future exploration and
practical enhancement. To bridge the gap between theoretical research and practical ad-
option, we outline a roadmap with a phased strategy for deploying our privacy-preserving
and compliant solutions into existing ecosystems. Firstly, we would refine our prototypes
and release open-source libraries and toolkits with clear documentation. Then, we plan to
actively seek collaboration with industry partners, such as regulated financial institutions,
cryptocurrency exchanges, and compliance technology providers. By establishing real-world
testing environments, these collaborations could validate the practicality of privacy-preserving
technologies under real regulatory mechanisms, including performance benchmarking, audit-
ability checks, and interoperability with legacy systems. Additionally, we plan to join more
and more standardization and ecosystem collaboration. For example, participating in standard-
ization efforts (e.g., ISO, W3C, ITU) to define interoperable privacy-preserving compliance
standards, and engaging with open-source communities (e.g., Ethereum Privacy groups) to

encourage widespread adoption and continuous improvement.

In summary, by addressing these challenges and exploring these directions, we believe the
blockchain community can build systems that strike a harmonious balance between privacy

and compliance, fostering trust and innovation across a wide range of applications.
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