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Abstract

Deep neural networks (DNNs), including Convolutional Neural Networks (CNNs) and
Vision Transformers (ViTs), have achieved remarkable performance in computer vision tasks.
However, their vulnerability to shifts in inputs remains a critical challenge. These shifts
can arise from intentional adversarial attacks or from natural distribution shifts. As a result,
the vulnerability compromise the trustworthiness and reliability of DNNs and hinder their
deployment in real-world scenarios. Existing methods attempt to mitigate these vulnerabilities
through adversarial training, which improves resistance to adversarial attacks by optimizing
DNNs with perturbed training examples, and distributionally robust optimization (DRO),
which seeks to enhance generalization across diverse data distributions. However, these
approaches often suffer from a substantial trade-off between robustness and accuracy: ad-
versarial training tends to reduce standard accuracy, while methods targeting distributional
robustness struggle to balance in-distribution (ID) accuracy with out-of-distribution (OOD) ro-
bustness. This trade-off remains a fundamental challenge in deep learning, which necessitates
new approaches that can improve robustness while preserving accuracy.

Firstly, we propose Neural Architecture Dilation (NAD), a framework that improves
robustness by integrating searched dilation architectures into pre-trained neural backbones.
Building on this, we introduce Neural Architecture Dilation for Adversarial Robustness
(NADAR), which formulates the dilation process as a constrained optimization problem. By
leveraging theoretical standard and adversarial error bounds, NADAR ensures that robustness
improvements do not degrade clean accuracy or introduce excessive computational over-
head. Secondly, we introduce TORA-ViTs, a transformer-based architecture that explicitly
disentangles robust and predictive features through lightweight adapters. These robust and
predictive adapters extract complementary information, while an attention-based gated fusion
mechanism dynamically balances their contributions based on input conditions. To optim-
ize this fusion, we implement a two-phase training strategy, ensuring the model effectively

vii
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integrates robust and predictive features. Thirdly, we propose EdgeNet, a plug-and-play
module designed to enhance robustness by incorporating shape-based edge features into
vision transformers. Utilizing a "sandwich" architecture with zero convolutions, EdgeNet
introduces robust structural representations while preserving the predictive power of pre-
trained backbones. This structured integration ensures improved robustness and accuracy
with minimal parameter overhead. Lastly, we introduce AdaptNAS, a Neural Architecture
Search (NAS) framework that explicitly optimizes architectures for both ID accuracy and
OOD robustness. AdaptNAS leverages domain adaptation principles and adversarial learning
to reduce OOD generalization gap, ensuring architectures that generalize more effectively

while maintaining computational efficiency.
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CHAPTER 1

Introduction

In the past few decades, Deep Neural Networks (DNNs), including Convolutional Neural
Networks (CNNs; LeCun et al., 1989, 1995; Krizhevsky et al., 2012; He et al., 2016; Za-
goruyko and Komodakis, 2016) and Vision Transformers (ViTs; Parmar et al., 2018; Hu
et al., 2019; Zhao et al., 2020; Dosovitskiy et al., 2020; Touvron et al., 2021; Naseer et al.,
2021; He et al., 2022), have been well developed to achieve or even surpass the perform-
ance of humans on computer vision tasks, which encourages their applications in real-world
scenarios. Real-world applications demand DNNs that can maintain reliable performance
despite diverse and often unpredictable input variations. However, a fatal drawback of DNNs
is that they are vulnerable to shifts in input data (Goodfellow et al., 2014; Hendrycks and
Gimpel, 2017), which will cause a dramatic drop in their accuracy. These shifts may be
intentionally introduced by malevolent third parties through adversarial attacks (Goodfellow
et al., 2014; Madry et al., 2017) or may naturally arise due to distribution shifts (Hendrycks
and Dietterich, 2019; Hendrycks et al., 2021a,b), where test data deviate from the training
distribution. This vulnerability notably reduces the reliability and usability of DNNs in
practical applications. Consequently, developing methods to increase their robustness against

shifts in input data has attracted particular attention from researchers.

In defending against adversarial attacks, adversarial training is one of the most straightforward
strategies, which augments the training data with adversarial examples. These adversarial
examples are often generated using attack methods such as the Fast Gradient Sign Method
(FGSM; Goodfellow et al., 2014) and Projected Gradient Descent (PGD; Madry et al., 2017).
Beyond them, Tramer et al. (2017) investigate the adversarial examples produced by multiple

pre-trained models and introduce ensemble adversarial training. Meanwhile, Wong and Kolter
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(2018) propose a provably robust model by focusing on the worst-case loss over a convex
outer region. Curriculum Adversarial Training (CAT; Cai et al., 2018b) improves adversarial
robustness by gradually increasing attack strength during training, mitigating overfitting, and

enhancing generalization compared to traditional adversarial training.

Beyond adversarial robustness, it is also crucial to consider robustness against naturally
occurring distribution shifts, which is also known as out-of-distribution (OOD) robustness.
These shifts arise due to variations in the environment, domain, or task. Several approaches
have been proposed to improve OOD robustness, including unsupervised representation
learning, supervised model learning, and optimization-based methods. Both unsupervised rep-
resentation learning techniques and supervised model learning methods aim to improve OOD
generalization by learning representations that remain stable across varying data distributions.
Unsupervised representation learning techniques (He et al., 2022; Higgins et al., 2017) focus
on discovering domain-invariant or disentangled features without requiring explicit labels or
environment information. In contrast, supervised model learning methods (Arjovsky et al.,
2019; Yang et al., 2021a) incorporate additional information, such as causal relationships or
environment labels, to enforce invariance explicitly. Additionally, optimization strategies such
as distributionally robust optimization (DRO; Duchi and Namkoong, 2021) aim to minimize
the worst-case risk under distributional shifts. Adversarial training (Sinha et al., 2017; Liu
et al., 2022a) is also a widely used method in DRO for identifying and mitigating worst-case

risk to improve OOD robustness.

However, there is often a trade-off between robustness and accuracy. In the context of ad-
versarial robustness, Tsipras et al. (2018) demonstrate that there exists a trade-off between
accuracy and robustness in adversarial training. When DNNs are trained to defend against
adversarial attacks, their performance on natural image classification can be negatively influ-
enced. The authors attribute this trade-off to the fact that robust classifiers learn fundamentally
different features compared to standard classifiers. Standard training makes DNNs leverage
all available features, including weakly correlated ones that contribute to prediction accuracy
but are vulnerable to adversarial manipulation. Attackers can exploit these weak features,

leading to misclassification. In contrast, adversarial training forces the model to rely only on
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strongly correlated features that are more robust to perturbations. This constraint limits the

features the model can use, ultimately reducing standard accuracy.

A similar trade-off exists in OOD robustness. While early studies often assumed that in-
distribution (ID) and OOD performance improve together, Wenzel et al. (2022) highlight the
limitations of prior evaluations and suggest that the correlation between ID accuracy and
OOD robustness can be positive, negative, or negligible, depending on the dataset. Teney
et al. (2023) further provide both empirical evidence and theoretical analysis and demonstrate
that in real-world datasets, this correlation can be negative. They also identify spurious
correlations, i.e., features that improve ID accuracy but degrade OOD robustness, as a key
factor contributing to this negative correlation, which aligns with findings on the trade-off

between adversarial robustness and standard accuracy by Tsipras et al. (2018).

Following them, several studies have explored this trade-off. Zhang et al. (2019) provide a
theoretical framework by decomposing the robust error and establishing an upper bound. They
propose the TRADES defense algorithm that explicitly balances accuracy and robustness.
Wang et al. (2020) propose Once-for-All Adversarial Training (OAT), which allows in-situ
calibration of a trained model to navigate this trade-off efficiently without retraining. Their
method leverages dual batch normalization to separate adversarial and standard feature
statistics. Rade and Moosavi-Dezfooli (2021b) analyze decision boundary shifts in adversarial
training. Based on the analysis, a Helper-based Adversarial Training (HAT) method is
proposed, which mitigates excessive margin expansion. Foll et al. (2022) introduces Gated
Domain Units (GDUs) to balance the trade-off between ID and OOD performance using
invariant elementary distributions and a weighted ensemble approach. GDUs adaptively

assign weights to learned elementary distributions based on test-time similarity.

Although these methods have made notable progress in balancing robustness and accuracy,
they do not fully resolve the robustness-accuracy dilemma. By focusing primarily on the
training process and representation learning, these approaches often overlook the role of
network architecture in shaping the trade-off. When the network architecture is fixed, the
expressive capacity of the model is inherently constrained. Firstly, a fixed architecture limits

the model’s ability to capture complex, high-level representations, which are essential for
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FIGURE 1.1. The overall structure of this thesis.

distinguishing relevant and domain-invariant features from irrelevant and domain-specific
features. Additionally, a fixed architecture constrains the model’s VC dimension, thereby
restricting the range of functions it can learn. This limitation may prevent the model from
forming robust decision boundaries that generalize well under input shifts. Consequently,
focusing solely on training hinders the development of models that achieve both robustness

and accuracy.

In contrast, architectural innovations can provide additional degrees of freedom, which enables
the model to better separate informative features from perturbations and domain-specific
features and to utilize them for improved robustness and accuracy. This flexibility allows the
model to learn more nuanced representations and decision boundaries, ultimately addressing
the robustness-accuracy dilemma. This thesis explores this novel paradigm that enhances
DNNs from an architectural perspective. We introduce four novel architectural approaches,
namely NADAR, TORA-ViTs, EdgeNet, and AdaptNAS, that enhance both robustness and
accuracy from an architectural perspective by leveraging insights from theoretical analysis
and empirical evaluations. The following chapters will detail our proposed methodologies
and their contributions to robust and accurate deep neural network architectures. The overall

structure of this thesis is shown in Fig. 1.1.
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1.1 Research Questions

RQ1: How does the capacity of neural architectures influence the trade-off between ro-
bustness and accuracy? Traditional training and optimization-based approaches primarily
focus on balancing robustness and accuracy but fail to fully resolve the robustness-accuracy
dilemma. When the architecture of a DNN is fixed, its expressive capacity is inherently con-
strained, which limits its ability to capture features that support both robustness and accuracy.
Understanding the relationship between neural network capacity and this trade-off is crucial

for designing architectures that can achieve both high robustness and strong predictivity.

RQ2: How can DNNs be designed to distinguish, disentangle, and adaptively fuse robust
and predictive features based on input characteristics?  Deep neural networks often
struggle to balance robust and predictive features effectively. When the network architecture
is fixed, its ability to capture complex, high-level representations is limited, which restricts
its ability to distinguish and leverage robust features when needed. It is important to explore
architectural modifications that enable networks to disentangle and adaptively fuse robust and

predictive features based on input characteristics.

RQ3: How can add-on architectural modules be designed to extract and integrate input
characteristics that are both task-relevant and resilient to perturbations? Most DNNs
for image classification rely solely on RGB image data, making them sensitive to perturb-
ations, particularly those that target texture-based features. Integrating additional feature
modalities that are resilient to perturbations, such as shape-based edge information, has the
potential to improve robustness. Therefore, it is important to explore how lightweight archi-
tectural modules can be designed to extract and incorporate such features while maintaining

computational efficiency and preserving accuracy.

RQ4: How can neural architectures be adapted to improve their OOD robustness
and cross-domain generalization?  Architectures designed and evaluated within a single
domain often lack OOD robustness when applied to new, unseen distributions. Without

explicit architectural adaptations, these models struggle with OOD generalization. This
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question investigates how neural architectures can be designed to enhance OOD robustness

and cross-domain performance while ensuring competitive ID performance.

1.2 Thesis Contributions

In Chapters 3, 4, 5, and 6, we introduce four different methods for enhancing robustness and

accuracy from an architectural perspective.

1.2.1 Contribution of NADAR

Designing new robust architectures from scratch is costly, and their accuracy is not guaran-
teed. To address this challenge, we propose a novel paradigm called Neural Architecture
Dilation (NAD). Unlike traditional Neural Architecture Search (NAS) methods that search
for architectures from scratch, NAD leverages existing neural network backbones. It dilates
the backbone network by integrating searched dilation architectures into fixed, pre-trained

backbone models, resulting in dilated networks.

Building on our NAD paradigm, we introduce Neural Architecture Dilation for Adversarial
Robustness (NADAR), which employs this dilation approach to significantly increase ad-
versarial robustness while guaranteeing competitive accuracy on clean data. To search the
dilation architectures efficiently and effectively, we analyze the theoretical bounds of standard
and adversarial errors in the dilated networks. We propose two key error bounds: a standard
error bound, which ensures that the dilated architectures do not degrade accuracy on clean
samples, and an adversarial error bound, which demonstrates that the dilation architectures
can correct misclassifications induced by adversarial perturbations. These bounds enable the

design of dilation networks that enhance robustness without compromising accuracy.

Based on these theoretical insights, we formulate the neural architecture dilation problem as
a constrained optimization problem, which ensures robustness improvements do not come
at the expense of standard accuracy or excessive computational overhead. The primary

objective is to minimize adversarial loss by optimizing the dilation architecture to defend
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against adversarial attacks. To guarantee accuracy, we introduce a standard performance
constraint, inspired by our theoretical analysis, which ensures that the hybrid network does
not significantly degrade the accuracy of the original backbone on clean data. Additionally,
to ensure computational efficiency, we incorporate an FLOPs constraint, which controls

network complexity and prevents excessive computational overhead.

1.2.2 Contribution of TORA-ViTs

Inspired by the theorem that there exist robust, non-predictive features and predictive, non-
robust features, we propose a novel framework that explicitly disentangles and fuses these
features at the architectural level. To achieve this, we leverage the inherent strengths of ViTs,
which utilize attention layers to model contextual relationships and dependencies and MLP
layers to capture patterns and store knowledge. We enhance standard ViTs with lightweight
adapters, which are small MLP layers inserted into each Transformer block. Specifically, we
design two types of adapters: robust adapters, which capture adversarially robust features,
and predictive adapters, which extract features crucial for achieving high accuracy on
clean data. These adapters introduce only a minimal increase in trainable parameters while

significantly improving both robustness and accuracy.

Another key contribution of our approach is the attention-based gated fusion mechanism,
which dynamically balances the contribution of predictive and robust features. This module
leverages cross-attention mechanisms to compare features extracted from ViT blocks with
features from both adapters. It then applies a modified softmax function to control their
weighted contributions at each spatial location. By doing so, TORA-ViTs enable adaptive
feature selection, allowing the model to prioritize accuracy or robustness based on task
requirements. If the features extracted from ViT blocks are likely to originate from clean
data, the model can assign greater weight to predictive features; conversely, when adversarial

perturbations are detected, it can emphasize robust features.

To optimize this process, we introduce a two-phase training strategy. In the first phase, the

predictive and robust adapters are independently trained alongside the fusion module to ensure
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each learns its respective feature representation effectively. In the second phase, the adapters
are frozen while the fusion module is fine-tuned to control the fusion of robustness and
accuracy. This optimization strategy ensures the model maintains competitive performance

under both clean and adversarial conditions.

1.2.3 Contribution of EdgeNet

Conventional DNNs often rely heavily on texture and background information for accurate
classification. However, this information is highly sensitive to perturbations, making DNNs
vulnerable. In contrast, shape-related information provides a stronger semantic foundation
for object recognition and is inherently more robust. However, conventional vision models
often underutilize this information, as their architectural designs and optimization strategies
tend to prioritize information that maximizes accuracy on clean datasets. To mitigate this
gap, we introduce EdgeNet, a plug-and-play module that explicitly extracts and integrates
shape-related edge information into ViTs. EdgeNet encourages models to rely on structural
cues rather than solely on non-robust textures. Because EdgeNet learns edge-related features
in a separate branch while the backbone continues to focus on predictive texture features,
and since EdgeNet integrates its features into the backbone gradually, this approach ensures

enhanced adversarial robustness while maintaining high accuracy.

We introduce a "sandwich'' architecture into EdgeNet to seamlessly integrate edge-based
features into ViTs. Each EdgeNet block consists of two zero convolutions, one at the input
and one at the output, enclosing a standard ViT block. The input zero convolution acts as
a filter, selectively allowing edge features that enhance robustness. In contrast, the output
zero convolution ensures that the injected information starts from a zero point, preventing any
disruptive changes to the pre-trained backbone. This structured integration enables EdgeNet
to gradually introduce robust features without interfering with the backbone’s learned repres-
entations, thereby avoiding overfitting or catastrophic forgetting. By leveraging this approach,
EdgeNet effectively strengthens the model’s ability to defend against adversarial attacks

and other perturbations, all while maintaining high accuracy on clean images. Additionally,
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its lightweight design ensures minimal computational overhead, making it a practical and

scalable solution for improving robustness in vision models.

1.2.4 Contribution of AdaptNAS

Neural Architecture Search (NAS) methods have demonstrated impressive success in design-
ing architectures that achieve high ID accuracy but often fail to ensure OOD robustness.
Moreover, NAS typically searches for optimal architectures using small-scale ID datasets,
such as CIFAR-10, and then applies them to more complex tasks, like ImageNet-1K. This
transfer often results in unstable generalization and suboptimal performance. The root of the
problem lies in the optimization objective of conventional NAS methods, which prioritize ID
validation accuracy. While NAS allows for flexible architecture design, the resulting models
remain vulnerable to distribution shifts. One possible workaround is to conduct NAS directly
on large-scale datasets, which eliminates the need for generalization from small-scale searches.
However, this approach comes with a significant drawback: searching on large-scale datasets
increases computational costs by approximately 28~52 times, which makes it impractical for

most scenarios.

To address these challenges, we propose AdaptNAS, an efficient, generalization-aware NAS
framework that explicitly optimizes architectures for both ID and OOD performance. Our
theoretical analysis establishes a formal generalization bound that links an architecture’s
empirical ID validation error in the source domain to its expected OOD error in the target
domain. To achieve this, we leverage domain adaptation principles and use A-distance
as a measure of domain discrepancy. In this way, we can still optimize the architecture
by minimizing the ID validation error while simultaneously minimizing the generalization
bound, which ensures strong performance both ID and OOD. Building on this analysis,
AdaptNAS incorporates domain adaptation constraints into NAS to explicitly minimize the
generalization gap. It employs adversarial learning with a domain discriminator to reduce
distribution shifts and optimizes architectures based on a hybrid validation loss, which

integrates a small subset of unlabeled target domain data. This principled approach enables
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AdaptNAS to discover neural architectures that generalize more effectively across datasets

while maintaining computational efficiency.

1.3 Thesis Outline

The following structured outline provides a comprehensive roadmap for our research on
enhancing DNNs through novel architectural paradigms to achieve both robustness and

accuracy.

In Chapter 1, we introduce the motivation behind improving DNNs from an architectural
perspective by analyzing the need for robustness against perturbations while maintaining
high accuracy. We discuss the limitations of existing approaches, set the stage for the novel

paradigms introduced in this thesis, and outline our proposed solutions.

In Chapter 2, we review related work, including adversarial attacks and defense mechanisms,
recent advances in CNNs and ViTs design, traditional Neural Architecture Search (NAS)

methods, and perturbations beyond adversarial attacks.

In Chapter 3, we propose Neural Architecture Dilation (NAD), a novel framework for en-
hancing robustness by integrating dilation architectures into pre-trained backbones. We
propose Neural Architecture Dilation for Adversarial Robustness (NADAR) and establish
the theoretical foundations for its standard and adversarial error bounds. We also formulate
the neural architecture dilation problem as a constrained optimization problem and discuss
our FLOPs and standard performance constraints, ensuring efficient and effective robustness

improvements.

In Chapter 4, we propose TORA-ViTs, a novel transformer-based architecture that explicitly
disentangles and fuses robust and predictive features. We introduce robust and predictive
adapters as lightweight architectural modifications to ViTs and develop an attention-based
gated fusion mechanism for dynamically balancing these features. We also outline our

two-phase training strategy, which ensures effective optimization of robustness and accuracy.
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In Chapter 5, we propose EdgeNet, a plug-and-play module that enhances adversarial ro-
bustness by leveraging shape-based edge features. We propose the “sandwich” architecture,
which uses zero convolutions to seamlessly integrate EdgeNet into ViTs without disrupting
the pre-trained backbone. We analyze its effectiveness in strengthening robustness while

maintaining accuracy and computational efficiency.

In Chapter 6, we propose AdaptNAS, a novel NAS framework designed to enhance both ID
accuracy and OOD robustness. We establish a formal generalization bound, integrate domain
adaptation constraints into NAS, and employ adversarial learning with a domain discriminator
to mitigate distribution shifts. By incorporating a hybrid validation loss, AdaptNAS is capable

of discovering architectures that achieve superior ID accuracy and OOD robustness.

In Chapter 7, we conclude the thesis by summarizing our key contributions and discussing

future research directions.



CHAPTER 2

Literature Review

2.1 Adversarial Attacks

Adversarial examples are carefully crafted perturbations that cause neural networks to misclas-
sify inputs. The Fast Gradient Sign Method (FGSM; Goodfellow et al., 2014) demonstrated
that neural networks are vulnerable due to their linear nature rather than overfitting or nonlin-
earity. This method introduced a simple and efficient way to generate adversarial examples
using a one-step gradient ascent. The Projected Gradient Descent (PGD; Madry et al., 2017)
expanded upon FGSM by introducing a multi-step iterative attack method, establishing it as a
universal first-order adversary. PGD-based adversarial training remains one of the strongest
empirical defences against adversarial attacks. The Carlini and Wagner (C&W; Carlini and
Wagner, 2017) attack formulates adversarial attacks as a constrained optimization problem.
The Momentum Iterative FGSM (MI-FGSM; Dong et al., 2017, 2018) integrates momentum
into iterative gradient-based attacks to stabilize update directions and enhance transferability.
This method further improves attack success rates, particularly in black-box settings. The
AutoAttack (Croce and Hein, 2020) introduces a robust, parameter-free ensemble of attacks

designed to overcome common pitfalls in adversarial robustness evaluation.

2.2 Adversarial Training

A straightforward method to improve the robustness of DNNS is to leverage the aforemen-

tioned attack methods, usually FGSM or PGD, for adversarial training. Beyond simply using
12
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one attack method for training, Tramer et al. (2017) introduce Ensemble Adversarial Train-
ing to improve robustness against adversarial attacks by incorporating adversarial examples
generated from multiple pre-trained models rather than just the model being trained. This
approach addresses the issue of gradient masking. Wong and Kolter (2018) propose a provably
robust defence against adversarial attacks by optimizing a convex outer approximation of the
adversarial polytope. Their method minimizes the worst-case loss within this bound using a
linear program (LP). This results in certified robustness. Curriculum Adversarial Training
(CAT; Cai et al., 2018b) proposes to enhance adversarial robustness by gradually increasing
the strength of adversarial attacks during training. Unlike traditional adversarial training,
which directly uses strong attacks and risk overfitting, CAT starts with weak adversarial

examples and progressively increases attack strength, helping the model generalize better.

2.3 Adversarial Purification

Denoiser-based methods for adversarial defence commonly utilize generative models to
transform adversarial examples back into their clean versions prior to classification. This
strategy is often referred to as adversarial purification (AP). MagNet (Meng and Chen,
2017) introduces a two-pronged defence using detector and reformer networks to separate
and recover adversarial inputs by approximating the manifold of clean data. PixelDefend
(Song et al., 2017) purifies adversarial examples through a generative model that enforces
proximity to high-probability regions of the data distribution. Defense-GAN (Samangouei
et al., 2018) similarly uses a generative model to project inputs onto the data manifold
before classification. High-level representation guided denoiser (HGD) (Liao et al., 2018)
addresses error amplification by aligning denoised and clean activations of a target model.
More recently, score-based generative models (Yoon et al., 2021) and diffusion models (Nie
et al., 2022; Chen et al., 2023; Lee and Kim, 2023) have advanced adversarial purification,
offering strong robustness by reversing noisy diffusion processes or directly modelling class-
conditional distributions. Diffusion-based defences, such as DiffPure (Nie et al., 2022) and
the Robust Diffusion Classifier (Chen et al., 2023), demonstrate state-of-the-art robustness

against adaptive attacks without requiring adversarial training. Complementing these, DDAD
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(Zhang et al., 2025) integrates distributional discrepancy detection with denoising to retain
clean data and enhance robustness, which underscores the efficacy of hybrid strategies that

combine detection and purification mechanisms.

2.4 The Trade-Off in Adversarial Training

While adversarial training is an effective defence mechanism, it introduces a trade-off between
adversarial robustness and standard accuracy. Tsipras et al. (2018) demonstrated that the
optimal robust classifier learns different feature representations compared to a standard
classifier, leading to an inevitable accuracy drop on clean inputs. Building on the trade-
off identified by Tsipras et al. (2018), several studies have proposed methods to balance
robustness and standard accuracy. TRADES (Zhang et al., 2019) provided a theoretical
analysis of this trade-off by introducing a boundary error metric that quantifies the gap
between standard and adversarial accuracy. To mitigate this, they proposed a tuning parameter
A that adjusts the balance between these two objectives. Friendly Adversarial Training
(FAT; Zhang et al., 2020) further refines this approach by selecting adversarial examples that
maintain minimal classification loss, thereby improving model robustness without excessive
accuracy degradation. Wang et al. (2020) introduce Once-for-All Adversarial Training (OAT),
which enables efficient in-situ calibration of a trained model without retraining by leveraging
dual batch normalization to separate adversarial and standard feature statistics. Similarly, Rade
and Moosavi-Dezfooli (2021b) investigate decision boundary shifts in adversarial training and
propose Helper-based Adversarial Training (HAT) to mitigate excessive margin expansion,

improving robustness without sacrificing accuracy.

2.5 Perturbations Beyond Adversarial Attacks

Recently, perturbations beyond adversarial attacks have been gaining increasing interest,
including real-world perturbations such as noise, occlusion, and distribution shifts. ImageNet-
C (Hendrycks and Dietterich, 2019) considers common corruptions, which applies a series

of 19 common visual corruptions in 5 categories to images. This benchmark standardizes
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and expands on the topic of corruption robustness, aiming to show which classifiers are
preferable in safety-critical applications. ImageNet-A (Hendrycks et al., 2021b) considers
natural adversarial examples, which place objects in unusual contexts or orientations. By
using a simple adversarial filtration technique, the dataset ensures that real-world, unmodified
examples transfer to various unseen models reliably, highlighting shared weaknesses in
computer vision models. ImageNet-R (Hendrycks et al., 2021a) considers out-of-distribution
data, which contains abstract or rendered versions of objects. The authors critically evaluate
previously proposed methods for improving out-of-distribution robustness, revealing that
larger models and artificial data augmentations can enhance real-world robustness. Contrary
to some claims in prior work, the findings emphasize that these techniques are effective
and that improvements in artificial robustness benchmarks can indeed transfer to real-world

distribution shifts.

2.6 Convolutional Neural Networks (CNNs)

CNNs have significantly advanced image recognition tasks over the past few decades. Early
work by LeCun et al. (1989) demonstrated the application of backpropagation in CNNs for
handwritten zip code recognition, achieving high accuracy without extensive preprocessing.
Building upon this, LeCun et al. (1995) compared various learning algorithms for handwritten
digit classification, highlighting the superior performance of CNNs in capturing spatial
hierarchies in image data. The field experienced a substantial leap with Krizhevsky et al.
(2012) introduction of AlexNet, a deep CNN that utilized GPU acceleration to win the
ImageNet Large Scale Visual Recognition Challenge, significantly reducing error rates and
popularizing deep learning in computer vision. Further advancements were made by He
et al. (2016) with the development of Deep Residual Networks (ResNets), which addressed
the degradation problem in deep networks by introducing residual learning, enabling the
training of substantially deeper models. Zagoruyko and Komodakis (2016) expanded on
this by proposing Wide Residual Networks, which demonstrated that increasing the width
of residual networks could achieve comparable or better performance with reduced depth,

simplifying the training process.
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2.7 Vision Transformers (ViTs)

Inspired by the success of multi-head self-attention (MSA, Vaswani et al., 2017) in Natural
Language Processing (NLP), attention-based Transformer architectures have been adapted
for vision tasks. Image Transformer (Parmar et al., 2018) applies self-attention to image
generation, while Hu et al. (2019); Zhao et al. (2020) develops local self-attention for classi-
fication tasks. Vision Transformers (ViTs; Dosovitskiy et al., 2020) introduce a novel image
patch embedding method but require large-scale pertaining. However, ViTs require extensive
pretraining on large-scale datasets such as ImageNet-21K (Deng et al., 2009) and JFT-300M

(Sun et al., 2017) to achieve competitive performance.

Efficient training methods such as DeiT (Touvron et al., 2021) introduced knowledge dis-
tillation with a distillation token to improve sample efficiency. Naseer et al. (2021) modify
DeiT and introduce a shape token to encode shape information. He et al. (2022) proposes
a masked autoencoder (MAE) built with ViTs for self-supervised learning, which masks
random patches of input images. To reduce the fine-tuning cost of Transformers, Houlsby
et al. (2019) propose the adapter, which adds and fine-tunes only a few trainable parameters to
pre-trained BERT Transformers (Devlin et al., 2018). This enables efficient transfer learning
among a large number of diverse text classification tasks. To support multi-task learning
(MTL), AdapterFusion (Pfeiffer et al., 2020) uses multiple adapters in parallel in a two-stage

manner, which consists of a knowledge extraction stage and a knowledge composition stage.

Robustness of ViTs. Empirical studies (Bhojanapalli et al., 2021; Mahmood et al., 2021;
Paul and Chen, 2022) indicate that ViTs exhibit improved robustness against various perturb-
ations compared to CNNs. Robust Vision Transformer (RVT; Mao et al., 2022) introduced
position-aware attention scaling and patch-wise augmentation to enhance robustness. Pyramid
Adversarial Training (PyramidAT; Herrmann et al., 2022) proposed a novel adversarial attack
methodology that perturbs input images at multiple scales instead of modifying the network

itself. FAN (Zhou et al., 2022) explored the role of self-attention in ViTs and introduced fully
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attentional networks (FANSs) to enhance mid-level feature robustness. To address vulnerabilit-
ies to patch-wise perturbations, Gu et al. (2022) proposed a temperature-scaling method that

improves ViT robustness against adversarial patches.

2.8 Neural Architecture Search (NAS)

NAS automates the design of neural networks, optimizing their architectures for improved
performance. Early NAS methods (Baker et al., 2016; Zoph et al., 2018; Liu et al., 2017; Real
et al., 2017) were computationally expensive, requiring thousands of GPU hours due to the
need to train and evaluate numerous candidate architectures. Differentiable NAS approaches
such as DARTS (Liu et al., 2018) and PC-DARTS (Xu et al., 2019) significantly reduced
the computational overhead by using a supernetwork and optimizing architecture parameters
with gradient descent. However, these methods introduced memory constraints due to parallel
training of multiple architectures. To address this, PC-DARTS proposed a partial channel
connection technique that samples sub-channels for processing, reducing memory usage.
Performance-estimating NAS techniques such as CARS (Yang et al., 2020) and PVLL-NAS
(Li et al., 2020a) further improved efficiency by reducing reliance on exhaustive architecture

evaluations.

NAS for Robustness. Robustness considerations in NAS have led to architectures specifically
designed for adversarial resistance. RACL (Dong et al., 2020) imposed constraints on
architecture parameters to minimize the Lipschitz constant, improving robustness. Prior
studies (Cisse et al., 2017; Weng et al., 2018) support the claim that networks with smaller
Lipschitz constants exhibit greater robustness. It is, therefore, effective to improve the
robustness of neural architectures by constraining their Lipschitz constant. RobNet (Guo
et al., 2020) introduced adversarial training into the NAS optimization process, ensuring that

selected architectures inherently resist adversarial perturbations.
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Dilating Neural Architectures with Theoretical Guarantees

3.1 Motivation

In the past few decades, Convolutional Neural Networks (CNNs; LeCun et al., 1989, 1995;
Krizhevsky et al., 2012; He et al., 2016; Zagoruyko and Komodakis, 2016) have achieved
remarkable success through novel architecture designs and network scale expansion, often sur-
passing human performance in certain tasks. However, they remain vulnerable to adversarial
attacks (Goodfellow et al., 2014), where small perturbations in input images can mislead
predictions, reducing their reliability in practical applications. Adversarial training, a key
defense strategy, augments training data with adversarial examples generated using methods
like the Fast Gradient Sign Method (FGSM; Goodfellow et al., 2014) and Projected Gradient
Descent (PGD; Madry et al., 2017). However, a fundamental challenge lies in the trade-off

between standard accuracy and adversarial robustness (Tsipras et al., 2018).

Although numerous efforts have been made to balance this trade-off by carefully designing
various training methods for neural networks (Zhang et al., 2019; Wang et al., 2020; Rade
and Moosavi-Dezfooli, 2021b), less attention has been given to the fact that the neural
architecture itself inherently limits the network’s performance. The capacity of deep neural
network has been demonstrated to be critical to its adversarial robustness (Madry et al., 2017;
Tsipras et al., 2018; Zhang et al., 2021). Madry et al. (2017) find capacity plays an important
role in adversarial robustness, and networks require a larger capacity for adversarial than
standard tasks. Tsipras et al. (2018) suggests simple classifiers for standard tasks do not

have the capability of reaching good performance on adversarial tasks. However, how to use
18
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the minimal increase of network capacity in exchange for maximum adversarial robustness

remains an open question.

Recently, there have been a few attempts to automatically design robust neural architectures
from scratch. For example, RACL (Dong et al., 2020) applies the Lipschitz constraint on
architecture parameters in one-shot NAS to reduce the Lipschitz constant and improve the
robustness. RobNet (Guo et al., 2020) search for adversarially robust network architectures
directly with adversarial training. Despite these studies, a deeper understanding of the
accuracy and robustness trade-off from the architectural perspective is still largely missing.
Despite their success in designing robust architectures, they cannot guarantee the accuracy of

them. Once again, the trade-off becomes a challenge.

In this chapter, we focus on designing neural network architectures that are sufficient for both
standard and adversarial classification from the architecture perspective. We propose neural
architecture dilation for adversarial robustness (NADAR). Beginning with the backbone
network of satisfactory accuracy over the natural data, we search for a dilation architecture
to pursue a maximal robustness gain while preserving a minimal accuracy drop. Besides,
we also apply a FLOPs-aware approach to optimize the architecture, which can prevent the
architecture from increasing the computation cost of the network too much. We theoretically
analyze our dilation framework and prove that our constrained optimization objectives can
effectively achieve our motivations. Experimental results on benchmark datasets demonstrate
the significance of studying the adversarial robustness from the architecture perspective and

the effectiveness of the proposed algorithm.

3.2 Methodology

The adversarial training can be considered as a minimax problem, where the adversarial
perturbations are generated to attack the network by maximizing the classification loss, and
the network is optimized to defend against such attacks

mfin E@y~p | max {((f(x),y)], 3.1

x'eBp(x,e)
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FIGURE 3.1. The overall structure of a NADAR hybrid network.

where D is the distribution of the natural examples « and the labels y, B,(x,c) = {2’ :
| — @'||, < e} defines the set of allowed adversarial examples =’ within the scale ¢ of small

perturbations under /, normalization, and f is the network under attack.

3.2.1 Robust Architecture Dilation

Suppose that we have a backbone network f;, that can achieve satisfactory accuracy with the
natural data. To strengthen its adversarial robustness without hurting the standard accuracy,
we propose to increase the capacity of this backbone network f;, by dilating it with a network

fa, whose architecture and parameters will be optimized within the adversarial training.

The backbone network fj, is split into blocks. A block fb(l) is defined as a set of successive
layers in the backbone with the same resolution. For a backbone with L blocks, i.e., f, =

{ flfl), lel,...,L}, weattachacell f él) of the dilation network to each block flfl). Therefore,
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the dilation network also has L cells, i.e., fy = { fél),l € 1,...,L}. For the dilation
architecture, we search for cells within a NASNet-like (Zoph et al., 2018) search space. In a
NASNet-like search space, each cell takes two previous outputs as its inputs. The backbone
and the dilation network are further aggregated by element-wise sum. The overall structure
of a NADAR hybrid network is as shown in Fig. 3.1. Formally, the hybrid network for the

adversarial training is defined as

fagn(@) = (@rmn (7 (207) + 102" 20 ) ) (3:2)

where zl(ll;b = fb(l) (zl(lly;l)) + fél) (zl(l;;l), zl(lly;z)) is the latent feature extracted by the backbone

block and the dilation block, and ® represents functional composition. We also define a
classification hypothesis A : zf@, — 9, where zﬁ% is the latent representation extracted by

the last convolutional layer L, and g is the predicted label.

During the search, the backbone network f;, has a fixed architecture and is parameterized by
network weights 6,. The dilation network f; is parameterized by not only network weights
6, but also the architecture parameter ay. The objective of robust architecture dilation is to

optimize oy for the minimal adversarial loss

wmin - L35 (fage: 0(cta). (3.3)
s.t. 0;((151) = arggmin ‘Cgsii\;l(fhyb)? (34)
d

where £2%0) (fugn) and L (fopw: 05(rg)) are the adversarial losses of fuyp, on the training
set Dirain and the validation set Dya1;4, respectively, and () is the optimal network

weights of f,; depending on the current dilation architecture a.

3.2.2 Standard Performance Constraint

Existing works on adversarial robustness often fix the network capacity, and the increase of
adversarial robustness is accompanied by the standard accuracy drop (Tsipras et al., 2018;
Zhang et al., 2019). However, in our method, we increase the capacity with dilation, which

allows us to increase the robustness while maintaining a competitive standard accuracy. We
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reach that with a standard performance constraint on the dilation architecture. The constraint
is achieved by comparing the standard performance of the hybrid network fuy, to the standard
performance of the backbone. We denote the network using the backbone only as f,x, which

can be formally defined as

foex(®@) = b (@10 £y (4a)). (3.5)
where zf,lc)k = lfl) (zl(,lcil)) is the latent feature extracted by the backbone block. The standard
model is optimized with natural examples by

min E(Std)(fbck) = E(w,y)wD M(.fbck(m)) y)] : (36)

0
where £*%) is the standard loss. Similarly, we can define the standard loss £*9( f,.,) for
the hybrid network f,y. In this way, we can compare the two networks by the difference in
their losses and constrain the standard loss of the hybrid network to be equal to or lower than

the standard loss of the standard network
LED(forn) — L& (foa) < 0. 3.7)

We do not directly optimize the dilation architecture on the standard task because it is
introduced to capture the difference between the standard and adversarial tasks to improve
the robustness of the standard-trained backbone. It is unnecessary to let both the backbone

network and the dilation network learn the standard task.

3.2.3 FLOPs-Aware Architecture Optimization

By enlarging the capacity of networks, we can improve the robustness, but a drawback is
that the model size and computation cost are raised. We want to obtain the largest robustness
improvement with the lowest computation overhead. Therefore, a computation budget
constraint on architecture search is applied. As we are not targeting any specific platform,
the number of floating point operations (FLOPs) in the architecture instead of the inference
latency is considered. The FLOPs are calculated by counting the number of multi-add

operations in the network.
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We use a differentiable manner to optimize the dilation architecture. In differentiable NAS,
a directed acyclic graph (DAG) is constructed as the supernetwork, whose nodes are latent
representations and edges are operations. Given that the adversarial training is computationally
intensive, to reduce the search cost, a partial channel connections technique proposed by Xu

et al. (2019) is utilized.

During the search, operation candidates for each edge are weighted summed with a softmax

distribution of the architecture parameter o

(0)
o) (x;) = (1 — S;j) * @, + Z ( ople;) 0(S; % a:z)) , (3-8)

ocO Zo 'eO eXp( 2(3))

where O is a set of operation candidates, x; is the output of the i-th node, and S; ; is binary

mask on edge (4, j) for partial channel connections. The binary mask S; ; is set to 1 or 0 to let
the channel be selected or bypassed, respectively. Besides the architecture parameter «, the
partial channel connections technique also introduces an edge normalization weight 3

) — XPBis) i)y
I Z(Z » (J), (3.9)

where I is the j-th node. The edge normalization can stabilize differentiable NAS by

reducing fluctuation in edge selection after search.

Considering Egs. 3.8 and 3.9, the expected FLOPs of the finally obtained discrete architectures
from the one-shot supernetwork can be estimated according to a and 3. We calculate the
weighted sum of FLOPs of the operation candidates with the identical softmax distributions in
Eqgs. 3.8 and 3.9, which can naturally lead to an expectation. Therefore, the expected FLOPs

of node I'”) can be calculated by

(0)
exp(8 Z exp(a; ;)

_FLOPs(0).  (3.10)
<y eXp( ) o€ Zo 'eO eXp(a

FLOPs(I Z >

1<J

(o ’))

After that, the FLOPs of the dilation network FLOPs( f;) can be estimated by taking the sum

of the FLOPs of all the nodes and cells. The objective function in Eq. 3.3 can be rewritten
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with the FLOPs constraint as

min  71og(FLOPS(f))" - £,335a(fayn). (3.11)

where v and 7 are two coefficient terms. 7 controls the sensitivity of the objective function to

the FLOPs constraint, and 7y scales the constraint to a reasonable range (e.g., around 1.0).

3.2.4 Optimization

We reformulate the bi-level form optimization problem defined in Eqs 3.3 and 3.4 into a
constrained optimization form. Combining with the standard performance constraint in Eq.

3.7 and the FLOPs-aware objectives in Eq. 3.11, we have

min 7 1og(FLOPS(/))" - L,315a(fuyv: 03( ), (3.12)
ste LD fayp) — L2 (foer) <0, (3.13)
ed(ad) - argemm Etraln(fhyb) s.t. g:i:in(fhyb) ti‘t;in(bek) S 0. (314)

d

To solve the constrained architecture optimization problem, we apply a common method for
constrained optimization, namely the alternating direction method of multipliers (ADMM). To
apply ADMM, the objective function needs to be reformulated as an augmented Lagrangian

function. We first deal with the upper-level optimization of the architecture parameter ay

L({aa}, {Ai}) = Y1og(FLOPS(fa))” - Lyziia(fags) + M1 - 1 + —H max{0, i }[3 (3.15)

st 1 = L% (fago) — L559 (foer), (3.16)

where )\, is the Lagrangian multiplier, and p € R, is a positive number predefined in ADMM.

We update oy and )\, alternately with

o™V al) — i VL{} 1A} (3.17)

A A e, (3.18)
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where 7; is a learning rate for architecture. Similarly, the lower-level optimization problem of
network weights 6, as an augmented Lagrangian function can be defined as
L({8a}, D) = LE o) + Az 2 + 5[ max{0, e} (3.19)

st 2= L5 (o) — LED (e, (3.20)

train trai

where )\, is the Lagrangian multiplier. Similarly, we can update 8, and )\, with the same

alternate manner

07" 05 —mVL({6y'}, {0}, (3.21)
)\gtﬂ) - )\gt) Yo (3.22)

where 1), is the learning rate for network weights.

3.3 Theoretical Analysis

In this section, we provide a theoretical analysis of our proposed NADAR. As there are two
major goals in our optimization problem, i.e., the standard performance constraint and the
adversarial robustness, this analysis is also twofold. Firstly, a standard error bound of NADAR
is analyzed. We demonstrate that the standard error of the dilated adversarial network can
be bounded by the standard error of the backbone network and our standard performance
constraint. Secondly, we compare the adversarial error of the dilated adversarial network and
the standard error of the backbone standard network. We demonstrate that the adversarial
performance can be improved by adding a dilation architecture to the backbone, even if the
backbone is fixed. These two error bounds can naturally motivate the optimization problem
in Egs. 3.12 and 3.13. Detailed proofs are provided in Appendix A4. Besides, through this
analysis, we want to reveal two remarks: (1) enlarging the backbone network with dilation
can improve its performance, which proves the validity of our neural architecture dilation; (2)
the dilation architecture should be consistent with the backbone of clean samples and samples

that are insensitive to attacks, which directly inspires our standard performance constraint.
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We discuss the binary classification case for simplification, where the label space is )V =
{—=1,+1}. The obtained theoretical results can also be generalized to the multi-class classi-
fication case. A binary classification hypothesis h € H is defined as a mapping 1 : X — R,
where H is a hypothesis space, and X is an input space of natural examples. The output
of the hypothesis is a real value score. The predicted label can be obtained from the score
by applying the sign function sign(-) on it. Denote the backbone hypothesis as hy,. By
further investigating the influence of the dilation architecture, the hypothesis of the resulting
hybrid network can be defined as hngy, () = hy(x) + hg(x), where hy stands for the change
resulting from the dilation architecture. The standard model corresponds to a hypothesis

hoex () = hy(x). We further define the standard error of a hypothesis h as
Resa(h) := E[1{sign(h(x)) # y}], (3.23)
and the adversarial error of it as
Raav(h) := E[1{32' € B,(z,¢), s.t. sign(h(x')) # y}], (3.24)

where 1{-} denotes the indicator function.

3.3.1 Standard Error Bound

To compare the error of two different hypotheses, we first slightly modify the error function.
Eq. 3.23 checks the condition that sign(h(x)) # y. Because the label space is binary and the
output space of h is real value, we can remove the sign function by replacing the condition
with yh(x) < 0. Then, by applying a simple inequality 1{yh(z) < 0} < e ¥"®) we have a

very useful inequality about the standard error
Rewa(h) < E [e7¥"®)] . (3.25)

Eq. 3.25 can lead to our standard error bound in Theorem 3.3.1.

THEOREM 3.3.1. Let hyex(x) = hy(x) be a standard hypothesis, hyy, () = hy(x) + hq(x)
be a hybrid hypothesis, and Rgtq(hvcx) and Rsea(hngy) be the standard error of hycy and hyg,
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respectively. For any mapping hy, hy : X — R, we have
Reta(hnys) < Resaloe) + E [e @@ (3.26)

where x € X is the input.

Theorem 3.3.1 illustrates that the standard performance of the hybrid network is bounded
by the standard performance of the backbone network and the sign disagreement between
hy(x) and hy(x). This reflects our remark (2). If the backbone accurately predicts the label
of the natural data z, hy(x) shall make the same category prediction, which implies that the
prediction by the hybrid hypothesis hng, () = hy(x) + ha(x) can be strengthened and would
not lead to a worse result than that of the standard hypothesis. To reach such an objective, it
naturally links with the standard performance constraint proposed in Eq. 3.7 and applied in

Eq. 3.13.

3.3.2 Adversarial Error Bound

Similar to Eq. 3.25, we can have an inequality about the adversarial error

Radv(h)gE{ max e—yh@’)}, (3.27)

' €By(x,€)

based on which we can derive the following Lemma 1.

LEMMA 1. For any mapping h : X — R, we have

E[ max e‘yh(wl)} < E[ max e_yh(fc)e_h(cc)h(ccl)} , (3.28)

x'€Bp(z,e) x'€Bp(z,e)

where x € X is the input, y € {—1,+1} is the corresponding label, and ¢ is the bound of

allowed adversarial perturbation.

Lemma 1 is an inherent feature of a single hypothesis. We generalize it to the case of dilating

Pex 10 hyyp With a dilation hypothesis hq.

THEOREM 3.3.2. Let hye(x) = hy(x) be a standard hypothesis, hyy, () = hy(x) + hq(x)
be a dilated hypothesis, Rsva(hoex) be the standard error of hycx, and Ragy(huy) be the
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adversarial error of hny,. For any mapping hy, hg : X — R, we have
Radv(hhyb) S Rstd(hbck) + E |: l’éli(%X )efyhb(w) (efhb(l‘)hb(w’)eiyhd(wl) — 1):| . (329)
' Bp(x,e
where x € X is the input, y € {—1,+1} is the corresponding label, and ¢ is the bound of

allowed adversarial perturbation.

By minimizing e~¥"(®) in Theorem 3.3.2, we expect the backbone network to have a satis-
factory accuracy on the natural data, which is a prerequisite of the proposed algorithm. As the

—he(@)hs (=) will not be influenced

backbone network has been fixed in our method, the term e
by the algorithm. The remaining term e~¥"¢(*") implies that even if the backbone network
makes wrong prediction on the adversarial example «’, there is still a chance for the dilation
network h, to correct the misclassification and improve the overall adversarial accuracy of
the hybrid network hyy,. This capability of dilation reflects our remark (1). In another case,
if h, makes a correct prediction, i, should agree with it, which reflects our remark (2) is also

applied to the adversarial error.

3.4 Experiments

We perform extensive experiments to demonstrate that NADAR can improve the adversarial
robustness of neural networks by dilating the neural architecture. In this section, we first
compare both the standard and adversarial accuracy of our hybrid network to various baseline
methods. Then, we perform experiments to analyze the impact of each component in the
NADAR framework, including the dilation-based training approach and the standard perform-
ance constraint. Finally, we explore the sufficient scale of dilation and the effect of FLOPs
constraint. More results on other datasets under various attacking manners with different

backbones are also available in Appendix A.
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3.4.1 Experiment Setting

We use a similar pipeline to previous NAS works (Liu et al., 2018; Xu et al., 2019; Dong
et al., 2020; Guo et al., 2020). Firstly, we optimize the dilation architecture in a one-shot
model. Then, a discrete architecture is derived according to the architecture parameters o« and
(3. Finally, a discrete network is constructed and retrained for validation. During the dilation
phase, the training set is split into two equal parts. One is used as the training set for network
weights optimization, and the other one is used as the validation set for architecture parameter
optimization. During the retraining and validation phases, the entire training set is used for

training, and the trained network is validated on the original validation set.

We perform dilation under white-box attacks on CIAFR-10/100 (Krizhevsky et al., 2009)
and ImageNet (Russakovsky et al., 2015) and under black-box attacks on CIFATR-10. The
NADAR framework requires a backbone to be dilated. Following previous works (Madry
et al., 2017; Shafahi et al., 2019; Zhang et al., 2020, 2019), we use the 10 times wider variant
of ResNet, i.e., the Wide ResNet 34-10 (WRN34-10; Zagoruyko and Komodakis, 2016), on
both CIFAR dataset, and use ResNet-50 (He et al., 2016) on ImageNet. The search space for

dilated architecture and the searched dilated architectures are illustrated in Appendix Al.

Considering both the optimization of neural architecture and the generation of adversarial
examples are computationally intensive, we apply methods to reduce the computational
overhead during the dilation phase. As aforementioned, we utilize partial channel connections
to reduce the cost of architecture optimization. As for the adversarial training during the
search, we use FreeAT (Shafahi et al., 2019), which recycles gradients during training for the

generation of adversarial examples and reduces the training cost.

3.4.2 Defense Against White-box Attacks

CIFAR-10. We compare the hybrid network with 4 categories of baseline methods,
including standard training, adversarial training, standard NAS, and robust NAS. The standard
training method and all the adversarial training methods use the WRN34-10. For the standard

NAS methods, the architecture is the best architecture searched with standard training as
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Category | Method Params (M) +x (G) Valid Acc. Against (%)
Back. | Arch. | Back. | Arch. | Natural | FGSM | PGD-20 | PGD-100 | MI-FGSM

Standard | Standard 462 | - | 67 | - | 9501 ] 000 | 000 | 000 | 000
PGD-7 (Madry et al., 2017) 462 - | 67 | - || 8725 5610 | 4584 | 4529 -

Adversaria | FAT (Zhang etal., 2020) 462 | - | 67 | - | 8934 | 6552 | 46.13 | 4682 -
T | FreeAT-8 (Shafahi etal, 2019) | 462 | - | 67 | - | 8596 | - | 4682 | 46.19 -
¢ | TRADES-1 (Zhangetal,2019) | 462 | - | 67 | - | 8864 | - | 4890 - 51.26
TRADES-6 (Zhang etal, 2019) | 462 | - | 67 | - | 8492 | - | 5643 - 57.95
AmoebaNet (Real et al., 2019) - [ 32| - | 05 | 8341 | 5640 | 3947 - 47.60
Standard | NASNet (Zoph et al., 2018) - | 38 | - | 06 | 8366 | 5567 | 48.02 - 53.05
NAS | DARTS (Liuetal, 2018) - |33 - | 05 | 8375 | 5575 | 4491 - 51.63
PC-DARTS (Xu et al., 2019) - ] 36| - | 06 || 8394 | 5267 | 41.92 - 49.09
RobNet-small (Guo et al., 2020) - | 44 | - | N/A| 7805 | 5393 | 4832 | 4808 | 4898
Robust | RobNet-medium (Guoetal, 2020) | - | 57 | - | N/A | 7833 | 5455 | 49.13 | 4896 | 4934
NAS | RobNet-large (Guo et al., 2020) - ] 69 | - | NA| 7857 | 5498 | 4944 | 4924 | 49.92
RACL (Dong et al., 2020) - 136 - | 05 | 8389 | 5744 | 4934 - 5473
Dilatiog | NADAR-A (ours) 462 36 | 67 | 06 | 8661 | 59.98 | 52.84 | 5254 | 5772
NADAR-B (ours) 462 | 44 | 67 | 07 | 8623 | 6046 | 5343 | 5306 | 5843

TABLE 3.1. The standard validation accuracy on natural images and ad-
versarial validation accuracy under various attacks of NADAR compared to
different baseline methods on CIFAR-10.

reported in their papers and is retrained with PGD-7 (Madry et al., 2017). For the adversarial
NAS methods, we follow their original setting. We include two of the best dilation architec-
tures obtained with our method, NADAR-A, and NADAR-B, dilated without and with the
FLOPs constraint. The architectures are visualized in Appendix A1l. Our architectures are
also retrained with PGD-7. In Table 3.1, the standard accuracy on natural images and the

adversarial accuracy under PGD-20 attack are reported.

Comparing NADAR-A and NADAR-B, the FLOPs constraint can obviously reduce the
FLOPs number (reducing by 14.28%) as well as the parameters number (reducing by 18.19%)
of the dilation architecture. The negative impact of it on the adversarial accuracy is marginal

(only 0.59% under PGD-20 attack), and the standard accuracy can even be slightly improved.

As for adversarial training methods, we improve the adversarial performance by 7.59% with
only a 1.02% standard performance drop compared to PGD-7 while we use the same training
method but the hybrid network. This result illustrates that our dilation architecture can indeed
improve the robustness of a network without modifying the training method. In the meantime,

the standard accuracy is constrained to a competitive level. Compared to Free AT-8, which is
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their best adversarial setting, our method reaches both a lower standard accuracy drop and a

higher adversarial accuracy gain.

A very different method to PGD and FreeAT, namely friendly adversarial training (FAT),
aims to improve the standard accuracy of adversarially trained models by generating weaker
adversarial examples than regular adversarial training. Although FAT can make significant
improvements in standard accuracy with weak attacks, its adversarial accuracy gain against
PGD-7 is marginal (only 0.29%). It even has lower adversarial accuracy than FreeAT-8 despite
its higher standard accuracy. Unlike FAT, our method is dedicated to another direction of
improvement, which improves the adversarial robustness without significantly affecting the
standard performance. Even though there is still a trade-off between the standard and the
adversarial accuracy, we can increase the ratio of the standard drop to the adversarial gain to

1:7.44.

A previous work that focuses on the trade-off is TRADES, which introduces a tuning parameter
() to adjust the balance of the trade-off. Nevertheless, comparing the TRADES-1 (1/A = 1)
and TRADES-6 (1/\ = 6), their trade-off ratio is only 1 : 2.02 (i.e., 3.72% standard accuracy
drop for 7.53% adversarial accuracy gain). We can provide a better ratio of trade-offs than
them. Besides, our standard performance is naturally constrained by Eq. 3.7. There are no
hyperparameters in it that need to be adjusted, which leads to our better trade-off ratio of the

standard drop to the adversarial gain and a more reasonable balance than TRADES.

Finally, compared to NAS methods, our hybrid network can outperform both the standard and
robust NAS architectures. The standard NAS architectures are not optimized for adversarial
robustness. Except for the NASNet, their adversarial accuracies are generally poor. Although
they are optimized for standard tasks, their standard accuracy after adversarial training is
significantly lower than the WRN34-10 trained with PGD-7. As for robust NAS methods,
RobNet significantly sacrifices its standard accuracy for robustness, which has the lowest
standard accuracy among all the works listed in Table 3.1. RACL has a better trade-off, but
it can only reach the standard accuracy of standard NAS architecture, which is still lower

than adversarially trained WRN34-10. This demonstrates that dilating a standard backbone
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Valid Acc.
Method Against (%)
‘ Natural | PGD-20

Standard | 78.84 | 0.00
PGD-7 (Madry et al., 2017) - 23.20
Free AT-8 (Shafahi et al., 2019) 62.13 25.88
RobNet-large (Guo et al., 2020) - 23.19
RACL (Dong et al., 2020) - 27.80
NADAR-A (ours) 61.73 27.77
NADAR-B (ours) 62.56 28.40

TABLE 3.2. The standard and adversarial validation on CIFAR-100.

for both standard constraint and adversarial gain is more effective than designing a new

architecture from scratch.

CIFAR-100.  We adapt architectures dilated on CIFAR-10 to CIFAR-100 and report the
results in Table 3.2. We consider two kinds of baselines, including traditional adversarial
training methods (PGD-7 and FreeAT-8) and two robust NAS methods (RobNet and RACL).
The results show that even with more categories, NADAR can still reach superior robustness
under the PGD-20 attack. As for the standard validation accuracy, we can reach competitive
performance compared to FreeAT-8. The other works do not report standard accuracy in
their papers. As for the adversarial validation accuracy, our NADAR-B can outperform all
the baselines, while NADAR-A is slightly lower than RACL but significantly better than the

others.

Tiny-ImageNet. We also adapt our architectures to a larger dataset, namely Tiny-
ImageNet. For efficient training on Tiny-ImageNet, we compare our dilated architecture with
PGD and two efficient adversarial training methods, i.e., Free AT (Shafahi et al., 2019) and
FastAT (Wong et al., 2020). We follow the ImageNet setting of Shafahi et al. (2019) and
Wong et al. (2020), which uses ResNet-50 as the backbone and sets the clip size € = 4. For
PGD and FreeAT, we set the number of steps /' = 4 and the step size eg = 2 The results are
reported in Table 3.3. We also report the GPU days cost to train the networks with NVIDIA
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. Training | GPU Valid Acc. Against (%)
Architecture h
Method | Days || Natural | FGSM | PGD-10 | PGD-20

Backbone PGD-4 0.19 || 43.23 | 24.13 | 22.25 22.16
Dilation (ours) | PGD-4 0.45 || 44.37 | 24.33 | 22.69 22.70
Backbone FreeAT-4 | 0.05 | 42.73 | 24.10 | 22.67 22.58
Dilation (ours) | FreeAT-4 | 0.12 || 44.68 | 24.66 | 22.88 22.78
Backbone FastAT 0.12 || 4592 | 23.53 | 20.66 20.54
Dilation (ours) | FastAT 0.22 || 46.22 | 23.90 | 21.21 21.14

TABLE 3.3. The standard and adversarial validation accuracy on Tiny-

ImageNet with ResNet-50 as the backbone.
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Category | Method Valid Acc. Against (%)
APGDy; | APGDY, 1, | FABT | Square | AA
Adversaria] | POD-7 (Madry etal., 2017) 4475 | 4428 | 4475 53.10 | 44.04
Tt | FastAT (Wong et al., 2020) 4590 | 4322 | 4374|5332 | 4321
& | FrecAT-8 (Shafahictal, 2019) | 43.66 | 41.64 |43.44 | 51.95 |41.47
Dilation | NADAR-A (ours) 5227 | 5000 | 50.00 | 58.69 |49.83
NADAR-B (ours) 5264 | 5045 |50.88 | 59.33 |50.44

TABLE 3.4. The adversarial validation accuracy of NADAR compared to

different baseline methods under AutoAttack on CIFAR-10.

V100 GPU. Although NADAR consumes approximately 1.8~2.4x GPU days, our method

can consistently outperform the baselines in terms of both natural and adversarial accuracy.

3.4.3 Defense Against AutoAttack

Besides the traditional attack methods, we also consider a novel and promising parameter-free

evaluation method, namely AutoAttack (Croce and Hein, 2020). We use the standard setting
of AutoAttack, including four individual attacks: APGDcg, APGDELR, FABT and Square.

The column AA is a combination of the four attacks. The validation accuracy is reported

in Table 3.4. As can be seen, our method achieves superior performance compared to the

baselines. For simplification, we only list the comparison to the best performance among

PGD-7, FastAT, and FreeAT-8 as follows: under APGDcg attack, we can outperform FastAT
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Defense Network Source Network Valid Acc. (%)
FGSM | PGD-20 | PGD-100 | MI-FGSM

WRN34-10 + PGD-7 | WRN34-10 + Natural | 83.99 | 84.56 84.76 84.05
NADAR-B + PGD-7 | WRN34-10 + Natural || 85.94 | 86.59 86.51 85.95
WRN34-10 + PGD-7 | WRN34-10 + FGSM || 70.78 | 68.26 68.30 69.73
NADAR-B + PGD-7 | WRN34-10 + FGSM || 77.25 | 77.66 77.69 77.19
WRN34-10 + PGD-7 | NADAR-B + PGD-7 || 69.33 | 67.08 67.11 68.26
NADAR-B + PGD-7 | WRN34-10+ PGD-7 || 70.78 | 68.26 68.30 69.73

TABLE 3.5. The adversarial validation accuracy under black-box attacks on
CIFAR-10.

by 6.74%; under APGD%LR, we can outperform PGD-7 by 6.17%; under FABT attacks we
can outperform PGD-7 by 6.13%; under Square attack, we can outperform FastAT by 6.01%.

3.4.4 Defense Against Black-box Attacks

We perform black-box attacks on CIFAR-10. We use different source networks to generate
adversarial examples. For the source networks, we use the WRN34-10 backbone trained with
natural images and adversarial images generated with FGSM and PGD-7. For the defense
networks, we compare our best NADAR-B architecture with the plain WRN34-10 backbone.
Both of them are trained with PGD-7. The results are reported in Table 3.5 grouped according
to source networks. With the WRN34-10 source network trained with natural images and
FGSM, NADAR-B can consistently outperform the backbone. We also use NADAR-B trained
with PGD-7 and WRN34-10 trained with PGD-7 to attack each other. Our hybrid networks

can consistently achieve superior performance.

3.4.5 NADAR Trained with Different Adversarial Training Methods

In previous experiments, our NADAR was trained with PGD-7, and other competitors were
trained in their corresponding settings. To further investigate whether NADAR can work
along with other stronger adversarial training methods than the PGD-7, we train the obtained

architecture with various adversarial training methods, including FAT, TRADES-1, and
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Model AT Method Valid Acc. Against (%)
Natural | PGD-20 | AA
Backbone PGD-7 87.25 |45.84 44.04
NADAR (ours) | PGD-7 86.23 | 53.43¢759) | 50.44¢+64
Backbone FAT 89.34 | 46.13 N/A
NADAR (ours) | FAT 88.12 | 54.53¢+340) | 51 37(N/A)
Backbone TRADES-1 | 88.64 |48.90 43.01
NADAR (ours) | TRADES-1 | 89.77 | 55.13%#623 | 50.90¢789
Backbone TRADES-6 | 84.92 |56.43 53.08
NADAR (ours) | TRADES-6 | 83.94 |57.43¢100) | 5525217

TABLE 3.6. Comparison of test accuracy of NADAR and WRN34-10 back-
bone when using various AT methods for training.

TRADES-6. The results are shown in Table 3.6. As can be seen, our method can consistently
outperform the backbone in terms of adversarial accuracy. Regarding natural accuracy,
NADAR is competitive to the backbone (only 0.52% lower on average, which is a marginal
drop, given the magnitude of robustness improvement). Especially under the TRADES-1
setting, which focuses on natural accuracy, NADAR can outperform its backbone on both
natural accuracy (89.77% vs. 88.64%) and adversarial accuracy (55.13% vs. 48.90% under
PGD-20 and 50.90% vs. 43.01% under AutoAttack). In the meantime, its adversarial accuracy
(55.13%) is much closer to the one of TRADES-6 (56.43%), which focuses on robustness
and has low (4.85% lower) natural accuracy, than to the one of TRADES-1 (48.90%), which

has a similar natural accuracy.

3.4.6 Ablation Study of Dilation Method

We perform an ablation study on the dilation method. There are two crucial components in
our method. Firstly, the separate optimization objectives of standard and adversarial tasks can
ensure that the backbone focuses on clear images, and the dilation network learns to improve
the robustness of the backbone. Secondly, the standard performance constraint prevents the
dilation network from harming the standard performance of the backbone network. This

experiment demonstrates that both of them make crucial contributions to the final results.
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Separate | Standard Valid Acc. Against (%)
Objectives | Constraint |  Natural ‘ PGD-20

No N/A 84.194+0.32 | 45.9740.18
Yes No 84.79+0.55 | 48.53+0.33
Yes Yes 85.97+0.26 | 53.18+0.25

TABLE 3.7. The standard and adversarial accuracy by retraining of various
networks dilated with ablated manners.
Note that without the separate objectives, the hybrid network is trained as a whole. Therefore,

there is also no standard constraint. We use the same settings as Section 3.4.2.

The standard and adversarial accuracy of the obtained networks by retraining is reported in
Table 3.7. If there is no standard performance constraint, dilating together or separately has a
similar standard performance. Although the backbone of the latter is trained with standard
objective, it won’t influence the retraining results too much (only 0.6% higher on average).
The complete framework with standard constraint reaches the best standard accuracy after
retraining. As for adversarial accuracy, dilating with separate objectives can consistently

outperform dilating with a single adversarial objective.

3.5 Chapter Summary

The trade-off between accuracy and robustness is considered an inherent property of neural
networks, which cannot be easily bypassed with adversarial training or robust NAS. In this
chapter, we propose to dilate the architecture of neural networks to increase the adversarial ro-
bustness while maintaining a competitive standard accuracy with a straightforward constraint.
The framework is called neural architecture dilation for adversarial robustness (NADAR).
Extensive experiments demonstrate that NADAR can effectively improve the robustness of

neural networks and can reach a better trade-off ratio than existing methods.



CHAPTER 4

A Gated Module for Feature Disentanglement and Adaptive Fusion

4.1 Motivation

A popular theory explaining the trade-off between robustness and accuracy is the existence of
two kinds of different features (Tsipras et al., 2018; Kim et al., 2021; Yang et al., 2021b). The
first kind of features is moderately correlated to the task and robust to attacks, while the second
kind of features is weakly correlated to the task and, therefore, non-robust. Unfortunately,
Tsipras et al. (2018) demonstrates that those moderately correlated and robust features only
have limited contributions to accurate predictions (i.e., they are robust but non-predictive),
and further improving the accuracy heavily relies on those weakly related and non-robust
features (i.e., they are predictive but non-robust) Therefore, this trade-off is usually considered
an inherent characteristic of DNNs. Although there are many efforts that aim to control or
improve this trade-off (Zhang et al., 2019; Wang et al., 2020; Rade and Moosavi-Dezfooli,
2021a,b; Li et al., 2021b), it is still hard to efficiently and effectively improve it on large-scale
datasets such as ImageNet (Deng et al., 2009).

Recently, a new family of vision models, namely Vision Transformers (ViTs; Dosovitskiy
et al., 2020; Touvron et al., 2021; Steiner et al., 2021), has outperformed CNNs on various
kinds of tasks. There are many subsequent works that discuss diverse variants of ViTs to
improve their performance. TNT (Han et al., 2021) divides patches in ViTs into smaller
sub-patches and applies a transformer-in-transformer architecture with an additional inner
transformer. T2T-ViT (Yuan et al., 2021) introduces local feature aggregation to boost local
information. Swin (Liu et al., 2021) performs local attention within various windows, and a

shifted window partitioning approach is introduced for cross-window connections.
37
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However, the aforementioned works mainly focus on the natural accuracy with clean data.
Although empirical analyses have demonstrated that ViTs demonstrate robustness against
various kinds of perturbations (Bhojanapalli et al., 2021; Mahmood et al., 2021; Paul and
Chen, 2022), there are only a limited number of works (Mao et al., 2022; Herrmann et al.,
2022; Zhou et al., 2022; Gu et al., 2022) focus on improving the robustness. Besides, existing
methods have ignored how to boost a naturally pre-trained ViT for robustness. A pre-trained
ViT has high utility because it can extract predictive features to ensure high accuracy on
downstream tasks. Despite its high utility, it also has low reliability because its non-robust
features are vulnerable to perturbations. Therefore, it is worth studying how to obtain a useful

and reliable ViT.

Furthermore, fine-tuning of ViTs is very computationally intensive (Dosovitskiy et al., 2020).
Considering the high overheads of adversarial training (Goodfellow et al., 2014; Madry et al.,
2017; Zhang et al., 2019), it is even more expensive to train both accurate and robust ViT
models on a large-scale dataset. To reduce the intractable cost of training and fine-tuning
large-scale Transformer models on various tasks, adapter (Houlsby et al., 2019) proposes to
add and fine-tune only a few parameters per task in the field of NLP. AdapterFusion (Pfeiffer
et al., 2020) further supports multi-task transfer learning by using multiple adapters in parallel

and combining their outputs with an attention-based gated fusion module.

In this chapter, we propose the Trade-off between Robustness and Accuracy of Vision
Transformers (TORA-ViTs) for utility and reliability at the same time. TORA-ViTs transfer
naturally pre-trained models with low computational demands to improve their adversarial
robustness while maintaining competitive natural accuracy. Based on the theory of robust
non-predictive and non-robust predictive features, we add two kinds of adapter modules
after the MLP layer of an existing ViT block, including an accuracy one 104 ; and a robust
one i to extract predictive and robust features, respectively. Then, a gated fusion module
(¢y) 1s introduced to combine the extracted features in a trade-off-aware manner utilizing
the attention mechanism. In the gated fusion module, features extracted by pre-trained ViT
blocks are used as queries, and features extracted by the newly added accuracy and robustness

adapters are used as keys and values. Then, the softmax function is applied adapter-wise as
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FIGURE 4.1. The overall architecture of our TORA-ViTs. The TORA-ViTs
consist of two major components, including a pair of an accuracy adapter
14, to extract predictive features and a robust adapter 1)z ; to extract robust
features, and a gated fusion module to combine those features as inputs for

next ViT block. The components are inserted after the MLP layer in each ViT
block.

a gate to combine the two kinds of features. The overall architecture of our TORA-ViTs is

shown in Fig. 4.1.

The TORA-ViTs are optimized in a two-phase manner. In the first phase, the accuracy and
robustness adapters are optimized alternately along with the gated fusion module. When
each of them reaches a proper performance, they are frozen, and the gated fusion module
is optimized with a joint objective of accuracy and robustness with a trade-off ratio .

Experiments on ImageNet with various robust benchmarks, including white-box adversarial
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attacks (FGSM and PGD), natural adversarial example (ImageNet-A), out-of-distribution
data (ImageNet-R), and common corruptions (ImageNet-C), show that our TORA-ViTs can
efficiently improve the robustness of naturally pre-trained ViTs. Meanwhile, the natural
accuracy is still competitive with or even better than the models pursuing accuracy. Our
most balanced setting (TORA-ViTs with A = 0.5) can maintain 83.7% accuracy on clean
ImageNet and reach 54.7% and 38.0% accuracy under FGSM and PGD white-box attacks,
respectively. In terms of various ImageNet variants, it can reach 39.2% and 56.3% accuracy

on ImageNet-A and ImageNet-R and reach 34.4% mCE on ImageNet-C.

4.2 Methodology

4.2.1 Preliminary

Given an input image z and its relevant label y in the training set D, a common supervised

training objective of vision transformers can be written as

'CACC(f; D) = IE(oc,y)wl) [E (f(ZL'), y)]? 4.1)

where / is a loss function such as the cross-entropy loss, and f stands for the vision trans-

former.

To improve the adversarial robustness of the model against perturbations on inputs, adversarial
training is a common method, where perturbations are used to attack a target model, and the
target model is optimized under such attacks. The perturbations are generated with gradient
ascent to maximize the classification objective. An adversarial example &’ with perturbations
is typically limited in a [, ball B,(x,c) = {«' : || — «'||, < €} around its corresponding
natural example x, where ¢ defines the scale of allowed perturbations, and || - ||, is a [,
normalization. Then, adversarial training can be formed into a min-max problem, whose
objective function is defined as

Lros(f:D) = E(m,y)ND max /{ (f(wl>7 Y|, 4.2)

x'eBp(x,e)



4.2 METHODOLOGY 41

where f is a deep model, D is the distribution of the natural example x and the corresponding

label y, and where ¢ is a loss function such as the cross-entropy loss.

4.2.2 Robustness and Accuracy Adapters

Off-the-shelf vision transformers (Dosovitskiy et al., 2020; Han et al., 2021; Yuan et al.,
2021; Liu et al., 2021) are often well trained to pursue the natural accuracy through Eq. 4.1.
To enhance the adversarial robustness of these well-trained vision transformers, a standard
fine-tuning process can be executed by tuning the weights with the objective of Eq. 4.2.
However, adversarial robustness as a new objective for vision transformers may lead to a
completely different set of weights, which are far from the initialization and degrade the

accuracy of vision transformers.

Taking both natural accuracy and adversarial robustness into consideration, we insert two
adapters into an existing ViT block, including an accuracy adapter v 4 ; for predictive features
and a robustness adapter g for robust features. Given the feature z; € R output by the
MLP layer in the 1 < [ < L block with N tokens of d,,, dimensions, we have the accuracy
adapter

a; = Va(z1), (4.3)
and the robust adapter

T = Yri(21), 4.4)

where a;, 7; € RV*% are the predictive and robust features, respectively.

For the architecture of adapters, we use two feed-forward layers with a bottleneck and a
residual connection following Houlsby et al. (2019). We insert adapters right after the MLP
layer of an existing ViT block and do not insert adapters after the multi-head attention (MSA).

The overall architecture of a block in our TORA-ViTs is as shown in Fig. 4.1.
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4.2.3 Attention-based Gated Fusion

To combine the predictive and robust features extracted by the accuracy and robustness
adapters in a trade-off-aware manner, we propose an attention-based gated fusion module.
We first calculate the dot-product attention score matrices between the features from the ViT
blocks and adapters. Then, a softmax function is applied adapter-wise to the score matrices.

The softmax results are used as a weighted gate to fuse the predictive and robust features.

The feature z; output by the ViT block is used to generate the query, and the features a; and
r; output by adapters are used to generate keys. The dot products between the two Q-K pairs

are calculated as

sar=(z1-wqy) - (a;-wg,)", 4.5)

sry = (z1-wqy) - (r-wgy) ', (4.6)

where 54, Sp; € RN*N are the attention score matrices for the accuracy adapter and
robustness adapter, and wg,, w; € R™*% are projection parameters for query and key

matrices. The projection parameters are shared among adapters.

Then, the softmax function is applied to the attention score matrices adapter-wise instead of

token-wise by

: exp($4,mn)
Almmn = 4.7)
Zke{A,R} exP(Skm,n)

) exp(SR,mn)
lmn - . (4.8)
f Zke{A,R} exP(Skm,n)

In this manner, if a token in one adapter corresponds to a larger attention score than the other,
it will be assigned a larger weight, and vice versa. It can act as a gate to select which kind of
features can be forwarded to the next block at a larger scale. Similar to keys, the values are

also generated from the features of adapters. By applying the weights, we can calculate the
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FIGURE 4.2. The dot-product attention and softmax function in our gated
fusion module.

output of the attention module for each adapter as

0O4p1 = S;Il . (CLZ . ww) (49)
OR| = S/};l . (T‘l . ww), (410)

where 04, or; € RN*dm and wy, € Rém*dv ig the projection parameter for value matrices.

The comparison of our method to other previous methods is shown in Fig. 4.2.

Because 04, and og, has already been multiplied with weight matrices s’ ; and s%; from

softmax function, we can directly sum them adapter-wise for the final output

o= > o, 4.11)

ke{A,R}
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which ensures o; to have same dimensions as z;. Finally, we add a residual connection from

the output of the ViT block and have the final layer output h; as
hl =2z + LN(OZ), (412)

where LN(-) is a layer norm.

4.2.4 Two-Phase Trade-off Training

Dosovitskiy et al. (2020) introduces an extra randomly initialized classification token [CLS]
to the embedded patch tokens in ViTs following BERT. This token is later used for the
classification task. Similarly, we add an accuracy token and a robustness token for our
trade-off training. The original class token is at the first dimension of the output (i.e.,
[CLS] := 2z;;..). To add our new tokens, we replace z; ; . with the accuracy token [ACC],_,

and the robust token [ROB];_; to form the inputs to adapters. Then, Eqgs. 4.3 and 4.4 become

a; = Q/JAJ (COHC&t([ACC]l_l, 2172:7:)) (413)

r; = ¥, (Concat([ROB],_, z;2..)) . (4.14)

After the adapter, we can have [ACC], = a;,,. and [ROB]; = 7r;;.. To make the final
classification, an accuracy classification head facc and a robustness classification head frop

are added, and their predictions are averaged

1 1
U= §fACC([ACC]L) + §fROB<[ROB]L)' (4.15)

To optimize our TORA-ViTs, we use a two-phase training strategy. We first optimize each
adapter independently with their specific objective. In this phase, the fusion module is also
optimized. Then, the two adapters are frozen, and the fusion module is optimized with the
joint robustness and accuracy objective. During the entire training process, the pre-trained ViT

is always frozen. In the first phase, Eqgs. 4.1 and 4.2 are used to optimize the corresponding
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adapter along with the gated fusion

g}lgg Lros(F; D), (4.16)
ﬁ% Lacc(F; D), (4.17)

where I = {f, Up, W4, @} with W = {¢ppy[l <1 < L}, Wu = {¢pay[l <1 < L} and
® = {¢|1 <1< L} represents the TORA-VIiT model with adapters and gated fusion. In Egs.
4.16 and 4.17, the trade-off ratio \ is temporarily omitted because each objective is optimized

alternately. In the second phase, we use a joint objective to optimize ¢ with A
min ALro(F; D) + (1 = A)Lace(F; D). (4.18)

Because the fusion module ¢ can be easily biased to the current object in the previous phase,
this phase aims to adjust ® with joint optimization and make the trade-off better correlated

with the demand ratio \.

4.3 Experiments

4.3.1 Settings

Pre-trained ViTs. We consider the vanilla ViT architecture proposed by Dosovitskiy
et al. (2020) in our experiments. The ViT-B/16 with 224 x 224 input size, 16 x 16 patch size,
768-dimension embedding, and 12 layers are used. We initialize the network with pre-trained

parameters provided by Steiner et al. (2021).

Training.  The existing ViT blocks are frozen during training. The adapters are optimized
with AdamW (Loshchilov and Hutter, 2019) optimizer on ImageNet-1K (Deng et al., 2009)
with a 0.0001 initial learning rate and step decay with a rate of 0.97. For adversarial training,
we use the single-step FGSM (Goodfellow et al., 2014) with ¢ = 1/255 to generate adversarial
examples. The model is trained for 9 epochs in total. In the first 6 epochs, the alternate
optimization in Eqgs. 4.16 and 4.17 is performed, which means each objective is optimized for

3 epochs. In the last 3 epochs, the joint optimization in Eq. 4.18 is performed.
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Evaluation.  For white-box attacks, we use single-step FGSM (Goodfellow et al., 2014)
and multi-step PGD (Madry et al., 2017) on ImageNet-1K. We follow Mao et al. (2022) and
use ¢ = 1/255, PGD with 5 steps, and step size 0.5/255. For natural adversarial examples,
we use ImageNet-A (Hendrycks et al., 2021b), which places the ImageNet objects in unusual
contexts or orientations. For out-of-distribution data, we use ImageNet-R (Hendrycks et al.,
2021a), which contains abstract or rendered versions of the object. For common corruption,
we use ImageNet-C (Hendrycks and Dietterich, 2019), which applies 19 common corruptions

in 5 categories (e.g., motion blur, Gaussian noise, fog, JPEG compression, etc.).

4.3.2 Comparison to Baseline Methods

In Table 4.1, we compare our TORA-ViT (categorized as “robust adapters”) to 4 categories of
baseline methods, including naturally trained CNNs, robust CNNs, naturally trained ViTs, and
robust ViTs. We report three different trade-offs of TORA-ViT in Table 4.1, including a most
balanced setting, which outperforms all the baselines, a setting for good natural accuracy, and
a setting for extremely high robustness against adversarial attacks. Other ratios are reported

and discussed in more detail in Table 4.2.

Our method performs well on both clean and robust tasks with A = 0.5. It outperforms
previous works on all metrics. This is our most balanced setting. Compared to the previous
best baseline methods, it improves natural accuracy on clean data by 0.3% than Swin-B;
improves accuracy under FGSM by 1.7%, accuracy under PGD by 8.1% and accuracy
on ImageNet-R by 7.6% than RVT-B*; improves accuracy on ImageNet-A by 2.8% than
PyramidAT-384; and reduce mCE on ImageNet-C by 10.6% than PyramidAT.

The model mainly focuses on natural accuracy when A = (0.1. Compared to naturally trained
ViTs, it improves the natural accuracy by 0.7% compared to the previous best model, i.e.,
Swin-B. Besides, in terms of robustness, it also reaches better performance than Swin-B under
PGD attack (2% higher accuracy) and on all ImageNet variants (10.7% and 11.0% higher
accuracy on ImageNet-A and -R, respectively, and 22.7% lower mCE on ImageNet-C). It is
only slightly lower than Swin-B under FGSM by 0.8%. Compared to robust ViTs, it is better
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Categories | Models Clean Attacks ImageNet Variants
FGSM PGD| A R C(])

ResNet-50 (He et al., 2016) 76.1 | 122 09 | 0.0 36.1 76.7

CNNs ResNeXt50-32x4d (Xie et al., 2017) 79.8 | 347 135 ]10.7 415 64.7
EfficientNet-B4 (Tan and Le, 2019) 83.0 | 446 18.5 263 47.1 71.1
ConvNeXt-B (Liu et al., 2022b) 83.8 - - 1367 51.3 46.8

ANT (Rusak et al., 2020) 76.1 | 17.8 3.1 | 1.1 39.0 630

Robust AugMix (Hendrycks et al., 2019) 775 | 202 3.8 | 3.8 410 653
CNNs Debiased CNN (Li et al., 2020c) 769 | 204 55 | 35 408 675
DeepAugment (Hendrycks et al., 2021a) 75.8 | 27.1 9.5 | 39 46.7 53.6
Anti-Aliased CNN (Zhang, 2019) 793 | 329 135 82 41.1 68.1

ViT-B/16 (Dosovitskiy et al., 2020) 72.8 - - 80 27.1 748

ViT-B/16 + CutMix (Dosovitskiy et al., 2020) 75.5 - - 148 285 64.1

ViT-B/16 + MixUp (Dosovitskiy et al., 2020) 77.8 - - | 122 349 6138

ViT-B/16 + AugReg (Steiner et al., 2021) 79.9 - - 175 382 525
ViT-B/16-384 + AugReg (Steiner et al., 2021) T || 81.4 - - 1262 38.2 582

ViTs PVT-Large (Wang et al., 2021) 81.7 | 33.1 7.3 |26.6 427 59.8
ConViT-B (d’Ascoli et al., 2021) 824 | 454 20.8 1290 484 469
DeiT-B/16 (Touvron et al., 2021) 82.0 | 464 213|274 449 485
T2T-ViT_t-24 (Yuan et al., 2021) 82.6 | 46.7 17.5|289 479 48.0

Swin-B (Liu et al., 2021) 834 | 492 213|358 46.6 544

PiT-B (Heo et al., 2021) 824 | 493 23.7 1339 437 482
PyramidAT (Herrmann et al., 2022) 81.7 - - 23.0 47.7 45.0
PyramidAT-384 (Herrmann et al., 2022) | 83.3 - - 36.4 46.7 47.8

Robust | RVT-B (Mao et al., 2022) 825 | 523 274|277 482 473
ViTs RVT-B* (Mao et al., 2022) 82.7 | 53.0 29.9 | 285 48.7 46.8
MAE-ViT-B (He et al., 2022) 83.6 - - 359 483 517
FAN-L-ViT (Zhou et al., 2022) 83.9 - - 342 531 433

Robust | TORA-ViT-B/16 (A = 0.1) 84.1 | 484 233 46,5 57.6 31.7
Adapters | TORA-ViT-B/16 (A = 0.5) 83.7 | 547 38.0 392 563 344
(ours) | TORA-VIT-B/16 (A = 0.9) 803 | 742 57.5 (222 537 41.6

TABLE 4.1. Performance on ImageNet-1K and variants. For performance
on clean ImageNet-1K, under adversarial attacks, on ImageNet-A, and on

ImageNet-R, the top-1 accuracy is reported. For performance on ImageNet-C,

the mean Corruption Error (mCE) is reported, which is the smaller the better
(marked by |).

t: “ViT-B/16-384 + AugReg” and “PyramidAT-384" use 384 x 384 inputs, and other models use 224 x 224

inputs.

than all of them in terms of natural accuracy and accuracy on ImageNet variants. Although

the performance under adversarial attacks is lower than robust ViTs, considering this is a

model trading robustness for accuracy, it is still remarkable to reach the best natural accuracy
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and the best robustness on ImageNet variants among our settings, which also outperforms all

the previous baseline methods, by sacrificing some robustness against adversarial attacks.

The adversarial robustness becomes the main target if we set A = 0.9. This setting im-
proves accuracy under FGSM by 21.2% and accuracy under PGD by 27.6% compared to
the previously best RVT-B*, which is a surprisingly large improvement in robustness against
adversarial attacks. This improvement sacrifices performance on clean data and ImageNet
variants. Compared to the most balanced setting with A = 0.5, its natural accuracy drops
3.4%, and its accuracy on ImageNet-A drops 17%. Although its robustness on ImageNet-R

and -C is also the worst among our settings, it is still better than previous baseline methods.

Another interesting observation about our method is that robustness on the three ImageNet
variants have a positive correlation with natural accuracy and a negative correlation with
robustness under adversarial attacks. This phenomenon also exists for other baseline methods,
although the correlations are not as strong as those in our method. For example, PiT reaches
the best robustness against adversarial attacks among ViTs, but its performance under other
kinds of perturbations is not the best; Anti-Aliased CNN reaches the best robustness against
adversarial attacks among robust CNNs, but its robustness on ImageNet-R and -C is worse
than DeepAugment. This also demonstrates the importance of controlling the trade-off when
applying adversarial training because robustness to adversarial attacks is only one aspect of
robustness, and the robustness to other kinds of perturbations is not always improved together

with it.

4.3.3 Classification Heads and Trade-off Ratios

Our TORA-VIT uses two kinds of adapters and tokens to extract different features, and each
token corresponds to a corresponding classification head. To decide on final predictions, we
use their average outputs for joint prediction. To better understand the behaviors of the two
kinds of heads, the performance of each head along with the joint prediction with different A

are reported in Table 4.2.
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Attacks ImageNet Variants
FGSM PGD | A R C(])

Acc. | 84.15 | 47.96 22.08 | 45.75 56.79 32.61
0.1 | Rob. | 83.89 | 48.54 24.89 | 46.33 57.38 31.89

Joint | 84.10 | 48.44 23.26 | 46.73 57.64 31.69

Acc. | 83.79 | 50.42 3242|4205 56.17 33.77
0.3 | Rob. | 83.36 | 53.73 35.62 | 42.32 56.49 33.19

Joint | 84.03 | 51.85 33.84 | 42.45 56.72 32.91
Acc. | 83.38 | 53.41 36.58 |38.93 55.80 35.29
0.5 | Rob. | 83.01 | 56.19 39.78 | 38.85 56.12 34.73
Joint | 83.66 | 54.75 37.99 | 39.23 56.27 34.44
Acc. | 80.80 | 63.70 49.89|23.64 54.09 42.27
0.7 | Rob. | 80.37 | 67.37 52.23|23.59 54.04 42.13
Joint | 81.11 | 65.75 50.99 | 23.68 54.29 41.55

Acc. | 80.66 | 70.02 56.10 | 22.69 53.64 42.30
0.9 | Rob. | 80.04 | 74.24 58.34 | 2237 53.39 42.11

Joint | 80.34 | 74.19 57.50 | 22.21 53.67 41.56

A | Head | Clean

TABLE 4.2. Performance of different heads and their joint prediction with
different \.

Firstly, the natural accuracy and robustness against adversarial attacks are well correlated to
the trade-off ratio \. Furthermore, the accuracy head and robustness head also perform con-
sistently on these two kinds of metrics. To be specific, the accuracy head always outperforms
the robustness head on clean data, and the robustness always outperforms the accuracy head

under attacks.

However, the behaviors change under other perturbations. As aforementioned in Section 4.3.2,
the robustness against other kinds of perturbations is not always positively correlated with
robustness against adversarial attacks. When A < 0.5, the robust head can still consistently
outperform the accuracy head on all 5 kinds of perturbations. When A = 0.5, the accuracy
head outperforms the robust head on ImageNet-A (natural adversarial examples). When
A > 0.5, the accuracy head outperforms the robust head on ImageNet-A and ImageNet-R
(out-of-distribution data). The robustness head consistently performs better than the accuracy

head on ImageNet-C (common corruptions).
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. FLOPs Params GPU Attacks ImageNet Variants

A | Tuning Clean
(G) (M)  Hours FGSM PGD| A R C(})
Head only 17.6 88.1 1555 80.2 | 41.1 155 |22.1 420 569

Single adapter | 17.8 88.3 1555 | 825 | 409 15.1 369 483 46.2
AdapterFusion | 24.9 111.2 19.63 | 822 | 46.2 22.6 |364 522 355
TORA-ViT 260 111.2 19.82 | 84.1 | 484 233|465 57.6 31.7

Head only 17.6 88.1 1555 | 79.0 | 42.0 163|129 40.2 625
Single adapter | 17.8 88.3 1555 | 723 | 53.1 30.1 | 3.1 214 78.7
AdapterFusion | 24.9 1112 19.69 | 79.5 | 66.2 553|204 51.7 429
TORA-VIT 26.0 111.2 19.83 || 803 | 74.2 57.5 (222 537 41.6

0.1

0.9

TABLE 4.3. Comparison of different tuning methods.

Overall, we can conclude that when the natural accuracy is high, adversarial training indeed
contributes more to the robustness against perturbations other than adversarial attacks. How-
ever, if the natural accuracy drops, the contribution of adversarial training to those kinds of
robustness also reduces. Therefore, from this point of view, controlling the trade-off between
robustness and accuracy is also crucial for the overall robustness against various kinds of

perturbations.

4.3.4 Tuning Methods

As we design a new tuning method for ViTs, which considers the trade-off between robustness
and accuracy via leveraging the robust non-predictive and predictive non-robust features,
it is meaningful to compare our method with existing methods that are agnostic to this
characteristic of features. In Table 4.3, we compare our TORA-ViT with three other tuning
methods, including tuning a new classification head only, tuning a single new adapter for
robustness, and tuning two new adapters with AdapterFusion. Our model has a similar
number of FLOPs and parameters with AdapterFusion, and our method only requires 0.16
more GPU hours to train, which is approximately 10 minutes. Although the heads-only and
single adapter tuning are very lightweight, their performance is not as good as our method

and AdapterFusion.
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In terms of performance, the weakest method is tuning a new head only. Although it is
easy for the new head to maintain competitive accuracy, it is hard to improve its robustness.
Because the entire model except the head is frozen, the extracted features cannot be changed.
It is hard to train a robust classification head on top of non-robust features. When using a
single adapter, it’s hard to control the trade-off. For example, when )\, the natural accuracy of
the single adapter drops dramatically to only 72.3%, which is the lowest among all the four
methods, but its performance under adversarial attacks is only better than using a new head
only. Besides, its performance on the three ImageNet variants is also poor. AdapterFusion is
the strongest among the three baselines, but it only has attention at the adapter level, which
is agnostic of the robust and predictive features. In contrast, our TORA-ViTs reach the best
performance with the trade-off-aware patches-level attention, which can distinguish robust
and predictive features. We will further demonstrate the ability of TORA-ViTs to distinguish

the two kinds of features via visualization in Section 4.3.5.

4.3.5 Visualization of Attention Maps

We visualize attentions for different adapters in Fig. 4.3. We extract attention scores after
the softmax in the gated fusion. They are R>*V*V tensors, where the first dimension is
2 corresponding to 2 adapters, and the remaining dimensions are /N corresponding to the
number of tokens (including accuracy/robustness tokens and patch tokens). We average
scores for each token to get a R?*" matrix. Average scores in all blocks are multiplied to get

accumulated attention maps of the entire network.

We find the accuracy adapter focuses more on context, and the accuracy adapter focuses
more on the object to be classified. When A = 0.1 and the model focuses on accuracy, the
features yielded by the accuracy adapter have higher attention scores, and the robustness
adapter only has a few highlights in the attention maps. However, we can still see those
highlights mainly fall in the region of the main object. When A = 0.9 and the model focuses
on robustness, the features yielded by the robustness adapter have higher attention scores, and
those attentions overlap the main object. In this case, the accuracy adapter only has a little

attention to the context. If we consider a more balanced trade-off ratio, i.e., A = 0.5, we can
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Image

FIGURE 4.3. Visualization of the attentions for different adapters in the gated
fusion module with various ratios A. The blue-white-red color map is used,
where red represents high attention, and blue represents low attention. As can
be seen, the features yielded by the accuracy adapter focus more on context,
and in contrast, the features yielded by the robustness adapter focus more on
the main object to be classified. This is consistent with the theory of robust
non-predictive and predictive non-robust features.

find this phenomenon is clearer. The magnitude of attention of the robustness adapter and
the accuracy adapter are similar but are distributed in different regions; the accuracy adapter

focuses more on the context, and the robustness adapter focuses more on the object.

If we also take into account Table 4.2, we can find that high attention to the context of the
accuracy adapter won’t reduce its accuracy. The accuracy on clean data of the accuracy
adapter consistently outperforms the robustness adapter, even when A = 0.9, and it only
has a few attentions on the context. In contrast, we can find such focus on context makes it

non-robust under adversarial attacks.
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4.4 Chapter Summary

In this chapter, we propose the Trade-off between Robustness and Accuracy of Vision
Transformers (TORA-ViTs). TORA-ViTs is inspired by the theory of predictive non-robust
and robust non-predictive features. By introducing two different adapters, including an
accuracy adapter and a robustness adapter, TORA-ViTs is able to extract both predictive
and robust features. To combine the two kinds of features in a trade-off-aware manner, an
attention-based gated fusion module is further proposed. It takes the outputs of ViT blocks as
queries and utilizes the attention mechanism to combine features. Experiments on ImageNet
with various robust benchmarks demonstrate that our TORA-ViTs can efficiently improve
the robustness of naturally pre-trained ViTs while maintaining competitive natural accuracy.
Visualization of the attention map in the gated fusion module empirically proves the theory of

robust non-predictive features and predictive non-robust features.



CHAPTER 5

Harnessing Edge Information with the EdgeNet

5.1 Motivation

Previous research (Geirhos et al., 2018; Li and Xu, 2023) suggests that the vulnerability of
high-accuracy DNNs to perturbations is rooted in their heavy reliance on irrelevant and non-
robust features such as textures and backgrounds. In contrast, robust DNNs should instead
base their predictions on relevant and robust features that pertain to shapes and foreground
elements within the images. However, Tsipras et al. (2018) point out that these moderately
correlated features, while robust, can adversely affect accurate predictions, making them both
robust and non-predictive. Conversely, the key to improving natural accuracy lies in utilizing
weakly correlated and non-robust features, which, despite lacking adversarial robustness,
exhibit predictive capability. Therefore, improving the adversarial robustness of a DNN

without compromising its natural accuracy is challenging.

Based on the aforementioned theorem and the existence of high-accuracy, large-scale pre-
trained models, the enhancement of adversarial robustness in naturally pre-trained models
has emerged as a prominent subject. Recently, Li and Xu (2023) leverage the capabilities
of a fine-tuning technique known as Adapter (Houlsby et al., 2019), effectively enhancing
adversarial robustness with an affordable training cost. However, a drawback is also obvious.
Through the incorporation of a fusion module to balance predictive and robust features, their
model requires tuning a hyper-parameter to manage a trade-off. In certain scenarios, natural

accuracy is compromised to enhance robustness and vice versa.

54
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In this chapter, we present an alternative approach wherein, rather than directly augmenting
parameters to the backbone network, we introduce a mechanism for integrating specific
information extracted from the original images into the intermediate layers of the backbone
network. To be specific, our novel approach highlights the potential of edge information
extracted from images. This edge information holds the capability to furnish relevant and
robust features pertaining to shapes and foreground elements within the images. These fea-
tures, when integrated, assist pre-trained DNNs in achieving improved adversarial robustness

without compromising their natural accuracy in classifying clean images.

To achieve this objective, we propose the incorporation of a side branch named EdgeNet. This
lightweight, plug-and-play network can seamlessly integrate into existing pre-trained deep
models, including state-of-the-art models such as Vision Transformers (ViTs) (Dosovitskiy
et al., 2020). Our EdgeNet operates by processing edge information extracted from input
images. This process yields a set of robust features that can be strategically injected into
the intermediary layers of the frozen backbone DNNs. This augmentation empowers the
network to boost its defenses against adversarial perturbations while sustaining its accuracy

in recognizing unaltered clean images.

The building blocks feature a "sandwich" architecture, comprising two zero convolutions
(Zhang and Agrawala, 2023) at both the input and output, sandwiching a ViT block in the
middle. These two zero convolutions selectively transmit relevant inputs to the intermediate
block and inject relevant outputs into the pre-trained backbone. Furthermore, the zero
convolution at the output position ensures that the information injected into the backbone

initiates from a zero point, thereby ensuring the stability and trainability of our method.

Our approach incurs minimal additional computational overhead, comparable to using Ad-
apters for fine-tuning ViT. Firstly, obtaining edge information through conventional edge
detection algorithms, such as the well-known Canny edge detector (Canny, 1986), incurs
only marginal computational costs compared to DNNs. Furthermore, our EdgeNet-ViT-
B/16, which incorporates 4 new blocks, is composed of 119.9M parameters and involves
24.37G floating-point operations (FLOPs). In contrast, the TORA-V1T-B/16 model, relying
on Adapters, consists of 111.2M parameters and requires 26.0G FLOPs (Li and Xu, 2023).
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Our approach achieves reduced computational overhead while slightly increasing memory
consumption. This affordability, combined with its effectiveness, positions EdgeNet as a

compelling tool for enhancing DNN robustness in a resource-efficient manner.

Our experiments cover a wide range of robust benchmarks, including white-box and black-
box adversarial attacks on ImageNet-1K, employing FGSM (Goodfellow et al., 2014) and
PGD (Madry et al., 2017). The robustness of our EdgeNet extends beyond adversarial
attacks to encompass scenarios that involve natural adversarial examples in ImageNet-A
(Hendrycks et al., 2021b), out-of-distribution data in ImageNet-R (Hendrycks and Dietterich,
2019), and common corruptions in ImageNet-C (Hendrycks et al., 2021a). In particular, our
EdgeNet demonstrates slightly superior or comparable performance to the most balanced
configuration (A = 0.5) of TORA-ViTs across clean ImageNet-1K and ImageNet-A/R/C
datasets. Furthermore, it achieves significantly improved accuracy under FGSM and PGD
attacks (69.8% compared to 54.7% and 48.8% compared to 38.0%, respectively). The results

reveal that our EdgeNet effectively enhances the robustness of pre-trained ViTs.

5.2 Methodology

Firstly, we provide a brief overview of adversarial training as a preliminary. Then, we
illustrate the integration of edge information into the backbone and introduce the architecture
of building blocks in our EdgeNet. Finally, we provide the necessary details of the edge

detection algorithm and establish our joint optimization objective.

5.2.1 Preliminary: Adversarial Training

The common method for achieving robustness of a DNN ¢ = f(x) against adversarial
attacks is adversarial training. This method involves formulating the training objective in a
minimax form, wherein the goal is to minimize the loss to discover the optimal model while
concurrently maximizing the loss to identify the optimal adversarial examples

fr= arg;ninE(m,y)ND max ((f(z),y)], G.D

x'eBp(x,e)
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where f* is the robust model resulting from adversarial training,  and y represent images
and labels sampled from a training distribution D, and B,(x,¢) = {«' : ||z — &'||, < ¢}
defines a ball covering all allowed adversarial examples ', with the clean image « as its
center, the allowed magnitude of perturbation ¢ as its radius, and the /,-norm serving as a

measure of distance.

5.2.2 Integration of Edge Information

In Eq. 5.1, the model f(-) solely considers the images x (for clean examples) or ' (when
subjected to an attack). We propose to integrate edge information into the model, enhancing

the performance of the model
y=flze), (5.2)

where e is the edge obtained by e = Edge(x), and Edge(-) is an edge detection algorithm,

such as the Canny edge detector.

We start with a backbone network composed of L building blocks as expressed in the following
equation

fb:{fg”,z:L...,L}, (5.3)
where each building block fb(l) : h;_y — h; maps the previous layer’s representation h;_; to

the subsequent one h;. We enhance the backbone architecture by introducing an additional

set of L. blocks capable of processing edge information, which we refer to as EdgeNet

fo={f1e1,...,L}, (5.4)

where each building block fe(l) : e;_1 +—> €; are mappings similar to fb(l) but deals with

edge-related features e;.

In order to control the scale of the new blocks, we introduce a hyper-parameter /N, which
determines the insertion interval for incorporating these additional blocks. This is achieved

through the relationship L. = L/N. More specifically, when considering each building block
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FIGURE 5.1. The architecture of our EdgeNet with ViT as the backbone. We
employ an interval of /V, signifying the addition of one EdgeNet block for
every N x ViT blocks. Each EdgeNet block features a "sandwich" architecture,
commencing with zero convolutions at both the input and output to initialize
them with zeros. The output of each EdgeNet block is integrated into the inter-
mediate layer of the ViT backbone through element-wise addition. Throughout
the optimization process, the backbone remains frozen while the EdgeNet and
classification head undergo training.
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indexedby [ =1,..., L, we have

h; = h;+ ey n if lmod N is 0,
(5.5

h, = h, otherwise.

1+1)

h; is then used as the input to the [ + 1 block fb( . Fig. 5.1 demonstrates the overall

architecture of this framework.

5.2.3 EdgeNet Building Blocks

We implement a "sandwich" architecture for each building block in our EdgeNet framework,
as depicted in Fig. 5.1. To be specific, we add zero convolutions Z(-) (Zhang and Agrawala,
2023) to both the input and output of each block. Nestled between the two zero convolutions,
we place a ViT block 7 () with randomized initialization, maintaining the same architecture

as those found in the backbone
e =20 (TU) (ijf (eH)>) . (5.6)

Zero convolutions are defined as 1 x 1 convolution layer with both weight and bias initialized
with zeros. Therefore, the input to the intermediate ViT block and the output of the EdgeNet

building block are both start with zero.

Utilizing zero inputs, Zi(xll)(-) functions as a filter for extracting information related to the

optimization objective. Employing zero outputs, Z 9 (+) functions as a filter for determining

out
information to be integrated into the backbone. Furthermore, the addition of zeros to the
backbone at the beginning ensures that the information flow within the backbone remains

unaffected. Consequently, the subsequent fine-tuning of EdgeNet is significantly streamlined.

5.2.4 Edge Detection

We utilize the Canny edge detector (Canny, 1986) for edge detection. Firstly, the image
is processed with a Gaussian filter to reduce noise and smooth the intensity variations.

Subsequently, the gradient magnitude and direction are computed using convolution with
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Sobel filters. The gradient direction helps determine the orientation of the edges. Non-
maximum suppression is then applied to thin out the edges by retaining only the local maxima
in the gradient magnitude along the gradient direction. Finally, a double thresholding step
categorizes the edge pixels as strong, weak, or non-edges. Strong edges are retained, while

weak edges are subjected to connectivity analysis to determine if they should be preserved.

Within the double thresholding phase, we employ the following equations to automatically

determine the lower and upper thresholds

lower = max(0, 0.7 x median_value), (5.7)

upper = min(255, 1.3 x median_value), (5.8)

where median_value is the median value of pixels obtained from the previous step.

5.2.5 Joint Optimization

During the training process, the pre-existing ViT blocks and the patch embedding layer within
the backbone remain fixed and undergo no updates. The optimization objective solely focuses
on the new ViT blocks and patch embedding layer introduced for edge features, in addition to

the classification head within the backbone.

Considering that our primary focus is not directed toward balancing the trade-off between
accuracy and robustness, we adopt a simplified joint optimization objective
minEe,)p |0 - (f(2, Edge(w)).y) + 5 max ¢ (f(a', Bdge(a)), y)] . (5.9
x'€By(x,e
where « is the weight for accuracy and [ is the weight for robustness. The cross-entropy
loss is used for (-, -). Through the adjusting of o and 3, we can fine-tune our EdgeNet in
a manner that enhances its robustness, meanwhile ensuring that the accuracy won’t drop

significantly.
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ImageNet Image 1 Edge

FIGURE 5.2. Instances selected from ImageNet-1K, -A, -R, and -C, accom-
panied by their respective edges extracted by the Canny edge detector.

5.3 Experiments

5.3.1 Settings

Pre-trained ViTs. In our experiments, we adopt the vanilla ViT architecture introduced
by Dosovitskiy et al. (2020). In our specific approach, we employ the ViT-B/16 variant,
which is characterized by several key parameters. This variant encompasses an input size of
224 x 224 pixels, with each image divided into patches of dimensions 16 x 16. The embedding
dimension is set at 768, and the architecture is comprised of a total of 12 blocks. To initialize

the network, we employ pre-trained parameters made available by Steiner et al. (2021).

Training.  For the joint training objective in Eq. 5.9, we set the hyper-parameters o = 1.2
and S = 0.8. We use FGSM with [.-norm for adversarial training and adopt a perturbation
magnitude of ¢ = 1/255. We use the SGD optimizer, with a fixed learning rate of 1 x 107%, a

momentum of 0.9, and a weight decay of 2 x 107°.
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Evaluation.  Our evaluations cover 5 distinct settings.

1. We initiate our analysis by addressing white-box attacks. To investigate the robust-

ness of our model, we employ both single-step FGSM (Goodfellow et al., 2014) and
multi-step PGD (Madry et al., 2017) on the ImageNet-1K dataset. Consistent with
Mao et al. (2022), we adopt a l.-norm and a perturbation magnitude of ¢ = 1/255
for both FGSM and PGD. For PGD, we execute it for 5 steps, using a step size of
0.5/255.

. Moving on, we delve into the realm of black-box attacks. Initially, the ViT backbone

is used to generate adversarial perturbations to attack our EdgeNet-ViT. Subsequently,
we employ a ResNet-50 model to generate adversarial perturbations to attack both

the ViT backbone and our EdgeNet-ViT.

Expanding the scope beyond adversarial attacks, we extend our evaluations to assess the

robustness of our EdgeNet-ViT in broader scenarios.

3. In the domain of natural adversarial examples, we use the ImageNet-A dataset

(Hendrycks et al., 2021b). This dataset places the ImageNet objects in unusual
contexts or orientations, challenging the model’s adaptability to unconventional

scenarios.

. In the domain of out-of-distribution data, we use the ImageNet-R dataset (Hendrycks

et al., 2021a). This dataset contains abstract or rendered versions of objects, probing

the model’s capacity to generalize beyond its trained data distribution.

. In the domain of common corruptions, we use the ImageNet-C dataset (Hendrycks

and Dietterich, 2019), which applies 19 common corruptions categorized into 5
groups (e.g., motion blur, Gaussian noise, fog, JPEG compression, etc.), mimicking

real-world distortions that a model might encounter.

lustrations of samples sourced from ImageNet-1K, -A, -R, and -C, along with their corres-

ponding edges extracted by the Canny edge detector, are presented in Fig. 5.2.
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# Intervals | # New Blocks | FILOPs  Params  Throughput a | Attacks | ImageNet Variants
(G) (M) (Images/Sec) |FGSM PGD| A R C(})

1 12 37.88 186.14 375.16 834 | 69.0 480|395 568 343

3 4 24.37 119.99 543.40 83.7 | 698 48.8 [39.6 569 344

6 2 21.00 103.45 601.64 833 | 66.8 463 |37.6 572 35.0

- |0 [ 1760 881 63581 | 802 | 411 155|221 420 569

TABLE 5.1. The performance of EdgeNet across varying scales. The "#
Intervals" determines the frequency of adding a new block in relation to
existing ones, while "# New Blocks" denotes the total number of added blocks.
We also include results achieved by fine-tuning the classification head of the
backbone for comparison (the last row).

5.3.2 Different Scales of EdgeNet

As we introduce an interval hyper-parameter, we manipulate its value to adjust the scale of
EdgeNet. We present the performance of EdgeNet across different scales on the aforemen-
tioned benchmarks alongside reporting metrics such as the count of floating-point operations
(FLOPs), the number of parameters, and the inference throughput (measured in images per
second). We assess the throughput using a single NVIDIA RTX4090 GPU with 24GB of
memory. As we maintain the backbone blocks in a frozen state and solely optimize our
newly introduced blocks while fine-tuning the classification head, we establish a baseline
by including the ViT-B/16 backbone. In this baseline, no new blocks are added, but the

classification head is fine-tuned. The results are reported in Table 5.1.

When incorporating a total of 12 new blocks into the model, a substantial increase in computa-
tional overhead is observed. Additionally, the convergence of the model becomes challenging
under these circumstances. While the inclusion of a larger number of new blocks results in
improved performance compared to inserting only 2 new blocks, it falls short in performance
when compared to the outcome of inserting 4 new blocks. In contrast, introducing 4 new
blocks emerges as the most optimal configuration for EdgeNet, yielding its peak performance.
This configuration does exhibit a slightly elevated computational overhead, yet it retains a
commendable throughput, albeit slightly lower than the setup with only 2 new blocks (approx-
imately 58.24 images/second lower). When incorporating a mere 2 new blocks, the achieved

enhancement is not as pronounced as what is observed when inserting 12 or 4 new blocks.
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However, this configuration still outperforms the scenario of fine-tuning the classification

head in isolation.

Taking into account both classification performance and computational considerations, we
identify the configuration with # Intervals = 3 as the optimal setting. In this configuration,
EdgeNet achieves significantly improved clean accuracy and robustness compared to the
baseline, albeit at the expense of approximately 14.5% reduction in throughput. It strikes a
balanced compromise between classification performance, computational requirements, and
robustness. This configuration demonstrates substantial gains in clean accuracy and robustness

over the baseline while maintaining a reasonable trade-off in terms of computational efficiency.

5.3.3 Comparison to Baseline Methods

Table 5.2 presents a comprehensive comparison between our proposed EdgeNet and 5 distinct
categories of baseline methods. These categories encompass naturally trained and robust
CNNgs, naturally trained and robust ViTs, along with robust fine-tuned ViTs evaluated across
various benchmarks. The reported metrics include accuracy under adversarial attacks (FGSM
and PGD), on ImageNet-A, and on ImageNet-R. Additionally, the mean Corruption Error
(mCE) is reported for ImageNet-C, with lower values indicating better performance. As can
be seen, our method showcases superior performance when subjected to both FGSM and
PGD attacks. Meanwhile, our approach attains similar levels of performance on the clean
ImageNet-1K dataset and its variants when compared to baseline methods from previous

research.

We commence by comparing our EdgeNet with the robust fine-tuning method. When com-
pared to the most balanced setting of TORA-ViT-B/16, indicated by A = 0.5, we observe
remarkable enhancements in accuracy under FGSM and PGD attacks, registering improve-
ments of 15.1% and 10.8%, respectively. This performance augmentation is achieved while
maintaining the same level of clean accuracy (83.7%). Furthermore, when considering Im-
ageNet variants, our EdgeNet exhibits accuracy gains of 0.4% for ImageNet-A and 0.6%

for ImageNet-R while consistently preserving the identical mCE for ImageNet-C. When
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Categories | Models Clean Attacks ImageNet Variants
FGSM PGD | A R C()

ResNet-50 (He et al., 2016) 76.1 122 09 | 0.0 36.1 76.7

CNNs ResNeXt50-32x4d (Xie et al., 2017) 79.8 | 347 135 ]10.7 415 64.7
EfficientNet-B4 (Tan and Le, 2019) 83.0 | 446 185|263 471 71.1
ConvNeXt-B (Liu et al., 2022b) 83.8 - - 1367 51.3 46.8

ANT (Rusak et al., 2020) 76.1 178 3.1 | 1.1 39.0 63.0

Robust AugMix (Hendryc.ks et al., 2019) 775 | 202 38 | 3.8 41.0 653
CNNs Debiased CNN (Li et al., 2020c) 769 | 204 55 | 35 408 675
DeepAugment (Hendrycks et al., 2021a) 758 | 27.1 95 | 39 46.7 53.6
Anti-Aliased CNN (Zhang, 2019) 793 | 329 135 | 82 41.1 68.1

ViT-B/16 (Dosovitskiy et al., 2020) 72.8 - - 8.0 27.1 748

ViT-B/16 + CutMix (Dosovitskiy et al., 2020) | 75.5 - - | 148 285 64.1

ViT-B/16 + MixUp (Dosovitskiy et al., 2020) | 77.8 - - | 122 349 618

ViT-B/16 + AugReg (Steiner et al., 2021) 79.9 - - | 17.5 382 525
PVT-Large (Wang et al., 2021) 81.7 | 33.1 7.3 1266 4277 59.8

ViTs ConViT-B (d’Ascoli et al., 2021) 824 | 454 20.8 129.0 484 469
DeiT-B/16 (Touvron et al., 2021) 82.0 | 464 213 (274 449 485
T2T-ViT_t-24 (Yuan et al., 2021) 82.6 | 46.7 17.5 289 479 48.0

Swin-B (Liu et al., 2021) 83.4 | 492 213|358 46.6 544

PiT-B (Heo et al., 2021) 824 | 493 23.7 |339 437 482
PyramidAT (Herrmann et al., 2022) 81.7 - - 123.0 477 450
PyramidAT-384 (Herrmann et al., 2022) 83.3 - - 364 46.7 47.8

Robust | RVT-B (Mao et al., 2022) 82.5 | 523 274|277 482 473
ViTs RVT-B* (Mao et al., 2022) 82.7 | 53.0 29.9 |28.5 48.7 46.8
MAE-ViT-B (He et al., 2022) 83.6 - - 1359 483 517
FAN-L-ViT (Zhou et al., 2022) 83.9 - - 342 531 433
TORA-ViIT-B/16 (A = 0.1) (Li and Xu, 2023) || 84.1 | 484 233 |46.5 57.6 31.7

Robust | TORA-VIiT-B/16 (A = 0.5) (Li and Xu, 2023) || 83.7 | 54.7 38.0 |39.2 563 344
Fine-tuning | TORA-ViT-B/16 (A = 0.9) (Li and Xu, 2023) | 80.3 | 742 57.5 222 537 41.6
EdgeNet-ViT-B/16 (Ours) 83.7 | 69.8 48.8 |39.6 569 344

TABLE 5.2. Evaluation of baseline methods on ImageNet-1K and its variants
(A, R, and C). The top-1 accuracy is used to assess performance on clean
ImageNet-1K, under adversarial attacks (FGSM and PGD), on ImageNet-
A, and -R. In the case of ImageNet-C, the focus is on the mean Corruption
Error (mCE), where lower values indicate better performance (marked by |).
“ViT-B/16-384 + AugReg” and “PyramidAT-384" employ input dimensions
of 384 x 384 inputs, while the remaining models utilize input dimensions of
224 x 224.

compared to TORA-ViT-B/16 with A = 0.1, we have slightly lower clean accuracy (0.4%).
This is because this model is fine-tuned for better performance on natural images. Therefore,

our improvements in terms of adversarial robustness are even larger. We improve accuracy

under FGSM and PGD attacks by 21.4% and 25.5%. We also have slightly lower performance



66 5 HARNESSING EDGE INFORMATION WITH THE EDGENET

on ImageNet variants because they find their performance on ImageNet variants is correlated

to clean accuracy instead of adversarial robustness.

In comparison to TORA-ViT-B/16 employing A = 0.1, our clean accuracy exhibits a minor
decrease of 0.4%. This diminishment can be attributed to the fact that this version of
TORA has been fine-tuned for optimized performance on natural images. Consequently,
our pronounced advancements in terms of adversarial robustness are even more notable.
Under FGSM and PGD attacks, our approach displays substantial improvements, improving
accuracy by 21.4% and 25.5%, respectively. Additionally, our performance is slightly lower
than theirs when assessed on ImageNet variants. This can be attributed to the observation that
their performance on ImageNet variants is closely associated with clean accuracy rather than

adversarial robustness.

In the final setting of TORA-ViT-B/16, denoted by A = 0.9, which is their most robust
setting. Although their accuracy against FGSM and PGD attacks sees an increase of 4.4%
and 8.7%, respectively, this progress comes at the expense of a 3.4% reduction in clean
accuracy. Additionally, in comparison to our approach, their performance on ImageNet
variants experiences relative drops of 17.4%, 3.2%, and 7.2%. Finally, we would like to
emphasize once again that TORA controls a trade-off by introducing a specialized module
into the backbone network to control the balance between robust features and predictive
features. In contrast, our method aims to enhance robustness by introducing edge information
without altering the backbone network itself. Therefore, in a fair comparison against their
most balanced setting (A = 0.5), our improvements are even more significant. However, even
when compared to their favorably biased models, it is evident that our performance gap in
their advantageous metrics is minimal, while our enhancements are more pronounced in their
weaker aspects. In summary, our approach represents a more comprehensive, unbiased, and

balanced model.

In addition to the robust fine-tuning, our EdgeNet outperforms all the other previous ap-
proaches under adversarial attacks and on the ImageNet variants. In terms of clean perform-

ance, our performance is only slightly lower than ConvNext-B4 and FAN-L-ViT for 0.1% and
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Source Defense Valid Acc. (%)
Model Model FGSM ‘ PGD
ViT-B/16 | ViT-B/16 35.03 | 14.26
ViT-B/16 | EdgeNet-ViT-B/16 | 74.41 | 70.32
ViT-S/16 | ViT-B/16 74.09 | 75.59
ViT-S/16 | EdgeNet-ViT-B/16 | 79.34 | 80.09
ViT-L/16 | ViT-B/16 78.31 | 77.29
ViT-L/16 | EdgeNet-ViT-B/16 | 80.62 | 80.18
Swin-B | ViT-B/16 82.94 | 82.40
Swin-B | EdgeNet-ViT-B/16 | 83.24 | 82.96

TABLE 5.3. The validation accuracy under black-box attacks on ImageNet-1K.
Using ViT-B/16 as both the source model and defense model is equivalent to a
white-box attack, which is included here solely for the purpose of comparison.

0.2%, respectively. These differences are very marginal. Furthermore, our clean performance

surpasses that of other previous methods.

5.3.4 Black-box Attacks

In the previous experiments, white-box attacks are investigated, involving scenarios where
the attacker possesses access to the parameters of target models. In Table 5.3, we extend our
analysis to a more realistic black-box attack scenario, where the assumption is made that the
attacker lacks access to the parameters of the target models. We consider various models as the
source model for generating adversarial perturbations. These models encompass the backbone
ViT-B/16, as well as two of its size variants, namely ViT-S/16 (a smaller version) and ViT-L/16
(a larger version). Furthermore, we include another Vision Transformer architecture known

as Swin-B in our considerations.

Initially, we consider attacks using ViT-B/16, the backbone itself, as the source model.
The results show that when EdgeNet is incorporated as an additional component, attacks
originating from the backbone no longer successfully compromise our model, increasing the
classification accuracy from 35.03% to 74.41% under FGSM and from 14.26% to 70.32%
under PGD respectively.
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\ Attacks \ ImageNet Variants
Input || Clean

FGSM PGD| A R C({)
Image | 82.7 | 644 47.0 322 56.1 372
Edge || 83.7 | 69.8 48.8 |39.6 569 344

TABLE 5.4. The performance of integrating image or edge information into
the backbone.

When utilizing other models as the source model, it becomes evident that our EdgeNet demon-
strates effective defense against these attacks, showcasing stronger robustness compared to
the ViT-B/16 backbone itself. Furthermore, it is noteworthy that even when employing the
Swin-B with a different architecture as the source model, both the ViT-B/16 backbone and our
method exhibit substantial robustness. However, even in this scenario, our approach manages

to further enhance the backbone’s robustness.

5.3.5 Integrating Image or Edge Information

In order to illustrate the effectiveness of incorporating edge information, we conduct an
experiment by replacing the inputs to EdgeNet with images. For this configuration, we
maintain the exact same architecture and hyper-parameters for the new blocks, opting for
the optimal # Intervals = 3 setting. As shown in Table 5.4, both the integration of images
and edge information yield performance improvements compared to the classification head
fine-tuning method presented in Table 5.1. Furthermore, it is noteworthy that the integration
of edge information consistently outperforms the integration of image information. This is
because integrating image information again may have redundancy in relation to the image

features already present within the backbone.

5.4 Chapter Summary

In this chapter, we have uncovered a significant pathway to enhance the robustness of
Deep Neural Networks, specifically Vision Transformers, against adversarial attacks. By

leveraging edge information extracted from images, we developed EdgeNet, a lightweight
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and seamlessly integrable module that brings about improved adversarial robustness. The
efficiency of EdgeNet, demonstrated through minimal additional computational overhead and
wide applicability across various robust benchmarks, makes it a compelling advancement
in the field. The experiment results, including superior performance against different types
of adversarial attacks and maintained accuracy on clean images, underline the potential of
edge information as a robust and relevant feature in vision classification tasks. Notably, the
robustness of EdgeNet extends beyond adversarial attacks to scenarios involving natural
adversarial examples (ImageNet-A), out-of-distribution data (ImageNet-R), and common
corruptions (ImageNet-C). This broader application underlines EdgeNet’s versatility and its

potential as a comprehensive solution for diverse challenges in vision classification tasks.



CHAPTER 6

Adapting Neural Architectures for OOD Generalization

6.1 Motivation

Neural architecture search (NAS) aims to automate the design of neural network architectures.
Recently, convolutional neural networks (CNNs) designed using NAS methods have surpassed
the performance of manually designed architectures. However, early NAS methods are
computationally intensive due to their need for training and evaluating a large number of
architectures (Shah et al., 2018; Zoph et al., 2018). As a result, conducting architecture
searches directly on large-scale benchmarks like ImageNet becomes intractable. Therefore,
many NAS methods perform searches on proxy tasks, such as CIFAR-10, before retraining
the obtained architectures on ImageNet. However, even on CIFAR-10, most methods still

require thousands of GPU days.

In recent years, significant efforts have been made to reduce the computational cost of NAS.
Notably, research on differentiable approaches for architecture search (Liu et al., 2018) has
reduced the search cost on the small-scale CIFAR-10 dataset to just several GPU days or
even a few GPU hours. DARTS (Liu et al., 2018) relaxes the discrete NAS search space
into continuous architecture parameters and constructs a supernetwork by weighting all
candidate operations. In this supernetwork, both network weights and architecture parameters
can be jointly optimized using gradient descent. The search cost of DARTS on CIFAR-
10 is only 1 GPU day, but the parallel optimization of all candidate operations requires
a large amount of GPU memory. GDAS (Dong and Yang, 2019) addresses this issue by

introducing a differentiable sampler that selects a single operation per connection in each
70
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epoch. This dramatically reduces GPU memory usage, allowing the search to be completed

in approximately 4 to 5 GPU hours, depending on the specific settings.

Despite the success in efficiently searching for architectures with strong in-distribution (ID)
performance on small-scale proxy datasets, a fundamental problem remains: the architec-
tures found on these small tasks do not come with out-of-distribution (OOD) performance
guarantees and do not always generalize well to large-scale target datasets. This issue arises
due to the distribution shift between proxy and target datasets. NAS optimizes architectures
for performance on the proxy dataset, but the same architectures may not perform optimally
when applied to the final target dataset. This domain gap can lead to two major risks: (1) the
omission of architectures that would perform well on the target dataset but are overlooked
due to suboptimal proxy performance, and (2) the selection of architectures that perform well
on the proxy task but degrade significantly on the target domain. This inconsistency hinders

the reliability of NAS in real-world applications.

Recent efforts have attempted to search directly on large datasets like ImageNet. For instance,
MnasNet (Tan et al., 2019) leveraged reinforcement learning but required 288 TPU days
for a single search, making it impractical. ProxylessNAS (Cai et al., 2018a) introduced a
more efficient differentiable NAS approach, reducing search cost on ImageNet to 8.33 GPU
days. However, this is still significantly more expensive than proxy-based methods, which

can complete a search in just 4 to 5 GPU hours (Dong and Yang, 2019; Chen et al., 2019).

To bridge this gap, we introduce Adaptable Neural Architecture Search (AdaptNAS), which
explicitly models and minimizes the generalization gap between proxy tasks and target
domains. Inspired by domain adaptation principles, we analyze the relationship between
the empirical validation error on the proxy task and the expected error on the target dataset.
We derive generalization bounds to quantify this gap and propose a lightweight adaptation
strategy that incorporates a subset of target data during search, ensuring better transferability
of architectures. Our experiments on both synthetic datasets and large-scale benchmarks
demonstrate that AdaptNAS consistently outperforms traditional NAS methods in OOD
generalization. It also achieves competitive accuracy with significantly lower search costs

compared to methods that search directly in the target domain.
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6.2 Generalization Analysis for AdaptNAS

Let X be the input data space, Z be a latent representation space and ) be the label space. A
convolutional neural network (CNN) f : X — ) can be disassembled into a representation
mapping R : X — Z and a classification hypothesis h : Z — ). In general, h is
usually a naive single-layer feed-forward network with weights wy,, and ‘R can have complex
topology described by network weights wg and the neural architecture A. The target
of NAS is to find an optimum architecture A* € A that minimize the classification loss

L(w"(A), A) = Eg,np[l(f(2i; w* (A), A), ;)]
A" = arg mjn L(w*(A), A), (6.1)

where A is a predefined search space, D is a distribution over the input space X, ¢ is a loss
function and w*(A) is the optimal value of network weights w = {wg, w;} depending on

the current architecture A. We consider the bi-level optimization form of NAS

IIlAiIl Emlid(w*(A), A) (62)

sit. w*(A) = argmin Lyqn(w, A), (6.3)

where Ly, and L4 are losses on the training distribution D,..;,, and the held-out validation
distribution D,,.;;4, respectively. In such a bi-level form, w and A are optimized alternately

with Egs. (6.3) and (6.2) until convergence or reach a maximum iteration number.

We define ProxyNAS as those existing NAS methods that conduct optimization on a relatively
small proxy task (e.g., CIFAR10) and evaluate the searched architectures on the large-scale
task (e.g., ImageNet). In this chapter, we tend to revisit such a tradition of NAS training and
evaluation from the perspective of domain adaptation and propose the AdaptNAS. The smaller
training data of the architecture is taken as source domain, and we can also leverage a few

data from the target domain (e.g., ImageNet) to improve the generalization of the architecture.

Formally, a domain can be considered as a pair of a distribution D on input space X and a
labeling function f : X — ). We can thus define the source and target domains as (Dg, fg)

and (Dr, fr), respectively. In this section, we first introduce a generalization bound in NAS
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constrained by the source domain validation error and a domain distance. Then, we introduce
the target domain validation error into the boundary to utilize any accessible target domain

information. Detailed proofs are provided in the supplementary material.

6.2.1 Generalization Bounds via Validation of Source Domain

A domain distance measurement is necessary to quantify the generalization gap between
domains. We use the A-distance (Kifer et al., 2004) as the measurement. The A-distance is

defined as follow

DEFINITION 1 (A-distance). Let D and D’ be distributions on X, and A be a collection of
subsets of X such that every A € A is measurable w.r.t D and D’. The A-distance between
D and D' is

dA(D,D') := 2sup | Prp[A] — Prp[4]], (6.4)
AeA

where Prp[A] is the probability of A under D.

The complexity of the .A-distance can be limited by the symmetric difference hypothesis
space HAH (Blitzer et al., 2008). For simplification, we discuss the binary classification
scenario, where ) = {0, 1}. The theory results can be easily generalized to the multi-class
case. Under the binary setting, we have HAH = {h(z) ® W' (z)|h, )V € H}, where @ is
the XOR operation, and # is a hypothesis space. Based on this, A3 a3 can be defined as
a collection of all subsets A such that A = {x|x € X', h(x) # h/(z)} for some h,h' € H.
Letting A = Ay ay in Eq. 6.4, we can have the symmetric difference A-distance, notated as

dyan (D, D’). The advantage of using dyax (-, -) is that it satisfies
1
\V/h, n e H, lgs(h, h,) — €T(h, h,)| < §dHA’H(D57 DT), (6.5)

where £(+, -) measures the disagreement of two hypothesis. The measure in the source domain
is defined as e5(h, h') = Epop,[|h(x) — I/ (x)|], and we use a similar definition for the target
domain. Similar to Dg, D, we notate the source and target latent distribution on Z as 155
and Dr. The labelling functions from Z to X are represented by fs and fr, respectively. We

define the expected error of / in a domain S as the disagreement between 4 and fg, notated
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as eg(h) := eg(h, fs). The similar notation is also used for the target domain. Then, Eq. 6.5

can lead to Lemma 2.

LEMMA 2. (Blitzer et al., 2008) Let R be a representation function R : X — Z, and 55 and

Dr be the source and target distribution over Z, respectively. For h € 'H
1 -~ ~
ST(h) é €S(h) + édHAH(DSUDT) -+ )\, (66)

where \ is combined error of the optimum hypothesis h* = arg minyey, €5(h) + er(h) on

both domains: \ = eg(h*) + ep(h*).

Lemma 2 reveals that the cross-domain generalization gap is bounded by the expected
source error and the A-distance of latent distributions. This distance can be minimized by
optimizing the representation function R. In NAS, w = {wg, w; } are optimized over the
training data, while in the validation phase, given the fixed w, the architecture A is further
optimized to minimize the validation error (see Eq. 6.2). We, therefore, proceed to extend the
above analysis to the validation set. Let L?S,tmm and agmlid be a training set and a held-out
validation set of i.i.d. sample drawn from 55, respectively, such that ﬂ&tmin N Z;lvsvmlid = J.
The validation is of a subset 1’ of H depending on Z;?S,train but is independent of I;{vsmalid. The
following theorem provides an analysis on the expected target error in terms of the empirical

source validation error on Us 414 and an empirical A-distance.

THEOREM 6.2.1. Let m be the size ofl/?g,wlid, d' be the VC-dimension of H', and Zjlg and
Ur be sets of unlabelled i.i.d. samples drawn from 55 and Dr, each with size m'. With
probability at least 1 — 0, for h € H’

d' logm —log ¢ N \/Q(d’ logm — log §)

3m m

er(h) < E€spaialh) +

(6.7)

d'log(2m') + log(4/0)
m/

1 -~ -
Theorem 6.2.1 provides an empirical estimate of the cross-domain generalizability of archi-
tectures by validation. The target expected error of an architecture A depends on two terms:

the validation error of the entire network (including both R and h, but h is fixed during
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the validation) in source domain and the A-distance of IIS and ﬁT generated by the neural

architecture.

6.2.2 Generalization Bounds via a Hybrid Validation

In Theorem 6.2.1, L?S,wlid is requested to compute g ,4:4(h). Besides the validation set on the
source domain, we could further have labeled samples from the target domain for validation
use in practice. A hybrid validation set of m examples is therefore defined as the composition
of Sm source examples and (1 — /3)m target examples, where 5 € [0, 1]. Validation errors on

the source and target domain are combined by weighted sum with « € [0, 1]
éa,valid(h) - aéS,valid(h) + (1 - a)éT,valid(h)~ (68)

The following lemma bounds the expected target error with the expected hybrid error. This

bound can be extended to the validation set as well.

LEMMA 3. Let £,(h) be an expected hybrid error weighted by o € [0,1]. For h € H

1 -~ -
€T(h) S Ea(h) + <§d'HA'H(D57 DT) + )\) . (69)
By applying Lemma 3 to Theorem 6.2.1, we can have the following corollary.

COROLLARY 6.2.1.1. Let « € [0, 1] be the weight of the hybrid error, and 3 € |0, 1] be the

ratio of i.i.d. samples drawn from 253 and 15T in a held-out validation set. With probability at
least 1 — 0, forh € H'

- dlogm —logs  [2(dlogm —logo
£r(0) < o) + (§ + a)( g —log | [Aiog 1o >)

g 1-p 3m m
(6.10)

1 ~ -~ d'log(2m’) + log(4/d
+a <§dHAH(uS7UT> +4\/ 8 mirj o8(4/9) +)\> .

To utilize Corollary 6.2.1.1, « and (8 need to be determined. When o = 1 and the target

validation error is not considered, Corollary 6.2.1.1 will be reduced to Theorem 6.2.1. With
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a € (0,1), we will introduce both source and target samples for validation, and the generaliz-
ability of architectures could be improved (see the a before A-distance). The selection of [ is
a trade-off. With a fixed source validation set, a smaller § means more target samples and
higher computation costs. Besides, with a 3 approaches 0 or 1, the source and target sample
number become highly unbalanced, and the factor o/ + (1 — ) /(1 — [3) approaches infinite,
which makes the architecture optimization unpredictable. This, therefore, reminds us of
carefully balancing the sample size in source and target domains. More empirical discussions

can be found in experiments.

6.3 AdaptNAS Algorithm

Motivated by theorems in Section 6.2, we propose two versions of AdaptNAS. The former,
AdaptNAS-Source, following Theorem 6.2.1, optimizes network weights with source training
samples and estimates the .A-distance in the training phase. In the searching phase, the
architecture A is optimized to reduce both the source validation loss and the A-distance.
The latter, AdaptNAS-Combined, following Corollary 6.2.1.1, uses a similar schema as
AdaptNAS-S, but further considers a subset of target samples to optimize both network

weights and architectures by utilizing Eq. 6.8.

It is intractable to directly compute the .A-distance, but we can approximate it with a domain

discriminator (Ben-David et al., 2007). With a domain discriminator h; € H, we have

dyan (Us, Ur) =2 (1 - 2]?1&% éd(hd>) ; (6.11)
d
where £4(ha) = 5 ?fll |ha(2:) —ya.| is the empirical discrimination error on z; € Us Uy,

and y,; is the domain label. Although the optimal h,; is normally unsolvable, the .A-distance

can still be approximated arbitrarily well by optimizing it. An useful property of Eq. 6.11

is that dyay (LN{S, ﬁT) o ——————. With such an observation, it is possible to learn a
miny, ;3 £q(ha)

domain discriminator during NAS and use adversarial learning to minimize the .A-distance

by maximizing discrimination error. In AdaptNAS, we first learn an /4 to distinguish the

latent representation produced by R in the training phase to minimize a discrimination loss:
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La(hg;wr, A) = Eg,peupy [((ha(R(xi;wr, A)),d;)]. Then, A of R is optimized in the

searching phase with an adversarial loss to maximize the discrimination loss.

In AdaptNAS-S, the lower-level optimization in Eq. 6.3 can be reformed as Eq. 6.13,
where Lg irain(h; wr, A) = Eg,npg 00 [L(M(R(xs; wr, A)),y;)] is the source training loss.
Similar notations are also used for the source validation loss and the target training and
validation losses. Similarly, the upper-level optimization in Eq. 6.2 can be reformed as Eq.

6.12.

mjn Lsvatia(h; wr, A) — Lq(hg; wr, A), (6.12)
s.t. max mi}? Ls train(h; wr, A) — La(hg; wr, A). (6.13)
d w,

However, the discriminator gradients at the early stage could be noisy and will corrupt the
entire network. To control them in back-propagation, we apply a gradient reversal technique
(Ganin and Lempitsky, 2014). In the training phase, with gradient reversal, h and h, are still
updated with their own gradients, but wy is updated with additional reversed discriminator
gradients weighted by v as in Eq. 6.14. The weight term v € [0, 1] can be dynamically
adjusted during optimization. In the searching phase, by utilizing differentiable NAS (Dong
and Yang, 2019; Liu et al., 2018), architectures can be relaxed as continuous parameters and

updated with adversarial learning as in Eq. 6.15.

OL5s train(h; wgr, A OLy(hg;wr, A
WR < WR — 1N ( 5t 8'(w7g r: A) -7 al (;wRR )) ; (6.14)
AcA —y (aﬁs’m”dgz we,4) vaﬁdm‘gz’“ A>> . (6.15)

In AdaptNAS-C, we cannot simply replace Lg(h; w, A) by L, (h; w, A), because Corollary
6.2.1.1 has already revealed that the .A-distance term should also be weighted by a. We,

therefore, rewrite the optimization problem into the following form, where the source loss
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and discrimination loss are weighted together

mjn a (Lswatia(h; wr, A) — Ly(hg; wr, A)) (6.16)
+ (1 — @) Lrpaia(h; wr, A),

s, max min o (Lgyrein(h; wr, A) — Li(ha; wr, A)) (6.17)

ha  hwr

+ (1 - a)*CT,t’rain(h; wr, A)

Compared to the origin bi-level optimization in Eqgs. 6.2 and 6.3, AdaptNAS introduces
an adversarial loss to both levels and the AdaptNAS-C version also introduces the target
loss. This ensures the generalizability of both levels. A general difficulty in the bi-level
optimization setting is the upper-level optimization highly depends on the lower-level one
and is impacted by the quality of the lower-level solution. Similarly, if the solution to the
lower-level problem has a large generalization gap, it will be hard for the upper-level one to

generalize well. The symmetrical constraint on both levels can alleviate this issue.

A remaining problem is that for the hybrid loss calculation on CIFAR-10 and ImageNet, we
cannot directly use their labels. The reason is that to let the bound in Corollary 6.2.1.1 work,
the hypothesis h should be identical for both domains. In practice, the classifier depends
on the dimension of output, and there is a large gap between categories in CIFAR-10 and
ImageNet (10 versus 1,000 different classes). To bridge this gap, we apply self-supervised
learning. In self-supervised learning, samples are transformed and labeled based on some
predefined rules. The labels are no longer correlated to objects in samples but are correlated
to the rule we defined to transform the samples. Besides, self-supervised learning has been
demonstrated to learn feature mapping on one dataset and then well apply the learned mapping
to another dataset (Gidaris et al., 2018; Jing and Tian, 2020). To be specific, we utilize a
rotation task (Gidaris et al., 2018) for its impressive performance. In the rotation task, each
sample in the dataset is rotated to different degrees and labeled with them. We use four
different degrees: 0°, 90°, 180° and 270°. We can, therefore, learn a 4-class classification task

with identical categories on both CIFAR-10 and ImageNet.
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6.4 Experiments

We perform extensive experiments on various domains to demonstrate the practical general-
izability of AdaptNAS. Firstly, we use three relatively small digits datasets to compare our
results with the results of searching on the source domain only and on the target domain
directly. Then, we search with both versions of our method under the standard NAS setting
(i.e., with CIFAR-10 as the source domain and ImageNet as the target domain) multiple
times with various hyperparameters to justify our claims following Theorem 6.2.1 and 6.2.1.1.
Finally, the obtained architectures with our optimal settings are compared with baseline

architectures.

6.4.1 Search Setting

Following many previous works (Chen et al., 2019; Dong and Yang, 2019; Liu et al., 2018;
Zheng et al., 2019; Zoph et al., 2018), we use the NASNet search space (Zoph et al., 2018).
There are 2 kinds of cells, including normal cells and reduction cells, and each cell has 7
nodes, including 2 input nodes, 1 output node, and 4 computation nodes. We use a set of 8
different candidate operations. The source dataset, CIFAR-10, contains 50,000 samples in
the training set. For target domain samples, we construct a subset of 50,000 samples from
ImageNet, containing 50 samples from each category, as target samples that we have access to
during searching. This is about 3.90% of the entire ImageNet. More details of our experiment

settings are available in the supplementary material.

6.4.2 Cross-Domain Generalization with AdaptNAS

We use three pairs of source and target domains of digits to demonstrate the generalizability of
AdaptNAS. The first pair is MNIST (LeCun et al., 1998) and MNIST-M (Ganin et al., 2016).
MNIST is a dataset of greyscale handwritten digits (Fig. 6.1a). MNIST-M modifies MNIST
by blending greyscale images over random patches of color photos in BSDS500 (Arbelaez
et al., 2010) (Fig. 6.1b). The blending introduces extra color and texture. In the second pair,

we still use MNIST as the source domain, and the target domain is SVHN (Netzer et al.,
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218\ 7r

(A) MNIST; (B) MNIST-M; (c) SVHN;

FIGURE 6.1. Sample images from different domains.

Source Dataset

Search Method MNIST MNIST MNIST-M
Target Dataset

MNIST-M SVHN SVHN

Search on Source 98.56 94.70 95.28

AdaptNAS (ours) 98.75 95.63 95.48
Search on Target 98.61 95.60 95.60

TABLE 6.1. The generalizability of AdaptNAS: Test accuracy of obtained
architectures on the target domain. The first row corresponds to the ProxyNAS
method without generalization constraints. The last row is our aiming perform-
ance. The middle row is our method.

2011), which includes natural images of street house numbers (Fig. 6.1c). The last pair still
includes SVHN as the target domain, but the source domain is the more divergent MNIST-M.
Intuitively, the first setting is the simplest, the second one is the hardest, and the last one is

moderate.

Table 6.1 shows the test accuracy of all obtained architectures on the target domain. Our
method can consistently outperform the source-only search method. It is also competitive to
directly search on the target domain and can even occasionally outperform it. This is because
we only remain architectures after searching and retraining the network weights from scratch.
It is possible for an architecture whose generalizability is explicitly optimized to outperform

another architecture searched on a single domain.

6.4.3 Better Generalization with The Hybrid Loss

Firstly, we test different parameters for the AdaptNAS-C, including « and [, as shown in
Table 6.2. We use 5 different values for a from 0 to 1 with an interval of 0.25. When o = 1
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Source Err. (%) | Target Err. (%)
o 15} (CIFAR-10) (ImageNet)

Valid Test Valid Test

0.00 0.50 | 49.26 3.00 42.52 24.5
0.25 0.50 | 30.00 297 40.13 24.2
0.50 0.50 | 25.16 2.50 40.13 24.5
0.75 0.50 | 22.78 2.62 42.41 25.1
1.00 0.50 | 23.15 2.53 55.37 25.4

0.00 0.83 |52.19 3.21 53.65 25.5
0.25 0.83 | 38.06 3.17 51.56 25.0
0.50 0.83 | 33.82 2.95 49.86 24.7
0.75 0.83 | 28.68 3.00 54.17 25.5
1.00 0.83 | 23.89 2.98 56.39 25.8

0.00 0.98 | 74.80 3.91 69.65 29.5
0.25 0.98 | 67.31 3.66 70.90 26.5
0.50 0.98 | 51.93 3.56 64.25 25.8
0.75 0.98 | 40.68 3.02 62.75 25.1
1.00 0.98 | 30.15 2.93 61.85 25.7

TABLE 6.2. Performance of various AdaptNAS-C settings.

and only the source loss is considered, AdaptNAS-C becomes AdaptNAS-S, which is identical
to the first row of Table 6.3. A relatively new case is when o« = 0, and only the target loss
is considered. We also use 3 different values for 3, including 0.50, 0.83 and 0.98. Table 6.2
shows the validation error during search and the test error of retraining on CIFAR-10 and
the full ImageNet. In the first group where 8 = 0.50, the source and target domain have
the same number of samples (50,000 samples from each domain). With the extreme setting
that o = 0, the performance on CIFAR-10 is the worst. The target error is the same as the
one with a = 0.50 but is lower than the one with o = 0.25. Although a decent performance
might be achieved by solely using target loss if there are sufficient target samples, if there are
increasingly few target samples (e.g., the second group where 8 = 0.83 and the third group
where 8 = 0.98), the effect of using domain discriminator loss can be even more remarkable.
In the second group, the number of target samples decreased to 10,000, and in the third group,
the number further decreased to 1,000. With fewer target samples, using the hybrid loss can

improve the target domain performance by up to 4.4%.
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Hybrid Loss Source Err. (%) Target Err. (%)
Train Search (CIFAR-10) (ImageNet)
N N 2.77 253
N Y 2.84 24.8
Y Y 2.50 24.5

TABLE 6.3. Compare different versions of AdaptNAS.

We further compare AdaptNAS-S and C. When we introduce the target loss to AdaptNAS-C,
we symmetrically introduce it to the training and searching phase because the upper-level
optimization highly depends on the lower-level one. Despite that, we explore one more setting,
where the target loss is solely introduced to the searching phase. Table 6.3 shows the test error
of retraining. By using hybrid loss, the target error of architectures decreases. Even if the
hybrid loss is only used in searching, the improvement in the target domain is remarkable. By

using hybrid loss in both the training and searching phases, the lowest target error is reached.

6.4.4 Gradient Reversal Scheduler in Adversarial Learning

We compare two different schedulers for v in Egs. (6.14) and (6.15). An exponential scheduler

is proposed by Ganin and Lempitsky (2014), which updates v by

2
~ 1+exp(—10-p)

T —1, (6.18)

where p € [0, 1] is the training procedure calculated by dividing the current epoch by the total
number of epochs. However, as shown by the blue dashed line in Fig. 6.2a, the exponential

scheduler rises too fast. We also test a cosine-based scheduler, which rises slower

1 —cos(p-m)

P =g (6.19)

where the definition of p is the same as above. Both schedulers are experimented with
AdaptNAS-S, which does not consider the target domain loss, to emphasize the impact of the

discriminator.
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FIGURE 6.2. The search curves.

Source Err. (%) | Target Err. (%)

Scheduler (CIFAR-10) (ImageNet)
Exponential ‘ 2.93 ‘ 25.1
Cosine ‘ 2.77 ‘ 25.3

TABLE 6.4. Test error of searching with different v schedulers.

Fig. 6.2 shows accuracy curves during the search. We also retrain obtained architectures
on CIFAR-10 and the entire ImageNet after search (Table 6.4). As shown in Fig. 6.2a, the
initial accuracy of both discriminators is similar, and the one with an exponential scheduler
immediately drops, while the one with a cosine scheduler can achieve relatively high accuracy,
and then declines as 7 increases. Common sense is that a strong discriminator usually
leads to small loss and vanishing gradients (Arjovsky and Bottou, 2017), which makes the
network hard to learn. This is verified by Fig. 6.2b and 6.2c. Although the cosine scheduler
corresponds to a better performance in the source domain, its target domain performance is
overtaken by the exponential scheduler, which means the network trained with exponential
generalized better. In Table 6.4, the test performance by retraining also shows the same
conclusion. When the cosine scheduler is used, the error is low on CIFAR-10 but is high on

ImageNet which indicates the architecture is not adapted successfully.
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CIFAR-10 ImageNet
. GPU
Domain Method Days | Params Err. Params  +Xx Err. (%)
M % | M M Top Tops

NASNet-A (Zoph et al., 2018) 2K 33 2.65 53 564 26.0 8.4

ENAS (micro) (Pham et al., 2018) 0.45 4.6 2.89 - - - -
DARTS (2nd order) (Liu et al., 2018) 1 33 2.7610.00 4.7 574 26.7 8.7
CIFAR-10 GDAS (Dong and Yang, 2019) 0.21 34 2.93 53 581  26.0 8.5
P-DARTS (Chen et al., 2019) 0.3 34 2.50 4.9 557 244 7.4

Proxyless-G (Cai et al., 2018a) 4.0 5.7 2.08 - - - -

HM-NAS (2nd order) (Yan et al., 2019) 1.4 1.8 2414005 - - - -
MdeNAS (Zheng et al., 2019) 0.16 3.6 2.55 6.1 <600 25.5 7.9
CIFAR-100  P-DARTS (Chen et al., 2019) | 03 | 36 262 | 5.1 577 247 15
MnasNet-A3 (Tan et al., 2019) 3.8K? - - 52 403 233 6.7

FBNet-C? (Wu et al., 2019) 9 - - 55 375 25.1 -
Proxyless-R (Mobile) (Cai et al., 2018a) 8.3 - - - - 25.4 7.8
ImageNet! Proxyless (GPU) (Cai et al., 2018a) 8.3 - - 7.1 465 249 7.5

HM-NAS? (Yan et al., 2019) ~5 - - 3.6 482  26.2 -

MdeNAS (CPU)* (Zheng et al., 2019) 2 - - - <600 24.8 -

MdeNAS (GPU)* (Zheng et al., 2019) 2 - - - <600 259 -
AdaptNAS-S (Rot-1) 0.5 3.6 2.59 52 575 247 7.6
Cross-Domain AdaptNAS-S (Rot-4) 1.8 35 2.77 5.0 552 253 7.8
’ AdaptNAS-C (Rot-1) 0.7 39 2.72 54 603 243 74
AdaptNAS-C (Rot-4) 2.0 3.7 2.50 53 583 242 7.4

TABLE 6.5. Comparison with baseline NAS methods searching on different
domains. For error rates on CIFAR-10, if a paper provides results with the
cutout, we use that version because the cutout always yields its best perform-
ance, and we use it, too. On ImageNet, the cutout is normally not used.

! Include methods using subset of ImageNet.
2 MnasNet takes 4.5 days on 64 TPUv2 for one search. The GPU days is estimated by Wu et al. (2019).
3 FBNet and HM-NAS searches on a subset of ImageNet with 100 classes.
4 MdeNas searches with the MobileNetV2 (Howard et al., 2017) as backbone and accelerated by the structure in
Cai et al. (2018a).

6.4.5 Comparison with Baseline

Table 6.5 compares AdaptNAS with baseline NAS methods, including methods both searching
with proxy tasks or directly searching on ImageNet. We notice one drawback of using self-
supervised learning is it dramatically increases the searching time. In the rotation task, where
we rotate an image to 4 different degrees, the sample number increases 4 times. To balance the
performance and efficiency trade-off, we add a simplified Rot-1 setting, where each sample
is randomly rotated to only 1 of 4 degrees in each epoch. The origin task is then notated as

Rot-4.

Compared to methods searching on CIFAR-10, our method can reach a lower ImageNet

top-1 error and competitive CIFAR-10 error. The simplified AdaptNAS-S Rot-1 is our
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fastest setting and is even faster than several differentiable NAS methods on CIFAR-10,
including DARTS, HM-NAS, and Proxyless-G. Our best top-1 error on ImageNet is reached
by AdaptNAS-C with Rot-4, which costs 2 GPU days for searching. Even though it is slower
than many ProxyNAS methods, it is faster than most NAS methods that directly search on
ImageNet, including the ones using a subset of ImageNet. Only MdeNAS, which searches

with acceleration, can reach a similar search cost.

6.5 Chapter Summary

In this chapter, we study the fundamental generalization issue in proxy-based Neural Archi-
tecture Search (NAS) and analyze the distribution shift problem that limits the reliability of
architectures when transferred to larger-scale target datasets. To address this challenge, we
derive generalization bounds that quantify the transferability of architectures between proxy
and target domains. Motivated by this theoretical analysis, we propose AdaptNAS, a novel
NAS method that explicitly incorporates domain adaptation principles into the search process.
Instead of relying solely on proxy dataset performance, AdaptNAS introduces a domain
distance constraint to optimize architectures for both ID and OOD generalization. This allows
us to mitigate the risks of architecture misselection and improve reliability when deploying
models on real-world tasks. Extensive experiments on CIFAR-10 and ImageNet demonstrate
that AdaptNAS achieves superior generalization performance compared to both proxy-based
and proxyless NAS methods, while maintaining a significantly lower computational cost.
These results highlight the importance of explicitly addressing the generalization gap in NAS

and provide a new perspective on optimizing architectures for improved generalizability.



CHAPTER 7

Conclusion and Future Work

Deep Neural Networks (DNNs) have revolutionized computer vision, achieving near-human
or even superhuman accuracy in various tasks. However, their deployment in real-world
scenarios is severely hindered by their vulnerability to adversarial perturbations and out-of-
distribution (OOD) shifts, both of which can drastically degrade model performance. Despite
current progress, previous methods often struggle with the robustness-accuracy dilemma,
as improving adversarial or OOD robustness can come at the cost of degrading standard or
in-distribution (ID) accuracy. In this thesis, we introduce a novel paradigm that mitigates the
robustness-accuracy dilemma from an architectural perspective. By introducing architectural
innovations, we have demonstrated that architectural enhancements can significantly improve

adversarial robustness while maintaining or even improving natural accuracy.

This thesis has presented various architectural innovations that address the robustness-accuracy

dilemma.

e NADAR enhances adversarial robustness while preserving accuracy by leveraging
and dilating existing backbone architecture. This approach optimizes dilation ar-
chitectures using theoretical error bounds and ensures computational efficiency
with performance constraints. Experimental results confirm that NADAR surpasses
existing adversarial training and NAS-based methods.

e TORA is inspired by the existence of predictive non-robust and robust non-predictive
features. It introduces accuracy and robustness adapters into ViT architectures
to disentangle these features. A gated fusion module dynamically balances their

contributions using the attention mechanism, which allows the model to adaptively
86
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fuse robust and predictive features. Empirical results on robust benchmarks validate
the effectiveness of this approach in enhancing the robustness and accuracy of ViTs.
e EdgeNet explicitly incorporates edge information to mitigate the over-reliance on
texture-based features that are vulnerable to perturbations. The novel "sandwich"
architecture ensures a seamless integration of edge-based features while preserving
the integrity of the backbone network. Experimental evaluations demonstrate that
EdgeNet not only improves adversarial robustness but also enhances performance
against natural adversarial examples, distribution shifts, and common corruptions.
e AdaptNAS extends the impact of architectural innovations by optimizing architec-
tures for both ID accuracy and OOD robustness. Unlike conventional NAS methods
that prioritize ID performance and often fail to generalize under distribution shifts,
AdaptNAS introduces domain adaptation constraints to explicitly optimize for ro-
bustness across diverse environments. Empirical evaluations confirm that AdaptNAS
consistently outperforms traditional NAS approaches by achieving architectures that

maintain strong performance under both ID and OOD conditions.

While our architectural innovations have significantly advanced the field of adversarial

robustness, there remain broader challenges and opportunities for further refinement.

e For NADAR, future research should explore its role in fostering not only adversarial
robustness but also broader trustworthiness aspects such as interpretability and fair-
ness. Understanding how dilation impacts feature extraction in varied adversarial
scenarios may provide deeper insights into ensuring robustness across diverse ap-
plications.

e For TORA, investigating the interplay between predictive and robust features in the
context of distribution shifts and unforeseen adversarial attacks could strengthen its
generalizability. Extending this feature disentanglement framework beyond Vision
Transformers to multimodal and sequential data may enhance the robustness of
models in real-world, dynamic environments. Furthermore, ensuring that TORA
does not inadvertently introduce biases in predictive and robust feature selection

remains an important direction for future research.
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e EdgeNet presents a novel approach to leveraging structural information for robust-

ness. Future work should explore its potential to enhance the explainability of deep
models, particularly in settings where transparency and accountability are crucial.
Additionally, examining how EdgeNet interacts with adversarial perturbations across
different image modalities, including medical and satellite imagery, may extend its
applicability and impact.

Future research on AdaptNAS could extend beyond domain shifts to tackle broader
robustness challenges, such as adversarial robustness. Joint optimization of OOD
generalization and adversarial robustness may lead to more reliable architectures,
while refining domain adaptation constraints with techniques like optimal transport
or contrastive alignment could further enhance performance. Interpretability remains
crucial. Exploring explainable Al to analyze learned architectures and their learning
trajectory could offer deeper insights into how design choices influence robustness

and generalization.
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APPENDIX A

Appendix for Chapter 3

A1l Search Space and Dilated Architectures

For the dilation architecture, we use a DAG with 4 nodes as the supernetwork. There are 8
operation candidates for each edge, including 4 convolutional operations: 3 x 3 separable
convolutions, 5 X 5 separable convolutions, 3 x 3 dilated separable convolutions and 5 X 5
dilated separable convolutions, 2 pooling operations: 3 X 3 average pooling and 3 x 3 max
pooling, and two special operations: an identity operation representing skip-connection and
a zero operation representing two nodes are not connected. During dilating, we stack 3 cells

for each of the 3 blocks in the WRN34-10. During retraining, the number is increased to 6.

dil_conv_5x5

dil_conv_3x3 dil_conv_5x5

sep_conv_5x5

sep_conv_3x3

sep_conv_5x5
sep_conv_5x5 3

dil_conv_3x3 > C_{k}

dil_conv_5x5

sep_conv_3x3

(B) NADAR-B (without FLOPS constraint).

FIGURE A.1. Visualization of the dilated cells.
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FLOPs | +x Valid Acc. Against (%)
Dataset
Const. | (M) | EGSM | MI-FGSM | PGD-40
T |10402] 9819 | 9811 | 98.90
MNIST |k 13126 9827 | 9825 | 9897
T | 8923 | 9250 | 9231 | 91.79
MNISTM| g 113881 | 9347 | 93.04 | 92.62

TABLE A.1. The adversarial validation accuracy of NADAR under the FGSM,
MI-FGSM, and PGD-40 attack on MNIST and MNIST-M.

The dilated architectures designed by NADAR are shown in Fig. A.1. We find that NADAR
prefers deep architecture, which can bring more non-linearity improvement with a limited
number of parameters. Non-linearity is closely related to network capacity. Such deep

architectures can bring more capacity and adversarial robustness to the hybrid network.

A2 Additional Results

A2.1 MNIST

Despite adaptation, we report the adversarial validation accuracy of architectures dilated by
NADAR under various attack methods on MNIST and a colorful variant of MNIST, namely
MNIST-M Ganin et al. (2016). MNIST-M blends greyscale images in MNIST over random
patches of colour photos in BSDS500 (Arbelaez et al., 2010). The blending introduces extra

colour and texture. In this experiment, we use the ResNet-18 as our backbone.

Table A.1 shows the adversarial validation accuracy. We report the results of NADAR with
and without FLOPs constraint. As shown in the table, the FLOPs constraint can reduce
the FLOPs by 20.75 ~ 35.72% while the performance is still competitive. On the MNIST,
we observe that NADAR can reach better accuracy under PGD-40 than under FGSM and
MI-FGSM. We argue that this is because the MNIST dataset is relatively simple, and the
40-step PGD causes overfitting. We therefore perform experiments on the MNIST-M, and the
results show that FGSM > MI-FGSM > PGD-40. We also compare the results to those of
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Network Valid Acc. Against (%)
Natural ‘ PGD-20
WRN34-10 w/o dilation H 87.25 \ 45.84
ResNet-18 + NADAR 81.35 50.92
ResNet-34 + NADAR 83.57 52.64
ResNet-50 + NADAR 83.23 52.89
ResNet-101 + NADAR 84.39 53.89
WRN34-10 + NADAR | 86.23 |  53.43

TABLE A.2. NADAR with various backbones.

the SOTA methods. On the MNIST dataset, PGD-7 only reaches 96.01% validation accuracy
under the PGD-40 attack, and TRADES-6 only reaches 96.07%.

A2.2 Dilation with Various Backbones

To demonstrate the generalizability of NADAR, we test it with different scales of ResNet
backbones from ResNet-18 to ResNet-101. The standard accuracy and adversarial accuracy
under the PGD-20 attack of various backbones are reported in Table A.2. All the hybrid

networks are retrained with PGD-7 in the same setting.

The results demonstrate that NADAR can effectively improve the robustness of different
backbones compared to the WRN34-10 baseline without any dilation. The largest ResNet-101
backbone can reach competitive adversarial accuracy to the dilated WRN34-10. Regarding
standard accuracy on natural images, all the ResNet backbones suffer higher performance
drops compared to the WRN34-10 backbone due to the inherent limitation of the small
capacity of the backbone itself. This illustrates that although NADAR can improve the
robustness regardless of the capacity of the backbone, it is still crucial to select a proper

backbone for better standard accuracy.
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FIGURE A.2. The accuracy curves of dilating architectures with different
adversarial training settings of FreeAT.

A3 Additional Ablation Studies

A3.1 Adversarial Training for Dilation

As mentioned, we use FressAT as the adversarial training method to optimize the dilation
architecture for efficiency. Free AT requires a repeat number K on each mini-batch for better
perturbation generation. According to their paper, X' = 8 reaches the best robustness. We
also perform experiments regarding the selection of K. Fig. A.2 illustrates the accuracy
curves of the hybrid network during dilating. We report the adversarial training accuracy
of FreeAT, the standard validation accuracy, and the adversarial validation accuracy under
PGD-20 attacks. There is no standard training accuracy because the hybrid network is not
directly optimized under the standard classification task (recall the standard performance

constraint). After each complete epoch, all the values are obtained when the K -repeat of all
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L Params + X Valid Acc.
# Dcl;‘ltgon (M) G) Against (%)
Back. ‘ Arch. | Back. ‘ Arch. Natural ‘ PGD-20
3x3 46.2 2.0 6.7 0.3 86.45+0.22 | 47.78+0.41
3 X6 46.2 4.4 6.7 0.7 86.28+0.26 | 49.631+0.18
3 X9 46.2 6.8 6.7 1.1 85.63+0.12 | 45.25+0.57

TABLE A.3. Different number of stacked cells in the dilation network.

the mini-batches is finished. The horizontal axis represents the total number of optimization

steps, which equals the epoch number multiplied by K.

When K = 4, the hybrid network reaches outstanding adversarial training accuracy, but the
validation only increases slightly at the very beginning of training and then keeps decreasing
until it reaches 0. In contrast, the standard validation accuracy increases continuously and
reaches a competitive level. This implies that the perturbation generated with K = 4 is not
powerful enough to dilate the network for the defense against PGD-20, and the framework
might be dominated by the standard training of the backbone or the standard constraint on the
dilation architecture. When K = 8§, although the standard validation accuracy is much lower
than the previous result, the adversarial training and validation accuracy are competitive and

close to each other.

A3.2 Different Scales of Dilation

Besides the FLOPs constraint, there is another factor that impacts the model capacity and
the computation cost of a dilation network, which is the number of stacked cells. In Section
3.4.2, we stack 6 cells for each of the 3 blocks in the WRN34-10 for retraining. Intuitively, a
large network capacity corresponds to better performance. However, we demonstrate that the
network cannot be dilated unlimitedly. There is a sweet spot of neural architecture dilation. In
this experiment, we test two more scales of stacked cells. Table A.3 compares the validation

results of different scales of dilation.
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FIGURE A.3. Comparison of NADAR to WRN34-10 backbone and randomly
dilated hybrid networks.

We can observe that as the scale of the dilation network increases, the standard accuracy
consistently declines. In terms of the adversarial accuracy, it first increases with the dilation
scale and then drops significantly. This might be because the network becomes difficult to
converge as the network capacity increases. Therefore, we stack 3 x 6 cells in the dilation

network, which reaches the best adversarial accuracy and has a lower standard accuracy drop.

A3.3 Comparison to Random Dilation

To demonstrate the effectiveness of neural architecture dilation, we compare five randomly
dilated architectures to our NADAR architectures and the WRN34-10 backbone. We train all
the networks with PGD-7 and test their robustness under PGD-20. The adversarial validation
accuracy is as shown in Fig. A.3. The median accuracy of random architectures is similar

to the WRN34-10 backbone but with a great possibility of reaching better performance.
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However, there is still a certain possibility that the dilation architectures can slightly harm
the performance of the hybrid network. This shows that neural architecture dilation has the
potential to improve the robustness of a backbone, but it still needs to be optimized. The
accuracy of NADAR-A and -B is significantly better than the best results of random dilation,
which shows that our approach can indeed improve the robustness of backbones effectively

and stably.

A4 Proof of Theorems

This section proves the lemmas and theorems in Chapter 3.

A4.1 Standard Error Bound

THEOREM A4.1. Let hyex(x) = hy(x) be a standard hypothesis, hng,(x) = hy(x) + ha(x)
be a hybrid hypothesis, and Rgtq(hvcx) and Rsea(hngy) be the standard error of hycx and hyg,

respectively. For any mapping hy, hy : X — R, we have
Rata(hnyn) < Raea(hoce) + E [e " @re®)] (A1)
where x € X is the input.
PROOF. In Theorem A4.1, we compare the standard error Rgyq 0f hycxand hpy,. The error

bound can be defined as the disagreement between the two hypotheses under the condition

that Ay is correct. Formally, it can be written as

Rstd(hadv> - Rstd(h/bck> (AZ)
:]E [1 (yhbck(w) > O, hhyb(w)hbck(il:) S O)] (A3)

By applying a simple inequality

1{yh(x) <0} < e ¥@) (A.5)
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we have
E [1 (huyo () hocx () < 0)] (A.6)
<E [efhhyb(w)hbck(w)} (A.7)
-F [ef(hb(w)%w(w))hb(w)} (A.8)
=K [e*hb(w)hb(w)efhb(w)hw(w)} ) (A9)

As hy(x)ho () € [0, +00), we have e~ "»@m(@) ¢ (0 1]. Therefore, we have
Resta(hnys) — Rora(lhwex) < E [e @] (A.10)

Theorem A4.1 is proved. l

A4.2 Adversarial Error Bound

We first prove Lemma 4, which is used to prove Theorem A4.2.

LEMMA 4. For any mapping h : X — R, we have

]E[ max e‘yh(ml)} SE{ max e Y@ —M@)h(z) , (A.11)

x'eBp(x,e) x'eBp(x,e)

where x € X is the input, y € {—1,+1} is the corresponding label, and ¢ is the bound of

allowed adversarial perturbation.

PROOF. Lemma 4 aims to describe the inherent feature of a hypothesis on adversarial
tasks. It bounds the adversarial error of a hypothesis with its standard error and its disagree-
ment between standard and adversarial examples. Formally, it can be written as

E x| 1(yh(z') > 0)| =E[1(yh(z) > 0)]+E x| 1 (yh(x) > 0, h(z)h(z') <0)|.
(A.12)
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By applying Eq. A.5 again, we have

E[ max eyh(wW] (A.13)
x'eBy(x,e)
g]E[e—yW)}JrE{ max e—h@)h(fc’)} (A.14)
x'eBp(x,e)
—]E[ max eyh<w>eh(m>h(m’>1. (A.15)
x'eBp(x,e)
Lemma 4 is proved. ]

THEOREM A4.2. Let hyex(x) = hy(x) be a standard hypothesis, hng,(x) = hy(x) + ha(x)
be a dilated hypothesis, Rsza(hoex) be the standard error of hycx, and Ragy(huy) be the
adversarial error of hny,. For any mapping hy, hg : X — R, we have

Radv<hhyb) < Rstd(hbck> +E [ max e Yh(®) <e*hb($)hb(wl)e*yhd(wl) _ 1)} ) (A.16)

' By (x,€)

where x € X is the input, y € {—1,+1} is the corresponding label, and ¢ is the bound of

allowed adversarial perturbation.

PROOF. In Theorem A4.2, we directly compare the adversarial error R4y of iy, and the

standard error Rgq Of hycx. Formally, it can be written as

7:\)fadv(hhyb) - Rstd(hbck) (A17)
=K [1(3$/ € Bp(m7€>, s.t. yhhyb(:l,‘,) S O)] —E [1(yhbck(m) S 0)] (AIS)
<E { pex )eyhhyb(m')l — E [e7¥ex(®)] (A.19)
=FE { max )e—yhhyb@’) — e—yhbck@)} (A.20)

By applying Lemma 4, we have

Radv(hhyb) _ Rstd(hbck> <E { max e Ym(@) (e—hb(m)hb(m’)e—th(m’) _ 1)} ) (A.21)

' By (x,€)

Theorem A4.2 is proved. ([l



APPENDIX B

Appendix for Chapter 4

B1 Different Backbones Sizes

Models | Clean | FGSM PGD| A R C(l)
RVT-Ti 79.2 | 4277 189 | 144 439 57.0
Ours Ti/16 (0.1) || 82.1 | 385 13.8 |33.2 514 42.1
Ours Ti/16 (0.5) || 809 | 444 295 |26.8 49.0 435
Ours Ti/16 (0.9) | 77.5 | 63.3 479 |10.2 48.1 514
RVT-S 819 | 51.8 282 (257 4777 494
Ours S/16 (0.1) || 83.6 | 48.1 225 |45.1 54.0 35.1
Ours S/16 (0.5) || 82.1 | 542 378 |37.4 527 38.8
Ours S/16 (0.9) || 78.6 | 73.3 56.6 | 20.5 50.9 43.3

TABLE B.1. The results of using backbones of various sizes.

In Table B.1, we present the results of including ViT-Ti/16 and -S/16 Dosovitskiy et al. (2020)
as backbones in our evaluation. Among previous SOTA methods, RVT Mao et al. (2022) also
utilizes these backbones and adjusts their architectures to improve robustness. To evaluate
the effectiveness of our approach, we compared our method with RVT-Ti and -S. Despite
introducing different sizes of backbones, our enhancement still holds, indicating that our

proposed approach is scalable and adaptable to various backbone sizes.

B2 Evaluation of Various Softmax Functions

Table B.2 presents a comparison of our method for applying the softmax function, which

is situated on the right side of Fig. 4.2b, with the other two existing methods located in the
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| Clean | FGSM PGD| A R C(])

Left | 779 | 45.8 239205 33.8 62.1
Mid || 81.6 | 533 37.1 |28.3 52.0 41.1
Right | 83.7 | 54.7 38.0 | 39.2 56.3 34.4

TABLE B.2. The results of using different methods for applying the softmax
function.

#Blocks || Clean | A R C(l)

12 83.7 139.2 563 344
6 82.8 1322 515 374
1 80.5 |24.8 452 458

TABLE B.3. The results of inserting our modules into various numbers of
blocks.
middle and on the left side of the figure. The results consistently demonstrate the superiority

of our method over the alternative methods.

B3 The Number of Blocks with Adapters

In this thesis, we use ViT-B/16 as our backbone, which consists of a total of 12 blocks. We
inserted our proposed adapters and gated fusion modules into all 12 blocks. To explore the
impact of the number of blocks on the performance of our approach, we conducted an ablation
study, where we evaluated the effectiveness of inserting adapters into only the last 6 blocks or
the last 1 block of the backbone. In Table B.3, the results indicate that using adapters in fewer

blocks leads to a decline in performance. We use A = 0.5 in this experiment.
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Appendix for Chapter 6

C1 Proofs

C1.1 Proof of Lemma 5

LEMMA 5. (Blitzer et al., 2008) Let 'R be a representation function R : X — Z, and 55 and

5T be the source and target distribution over Z, respectively. For h € 'H
1 -~
€T(h) § Es(h) + §dHAH(DS>DT) + )\, (Cl)

where \ is combined error of the optimum hypothesis h* = arg min,cy €5(h) + er(h) on

both domains: \ = eg(h*) + ep(h*).

PROOF. The proof bases on the triangle inequality for classification error (Ben-David
et al., 2007; Crammer et al., 2008): for any labeling function fi, fo and f3, e(f1, f2) <
e(f1, f3) + (fa, f3). With the definition that £5(h) := eg(h, fs), for the source domain, we
have

es(h, h*) <es(h, fs) +es(h”, fs) = es(h) +e5(h*). (C2)
For the target domain, we use a slightly different version
er(h) = er(h, fr) < er(h*, fr) + er(h, h*) = ep(h*) + er(h, h*). (C.3)
The symmetric difference .A-distance has the following property

1
Vh € H, |es(h, ) = er(h, )] < Jdwan(Ds, Dr). (C.4)
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We can have
er(h) <ep(h*) +er(h,h") (Applying Eq. C.3)
<ep(h*) +es(h,h*) + |es(h,h') —er(h, 1)
< er(h*) +e5(h 1) + sduan(Ds, Dr) (Applying Eq. C.4
<ep(h*) +es(h) +es(h™) + %dHM(DS, Dr) (Applying Eq. C.2)
=es(h) + %dHA”;’-l(D& Dr) + A,

where A\ = eg(h*) + ep(h*). O
C1.2 Proof of Theorem C1.1
THEOREM Cl1.1. Let m be the size of aS,valid’ d' be the VC-dimension of H', and ﬁg and

L?T be sets of unlabelled i.i.d. samples drawn from 55 and ﬁT, each with size m'. With

probability at least 1 — 0, for h € H’

d'logm —logd N \/2(d’ logm — log )

< 2 .
€T(h> > 55,valzd<h) + 3m m

(C.5)

d'log(2m') + log(4/0)
m/

1 -
+ §dHA’H(Z/{SaZ/[T) + 4\/ A

PROOF. Firstly, we derive the bound between the expected source error eg(h) in Eq. C.1
and the empirical source validation error £g ,q4(h). Let k;(h) = eg(h) — €(h(2;),y;) for

h e H and z; € 17{571,“”0[. Therefore,
1
h) — €gpatia(h) = — i(h). C.6
es(h) = Eswatia(h) mzﬁ() (C.6)

Because £g(h) € [0, 1] and £(h(z;),y:) € [0,1], we have eg(h) — ¢(h(z),y;) € [-1,1] and
Elr;(h)?] <1, |x;(h)| < 1. By applying Bernstein inequality,

P <% 3 ki(h) > 5) < exp (— i”z//é) (C.7)

i=1
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By taking union bound of Eq. C.7 over all h € H’ with VC-dimension d’,

1 o ' €2m/2
P — ; <m* - : C.8
(Uheﬂm;/f(h)>f>_m exp( 1+£/3) (C.3)
Let 6 = m® exp (— iﬂgg ) and solve the equation for £
gzd’logm—logéi d'logm —log ¢ 2+2(d’logm—log5). (C.9)
3m 3m m
Because £ > 0and vVa+b < +/a+ \/5, Eq. C.9 can be simplified as
i . ’ .
SSdlogm log(5+\/2(d logm logé). (C.10)
3m m
Thus, for any § > 0, with probability at least 1 — 9, for h € H’,
) d'logm — log§ 2(d'"logm — log §
es(h) — Esvatialh) < g3 g +\/ (d'log 89) (C.11)
m m

Finally, by applying the bound between the expected domain distance with the empirical

domain distance according to (Kifer et al., 2004), we can have Eq. C.5. O

C1.3 Proof of Lemma 6

LEMMA 6. Let ¢, (h) be an expected hybrid error weighted by o € [0,1] . For h € H

€T(h) < 6a(h) + « <%dHAH(557 ﬁT) + )\) . (C12)

PROOF. According to the triangle inequality for classification error,
€T<h) < ET<h, h*) + ET(h*) = ET(h) — éTT(h, h*> < €T(h*). (C13)
Similarly, for the source domain, we have

es(h) —es(h, h*) <es(h”). (C.14)
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Therefore, the bound between the expected target error e (h) and the expected hybrid error

£a(h) can be derived by
ler(h) — a(h)| = ler(h) — ags(h) — (1 = a)er(h)]
= aler(h) —es(h)|
= a|(er(h) + er(h,h*) — ep(h, h*)) — (es(h) + es(h, h*) — es(h, h"))|
< al(er(h) —er(h,h")) + (ex(h, h*) —es(h, h*)) + (es(h, ") — es(h))]
< a(ep(h*) + |ler(h,h*) —es(h,h*)| +€s(h*))  (Applying Eqs. C.13 and C.14)
<a (%dm%(ﬁs, Dr) + A) , (Applying Eq. C.4)

where A = eg(h*) + er(h*). O

C1.4 Proof of Corollary C1.1.1

COROLLARY Cl.1.1. Let « € [0, 1] be the weight of the hybrid error, and 3 € |0, 1] be the
ratio of i.i.d. samples drawn from 755 and 75T in a held-out validation set. With probability at
least1 — 0, forh € H'

1— "1 —1 2d'1 ]
er(h) < éapatia(h) + (g+ O‘) (d ogm Og5+\/ (d'logm ogé))

6 1—p 3m m
(C.15)
+ « (%dHAH(aS7aT) + 4\/d 1Og(2m:njL log(4/9) + )\> .

PROOF. By combining Theorem C1.1 and Lemma 6, we can derive the proof of Corollary
CI1.1.1. Let ﬁﬁﬂ,alid be a hybrid validation set with z; € Zjﬁ,wlid for i € [1,8m] from

source domain and z; € L?gwalid for i € [fm + 1,m| from target domain. Let r;(h) =

(a/B)(es(h)=L(h(z:), i) fori € [1, Bm], and ;(h) = (1—a)/(1=F)(es(h) —(h(z), ys))
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for i € [fm + 1, m]. Therefore,

5a,valid(h) - éa,valid (h)

:a<55,valid(h) - és,mud(h)) + (1 - a)<5T,valid<h) - éT,valz‘d(h))

~m 255 )~ Hhz) w) + (11__5”7,1;ﬂks(h)—ah(z»,y») (€16
:%Zm(h)

The rest of the proof is similar to the proof of Theorem C1.1, but with E[x;(h)?] < (a/8 +
(1—a)/(1—p))?and |k;(h)| < a/B + (1 —a)/(1 — 3). We can have: for any § > 0, with
probability at least 1 — 4, for h € H/,

R a 1l-« d'logm — log § \/Q(d’logmlogé)
a,vali h) — a,valt h <\|3 17
Covatih) = Eapatia(h) <5+1_5>< o8l ) " 1)

Finally, by applying the bound between the expected domain distance with the empirical

domain distance according to (Kifer et al., 2004), we can have Eq. C.15. OJ

C2 Experiment Details

C2.1 NAS Search Space

Following many previous works (Chen et al., 2019; Dong and Yang, 2019; Liu et al., 2018;
Zheng et al., 2019; Zoph et al., 2018), we use the NASNet search space (Zoph et al., 2018).
There are 2 kinds of cells in the search space, including normal cells and reduction cells.
Normal cells use stride 1 and maintain the size of feature maps. Reduction cells use stride 2
and reduce the height and width of feature maps to a half. After a reduction cell, the channel
number is doubled. Each cell has 7 nodes, including 2 input nodes, 1 output node and 4
computation nodes. The connection pattern of cells in the NASNet search space is illustrated
in Figure C.1, where h;_» and h;_; are input nodes connected to the previous two cells, h;
is an output node concatenating all computation nodes of the current cell, and ¥ to

are computation nodes taking outputs of previous nodes as their inputs and applying some
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FIGURE C.1. The connection pattern of cells in the NASNet search space.

operations on them. Cells are stacked sequentially to build a network. In the network, cells

located at the 1/3 and 2/3 are reduction cells, while others are normal cells.

We use a set of 8 different candidate operations, including:

e 3 x 3 separable convolution;
e 5 X ) separable convolution;
e 3 x 3 dilated separable convolution;

e 5 x 5 dilated separable convolution;

3 x 3 max pooling;

3 x 3 average pooling;

identity (i.e., skip-connection);

zero (i.e., not connected).

All the operations follow the ReLLU-Conv/Pooling-BN pattern except identity and zero.

C2.2 Search and Evaluation on Digits

For searching on digits datasets, we use a network with 5 cells, where the 2nd and 3rd cells
are reduction cells. The first cell has 16 initial channels. We search for 100 epochs. After
searching, we use the same network size for evaluation. The network is trained for 100

epochs.
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C2.3 Search and Evaluation on CIFAR-10 and ImageNet

For searching on CIFAR-10 and ImageNet, we use a network with 8 cells, where the 3rd and
6th cells are reduction cell. The first cell has 16 initial channels. We search for 200 epochs.
For evaluation on CIFAR-10, we use a network with 20 cells and 36 initial channels. The
network is trained for 600 epochs with cutout. The network for ImageNet generalization is
relatively shallow but wide, which has 14 cells and 48 initial channels. The network is trained
for 250 epochs. Auxiliary heads are used for evaluation on both datasets, which is inserted
after the 2nd reduction cell. We follow DARTS Liu et al. (2018) and PC-DARTS Xu et al.
(2019) and train networks for 600 and 250 epochs on CIFAR-10 and ImageNet, respectively.

C3 More Results

C3.1 Latent Space Visualization (on Digits)

We visualize the latent space learned during search. The setting with MNIST as the source
domain and SVHN as the target domain, which has the maximum generalization gap (5.3%
test error by searching in the source domain versus 4.4% test error by searching in the
target domain), is selected for demonstration. 500 random samples from each domain are
chosen. Figure C.2 shows the latent space learned by different searching methods, including
searching in the source domain only and searching with AdaptNAS-S. The origin latent
representation is 256-dimension and is reduced to 2-dimension with t-distributed Stochastic
Neighbor Embedding (t-SNE). Figure C.2a shows the latent space learned by searching in
the source domain only. As can be seen, samples from MNIST clusters by their labels, while
samples from SVHN distributes almost randomly. When they are mixed together, there
are more than one cluster for each label. Figure C.2b shows the latent space learned by
AdaptNAS-S. Samples from both domains clusters well. When they are mixed together, there

are only one major cluster for each label with several outliers.
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(A) Search in the source domain; (B) Search with AdaptNAS-S.

FIGURE C.2. Latent spaces learned by different searching methods with
MNIST as the source domain and SVHN as the target domain. The dimension
is reduced with t-SNE. Different colors stand for different categories. There
are 10 categories for different digits from O to 9.

C3.2 Architectures of Reported Results (on CIFAR-10 and ImageNet)

Figure C.3 shows architectures of the reported results compared with SOTAs in the paper.

Both normal and reduction cells found by different AdaptNAS settings are provided.
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FIGURE C.3. Architectures found by different settings of AdaptNAS.
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