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Abstract

Phishing attacks are a prevailing cyber security threat, using deception to steal sensitive
information from users and cause significant financial damage. Traditional detection meth-
ods such as blacklists and feature-based machine learning models struggle to keep up with
rapidly evolving phishing strategies. Additionally, many existing models fail to generalise
across diverse phishing URLs from different sources due to domain shifts in feature distribu-
tions, resulting in high false positive rates and reduced detection accuracy. Furthermore it is
difficult to curate a well-representative training dataset as threat intelligence sharing is often
restricted by privacy regulations and licensing. To address these challenges we propose a
three-stage approach. First, we identify domain shift as a key barrier towards generalisable
phishing URL classification methods. Using statistical tests, we analyse distributional dif-
ferences across multiple datasets and find the specific features prone to distributional shifts
causing reduced model transfer performance. Based on our findings we propose an unsuper-
vised domain adaptation (UDA) framework to align source and target domains, improving
generalisability without needing labels from the target data.

Second, we explore federated learning (FL) to enable collaborative model training using
diverse data sources while addressing privacy concerns. We introduce FeUDA-BERT - a
federated BERT-based model with a domain-aware self-attention mechanism and a self-
attention-based client selection strategy that mitigates performance drop due to client data
heterogeneity in feature distributions. Finally, we leverage large language models (LLMs)
for phishing URL detection, harnessing LLMs’ few-shot learning and reasoning abilities.
We propose an explainable one-shot classification framework that achieves performance
close to supervised models without large labelled datasets. Together, these stages advance

phishing detection by improving generalisation, privacy, and explainability.
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Chapter 1
Introduction

Phishing attacks remain one of the most pervasive forms of cyber threats, exploiting both
human trust and technological vulnerabilities to compromise network security. These at-
tacks deceive users into revealing sensitive information through manipulative tactics such as
urgent payment notices or fraudulent websites that mimic legitimate ones (Figure 1.1). By
leveraging communication channels such as emails, text messages, and social media, phish-
ers aim to extract confidential user credentials such as usernames, passwords, credit card
details, and banking information. The stolen data enables a range of cybercrimes, including
identity theft, unauthorized access to financial accounts, and large-scale breaches of data
privacy.

On both individual and organizational levels, phishing results in substantial financial
losses and reputational damage. According to the Australian Competition & Consumer
Commission’s (ACCC) Annual Report 2024, the financial losses due to phishing and related
scams in Australia alone amounted to an alarming $2.74 billion in 2023 [5]. Meanwhile,
the U.S. Federal Bureau of Investigation’s (FBI) Internet Crime Complaint Center (IC3)
reported that total financial losses from cybercrime surpassed $12.5 billion in 2023, marking
a 22% increase from the previous year [6]. Further concerning is that IC3 recorded losses
of $1.6 billion in the first quarter of 2024 (January to May), which was $300 million higher
than the same period in 2023 [7]. Similarly, the IBM X-Force Threat Intelligence Index 2024
revealed that phishing was the most commonly used initial attack vector, accounting for 30%
of cyber intrusions in 2023. This figure ties with the exploitation of valid credentials —
another attack vector often facilitated by phishing [8]. The IBM report also highlighted the
exponential growth in phishing attacks, attributing the increase to advancements in artificial
intelligence (AI). Al-powered phishing automation now enables cybercriminals to create
sophisticated phishing emails in under five minutes, a notable improvement from the average

16 hours required for manual generation.
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@ww.commbank.com.au Q) O
vaw.commbank.com.au q> g

Figure 1.1: Example of fraudulent website mimicking a legitimate Commonwealth Bank
website using Cyrillic font for the letter ‘a’.

The growing sophistication and prevalence of phishing attacks necessitate the develop-
ment of robust detection and mitigation strategies. We discuss the development of phishing

detection methods below.

1.1 Background

Phishing detection methods have evolved significantly over the past few decades. In the
early 2000s, web browsers relied on simple rule-based systems and manually curated black-
lists to check website URLs, either blocking access to malicious sites or providing users
with cautionary warnings [9]. Email providers also implemented basic heuristics, such as
keyword-based filtering and sender reputation analysis, to detect suspicious messages [10].
To this day, security vendors and organizations compile lists of known phishing URLs and
email addresses (e.g., VirusTotal, PhishTank). However, solely relying on such blacklists
has become ineffective in the face of evolving phishing tactics.

As phishing attacks became more sophisticated, detection methods shifted toward ma-
chine learning-based approaches. These models learn statistical patterns from large anno-
tated datasets to enable automated phishing classification. Security systems using machine
learning models use email metadata, URL structures, and website content to identify phish-
ing attempts. The different categories of features used by these models include content-
based features such as webpage titles and HTML structure, and lexical features such as
URL length and checking the presence of known brand names [11, 12, 13]. Heuristic-based
models incorporated features such as domain age and the presence of specific keywords.
Others extend their analysis to include hyperlink information, examining the relationships
between internal and external links [14]. These extracted features serve as input for machine
learning models such as random forests and support vector machines.

The development of deep learning models further improved phishing detection. In addi-
tion to the above features, features such as company logos and embedded images were used
in convolutional neural networks (CNNs) [1]. Other sequential models, such as recurrent

neural networks (RNNs) [15, 16] and long short-term memory (LSTM) networks [17], were
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Figure 1.2: Evolution of phishing detection methods.

useful for analysing text-based features with long dependencies such as webpage URLSs or
HTML and Javascript content [18, 12]. Additionally, certain models incorporate third-party
data sources, such as domain registration details, hosting provider records, and search en-
gine query results related to the URL [19, 18]. Figure 1.2 displays some highly cited work
to depict the evolution of phishing detection methods.

While deep learning methods have improved classification performance, practical lim-
itations such as the short lifespan of phishing websites constrain the effectiveness of these
feature-based methods. Although phishing attacks continue to grow in number, individual
phishing campaigns are designed to be short-lived. This minimises their exposure to detec-
tion mechanisms and attackers capitalise on the time it takes for an attack to be detected.
Research by Oest et al. [20] indicates that the time span between the first and last victim of
a phishing campaign is, on average, only 21 hours. Similarly, a Kaspersky report found that
one-third of phishing websites cease to exist within a single day [21].

Furthermore, phishers employ various evasion techniques to circumvent traditional de-
tection methods. Blacklisting, for example, relies on maintaining an updated list of known
phishing URLSs and is hindered by the rapid turnover of phishing sites. On average, black-
listing takes 55 minutes to identify and list a phishing website, however, this delay can be
extended to nearly three hours when attackers use simple evasion tactics such as URL short-
eners for redirection [22]. By the time a phishing site is blacklisted, it may have already
been abandoned or replaced, rendering traditional blacklisting an ineffective countermeasure
against zero-day phishing attacks.

Short lifespans also restrict the availability of webpage content for analysis. That is,

supervised machine learning and deep learning models depending on statistical patterns
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learned from out-of-date webpage content features or third-party information will not be
useful when classifying newly registered sites. Even when a phishing site remains accessi-
ble, actively visiting the webpage to extract features introduces security risks, including the
potential for inadvertent malware downloads. Additionally, cybercriminals employ evasion
techniques such as cloaking which applies filters to webpage content such as the IP address,
geolocation, session cookies and browser fingerprint when anti-phishing crawlers access the
webpage. This further complicates reliable detection.

In response to the challenges of webpage content analysis, URL-only detection meth-
ods have recently gained increasing attention as URLs are the most direct and accessible
feature of a phishing site. These methods analyse URL lexical attributes, such as the pres-
ence of specific words, character sequences, and token distributions, alongside structural
properties including URL length and entropy. These features are used to train both tra-
ditional machine learning classifiers, such as decision trees and random forests, and deep
learning architectures, such as CNNs and recurrent neural networks (RNNs) [16, 17]. More
recently, transformer-based models, such as BERT and GPT, have been adapted for phish-
ing URL classification by leveraging contextual embeddings and sequence analysis [2]. By
transforming URLs into numerical representations or embeddings, these models can capture
subtle linguistic and textual URL patterns that traditional heuristics and feature-based meth-

ods might overlook.

URL-only phishing detection. Our primary aim in this thesis is to enhance phishing detec-
tion performance. While existing research has explored a wide range of features for detec-
tion, this thesis focuses on methods that rely solely on phishing URLs. These approaches
do not depend on webpage content or external third-party sources, thereby streamlining data
preprocessing steps and improving overall efficiency. Moreover, by avoiding direct access
to webpage content, these methods minimize exposure to evasion techniques employed by
attackers and reduce the risk of retaliatory actions. However, our exploration of existing
phishing URL classifiers revealed issues that pose persistent obstacles to any phishing de-

tection method. We elaborate on this below.

1.1.1 Challenges in phishing detection

Domain shift among phishing URLSs

In machine learning, domain shift refers to changes in the distribution between the source

data used to train a model and the target data encountered during evaluation or inference.
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Image Classification Text - Sentiment Analysis

| bought this book to learn the piano. The
music is at times hard to read because we
think the book was published for singing from
more than playing from. Great purchase
though!

Domain 1

(purchase review)

Finnish Talentum reports its operating profit
increased to EUR 20.5 mn in 2005 from EUR
/\¢ 9.3 mn in 2004 , and net sales totaled EUR
W it 103.3 mn , up from EUR 96.4 mn .

(sketches)

Domain 2

(financial review)

Figure 1.3: Example of domain shift in image and textual data. Domain shift for each
category is represented by the difference in feature distributions. For instance, the colour
range of image domain 1 is RGB colour scale whereas the range of domain 2 is greyscale.

This shift leads to a decline in the model’s performance, as the statistical patterns and distri-
butions learned during training may no longer be applicable when tested on the target data,
which follows a different distribution.

Figure 1.3 illustrates a simple example of domain shift across two data modalities—images
and text. In the image domain, the two represented categories are photographs and sketches.
One notable distributional difference between these domains is colour range: photographs
(domain 1) utilize an RGB colour scale, whereas sketches (domain 2) are in grayscale.
Similarly, in the text domain, the figure contrasts two types of reviews: customer purchase
reviews and financial reviews. A key distributional difference, in this case, is the frequency
of numerical values—financial reviews (domain 2), are more likely to contain numbers, such
as monetary values or stock prices, whereas purchase reviews (domain 1) primarily contain
qualitative descriptions. Domain shifts are known to harm model performance and multiple
studies have developed domain adaptation methods to address this [23, 24, 25].

Our work identifies the presence of domain shifts among phishing URLs. Specifically,
phishing URLs collected from different sources and vantage points exhibit variations in
key feature distributions. Furthermore, attackers continuously diversify URLs to evade de-
tection. As a result, detection models trained on URLs from one source often experience a
significant drop in classification performance when applied to URLs from a different source.
Such domain shift concerns in other domains generally arise from varying sources of train-
ing and test data such as data collected from different communities of people or different
sensors. Sometimes domain shift exists due to external factors. For instance, a COVID

detection model trained during the disease outbreak is likely to be ineffective many years
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Domain 1

Benign URLs

https://www.facebook.com/lidl/perucanmeatloafdoubleclick
https://www.facebook.com/rugbyrama/putharchivesbuktikanengineer.
https://www.facebook.com/officialplt/miscellania000016572swarovskichainfire
https://www.yahoo.com/irontests.wows
https://www.yahoo.com/beauty/venuspp44201403referees

Phishing URLs
http://olx.order-complete.info/receive/59506623/invitationapostle

Domain 2

Benigh URLs
http://olx.co.id/i2/elektronik-gadget/tablet/huawei/elektronik-gadget/tablet/huawei

Phishing URLs

http://faceboook.bitballoon.com/
http://www.facebook.com.infounknown.pealbume.com/
http://www.yahooka.com/index.php

Figure 1.4: Example of domain shift in URLs. URL domains of the benign URLs in Domain
1 are similar to those of the phishing URLs in Domain 2. Consequently, a model trained on
domain 1 can experience a drop in performance when tested on model 2.

down the line as the disease incidence distribution is different then.

However, given the dynamic and adversarial nature of phishing attacks, domain shifts
in this area are inherent and phishing detection models must be robust to this. Attackers
continuously modify and diversify the characteristics of phishing URLs to evade detection
systems and this underscores the need for adaptive models capable of generalizing across
different sources and phishing strategies. Figure 1.4 exemplifies the changes in feature dis-
tributions due to domain shifts in URLs. We observe that the URL domains of the benign

URLSs in Domain 1 are similar to those of the phishing URLSs in Domain 2. For example,

* https://www.yahoo.com/irontests.wows is benign in Domain 1 but

* http://www.yahooka.com/index.php is phishing in Domain 2.

Consequently, a model trained on Domain 1 may be inclined to predict the URL

http://www.yahooka.com/index.php in Domain 2 as benign which is incorrect.

Again a key reason for vulnerability to domain shifts is the sheer volume and rapid gen-

eration of both benign and malicious sites. It is nearly impossible to curate a URL training


https://www.yahoo.com/irontests.wows
http://www.yahooka.com/index.php
http://www.yahooka.com/index.php
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dataset that is perfectly representative of all existing benign hosting sites and malicious do-
mains. Furthermore, data sharing — such as network traffic or URLs accessed within an
organization — is heavily restricted by licensing agreements and privacy regulations. This
limitation further hinders the ability of phishing detection models to generalise across a

broader range of URLs.

Anomalous benign network traffic and high false positive rates

The overwhelming volume of phishing attempts places significant strain on security ana-
lysts and leads to an increased rate of false positives in detection systems. A study surveying
cybersecurity practitioners found that 99% of phishing alerts generated by detection models
were false positives [26]. In other words, security teams spent valuable time and resources
investigating benign incidents rather than actual threats. This inefficiency not only disrupts
workflow but also contributes to a phenomenon known as alert fatigue. This is when ana-
lysts are repeatedly exposed to high volumes of false alarms, and become desensitized to
warnings, increasing the risk of overlooking genuine phishing threats. Reducing false posi-

tives is therefore a crucial challenge in improving phishing detection mechanisms.

Besides the large volume of malicious traffic, the dynamic nature of legitimate internet
traffic also contributes to the false positive problem. This is because many detection methods
operate based on anomaly detection. They depend on knowledge of well-reputed websites
and identify malicious events within network traffic by flagging URLs that deviate from
known, reputable domains. This approach relies on reference lists such as the Alexa top
domains list or the Tranco rankings of frequently visited domains [27]. These lists would
not include newly registered legitimate websites, software license update links, or lesser-
known domains. Detection methods relying on such lists would mistake these benign events

as harmful.

The above challenges underscore the need for phishing detection measures that are
timely, accurate, and efficient. Addressing the problem of domain shift among URL datasets
requires a deep understanding of the feature distributional differences between URLs from
different sources. On the other hand, reducing false positive alerts and dealing with anoma-
lous benign network traffic requires increased knowledge of existing benign websites. In the

following section, we discuss how this thesis addresses these challenges.
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1.2 Scope of the thesis: The three-stage approach

In this thesis, we aim to develop robust phishing detection methods by addressing the chal-
lenges outlined above. We identify that the lack of generalisation in existing detection mod-
els is primarily due to domain shifts among phishing URLs. Additionally, we acknowledge
other key obstacles hindering progress in this field, including high false positive rates, and
vulnerability to anomalous benign traffic. Furthermore, we recognise that resistance to intel-
ligence sharing, often due to data privacy concerns, also impedes advancements in phishing
detection. To address these challenges, we propose a three-stage approach, which we de-

scribe below.

Unsupervised Domain Adaptation. The first stage of our work conducts an in-depth inves-
tigation into the domain shift problem in phishing URL classification. We assess the impact
of domain shift using phishing URLs collected from diverse sources and demonstrate that
detection models trained on one specific dataset (source dataset) fail to generalise to URLs
from a different dataset (target dataset). Using three distinct phishing URL datasets, we
analyse the role of specific features in model performance and examine differences in fea-
ture distributions across datasets.

To quantify the impact of these differences, we use statistical tests and establish that
variations in feature distributions contribute to the observed decline in detection accuracy
when models are applied to a target dataset. To address this limitation, we propose a frame-
work based on unsupervised domain adaptation (UDA). Our UDA-based approach allows
a model trained on one source dataset to perform well on a different target dataset. A key
contribution of this stage is the identification of dataset-specific features that introduce noise
and create domain shifts during training. Additionally, we demonstrate the performance im-

provements achieved through our UDA framework.

Federated learning. In the next stage of our work, we address the challenge of anomalous
benign traffic and high false positive rates. As these occur due to the lack of access to a
broader representation of website URLs, we essentially address the problem of intelligence
sharing in this stage. Threat intelligence sharing—such as benign network traffic data or
information about previous malicious attacks—would be particularly valuable in phishing
detection, as it would expose detection models to a broader range of benign and malicious
incidents during training. As a result, models would become more robust to diverse URL
patterns. However, we acknowledge that strict data privacy regulations often prevent or-
ganisations from sharing such intelligence. To address this, we explore federated learning

solutions, which enable multiple clients or organisations to collaboratively train a server
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model without directly sharing their local data.

Since federated learning does not require the explicit sharing of raw data, it ensures com-
pliance with data privacy laws and licensing requirements while enabling the development
of a decentralised classification model that benefits from all the data available within the
federated system. Our work in this stage builds on the findings from the first stage, where
we analysed URL-specific features contributing to domain shift. Building on this domain
knowledge, we propose a federated learning-based solution that mitigates domain shift in

phishing URL detection, ultimately leading to a more robust phishing detection model.

Large language models. Previously, we noted that for improving detection performance,
understanding existing benign sites is just as crucial as recognising phishing characteris-
tics. The lack of proper representation of both benign and phishing URLs, as well as their
associated entities, hinders the generalisation of existing detection models. One approach
to addressing this issue is to leverage the knowledge embedded in large language models
(LLMs). Since LLMs are trained on vast amounts of internet data which includes benign
sites and entities, we explore their effectiveness in URL classification.

In this final stage of our work, we propose a one-shot classification framework that
utilises LLMs’ reasoning capabilities to enhance prediction accuracy. Our solution offers a
lightweight approach to URL classification by reducing the need for careful dataset curation,
which is typically required for supervised training. Additionally, we address the challenge of
model explainability by incorporating LLMs’ reasoning abilities into our framework. Our
proposed solution achieves prediction performance comparable to supervised approaches
that rely on large training datasets, while significantly reducing the dependency on exten-

sive labelled data.

1.2.1 Structure of the thesis

The rest of this thesis is structured as follows.

Chapter 2 provides a comprehensive review of existing literature relevant to this the-
sis. More specifically, we review the machine learning and deep learning concepts that are
used for recent phishing detection methods. We begin by outlining the models employed
for traditional heuristics-based approaches and establish the theoretical foundation of deep
learning methods used for URL classification. This is followed by a theoretical explanation
of domain shift to elicit why it harms machine learning and deep learning training. Next, we

cover the theoretical foundations of federated learning and how this approach enables data
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sharing while maintaining organisational data privacy. Finally, we cover the development
of large language models (LLMs) and their use as classification models, highlighting their

capabilities in reasoning and contextual knowledge and understanding.

Chapter 3 introduces the first stage of our work. We demonstrate the existing domain
shift problem among phishing URLs. We analyse URL datasets collected from various
sources and investigate differences in feature distributions. Using statistical tests we iden-
tify the distributional feature differences among source and target datasets and verify that
such domain shifts contribute to the drop in performance of state-of-the-art phishing URL
classification models. We use an unsupervised domain adaptation (UDA) based feature
alignment framework to address this issue and demonstrate that our method results in im-
proved transfer performance. Specifically, our framework resulted in an average F1 score

increase of 0.06 and as high as 0.2 in some scenarios.

Chapter 4 describes the second stage of our work. It addresses the problem of data
sharing restrictions among organisations contributing to a lack of generalisability of phish-
ing detection models. In this work, we implement a federated learning framework to develop
an improved phishing URL classification model that draws from multiple sources (clients in
the federated learning framework) of URLs while maintaining the privacy of each client’s
URL dataset.

Chapter 5 addresses the lack of knowledge of a broader range of benign sites and entities
in existing phishing URL detection models. By leveraging the vast embedded knowledge in
pre-trained large language models (LLM), we investigate their ability to classify phishing
URLSs and also explain predictions. Specifically, our work draws on large language models’
reasoning capabilities and proposes a one-shot URL classification framework that provides
explanations for each prediction based on LLLM knowledge of benign hosting sites and URL
patterns. We demonstrate that our one-shot framework provides prediction performances
comparable to supervised models and also conduct a quantitative analysis of the prediction
explanations to demonstrate alignment with post-hoc explanations of the supervised classi-

fiers.

Chapter 6 concludes the thesis by summarising the results and discussing the limitations

and possible future directions of research.



Chapter 2

Related work

In this chapter, we review existing literature related to our work in this thesis. As mentioned
in Chapter 1, this thesis presents a three-staged approach to phishing URL detection where
we first investigate the problem of domain shift among phishing URLs, then explore the use
of federated learning to alleviate the obstacles of threat intelligence sharing, and finally, we
leverage the reasoning capabilities of large language models for phishing URL classification.
As the main aim of the three stages is to address the problem of phishing detection, in this
section we cover some related work in this area as well as studies relevant to the methods

we implemented in this thesis. More specifically we discuss the following:

* Phishing detection methods: We discuss traditional phishing detection methods in-
cluding traditional blacklisting and simple rule-based methods, as well as the more

recent machine learning and deep learning methods.

* Mitigating domain shifts: We provide a theoretical outline of domain shifts and ex-
plain how they adversely affect the machine learning and deep learning training pro-
cess. Furthermore, we provide some example studies where domain shift was ad-

dressed in the areas of image and text classification.

» Federated learning: We cover the theoretical basis of federated learning and discuss

other studies that implemented FL for privacy-preserving model training.

* Large language models: We finally explore the use of large language models in exist-

ing literature with a particular focus on few-shot classification.

2.1 Phishing detection methods

Blacklisting. Phishing attacks today cover a wide range of communication channels in-

cluding emails, text messages and social media platforms. As the first phishing campaigns

11
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originated on email platforms, the original prevention methods operated on a browser level
and initial examples include the anti-phishing Netcraft toolbar built for Internet Explorer.
Alongside similar solutions such as the Google Safe Browing anti-phishing plugin and Mi-
crosoft Defender Smartscreen, these solutions made use of blacklists and simple heuristics
to identify suspicious webpages and give cautionary warnings to users [9].

However, primarily relying on blacklists has lost traction among phishing detection
methods as these lists require frequent updates and maintenance in order to remain rele-
vant and effective. Identification of phishing websites followed by blacklisting is further
hampered by detection evasion techniques by used attacks. For example, Oest et al. [22]
conducted a longitudinal study, investigating the effectiveness of blacklists over time and
against various evasion techniques. The study found blacklists to become ineffective against

existing techniques of cloaking and behaviour-based Javascript evasion.

Email filters. While blacklists operated on a browser level, email filters developed simul-
taneously to ensure phishing or spam emails did not reach users in the first place. The
Thunderbird 1.5 email filter [28] launched in 2006, for example, used IP-based URLs, mis-
matched links and embedded HTML extracted from emails to alert users to potentially dan-
gerous emails. A study by Albrecht et al. [29], conducted around the same time, proposed
an open-source spam filtering framework named Spamato. This solution integrated multiple
filters including URL-based filters and combined the results of all filters to produce a final
decision for an email.

Fette et al. [30], on the other hand, addressed email filtering using machine learning tech-
niques. Here, a Random Forest model was trained on email features such as IP addresses,
the age of linked-to domain names, HTML information, the number of links, the number
of dots in URLs, whether the email contains Javascript, and the TF-IDF of key terms. The
study evaluated the proposed solution on 860 phishing emails and 6950 non-phishing emails
and presented over 96% accuracy in identifying phishing emails while misclassifying legit-

imate emails by 0.1%.

Content-based methods. Other types of detection methods focused on detecting malicious
websites by utilising content-based features. An early work by Provos et al. [31], proposed
focusing on drive-by downloads and obfuscated JavaScript detection. This is specifically for
those URLs which automatically install and run malware on users’ computers. The method
analysed malicious content injected into legitimate sites through iFRAMESs and found that
around 1.3% of incoming search queries on Google returned at least one such URL in the

results.
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A similar early study focused particularly on phishing, was that of Zhang et al [32]. This
work proposed the detection tool CANTINA, which used the TF-IDF information of terms
on the webpage. More specifically, the tool calculated the TE-IDF scores of each term on the
webpage and generated a lexical signature for five terms with the highest TF-IDF weights.
This lexical signature is fed into a search engine (Google) and if the domain name of the test
webpage does not match the domain name of the N top search results, the site is considered
phishing. The paper evaluated this method on 200 URLSs, and reported a 95% accuracy in
labelling phishing websites. Similarly, Abu-Nimeh et al. [33] compared multiple machine
learning models including logistic regression, support vector machines, random forests and
neural networks on the TF-IDF features of over 2000 phishing and legitimate emails and
demonstrated that random forests outperformed the other models with an error rate of 7.72%.

In contrast to the above, Lin et al. [34] proposed Phishpedia, a convolutional neural
network-based model that extracts visual elements from a webpage and combines image
and metadata analysis for phishing detection. More specifically, the model measures the
similarity between visual elements from the webpage and well-reputed or familiar brands

and logos to detect phishing sites. Other comparable works include [35, 36, 18].

Detecting malicious domains. Methods focusing particularly on malicious domains form
another category of phishing detection. A significant contribution in this area is the work
by De Silva et al. [37], who studied malicious hosting environments through the classifi-
cation of compromised versus attacker-owned domains. This work was motivated by the
fact that the mitigation strategy for a malicious website should depend on how it is hosted.
A malicious site hosted on a public apex domain for example needs targeted mitigation by
only being blocked at the subdomain level. Attacker-owned domains can be more decisively
blacklisted. Accordingly, the study developed a Random Forest model trained on features
such as domain registration patterns and historical usage, and achieved over 97% accuracy
in distinguishing between sites unintentionally compromised and those deliberately created
to host malicious content.

Similarly, Huang et al. [38] developed Gossip, a system that automatically identifies ma-
licious domains by mining security-focused mailing lists. The research trained classifiers in-
cluding Naive Bayes, SVM, and Random Forests using features such as email subject lines,
attachment counts, URL extensions, and domain reputation indicators. The results demon-
strated that Gossip identified 79% malicious domains earlier than existing public blacklists
and when tested on public mailing lists, the method showed a 94% detection accuracy. Other

work in this category include [39, 40, 41].
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URL-based phishing detection. The related work discussed above address the problem of
phishing through a multitude of angles, utilising various aspects of phishing attacks as points
of analysis and classification. Among these developed URL-based detection methods, URLSs
present the most direct access to the attack surface. Several studies have advanced this field
using both traditional and deep learning techniques.

One of the earliest works on phishing URL detection using machine learning is that of
Garera et al [42]. The study used features including the presence of red flag keywords, fea-
tures based on Google page rank and Google web page quality guidelines, URL length, and
the presence of certain structural elements like the number of dots in the domain, extracted
from several million URLs. The framework incorporates these heuristic insights into train-
ing a logistic regression model, successfully flagging suspicious URLs with 97.3% accuracy
over a sample of 2,500 URLs. This work helped pave the way for feature-based phishing
URL detection, highlighting the predictive power of URL characteristics alone.

In another study, McGrath and Gupta [43] investigated phishing URLs by analysing
WHOIS records, IP locations and geographic information. The study further analysed prop-
erties such as the differing length and character frequencies of phishing URLs and legitimate
URLSs and elaborated on attackers’ use of free web hosting services and well-reputed brand
names. Instead of proposing a specific detection algorithm, this study characterised phishing
domains and uncovered behavioural trends in how attackers register, host, and deploy phish-
ing websites, and thereby, aimed to provide heuristics based on which URL-based phishing
detection methods can be further developed.

Following this, Ma et al. [44] proposed a detection method where Naive Bayes classi-
fiers were trained using lexical and host-based features of URLs to predict phishing. Unlike
blacklists, this method relies on statistical patterns in the structure of URLs, including at-
tributes such as hostname length, whole URL length, number of dots in the URL etc. The
method also utilised host-based features such as [P-address properties, WHOIS properties,
domain name properties and geographic properties. By training on labelled datasets of ma-
licious and legitimate URLs, Ma et al. achieved high detection rates (between 95-99%
accuracy).

More recently, a significant study by Mamun et al. [45] extracted a broader range of
lexical features from over 100, 000 URLs. Additional features in this work included the av-
erage token length with the URL path component, an entropy measurement of URL domain
characters, and the ratio of domain length to URL length among others. Using a random
forest classifier, the proposed solution demonstrated 97-99% detection accuracy. Another

significant recent proposed CatchPhish [3] - a random forest-based classifier trained on a
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combination of hostname features, URL features and TF-IDF features, demonstrating per-
formance of 98.25% and 97.49% accuracy on benchmark datasets.

With the development of natural language processing methods, phishing detection meth-
ods began to use embedding representations of URLs. For example, URLNet [1] and
URL2Vec [46] leveraged textual representations of URLs. URLNet implemented con-
volutional neural networks (CNNs) to automatically learn patterns from word-level and
character-level embedding representations of URLs. URL2Vec, on the other hand, focused
only on character-level embeddings, processing each URL component separately to train an
XGBoost model. The method is evaluated on a dataset of over a million URLSs and achieves
an F1 score of 96.6%.

The use of URL embedding representations was further enhanced with the develop-
ment of transformer models. In this area, Maneriker et al. [2], presented the first work that
encoded URLs to train a BERT (Bidirectional encoder representations from transformers)
classifier named URLTran. The study demonstrated that URLTrain achieved a true positive
rate (TPR) of 86.80% compared to 71.20% for the next best baseline.

2.2 Domain adaptation

2.2.1 Background

As mentioned in Chapter 1, our work with URL-detection methods reveals a domain shift
problem among phishing URLs. URLSs collected from different sources or vantage points
reflect varying feature distributions which present difficulties in the machine learning train-
ing process. In this section we expand on the concept of domain shift, its various categories
and mitigation strategies.

Machine learning models traditionally assume that the training and test data originate
from the same distribution. However, in practice, when discrepancies arise due to evolving
statistical properties, dataset shifts over time, or variations in data collection sources, model
performance can degrade significantly when a naively trained classifier is applied to unseen
test data. This issue, is known as domain shift.

To address domain shift means to enable knowledge transfer between the two datasets or
domains of differing distributions. In general, these are referred to as the source domain (a
well-annotated dataset that is used to train the model) and the target domain (the test dataset
that the model is applied to) and the family of work that addresses this knowledge transfer is
known as transfer learning. While general transfer learning methods cover a wide range of

cases, domain adaptation only refers to those cases where the task remains the same while
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the distributions vary between domains. For example, when training a phishing detection
model, enabling knowledge transfer between the URL dataset used to train the model and
the dataset used to test or evaluate the model falls under domain adaptation, where the task
of phishing detection remains the same. Again, the primary objective is to generalise the
model learned from the source domain to the target domain while minimising performance
loss.

Formally, a domain D is defined as a triplet consisting of:

* Feature Space X, where each sample belongs to R? and d is the dimension size of

each feature,
* Label Space Y, which can be binary {—1,+1} or multi-class {1,..., K},

* Joint Probability Distribution p(z,y), determining the relationships between fea-

tures and labels.

Given a source domain S and a target domain T, training data is drawn from S =
{(z4,y:)}1-,, where x; € X are the input features and, y; € Y are the labels. Similarly, the

target dataset consists of 7" = {(z;, u;) } 7.

2.2.2 Fundamental work

The general assumption of classical machine learning is that ps(z,y) = pr(z,y). However,
in domain adaptation, this assumption needs to be relaxed. Instead, domain adaptation seeks
to minimise the discrepancy between pg(x,y) and pr(z,y) through adaptation techniques
that align distributions while preserving useful source knowledge. However, the techniques
used depend on the type of domain shift observed, which can be categorised as prior shift,
covariate shift and concept shift. Below we describe each of the following and relate some

fundamental work done in each area.

Prior shift. This category refers to the scenario where the class prior probabilities differ

while the conditional distributions remain the same. That is,

ps(y) # pr(y), (2.1

ps(XY =y) = pr(X|Y = y). (2.2)

An example of prior shift occurs in disease detection [47] when a classifier is trained

during a disease outbreak. During the outbreak, the probability of the occurrence of the
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disease would naturally be higher than later when the probability of the disease would be
lower (ps(y) > pr(y), although the symptoms given disease occurrence remain the same.
Japkowicz et al. [48] is one of the early works that described this phenomenon as the
class imbalance problem. The paper tested this on multiple classifiers including decision
trees, neural networks and support vector machines and suggested simple ways to address
the problem. The proposed techniques included resampling to reduce the class imbalance
and a cost-modifying method to adjust the relative cost associated with misclassifying each
class so as to compensate for the class imbalance ratio. Similarly, Chawla et al. [49] tested
the technique of over-sampling underrepresented classes and under-sampling overrepre-
sented classes on Naive Bayes classifiers. Other works such as Zhu et al. [50] and Chan
et al. [51] addressed this problem in the area of word sense disambiguation by proposing a

bootstrap-oversampling method and an EM-based algorithm respectively.

Covariate shift. In this case, the marginal distributions of the features differ while the

label-conditioned distributions remain the same:

ps(x) # pr(z), (2.3)

ps(Y|X =1x) =pr(Y|X = x). (2.4)

Covariate shift occurs for example, when an autonomous vehicle trained only during
summer time is made to drive in a winter environment. In the new environment, feature
distributions will differ such as snow-covered streets and trees in winter which was not a
part of the feature distribution of summer. Regardless of whether a tree is covered in snow
or not, however, the decision that the vehicle needs to avoid the object is the same.

Previous work generally addressed this problem by reweighting each training sample
based on the ratio of ’;—g. To estimate this ratio, Shimodeira et al. [52] explored a non-
parametric kernel density estimation. Zadrozny et al. [53] on the other hand, framed this
re-weighting estimation as an estimation of whether a test sample is from the source domain
or the target domain during evaluation. This paper considered the covariate shift problem as
a sample selection bias problem - where the training sample for a machine learning model
does not represent the evaluation sample correctly. Other early work in this category include
[54] and [55].
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Domain 1

Domain 2

g e

Mammal Mammal Non-mammal Non-mammal

Figure 2.1: Example of concept shift. Here the label distributions vary between the two
domains while the feature distributions remain the same.

Concept shift. Here, the label distributions change with respect to features, requiring la-

belled target data for adaptation:

ps(ylr) # pr(ylz). (2.5)

Consider a dataset containing animal images, annotated according to species name and
another dataset containing the same images but annotated based on whether the animals are
mammals or not (Figure 2.1). This scenario represents a concept shift as the conditional
distribution of the data labels changed (from species names to mammalian or not) even
though the feature distributions remained the same (animal images).

Jiang et al. [24] addressed this by proposing an instance weighting framework. The
framework involves multiple instance-based parameters such as a parameter «; to estimate
the closeness of pr(y7|z?) and pg(y7|z?) for instance i. A large value would indicate that
ps(y7|x7) is a good representation for the instance in the target domain and therefore should

weigh higher during training in comparison to an instance with a low ;.

2.2.3 Application areas

Computer vision. A common example from computer vision is when a model trained on
images of handwritten digits, such as the MNIST dataset, is used to detect house numbers
in images such as the SVHN dataset. Both the source and target data consist of images of
digits; however, differences arising from the sourcing of the data introduce a domain shift
between the two datasets. Murez et al. [56] for example, proposes a solution building on
top of the DenseNet convolutional neural network architecture by adding extra networks

and losses which regularises the features extracted from the source domain data. Applied
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to SVHN and MNIST, their solution achieves an error rate of 10.4, about 5 points lower
than comparable baselines. Other related studies include that of Cicek et al. [57], where a
shared embedding is trained to align the joint distribution of the source domain and the target
domain. More specifically, the model incorporates an additional joint predictor that models
the distribution of both class and domain labels. The encoder is then trained to deceive this
predictor, ensuring alignment within same-class samples across domains.

Another related study that addresses cross-domain visual recognition is of Zhang et
al [23]. This work proposes the Joint Geometrical and Statistical Alignment (JGSA) frame-
work which aims to reduce both statistical and geometric shifts. To do this, the model learns
two coupled projections that project the source and target domain into low-dimensional sub-

spaces where the geometrical shift and distribution shift are reduced.

Natural language processing. An example study in the natural language processing space
includes Gururangan et al. [25] which investigated the effectiveness of adapting pretrained
language models to the target domain task. Specifically, the study proposes a second phase
of pretraining in-domain, referred to as domain-adaptive pretraining, where a RoOBERTa
model is pretrained for a second round on a large unlabelled dataset. The authors evalu-
ated this framework on four different domains, including biomedical and computer science
publications, news, and reviews and presented this work as an early demonstration of the ef-
fectiveness of pretraining a large language model on the domain of the target dataset before
fine-tuning the model for a specific task.

Liu et al. [58], on the other hand, focus on named entity recognition tasks. While cross-
domain named entity recognition models exist and can deal with sample scarcity in target
domains, the existing NER benchmark datasets do not focus on domain-specific informa-
tion. To address this, the authors of this paper introduce CrossNER - a cross-domain NER
dataset containing NER data from five different domains with specialised entity categories
for each domain. Furthermore, the authors provide a domain-related corpus for domain-
adaptive pretraining. The study demonstrates that using CrossNER and domain-adaptive
pretraining improves NER domain adaptation, outperforming existing cross-domain NER

baselines.

Speech recognition. Sun et al. [59] on the other hand, applies domain adaptation for robust
speech recognition as training and testing mismatch is common in real-world speech recog-
nition tasks. The method proposed by the study learns two joint discriminative classifiers

using a deep neural network for two tasks. The main task is to predict the phoneme labels
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which is required during both the training and testing time. The second task involves a do-
main classifier training to discriminate between the source and target domains. This only
takes place during the training time. The overall optimisation process involves minimising
the label classifier loss and maximising the domain classifier loss simultaneously.

Another similar work by Hsu et al. [60] trains a variational autoencoder on both the
source and target domains to learn a latent representation of the speech data. The alignment
between the source and target domains is then performed by modifying the latent represen-
tations to transform the noisy features in the data that are irrelevant to speech recognition.
Evaluated on the CHiME-4 dataset, the method is demonstrated to reduce the absolute word

error rate by as much as 35% in comparison to other baselines.

Activity recognition. Activity recognition is another field in which domain adaptation plays
a significant role. Here the difference in source and target domains often arises when a
model is trained on data collected from a specific device or individual and applied to data
from a different source. Rokni et al. [61] for example, focuses on domain shifts caused
by the addition of new activity sensors in the model training system or varying placement
of sensors on different parts of the human body. In such cases, acquiring new labelled
data to retrain the model can be difficult. To address this the study proposes an approach
where knowledge from existing sensors is used to autonomously learn activity recognition
in newly added sensors without the need of any new labelled training data. Evaluating the
approach on three experimental datasets, the method achieves an average accuracy of 81.1%
representing an improvement of 13.8% due to the automatic labelling of data from newly
added sensors.

Khan et al. [62], similarly reduces the need for large volumes of labelled data from the
target domain in activity recognition. The authors propose a convolutional neural network-
based model named HDCNN which assumes invariant relative distribution of weights in the
CNN model layers for the same set of activities. Evaluated on real-world data, HDCNN
is demonstrated to achieve over 90% accuracy in scenarios with cross-user differences,
and approximately 80% accuracy in the more challenging scenarios such as smartphone-
to-smartwatch model transfer, representing improvements of 5 to 20% in comparison to

baselines.

2.3 Federated learning

As mentioned previously in Chapter 1, this thesis explores federated learning techniques

in order to enable intelligence sharing while maintaining data privacy. Organisational threat
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intelligence data relevant to phishing detection includes web traffic, access logs and network
and endpoint security data which is generally protected through privacy laws and licensing.
These would be useful for training robust detection models that otherwise lack a sufficiently
broad representation of benign and malicious examples in their training data. The feder-
ated learning framework poses a viable solution for training a central model that leverages
multiple training data sources while maintaining the privacy of each. In this section, we
cover some related work from other areas that apply federated learning for similar purposes
and some specific studies that focus on the intersection of domain adaptation and federated

learning.

2.3.1 Training process

The general federated learning framework consists of N clients {C}, Cy, ..., Cy } where each
clients possesses a local data D,, = {(«7, %)} and |2"| = M,,. There is a server global
model s which is broadcast to the clients during each communication round ¢. The clients
train this model separately using the local data and therefore, each client’s local model can
be referred to as f(z",6,,). At the end of each communication round, the server collects the
clients’” model parameters and aggregates them to obtain an updated global model which is
broadcast to the clients in the next communication round. The process is elaborated further

below.

o Step 1: At the beginning the server initialises the global model 65 which is held at

the server.

» Step 2: The latest global model is sent to all participating clients such that the local

client model can be represented as {6, 0571 ... 641},

 Step 3: Each client trains the local model and updates the local model parameters such
that
9; — (972_1 - OéVgLn (f($n> 9;_1)7 yn)

Here, « is the learning rate and L, (-) is the loss for each client.

» Step 4: The server model then collects and aggregates the updated parameters of the

clients 25:1 %92 This aggregated model is used to update the server model.

N
M,
0 D 51t
n=1
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Latest model broadcast to all
clients for the next round of
local training

t+1 t t t 't
GG (01 ? 02 ’ 93 ’04)
Aggregation

Figure 2.2: General federated learning framework.

» Step 5: Steps 2 to 4 are repeated for 7' communication rounds after which the final

server global model is distributed to all participating clients.

Figure 2.2 outlines the framework.

2.3.2 Application areas

Medical. Federated learning is a popular classification method among medical applications
as data privacy is crucial in healthcare. Examples include research by Xu et al. [63], where
FL was implemented for training a depression detection model while keeping patient data
decentralised. Beyond a model training framework that uses data from multiple sources, the
study introduces later fusion methods to address time series inconsistencies of multiview
data. Compared to other collaborative training frameworks, the study demonstrates that
the proposed method predicts depression scores with an accuracy that reaches 85.13%. In
comparison to local training, this performance is 15% higher.

In a much earlier work, Kim et al. [64] focus on extracting electronic health record phe-
notypes (meaningful clinical concepts) using tensor factorisation models. However, this is
a challenge when it is necessary to derive joint phenotypes from EHRs of several hospitals
as patient-level data sharing is often not possible. The authors address this problem by de-
veloping an alternating direction method of multipliers (ADMM)-based method for secure
data usage and federated computation. The aim is that hospitals can use this to generate
EHR phenotypes using information from multiple hospitals in a secure way. Evaluated on
real medical datasets, the method’s performance is similar to centralised models trained on

combined datasets in terms of accuracy and phenotype discovery. Similarly, Jochems et
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al. [65] collected patient data from two hospitals to develop a Bayesian network model for
non-small cell lung cancer detection in a distributed setting. Other federated work in medi-
cal applications include Kumar et al. [66] who developed a blockchain-based FLL model for
COVID diagnosis and Liu et al. [67] proposed a NLP-based federated model that trains on

clinical notes.

Recommendation systems. In the area of recommendation systems, Duan et al. [68] pro-
posed JointRec - a joint cloud video recommendation system that operates at the user level
and enables federated training among distributed cloud servers. The study further proposes a
method combining low-rank matrix factorisation and 8-bit quantisation to reduce the heavy
communication costs in the training process. Caballero et al. [69], on the other hand, focuses
on personalised recommendations for student activities and proposes a federated solution
based on Eduroam, a Wi-Fi network developed for the academic and research community.
The proposed system applies to distributed devices such as smartphones and campus kiosks,
and uses user behaviour patterns, class schedules, and activity preferences to provide tai-
lored suggestions for students.

Other federated work in recommendation systems include Wahab et al. [70] which used
FL to specifically address the cold-start problem in recommendation systems, where there
are no previous ratings available for an item. Here, it is useful to leverage ratings from users
from other networks while maintaining their data privacy. Similarly, Tan et al. [71] and
Neumann et al. [72] apply FL for content recommendation.

In a more general sense, Muhammad et al. [73] focus on improving federated recommen-
dation systems and propose an alternative for FedAvg, the model aggregation method during
each federated global training round. The study proposes FedFast, a sampling method for
selecting a diverse set of participating clients for model aggregation, and demonstrates its
improved performance in terms of reducing communication costs and training more accu-

rate models earlier on in the federated learning process.

Intelligent systems. In a different line of research, Yuan et al. [74] exemplify federated-
learning implementation in the development of intelligent transportation systems. This study
introduces FedSTN, a federated learning-based spatial-temporal network designed to im-
prove traffic prediction while preserving data privacy. The model leverages graph represen-
tation learning to capture spatial dependencies between different traffic nodes and integrates
temporal information to improve forecasting accuracy. Other studies exploring federated
learning for Internet of Things (IoT) systems and intelligent transport systems (ITS) include
Du et al. [75] and Billah et al. [76].
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Chen et al. [77] on the other hand, proposes FedHealth, a federated framework for wear-
able healthcare. The framework applies convolutional neural networks in a federated setting,
that is able to train on human activity data from multiple organisations. Similar work util-
ising healthcare data, collected from IoT devices, to train federated models include Yuan et
al. [78] and Liu et al. [79].

Cyber security. Within cyber security, intrusion detection research has involved federated
learning in multiple cases in order to maintain the privacy of sensitive network information.
Tang et al. [80], for example, presented an FL-based method that enables multiple ISPs and
other institutions to jointly train while retaining local data. The paper evaluates the method
on the CICIDS2017 network intrusion detection dataset and demonstrates performance very
close to centralised models. Zhao et al. [81] proposed a similar solution for intrusion detec-
tion, however, using a long short-term memory (LSTM)-based model instead.

Liu et al. [82], on the other hand, focused on the security of vehicular networks. The
study proposed offloading the intrusion detection model to the edge devices, which in this
case involved connected vehicles and roadside units, and further utilised blockchain for
secure storage and sharing of the training models. Similar studies in this area include Chel-
lapandi et al. [83] and Basnet et al. [84]. In a similar line, Li et al. [85] introduce DeepFed
for intrusion detection in industrial IoT environments. The method employs a hybrid model
that combines convolutional neural networks and gated recurrent units to enable multiple
cyber-physical systems to train a comprehensive intrusion detection model. Mothukuri et
al. [86] and Ghimire et al. [87] exemplify similar work in applying federated learning for

intrusion detection in IoT systems.

2.3.3 Data heterogeneity

Traditionally, federated learning settings assume that the local data for each client follows
the same distribution—that is, that the data is independent and identically distributed (IID).
However, in practical scenarios, the data distribution is inconsistent across clients, and vari-
ous studies have aimed to overcome the performance drops caused by this data heterogene-
ity.

Li et al. [88], for example, focuses on the effect of low-quality training samples such as
data involving skewed label distributions and low content diversity. The paper proposes a
framework that enables clients to select the optimal sample combination under a monetary
budget while preserving local data privacy. The framework is evaluated on a real AloT

system and demonstrates faster convergence and better performance than existing solutions.
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Jeong et al. [89], on the other hand, addresses non-IID client data distribution by propos-
ing a framework where each client trains a generative model. This generative model learns
to generate samples to augment the local data such that the resulting dataset becomes more
homogenous (towards IID). The study further proposes a federated distillation method to
reduce the communication payload during the training process. Through multiple exper-
iments, the solution is shown to reduce communication overhead by a factor of 26 while
achieving 95-98% test accuracy compared to normal federated learning.

With the development of transformer models, Qu et al. [90] explored the effectiveness of
the self-attention mechanism in overcoming distribution shifts in heterogeneous data. Their
work presents the first extensive comparison between convolutional neural networks and
transformer models for this purpose, demonstrating the performances of these two types
of models over a range of federated architectures, heterogeneous data splits and real-world
benchmarks. For instance, one type of experiment presented in the study considers three
different types of splits of the CIFAR-10 dataset, each representing a different nature of
heterogeneity. Split 1 refers to the data shared among clients such that the label distribution
is uniform whereas split 2 consists of client data being skewed towards specific classes. The
paper evaluates two convolutional neural network models (ResNet-50 and EfficientNet-BS5)
and two transformer models (ViT and Swin), and demonstrates that transformer models not
only overcome catastrophic forgetting during training, they can also accelerate convergence
and reach a more optimal final global model under heterogeneous settings.

Another line of work tackles these heterogeneous settings by proposing personalised
federated learning schemes [91, 92]. Wang et al. [91] for example, proposes local fine-tuning
of the global model by each client. The study demonstrates this using an RNN language
model for the keyboard next-word prediction task and shows that the framework benefits
a significant proportion of clients in a heterogeneous setting. Yu et al. [92] on the other
hand demonstrated local adaptation through three different techniques: local fine-tuning,
multi-task learning and knowledge distillation. Hanzely et al. [93] took a slightly different
approach involving learning a mixture of the server model and the local models trained
by each client. The study introduces an efficient variant of stochastic gradient descent for
this training and shows that the proposed method improves federated communication under
heterogeneous settings.

In phishing detection, federated learning presents the opportunity to leverage multiple
threat intelligence sources while maintaining organisational privacy. However, similar to
the data heterogeneity problem discussed above, the domain shift issue in phishing URLSs

hampers federated learning performance. The two concepts are essentially the same, as they
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both refer to the difference in data distributions held by each client or organisation. That is,

Py(x) # Pi(z) (2.6)

where P, and F, represent the source and target domain distributions and the distributions
of two clients’ local data, respectively. In the later chapters, we explore this domain shift

problem further and recommend a federated learning-based solution for phishing detection.

2.4 Classification using large language models

The final part of this thesis implements large language models (LLMs) for phishing detec-
tion. The main aim in this regard was to leverage large language models’ knowledge of be-
nign websites and entities to address the problem of false positives in a more direct manner.
Trained on a vast amount of internet data, large language models quickly gained significant
attention for their performance in a wide range of tasks including question-answering, ma-
chine translation and text classification [94, 95, 96]. The accessibility of pretrained models,
their superior performance and the ability to interact with them in natural human language,
made LLMs a popular alternative for such tasks.

In LLM research, a family of studies developed that studied LLMs’ capabilities to learn
from the context provided within the query prompt, known as in-context learning. Compared
to supervised learning, this paradigm offered the opportunity to apply LLMs as classifiers
without requiring a large annotated dataset for model parameter updates. Instead, in in-
context learning, a few demonstrative input and output examples are provided within the
query in natural language, for the LLM to learn from before providing a result. Brown et
al. [97] formalised the concept of using LLM classifiers under in-context learning as ‘Few-
shot Learning’. The authors propose the framework of querying LLMs in natural language,
along with additional sample answers similar to training samples in supervised learning.
The paper evaluates variations of this approach including ‘zero-shot’ (no sample answers
provided), ‘one-shot’ (only one sample answer provided), ‘few-shot’ (a few sample answers
provided) and ‘fine-tuning’ (fine-tuning a pretrained LLM for the specific task with many
training samples). It was shown that LLMs under zero-shot, one-shot and few-shot can
perform similarly to completely fine-tuned models, in some cases nearly matching them in
performance.

Liu et al. [98] further investigated how to select in-context examples that improve LLM
classification performance. The study proposed a retrieval-based model to select samples

that are semantically similar to test samples and demonstrates that this method consistently
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produces higher classification accuracy than random selection of samples. Lu et al. [99]
on the other hand explored how the order of samples affects the classification performance.
They established findings such that the sample order affected even the largest language mod-

els and that a good permutation for one model could not be transferred to another.

2.4.1 Few-shot classification

In this section, we relate some studies that applied few-shot classification in various areas.
Heggselmann et al. [100] for example, demonstrate querying LL.Ms by adding tabular data
to the natural-language query string along with a description of the classification problem.
The study finds that under the few-shot setting LLMs can even outperform deep-learning-
based tabular classification methods on such tabular classification tasks.

Some more domain-specific work in LLM classification include Li et al. [101] who
study LLMs in a cancer application - predicting drug pair synergies in rare tissues. The
paper proposes CancerGPT, a few-shot framework that demonstrates performance compa-
rable to larger fine-tuned LLMs. In contrast, Yang et al. [102] applied few-shot LLMs in a
cross-modal framework for several audio tasks such as speech emotion classification, audio
classification, and text-to-speech classification. Van et al. [103], take a different approach
and explore LLMs under few-shot multimodal tasks. The authors apply zero-shot prompt-
ing with visual language models such as LLaVa and Flamingo to detect hateful memes and
perform meme correction tasks.

A recent significant study by Xu et al. [104] applies LLMs in the field of mental health.
This work presents an extensive comparison of multiple LLMs on mental health prediction
tasks, based on online textual data. The study not only evaluates a variety of LLMs including
Alpaca, Alpaca-LoRA, FLAN-TS, GPT-3.5, and GPT-4, but conducts these evaluations un-
der zero-shot prompting, few-shot prompting, as well as instruction fine-tuning. The results
showed that LLMs can perform decently under zero-shot and few-shot settings, however,

that performance can be significantly improved with instruction fine-tuning.

2.4.2 LLMs in cyber security

In the cyber security field, Aghaei and Al-Shaer [105] proposed SecureBERT - a BERT
model fine-tuned for security-based tasks. Specifically, the model is trained to understand
the relationship between Common Vulnerabilities and Exposures (CVEs) and tactics, tech-
niques, and procedures (TTPs) within the ATT&CK framework. Furthermore, the study in-

troduced the TTPpredictor tool which extracts threat actions from cyber reports and matches
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them to MITRE’s attack functionality classes. This was then used as training data for fine-
tuning SecureBERT, which was demonstrated to achieve 95-98% F1 scores.

More recently, Zhou et al. [106] explore LLMs’ few shot capabilities for recognising
code vulnerabilities. The study proposes a prompt design for few-shot vulnerability detec-
tion, which includes the task description along with information about dangerous CWE types
and vulnerable and non-vulnerable code samples. The framework is evaluated using GPT-
3.5 and GPT-4 and the performance is compared to CodeBERT - a BERT model fine-tuned
specifically for code vulnerabilities. The evaluation demonstrates that using the proposed
prompt design, the performance of GPT-3.5 is comparable to CodeBERT, while GPT-4 out-
performs CodeBERT by 34.8% accuracy. Pearce et al. [107], on the other hand, examines
LLMs’ ability to repair vulnerable code. The paper proposes prompt designs which include
information collected from other security tools that detect bugs in code. This information
feeds the in-context learning of LLMs to produce repaired code.

To address security flaws in protocol implementation, Meng et al. [108] developed an
LLM-based protocol fuzzer. Leveraging LLMs’ knowledge about protocol message types
of well-known protocols, the authors propose CHATAFL - a protocol fuzzing engine that
constructs grammars for different message types within a protocol and thereby mutates the
messages in a structured way. The authors evaluate CHATAFL on multiple real-world pro-
tocols and draw comparisons with state-of-the-art protocol fuzzers such as AFLNET and
NSFUZZ. Compared to these two, CHATAFL demonstrates superior performance in state
and code coverage. CHATAFL also detects nine previously unknown vulnerabilities in well-
known protocol implementations while state-of-the-art fuzzers only detects three or four

vulnerabilities.



Chapter 3

Phishing URL Detection using

Unsupervised Domain Adaptation

As outlined in the scope of this thesis (ef. Section 1.2), this chapter! explores domain
shifts in phishing URLs. We investigate the distributional differences in diverse phishing
URL datasets and demonstrate their effect on existing phishing URL classifiers. To address
this domain shift, we propose an unsupervised domain adaptation framework that improves

phishing URL classifier transfer performance.

3.1 Introduction

A significant proportion of cyber attacks on the internet comprise phishing attempts to har-
vest sensitive information such as user credentials. Recent reports estimate that phishing
emails are the entry points of 91% of all cyber attacks [109]. As such, identifying phishing
URLs accurately and efficiently is essential when it comes to securing corporate networks.
The most prevalent approach to detect phishing attempts includes maintaining blacklists
of previously identified phishing URLs and giving a cautionary warning or preventing user
access to those URLSs, such as Google’s Safe Browsing [110] and Microsoft Smartscreen [111].
Nonetheless, these methods can be inefficient. For example, blacklists can take close to an
hour to list unsophisticated phishing websites and close to three hours to list phishing web-
sites employing minor evasion techniques such as redirection via URL shorteners [22]. They
can also fail to identify phishing attacks employing sophisticated evasion techniques [22].
Many phishing attempts capitalise on the time gap for blacklists to identify a phishing URL

to conduct short-lived phishing campaigns.

IThis chapter includes the work in: F. Rashid, B. Doyle, S.C. Han, and S. Seneviratne, “Phishing URL
Detection Generalisation using Unsupervised Domain Adaptation”, published in Computer Networks: The
International Journal of Computer and Telecommunications Networking.

29
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To overcome the limitations of basic blacklist-based phishing URL detection, machine
learning-based detectors have been proposed [12, 35], which conventionally rely on the
features collected from the phishing web page (e.g., page title, images, HTML information).
However, these detectors also can be bypassed by more advanced evasion techniques such
as cloaking where phishing content on a webpage is replaced with benign content when
the page is being accessed by a phishing detection crawler [112]. Other more advanced
evasion techniques include redirection via shortened URLs and hosting phishing content on
compromised legitimate websites. Overcoming these evasion techniques requires specific
attention to the finally visited URL itself. This has paved the way to URL-based phishing
detectors that solely use the features of the URL to predict whether a given URL is a phishing
attempt or not [45, 113]. The advantage of these methods is that they do not require visiting
the corresponding web page in the background to make the prediction as the features of the
target web page are not used. Such solutions have used machine learning methods [45, 4, 3]
as well as more recently deep learning methods [114, 1].

Nonetheless, these state-of-the-art models have always been tested only on one dataset
where the training and test sets have the same distribution. As we show in our later analysis,
their performance is poor across datasets and, as such, they lack generalisability, creating in-
teroperability issues between various networks as well as being vulnerable to new phishing
URLs that are perpetually generated to outmanoeuvre classifiers. To overcome this limi-
tation, we conduct statistical tests across multiple URL datasets and identify the features
with distribution shifts causing the models to perform poorly. We identify the issue to be a
domain adaptation problem, as the distribution shifts are introduced as a result of collecting
URLSs from different sources. To mitigate this issue, we propose a feature alignment frame-
work based on Unsupervised Domain Adaptation. More specifically, we make the following

contributions.

* We evaluate the performance of several state-of-the-art phishing URL detectors across
multiple datasets and show that their performance can drop as much as 10%-32%

when the test set is coming from a different dataset than the original training set.

* Through statistical tests, we identify the features that are causing the performance
drop and the nature of their distributional shifts. For example, we found that distribu-
tional shifts in URL length and the classifiers’ focus on the presence of some specific
words (e.g., ‘www’) contribute to performance drops, while counterintuitively, the
appearance of new words unseen during training does not affect transfer performance

for certain models.

* Based on these findings, we propose an Unsupervised Domain Adaptation (UDA)
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approach for URL classifiers when training and test sets are not from the same dataset.
To the best of our knowledge, this is the first work to propose domain adaptation in
the context of URL classifiers.

* We evaluate the performance of our approach using four existing methods and three
datasets and demonstrate an increase in F1 score by 0.06 on average and approxi-

mately up to 0.2 in some scenarios.

The rest of the chapter is organised as follows. In Section 3.2 we describe related work
in phishing detection and also introduce the field of Unsupervised Domain Adaptation. Sec-
tion 5.3 describes how our framework aligns with Unsupervised Domain Adaptation. Next,
using three different phishing datasets, we conduct our analysis of four existing phishing de-
tection models. In Section 3.4 we introduce the datasets we use and in Section 3.5 we show
that state-of-the-art phishing detection models have low transfer accuracies when evaluated
using datasets other than the one they were trained on. In Section 3.6 we analyse distribu-
tional differences of various features between datasets using statistical tests and identify the
features that cause a performance drop in transfer performance. Following this we introduce
our feature alignment approach in Section 3.7 and evaluate its performance in Section 5.5.
Finally, in Section 5.7, we discuss the implications and limitations of our work and also

make recommendations for future work before concluding the chapter.

3.2 Related work

3.2.1 Approaches to phishing detection

Multiple works proposed machine learning-based phishing URL detection methods. These
models extract features from the URLs, landing pages, and hosting information and train
machine learning classifiers to predict whether a given URL is phishing or benign. Shahoo
et al. [115] broadly categorised these features as blacklist features, lexical features, host-
based features, and content-based features. Blacklist features denote the presence of a URL
or a slightly modified version of it in a blacklist [44, 116]. Works such as [44, 11, 43,
117] implemented URL lexical features by identifying the presence of words delimited by
special characters as well as host-based features such as domain name properties and 1P
address properties. Several works have also used content-based features such as HTML
and Javascript information [12, 13, 35, 36, 18], as well as textual and visual contents [118,
119, 34]. Others further incorporated web-page hyperlinks information [120, 121] such as

calculating the ratio of the most common anchor link to the total number of links on the
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page. In contrast to these, Tan et al. [14] proposed graph-based methods by leveraging web-
page hyperlinks and page-linking data. Finally, several works also used additional features,
such as domain age information from WHOIS or page rank from the Alexa top domains list,
derived from third-party sources [13, 122, 123, 19, 18].

3.2.2 URL-based phishing detection

Most of the above-described features other than the URL features, are difficult to obtain
in real-time and such methods can be vulnerable to evasion techniques [22]. Also, gen-
erating content features requires visiting the phishing web page in the background. This
poses risks of accidental malware download and retaliatory actions, even though it is done
in a machine-to-machine manner. Moreover, obtaining hosting information is another diffi-
culty for phishing websites, as they are often short-lived. To address these limitations, URL
feature-based methods have been proposed as a complementary alternative. These meth-
ods do not rely on features from third-party sources, pose no risk of accidental download
of malware, and are not susceptible to webpage-based evasion techniques such as cloaking.
Furthermore, these methods can attend to the issue of phishing sites hosted on compromised
legitimate websites as they focus only on the URLs. In this chapter, we particularly focus
on this specific type of phishing detection method that has been explored in multiple other
previous work [3, 1, 2]. Also, it is worth noting that URL-based phishing detection can
also be combined with other content-based methods as well. Overall, URL-based phishing

detection methods can be broadly categorised into two.

3.2.2.1 Using hand-crafted features

These methods involve extracting hand-crafted features from the URLs such as URL length,
word counts, presence of special characters and subdomain counts, and using those fea-
tures to train machine learning models such as Random Forests and Support Vector Ma-
chines [45, 4, 3]. Examples of such methods include CatchPhish [3] and Sahingoz et al. [4],
which demonstrated accuracies of 98.25% and 97.98%, respectively. However, both works

evaluated their models only on the datasets they collected and introduced in the paper.

3.2.2.2 Using embedding representations

With the advances in deep learning methods, several works proposed deep-learning-based
models or deep learning-based representations for phishing URL detection. For instance,
Yuan et al. [46] proposed to convert each URL to component-wise character embeddings

learned using a SkipGram language model [124] and trained machine learning classifiers
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such as XGBoost, Logistic Regression and Random Forest using these embedding repre-
sentations. On the other hand, Rao et al. [114] fed URL word embeddings into an LSTM
architecture, from which a feature layer was extracted to build an ensemble of SVMs.

Other works have implemented end-to-end deep learning pipelines. Both [125] and [1]
are similar in that an embedding representation of the URL is used to train a CNN classi-
fier. URLNet [1] first randomly initialises and trains embeddings for each word in an input
URL delimited by special characters. Then, it computes embeddings for characters within
each word, which are combined with the word-level embeddings by element-wise addition.
These embeddings, along with character-level embeddings, are then passed through a CNN
architecture for the final prediction. In a similar work, Aljofey et al. [125] also trained
a CNN classifier for phishing detection, however, using only character-level embeddings.
URLNet reported a true positive rate of 95.58% at a false positive rate of 0.1, while Aljofey
et al. [125] reported an F1 score of 95.13%.

More recently, Maneriker et al. [2] proposed URLTran, a model which leveraged state-
of-the-art transformer models for phishing detection. Unlike previous approaches, this work
uses sub-word tokenised URLs to fine-tune a BERT model [126] that was pre-trained on
a massive corpus of natural language documents, and it is considered that this step learns
contextual information among URL tokens. The URL tokens are then processed through this
model, and the output embeddings are used to train a feed-forward network that generates
a phishing prediction. In comparison to URLNet, Maneriker et al. report that URLTran
returns a true positive rate (TPR) relative improvement of 21.9% at the false positive rate
(FPR) of 0.01%.

In contrast to these works, we do not propose a new classification model for phishing
URL detection. Instead, we investigate how existing models perform across datasets and
show that their performances are limited beyond the test sets that are split from the same
training dataset. To address this common issue, we propose and evaluate a feature alignment

framework based on Unsupervised Domain Adaptation.

3.2.3 Unsupervised Domain Adaptation

Domain adaptation belongs to the larger family of transfer learning, which aims to train a
model to perform well on data from a target domain based on knowledge obtained from a
different source domain. Within transfer learning, domain adaptation belongs to the sub-
category known as transductive transfer learning, in which the domain changes between the
source and the target while the task remains the same. As mentioned previously in Chap-
ter 2(cf. Section 2.2), an example from computer vision is when a model trained on images

of handwritten digits, such as the MNIST dataset, is used to detect house numbers in images
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such as the SVHN dataset [127]. Both the source and target data consist of images of digits;
however, differences arising from the sourcing of the data introduce a domain shift between
the two datasets.

Therefore applications of domain adaptation include computer vision [23, 128], natural
language processing [25, 129], speech recognition [59, 60], cross-domain recommendation
systems [130] and activity recognition [62, 61]. For instance, Khan et al. [62] proposed a
domain adaptation solution to address the performance degradation in human activity recog-
nition deep learning models between different devices. Models trained using human activity
sensor data (e.g., running and walking) collected using a specific device such as a smart-
watch are found to have a performance drop when used to identify human activity from data
of the same type but collected from a different device such as a smartphone.

A subcategory of domain adaptation is Unsupervised Domain Adaptation (UDA), which
assumes that the source domain is labelled while the target domain is unlabelled. UDA aims
to reduce the need for labelled target domain data, as this is often expensive to obtain. Ex-
amples of work in this area include [131, 132]. In both studies, a model trained on images
captured using a DSLR, for example, is used to recognise the same objects in images cap-
tured using a webcam. The different image sources are considered to be different domains,
and the target domain (webcam images) is assumed to be unlabelled. Other work, such
as [133], used Unsupervised Domain Adaptation for speaker verification systems where a
model trained on labelled speech data in the English language is used for speaker verification
on unlabelled Chinese language speech data.

UDA is particularly applicable to the phishing detection problem as phishing URLs
are short-lived, and models trained on a particular set of URLs (source domain) need to be
effective in detecting newly generated phishing URLs (target domain) in addition to the usual
challenges in costs associated with obtaining labelled data. To the best of our knowledge,
this is the first work to propose a UDA-based solution to address the cross-dataset portability
challenges of phishing URL detection models.

3.3 Our framework

In this section, we introduce how we apply Unsupervised Domain Adaptation (UDA) in
phishing URL detection. First, we explain how we adapt the general theoretical UDA frame-

work, and then we provide specific details of our approach.



CHAPTER 3. UNSUPERVISED DOMAIN ADAPTATION BASED DETECTION 35

3.3.1 UDA theoretical framework

An outline of the general UDA theoretical framework can be found in [134] where the
domain D is defined as D = {X,Y,p(z,y)}. For our phishing detection problem, each
dataset represents a different domain. Therefore X C R? is a subset of a d-dimensional
space representing the URL input domain of a unique dataset, and X = zy, x», ..., x,, Wwhere
n is the number of samples and each z; is a d-dimensional representation of a URL sample.
For classifiers that use hand-crafted features [3, 4], d represents the total number of hand-
crafted features - examples of which include the URL length or the word count of a URL.
For models such as [1, 2] that use embedding representations, d is the total number of tokens
considered as input from each URL sample; that is, the sequence length.

As phishing detection is a binary problem, the label space Y = {0, 1}, and p(z, y) rep-
resents the joint probability distribution over X and Y. As stated in [134], in Unsupervised
Domain Adaptation, a function f is learnt that maps the input to the label space, f : X — Y,

by minimising the expected risk:

PT(SE)

Rr(h) = Egy) PS[PS(:E)

[(f(x), y)l; 3.1

where P is the source distribution, Pr refers to the target distribution, {(f(z),y) is a loss
function denoting the difference between the model prediction and the original label, and
Ryp(h) is the sum of all the disagreements in predictions. Here, the ratio of the two marginal
distributions is referred to as the importance weight, w(z) = ]]Zg—gg, and is used to reweight
the source domain data such that it is made similar to the target distribution.

This process of minimising the discrepancy between the two domains is addressed through
various methods of UDA [135, 136, 137, 138]. Most of the existing approaches are mainly
deep-learning based. For example, [139] proposes a complete deep feed-forward network
that combines three processes - the feature extractor, label predictor, and domain classifier
- for domain adaptation. However, this approach can only be applied to networks that are
trained using backpropagation. Secondly, these approaches consider the entire input feature
space x € R?. That is, they aim to reduce the distance between the latent feature repre-
sentations of the source and the target domains and, consequently, fail to reveal the specific
low-level features in the original data samples that contribute to domain shift. This is often
because the application of these works is in computer vision where extracting meaningful
low-level features is difficult.

In contrast, we implement UDA in a more generic way such that it can be applied to both
machine learning and deep learning models (cf. Section 3.3.2). Furthermore, we investigate

individual features for domain adaptation instead of the entire feature space as a whole.
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Figure 3.1: Phishing URL Detection using UDA.

By focusing on specific features with different distributions between the source and target
domains, we aim to uncover the causes of overfitting that are specific to different datasets as
well as the causes that are common across all of them.

Therefore, for our approach, equation 3.1 changes to

PT(.%'/>
Ps(l’/>

Rr(h) =E@y) pl I(f(z), )], (3.2)

where 2/ € R? are the URL samples represented as a subset of the original d-dimensional
feature space, and d’ < d is the number of features that we expect to have different distribu-
tions between the source and target domains. Therefore, we restrict our reweighting of the
source domain (w(z)) to only those features that have different distributions between the

source and target domains.

3.3.2 Phishing URL detection using UDA

In Figure 3.1 we summarise our overall UDA approach for phishing URL classification

applicable for both machine learning and deep learning models.

1. For each model we first uncover the d’ exact features that hinder transfer performance
between different phishing URL datasets. To do that we use statistical tests to deter-
mine if there is a shift between the source and target domains with respect to these
features. Further details of this process and the features we identified as overfitting

are stated in Section 3.6.

2. Next, we align the features in the source domain to the target domain. We propose
different alignment procedures as appropriate for different features and explain this

process in further detail in Section 3.7.
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3.4 Datasets

We use two publicly available URL datasets and one URL dataset compiled by us in this
chapter.

3.4.1 ISCX-2016 dataset

The ISCX-2016 dataset was collected by Mamun et al. [45]. It consists of benign URLSs
and various malicious URL types, including malware, spam, defacement, and phishing.
Although the dataset contains more than 100,000 URLs altogether, there are only 9,964
phishing and more than 35,300 benign URLs. Thus, to obtain a more balanced dataset,
we randomly selected 10,000 benign URLSs and combined them with the phishing URLSs to
build the ISCX dataset for this chapter. The phishing URLs in this dataset were sourced

from OpenPhish,? and the benign URLSs were collected by crawling Alexa top domains.

3.4.2 EBBU-2017 dataset

The EBBU-2017 dataset was introduced in [4], and it comprises 36,400 benign URLs and
37,175 phishing URLs. The phishing URLs were collected from PhishTank,® while the
benign ones were collected using the search engine Yandex’s search API.* The authors con-
structed a specific list of words with which they queried the Yandex search engine. The
highest-ranked URLs that were returned from this query were collected as benign URLSs un-

der the assumption that phishing URLs would not be given a high ranking by search engines.

3.4.3 HISPAR-Phishstats dataset

Since ISCX-2016 and EBBU-2017 are somewhat older, we created a new URL dataset con-
sisting of benign and phishing URLSs obtained from the HISPAR list [140] and Phishstats,’
respectively. The HISPAR list contains the landing and internal page URLs for around 2,000
top domains that appear on the Alexa top domains list. We collected our benign URLSs from
this list by extracting an equal number of internal pages for each domain available. As the
number of internal pages for each domain differed, we tried to maximise the number of
internal pages that was possible to collect and finally obtained 25 URLs for each of 1,850
unique domains to create a benign list of 46,250 URLs.

2openphish.com
3phishtank.org
“4yandex.com
3phishstats.info
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We collected phishing URLSs from Phishstats, a website that frequently publishes lists
of new phishing URLs. We collected the published lists between the 19th of June and the
26th of August 2022, filtered out all duplicate URLSs, and randomly selected 46,250 URLs
to ensure our resulting dataset was balanced. The regular feed from Phishstats contains a
score denoting the likelihood of a URL being a phishing URL such that: 0-2 means likely,
2-4 means suspicious, 4-6 means phishing and 6-10 means definitely phishing. We selected
only the URLs with a score of greater than five to ensure that the URLs in our dataset are
indeed phishing. Other works that have used PhishStats as a source for phishing URLs [141,
142, 143] did not involve this additional filtering step.

We randomly split these datasets into training, validation and test sets in a 60:20:20 ratio

as summarised in Table 3.1.

Table 3.1: Dataset summary

Dataset Training Validation Test

Ben Phish Ben Phish Ben Phish
ISCX 5,978 6,001 2,043 1,950 1,979 2,014
EBBU 21,804 22,341 7,227 7,488 7,369 7,346
HP 27,740 27,760 9,180 9,320 9,330 9,170

3.5 Transfer performance of baselines

Using four state-of-the-art models for phishing URL classification, we first show that their
performances do not translate across datasets.

In our selection we prioritised models that used URL features only (cf. Section 5.2).
Among the recent works that focus on URL features only, we selected two that use em-
bedding features and two that use hand-crafted features. From models using embedding
features, we selected URLNet [1] as this was the most highly cited among the available
works. As a second model in this category, we selected URLTran [2] as it utilises trans-
former models that have demonstrated significant success in the area of text classification
in general. From among the three models using hand-crafted features that we identified in
Section 3.2.2.1, we selected the two most recent papers. These are CarchPhish [3], and
the model by Sahingoz et al. [4] which we refer to as PhishRF. For URLNet and URLTran
we reproduced publicly available source code using the three datasets from Table 3.1. For
CatchPhish and PhishRF we trained random forest models using features extracted from the

datasets according to the original papers. A summary of the models is provided below.
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3.5.1 URLNet [1]

URLNet is a CNN-based model comprising two CNN branches - one processes a character-
level representation of the input URL while the other processes a word-level representation.
The input to each CNN branch is an embedding representation of the characters and words,
respectively, where two separate embedding matrices are learnt for all the unique characters
and words in the training corpus. The words of the URL corpus are obtained by parsing
the input URL by special characters, and the output of the CNN architectures from the two

branches are concatenated and passed onto a fully connected network for classification.

3.5.2 URLTran [2]

URLTran model involves first fine-tuning a pre-trained BERT masked language model (MLM).
This is done using the URL corpus, where each URL is tokenised using a pre-trained BERT
subword tokeniser. The tokens are converted to embeddings, masked according to the orig-
inal BERT masked language modelling specifications, and passed through the BERT model
to predict the correct tokens. A dense layer with the number of classes matching the vocab-
ulary size of the corpus is used for prediction.

After fine-tuning this model, the output of this model is used to train a classification
network. Specifically, the CLS token output, which acts as a special pooled token represent-
ing the entire input sequence, is passed through a fully connected network that leads to a

two-class classification layer.

3.5.3 CatchPhish [3]

CatchPhish uses manually extracted features from the URL as input features to train a ran-
dom forest model. One type of such features includes count-based features. These features
represent the number of possible phishing indicator tokens, such as the count of digits, dots,
and hyphens. The other type of features involves the presence of tokens that are rare in
benign URLs but frequent in phishing URLs. These features check the presence of either
special characters or words likely to appear in phishing URLs such as the ‘$’ or ‘*’ char-
acters. These features are generated for the hostname and the whole URL separately. This
model also uses TF-IDF features of the training dataset vocabulary and, finally, checks for
the presence of brand names that phishing attackers often target. The full list of features can

be found in the original paper [3].
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Table 3.2: F1 scores for baseline experiments using the URLNet, URLTran, CatchPhish,
and PhishRF models. Each model demonstrates high performance when evaluated on the
test data collected from the same source as the training data. In contrast, performance drops
for URLs from different sources.

Test Sets
Train Sets Models ISCX EBBU HP
URLNet 099 0.69 0.68
URLTran 0.99 0.68 0.67

I5€X CatchPhish 099 068  0.69
PhishRE 1 068  0.67
URLNet 088 098 092
URLTran 083 099 093
EBBU  citchPhish 080 094  0.88
PhishRE 087 096  0.94
URLNet 072 079  0.99
. URLTran 075 086  0.99

CatchPhish  0.73  0.72 0.98
PhishRF 0.83 0.86 0.99

3.5.4 PhishRF [4]

This approach initially conducts data pre-processing on all URLs before extracting hand-
crafted features, which are used to train a random forest model. The aim of the data pre-
processing is mainly to parse the URL into words and identify similarities between the
words and known brand names, and phishing keywords. Some of the features that are
extracted thereafter are similar to those of CatchPhish, such as digit count, average word
length, longest word length, and the presence of special characters. However, there are a
few unique features, such as the count of words that are similar to brand names and phishing
keywords and the count of words that contain a random sequence of characters. The full list
of features can be found in the original paper [4].

For each model, we performed hyperparameter-tuning for each validation dataset and
used the model with the best parameters to obtain predictions for each of the test sets. We
provide a summary of these baseline results in Table 3.2 and use the F1 score as a perfor-
mance metric as it provides a balanced reflection of the true positive and false positive rates.
This is important in phishing detection, where high false positive rates are a common issue.
Overall, our baseline results reflect that the F1 score is high when testing on the test splits
from the same datasets and lower when testing on test splits from different datasets. We
hypothesise that the reason for this involves differences in the distributions of the input fea-
tures across the three datasets. As the input features to each detection model are different,

in the next section we analyse the relevant features for each model separately.
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3.6 Analysis of transfer performance

We next investigate the features among our three datasets that are likely to be overfitting fea-
tures and potentially contribute to low transfer accuracy for each model, respectively. Our
analysis here is two-fold. First, we check whether an existing distributional shift in the URL
vocabulary (i.e., the presence of new words) is a source of the problem. This analysis is
applicable for the URLTran and URLNet models that use word-level embedding representa-
tions and the CatchPhish model that uses TF-IDF values of the words in the vocabulary. We
highlight that PhishRF doesn’t use any vocabulary-based features. Therefore, this analysis
does not apply to it. Second, for CatchPhish and PhishRF, we focus on the distributional
differences of the most important hand-crafted features and check whether they cause the

accuracy drop.

3.6.1 New words and contradictory words

We define two types of new words that can affect the cross-dataset performance: new words
and contradictory words. Here, we highlight that the training and test sets are coming from

two different datasets.

* New words: words that appear in the test set samples but not in the training set

samples.

* Contradictory words: words with differing frequency patterns between training and
test sets (e.g., words that are prevalent in benign samples in the training set but the

opposite in the test set).

To obtain the contradictory words, we extract the set of common words for every training
and test set pair, identify the majority label for each word by counting the number of benign
and phishing URLs that they appear in, respectively, and select the label with the most
counts. Then, we shortlist contradictory words by filtering the words with contradicting
majority labels between the training and test sets.

For each training and test set pair, we compared the number of correctly and incorrectly
classified URLs based on whether they contained a certain number of new words or con-
tradictory words. We observed in general that for the URLNet and URLTran models, the
URLSs containing new words and contradictory words were more often correctly classified
than incorrectly classified. Figure 3.2 illustrates one example of this observation. The fig-

ure displays the number of URLs from the ISCX test set that are correctly and incorrectly
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Figure 3.2: Correctly and incorrectly classified ISCX test URLs with contradictory words,
by URLTran trained on EBBU.

classified by the URLTran model trained on the EBBU dataset based on the number of con-
tradictory words within the test URLs. We observe that the number of correctly classified
URLs is generally greater than the number of incorrectly classified URLSs.

To test the statistical significance of this observation, for different counts of new and con-
tradictory words in each URL, we calculated the difference between the number of correctly
classified and incorrectly classified URLs and conducted sign tests [144]. The sign test is a
statistical test that checks for consistent differences between two samples of observations.
That is, the sign test considers the median of the differences between paired observations
and checks to statistical significance, whether it is either equal to, greater than or less than an
expected value. Thus for our analysis, we apply this test to the values of difference between
the number of correctly and incorrectly classified URLSs.

As the sign test checks whether the median of a group of values (difference values be-
tween the number of correctly and incorrectly classified URLSs) is equal to an expected value
or not, it is similar to the one sample t-test. However, the t-test assumes a normal distribu-
tion for the sample, while our sample of difference values displayed a skewed distribution.
Therefore, we selected the sign test, which is non-parametric and does not assume that the
data follows any particular distribution.

For each training and test dataset combination, we performed three separate sign tests
which tested the null hypothesis that the median difference value is equal to zero against

three alternative hypotheses separately:
1. Two-sided alternative: the median difference value is not equal to zero
2. Greater-than alternative: the median difference value is greater than zero
3. Less-than alternative: the median difference value is less than zero

The p-value results of the sign tests are shown in Table 3.3.
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Table 3.3: Sign test p-values: Testing whether the median difference between correctly
and incorrectly classified URLs containing new words or contradictory words is equal to
0. Significant p-values (less than 0.05) are shown in bold. The results reflect that models
like URLNet and URLTran which use URL word embeddings are robust to new words or
contradictory words between source and target datasets. In contrast, CatchPhish is observed
to have a drop in model performance due to new and contradictory word as it only uses
frequency-based information for words tokens.

New Words Contradictory Words
Alternative Hypotheses Alternative Hypotheses
Model Train Test | Two-sided Greater Less Model Train Test | Two-sided Greater Less

Hp EBBU | 3.91e-03  1.95e-03 1.00e+00 Hp EBBU | 3.55e-15 1.78e-15 1.00e+00

URILTran ISCX |7.81e-03  3.91e-03 1.00e+00 URILTran ISCX |2.83e-06 1.41e-06 1.00e+00
EBBU HP 6.25¢-02  3.13e-02 1.00e+00 EBBU HP 6.62e-05  3.31e-05 1.00e+00

ISCX [2.19¢-01  1.09e-01 9.84e-01 ISCX |1.57e-04 7.83e-05 1.00e+00

ISCX HP 1.25e-01  9.92e-01 6.25¢-02 ISCX HP 5.10e-03  2.55e-03 9.99¢-01

EBBU | 6.54¢-02  9.94e-01 3.27e-02 EBBU | 6.04¢-07  3.02e-07 1.00e+00

Hp EBBU | 1.19¢-07  5.96e-08 1.00e+00 Hp EBBU |3.52¢-02  1.76e-02 9.96e-01

URLNet ISCX |1.83e-03 9.16e-04 1.00e+00 URLNet ISCX |5.81e-01 8.67e-01 2.91e-01
EBBU HP 4.34e-03  2.17e-03 1.00e+00 EBBU HP 2.25e-02  1.12e-02 9.98e-01

ISCX |3.13e-02 1.56e-02 1.00e+00 ISCX |6.54e-02 3.27e-02 9.94e-01

ISCX HP 1.54e-03  7.72e-04 1.00e+00 ISCX HP 3.02e-01 9.41e-01 1.51e-01

EBBU | 1.69¢-02  8.45e-03 9.98e-01 EBBU | 6.54e-02  3.27e-02 9.94e-01

Hp EBBU | 1.25¢-01  6.25¢-02 9.92e-01 Hp EBBU | 6.54e-02  3.27e-02 9.94e-01
CatchPhish ISCX |7.03e-02 3.52e-02 9.96e-01 CatchPhish ISCX | 1.00E+00 6.23e-01 6.23e-01
EBBU HP 2.89¢e-01  1.45e-01 9.65e-01 EBBU HP 3.91e-02 1.95e-02 9.98e-01

ISCX |3.13e-02 1.56e-02 1.00e+00 ISCX |1.09¢-01 5.47e-02 9.89¢-01

ISCX HP 2.89¢-01  1.45e-01 9.65e-01 ISCX HP 1.00E+00 5.00e-01 7.46e-01

EBBU | 1.18e-01  5.92e-02 9.82¢-01 EBBU |3.44e-01 1.72e-01 9.45e-01

We first discuss the results for URLNet and URLTran. For most tests with the two-sided
and greater-than alternative, the p-value is statistically significant (less than 0.05). Con-
versely for all tests with the less-than alternative save for one, the p-values are insignificant
(greater than 0.05). This reflects that although the null hypothesis (that the median differ-
ence is equal to 0) cannot be rejected in favour of alternative hypothesis 3, it can be rejected
in favour of alternative hypotheses 1 and 2, indicating that the median difference between
number of correctly classified URLs and incorrectly classified URLSs is significantly greater
than 0. In other words, of the URLs containing new or contradictory words, the number of
correctly classified URLSs are significantly greater than the number of incorrectly classified
URLs. Thus we conclude that new or contradictory words are not a significant source of
transfer error for URLNet and URLTran.

We conducted the same analysis for the CatchPhish model with a slightly different ap-
proach with respect to the new words analysis. Unlike URLNet and URLTran, we did not
consider the number of new words in the URL but instead the ratio of new words to the total
number of words in the URL. This is because CatchPhish uses TF-IDF features using a vo-
cabulary built from the training dataset only, and therefore, new words appearing in the test
sets are not directly accounted for during prediction. However, we hypothesise that the pro-
portion of new words in the URL may have an indirect effect on the model’s predictability

as a higher proportion of new words means less TF-IDF information available overall.
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The p-value results are shown in Table 3.3. Unlike the URLNet and URLTran models,
we observe that most of the p-values for all tests are insignificant, implying that regardless
of the alternative hypothesis, the null hypothesis cannot be rejected. This indicates that for
the CatchPhish model, new and contradictory words are a source of transfer error. One
reason for this may be that CatchPhish only accounts for the frequency-based information
for each word token (TF-IDF). Unlike URLNet and URLTran which uses word embeddings,
it does not consider the contextual information related to each word in the input URL. As
a result, it has lower generalisability and produces more incorrect predictions when new or
contradictory words appear in test URLs.

We conclude from these results that distributional differences between the vocabulary of
training and test datasets, in the form of new or contradictory words, do not adversely affect
the transfer performance of URLNet and URLTran. It does however hamper the transfer
performance of CatchPhish. Therefore for URLNet and URLTran, we do not conduct any
vocabulary-based modifications in our experiments as outlined in Section 3.7. Instead, we

focus on other relevant features such as path length.

3.6.2 Distributional differences in features

Next, we focus on the hand-crafted features used in CatchPhish and PhishRF, and explain
how influential features were extracted for this analysis. As CatchPhish and PhishRF are
random forest models, we use mean decrease in impurity [145] to first identify the top 15
most important features for each model, trained on each of the three training sets. After-
wards, for each model, we selected the features that were common across all datasets. For
PhishRF this resulted in seven common top features and for CatchPhish this resulted in six
common top features across the three datasets. Table 3.4 lists these top features for the two
models. Next, we show that there are statistically significant distributional differences in
some of these features among the three datasets that cause a drop in transfer accuracy.

To determine whether the distributional differences of these features between training
and test sets are statistically significant, we use the Mann-Whitney U test [146]. The Mann-
Whitney U test checks whether two independently sampled groups come from the same
distribution. Although the two-sample t-test [147] is a popular alternative for this test, it
assumes that both samples follow a normal distribution. For our analysis, the two samples
are the feature values from the training and test datasets, and an initial check showed that the
features do not follow the normal distribution. The distribution of some features is illustrated
in Figure 3.3. Thus we selected the non-parametric Mann-Whitney U test, which does not
require the samples to follow any particular distribution.

Since the Mann-Whitney U test is known to produce very low p-values when the sample
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Table 3.4: Common important features of PhishRF and CatchPhish models trained on HP,
EBBU, and ISCX.

PhishRF

1. alexa_domain: Is the domain in Alexa Top

one million list

2. subdomain_len: Length of subdomain

3. keyword_count: The number of keywords in the URL
4. raw_word_count: The number of words obtained after
parsing the URL

by special characters

5. path_len: Length of path

6. std_word: Standard deviation of word lengths in the
raw word list

7. avg_word_len: The average length of the words in the
raw word list

CatchPhish

1. http: TF-IDF of the term http

2. num_dots_host: Number of dots in hostname
3. www: TF-IDF of the term www
4.
5.

len_domain: Length of the domain
avg_word_len_host: Average word length in the
hostname
6. longest_word_len_host: Longest word length in
the hostname

size is very large [148], we randomly sample 100 data points for each feature from each
dataset for reliable results. We also leave out the binary variable alexa_domain from our
analysis since this test supports continuous variables only.

We show the resulting p-values in Table 3.5, for PhishRF and CatchPhish, respectively,
where the insignificant p-values (> 0.05) are shown in bold. Insignificant p-values imply
that the null hypothesis cannot be rejected - that the pair of train and test set feature values
can be considered to have the same distribution. On the other hand, significant p-values
indicate that the null hypothesis should be rejected in favour of the alternative hypothesis
which is that the train and test feature values come from different distributions. Therefore,
when the p-value for the train and test set pair of the same dataset is insignificant, but the
p-values for the train and test pairs of different datasets are significant, it indicates that
overfitting with respect to the given feature may contribute to low transfer performance.

In Table 3.5, for PhishRF, when the test sets come from the same dataset as the train
sets, the p-values are insignificant across all common top features, indicating a similar dis-
tribution. In contrast, the p-values are mostly significant (< 0.05) when the test set is not

from the same dataset as the training set. The exceptions to this pattern are the std_word and
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Figure 3.3: Example feature distributions for PhishRF and CatchPhish.
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( across all training datasets > C Statistical Tests and Determining Overfitting Feature )

Figure 3.4: Identifying overfitting features for CatchPhish through statistical tests.

keyword_count features. This indicates that if PhishRF overfits with respect to the four other
top features, it may cause poor transfer performance on the other datasets. The results for
CatchPhish show a similar pattern except for the TF-IDF features for the term http.

Overall, for each model, we shortlist a few features which are likely to contribute to
low transfer performance if models overfit on them. We shortlist by selecting the features
that return insignificant p-values (> 0.05) when the test set is from the same dataset as the
training set, and significant p-values when the test set is from a different dataset as the train-
ing set. For PhishRF these features are path_len and raw_word_count, and for CatchPhish
these features are num_dots_host and len_domain. In Figure 3.4 we illustrate our method of
determining these overfitting features through the statistical tests, using the example of the

CatchPhish model.
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Table 3.5: Mann-Whitney U test p-values: Testing the null hypothesis that the distributions
of the common important features are the same for different training and test set pairs. The
insignificant p-values are shown in bold. The results reflect that for most of the top important
features the distributions change between the training and the test sets indicating that these
features are likely to be causing the poor transfer performance.

Common top important features - PhishRF

Train set | Test set | path_len raw_word_count subdomain_len avg_word_len std_word keyword_count

HP 5.06e-01 8.93e-01 2.77e-01 8.98e-01 7.44e-01 2.43e-01
HP EBBU |5.51e-07 5.02e-05 1.10e-11 2.84e-03 8.95¢-01 1.74e-01

ISCX |3.28e-12 5.74e-18 4.83e-09 2.68e-04 3.39e-01 9.67e-02

HP 5.30e-05 6.98e-03 4.56e-15 9.15e-03 1.64e-01 3.77e-01
EBBU |EBBU |5.99¢-01 5.54e-01 9.77e-01 1.68e-01 2.27e-01 4.31e-01

ISCX |3.24e-05 3.61e-09 7.30e-01 1.82e-02 1.51e-01 5.36e-01

HP 6.93e-14 2.32e-13 2.84e-17 4.91e-03 1.89e-02 2.57e-01
ISCX EBBU |3.09e-12 2.28e-11 1.19e-04 6.96e-01 3.87e-02 6.64e-01

ISCX | 4.64e-01 1.38e-01 7.37e-01 2.88e-01 5.21e-01 8.61e-01

Common top important features - CatchPhish

Train set | Test set | num_dots_host len_domain WWW http avg_word_len_host longest_-word_len_host
HP 6.17e-01 4.42¢-01 3.15e-01 2.57e-02 5.71e-01 1.62e-01
HP EBBU | 1.04e-06 6.85e-07 1.06e-01 2.38e-10 1.55e-03 6.85e-03
ISCX |5.63e-11 4.54e-03 5.00e-07 9.52e-10 5.44e-04 5.31e-05
HP 1.13e-08 4.11e-11 6.25e-05 5.07e-01 1.34e-01 6.20e-01
EBBU |EBBU |9.32¢-01 6.26e-01 6.93e-01 2.02e-01 1.22¢-01 8.00e-01
ISCX |3.90e-04 1.66e-04 2.86e-06 6.11e-03 1.02e-01 4.85e-02
HP 5.00e-12 2.58e-02 1.06e-06 9.53e-05 1.12e-03 3.51e-04
ISCX EBBU | 1.68e-05 7.17e-06 2.93e-02 7.06e-02 3.11e-02 1.11e-02
ISCX |5.32e-01 6.02e-01 5.23e-01 5.20e-01 9.72e-01 3.47e-01

3.7 URL feature alignment

In the previous section, we identified the model-specific features that can hamper cross-
dataset performance. Here, we modify the distributions of those features in the source
dataset (i.e., training set) to improve the cross-dataset performance. We note that while
some of the URL feature-related insights mentioned in this section may be well known,
our main contribution in this chapter is our approach to minimising the feature distribution
discrepancies between the source and target domains to improve cross-dataset performance.

We outline the features specific to the different models and our alignment process for
each of them below. For all models, we removed the ‘http’, ‘https’, and ‘www’ from the
beginning of URLs as these are not strong phishing or benign indicators and are likely to
serve as noise. We refer to this modification as removing the URL prefix in the rest of the

chapter.

3.7.1 Changing path length

For PhishRF, we found path_len and raw_word_count to be an important feature with dis-
tributional differences among the three datasets. Since these two features are likely to be
correlated, we only select the path length. Subsequently, we match the path length distribu-

tions of the source training sets to that of the target test set by either truncating or extending
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URL paths using a random selection of tokens from the path vocabulary of the training

dataset.

Algorithm 1 Modifying the source EBBU benign training path length distribution to match
the target ISCX test set path length distribution

V: Set of path vocabulary from the EBBU training set
b: List of all EBBU training benign URLS in reverse order of path length
S Path length distribution of ISCX target test set

m = |b|
Pr < UPSAMPLE(S, m) > Since |S| <=m

1: Modified URLs < |

2: for:in0,1,...m do

3: if Pr[i] >= GETPATHLENGTH()[:]) then

4: x = Pr[i] — GETPATHLENGTH(b[i])

5: Modified URLs[i| < APPENDPATH(b[i], z, V)

6: else

7: y = GETPATHLENGTH(b[i]) — Prli]

8: Modified U RLs[i] < TRUNCATEPATH(b[], y)

9: end if

10: end for

—
—_—

: return Modified URLs

The overall process we follow to match the path length is described in Algorithm 1 using
benign URLs as an example. We first collect the set of words that form the path vocabulary
of the source training dataset (7). We also separately collect the benign (b) and phishing
URLs of the training dataset and sort them in decreasing order of path length. Next, we
obtain the empirical distribution of target test set URL path lengths (S) and compare the
frequency of test URLs with the frequency of benign URLSs (m) from the training dataset.
If the target dataset URL frequency (|S]) is larger than the benign training URL frequency
(m), we take a random sample from the target set path length distribution. The size of
this random sample matches the number of benign training URLs, and this becomes the
desired path length distribution (Pr) for the benign training URLs. Otherwise, if the target
URL frequency (|.S|) is smaller than the benign training URL frequency (m), we upsample
the target path length distribution (S) using nearest neighbour interpolation to a size that
matches the number of the benign training URLSs (m) and this becomes the desired path
length frequency distribution (Pr) for the benign training URLs. In Algorithm 1 we refer to
this upsampling approach as the UPSAMPLE(S, m) function.

We then iterate through (Pr) in reverse order of path length and simultaneously iterate
through the set of benign training URLs (b). For each URL in (b), we calculate the original
path length. We refer to this using the GETPATHLENGTH(URL) function in Algorithm 1
which counts the number of tokens in the URL path. We then compare the original path
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Examples of extending path length

https://www.facebook.com/pacers https://www.facebook.com/pacersexist
https://www.facebook.com/internetnetarchive https://www.facebook.com/internetnetarchiveaccountverification
https://www.facebook.com/starsportsindia/ = sssssssssseas »  https://www.facebook.com/starsportsindia/filenet
https://www.youtube.com/user/espnstar https://www.youtube.com/user/espnstarw7504e07.
https://plus.google.com/collection/op4pb https://plus.google.com/collection/op4pbbO01muagz49

(a)
Examples of removing hostname dots
https://www.goodreads.com/genres/fiction https://wwwgoodreadscom/genres/fiction
https://scholar.google.ca/citations?user=S4JEmxgAAAAJ&hl=en https://scholargoogleca/citations?user=S4JEmxgAAAAJ&hl=en
https://www.facebook.com/OfficialPLT/ ~ s=sssssesss » https://wwwfacebookcom/OfficialPLT/
https://www.udacity.com/school-of-business https://wwwudacitycom/school-of-business
https://www.yahoo.com/beauty/ https://wwwyahoocom/beauty/

(b)

Figure 3.5: Examples of feature modifications.

length of the URL to the desired path length from (Pr). If the desired path length is longer
than the original path length we extend the path by appending randomly selected words from
the path vocabulary of the training dataset (/). This is referred to as the APPENDPATH()
function in Algorithm 1. If the desired path length is shorter than the original path length
we truncate the path of the URL to the desired path length and this is referred to as the
TRUNCATEPATH() function in Algorithm 1. In this way, we match the benign URL path
length distribution to the target path length distribution. We conduct the same method for the
phishing training URLs and finally obtain a whole training set with a path length distribution
that matches the target path length distribution.

Note that our approach does not involve labelled path length information from the target
test set. This makes our approach fall under Unsupervised Domain Adaptation. Further-
more, unlike modifying the domain of a URL, modifying the path length in this way does
not affect the phishing-relevant information held by the words in a URL. Generally, the
domain contains more phishing-relevant information within the hostname and top-level do-
main, which is why traditional phishing detection models use multiple domain-based word-
level features. Examples include checking whether the hostname exists in the Alexa top
domains list or not. In contrast, the actual words in the URL path contribute less to the
maliciousness of a URL. Therefore adding or removing words from the URL path does not
affect the phishing-relevant discriminatory information in the URL.

In Figure 3.5a, we show some example data points from the EBBU training set for which
the path length was extended to match that of the ISCX test set path length distribution, and
Figure 3.6 illustrates how the path length distributions look once we do the alignment.

Finally, for URLNet and URLTran, the input features are mainly the tokens and the
sequence length. As we concluded in Section 3.6.1, new and contradictory words are not
the source of error, for these two models, we also focus on modifying the path length as it is

a sequence length feature with distributional differences across different datasets. Thus for
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Figure 3.6: Change in EBBU training path length distribution after modifying to match
ISCX test set path length distribution.

those two models, we match the distributions in the same way as we do for PhishRF.

3.7.2 Removing hostname dots

For CatchPhish, we found the num_dots_host (number of dots in the hostname) and do-
main_len (domain length) to be important features with distributional differences among the
three datasets. Unlike our approach with path length distribution, we decided against mod-
ifying the domain length by altering domain tokens. This is because the domain generally
contains strong benign/phishing indicators, such as whether the domain exists in the Alexa
top domains list. Therefore, for CatchPhish, we focus mainly on the number of dots in the
hostname and modify this by removing all dots from the hostname in the source and target
datasets. This is exemplified in Figure 3.5b.

To summarise, for URLNet, URLTran and PhishRF we change the path length and for
CatchPhish we remove the hostname dots, and for all models we further experiment with

removing the URL prefix.

3.8 Results

We next discuss the results of applying the feature modifications explained in the previous
section. In Table 3.6, we report the F1 scores for the model-specific modifications that
returned the best results. That is, we report the combinations of feature modifications that
returned the best improvement in F1 scores. As mentioned in Section 3.5, we report the F1
scores as it provides a balanced reflection of the true positive and false positive rates. Over-

all, out of the 24 scenarios we tested, 19 scenarios resulted in a performance improvement.
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Table 3.6: Transfer performance: F1 scores before and after applying feature modifications.
Overall our feature alignment method results in an average F1 score improvement of 0.06.

Train | Test Before | After | Diff | Modification
ISCX | HP 0.68 0.71 | 0.03 | remove prefix+change path
- ISCX | EBBU | 0.69 0.74 | 0.05 | remove prefix+change path
E EBBU | HP 0.92 0.88 | -0.04 | change path
e~ | EBBU | ISCX | 0.88 0.88 | 0.00 | change path
= | HP | EBBU | 0.79 |0.86 |0.07 | change path
HP ISCX | 0.72 0.85 | 0.13 | remove prefix+change path
Average Increase 0.04
ISCX | HP 0.67 0.78 | 0.11 | remove prefix+change path
= | ISCX | EBBU | 0.68 0.77 | 0.09 | remove prefix+change path
E EBBU | HP 0.93 0.93 | 0.00 | change path
é EBBU | ISCX | 0.83 0.91 | 0.08 | remove prefix+change path
= | HP EBBU | 0.86 0.89 | 0.03 | remove prefix+change path
HP ISCX | 0.75 0.79 | 0.04 | remove prefix+change path
Average Increase 0.06
ISCX | HP 0.67 0.83 | 0.16 | remove prefix+change path
o | ISCX | EBBU | 0.68 0.87 | 0.19 | remove prefix+change path
% | EBBU | HP 0.94 0.95 | 0.01 | change path
£ | EBBU | ISCX | 0.87 0.87 | 0.00 | change path
~ | HP EBBU | 0.86 0.91 | 0.05 | change path
HP ISCX | 0.83 0.84 | 0.01 | remove prefix+change path
Average Increase 0.07
ISCX | HP 0.68 0.80 | 0.12 | remove hostname dots
< | ISCX | EBBU | 0.68 0.75 | 0.07 | remove prefix + hostname dots
E EBBU | HP 0.88 0.90 | 0.02 | remove prefix + hostname dots
'S | EBBU | ISCX | 0.80 0.89 | 0.09 | remove hostname dots
S | HP EBBU | 0.72 0.69 | -0.03 | remove prefix + hostname dots
HP ISCX | 0.73 0.76 | 0.03 | remove hostname dots
Average Increase 0.05
Overall Average Increase 0.06

3.8.1 URLNet

For URLNet, the best improvements in F1 score were found to be when training on HP and
testing on ISCX and vice versa. When trained on HP and evaluated on ISCX, the F1 score
improved from 0.72 to 0.85 which corresponds to a total accuracy improvement from 66%
to 84%. When trained on ISCX and tested on HP, the F1 score improved from 0.68 to 0.71
which corresponds to a total accuracy improvement from 52% to 59%. Between the two
modification types, the average increase in F1 score for URLNet was 0.04 and the average
increase in total accuracy was 6%.

Only when training URLNet on EBBU, there was no improvement in F1 score. That
is, after the path length modification, evaluating on HP returned a decrease in F1 score and

when evaluating on ISCX, the F1 score remained the same. Further investigation showed
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that this was caused by a limitation of the Unsupervised Domain Adaptation approach which
is that the approach is agnostic to the class-based feature distribution of the target domain.
As seen in Figure 3.7, the original path length distribution of EBBU was such that both its
benign and phishing boxplot ranges overlaid the benign and phishing ranges of HP. However,
when modifying the path length of EBBU to match that of HP, the Unsupervised Domain
Adaptation approach requires that the class-based HP distributions be ignored and instead
that the overall EBBU path length distribution be matched to the overall HP path length
distribution. As a result, it is possible for some of the original class-specific similarities

between the source and target domain to be lost after the feature modification.

‘EEm HP === EBBU mmm |écx} T

40+

N
o
|

ﬁ ﬁ

Path Length
3

Beﬁign Phishing
URL Label

Figure 3.7: Boxplot of path length distributions of the HP, EBBU and ISCX datasets.

In Figure 3.8, we illustrate that this was the case for the EBBU training set when its
path length was modified to match that of HP. With respect to matching the EBBU distribu-
tion to ISCX, Figure 3.8 shows that after the path length modification, the EBBU benign
distribution was still not as similar to the ISCX benign distribution, even though the overall

distribution was matched (i.e., Figure 3.6).

3.8.2 URLTran

For URLTran, the two greatest improvements in F1 score were found to be when training
the model on ISCX. Here the F1 score increased from 0.67 to 0.78 when evaluated on HP,
which corresponds to a total accuracy improvement from 52% to 72%. When we evaluated
on EBBU, the F1 score improved from 0.68 to 0.77 which corresponds to a total accuracy
improvement from 56% to 70%. Overall, the average increase in F1 score for URLTran was
0.06 and the average increase in total accuracy was 7%, indicating the effectiveness of our

approach.
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Figure 3.8: Boxplot of path length distributions. For distributions where the path length
has been modified, the training set name is followed by the test set name. For example,
HP_EBBU refers to the HP training set modified to match the EBBU test set.

3.8.3 PhishRF

For PhishRF, the highest improvement in F1 score was obtained when PhishRF was trained
on ISCX with the feature modifications. For this case when we evaluated on HP, the F1 score
increased from 0.67 to 0.83 and the total accuracy improved from 51% to 63%. When we
evaluated on EBBU, the F1 score improved from 0.68 to 0.87 which corresponds to a total
accuracy improvement from 53% to 80%. Overall the modifications resulted in an average
F1 score improvement of 0.07 and an average improvement in total accuracy by 7%.

For the case of training PhishRF on EBBU and testing on ISCX, the F1 score remained
the same after the feature modifications. One possible reason for this may be that since the
classification model is a random forest, the top important features of the model can change
due to a distribution change in a feature that was originally important. Therefore, changing
the path length of EBBU to match that of ISCX may have caused some other features to
become important during training that caused lower transfer performance or at least kept the

F1 score the same.

3.8.4 CatchPhish

For CatchPhish, the highest improvement in F1 score was also obtained when CatchPhish
was trained on ISCX with the feature modifications. For this case when we evaluated on
HP, the F1 score increased from 0.68 to 0.80 and the total accuracy improved from 58% to
76%. When we evaluated on EBBU, the F1 score improved from 0.68 to 0.75 and the total

accuracy improved from 56% to 67%. Over all cases, the average increase in F1 score was
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0.05 and the average increase in total accuracy was 7%.

Only when training on HP and testing on EBBU, the modifications did not improve the
F1 score. It is important to note that as the classification model is a random forest model, by
removing all the dots from the hostname we essentially remove the feature hostname from
the model altogether. As a result, there is a rearrangement of the importance assigned to
the remaining features during retraining and the resultant important features may adversely
affect transfer performance. To investigate this, we observed the top 15 features before ap-
plying any feature modification, after removing the hostname dots, and after removing the
prefix in addition to removing the hostname dots. We found that before applying any mod-
ifications, the top 15 important features included 7 TF-IDF features out of which only two
were for words not common in general URLs: ‘uwbrvz8quj’ and ‘pagel’. The five remain-
ing words were ‘https’, ‘php’, ‘http’, ‘com’, and ‘www’. After removing the hostname dots,
we found that the top 15 important features again included 7 TF-IDF features, however,
none of the words were common URL terms. Some examples include ‘limetorrents’ and
‘fundraiser’. After removing the prefix and hostname dots, 11 out of the 15 top features
were TF-IDF features and again, none of the words were common URL terms. When the
top features depend on terms that are not likely to be found in the test datasets, the transfer
performance is naturally likely to decrease.

Across all models and all training and test set pairs, we conclude that the modifications

result in an average F1 score improvement of 0.06 and an average accuracy improvement
of 7%.

Dataset - HP Dataset - HP
o § Bénign URLS = Benign URLS
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Figure 3.9: Examples of improvement in phishing detection after feature modifications.
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3.8.5 Examples for performance improvement

Here, we present a few examples of how changing path length returned performance im-
provement on actual phishing URLs. Originally, the median benign path length in the HP
dataset was lower than its median phishing path length (cf. Figure 3.7). Therefore, mod-
els trained on HP would learn to classify shorter URLs as benign, and when evaluated on
EBBU, some short phishing URLs were misclassified as benign. However, modifying the
path length distribution in HP to match that of EBBU removed some of the class-based bias
within the HP training URLs and allowed previously misclassified EBBU URLs to be cor-
rectly classified. We illustrate this effect in Figure 3.9(a) through some examples. On the
top part of the figure, we give examples of some benign URLs in the HP dataset that were
extended in path length and on the bottom, we exemplify how this modification resulted in
correct predictions at test time.

In Figure 3.9(b) we provide similar examples but this time when testing on the ISCX
dataset. We show some examples of URLs with similar domain names but opposite labels
in the HP training and the ISCX test set. Before the path length modification the URLTran
models incorrectly predicted the ISCX test URLSs to have the same label as the URL with
a similar domain name in the HP train set. However after the path length modification, the
model returned the correct predictions for the ISCX test URLSs.

3.9 Discussion

Overall, the unsupervised framework we proposed improved the cross-dataset performance
of URL classification models. It is important to note that it would not be a fair comparison
to compare the cross-dataset performance presented in the previous section with the accura-
cies presented in existing work involving phishing URL models. This is because while other
works mainly propose new models and evaluate them on test sets from the same source do-
main as the training sets, our main focus was to propose a UDA-based approach to improve
the performance of existing models across different target domain test sets.

Due to the fact that our approach is unsupervised, it does not require any effort in man-
ual annotation when building models on target datasets. This can be specifically useful in
the area of threat intelligence sharing. As different companies collect URL data in differ-
ent ways, our framework allows leveraging these datasets in aggregation to build better-
performing models. We next discuss the implications of our results, limitations and possible

future research directions.
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3.9.1 Feature differences in URL datasets

Our analysis showed that the low transfer performance of existing URL classifiers is pri-
marily due to variations in path length and URL prefixes across datasets. Although URLs
typically follow a standard format, these discrepancies likely arise from different data col-
lection methods.

For example, with regards to the prefix, we observed that benign URLSs in the HP dataset
mostly began with https and phishing URLs mostly began with http while most benign URLs
in EBBU began with http. Models trained on the HP dataset, therefore, would misclassify
some benign URLs in EBBU starting with http as phishing. One possible reason for such a
discrepancy is that some of the benign URLs in the HP dataset were collected by querying
the Google Search Engine API with the Alexa top domains, whereas the benign URLSs in
EBBU were collected using the Yandex Search Engine API. As the Google Search Engine
API is known to prioritise HTTPS URLSs in search results [149], this may have contributed to
the larger proportion of HTTPS benign URLSs in the HP dataset in comparison to the EBBU
dataset. As discrepancies in the URL prefix are non-indicative of the maliciousness of a
URL, they lead to overfitting during training and, therefore, low cross-dataset performance.

Similarly, the path length is another feature affected by how the URLs are sourced.
For example, when collecting HP benign URLSs, the location for the Google search engine
queries was set to the United States. The search results that were collected were only those
that returned URLs for web pages in the English language and files such as PDF and Word
documents were filtered out. Our analysis showed that this process generally resulted in
shorter HP benign URL path lengths than those in the ISCX dataset (cf. Figure 3.7). The
ISCX dataset obtained benign URLs using the Heitrix web crawler with the Alexa top do-
mains as the seed input which returned URLs with longer path lengths. A possible reason
for this is that, unlike search engines that prioritise returning relevant results efficiently, web
crawlers conduct a more comprehensive search through web content and, therefore, are more
likely to return longer and more detailed subdirectories in the URL path than search engines.
Therefore, a model trained on the ISCX dataset would expect benign URLSs to have longer
paths and when it is evaluated on the HP dataset, it may misclassify benign URLSs with very
short path lengths as phishing.

Based on these observations, we highlight that when forming a training dataset for stan-
dalone phishing URL classification, it is important to ensure that the path length distribu-
tion, in particular, is representative of the general class-based distribution. As the prefixes
are generally non-indicative of benignness or maliciousness, those can be removed during
pre-processing. Also, we recommend that when releasing URL datasets, it is beneficial

to explain in detail the data collection method and any pre-processing methods that have
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already been applied.

3.9.2 Limitations and future work

Our analysis and approach investigated the transferability of individual features separately.
While this revealed specific dataset-related problems that impede transfer performance specif-
ically in phishing detection models, it did not account for inter-correlations among multiple
features. The effect of this limitation is observed for CatchPhish in particular where modify-
ing one feature (number of hostname dots) caused the model to overfit on other non-relevant
features (cf. Section 3.8.4). This problem could be addressed by integrating correlated-
based feature selection methods [150] into the feature alignment framework.

Another limitation relates to the nature of Unsupervised Domain Adaptation which as-
sumes that the target domain is unlabelled. As a result, when using the target domain distri-
bution to modify our source domains, we only matched the overall feature distributions and
not the class-specific distributions. We saw in the case of URLNet, that when modifying
EBBU path lengths to match that of HP, the original similarity in benign path length dis-
tribution between the two datasets was lost and this decreased the transfer performance (cf.
Section 3.8.1). Incorporating a limited amount of labelled target data in conjunction with
our method may be a possible solution to this issue.

We also observed that between URLNet and URLTran, URLTran responded better to
the feature modifications as it produced a higher average increase in F1 score even though
the same feature modifications were applied to both. As URLTran is a transformer-based
model, it is better able to capture the contextual information of the URL words/tokens dur-
ing its pretraining stage using masked language modelling. As it is also trained on top of the
pre-trained BERT model, which was trained on an enormous amount of text data from the in-
ternet, it is also likely to contain contextual information about benign URLs. We believe this
is why it can overcome the class-specific differences that arose post feature modifications,
which resulted in a decrease in F1 score for one URLNet scenario. As such, it is possible
that further performance improvements can be achieved by using Large Language Models
(LLMs) such as GPT-3, GPT-4, and LLaMA models [97, 151, 95], that are trained on much

larger corpora of internet data and have more model parameters than BERT models.

3.10 Conclusion

In this work, we propose a framework for improving the generalisability of phishing URL
classifiers based on Unsupervised Domain Adaptation. We demonstrate that state-of-the-

art classifiers perform poorly when URLs come from sources different to the classifiers’
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original training sets and conduct a statistical analysis to find the specific features with dis-
tribution shifts between source and target datasets. Based on these findings, we propose an
Unsupervised Domain Adaptation-based framework to align the features across the source
and target URL datasets. Our results showed that the URL path length and prefixes are the
primary factors causing low transfer performance across the source and target datasets. Our
proposed feature-alignment framework resulted in an average F1 score increase of 0.06 and
for some scenarios the increase was as high as 0.2. Overall, our work enables facilitating
threat intelligence sharing between companies and allows researchers to combine multiple

URL datasets obtained from different sources to build better models.



Chapter 4

FeUDA-BERT: Federated URL
Domain-Aware BERT for Phishing

Detection

As outlined in the scope of this thesis (cf. Section 1.2), this chapter' explores federated
learning for phishing URL detection. We introduce a URL domain-aware self-attention
mechanism and a self-attention-based client selection strategy that mitigates client-level data

heterogeneity and enhances overall model performance.

4.1 Introduction

Our work in the previous chapter elaborates on domain adaptation techniques for phishing
URL classifiers where we propose an unsupervised domain adaptation (UDA) framework for
phishing URL detection. The approach aligns the feature distributions of the source domain
data to that of the target domain and thereby, enables phishing URL classifiers to overcome
domain shift challenges when trained and evaluated on URLs collected from diverse sources.
In practical scenarios, this approach has two main drawbacks. First, our method is only
applicable for one source domain and one target domain whereas several domains need
to be leveraged to overcome the domain shift issues and build a suitably robust classifier.
Secondly, the UDA approach assumes that the target domain data is accessible.

This presents a difficulty for practical applications because phishing datasets or threat
intelligence resources are generally protected by strict privacy regulations. Regulations such

as the General Data Protection Regulation (GDPR) [152] in Europe and the Personal Data

"This chapter includes the work in: F. Rashid, B. Doyle, and S. Seneviratne, “FeUDA-BERT: Federated
URL Domain-Aware BERT for Phishing Detection”, under review in IEEE Conference on Local Computer
Networks (LCN)
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Protection Act (PDPA) [153] of Singapore, place strict limitations on how data is collected,
stored, and shared by organisations. As a result, most organisations prefer to not share
data such as network traffic and previous security incidents specially if they contain any
personally identifiable information (PII).

Another limiting factor for threat intelligence sharing is licensing agreements. When
contracts are formed between organisations involving the exchange of threat intelligence
such as between a security vendor and its client, licensing agreements specify who owns the
threat intelligence and to what extent different parties can share or distribute the data. Exam-
ples include security providers such as CrowdStrike [154] or Palo Alto Networks [155] who
provide threat intelligence to organisations under licenses that restrict the data from being
resold or used for other commercial purposes. Similarly, IBM X-Force Exchange provides
threat intelligence under licenses that restrict the type of intelligence updates provided to the
client and specify the timeframe within which the intelligence can be used internally by the
client [156].

Some intelligence sharing groups, such as the US Government’s Information Sharing
and Analysis Centres (ISACs) [157], operate to enable threat intelligence sharing within
specific sectors such as healthcare and financial services. However, they also implement
licensing agreements to ensure data is not shared with members outside the sector [158].
On the other hand, security providers working for government or defence organisations are
given access to threat intelligence under non-disclosure agreements to ensure the informa-
tion is not disclosed to third parties.

The above conditions motivate the need for systems where multiple sources of data can
be leveraged while maintaining organisational data privacy, and federated learning presents
a viable solution. For phishing detection, federated learning enables training a global model
using URL datasets from multiple clients while maintaining the local data privacy of each.
In this setting, one server global model is broadcast to multiple clients where the model
is trained locally on each client’s training data. At the end of the local training phase,
the participating clients’ model updates are sent to the server where the global model is
updated based on an aggregation of the clients’ model updates. The aggregation follows the
Federated Averaging (FedAvg) process that calculates a simple weighted averaging of the
clients’ model updates, and the updated global model is broadcast to all the clients again for
further training rounds with the aim of converging to an optimum global model.

Although naive federated learning successfully avoids sharing local data among clients,
it does not address the problem of domain shift among client data. That is, naive federated

learning assumes that the clients’ local data is independent and identically distributed (IID).
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However this assumption is not valid for practical settings. Clients’ data features often fol-
low different distributions exhibiting covariate shifts, and the label distributions represented
by each client may also exhibit prior shifts (cf. Section 2). This statistical heterogeneity
hampers federated model convergence and final model performance [88, 159].

As explored in the previous chapter, different URL datasets exhibit discrepancies in
feature distributions which is referred to as covariate shift (cf. Section 2). In a federated
setting for URL classification, this breaks the IID assumption for client data as different
clients would represent different marginal feature distributions. Previous studies have ad-
dressed non-IID federated learning by suggesting data augmentation or sample selection
methods aiming to achieve homogenous distributions[88, 90]. Some have suggested cur-
riculum learning-based sample selection and client selection to overcome local data hetero-
geneity and improve model convergence speed [160]. Others have suggested personalisation
methods to align each client more towards its local dataset [93, 161].

However, personalisation methods are not suitable for phishing detection as the aim is
for each client to be robust to diverse attacks rather than attacks only aligned to their own lo-
cal data distribution. Furthermore, existing non-IID studies are more geared towards image
datasets rather than text data, let alone URLSs. To the best of our knowledge, our work in this
chapter presents the first to propose a federated solution for overcoming data heterogene-
ity specifically for phishing URL detection. We propose FeUDA-BERT, a Federated URL
Domain-Aware BERT classifier. Underscored by phishing domain knowledge and findings
from the previous chapter regarding URL domain shifts, our model overcomes client data
heterogeneity using a URL domain-aware self-attention component and a clustering-based
client selection method inspired by curriculum learning.

More specifically, we make the following contributions:

* We propose a privacy-preserving BERT-based phishing URL classifier that overcomes
client data heterogeneity specific for phishing URLs. Our proposed model, FeUDA-
BERT, is a federated model comprising a URL domain-aware self-attention compo-
nent based on phishing domain knowledge and URL domain shift insights from the
previous chapter. This component serves to give higher weight to the URL domain,
which generally contains stronger indications about its maliciousness, and less im-
portance to other URL components such as the URL path length. Furthermore, we
introduce a client selection method involving self-attention clustering, inspired by

curriculum learning.

* We evaluate our model in a federated setting of 100 clients with local datasets demon-
strating feature distribution heterogeneity. In comparison to baselines, we do multi-

ple ablation studies and demonstrate that both our URL domain-aware self-attention



CHAPTER 4. FEUDA-BERT: FEDERATED URL DOMAIN-AWARE BERT 62

component and self-attention-based client selection method help to improve detec-
tion performance. Specifically, our method demonstrates faster model convergence
with fewer performance fluctuations and an average improvement of 3% compared to

baselines.

» Using the Wilcoxon signed-rank test, we demonstrate that the improvements due to
our proposed model are statistically significant. That is, we consider the results of our
model compared to baseline models and test the null hypothesis that the difference
between the two is zero. We conduct this test against all alternative hypotheses (two-
sided, greater, and less than alternatives) and use all results to show that FeUDA-

BERT’s performance is significantly greater than the baseline models.

4.2 Related work

4.2.1 Federated learning in cyber security

Several studies have been conducted implementing federated learning as a means of privacy-
preserved model training. Application areas include medical applications [63, 64, 66, 67],
recommendation systems [68, 70, 72, 73], and intelligent systems (10T, ITS) [74, 77, 79].
In cyber security, a significant application area for federated learning is intrusion detec-
tion. Some studies proposed FL solutions to enable multiple ISPs to jointly train detection
models [80, 81]. Another line of work is federated anomaly detection including [162, 86].
Others focused on the security of specific intelligent systems such as intelligent transport
systems [83, 84, 82], as well as security of [oT systems in general [85, 87].

A few studies among these focus specifically on cyber threat intelligence (CTI) sharing
using federated learning. Trocoso-Pastoriza et al. [163] for example propose a framework
for extracting several types of distributed CTI including cyber incidents, vulnerabilities and
indicators of compromise, and demonstrate its use in training detection models in a decen-
tralised manner. Ongun et al. [164] on the other hand propose CELEST, a federated model
that learns patterns from evolving, globally-coordinated threats over HTTP. The authors
evaluated the model on university networks and demonstrated its ability to detect harmful
HTTP communication, confirmed to be malicious by VirusTotal. Other work implemented
federated learning on blockchain-based CTI platforms for maintaining security and privacy
[165, 166, 167], while [168] implemented federated model training on distributed CTI

specifically for intrusion detection in IoT systems.
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4.2.2 Federated learning-based phishing detection

A recent study [169] explored phishing detection in a federated setting utilising a recurrent
convolutional neural network (RCNN) and a BERT model as classifiers. Focusing on phish-
ing email detection, this work involved extracting email content features for model training.
In contrast, studies such as [170, 171, 172, 173] focused on federated threat detection based
on URLs only. Khramtsova et al. [170] for example, train a fully-connected neural network
in a federated setting. The study extracts URL features such as the number of letter and URL
component lengths from more than 700, 000 malicious and benign URLs and creates client
data splits in both IID and non-IID settings, where non-IID splits are created based on the la-
bel distribution and dataset sizes. Compared to a centralised model, the paper demonstrates
that federated learning improves detection rates up to 27%.

Sakazi et al. [171] on the other hand, implement a combination of federated learning and
transfer learning. The proposed solution involves an initial federated training step where
distributed Bi-LSTM autoencoders are trained using clients’ local unlabelled URL data.
This step aims to learn the sequential patterns of local URLs in an unsupervised privacy-
preserving manner. The locally trained autoencoders are then aggregated at the server level
to obtain a global URL encoder which is then used to train a classification network using
open publicly-labelled public datasets. The final model therefore is a semi-supervised fed-
erated transfer learning framework.

Similar to [171], Liet al. [172] and Wu et al. [173] also train URL encoders in a feder-
ated setting. However, these two studies implement BERT encoders. In [173], a parameter-
efficient fine-tuning method LoRA (Low-Rank Adaptation) is used to reduce the computa-
tional burden for pretraining a BERT encoder. On the other hand, [172] proposes that only
the BERT tokenisers are distributed among clients, while the more computationally expen-
sive BERT encoder training occurs at a central server. Therefore, each client trains their own
tokeniser using local URL data and the URL encodings are sent to a server to train separate
instances of the BERT encoder model through masked language modelling (MLM). These
are then aggregated to obtain a global encoder model. This final encoder is then redistributed
to the clients for distributed fine-tuning based on clients’ local labelled data.

Given the superior performance of transformer models, our work in this chapter lever-
ages a federated BERT-based URL classifier. However, unlike similar work in existing lit-
erature, we focus specifically on overcoming client data distribution shifts in phishing URL
detection. In the next section, we relate existing studies addressing domain shifts in feder-

ated learning.
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4.2.3 Domain shift in federated learning

As mentioned previously, naive federated learning assumes that client local data follows 11D
distribution, and when this assumption is not met in practical scenarios, federated models
suffer from convergence problems and reduced classification performance. To address this,
some studies have proposed to change the client data pool from a non-IID distribution to
an IID distribution by either generating new samples to augment the local datasets or by
careful sample selection [88, 89]. Other studies explored the effectiveness of different model
architectures (such as CNN and transformer models) in overcoming distribution shifts in
heterogeneous client data [90, 174](cf. Section 2.3.3).

Huang et al. [159] represent significant work in this area by proposing a contrastive
learning-based model to overcome domain shifts in a heterogeneous federated setting. The
proposed method computes class-based representations called ‘cluster prototypes’ that cap-
ture domain knowledge specific to each client’s data, as well as averaged representations
called ‘unbiased prototypes’. Through contrastive learning, sample embeddings are then
pulled towards respective cluster prototypes while maintaining alignment with the unbiased
prototypes to regulate and stabilise the training process. Upon evaluation, the method per-
formed better than multiple state-of-the-art methods, demonstrating approximately 3% and
7% higher accuracy than Federated Averaging for the benchmark datasets Digits and Office
Caltech, respectively. Similar studies include [175, 176].

Another group of studies addresses data heterogeneity through personalised federated
learning. Here the aim is to leverage other clients’ datasets through federated learning while
also maintaining alignment with the local training data either throughout the federated train-
ing process or as an additional local training phase at the end of federated training. As
mentioned in Section 2.3.3, studies in this area include [92, 91, 93].

Additionally, Kotelevskii et al. [177] proposed FedPop, a Bayesian personalisation ap-
proach where each client learns from fixed common population parameters (representing
global patterns shared across all clients) and random effects (client-specific variations devi-
ating from the global population). The study further proposes new stochastic optimisation
algorithms for federated settings based on Markov chain Monte Carlo methods. Chen et
al. [161] on the other hand, proposed an architecture-based solution involving a shared em-
bedding generator that outputs synthetic embeddings based on global representations. These
synthetic embeddings are then transformed into client-specific embeddings by a locally op-
timised network and used to augment the training space of each client.

Taking a different approach, Vahidian et al. [160] introduced the idea of using curricu-

lum learning to address heterogeneous scenarios in FL. Curriculum learning [178] refers
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to the ordering of training samples according to learning difficulty to improve model con-
vergence speed and the quality of the local minima obtained during training. In [160],
curriculum learning is applied at the client level by ordering the local data according to a
dynamic training loss-based scoring function. The study also applies curriculum learning for
client selection during the model aggregation step at the end of each federated communica-
tion round by ordering clients according to the mean loss of all the local data points at the
client. Through extensive evaluations and theoretical explanations, the authors demonstrate
that the order in which clients participate in federation, specially in non-IID settings, has a
significant effect on the accuracy performance of the final global model. Related studies in
this area include Qi et al. [179] who applied a clustering-based curriculum learning on the
local training for each client, and Jiménez-Sanchez et al. [180] who also implemented CL at
the client training level but focused specifically on breast cancer classification.

Unlike existing work in federated learning we propose a lightweight solution to data het-
erogeneity for phishing URL classification. We do not implement personalised FL as clients
in federated phishing detection would aim to be robust to diverse attacks rather than be
fine-tuned to the local dataset. Instead, our proposed solution is a combination of two com-
ponents. The first leverages phishing domain knowledge and our findings from the previous
chapter to introduce a new URL domain-aware self-attention loss. The second component
involves a self-attention weight-based client selection step inspired by curriculum learning.

We describe these in detail in the next section.

4.3 FeUDA-BERT

We propose a Federated URL Domain-Aware BERT-based classification model - a lightweight
solution to overcome data heterogeneity specific to phishing URL detection. The proposed
model comprises the following two novel components: a URL domain-aware self-attention
loss component and a client selection method based on self-attention weight clustering, as

described below.

4.3.1 URL domain-aware self-attention

We modify a BERT-based classifier by integrating a new self-attention-based loss. This
modification is based on the fact that generally, the URL domain holds stronger indications
of its maliciousness or benignness, while the URL components hold less important signals.
This is reinforced by our findings in the previous chapter, which reflected that signals from
other parts of the URL contribute to noise during a BERT-based classifier training (cf. Sec-
tion 3.9.1). That is, the model tends to overfit to unnecessary features like the URL path
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length and initial tokens such as ‘http’ and ‘www’. As a result, in a centralised setting, the
model suffers from reduced performance when applied to URLs from different sources with
varying feature distributions.

Based on these observations, we introduce a target self-attention distribution to regu-
larise the self-attention weights learned during training. This target distribution represents
the importance given to tokens at different positions along a URL, with high values for
positions likely to contain domain tokens and decreasing values for all other positions.

Note that the original self-attention mechanism [181], known as scaled dot-product at-

tention, is formulated as
T

Vdy,

where K, (), and V are different embedding representations of the input text and dj, is

the scaling factor based on the dimension size of K and (). Here, sof tmax(Q—\/Ig) represents

Attention(K,Q,V) = softmax(

)14 4.1

the attention weight matrix that scales the embedding representation, V', of the input text.
As the attention weight matrix is derived from the K and () matrices, we formulate our
ideal self-attention distribution beginning from the same point. Consider K; and (); are
one-dimensional vectors, K;, Q; € RV where U is the maximum token length of URLSs
being used to train a BERT model. We define K; and (); as the following skewed Gaussian

distributions:

K. 0 — exp(—oy - (m—u)?), ifu<m “2)
exp (—og - (u—m)?), ifu>m

where u = {1,2, ..., U} represents the token positions of a URL, m represents the peak
position (which we define based on the most likely position of the URL top-level domain)
and o, and o, are the standard deviations of Gaussian distributions on either side of the
peak m. This way the distribution decays (importance decreases) on either side of the top-
level domain. We allow for the decay on either side of the peak m to be asymmetric as
the importance of the URL domain tokens should be higher than that of the URL path and
accordingly, o1 may not be equal to o».

Figure 4.1 illustrates this token importance distribution with an example URL and the
relative importance of URL tokens based on their position. It displays that importance in-
creases for tokens in the URL domain and decreases after the top-level domain (‘com’).
Similarly tokens at the very beginning of the URL such as ‘http’ and ‘www’ are given low

importance as these are not strong indicators of the maliciousness of a URL.
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Figure 4.1: Relative importance of URL tokens based on position. We assign higher impor-
tance to domain tokens.

Based on the above, we obtain our target self-attention A* map (illustrated in Figure 4.2)

as a dot product:

A* = softmar(Q;K]) 4.3)

We incorporate the above into the training of a BERT-based URL classifier by intro-
ducing a new loss term based on the difference between A* and the learned self-attention
matrices. Specifically, for a training dataset D = {(z;,y;)}, we train a URL classifier com-
prising a BERT encoder with a classifier head. We pretrain the BERT encoder using data
samples z; and then fine-tune the whole network using labelled samples (z;, ;).

A typical fine-tuning phase consists of backpropagating the cross-entropy loss, Ly, cal-
culated based on true labels y and the predicted labels . We further calculate an additional
loss based on the difference between our ideal self-attention distribution A*, and the self-
attention matrix from the final self-attention layers of the BERT model. That is, we calculate

the following average:
H

1
AP = =% AR (4.4)
h=1
where A,(lL) € RY*V g the final layer self-attention matrix from head h, and H is the
total number of heads. We then compute a Kullback-Liebler divergence loss between A%

and A* so as to measure the difference between the two distributions

*

Az
Ly = Di (A" || AP) =) " A7 log AT’LJ). (4.5)

1,7 .J
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Figure 4.2: Target self-attention map obtained as a dot product of K; and );. The values
representing attention related to domain tokens receive higher importance than others.

Based on the above, we define training loss as

L= ;Ch + W‘CKLa (46)

where L, is the cross-entropy loss, and L; is the self-attention matrix loss weighted
by w. As this loss is backpropagated through the whole network, the self-attention weights
within the BERT model are regularised to follow the distribution of A*, ensuring that more
importance is assigned to tokens likely to be close to the URL top-level domain while less

importance is assigned to tokens further from the top level domain.

4.3.2 Self attention-based client selection

We integrate a BERT-based classifier model with the URL domain-aware self-attention loss
and implement it in a federated learning setting. In naive FL, the end of each communication
round involves aggregating a random selection of clients’ local model updates to update
the global model. In contrast, we propose a guided client selection approach inspired by
curriculum learning. That is, during each communication round we train a subset of clients,

randomly selected without replacement, and apply client selection to this subset.
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Our proposed client selection method involves clustering clients according to their self-
attention weights and selecting clients based on intra-cluster similarity. More specifically,
during each communication round we randomly select ten clients without replacement for
local training. At the end of each communication round, from each locally updated client
model, we concatenate the self-attention matrices from the last layer of each self-attention
head and use this to calculate the arccosine pairwise distances between all ten clients.

We perform a hierarchical clustering on these pairwise distances using Ward linkage
and cut the hierarchical clustering tree to obtain three clusters. We then sort the clusters
in ascending order of cluster size and select a maximum of five clients, beginning from
the smallest cluster. We extract three clusters to reflect the three distinct domains in the
client data population, which originate from the three separate URL datasets (HP, EBBU
and ISCX). This alignment helps ensure each domain is represented and reduces the risk of
aggregating client updates representing significantly different domains. Figure 4.3 illustrates
this client selection method.

The above client selection method aims to select clients based on similarity in the self-
attention matrices learned during training. By performing hierarchical clustering we aim to
collect the clients that are most similar to each other, and thereby avoid parameter aggrega-
tion between clients with varying feature distributions. By clustering on the self-attention
matrices learned using our URL domain-aware component, our client selection method fur-
ther avoids the adverse effect of noisy data or data heterogeneity in model aggregation. We
summarise our FeUDA-BERT model in Algorithm 2.

Subset of clients used for local training

o - l l
Self-attention maps extracted Clustering based on
from locally trained clients self-attention maps

Figure 4.3: Self-attention-based client selection.

Whole client population
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Algorithm 2 FeUDA-BERT. The K clients are indexed by k; B is the local minibatch size,
E is the number of local epochs, and 7 is the learning rate.
Server executes:

initialize global model parameters wy
for eachroundt =1,2,... do
S; < (random set of 10 clients)
for each client k € S; in parallel do
wit! + CLIENTUPDATE(k, w;)
end for
C} < CLIENTSELECTION(S;, wit|k € S;)

my <— ZkGCt N
ng ,,,t+1
Wygy £ ZkECt me Wk

end for
CLIENTUPDATE(k, w): > Run on client k

B <+ (split Dy, into batches of size B)
for each local epoch 7 from 1 to £ do
for batch b € B do
L(w;b) <= L(w;b) + wLlgr(w;b)
w < w —nVL(w;b)
end for
return w to server
end for

4.4 Evaluation

4.4.1 Federated experiments

Our federated experiments consist of 100 clients, each with local data collected from a
single source. That is, using the HP, EBBU and ISCX datasets as before (cf. Section 3.4),
and the same data splits as Table 3.1, we employ the training sets such that all clients are
allocated equal number of URLs. We ensure that the client’s local data is balanced in terms
of labels (benign and phishing) and that each client is allocated data from only one of the
three datasets. This way we ensure that the data heterogeneity among clients is only based
on differences in feature distribution rather than dataset size or label distribution.

For the domain-aware self-attention component, we define the peak position m of K;

and (); according to the most representative top-level domain position of a significantly

Table 4.1: PhiUSIIL Dataset Summary

Training Validation Test
Benign Phishing Benign Phishing Benign Phishing
60,514 60,476 20,124 20,207 20,188 20,143
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large dataset which is not included in the local client data. For this, we used the PHIUSIIL
dataset[182]. This dataset consists of over 200, 000 legitimate and phishing URLs col-
lected from Open PageRank Initiative, PhishTank, OpenPhish, and MalwareWorld. Using
a 60:20:20 ratio, we formed training, validation and testing splits as described in Table 4.1.
We removed any duplicate URLs with HP, EBBU and ISCX, and used a BERT tokeniser to
tokenise the training URLs. We then extracted the positions comprising the URL top-level
domain tokens and selected the 95th percentile token position as the value for m. For the
values of o, 09 and w (weight of the KL-loss), we conducted hyperparameter tuning us-
ing the validation set. The final parameter values are 0.1, 0.01, and 0.01 for o4, 05 and w
respectively.

To evaluate the efficacy of our proposed solution, we compare the performance of a
BERT classifier with and without the URL domain-aware self-attention component. We
also compare our self-attention-based client selection method with random client selection
and full network-based client selection. In random client selection we randomly select five
clients for parameter aggregation during each communication round. In full network-based
client selection we conduct the same hierarchical clustering as self-attention-based client se-
lection, but using the whole set of network weights instead of only the self-attention weights.

More specifically, we run the following experiments in federated settings:

* BERT (random) - Baseline BERT classifier in a federated setting with random client

selection.

* BERT (SA) - Baseline BERT classifier in a federated setting with self-attention-based

client selection.

* BERT (FULL) - Baseline BERT classifier in a federated setting with full network-

based client selection.

e FeUDA-BERT (random) - BERT classifier with URL domain-aware self-attention

component and random client selection.

¢ FeUDA-BERT (SA) - BERT classifier with URL domain-aware self-attention com-

ponent and self-attention-based client selection.

e FeUDA-BERT (FULL) - BERT classifier with URL domain-aware self-attention

component and full network-based client selection.
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4.4.2 Statistical analysis

For all models, we run 20 federated communication rounds with 10 epochs of local training
for the participating clients in each round. At the end of each communication round, we
evaluated the server global model using the test splits of the HP, EBBU and ISCX datasets.
Each experiment was repeated 10 times, and we compared the performances of the models
at each communication round, averaged over all three test sets.

Furthermore, to test whether the difference in performance between each model is statis-
tically significant, we apply the Wilcoxon signed-rank test. The Wilcoxon signed-rank test
checks whether the probability distribution of two paired samples is equal or not [183]. As
we test each model using the same test sets, we consider the averaged model performance
results at each communication round to be paired samples. We select this test as it is the non-
parametric alternative to the paired t-test, and therefore, does not require strict assumptions
such as normality of the sample distributions.

Similar to the sign tests and Mann-Whitney U tests applied in the previous chapter
(Section 3.6), for each pair of experimental results, we performed three separate Wilcoxon
Signed-Rank tests. Here again, the null hypothesis is that the median difference between the
paired samples is zero, while the three alternative hypotheses are the same as those of the

sign test in the previous chapter (cf. Section 3.6.1).

4.5 Results

4.5.1 Federated experiments

In Figure 4.4 and Figure 4.5 respectively, we present the F1 scores and accuracy achieved by
each model averaged over the three test sets. Since both follow the same pattern we discuss
the F1 results below.

FeUDA-BERT models. Among the FeUDA-BERT models, we observe that including our
clustering-based client selection improves performance compared to random client selec-
tion. Although random client selection and full network-based client selection converge
faster than self-attention-based client selection, the latter reaches higher F1 scores and main-
tains this consistently across all communication rounds. After 20 communication rounds self
attention-based client selection reaches an average of 0.93 F1 score while random and full

network-based client selection reach 0.90 and 0.91 average F1 scores respectively.

BERT models. Among the BERT models we observe that self-attention-based client selec-

tion initially performs similarly to random client selection before eventually reaching higher
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Comparison of Federated Experiments

/
0.92 -
0.87 A
p
S 0.82
wn
—
L
0.77 A BERT (random)
- BERT (FULL)
—— BERT (SA)
——— FeUDA-BERT (random)
0.72 A —— FeUDA-BERT (FULL)
—— FeUDA-BERT (SA)

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
Communication Rounds
Figure 4.4: F1 score results for federated experiments. Overall the FeUDA-BERT models
perform better than BERT models demonstrating the effectiveness of our URL domain-

aware self-attention component. Including the self-attention-based client selection mecha-
nism is also found to improve performance.

F1 scores compared to random client selection. Meanwhile, full network-based client se-
lection initially performs worse than the others before eventually matching the performance
of random client selection. After 20 communication rounds, self-attention-based client se-
lection obtains an average of 0.91 F1 score while random and full network-based client
selection both reach 0.89 average F1 score. These results reflect the superiority of the
self-attention-based client selection in comparison to random or full network-based client

selection.

Comparing BERT and FeUDA-BERT models. In comparison to the BERT models, the
FeUDA-BERT models reflect faster convergence to higher F1 scores and significantly fewer
fluctuations in performance. Even though BERT with self-attention-based client selec-
tion eventually performs similarly to FeUDA-BERT with random client selection, FeUDA-
BERT converges to this performance much earlier than BERT and for most of the training

phase, consistently performs better.

Overall, we observe that FeEUDA-BERT models perform better than the baseline BERT
models through all communication rounds. This reflects the effect of the URL domain-

aware self-attention component in overcoming data heterogeneity among clients. The results
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Figure 4.5: Accuracy results for federated experiments.

also reflect that our clustering-based client selection method in combination with the URL
domain-aware component results in higher performance in comparison to random client se-
lection. Furthermore, between the two clustering methods for client selection, self-attention-
based clustering results in higher performance than full network-based clustering. This is
observed in both FeUDA-BERT and BERT independently reflecting that the self-attention
maps contain sufficient information to enable effective curriculum learning. However, we
find that the superiority of self-attention-based client selection is more consistent in FeUDA-
BERT than BERT, reflecting that the combination of this client selection with the URL

domain-aware self-attention component provides more reliable superior performance.

4.5.2 Statistical analysis

In this section, we present the results of Wilcoxon signed-rank tests assessing the statistical
significance of the results from our federated experiments. Table 4.2 displays the p-values
of pairwise tests comparing the BERT and the FeUDA-BERT models to assess the signifi-
cance of the URL domain-aware self-attention component of FeUDA-BERT. Similar to the
analysis for sign tests in the previous chapter (see Section 3.6.1), a significant p-value (less
than 0.05) means that the null hypothesis can be rejected in favour of the alternative hy-
pothesis. In Table 4.2, we observe that all the p-values for the two-sided and the greater

than alternative are statistically significant, while the p-values for the less-than alternative
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are insignificant (greater than 0.05). This reflects that for each pairwise model comparison,
although the null hypothesis (that the difference between the two models is 0) cannot be
rejected in favour of the less than alternative hypothesis, it can be rejected in favour of the
two-sided and the greater than alternative hypotheses. In other words, the performance of all
the FeUDA-BERT models is significantly greater than the BERT models and the improved

performance of the URL domain-aware self-attention component is statistically significant.

Table 4.2: P-values from Wilcoxon signed-rank tests comparing baseline BERT and
FeUDA-BERT. The results indicate that the improvement of FeUDA-BERT over BERT in a
federated setting is statistically significant.

Alternative Hypotheses
Sample 1 Sample 2 Two-sided Greater Less
FeUDA-BERT (random) BERT (random) | 1.91e-06  9.54e-07 1.00
FeUDA-BERT (FULL) BERT (random) | 1.91e-06  9.54e-07 1.00
FeUDA-BERT (SA) BERT (random) | 1.91e-06  9.54e-07 1.00
FeUDA-BERT (random) BERT (FULL) | 1.91e-06 9.54e-07 1.00
FeUDA-BERT (FULL) BERT (FULL) | 1.91e-06 9.54e-07 1.00

FeUDA-BERT (SA) BERT (FULL) | 1.91e-06  9.54e-07 1.00
FeUDA-BERT (random) BERT (SA) 2.61e-04  1.31e-04 0.99
FeUDA-BERT (FULL) BERT (SA) 1.91e-06  9.54e-07 1.00
FeUDA-BERT (SA) BERT (SA) 1.91e-06  9.54e-07 1.00

In Table 4.3, we present the results of the pairwise tests that assess the performance
significance of the different client selection methods. Among the FeUDA-BERT models,
we find that the p values are significant for the two-sided and the greater than alternatives
and insignificant for the less than alternatives. These results reflect that the improvement
due to our clustering-based client selection method was statistically significant. We further
observe that between the self-attention-based client selection and full network-based client
selection (FeUDA-BERT (SA) and FeUDA-BERT (FULL)), the higher performance of self-
attention-based client selection is also statistically significant.

Among the BERT models in Table 4.3, when comparing BERT (FULL) with BERT (ran-
dom) we observe that p-values are significant for the two-sided and the less than alternatives
and insignificant for the less than alternative. This reflects that the full network-based client
selection does not perform significantly better than random selection on the baseline BERT
model and this was also represented in Figure 4.4. However, for the other two tests with
BERT models, we observe that p-values are significant for the two-sided and the greater
than alternatives and insignificant for the less than alternatives. Here again, the results re-
flect that the self-attention-based client selection provided significantly higher results than

random and full network-based client selection.
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Table 4.3: P-values from Wilcoxon signed-rank tests comparing client selection meth-
ods with baseline BERT and FeUDA-BERT. The results indicate that in general, the self-
attention-based client selection demonstrates statistically significant improvement over ran-
dom or full network-based client selection.

Alternative Hypotheses

Sample 1 Sample 2 Two-sided  Greater Less
BERT (FULL) BERT (random) 1.05¢-04  0.99 5.25e-05
BERT (SA) BERT (random) 1.21e-02  6.04e-03 0.99
BERT (SA) BERT (FULL) 4.77e-05  2.38e-05 0.99

FeUDA-BERT (FULL) FeUDA-BERT (random) | 9.54e-06  4.77e-06 0.99
FeUDA-BERT (SA) FeUDA-BERT (random) | 5.86e-04  2.93e-04 (.99
FeUDA-BERT (SA) FeUDA-BERT (FULL) | 7.08e-04  3.54e-04 0.99

4.6 Discussion

Next, we discuss the implications and limitations of our approach. Specifically, we mention
possible alterations to our URL domain-aware self-attention component. We also discuss
the practical scenarios where our method can be applied and possible directions for future

work.

Defining the ideal self-attention map, A*. The results in the previous section demon-
strate the effectiveness of our proposed federated phishing URL classification model. We
introduced the URL domain-aware self-attention component to regulate the self-attention
weights learned during training and therefore regulate the relative importance assigned to
URL tokens based on their position. This involved a target self-attention map A*, with
a fixed peak position m based on the top-level domain positions of a significantly larger
dataset. Another possible way to achieve this is to make A* a learnable component. That
is, instead of strictly defining the distribution pattern for K; and @);, these parameters can
be made learnable such that they are learned during training based on the data population
represented in the federated setting.

However, without any regularisation on these parameters, the training can become very
similar to the baseline BERT model, where the weights of K and () are also learned during
training. Our baseline model performance shows that this method is not robust to client data
heterogeneity and results in lower overall accuracy. Therefore, it is necessary to regulate
the training of K; and (); to ensure that the domain tokens are assigned relatively higher
importance. Given that a BERT model consists of 12 attention heads, however, learning
the K; and (); matrices for each head would significantly increase the model complexity.
Furthermore, learning the positions of the domain tokens for assigning importance, would

depend on the quality of the client data population. If the client datasets are not collectively



CHAPTER 4. FEUDA-BERT: FEDERATED URL DOMAIN-AWARE BERT 77

well representative of benign and phishing URLSs, the final model will not be robust to

diverse attacks.

Scalability. In our federated setting, we set the number of clients to 100 and maximised
the local dataset size for each client while ensuring equal-sized datasets that are balanced in
terms of class labels. In doing so, each client received a local dataset of 544 samples from
one of three datasets we have used in this thesis (HP, EBBU and ISCX). In terms of the
number of clients, this setting is similar to potential settings in existing threat intelligence
sharing groups such as the US government’s National Coordinating Center for Communi-
cations which comprises around 70 federal government agencies and private sector commu-
nications and IT companies [184]. Accordingly, our results reflect the effectiveness of our
method for a client population of this size.

Future work can therefore investigate the performance of a higher number of clients with
data from more diverse sources. The Financial Services ISAC for example is a global organ-
isation for threat sharing with around 5000 member firms [185]. Besides the large number of
clients, a potential federated system for an organisation such as this may face location-based
data heterogeneity challenges due to the global scale of the network. Additionally, cross-
sector information sharing could introduce distributional shifts due to differences between
industries. URL distribution shifts due to specific factors such as this remain an area to the

explored in order to improve federated models for threat intelligence sharing.

4.7 Conclusion

In this chapter, we propose FeUDA-UBERT, a federated domain-aware BERT-based model
for privacy-preserving phishing URL detection. Our contributions comprise a URL domain-
aware self-attention component that overcomes data heterogeneity among clients by regu-
lating the relative importance assigned to tokens such that the URL domain receives higher
importance. We also introduce a self-attention-based client selection strategy inspired by
curriculum learning to achieve higher detection performance. We evaluate our method in a
federated setting and demonstrate that each of these two contributions individually improves
detection performance in comparison to baselines. Combining the URL domain-aware self-
attention component with the self-attention-based client selection further improves detection
performance achieving an average F1 score of 0.93. Applying the Wilcoxon signed-rank
test, we also demonstrate that the performance improvement due to our proposed solution is

statistically significant.



Chapter 5

LLMs are One-Shot URL Classifiers and

Explainers

As outlined in the scope of this thesis (cf. Section 1.2), this chapter! explores embedded
knowledge in pre-trained large language models (LL.M) for phishing URL detection. Specif-
ically, leveraging LLMs’ reasoning capabilities we propose a one-shot URL classification
framework that provides natural language explanations for each prediction. Under extensive
evaluations, our one-shot framework provides prediction performances comparable to su-
pervised models and demonstrates alignment with post-hoc explanations of the supervised

classifiers.

5.1 Introduction

Phishing attacks over emails and other similar channels such as SMS remain a significant
concern in cybersecurity and security breaches can be traced back to an initial entry caused
by a phishing attack. A recent report sheds light on this issue, noting a 40% increase in
phishing attacks between 2022 and 2023, with over 709 million attempts by users to access
phishing links blocked by Kaspersky [186]. With attackers’ ability to reach a wide audi-
ence in a relatively short time and using short-lived campaigns, defending against phishing
remains a highly challenging task that requires multi-faceted solutions.
Existing phishing detection solutions include blacklisting, whitelisting and machine learn-

ing and deep learning methods which train on features extracted from the phishing URL,
webpage and other external sources [22, 19, 112, 2]. From these, we have focused on

URL-only methods in this thesis as they do not require visiting the web page to gather

IThis chapter includes the work in: F. Rashid, N. Ranaweera, B. Doyle, and S. Seneviratne, “LLMs are
One-Shot URL Classifiers and Explainers”, published in Computer Networks: The International Journal of
Computer and Telecommunications Networking.
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the necessary features [115], and are resilient to evasion techniques such as cloaking [112].
As a result, these methods are more suitable for detecting zero-day phishing campaigns for
which prior information is unavailable. Despite the above advantages, these methods suf-
fer from generalisation issues as explored in the previous chapters. URL-only detection
methods exhibit high false positive rates, indicating a poor understanding of benign URL
indicators [187]. One reason for this issue is the inherent biases in URL datasets, which are
collected at different vantage points of various networks.

Moreover, data from one organisation will be biased towards URLs frequently visited
by its employees. Sharing data between organisations could potentially address these bi-
ases; however, privacy and commercial concerns make it impractical. Although the previ-
ous chapter explored privacy-preserving decentralised training, existing URL classification
models are also often black boxes, lacking explainability, which is crucial for user aware-
ness and training. That is, given a model’s prediction for whether a specific URL is benign
or phishing, it is useful to provide users with brief explanations and warnings to help them
make informed decisions [188, 189, 190].

Some examples include Outlook [191] and Google [192] which provide users with warn-
ings when they accidentally try to access a suspicious link. Althobaiti et al. [193] further
state that in phishing attack detection it is necessary to empower the end-users with more
knowledge about a specific situation where a URL is potentially unsafe. Most existing tools
that address this are either aimed at experts in the cyber security domain or only provide
users with binary decisions about the URL. Such binary advice fails to gain the trust of the
users when the decisions have a high false positive rate. For this reason it is important to
provide users with simple and easy-to-understand explanations for a certain URL classifica-
tion.

Recent advances in large language models (LLMs) offer potential solutions to the gener-
alisability and explainability problems of phishing URL classifiers. Trained on vast amounts
of data, LLMs excel in natural language text generation and reasoning and are useful for
various tasks. Works such as [194, 195, 196] have demonstrated LLMs’ predictive perfor-
mance, which has been enhanced by their recently discovered in-context learning capabili-
ties such as few-shot learning [197, 97]. Given that LLMs are trained on a significant portion
of internet data, they likely have some knowledge of benign URLS in a broader context. This
knowledge can be combined with in-context learning to build URL classifiers, which is the
focus of this chapter.

To this end, in this chapter, we propose an LLM-based phishing URL detection frame-
work that integrates both technological and human components of an ideal defence mecha-

nism against phishing campaigns. Our framework leverages LLLMs’ reasoning and one-shot
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learning capabilities for phishing URL classification and provides explanations for each
classification. That is, we draw on LLMs’ reasoning capabilities to produce explanations
and more accurate URL classifications. As recent work in Chain-of-Thought (CoT) rea-
soning [198] showed improved accuracy in LLM outputs when prefaced with some reason-
ing steps, we initially analysed multiple reasoning prompts and their effects on the final
URL classification. In our proposed approach, we prompt the LLM to consider the be-
nign and phishing characteristics of a given URL and then make a prediction, including
self-reasoning. In our prompt, we include one sample URL, a sample explanation of its
benign and malicious characteristics, and a prediction as illustrated in Figure 1. Our results
show this approach achieves detection accuracies comparable to supervised deep learning
methods trained on large URL datasets. Additionally, the LLM’s reasoning provides natural
language explanations that enhance user awareness of benign and phishing URL character-

istics, addressing the limitations of existing classifiers that only offer a prediction.

An Example Prompt and the LLM output

Prompt: Consider whether the URL seems benign or phishing in 40 words, end sen-

tence with a prediction, the last word being benign/phishing.
Q: http://scholar.google.com.pk/citations?user=IkvxoFIAAAAJ&hl=en

A: The subdomain of this URL is a well-known and reputable internet entity, Google
Scholar. Therefore, this URL seems benign.

Q: https://www.rt.com/tags/football/

Output:
A: The URL directs to a known news website, RT, specifically its section on football.
Given its straightforward path and reputable source, this URL appears unthreatening.

Prediction: benign.

Figure 5.1: Example URL classification prompt and the output

More specifically, we make the following contributions.

* We propose an LLM-based framework leveraging LLMs’ reasoning and in-context
one-shot learning capabilities for phishing URL classification and demonstrate that

LLMs are explainable one-shot phishing URL classifiers.

* We evaluate our framework over five state-of-the-art LLLMs and three different phish-
ing URL datasets and compare the performance of our framework with existing su-

pervised URL classifiers.


http://scholar.google.com.pk/citations?user=IkvxoFIAAAAJ&hl=en
https://www.rt.com/tags/football/
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* We demonstrate that our one-shot approach achieves a prediction performance within
0.05 to 0.12 F1 score of a supervised setting using standard URL classifiers. Among
the five LLMs evaluated, GPT-4 Turbo performed the best, with an average F1 score
of 0.92 in the one-shot setting. This is only 0.07 points below the fully supervised

setting, which achieves a 0.99 F1 score.

* We demonstrate the explainability of our classification framework in terms of cor-
rectness and overall quality of language. That is, we assess the correctness of LLM
self-explanations by comparing the benign and malicious indicators identified through
our framework with post-hoc explanations obtained in a supervised setting. We use
the G-Eval framework [199] to assess the self-explanations in terms of readability,

coherence, and informativeness.

* Finally, we present an extended analysis of the consistency of LLM predictions and
the performance of our framework under zero-shot and few-shot settings. Our results
show that while GPT-4 Turbo achieves an average F1 score of 0.92 in both the zero-
shot and five-shot settings, the average F1 score across all LLMs is lower under the

zero and five-shot settings in comparison to one-shot.

The remainder of the chapter is structured as follows: Section 5.2 reviews related work,
and Section 5.3 details our overall framework. Section 5.4 outlines our experiment design,
while Section 5.5 presents our main results. An extended analysis of these results is provided
in Section 5.6. We discuss the implications and limitations of our work in Section 5.7, and

conclude the chapter in Section 5.8.

5.2 Related Work

5.2.1 Phishing URL detection

Automated phishing URL classification is a necessity to safeguard users from accessing
phishing sites. Multiple existing solutions utilise machine learning and deep learning meth-
ods, which are trained using features extracted from the URLs, landing pages, or external
sources. These features, broadly categorised as blacklist features, lexical features, host-
based features, and content-based features [115], have been used to train various types of
machine learning and deep learning classification models [117, 120, 121]. WHOIS infor-
mation such as domain age and page rank from the Alexa top domains list are also popular

features used in various works such as [13, 122, 123, 19, 18].
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One significant disadvantage of using the above features for detecting phishing URLs is
the difficulty in obtaining them in real time. Blacklist features can be redundant for short-
lived or zero-day phishing URLs, as these exploit the delay in blacklist updates. Acquiring
hosting information during the training phase is often impossible for short-lived URLs, and
using web-page content features risks accidental malware downloads and is vulnerable to
evasion techniques [22]. Consequently, some URL classifiers use only URL-based features,
which eliminates reliance on third-party sources, mitigates malware risks and reduces vul-
nerability to evasion. Our work focuses on these URL-based phishing detectors that use
either hand-crafted URL features or an embedding representation of the URL as the pri-
mary input feature. Works such as [45, 4, 3] collected hand-crafted features including URL
length, word counts and presence of special characters to train Random Forests and Support
Vector Machines. In contrast, the URLNet [1] trains a deep learning-based classifier using
word and character embeddings to represent the URL, and Maneriker et al. [2] proposed
URLTran, a model which leveraged state-of-the-art transformer models for phishing detec-
tion. In comparison to URLNet, Maneriker et al. report that URLTran returns a true positive
rate (TPR) relative improvement of 21.9% at the false positive rate (FPR) of 0.01%.

The high prediction accuracies reported in existing works were obtained by evaluating
URL classifiers on test URLs collected from the same source as the training URLs. When
evaluated on data collected from different sources or representing domain shift, these URL
classifiers demonstrated low generalisability. Our previous work [187] found that the cross-
dataset performance of four URL classifiers (URLNet [1], URLTran [2], CatchPhish [3], and
PhishRF [4]) falls by 10%—30% in comparison to their performance on test URLs collected
from the same source as the training URLs.

To this end, in this chapter, we propose our one-shot framework for using LLMs as URL
classifiers and demonstrate that its performance is better than the cross-data performance of
URL classifiers trained in supervised settings. To the best of our understanding, this work
is the first to design an LLM-based one-shot URL classification framework. A summary of

the works discussed in this section is presented in Table 5.1.

5.2.2 Few-shot classification using LLMs

Large Language Models (LLMs) have demonstrated superior performance in a variety of
natural language processing tasks, including text generation, question-answering, and text
classification [94, 95, 96]. Recently, their generalisability has seen further improvements
within the in-context learning paradigm where the LLM performs tasks unseen during train-
ing when prompted with task-specific instructions and a few or no (i.e., few-shot or zero-
shot) labelled examples [97, 197].
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Table 5.1: Phishing URL detection related work summary

Reference Model Train- URL-only URL Hand-crafted Webpage External
ing Embeddings Features Features Features
Xiang et al. [13] Supervised X X v v v
Geng et al. [122] Supervised X X X v v
Rao et al. [123] Supervised X X v v v
Alani et al. [19] Supervised v X v X X
Chin et al. [18] Supervised X X X X v
Mamun et al. [45] Supervised v X v X X
Sahingoz et al. [4]  Supervised v X v X X
Rao et al. [3] Supervised v X v X X
Leetal [1] Supervised v v X X X
Maneriker et  Supervised v v X X X
al. [2]
Our work One-shot v X X X X

Various works applied the in-context learning capabilities to solve a range of problems,
beyond typical natural language processing tasks. For instance, Hegselman et al. [100] and
Jaitly et al. [200] applied LLLM-based few-shot classification to tabular data. The authors
evaluate various serialisation methods and demonstrate the superior performance of few-
shot LLMs in comparison to deep learning-based classification on tabular datasets. Other
works such as [101, 102, 103] applied few-shot learning for domain-specific classification
tasks. For instance, Li et al. [101] evaluated the application of LLMs in biological inference.
They prompted LLMs to predict the synergy of drug pairs in rare tissues by including a few
labelled examples in the prompt. In contrast, Yang et al. [102] applied few-shot LLMs
in a cross-modal framework for several audio tasks such as speech emotion classification,
audio classification, and text-to-speech classification, while Van et al. [103] investigated the
few-shot capabilities of vision language models on hateful meme detection.

Several works utilised the capabilities of LLMs in cybersecurity. Nonetheless, the efforts
have been much more focused on fine-tuning than few or zero-shot settings. For example,
Aghaei and Al-Shaer [105] proposed SecureBERT, which is a security-specific fine-tuned
BERT model that achieves F1 scores ranging from 95% to 98% in classifying Common
Vulnerabilities and Exposures (CVEs) to their corresponding MITRE ATT&CK techniques.
The authors also demonstrated that SecureBERT outperforms ChatGPT in Tactics, Tech-
niques, and Procedures (TTP) prediction. Balasubramanian et al. [201] proposed finetuned
GPT-3 models as anomaly detection classifiers that achieve more than 99% accuracy.

In contrast to these works, we propose a one-shot LLLM classification approach for phish-
ing URL detection, which can also be applied in zero-shot and few-shot settings. Our ap-
proach does not require fine-tuning of the language model parameters and demonstrates

prediction performances comparable to supervised approaches.
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5.2.3 Explainability of LLMs as classifiers

The recent success of LLMs in varied domains has additionally motivated researchers to
assess LLMs’ capabilities as model explainers. Traditionally, explainability algorithms ex-
plain black-box model predictions to elucidate the inner model mechanisms. Metrics used to
evaluate these algorithms, therefore, assess faithfulness (i.e., how well the explanations re-
flect the true inner mechanism of the model) and plausibility (i.e., how well the explanations
correlate with human reasoning), aiming to enhance interpretability and trust in the other-
wise black-box automated decision-making process. Studies that assess the explainability
of LLMs include [202, 203], which implements LL.Ms as post-hoc explainers of predictions
generated by other models. Meanwhile, LLLM chain-of-thought reasoning has been con-
sidered as self-explanations for their predictions/classifications [204] and in comparison to
traditional explanation methods, LLLM natural language explanations have been noted for
their high plausibility. That is, these explanations are consistent with human logic and rea-
soning [205, 206]. Nonetheless, due to the complexity of large language model architectures
and the variability in its outputs, the application-specific correctness of LLM text generation
remains largely unexplored.

Therefore, in this chapter, we propose a method to bridge this gap for URL classification
self-explanations. As our one-shot classification framework outputs both explanation and
prediction, we assess the correctness of the URL benign and phishing indicators identified
in the self-explanations by comparing them to post-hoc explanations obtained through a

supervised training setting.

5.3 Our framework

As mentioned in the introduction, our aim is to address the problem of generalisability
and explainability in phishing URL detection through a one-shot LL.M-based classification
framework. We implement a lightweight approach that leverages LLMs’ vast embedded
knowledge to improve classification accuracy while reducing false positive rates. This ap-
proach also provides explanations for each prediction to improve usability and empower
end-users with more knowledge about a given URL prediction.

Our framework consists of prompting the LLM with the instruction and one example,
as shown in Figure 5.1. Following the prompt we provide the URL for which we require
an output from the LLM. The objective of this prompt is to not only obtain a single-word
prediction but also obtain the reasoning or explanation that leads to the prediction. In par-

ticular, we prompt a targeted form of LLM reasoning by specifically instructing the LLM
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to consider the benign and phishing characteristics of the URL. This form of targeted rea-
soning taps into LLM knowledge regarding legitimate entities and websites present on the
web. It also encourages the LLM to consider the structure of the URL and whether it reflects
phishing characteristics.

In finalising our framework we faced the following technical challenges:

* Prompting for classification: To query an LLM about whether a given URL is benign
or phishing we experimented with two variations of prompting. The first type gave
the LLM the following four options to choose from when deciding a classification -
benign/phishing/potentially phishing/uncertain. This was motivated by the idea that
allowing more granular labelling options would drive the LLM to make more precise
decisions. We processed the LLLMs’ outputs to this prompt by considering all benign
labelled URLs as benign and the rest as phishing. That is, it is safer to consider a
URL as phishing if there is any uncertainty or potential for harm. The second type of
prompting we tried is the one used in our proposed framework. Our initial analysis
showed that the second prompt style returned slightly higher accuracy than the first
prompt. The reason for this is that the availability of the ‘potentially phishing’ and
‘uncertain’ label options encouraged the LLM to take a cautious approach during
classification. As a result, many benign URLs with less well-known domains were
labelled as ‘uncertain’ or ‘potentially phishing’, thereby increasing the false positive
rate. In contrast, the second prompt type (our proposed framework) encouraged the
LLM to be more decisive about benign URL domains which improved the overall

classification accuracy.

* Leveraging reasoning capabilities: Inspired by chain-of-thought (CoT) reasoning,
some of our initial experiments verified that prompting the LLM to reason before mak-
ing a prediction improved detection accuracy. To implement this in our prompt, we
experimented with two versions of prompting. The first version followed CoT meth-
ods more closely and prompted the LLM to consider the domain, subdomain, and path
of the URL separately and identify benign and phishing characteristics before making
a prediction. The second version simply prompted the LLM to consider the benign
and phishing characteristics (this is the version used in our final proposed method).
With the first prompt version, we found that explicitly identifying benign and phishing
characteristics in the various URL components caused the LLM to place unnecessary
weight on these features which resulted in lower overall prediction accuracy. Instead
allowing the LLM more flexibility in its reasoning by simply prompting it to consider
the general benign and phishing characteristics of the URL (second prompt version)

resulted in higher overall detection accuracy.
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Framework Prompt

Instructional Prompt and One-shot Example

“Consider whether the URL seems benign or phishing in 40 words, and end the sentence with a
prediction, the last word being benign/phishing.

Q: http://scholar.google.com.pk/citations?user=lkvxoFIAAAAJ&hl=en

_— A: The subdomain of this URL is a well-known and reputable internet entity, Google Scholar.-s««:ss«:= » Self-Explanation
I , _ +
Testing URLs Therefore, this URL seems benign.’ i Prediction
Single URL —===i=» Inference URL +
Q: https://pacscenter.stanford.edu/
Framework Output \
A: The domain indicates it is linked to Stanford University, a prestigious and credible institution, =-«--- » Self-Explanation
which makes this URL appear trustworthy and indicates it is likely benign. «ssssssssseeesssssissssssssnesnninnnnnssd - Prediction

Figure 5.2: LLM-based one-shot URL classification framework. Our framework produces
natural language explanations for each prediction.

* Number of examples to include in prompt: We experimented with varying numbers
of few-shot examples to assess if increasing the number of examples improved the pre-
diction accuracy. Besides the one-shot approach, we experimented with two examples
(one phishing URL and one benign URL) and five examples (three benign URLs and
two phishing URLs). Our analysis showed that increasing the number of examples
did not improve the prediction accuracy by a significant amount and therefore decided

on a one-shot approach.

Figure 5.2 illustrates the overall flow of our framework. In particular, we show how we
consider the first part of the output to be a self-explanation for the prediction that follows
it. In the following section, we evaluate the performance of five large language models in
returning accurate predictions for URLs in such a one-shot setting. We also evaluate the
quality of the self-explanations that accompany the prediction.

Here, note that we operate in a one-shot setting, i.e., we use only one URL (i.e., the
Google Scholar URL as the sole example) to generate all of our results in Section 5.5. We
emphasise that our prompt is the same for all of our results (i.e., it is the same query with the
same Google Scholar URL). Later in Section 5.5.1, we show the viability of our approach

in zero-shot and few-shot settings as well.

5.4 Experiment settings

In this section, we first introduce the datasets we use to evaluate the prediction accuracy of

our framework. Next, we describe how we evaluate the prediction performance of LLMs
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as one-shot URL classifiers in comparison to supervised URL classifiers, followed by the

experiment settings we use to evaluate the quality of LLM self-explanations.

5.4.1 Datasets

We use the ISCX-2016 [45], EBBU [4] and HP [187] datasets similar to the previous chap-
ters and consider the same training, validation and testing splits as Table 3.1. To evaluate
our LLM-based framework, we use a randomly sampled subset of 1,000 URLs from the test
splits of each dataset. We limit our analysis to 1,000 samples due to cost considerations

when accessing some of the LLM APIs.

5.4.2 Accuracy comparison with supervised URL classifiers

We evaluate the prediction performance of LLMs under our framework by comparing their
accuracy to state-of-the-art URL classifiers trained in a fully supervised setting. For this,
we refer to Chapter 3 where we trained four state-of-the-art URL classifiers: URLNet [1],
URLTran [2], CatchPhish [3] and PhishRF [4]. We trained and tested the performance of
these classifiers using the training and testing datasets described in Table 3.1. We presented
the performance of the supervised URL classifiers when applied to each test dataset in Ta-
ble 3.2. Here, note that the models work well when they are tested on the test set which
comes from the same dataset. For example, the URLtran model trained on the ISCX dataset
achieves an F1 score of 0.99 when tested on the ISCX test set. However, its performance
drops significantly to F1 scores of 0.69 and 0.68 when tested on the EBBU and HP test sets,
respectively.

We obtain the one-shot prediction accuracies under our framework using the 1,000 ran-
domly selected samples of the test datasets in Table 3.1 as described in Section 5.4.1. That
is, in each query, we prompted the LLMs to reason and predict the label of one given URL
from the test sets. As our framework specifically instructed for the prediction to be stated
in the final word of the output as either ‘benign’ or ‘phishing’ we considered each output
prediction to be either benign or phishing if the last 20 characters of the output contained
the terms ‘benign’ and ‘phishing’ respectively. If the last 20 characters contained neither
of the terms we considered the prediction to be ‘uncertain’. However, in the calculation of
accuracy, we counted the ‘uncertain’ predictions as phishing, considering that would be the
safer decision in a practical setting.

We tested five state-of-the-art LLMs - GPT 4-Turbo [94], Claude 3 Opus [207], Gem-
ini [208], LLaMA 3 [209], and LLaMA 2 [95]. We repeated our experiments for each LLM

and each test dataset five times and calculated the average F1 score. We select the F1 score
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as a performance metric as it accounts for the true positive rate as well as the false positive
rate. We compare the F1 scores of each LLM and each test set under our framework with
the F1 scores obtained by supervised URL classifiers in Table 3.2. Since LLMs can gener-
ate different outputs to the same query at different times, for each of the 1,000 URLs, we
queried the LLLM five times and reported the average performance results together with the

standard deviation. We present these results in Section 5.5.1.

5.4.3 Quality evaluation of LLLM self-explanations

We evaluate the quality of the LLM self-explanations from two aspects. First, we compare
the benign and phishing indicators given by LL.Ms with the indicators returned by a post-
hoc explanation method (i.e., LIME [210]) applied to the corresponding supervised URL
classifier. This is to justify further that the few-shot predictions the LLMs make are logical
and often have the same reasoning as the corresponding supervised learning classifier that
has trained on large volumes of training data. Second, we evaluate the general quality of the
LLM-generated explanations in terms of readability, coherence, and informativeness using
the G-Eval [199] framework.

5.4.3.1 Alignment between LLM and LIME indicators

Classifying a given URL as benign or phishing is an overall decision made by the classifier
observing various indicators of a given URL. The datasets in this area (cf. Table 3.1) consist
of only URLSs and their corresponding labels. Therefore, there is no gold-standard ground
truth to the explanations provided by the LLM on benign and phishing indicators.

As aresult, we establish a proxy metric by comparing the LLMs’ self-explanations to the
indicators returned by a post-hoc explanation method applied to a supervised URL classifier.
Specifically, we select URLTran as it returned the highest average F1 score across the three
datasets (cf. Table 3.2) in the supervised setting. We applied the LIME algorithm [211] to
three separate URLTran models trained on each of the three training sets and obtained LIME
indicators for the models’ predictions for their respective test sets.

The LIME algorithm determines feature attributions of a given test sample by approx-
imating a sparse linear model based on the model predictions for inputs sampled from the
neighbourhood of that test sample. Feature importance is then determined by the feature co-
efficients of that linear model. As each URLTran model returned F1 scores of 0.99 for their
respective test sets, we assume that the sparse linear model learned by LIME and, there-
fore, the indicators it returned are a true reflection of the benign and phishing characteristics
represented within labelled URL datasets.
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By comparing the LLM self-explanations with the LIME indicators, we can verify how
well benign and phishing characteristics identified by LLMs align with label-specific fea-
tures learnt by supervised models from URL-labelled datasets. We measure this alignment
using Jaccard similarity.

Specifically, we queried each LLM with the prompt in Figure 5.3. We followed this
prompt with the URLs from our test set and their corresponding self-explanations from the
respective LLMs, one at a time, to obtain the self-explanation indicators. For each URL,
we compared the self-explanation indicators with the LIME indicators that were returned
for the same URL from the corresponding URLTran model. For example, if the given URL
belonged to the HP test set, we compared the LLM self-explanation indicators to the LIME
indicators for the same URL when applied to URLTran trained on the HP training set.

LLM self-explanation Example

“You are an intelligent assistant. For the given URL, return only the specific URL
parts that the explanation considers benign or phishing. You must use the format

‘Benign:Phishing:”.

Q. URL:

http://www.vivscreisveci.vcirveseiaveesi.ghgphy.top/uWBRvZ8quj/pagel.php

Exp: The URL contains a suspect domain that is not recognizable and appears to have ran-
domly generated parts, which is typical of phishing sites aiming to mimic legitimate ones

deceptively. This URL seems to be phishing.

A. Benign: M PhlShlIlg: ‘vivscreisveci.vcirveseiaveesi.ghgphy.top’, ‘uWBRvZ8quj’

Q. URL:

https://reciclatex.com/ES/cx/home

Exp: This URL seems suspicious because it lacks recognizable branding and could be mim-
icking a legitimate site with its structure, but without contextual evidence of malicious intent,

it’s uncertain. My prediction leans towards benign.

A. Benign: ‘com’ , ‘ES’, ‘https’ PhlShlng‘ ‘reciclatex’, ‘home’, ‘cx’

Figure 5.3: Prompting the LLM to list benign and phishing indicators identified in the self-
explanation

Jaccard similarity: To numerically compare the two sets of indicators (i.e., LLMs and

LIME), we used the Jaccard similarity coefficient [212], which calculates a similarity score

between two sets as the ratio of the intersection of the sets and their union: J(A, B) =

|ANB|
|[AUB|*

identified by the LLM self-explanation form another set. As each self-explanation was in

Here, the label-specific LIME indicators form one set of elements and the indicators


http://www.vivscreisveci.vcirveseiaveesi.ghqphy.top/uWBRvZ8quj/page1.php
`'
`vivscreisveci.vcirveseiaveesi.ghqphy.top'
`uWBRvZ8quj'
https://reciclatex.com/ES/cx/home
`com', `ES',`https'
`reciclatex', `home', `cx'
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natural language, we extracted the specific URL components that it identified using LLM
prompting.

Example Jaccard similarity calculation:

* URL: https://reciclatex.com/ES/cx/home

* Explanation: “This URL seems suspicious because it lacks recognizable branding and
could be mimicking a legitimate site with its structure, but without contextual evidence

of malicious intent, it’s uncertain. My prediction leans towards benign.”

’

* Self-explanation indicators: Benign: ‘com’, ‘ES’, ‘https’ Phishing: ‘reciclatex’, ‘home’,

¢ 1

CcX

As the original LLLM output predicted the URL as benign, we collect the benign self-
explanation indicators delimited by special characters (A: ‘com’, ‘ES’, ‘https’) and com-
pare them with corresponding benign LIME indicators (B: ‘com’, ‘ES’, ‘reciclatex’, ‘https’,

‘home’). Using the Jaccard similarity measure, this corresponds to:

{‘com’, ‘ES’, “https}| —06 5.1
{‘com’, ‘ES’, ‘https’, ‘home’, ‘reciclatex’}| ~ .

J(A,B) =

The Jaccard similarity score ranges from O to 1, where higher similarity scores indicate
a greater overlap between self-explanation indicators and LIME indicators. We conduct the
above evaluation for each of the LL.Ms that we evaluate under our framework and for each

of the three datasets. We report these results in Section 5.5.2.1.

54.3.2 G-Eval framework

To evaluate the general quality of LLM outputs, we use the G-Eval framework [199], which
implements LLMs to evaluate the quality of a text. Specifically, the framework uses a chain-
of-thought approach to use an LLM to evaluate a text against a given metric. In order to
be useful to the end-users of a URL classification system, we assess the self-explanations
according to the following metrics: readability, coherence, and informativeness. We adopt
the definition of ‘readability’ provided in [213] for cyber security question-answering tasks,
and we adapt the definitions of ‘coherence’ and ‘informativeness’ from [214] to suit our

application as described below.

* Readability (1-5): Assesses how easily the average reader comprehends a text, con-

sidering factors such as lexical, syntactic, semantic, and stylistic complexity.


https://reciclatex.com/ES/cx/home
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Task Introduction Input Context
You will be given one explanation statement that URL: https://foodanddrink.gtbank.com/tag/sme/
considers whether a given URL seems benign or phishing

in 40 words, and ends with a prediction, the last word
being benign/phishin Lt erect
© 8N/ 8 Explanation: "The URL uses "https," indicating a secure
Your task is to rate the statement on one metric.

connection, and includes a recognizable bank's name,
Evaluation Criteria
Readability (1-5) - assesses how easily the
average reader comprehends a text...

GTBank, in its domain. However, unexpected categories
like "foodanddrink" ...

Auto- v
cot

Evaluation Steps
1. Read the entire summary to get an overall sense of
its content and structure.

06
2. Evaluate the clarity and simplicity of the language 0a
used, considering vocabulary choices and sentence G-Eval 02
structure. — Scoring ® ]
1 2 3 4 5
—_—

3. Assess the flow and coherence of ideas, noting any
complexities in syntax or semantics that might hinder
understanding.

4. Assign a readability rating from 1 to 5, based on
how easily an average reader can comprehend the
summary.

Weighted Sum Score: 2.59

Figure 5.4: Using the G-Eval framework to assess the quality of LLM self-explanations

* Coherence (1-5): Assesses the collective quality of all sentences. This metric mea-
sures how well the statement is structured and organised in explaining why the URL

is predicted to be either benign or phishing.

* Informativeness (1-5): Measures how well the output answers the question. That
is, this metric assesses how clearly the statement considers the benign and phishing

characteristics of the URL and finally provides a prediction.

In the G-Eval framework, an LLM evaluates a given text against a given criteria and the
criteria definition by following a sequence of evaluation steps generated by the LLM itself
through chain-of-thought reasoning. That is, an LLM is given a criterion and its definition
and prompted to produce a series of steps that it should follow to evaluate a text against that
criterion for a specific task. As we are investigating five LLMs for prediction accuracy and
explanation quality under our one-shot framework, we use a different LLM (GPT-40) in our
G-Eval implementation to evaluate the other five LLMs’ self-explanations.

Figure 5.4 which is adapted from the original paper [199] illustrates our use of G-Eval
for the readability metric. We give the task introduction and the evaluation criteria to GPT-
40 to generate evaluation steps. Then we input each test URL (given as context) and the
corresponding self-explanation (the text to be evaluated), and the G-Eval framework calcu-
lates a probability-weighted summation of all possible scores (1-5). We followed a similar
approach for the coherency and informativeness metrics.

We generate readability, coherence, and informativeness scores for the self-explanations
corresponding to all URLs from the three test sets generated by the five LLMs that we

evaluate under our one-shot framework. We report these results in Section 5.5.2.2.
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Table 5.2: Prediction performance of one-shot classification - F1 Scores. GPT 4-Turbo
demonstrates the highest average F1 scores across all three datasets with an overall average
of 0.92.

Test Dataset URLTran Models

(Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.94+£0.00153 0.8940.00092 0.87£0.00529 0.84+£0.00358 0.6740.00215
EBBU 0.99 0.95+0.00393 0.91+0.00184 0.86+0.01191  0.87+0.00378  0.69+0.00220
ISCX 0.99 0.87£0.00471  0.85+0.00284  0.78+0.00589  0.81+0.00348  0.67+0.00202

5.5 Results

5.5.1 Prediction performance of one-shot LLM URL classifiers

In Table 5.2, we present the F1 scores of our one-shot URL classification framework on
the five LLMs we test (cf. Section 5.4.2): GPT 4-Turbo, Claude 3 Opus, Gemini, LLaMA
3, and LLaMA 2. As explained in Section 5.4.2, these results are the average F1 score
calculated over five repeats of the experiment. For ease of comparison, we also present the
F1 scores obtained by URLTran (i.e., best-performing model under the supervised setting -
cf. Table 3.2) when applied to each test set after being trained on the respective training set.

We observe that among the LLMs, GPT 4-Turbo produces the highest average F1 scores
across all three datasets, with an overall average of 0.92. This is only 0.07 less than the
performance of the fully supervised learned classifier. Claude demonstrates the next best
performance with an overall average of 0.88, while Gemini and LLLaMA 3 perform similarly,
with overall averages of 0.83 and 0.84, respectively. Meanwhile, LLaMA 2 returns the
lowest overall average F1 score of 0.68. The standard deviations over five repeats are very
low for all the LLMs portraying overall consistency in accuracy over the five independent
runs.

A more detailed analysis of the LLM outputs revealed that one of the reasons for LLaMA
2’s significantly low performance may be its inability to generate good self-explanations.
For many of the URLs, LLLaMA 2 returned a prediction without considering the benign and
phishing characteristics of the URL, as our prompt had asked. Furthermore, even when the
LLMs did consider the benign and phishing characteristics of the URL, in comparison to the
other LLMs, GPT 4-Turbo returned more accurate predictions. Consider the following LLM

outputs for the benign URL https://reconciliation.americanexpress.com/.

* GPT 4-Turbo: “The domain hints at a well-known financial institution, American
Express, but the use of "reconciliation” might raise suspicions without further con-
text. Despite potential concerns, the domain’s legitimacy suggests the URL is likely

benign.”


https://reconciliation.americanexpress.com/
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* Claude 3: “The URL appears to be a legitimate American Express subdomain for
account reconciliation. However, without further context, it’s best to be cautious.
Visit the main American Express website directly to avoid potential phishing attempts.

The URL seems benign, but caution is advised.”

* Gemini: “The subdomain of this URL is reconciliation which is not a common sub-

domain of the American Express website. Therefore, this URL seems phishing.”

* LLaMA 3: “The URL appears to be a legitimate domain from a well-known financial
institution, American Express. However, the specific page seems to be a secure login

page, which may raise some concerns.”

* LLaMA 2: “The subdomain of this URL is American Express, which has been asso-
ciated with phishing attacks in the past. Therefore, this URL seems phishing.”

From the above examples, we observe that all LLMs are able to correctly identify
the main entity in the URL domain as well as the context of the entity (financial institu-
tion). However, knowledge of the fact that many phishing attacks are financial attacks leads
LLaMA 2 to directly classify the URL as phishing, which is an incorrect prediction. Mean-
while, Gemini incorrectly decides that the subdomain is not a common or expected one for
the American Express website, which also leads it to predict the URL as phishing. While
Claude 3 and LLaMA 3 correctly acknowledge that the domain and subdomain are legiti-
mate, similar to LLaMA 2 and Gemini, the risk posed by the financial context of the URL, as
well as the connection to account login/reconciliation, prevents the LLMs from classifying
the URL as benign. In contrast to all the above, GPT 4-Turbo acknowledges the potential
for suspicion given both of the above factors but proceeds to predict the URL as benign with
apparent confidence (“likely benign™).

Another example demonstrates that LLaMA 3 and LLaMA 2 do not follow the correct
reasoning based on their knowledge of legitimate entities, and this leads to an incorrect
prediction. The benign URL https://drfone.wondershare.net/ad/ returned
the following outputs from each LLM:

* GPT 4-Turbo: “The URL directs to a specific page of Wondershare’s dr.fone, a rec-
ognized software for phone data management, implying it’s a promotional link from a

legitimate company. Consequently, this URL appears benign.”

* Claude 3: “The URL is for a software product called Dr.Fone by Wondershare, which
appears to be a legitimate data recovery tool. The .net top-level domain and lack of
suspicious elements suggest this is likely a benign URL for the product’s website or

an advertisement. Benign.”


https://drfone.wondershare.net/ad/
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* Gemini: “This URL belongs to a software company and therefore seems benign.”

* LLaMA 3: “The URL appears to be a promotional link from a software company,
Wondershare, which may be trying to entice users to download their product. There-

fore, this URL seems phishing.”

* LLaMA 2: “A: The subdomain of this URL is not a well-known or reputable internet
entity, which suggests that it may be a phishing website. Prediction: Phishing.”

Again, we observe that GPT 4-Turbo recognises the domain and subdomain as legitimate
and, therefore, classifies the URL as benign. Claude 3 and Gemini outputs follow a similar
pattern. LLaMA 2, however, does not correctly recognise the Wondershare entity, while for
LLaMA 3, the possibility of the URL being a ‘promotional link’ leads it to predict the URL
as phishing.

Overall, the results show that the LLMs’ self-explanation capabilities have an effect on
the prediction performance. Specific to the phishing domains, these reasoning capabili-
ties involve correctly identifying legitimate entities in the domains and subdomains of the
URLSs, as well as correctly attributing phishing and benign characteristics to the URLs. For
example, despite correctly stating American Express has been associated with phishing at-
tacks (as phishing URLSs often include well-known entities in their URLs), LLaMA 2 failed
to correctly identify the legitimacy of the specific American Express URL in the example
above.

Finally, we highlight the low standard deviation values of the LLM F1 scores in Ta-
ble 5.2. This shows that LLMs are pretty consistent with their predictions over the five
experiment runs, something we further analyse in Section 5.6.3. We also provide the accu-
racy, precision and recall results of this experiment, as well as the comparison of one-shot
classification with supervised models trained on combinations of our three training sets in
Table A.l and Table A.2 in the Appendix.

5.5.2 Quality of LLM outputs

5.5.2.1 Alignment between LLLM self-explanations and LIME indicators - Jaccard

similarity

As mentioned before, the purpose of this evaluation is to justify further that the one-shot pre-
dictions the LLMs make are logical and often have the same reasoning as the corresponding
supervised learning classifier that has trained on large volumes of training data. From our
repeated experiments to assess the prediction performance of our one-shot classification

framework, we obtained five outputs for each URL from each of the five LLMs. Therefore,
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Figure 5.5: Cumulative distribution of the Jaccard similarity between LIME and LLM in-
dicators - HP Dataset. The CDFs for GPT 4-Turbo and Claude 3 follow a strong sigmoid
trend indicating high alignment between LIME and LLLM indicators.

to evaluate the self-explanations produced by our framework, for each URL, we applied
our Jaccard similarity evaluation to each of the five repeats for each URL. In Figure 5.5, we
present the cumulative distributive functions (CDF) of the Jaccard similarity scores obtained
for each LLM applied to the HP dataset. Each curve in each figure represents the CDF of
the Jaccard Similarity values obtained from a single run. For brevity, we present results only
for the HP dataset, and the other two datasets had similar patterns as the HP dataset. We
observe that the CDFs for GPT 4-Turbo and Claude 3 follow a strong sigmoid trend for each
URL dataset, indicating they are distributed more towards high values (i.e., high alignment
between LIME and LLM indicators).

More concretely, for each URL, we calculate the mean Jaccard similarity score to reflect
the overall alignment between its self-explanation indicators and LIME indicators. In Ta-
ble 5.3 we show the proportion of the Jaccard scores that were above 0.5 for each dataset
and each model. Here, we find that for GPT 4-Turbo, 72%, 69%, and 56% of the Jaccard
similarity scores were above 0.5 for the HP, EBBU, and ISCX test sets, respectively. These
proportions gradually decrease for Claude 3, Gemini and LLaMA 3. For LLaMA 2 we find
the lowest proportions, reflecting that very few of its LLM self-explanations were aligned
with the LIME indicators.

Table 5.3: Percentage of Jaccard similarity scores > 0.5. GPT 4-Turbo reflects the highest

alignment between its self-explanations and LIME indicators as the proportion of Jaccard
scores above 0.5 are all above 50%. This alignment gradually decreases for the other models.

Data LLM

GPT4 Claude3 Gemini LLaMA3 LLaMA2
HP 72% 69% 51% 22% 6%
EBBU 69% 65% 32% 29% 8%
ISCX 56% 48% 23% 19% 7%

To further exemplify this, in Table 5.4 we show a case where for a given URL, GPT
4-Turbo and LLaMA 2 return contradicting predictions and self-explanations. For each

self-explanation, we used the prompt in Figure 5.3 to extract the self-explanation indicators.
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Table 5.4: Examples of alignment between LLLM self-explanation indicators and LIME in-
dicators

URL: https://drfone.wondershare.net/ad/ Original label: Benign

LLM Self-Explanation Self-Explanation LIME indicators Jaccard

Indicators Score
GPT “The URL directs to a specific page of Won- ‘drfone.wondershare.net’, ‘wondershare’, ‘net’, | 0.8
4-Turbo dershare’s dr.fone, a recognized software for | ‘ad’, ‘https’ ‘https’, ‘ad’

phone data management, implying it’s a pro-
motional link from a legitimate company.
Consequently, this URL appears benign.”

LLaMA 2 “The subdomain of this URL is not a well- | ‘drfone’, ‘wondershare’, ‘ad’ ‘drfone’ 0.3
known or reputable internet entity, which
suggests that it may be a phishing website.
Prediction: Phishing.”

We then compared these indicators to the LIME indicators corresponding to the LLM pre-
diction. Therefore, we compare the GPT self-explanation indicators with the LIME benign
indicators and the LLaMA 2 self-explanation indicators with the LIME phishing indicators.
We observe that regardless of the predictions returned by each LLM, GPT 4-Turbo identifies
the label-specific indicators more accurately than LLaMA 2, which is expressed by the Jac-
card similarity between the respective self-explanation indicators and the LIME indicators.
Overall, these results indicate that the self-explanations returned by GPT 4-Turbo and
Claude 3 are more consistent with the benign and phishing characteristics represented in
URL datasets. As observed in the examples shown in the previous section, this is likely due
to GPT 4-Turbo and Claude 3’s ability to describe specific URL components as benign and

phishing indicators when reasoning the predictions that both make.

5.5.2.2 G-Eval analysis

In Figure 5.6, we present the probability density functions (PDF) of the scores returned for
each metric, LLM and dataset by the G-Eval framework for the HP dataset. For brevity, we
present only the results for the HP dataset and the results for the other datasets had similar
patterns. It can be observed that for all LLMs apart from LLaMA 2, much of the probability
mass lies above 0.8, indicating high readability, coherency, and informativeness in most of
the self-explanations.

Observing the individual LLM outputs revealed that in many cases, unlike the other
LLMs, LLaMA 2 failed to provide an explanation altogether. For example, for the URL
http://scholar.google.com.ua/citations?user=r7GEXWwAAAAJ&hl=ru, for three

out of the five repeats of our evaluation, the output from LLaMA 2 was:

“Sure, here are my predictions:
Q: http://scholar.google.com.pk/citations?user=IkvxoFIAAAAJ&h]l=

en - Benign


http://scholar.google.com.ua/citations?user=r7GEXWwAAAAJ&hl=ru
http://scholar.google.com.pk/citations?user=IkvxoFIAAAAJ&hl=en
http://scholar.google.com.pk/citations?user=IkvxoFIAAAAJ&hl=en

CHAPTER 5. LLMS ARE ONE-SHOT URL CLASSIFIERS AND EXPLAINERS 97

204 — Lama3 20

°

Probability Density
Probability Density
Probability Density

o
o

0.0 02 04 06 08 1.0
Readability Score

Figure 5.6: Distribution of G-Eval scores for readability, coherence and informativeness for
the HP dataset

Q: http://scholar.google.com.ua/citations?user=r7GEXWwAAAAJ&hl=
ru - Phishing”

This self-explanation results in a readability score of only 0.22 as the output not only
lacks a self-explanation but also includes the prediction of the example URL given in the
original prompt, making the readability of this output unnecessarily complex for a potential
end-user. For coherence, this output obtained a score of 0.21, again due to the lack of
detailed explanations and logical flow that led to the prediction. In comparison, Gemini and
GPT 4-Turbo obtained coherence scores of 0.64 and 0.87, respectively. Their respective

outputs for the above URL are given below.

* Gemini: “This URL leads to a cited Google Scholar page with an author’s publica-

tion data, making it appear benign.”

* GPT 4-Turbo: “Similar to the previous URL, this one also resides under the Google
Scholar subdomain, pointing to a reputable source. It appears to be a user profile

page on Google Scholar, making it seem benign.”

It is clear from the above that the high coherence scores for Gemini and GPT 4-Turbo
result from the logical flow demonstrated in the self-explanations above. However, the co-
herence of the GPT 4 output is strengthened with the additional note that ‘Google Scholar’
is a ‘reputable source’. Such information is vital for improving user awareness and training
for phishing detection.

While coherence assessed the structure and logical flow of the self-explanations, infor-
mativeness assessed how well the statements answered the original prompt and considered
the benign and phishing characteristics of the URL. For instance, LLaMA 2 and GPT 4-
Turbo returned the following explanations for the URL https://pizza.dominos.com/

missouri/hollister/


http://scholar.google.com.ua/citations?user=r7GEXWwAAAAJ&hl=ru
http://scholar.google.com.ua/citations?user=r7GEXWwAAAAJ&hl=ru
https://pizza.dominos.com/missouri/hollister/
https://pizza.dominos.com/missouri/hollister/
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* LLaMA 2: “The subdomain of this URL is a well-known pizza delivery chain, Domino’s
Pizza. Therefore, this URL seems benign. Prediction: The URL will direct to a legiti-

mate Domino’s Pizza website.”

* GPT 4-Turbo: “The URL points to a specific Domino’s pizza location in Missouri,
using a domain structure consistent with the official Domino’s site, indicating that it

is likely a legitimate link. This URL seems benign.”

For the above outputs, LLaMA 2 and GPT 4-Turbo obtained informativeness scores of
0.52 and 0.98, respectively. While LLaMA 2 scored low for failing to follow the specific
instruction of ending the output with either ‘benign’ or ‘phishing’, GPT 4-Turbo scored
higher for characterising additional URL components, such as mentioning Missouri to be a
specific location.

Overall, this analysis shows that the top-performing LLM outputs are useful for the end-
users of a phishing detection application. The three metrics we analysed here assessed the
ease with which a user can comprehend the text (readability), the logical flow of arguments
(coherence) and how well the text answered the question while identifying benign and phish-
ing characteristics (informativeness). Besides LLaMA 2, the remaining four LLMs gener-
ally scored well in terms of all metrics, demonstrating a high overall quality of explanation.
However, additionally accounting for GPT 4-Turbo’s superior prediction accuracy, we can

conclude that GPT 4-Turbo is the best overall performing model within our framework.

5.6 Extended analysis

In this section, we present an extended analysis of the various aspects of our framework.

5.6.1 Zero-shot and five-shot prompting

First, we investigate to what extent including the example in the query helps the final per-
formance. To this end, we conduct experiments for zero-shot and five-shot settings. To
evaluate our framework under a zero-shot approach, we repeated the same approach as in
Section 5.4.2 without any examples in the prompt. For the five-shot approach, we generated
self-explanations and predictions for five URLs by prompting instructions shown in Fig-
ure 5.2 to GPT 4o (i.e., a different LLM than the ones we evaluate). We randomly selected
these five URLs from the original training datasets. Below, we list the five URLs and their

corresponding self-explanations and predictions.
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Benign:

* https://www.youtube.com/premium (Source: HP): Given that the URL
points to YouTube’s official domain and a known service, it appears to be a legiti-

mate and safe link. Prediction: benign.

* http://www.dictionary.com/browse/lan (Source: EBBU): The URL be-
longs to the reputable website Dictionary.com and leads to a specific word page, mak-

ing it likely trustworthy and legitimate. Prediction: benign.

* http://allrecipes.com/Recipe/Midwest—-Salisbury—-Steak/Detail.
aspx?soid=recs_recipe 9 (Source: ISCX): The URL appears to link to a le-
gitimate page on AllRecipes, a well-known cooking site that usually includes similar

syntax in its links. Therefore, this URL seems benign.
Phishing:

* http://marlianstv.com/loan/office365/ (HP): The URL includes rec-
ognizable terms but the domain “marlianstv.com” does not match Microsoft or Of-

fice365’s official sites, which raises suspicion. Therefore, this URL seems phishing.

* http://fb.manage—-pages.com/ (Source: EBBU): The domain in this URL
does not belong to the official Facebook site, making it likely to be a phishing attempt.
Prediction: phishing.

For our zero-shot analysis, we repeated the experiment five times as was done in Section
5.4.2; however, for the five-shot approach, we conducted the experiment only once. This is
because of the cost considerations of the higher context window size of the five-shot setting.

We report the results in Table 5.5. We can observe overall that GPT4-Turbo remains
the best-performing LLM in both the zero-shot and five-shot settings, and its average F1
score across the three datasets is 0.92, which is the same as the one-shot performance (cf.
Table 5.2). The performance of the other LLMs seems to vary in the zero-shot and five-shot
settings. For example, Claude 3’s F1 scores are 0.91, 0.88, and 0.87 for zero-shot, one-shot,
and five-shot settings, respectively. The corresponding values for Gemini are 0.86, 0.84, and
0.84.

Meanwhile, LLaMA 3 and LLaMA 2 experience the greatest increases. The average F1
scores for Llama 3 are 0.84, 0.84, and 0.89 for zero-shot, one-shot, and five-shot settings.
For LLaMA 2, the corresponding numbers are 0.48, 0.68, and 0.80.

In summary, although increasing the number of examples in the prompt improves perfor-

mance for some models, the top-performing GPT-4 Turbo remains unaffected by the number


https://www.youtube.com/premium
http://www.dictionary.com/browse/lan
http://allrecipes.com/Recipe/Midwest-Salisbury-Steak/Detail.aspx?soid=recs_recipe_9
http://allrecipes.com/Recipe/Midwest-Salisbury-Steak/Detail.aspx?soid=recs_recipe_9
http://marlianstv.com/loan/office365/
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Table 5.5: Prediction performance - F1 Score of zero-shot and five-shot settings. The results
reflect that increasing the number of examples in the prompt improves performance for some
models. However, the top-performing GPT 4-Turbo remains unaffected by the number of
examples.

Test Dataset URLTran Zero-shot

(Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.954+0.00529  0.9440.00125 0.914+0.00362 0.91+£0.00321  0.52+0.00601
EBBU 0.99 0.9240.00620 0.944+0.00114 0.87+0.00405 0.83+0.00557 0.46+0.00930
ISCX 0.99 0.884+0.00624 0.854+0.00241 0.81+0.01109 0.77+0.00873  0.45+0.01087
Test Dataset URLTran Five-shot

(Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.94 0.88 0.90 0.90 0.82
EBBU 0.99 0.94 0.92 0.88 0.92 0.85
ISCX 0.99 0.88 0.86 0.81 0.86 0.74

of examples. This finding is significant because it shows that solutions using our framework
can save costs by employing zero or one-shot settings, reducing the number of querying

tokens without compromising performance.

5.6.2 Increasing the training data size in the supervised setting

Next, we investigate whether we can train the supervised training models using less training
data and how the one-shot results stand compared to those. To this end, we progressively
train the URLTran models using 10%, 20%, and so on, up to 100% of the training data.
We show these results in Figure 5.7. In the plots, the solid lines represent the supervised
learning performance, and the dashed lines represent the one-shot learning performance in
a given dataset.

For each training dataset, we observe that there is an increase in F1 scores of the same
test set as the training set size increases, and the scores are usually above 0.95. For example,
when training on the HP training data and testing on the HP data, the F1 scores increase from

0.98 to 0.99. The corresponding observation for the EBBU dataset shows an increase from

HP EBBU IsCX
10 e 10

One-shot LLM F1 Score _ One-shot LLM F1 Score One-shot LLM F1 Score
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Figure 5.7: Change in F1 scores while increasing the training set size. We observe that in
supervised settings, cross-dataset performance is poor at lower training set sizes while our
one-shot framework consistently yields higher performance.
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0.94 to 0.99. Meanwhile, the performance of URLTran on the other test sets demonstrates
fluctuations.

Nonetheless, the advantage of our method is clearly visible in the HP dataset. While
the same dataset test performance is high for this, the cross-dataset performances are par-
ticularly low when the HP-trained model is tested on EBBU and ISCX datasets, especially
at lower training set sizes. For example, when trained only using 20% of data of HP, the
URLTran model achieves 0.6 and 0.35 F1 scores on EBBU and ISCX test sets, respectively.
Meanwhile, the performance obtained using our one-shot framework was 0.94, 0.95 and
0.87, respectively.

These results indicate that while URLTran models can be trained with fewer data, their
cross-dataset performance remains problematic, particularly at lower training set sizes. In
contrast, our one-shot framework delivers higher and more consistent performance across

all three datasets using only one training sample.

5.6.3 Prediction consistency

Accounting for the probabilistic nature of large language models, we additionally analysed
the variability of predictions for a given URL. For this, we analysed the predictions returned
by LLMs in each of the five repeats in the one-shot setting. For each URL, we collected the
predictions returned by each LLM and calculated the Gini Impurity index.

Generally used for the decision tree algorithm [215, 216], the Gini Impurity index mea-
sures the variety of types of elements in a dataset using the following formula: Gini(d) =
1— Zivzl p;2. Here, d represents the dataset, n represents a type of element, N represents
the total number of different types and p; represents the probability that type n occurs in d.
A lower Gini impurity index reflects a higher purity or a lower variability of types within a
given dataset.

For our prediction consistency scenario, a lower Gini Impurity, therefore, translates to
higher consistency in predictions. Consider the example of a URL that receives the fol-
lowing set of predictions from an LLM: {Benign, Benign, Phishing, Benign, Benign}. For
this set of elements, the Gini Impurity is 1 — (%)2 — (%)2 = 0.32. In contrast, a URL that
receives the same prediction across all five runs (i.e., all benign or all phishing) will have a
Gini Impurity of 1 — (2)2 =0.

In Figure 5.8, we present the Gini Impurity distributions obtained for URLs from each
test dataset from each LLM. Note that our processing of LLM outputs resulted in three
possible prediction outcomes; ‘benign’, ‘phishing’, and ‘uncertain’ (cf. Section 5.4.2). This
results in five possible Gini Impurity scores: 0, 0.32, 0.48, 0.56, 0.64.

We observe from Figure 5.8 that the majority of Gini Impurity scores for all LLMs and
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Figure 5.8: Histograms of Gini impurity values for assessing prediction consistency. As all
models reflect high frequency for low impurity scores, the results reflect that LLMs provide
consistent predictions for a given URL.

all test datasets are 0. This reflects that most of the URLSs obtained completely consistent
predictions. We further analysed how many cases comprised of URLSs consistently receiving
an ‘uncertain’ prediction; that is, the proportion of cases where the prediction was deemed
‘uncertain’ for all five repeats. We found that for GPT 4-Turbo, there were no cases across
the three datasets where the prediction was ‘uncertain’ for all five repeats and only 25 cases
in total where at least one prediction out of the five was ‘uncertain’. In comparison, Claude
returned 50 cases across the three datasets where at least one prediction out of the five was
‘uncertain’. This count increased for Gemini, LLaMA 3 and LLaMA 2, with each returning
412, 249 and 1,300, respectively. Nonetheless, the number of cases where the prediction
was consistently ‘uncertain’ was only 4, 25, 6 and 9 for Claude, Gemini, LLaMA 3 and
LLaMA 2, respectively. These results again reinforce the overall superior quality of the
GPT 4-Turbo outputs. Among the five LLMs, GPT 4-Turbo returned the lowest number of
cases where at least one prediction was uncertain and no cases where the prediction was
consistently ‘uncertain’.

In terms of returning completely consistent predictions (for each URL all five predictions
are the same; Gini impurity of 0), GPT 4 and Claude demonstrate the best performance
with Claude demonstrating slightly higher consistency than GPT 4. However, considering
that Claude’s overall prediction accuracy was lower than GPT 4, this reflects that some of
Claude’s predictions were consistently incorrect.

In summary, this result demonstrates that, despite being probabilistic generative models,
top-performing LLMs provide consistent predictions for a given URL, making them ideal for

practical URL classification systems.
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5.6.4 Where do LLMs perform better?

Next, we take a closer look at the specific cases where our one-shot approach outperforms
supervised training and vice versa. That is, we analyse the URLs that GPT 4-Turbo pre-
dicts correctly under our one-shot approach while the supervised URLTran mispredicts, and
vice versa. As shown in Table 5.6, the number of cases where GPT 4-Turbo mispredicts
a URL while URLTran predicts it correctly is significantly less than the number of cases
where URLTran mispredicts a URL while GPT 4-Turbo predicts correctly. For example, the
number of benign URLs from the HP dataset that GPT 4-Turbo mispredicts and URLTran
predicts correctly is only 31. In contrast, the number of benign URLSs from the HP dataset
that GPT 4-Turbo predicts correctly while URLTran mispredicts is only 228. This is the
case for both benign and phishing URLs, reflecting that GPT 4-Turbo returns both fewer
false positives and fewer false negatives. We note that this result highlights the benefits of
leveraging LLMs’ knowledge of benign websites. As most LLMs are trained on textual
data from the internet, LLLMs’ background knowledge on benign sites enables the signifi-
cant reduction in false positive rates through our one-shot framework. Overall, our work
demonstrates that the one-shot LLM framework provides better generalisation ability than
supervised models trained on large URL datasets.

Analysing the self-explanations of GPT 4-Turbo’s false positives and false negatives,
we find that, in general, a benign URL is classified as phishing when the domain of the
URL is not widely reputable or the structure of the URL looks suspicious. Similarly, the
self-explanations for the false negative cases reflected that GPT 4-Turbo recognised the
URL domain as legitimate. We verified that for some of the false negative cases, the self-
explanation of GPT 4-Turbo was correct. That is, the URL was indeed hosted on a legitimate
site. However, the URL was labelled as phishing as the content of the webpage contained

phishing elements. This is, in any case, a limitation of phasing URL classifiers, as we discuss

later.
Models HP EBBU ISCX
URLTran GPT4 B P B P B P
v v 214 242 230 237 198 206
v X 31 3 19 6 41 32
X v 228 250 235 246 219 245
X X 27 5 16 11 42 17

Table 5.6: Cases of similar and dissimilar predictions from URLTran and GPT 4-Turbo
under our one-shot framework
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5.7 Discussion

We demonstrated that LLMs can be effectively used for phishing URL classification with
a one-shot prompt, achieving performance comparable to supervised models. Additionally,
they overcome the cross-dataset performance limitations seen in state-of-the-art URL clas-
sifiers. Next, we discuss the implications and limitations of our work, as well as potential

future directions.

Use of URL features only: Our classification approach focused solely on using URL fea-
tures. This method has several advantages, including the ability to detect zero-day phishing
campaigns and eliminating the need to visit the actual website or rely on external sources for
predictions. Moreover, this method is applicable when handling URL-shortening and URL-
redirection scenarios, as an additional step can be taken to resolve the real URL via a DNS
lookup before making a prediction. However, a comprehensive approach to phishing URL
detection would also incorporate other features such as landing page content, IP address
and domain registration information, along with known blacklisted and whitelisted URLs.
This is because, on some occasions, the URL may not contain the information required to
make the prediction. Nonetheless, with widespread deployment, including the integration
of LLMs into corporate product suites and locally deployed LLM models [217, 218], our
approach can serve as one front in the fight against phishing attempts. Simply generating a
warning and explanation on end-user devices could potentially save thousands, if not mil-

lions, of potential phishing victims.

Multi-modal LLMs: Increasingly, LLMs are becoming multi-modal [219]. In our context,
vision-language models that take both text and images as inputs and provide text outputs are
particularly relevant. Examples of such models include BLIP-2 [220] and LLaVA [221]. A
promising future direction is to utilise these models to include web page content in few-shot
LLM decision-making. Such methods could be further enhanced by incorporating webpage
code, leveraging the LLMs’ ability to interpret code [222] to improve upon previous similar
attempts using more conventional deep learning methods [223, 224]. However, the downside
of this approach is the necessity to visit the web page, take a screenshot using a headless
browser, save the code, and query the LLM. This process introduces latency and is more
suitable for a server-side solution where these actions occur before the emails with links are

made accessible to the end user.

Assessing the quality of LLM explanations: Awareness and user behaviour are crucial in
the fight against phishing. As mentioned in the introduction, previous research has shown

that providing users with simple warnings and explanations helps them make more informed
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decisions [188, 189]. In this work, we used the automated G-Eval framework to measure
the readability, coherence, and informativeness of LLM-generated self-explanations about
URLSs. We defined these metrics specifically for our problem by referring to existing litera-
ture. Another approach could be to conduct a user study to measure these aspects and gather
further feedback on the quality of the explanations.

In the absence of annotated data with benign and phishing indicators, our explainability
analysis used LIME indicators as the gold standard for explanations. Despite the super-
vised classifiers achieving near-perfect accuracy on their test sets, there is a possibility that
LIME explanations may not always be accurate. This is a challenging issue because any
explainable Al method will have this limitation. One potential solution is to use an expertly
annotated dataset with explanations for various phishing and benign indicators. However,

creating such a dataset with the help of cybersecurity experts would be costly.

5.8 Conclusion

In this work, we propose an LLLM-based one-shot learning framework for malicious URL
classification. Using three separate URL datasets and five state-of-the-art LLMs, we evalu-
ate the performance of our framework in terms of prediction performance as well as the qual-
ity of LLM self-explanations. Our experiments demonstrate that our one-shot framework
performs similarly to completely supervised URL classifiers. Specifically, GPT 4-Turbo is
found to be the best-performing LLM under our one-shot framework. Its prediction perfor-
mance across the three datasets is within 0.05 —0.12 F1 score of a state-of-the-art supervised
URL classifier (URLTran), with an overall average F1 score of 0.92. We also quantitatively
demonstrated that the LLM self-explanations align with post-hoc explanations of the su-
pervised classifiers and, using the G-Eval framework, demonstrate their high readability,
coherency and informativeness. Future work in this area can include implementing multi-
modal LLMs to incorporate a greater variety of features in the classification process going
beyond URL features and incorporating DNS/whois information, source codes, and visual

features of the web page.



Chapter 6
Conclusion

By applying recent developments in deep learning, statistical analyses and thorough eval-
uations, this thesis contributes to understanding how to mitigate domain shift for privacy-
preserving and robust phishing URL detection.

First, we investigated the transfer performance of existing machine learning and deep
learning-based phishing detection methods and the domain shift difficulties arising from
different sources of URLs. This analysis highlighted the nature of distributional differences
among URL datasets contributing to noise and model overfitting and thereby causing low
transfer performance on URLSs of diverse sources. Incorporating these findings, we proposed
a federated model that overcomes URL data heterogeneity among clients and achieves high
phishing detection performance while maintaining client data privacy.

Furthermore, to address the problem of false positives in phishing detection, we lever-
aged the knowledge of pretrained large language models (LLMs). We investigated few-shot
prompting strategies and proposed a one-shot framework that achieved detection perfor-
mance comparable to a completely supervised model. The proposed method also employed
LLM reasoning capabilities and provided natural language explanations for each URL clas-
sification, thereby improving the usability of the classifier.

In this chapter, we provide an overview of the key findings and contributions from the
previous chapters, which focused on enhancing phishing detection from the perspective of
domain shift mitigation. The rest of the chapter is structured as follows. Section 6.1 provides
a summary of each chapter, emphasising the key research ideas and contributions along with
their limitations. Finally, Section 6.2 concludes the chapter by outlining potential directions

for future research.
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6.1 Summary and conclusion

6.1.1 Phishing URL detection using Unsupervised Domain Adaptation

In Chapter 3, we proposed an Unsupervised Domain Adaptation (UDA) framework to im-
prove the generalisability of phishing URL classifiers. Our work investigated existing state-
of-the-art classifiers and demonstrated their poor transfer performance on URLs with feature
distributions varying from the samples used to train the detection models. We implemented
statistical tests to conduct comprehensive analyses of the phishing URL classifiers and dif-
ferent URL datasets to reveal domain shift problems in phishing URLSs collected from differ-
ent sources. More specifically, our findings revealed the specific features with distribution
shifts between the source (training) and target (test) datasets which caused reduced transfer
performance on phishing URL classifiers.

Based on our findings, we proposed a UDA framework that aligned these specific fea-
tures across the source and target URL datasets. We evaluated our feature-alignment frame-
work on four state-of-the-art classifiers using three URL datasets and demonstrated an av-
erage F1 score increase of 0.06 and for some scenarios the increase was as high as 0.2. The
results indicated that our method can meaningfully enhance model transferability, enabling
more effective threat intelligence sharing between organisations. Overall, with this work we
aimed to contribute towards building robust phishing detection models trained on diverse
URL datasets.

While our approach provided useful insights, one of the limitations was that we per-
formed individual feature analysis in isolation. That is, our analysis did not account for
inter-feature correlations and the effect of one feature-alignment on another feature. This
resulted in reduced transfer performance in some cases (cf. Section 3.8.4).

Another key constraint arose from the nature of UDA which assumed an entirely un-
labelled target domain. Consequently, our framework aligned overall feature distributions
without considering class-specific distributions which reduced the effectiveness of our so-
lution for specific models. While accessing some labelled data would be useful to inform
the training process, we note that accessing diverse phishing URL datasets is difficult due
to data privacy considerations. We addressed this issue in our work on federated phishing
detection.

Overall, this chapter improved understanding of domain shift in phishing URLs. Our
UDA framework provided the best results with the URLTran model reflecting the superi-
ority of transformer-based models. This suggested the potential of achieving even greater

improvements from large language models which we explored in a later chapter.
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6.1.2 Federated phishing detection with FeUDA-BERT

In Chapter 4, we presented FeUDA-UBERT, a federated, domain-aware BERT-based model
for privacy-preserving phishing URL detection. The model introduced a URL domain-aware
self-attention mechanism that mitigated client-side data heterogeneity by emphasising the
relative importance of tokens based on their position. This component ensures higher im-
portance is assigned to tokens in the URL domain while other tokens are given compara-
tively lower importance. We also introduced a self-attention-based client selection strategy
inspired by curriculum learning. By clustering clients’ self-attention weights, this step en-
sured that at each communication round, the model parameter aggregation occurred between
similar clients.

We evaluated our contributions both individually and in combination. Our analysis found
that both contributions resulted in improvements over baseline models, and when combined,
they achieved an average F1 score of 0.93 on test data. Similar to the previous chapter, we
also conducted statistical analyses assessing the statistical significance of our results. We
applied the Wilcoxon signed-rank test to paired results comparing baseline models with dif-
ferent combinations of our proposed contributions and the results consistently demonstrated
that the improvements due to our solution are statistically significant.

One of the limitations of our solution is related to the URL domain-aware self-attention
component. Here, we established a strict definition of the target self-attention map by pre-
defining the peak position of the importance distribution. An improvement to this method
would be to make the target self-attention map learnable. That is, the key and query ma-
trices learned during training can be regularised to follow a certain pattern (such as giving
higher importance to domain tokens) instead of being strictly defined (cf. Section 4.3.1).
However, for this to yield a robust federated phishing detection would require a client local

data population that collectively represents diverse URLs.

6.1.3 One-shot phishing URL detection with large language models

In Chapter 5, we proposed a one-shot LLM-based framework for phishing URL detection.
Our framework leveraged the general knowledge of benign entities and websites embedded
in pretrained language models to address the problem of false positives in phishing detection.
Furthermore, we accounted for the usability of the model by exploiting LLMs’ reasoning
capabilities and produced easy-to-understand explanations for URL classification.

We evaluated our approach on five state-of-the-art LLMs using three distinct URL datasets,

measuring both prediction performance and quality of explanations. Our results showed that
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the framework performed comparably to fully supervised classifiers trained on large anno-
tated datasets. Notably, GPT-4 Turbo achieved an average F1 score of 0.92, which was
within 0.05-0.12 of the fully supervised URLTran classifier. Furthermore, using the G-Eval
framework, we assessed the readability, coherence, and informativeness of LLM-generated
self-explanations which aligned well with post-hoc explanations from traditional models.
This one-shot approach demonstrated that LLMs can generalise well across URL datasets
— addressing a key limitation in existing phishing classifiers as explored in Chapter 3.
Moreover, the method eliminates the need for labelled data, while generating an understand-
able explanation for predictions. However, one of the limitations identified in this work was
that the LLMs largely relied on knowledge of well-reputed benign entities and websites in
making predictions. While this reduced false positive rates, the remaining misclassifications
were due to a lack of knowledge on less well-known legitimate sites, as was apparent based
on the explanations provided with each classification (cf. Section 5.6.4). This limitation
can be addressed through a federated system that enables privacy-preserving data sharing to
build a well-informed phishing detection model. We discuss this and other possible future

work below.

6.2 Future work

We now explore potential research directions informed by the findings of this thesis.

6.2.1 Combining URL domain shift mitigation with diverse features

One of the key features of this thesis is the focus on URLSs only for phishing detection. As
mentioned previously, this approach has various advantages from avoiding aversion tech-
niques such as cloaking and URL-shortening to detecting zero-day phishing campaigns. In
practical scenarios, however, our findings from this thesis can be combined with other data
types to enhance phishing detection even further. For instance, several existing works in
deep learning combine URL-based features with a variety of others such as features de-
rived from DNS, hosting features, webpage HTML features, and third-party features [182,
225, 19]. However, these do not consider domain shift mitigation for enhancing detection
performance which is a research direction that remains to be explored.

Similarly, in Chapter 5, we touched on the potential of multi-modal transformer models
for phishing detection. Studies applying this in other contexts include [226] and [227],
where transformer models combining text and image are applied to hate speech detection

and image understanding tasks, respectively. In voice phishing detection, [228] introduces a
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multimodal transformer model integrating call transcripts, sequences of mobile screenshots,
and extracted Optical Character Recognition (OCR) text.

A very recent and relevant work in this regard is [229], which develops a multimodal
LLM agent that combines webpage features, such as logo images, along with HTML in-
formation and URL features for phishing detection. The method further leverages online
and offline knowledge bases to extract well-known brand entities and their associated in-
formation. Again, however, similar to the existing work analysed in this thesis, the transfer
performance of the method is not evaluated.

It would be interesting, therefore, to incorporate our findings regarding URL domain
shift into more recent techniques similar to those mentioned above. Doing so would likely
reveal further areas requiring investigation, such as domain shifts in webpage features, which
can be addressed using domain adaptation methods such as the framework we proposed in
Chapter 3. However, as these methods rely on knowledge of the target domain, which
is often inaccessible, a privacy-preserving method like the federated solution proposed in

Chapter 4 may be required. We discuss potential research direction in that area below.

6.2.2 Combining federated phishing detection and LLMs

One of the main themes addressed in this thesis is the difficulty of obtaining highly represen-
tative datasets to enable robust phishing URL detection model training. Due to the fast-paced
and dynamic nature of phishing campaigns and the reluctance of organisations to share their
private threat intelligence data, phishing URL detection models are adversely affected by
domain shifts, as discussed above. In Chapter 4, we presented a privacy-preserving solu-
tion to intelligence sharing while overcoming client-level data heterogeneity problems. Our
work demonstrated the importance of overcoming URL-based heterogeneity in a federated
setting for phishing detection.

We noted in that chapter that our URL domain-aware self-attention component that over-
comes URL data heterogeneity can be improved by making it trainable with certain regular-
isation parameters, but that a well-representative client data population would be required
for this to be effective. That is, the robustness of a phishing detection model learned in a fed-
erated setting largely depends on the diversity of data represented by the clients’ local data
collectively. In other words, the generalisability of a federated phishing detection model
is limited to the data of its clients, who may represent organisations of niche sectors and,
therefore, lack representation of generally well-known benign URLs.

On the other hand, our work in Chapter 5 demonstrated how large language models can
be employed as one-shot phishing URL classifiers to yield results comparable to supervised

models. More importantly, we extract natural language explanations from LLMs which
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reflect the vast amount of general knowledge embedded in pretrained LLMs that enables
high detection performance. In particular, we observe that large language models depend
highly on the knowledge of well-reputed legitimate sites to decide whether a given URL is
malicious or benign. On the other hand, we observed LLMs to be limited by their lack of
knowledge of newer, less-known benign websites, leading to false positives.

Based on the above, we suggest future work that combines a federated solution such
as FeUDA-BERT with LLMs. This would aim to leverage the general knowledge of well-
reputed legitimate sites from LLMs along with knowledge of niche benign websites coming
from the federated model clients to overcome the issue of false positives in phishing detec-
tion.

Other studies combining federated learning and LLMs include [230, 231]. In [232], the
authors studied the personalisation versus robustness tradeoffs of using federated prompt
tuning for large language models. Su et al. [230], on the other hand, investigated federated
prompt tuning that is adaptive to multi-domain settings for collaborative image classifica-
tion. However, the combination of federated approaches with LLMs for phishing detection
remains largely unexplored, specifically accounting for URL-based heterogeneity among

clients.
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Appendix A

LLMs are One-Shot URL Classifiers and

Explainers

In this section we first present the accuracy, recall and precision results of our one-shot clas-
sification framework using the five LLMs and three datasets as mentioned in Section 5.4.
We then present a comparison of the one-shot framework and multiple supervised models
trained on different combinations of the three training datasets. Finally we present the pre-

diction performance of our proposed framework on an additional dataset, PhiUSIIL [182].

Table A.1: Prediction performance of one-shot classification - Accuracy, Precision and Re-
call: We observe that in terms of accuracy, precision and recall, GPT 4-Turbo returns better

performance in comparison to the other LLMs.

Accuracy
URLTran
Test Dataset (Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.93+0.00174 0.874+0.00089 0.85+0.00666 0.81+£0.00390 0.47+£0.00615
EBBU 0.99 0.95+0.00338 0.904+0.00223 0.83+0.01288 0.85+0.00280  0.49+0.00906
ISCX 0.99 0.87+0.00458 0.8340.00388 0.73+0.00408 0.76%£0.00589 0.4440.00970
Precision
URLTran
Test Dataset (Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.94+0.00204 0.904+0.00048 0.894+0.00772  0.87£0.00298 0.72+0.03389
EBBU 0.99 0.95+0.00397 0.924+0.00153 0.86+0.01407 0.89+0.00227 0.76+£0.01143
ISCX 0.99 0.87+0.00530 0.874+0.00275 0.80+0.01118 0.84+0.00408 0.62+0.13112
Recall
URLTran
Test Dataset (Supervised) GPT 4 Claude 3 Gemini LLaMA 3 LLaMA 2
HP 0.99 0.93+0.00174 0.874+0.00089 0.85+0.00666 0.81+£0.00390 0.47£0.00666
EBBU 0.99 0.95+0.00338 0.904+0.00223 0.83+0.01288 0.85+0.00280 0.49+0.01288
ISCX 0.99 0.87+0.00458 0.834+0.00388 0.73+0.00408 0.76+0.00589  0.44+0.00408
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Table A.2: Comparing performance of LLM one-shot classification with supervised models
trained on combinations of training data. Here Simple Supervised refers to the supervised
model URLTran train on the training datasets corresponding to the test sets. The One-shot
model refers to our proposed one-shot classification framework using GPT 4-Turbo and
the rest of the models are supervised URLTran on combinations of the training datasets.
We observe that among the supervised models, the models trained on combinations of the
training data performs poorly in comparison to the Simple Supervised model. This reflects
the effect of the difference in distributions between the training and test sets. In general
we also observe that the one-shot performance is comparable to all variations of supervised
models. For example in terms of F1 score, for the HP and EBBU test sets, the one-shot
performance is better than the supervised performance when the test set is not represented
in the training set.

F1 Score
Test Data Simple Supervised HP-EBBU EBBU-ISCX HP-ISCX HP-EBBU-ISCX One-shot
HP 0.99 0.97 0.91 0.94 0.94 0.94
EBBU 0.99 0.95 0.92 0.67 0.92 0.95
ISCX 0.99 0.84 0.97 0.86 0.92 0.87
Precision
Test Data Simple Supervised HP-EBBU EBBU-ISCX HP-ISCX HP-EBBU-ISCX One-shot
HP 0.99 0.96 0.96 0.99 0.93 0.94
EBBU 0.99 0.95 0.96 0.95 0.88 0.95
ISCX 0.99 0.78 1.00 1.00 0.95 0.87
Recall
Test Data Simple Supervised HP-EBBU EBBU-ISCX HP-ISCX HP-EBBU-ISCX One-shot
HP 0.99 0.98 0.87 0.89 0.95 0.93
EBBU 0.99 0.96 0.89 0.52 0.97 0.95
ISCX 0.99 0.90 0.95 0.75 0.90 0.87
Accuracy
Test Data Simple Supervised HP-EBBU EBBU-ISCX HP-ISCX HP-EBBU-ISCX One-shot
HP 0.99 0.97 0.92 0.94 0.94 0.93
EBBU 0.99 0.95 0.93 0.75 0.92 0.95
ISCX 0.99 0.83 0.98 0.88 0.93 0.87

Table A.3: Prediction performance of one-shot classification for PhiUSIIL [182]: To evalu-
ate our methodology in Section 5.4 we used the three datasets HP, EBBU and ISCX. Our
selection of EBBU and ISCX was based on their high number of citations while we in-
cluded the HP dataset introduced in our previous work [187] due to its recency. To further
our evaluation we ran our experiments on an additional dataset: PhiUSIIL [182]. This
dataset consists of legitimate URLs collected from Open PageRank Initiative and phishing
URLSs collected from PhishTank, OpenPhish, and MalwareWorld, and therefore represents
a different domain of phishing and benign URLSs in comparison to HP, EBBU and ISCX. As
it is a more recent dataset with fewer citations we include the results in the Appendix and
present the results above.

Metric Models

URLTran (Supervised) GPT4 Claude3 Gemini LLaMA 3 LLaMA 2
Accuracy 0.99 0.87 0.81 0.72 0.71 0.50
Precision 0.99 0.85 0.93 0.86 0.93 0.30
Recall 0.99 0.91 0.66 0.52 0.46 0.0024

F1 0.99 0.88 0.77 0.65 0.61 0.0048
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