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Abstract

In this thesis, we examine the challenges associated with implementing Federated
Learning (FL) in wireless systems that have constraints on energy and bandwidth.
First, we investigate decentralized FL in a wireless system, taking into account the
transmission energy budget of each client which fundamentally limits the range and
bandwidth of data communications. To do so, we propose a model partitioning
method that highlights the design choices available within the energy constraint —
sharing of a larger partition of the model among clients requires transmission range
to shrink and therefore sharing with fewer neighboring nodes. It is non-obvious what
the best setting of partition size/transmission range is, and we demonstrate that such
a setting can be found for particular deployments.

This thesis delves further into integrating Deep Reinforcement Learning (DRL)
into the FL system, offering a smarter approach to bandwidth allocation. We propose
a DRL-empowered FL framework for wireless clients that utilizes a Deep Determin-
istic Policy Gradient (DDPG) agent at the central server to allocate communication
bandwidth to each client. The DRL aims to reduce each clients’ transmission energy
by considering their respective channels and distances to the server. Along with the
DRL agent, we perform model partitioning to trade-off the amount of information
transmitted by each client and the accuracy of the central model.

Ultimately, this study applies these findings to wireless Internet of Things (IoT)
systems, demonstrating the practicality of our FL solutions in distributed systems and
how innovative Machine Learning (ML) techniques can foster a balanced and efficient
wireless [oT under energy constraints. The main contribution is a novel method for
bandwidth management and model partitioning, which is vital for fully realizing the

potential of FL in environments limited by resource availability.
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Chapter 1

Introduction

In this chapter, we introduce the motivation behind the research work presented in
this thesis, followed by the background and literature review. As a technical founda-
tion, we begin with the concept of Federated Learning (FL) and its integration into
wireless communication systems. Moving forward, we delve into how Deep Reinforce-
ment Learning (DRL) functions, focusing especially on Deep Deterministic Policy
Gradient (DDPG) as utilized in this thesis. Lastly, we discuss model partitioning
and its application scenarios. Our research contributions are summarized, and an

outline of the thesis and a list of publications are provided at the end of this chapter.

1.1 Motivation

The rise of Industry 4.0 and the Internet of Things (IoT) marks the beginning of a
new phase where billions of devices are all interconnected, producing a huge amount
of data every day. This level of connectivity and the sheer volume of data bring
both exciting possibilities and challenges for Machine Learning (ML), especially in
using this data effectively while keeping user information private and making the

most out of limited resources. FL is seen as a promising approach that lets multiple
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devices work together to train a model without needing to send their data to a central
place, which helps keep the data private. An example of a system where FL can be
employed is a network of surveillance cameras with the global ML task of anomaly
detection or facial recognition. Another example is in hospitals which hold lots of
private medical data from their patients and employ ML for diagnosis. They are
reluctant to share patient information but, at the same time, would like to cooperate
with other organizations to achieve higher accuracy [I]. However, applying FL in
situations where devices are connected wirelessly brings up tough challenges, mainly
due to the limited energy and bandwidth these devices have to perform complex tasks
involving neural networks. There is a pressing need for new methods that can use
resources more efficiently and effectively, making it possible for FL to be widely used
in real-life settings.

This thesis is motivated by the critical need to address these challenges, aiming to
unlock the potential of FL for wireless networks constrained by energy and bandwidth

limitations.

1.2 Background and Literature Review

1.2.1 Machine Learning and Federated Learning

Traditionally, centralized ML has been employed to extract meaningful information
from large amounts of data, with data collected and stored in a centralized location
and models trained on this large data set. However, the centralized approach is limited
by communication bandwidth and data storage capacity at the central site. Moreover,
it raises privacy concerns when the data contains sensitive information which can be

exposed through hacking, misuse and other security breaches. This is particularly
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important in application domains such as the medical, financial, and military sectors,
where regulations such as HIPAA and GDPR [2] are in place. In such cases, sharing
data between different parties is not allowed, and the resulting limited access to

disparate data sources makes data aggregation for centralized training infeasible.

Under the emerging paradigms of Industry 4.0 and the IoT, FL is a powerful tool
to securely and efficiently perform advanced data analytics on the massive amounts of
data arising from large numbers of wirelessly interconnected devices [3]. Since its con-
ception [4], FL has been at the forefront of addressing the dual challenges of privacy
preservation and data utilization in distributed systems. There are some distinctions
between FL and the traditional distributed learning. In distributed learning, data is
distributed to several parties to train a model in order to utilize their computational
power. The distributed data is also in an independent and identically-distributed
(iid) manner. The objective of distributed learning is to parallelize computing power

while FL is to train a global model across a large number of learners [5].

A major advantage of FL is that a network of wireless [oT devices can collabo-
ratively train a central model by only sending their locally trained models and not
sharing any of their individual data. This offers attractive benefits to the wireless
clients in terms of increased privacy and reduced wireless communication overheads
[6].

The original form of FL where a central server aggregates model weights collected
from other clients is known as centralized FL [7]. The centralized architecture is shown
in figure (a). In each iteration, the clients and server perform tasks sequentially.
Step 1, local devices will act as clients and train their own local ML models with

local data. Step 2, these model weights will be transmitted to the central server by
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Figure 1.1: (a) Centralized FL versus (b) Decentralized FL

each client. Step 3, the central server, also known as the aggregator, will perform
model weight aggregation using aggregating algorithms like FedAvg [4] or FedProx
[8] to generate an updated global model. Step 4, the central server will send the
aggregated model weights back to all clients. Clients proceed to train their local
models initialized with the latest global model and the process of step 1 to 4 will

repeat until a stopping criterion is met.

1.2.2 Decentralized Federated Learning

Centralized FL however introduces other problems due to the presence of an aggre-
gator. First, the aggregator presents a single point of failure. If the central server
stops working due to e.g. power outage, the entire FL training process will have to be
paused. Second, the participants may struggle to reach a consensus on a trustworthy
aggregator [9]. Third, even with a trusted aggregator, if a malicious actor gains access
to the central server, they could potentially obtain all the personal models and subject

the system to an inference attack [I0]. We have already mentioned communication
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overhead at the aggregator [I1] as well. Thus, a central server is not always preferred
or even feasible, and a few Decentralized Federated Learning (DFL) solutions have
been proposed [9] [11] [12] [13]. All nodes (or workers) in the DFL system will work
independently to train their local models as in centralized FL, but most (perhaps
all) nodes will also play the role of aggregator at particular points in time, thereby
dispensing with a central server. Normally, there will also be a consensus mechanism
that tells all workers when to end the training phase. In addition, all nodes need to
agree on a common training task, a model architecture, etc. figure [L.I(b) illustrates

the architecture of decentralized FL.

FL without a centralized server has been studied quite extensively. Lian et al. [11]
studied the Decentralized Parallel Stochastic Gradient Descent (D-PSGD) algorithm
on the decentralized computational network and prove that D-PSGD has the same
convergence rate as Centralized Parallel Stochastic Gradient Descent (C-PSGD), but
it outperforms C-PSGD by avoiding communication traffic congestion at the center
node. [12] designed a trust and incentive-based FL called FLChain using blockchain
to store gradient parameters to be audited by the public, where incorrect or dishon-
est updates will be detected by the public and punished. In [9], BrainTorrent was
introduced to perform FL on a full peer-to-peer basis without a central server, which
allows clients to communicate with each other to exchange model weights directly.
However, assumptions were made that a limited number of clients have insufficient
data to train on but have strong communication and computation capacity, thus
making this solution impractical when we have a large number of IoT devices in
the network. Improving on this, [I3] proposed a similar decentralized FL idea but

without the full peer-to-peer model — each client will randomly select some clients to
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communicate with. However, none of these works have considered a limited energy
budget, which is a critical limitation in IoT devices. As part of this thesis, we will
focus more on this constraint and study the optimization of a wireless DFL system

suited to IoT.

1.2.3 Communication Overhead and Model Partitioning

Another problem centralized FL introduces is the communication overhead at the
clients. In many IoT applications, devices operate with extremely low power due to
their size, cost, and technological limitations. However, in FL, each model update
could still require clients to transmit a challenging volume of data to the central server
[T4]. As such, communication cost and bandwidth allocation are critical variables to
optimize in FL, particularly in scenarios involving energy-constrained clients such as
personal wireless devices and lightweight IoT sensors.

Initial research focused on optimizing the FL process to reduce communication
overhead and improve model accuracy with strategies like model compression and
sparsification [I5]. Authors in [15] proposed two methods to reduce uplink commu-
nication costs in FL, namely structured updates and sketched updates. Structured
updates learn an update from a restricted space with fewer variables, which sig-
nificantly reduces communication costs without sacrificing model accuracy. Other
attempts at bandwidth reduction include PerFit, a personalized FL framework [16]
for a cloud-edge architecture that enables the learning of a globally-shared model by
freezing the lower layers of the model and training the higher layers with clients’ per-
sonal data. In [I7], the authors proposed the FedVF algorithm for personalized FL
that updates global and personalized parameters based on layer-wise parameter com-

binations. Authors in [I8] proposed a bisection search algorithm to reduce the time
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Figure 1.2: Example of model partitioning

delay of FL. Yet, these advancements did not fully tackle the unique constraints faced
by wireless networks, where energy consumption and bandwidth allocation become

critical bottlenecks.

Among the techniques mentioned above, model partitioning is a common one
used in distributed ML systems, including FL. and Personalized Federated Learning
(PFL). In these systems, model partitioning is used to divide an ML model into
smaller sub-models that then enables the sharing of partial (rather than complete)
model information. The reason we only share the first partition of the model, also
known as the base layers, is that base layers are used to extract features of the dataset,
whereas higher layers learn more specific features tailored to the current device [19].
An example is provided in figure for a six-layer neural network. We can choose the
first 4 layers to share with other clients when performing FL aggregation, and keep

the last two layers private. In this way, each client will get information of the first
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four layers from other clients, and keep the last two layers tailored to its own dataset.
Experimental results from [17] show that the algorithm can provide a personalized

model with competitive performance and guaranteed global model accuracy.

1.2.4 Deep Reinforcement Learning

The second part of this thesis aims to develop a DRL algorithm along with the FL
structure to find an optimal solution for a bandwidth allocation problem. In this
section, we will introduce some basics of DRL, and deep deterministic policy gradient

(DDPG), a policy-based DRL algorithm employed in this thesis.

RL Preliminaries

Reinforcement Learning (RL) is used to solve problems that satisfy the Markov prop-
erty, and this process is called a Markov decision process (MDP) [20]. In RL, the
agent, or decision-maker, learns from iteration to achieve a goal. The thing it in-
teracts with is called the environment, consisting everything outside the agent. The
agent- environment integration example is shown in figure [20]. The agent and
environment interact continually at each discrete time step, t = 0,1,2,.... At each

time step t, the agent receives the state S; from the environment as a representation
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of the current situation. Based on this, the agent takes an action A;. One time
step later, the environment responds to the agent with the next state of environment
representation Sy;; and a numerical reward R;;.

At each time step, a policy 7 is used by the agent to implement a mapping from
the state to an action. The policy is denoted by 7, where m;(a|s) is the probability
that A; = a if S; = s. Methods of reinforcement learning is the process by which an
agent adjusts its policy based on what it learns from its experiences.

The goal in RL is to select a policy which maximizes expected return when the
agent acts according to it. The most commonly used return in RL is the infinite-
horizon discounted return, which is the sum of all rewards ever obtained by the agent,

but discounted by how far off in the future they are obtained through a discount factor

v € (0,1):

R(r) =) ', (1.2.1)

where the trajectory 7 = (sg, ag, $1, a1, .. .) is a sequence of states and actions, and 7,
is the instantaneous reward at time step ¢. The optimal policy 7* is the policy that
maximizes the expected cumulative reward. The central optimization problem in RL

can then be expressed by

7 =argmax B, [R(7)], (1.2.2)

where E.., is the expected value with respect to the distribution over trajectories 7

induced by following the policy .
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DRL and DDPG

Algorithms for DRL integrate techniques from deep learning, like Deep Neural Net-
works (DNN), with reinforcement learning algorithms. DNN can be used to ap-
proximate functions that are crucial for learning, such as the policy function m;(als)
(which determines the best action to take in a given state) or the value function
Q™ (s,a) (which estimates the future reward, or the Q-value, for a given state s and

action a) that help guide the agent’s decisions.

DDPG is a policy-based algorithm of DRL that is specifically designed for envi-
ronments with continuous action spaces.. It combines elements from Deterministic
Policy Gradient (DPG) and Deep Q-Networks (DQN) [21]. Unlike DQN that only
employs a NN as critic to approximate the long-term cumulative return [22], DDPG
utilizes an actor-critic architecture. The actor, or the policy network p, is a NN that
determines which action, a = pu(s|0*), to take in a given state, where 6* represents
the parameters of the actor network. It directly maps states to actions, and allows
the algorithm to compute the optimal action for any state without exploring other
random actions, making it deterministic. The critic, or the Q-value network, is an-
other NN that estimates the Q-value, Q(s, a|0?), of that generated action under the

given state.

During DDPG training, the critic’s evaluation is used to update the actor, and the
critic itself is updated by minimizing the difference between the predicted Q-values
and the actual returns. In continuous action spaces, the action space is often very
large or even infinite. Unlike discrete action spaces where actions can be enumerated,
continuous action spaces require selecting an action from a continuum of values.

DDPG employs a deterministic policy, wherein the actor network directly outputs
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a specific action for a given state, rather than producing a probability distribution
over potential actions. This is efficient because it avoids the need to sample from
a distribution, which can be computationally expensive and inefficient in continuous
spaces. Therefore, DDPG is particularly well-suited for environments with continuous

action spaces.

1.2.5 Bandwidth Allocation and DRL in Wireless Networks

The allocation of bandwidth is not just a matter of network optimization; it is in-
tricately linked to energy consumption. Clients with limited battery life must judi-
ciously use their resources for computation and communication. Traditional methods
of bandwidth allocation for FL. do not account for the dynamic interplay between
energy constraints and network conditions [5]. In [23] and [24], to save bandwidth,
authors focused on actively selecting a portion of the FL clients’ updated training
parameters for aggregation at the parameter server. In [25], the authors believed
“later-is-better” and developed a heuristic algorithm for joint client selection and
bandwidth allocation that achieves a long-term performance guarantee. Most such
methods exclude some clients in each aggregation step, resulting in a negative impact
on accuracy and convergence speed [26] [27].

Recent studies have begun exploring DRL to optimize decision making in wireless
networks. Its ability to learn and adapt to various environments makes it suitable for
optimizing bandwidth allocation under energy constraints. Authors in [28] presents a
model-free, off-policy algorithm based on DRL for joint sensor scheduling and power
allocation in wireless networked cyber-physical systems under Denial of Service (DoS)
attacks. In [29], the authors formulated joint client selection and bandwidth allocation

as a Markov decision process and developed an algorithm for selecting the best clients
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at each round, by considering their data, computing power, and channel gain. Deep-Q
learning [30] and Long Short-Term Memory (LSTM) [31] have been used to perform
client selection for FL. However, when it comes to bandwidth allocation, DDPG is
particularly relevant among DRL algorithms [21I]. DDPG, known for its efficiency in
continuous action spaces, can be tailored to balance the trade-off between bandwidth
usage and energy consumption in real-time. This research stream lays the groundwork
for the second part of this thesis, aiming to explore the complexities of applying FL
more thoroughly. We will focus on employing DRL techniques to enhance FL in

scenarios constrained by energy and bandwidth.

1.3 Contributions

This thesis introduces two novel frameworks designed to overcome the challenges of
implementing FL in wireless networks with energy and bandwidth constraints.

The first key contribution is the exploration of wireless decentralized FL for
energy-constrained clients. This work innovates the use of a model partitioning strat-
egy that balances the trade-off between the model’s information shared and the energy
used for transmission. By optimizing the partition size and transmission range, this
method demonstrates a novel approach to maximizing FL performance within strict
energy budgets. We also found that convergence to the same solution occurs whether
only a small portion of the training dataset is used, or the entire dataset, which sug-
gests a low-complexity training method using only a fraction of available data. The
detail of this work will be introduced in Chapter 2.

The second significant contribution is a DRL-based FL framework that utilizes the

DDPG algorithm for intelligent bandwidth allocation among wireless clients. Using



Chapter 1. Introduction 13

model partitioning, we quantified the relationship between energy budget, amount
of information shared, and allocated bandwidth. We established a DRL method for
bandwidth allocation on the uplink of the FL system. Specifically, we deploy a DDPG
agent at the central server of the FL and design the state space, action space and
reward in a novel DRL-assisted FL framework. This approach not only conserves
energy and computational resources but also markedly improves the global model’s
accuracy. The detail of this work will be introduced in Chapter 3.

Through extensive simulations employing public datasets, the proposed frame-
works were validated, showcasing their applicability and efficiency in distributed sys-
tems constrained by energy and bandwidth. Together, these contributions address
the pressing issues of bandwidth and energy constraints in FL deployment within
wireless networks, setting a new direction for research and practical applications of
FL in the era of IoT and beyond. Through an in-depth examination of these frame-
works, this thesis aims to provide a comprehensive guide for future advancements and
implementations of FL in environments where optimizing energy and bandwidth is

paramount.

1.4 Thesis Outline

This thesis is organized as follows.

Chapter 1 has introduced the motivation of this thesis. It also provides some
theoretical background for Federated Learning, Deep Reinforcement Learning and
model partitioning used in Chapter 2 and 3. Existing work on the current problem
in FL is presented and the research gaps are explained. In addition, we present the

contributions.
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Chapter 2 presents a new method to trade-off the model’s information shared and
the energy used for transmission in DFL. In this chapter, we aim to optimize the
partition size and transmission range.

Chapter 3 introduces a novel solution to perform bandwidth allocation for FL
using a DRL agent at the central server. In this chapter, we aim to reduce the
transmission overhead and improved the global model’s accuracy.

Chapter 4 serves as the conclusion of this thesis, summarizing the major contri-

bution and identifying potential areas for future research.

1.5 Related Publications

The following is a list of publications in refereed conference proceedings produced

during my MPhil. candidature.

Conference Papers

(C1) S. Wu, S. Shen, P. L. Yeoh and T. J. Lim, “Wireless Decentralized Feder-
ated Learning with Energy-Constrained Clients,” 2023 IEEE 9th World Fo-
rum on Internet of Things (WF-IoT), Aveiro, Portugal, 2023, pp. 01-06, doi:
10.1109/WF-10T58464.2023.10539451.

(C2) S. Wu, S. Shen, P. L. Yeoh and T. Joon Lim, “Deep Reinforcement Learning-
Empowered Federated Learning for Wireless Clients with Energy and Band-
width Constraints,” 2024 IEEE Annual Congress on Artificial Intelligence of

Things (AloT), Melbourne, Australia, 2024, pp. 1-6, doi: 10.1109/AI0T63253.2024.00011.



Chapter 2

Wireless Decentralized FL with
Energy-Constrained Clients

In the previous chapter, we introduced the advantages of DFL and some limitation
on the current work. Thus, in this chapter, we focus on the study of model sharing
strategies in DFL, where in an ad-hoc network, each client acts as a worker when
performing local training and as an aggregator when receiving and aggregating model
weights from neighbors. For a given transmission energy budget at each client, it may
not be optimal to share all learned model parameters because there is an energy cost
to sharing each parameter value. Instead, if a client shares only a subset of the
model parameters, e.g. certain layers in a Neural Network (NN), it will be able to
transmit over a longer range for the same energy consumed in transmission, compared
to sharing every layer. In a wireless network, transmitting over a larger range may
result in reaching more neighbours, thereby improving the performance of FL. It is
not obvious how one chooses the number of layers to share and the transmission range
to use in a given network. Hence the main question interrogated in this piece of work
is: What are the optimal number of shared NN layers and transmission

range that achieves the best accuracy in a classification task, for a given

15



16 2.1. System Model

transmaission energy budget at every client?

To address the above question, we consider a novel framework for optimizing
DFL settings that accounts for a limited transmission energy budget. To the best of
our knowledge, previous works did not consider the trade-off between the number of
shared NN layers and the transmission range/number of clients to cooperate with.

Thus, we study this trade-off in a DFL setting to maximize the system performance.

2.1 System Model

Consider a set of K devices, denoted as K = {1,..., K'}, that can only communicate
with their neighboring devices through a wireless Device-to-Device (D2D) network.
The network’s connectivity is described by a bidirectional graph G(K, £), where K is
the set of nodes (vertices), representing entities in the network, and £ is the set of
edges (links), representing connections between pairs of nodes. The neighbors of node
k are designated as N = {j € K|(k,j) € £}. In accordance with the FL framework,
each device holds a local dataset Dy, and all devices work together to train an ML
model by exchanging information related to the model without sharing data samples

directly.

2.1.1 Energy Constraints

Due to limited energy capacity in small [oT devices, the energy budget is a major
design constraint in IoT. In this work, we assume that energy at a wireless client is

used primarily for information transmission and for local ML training. 7" denotes the
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total number of rounds of aggregation during training in DFL. We consider orthogo-
nal multiple access techniques with total bandwidth B for local model transmission
to other clients. At the &' client, let Fjmax denote the total pre-defined maximum
energy available for both local training and model transmission. The actual energy
consumption per round Ej(dy, L) is a function of transmission range dy and amount
of information shared L; (measured in bits), and is calculated by adding the trans-

mission energy consumption Ef*(dy, L) and training energy consumption E}, i.e.
TEk’ (dk’a Lk) S Ek:maxa Vk, (211)

Ey (dy, L) = E& (dy, Ly,) + EY. (2.1.2)

As discussed later, E}" is not a function of dy and Lj, thus we will focus on
E}*(dy, Lg). Let pr be the transmit power of user k, and hy be the channel gain
between user k and a receiver at distance dy. Assuming line-of-sight free-space prop-
agation hy, o d;.? and hence we can write hy = j1/d? where y is assumed to be known
(e.g. through pilot symbols) and Ny is the power spectral density of the complex base-
band white Gaussian noise. The achievable transmission rate Ry can be expressed

according to Shannon’s formula as

prhi
= B1 1 . 2.1.
Ry og2< + NOB> (2.1.3)

Rewriting equation pr can be expressed as

p, = 208 (2% - 1) . (2.1.4)
D,

Since Lj bits are transmitted to share node k’s model parameters, the time re-
quired for transmission to a client at a distance dy away is 7, = L/ Ry. Therefore,

the transmission energy consumption is given by
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E;F (dg, Li,) = prTi
L (2.1.5)
k
Blog, <1 + Nﬁ%’%)

=P

From equation [2.1.2] we have Ef*

te = Frmax — B, If we assume that we use up

the entire energy budget, i.e. TE™(dy, L) = E&

L axs We can derive the relationship

between d; and L;, as

BB Prft
L, = —kmax— ] 1+ — ), 2.1.6

Equation shows that the amount of information that can be shared, Ly,
monotically decreases with increasing di. In other words, by choosing to reach more
neighboring nodes, we necessarily reduce the amount of information that we share.
Since sharing with more neighbors is beneficial to FL. while sharing less model infor-
mation is detrimental, equation quantifies the trade-off facing DFL designers

with energy-constrained nodes such as in IoT.

2.1.2 Trade-off via Model Partition

Having derived the relationship between dy and Lj, we would like to find the opti-
mal (d, L) that results in the least total loss/highest accuracy in the system. To
reach and hence share model information with more nodes, d; must be increased by
reducing L. Therefore, we need to decide where to divide the model weights into
two partitions, then clients will only share and aggregate the first partition of their
model, which is the layers closer to the input layer. The number of layers shared is
denoted by n € Z,, where n is the largest integer not greater than the number of

NN layers that can be accommodated by L; bits of coefficients. L, is derived from
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equation 2.1.6] In this network system, the model-simplifying strategy set IT contains
several possible strategies 7, each of which is a (d,n) pair, calculated using equation
2.1.6l and the NN model structure.

We assume that all clients are aware of other clients’ locations, e.g. through
periodic updates over a control channel. In addition, it is assumed that any two
clients will exchange the same amount of information with each other, i.e. L; = Ly if
nodes j and k are connected. To simplify the scenario, we also assume all clients have

the same device type, resulting in the same energy budget across the [oT network.

2.2 Proposed Method

Algorithm 1: Decentralized FL on the k** node
Input: Transmit energy budget Ef* Vk
Output: The strategy m with the lowest total loss
1 for Fach strategy m do

2 for Roundt = 1,2,3...T do
3 for Fach client k do
4 Compute neighbor set N,
5 Compute local SGD and model weight w!,
6 Share partial model weights with all client j = 1,2,...,|N| in N}
7 Perform weight aggregation w,tfl = %
8 end
9 end
10 for Fach client k do
11 Compute and share [ . with all | K| clients
12 Compute total loss for strategy m: [, = Zszl lin
13 end
14 end

The discussion of transmission scheduling is out of scope in this work so that
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we assume a good scheduling scheme already exists among all clients. For example,
some Decentralized Stochastic Gradient Descent (DSGD) algorithms were proposed
to schedule non-interfering communication links in parallel [32]. Each client has its
own dataset D; that was collected locally and individually, and not shared with others.
All clients reach to a consensus about what the common training task is, what the
training model structure is and what the training classes are. Therefore, the energy
consumption due to local training Ef" is the same for all clients. Algorithm [1| provides
a heuristic approach designed to approximate a good solution given the constraints,
which finds the optimal partitioning strategy based on empirical performance. After
each round of local training which contains some local SGD epochs, client & will
communicate with all clients in its neighboring client set N, = {j € K|(k,j) € £},
and aggregate their partial models to continue to the next round of training. This
process will repeat until it converges within the maximum number of rounds and the
maximum time allowed. The model simplifying strategy 7 tells all clients how many
layers of the NN model to transmit and aggregate. The goal for each client k is to

find the model weights:

wlt,rr = argminf (waraDk) ) Vkv (221)

Wk, 7

where f (wgx, Dy) is the local loss function of the model for client k, and Dy is
the local dataset client k has, with each data entry containing a pair of input feature
vectors and the ground truth output label. Once the above process is performed for
all possible strategies, all clients will broadcast their final local losses [, to others
and all clients will agree on an optimal strategy 7* that minimizes the global loss [,

which is the sum of the local losses from all K clients.
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K

T = argmian (wj . Di), Yk, (2.2.2)
k=1

s.t. TEk (dk, Lk) S Ekmaxa Vk, (223)

where dj, is the radius of reachable area by client k, L, is the number of shared
coefficients of ML model (in bits), and Ejpax is the energy budget client & has for
communicating the model information. The simulation results that demonstrate the

effectiveness of Algorithm [I] is presented in section [2.3.2]

2.3 Simulation Results

In this section, we simulate decentralized FL to evaluate the trade-off between the
number of layers of the model to share, and the number of clients to cooperate with.

The goal is to have the highest averaged accuracy in the network system.

2.3.1 Simulation settings

To test our proposed method in simulations, we use the MNIST [33] dataset to train a
4-layer Multilayer Perceptron (MLP) neural network, and CIFAR-10 [34] to train a 6-
layer Convolutional Neural Network (CNN). Details of the datasets are listed in Table
2.1} In the simulations, we set 10 clients in total and randomly draw training samples
for each client. As a result, the simulation utilizes iid data and each client has 6000
training images for MNIST or 5000 for CIFAR-10 (CIFAR) with all 10 classes. In our

simulation, we used batch size of 10, learning rate of 0.01, and communication rounds
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2.3. Simulation Results

Table 2.1: Training and testing datasets

Datasot # of training # of testing Input size Training
images images model

MNIST 60000 10000 28%28%*1 MLP

CIFAR-10 | 50000 10000 32*32*3 CNN

Table 2.2: Strategy set II for proposed DFL with MNIST (left) and CIFAR (right)
datasets

Average number of | Number of || Average number of | Number of
neighbors layers shared neighbors layers shared
0 4 0 6
2 3 1
4 2 3 4
9 1 6 3
8 2
9 1

of 500. Table lists out the strategy set m used in our experiments, calculated using
equation [2.1.6]

We consider two types of network topologies in our simulation. The first one is
where all clients are spread out evenly on a ring and there is no edge client. The other
topology is where clients are randomly located in a finite square area, of which the
locations are generated randomly using Poisson Point Process (PPP), with a density
of 10 clients/area. To simulate the wireless network, we consider the total bandwidth
B =1 MHz. The power spectral density of the complex white Gaussian channel noise
is set as Ny = 1072 W/Hz. Transmit power py is 0.5 W. Rayleigh fading parameter
w18 0.01. For each client, the transmission energy budget is set as £ = 0.15 J. It is
assumed that when sharing the minimum amount of model weights, all clients remain

within communication range of each other.
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Figure 2.1: Topologies (left to right): (a) Ring topology, (b) Random topology 1, and
(c) Random topology 2

2.3.2 Experiment result and analysis
Results under different topologies

Firstly, we have the ring topology where all clients are spaced out on a ring evenly, see
figure (a). In this special topology, clients with the same range for communication
will have the same number of neighbors. Additionally, there will be no edge client.
We also run the same simulations in two randomly generated topologies, see figure
2.1](b)(c). The result is shown in figure 2.2 which shows the averaged accuracy
of 10 clients under different strategies. We can see that, when the amount of shared
information is limited by an energy budget, it does not always give better performance
to reach out to more clients in the network. This is due to the reduced completeness
of the shared model when the communication range increases. In the figure, for both
MNIST and CIFAR datasets, there exists a peak marked by a red star, giving the
optimal strategy that yields the best performance in terms of accuracy. This peak
point depends on the topology itself. For example, in the CIFAR experiments, sharing
with one neighbor in ring topology gives the best accuracy, whereas in the two random

topologies, sharing with three neighbors is the best strategy. Moreover, we see that
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Figure 2.2: Averaged accuracy vs different number of neighbors for different topolo-
gies.

random topologies 1 and 2 have the same optimal strategy, but the highest accuracies
they get are different. This is because in random topology 2 in figure (c), there is
an obvious outlier within the cluster. Therefore, the accuracy of the optimal strategy

depends on how clients are distributed in the network.

Training with small portion of dataset

Another finding in our experiment is that the optimal point appears at the same spot
even though we only use a small portion of data to train the neural network, which
helps us use this method more efficiently. For MNIST dataset, we perform three sets
of same experiments with 3000, 10000 and 60000 training samples respectively. For
CIFAR, we do the same with 2000, 10000, 50000 images. The result is shown in figure
[2.3] For the same dataset and topology, we can see that the the peak appears at the
same number of neighbors no matter whether we train with a small portion of data or
the whole set of data. This result shows that, when this method is used in practice,

we can find out where the optimal point is with only a small set of data. With the
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Figure 2.3: Average accuracy vs different number of neighbors for different topologies.
MNIST (top) and CIFAR (bottom).

answer in mind, the rest of the training will be done at that optimal point and we

can get the best performance more efficiently.

Comparison to centralized FL

To compare the efficiency of our method in decentralized and centralized FL, we
conducted experiments in centralized FL with similar settings in random topology 1.
The algorithm used for centralized FL in this experiment is in [4] except that one of the

ten clients in the network now acts as the central server to perform model aggregation.
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Figure 2.4: Comparison of centralized and decentralized FL in random topology 1.

The central client is the node that can reach the most clients within a specified range.
Results are shown in figure [2.4] that the overall performance in accuracy in centralized
FL is worse than that in decentralized FL. Under our proposed method, both cases
have the same optimal strategy of how many neighbors to share the partitioned model
with, but in centralized FL, the accuracy is 6.2% lower than in decentralized FL. The
error bar shows us the variability of the ten clients’ accuracies. The variation in
centralized FL is significantly larger. This is because, in a centralized setting, some
clients are far from the center and have limited energy budgets, preventing them from
sending their models to the center or receiving the aggregated model. However, the

clients that can participate in the aggregation process achieve a similar accuracy to

those in decentralized FL.
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2.4 Chapter Conclusion

In this chapter, we introduced model partitioning and proposed a method for decen-
tralized network system that finds the optimal model sharing strategy for all clients
in the network. Each client has an energy budget for model transmission; therefore,
the farther a client is from the center, the less information it can transmit about the
ML model. We performed simulations with PyTorch and proved that this method can
be used to find the optimal strategy given the network topology and ML task. More
importantly, we also found that the optimal strategy can be found using only a small
portion of the training dataset, allowing us to apply this strategy during the training
of the remaining dataset to achieve the highest accuracy. In the next chapter, we will
delve deeper into addressing the research gaps in centralized FL for IoT systems with

energy-constrained clients.






Chapter 3

DRL-Empowered FL for

Energy-Constrained Wireless

Clients

Building upon the insights gained in our previous work in Chapter 2, in this chapter,
we consider a novel application of DDPG for optimizing bandwidth allocation in FL
utilizing model partitioning, with an emphasis on energy-constrained clients such as
cellphones and personal wireless devices. We highlight a specific use case where mul-
tiple cellphone cameras in a public area contribute to a global task, such as assessing
crowd density or monitoring busy locations, showcasing the practical implications of
our research in wireless communications and networking. To the best of our knowl-
edge, no previous works have considered using DDPG to improve FL for bandwidth
and energy-constrained wireless clients. Our experimental results indicate a marked

improvement in managing bandwidth efficiently. This research aims to bridge the

29
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gap in current FL practices by providing a viable solution for bandwidth manage-
ment and model partitioning, a crucial step towards realizing the full potential of FL

in resource-limited environments.

3.1 System Model

We consider an FL system shown in figure (a) where K energy-constrained wireless
client devices, collectively denoted by K = {1,2,..., K} and a central server partici-
pate in FL. It is assumed that the locations of these devices and their distances to
the server are fixed and known throughout the entire learning epoch. Each device
possesses a local dataset Dy, k € K, and all devices work together with the central
server to train an ML model by exchanging their model weights w; without sharing

data samples directly.

3.1.1 Energy Constraints

Similar to [2.1.1) we assume that energy at a wireless client is used primarily for
information transmission and for local ML training. T denotes the total number of
rounds of FL aggregation during training. We consider orthogonal multiple access
techniques with B}, being the allocated bandwidth at round ¢ for client & for local
model transmission to the server, and the total uplink bandwidth available is B,,q.

for each round.
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Computing Energy

Let fr be the CPU frequency of client device k. According to Lemma 1 in [35], the
energy consumption required for client k£ to perform one FL training round using their

dataset Dy, is given by

where k is the effective capacitance coefficient of the CPU, and Ly is the number of

required CPU cycles to process one data sample.

Transmission Energy

Let pr be the transmit power (in Watts) of client k, and hy be the channel gain
between client £ and the server located at a distance dj away. Assuming line-of-
sight free-space propagation hy, o d,?[36], i.e., hy = 1. /d2 where py is assumed to
be known (e.g. through pilot symbols), the achievable transmission rate Rj can be

expressed according to Shannon’s formula as

Prh
= B;1 1 . 1.
Rk k 1089 < + N()Bk;> (3 2)

where Ny is the power spectral density of the complex baseband white Gaussian noise
and By is the bandwidth allocated to client k. From (2.1.1)), the transmit power can

be expressed as

NoBy (.7
P = Zk k (23’; - 1) . (3.1.3)

We assume a model partitioning approach where ay denotes the fraction of model

weights client k is able to upload to the server at the end of the local training round.



32 3.1. System Model

As such, the transmission time for model uploading is given by

(054

T]g:R—k,

(3.1.4)

where z is the number of bits for the entire trained model w. The corresponding
energy consumption for the uplink transmission is
Ey (ax, B) = prTy
_ PrOLZ (3.1.5)
Bylog, (1+ 425

Finally, we can derive the relationship between the fraction of the uploaded model

weights oy and the allocated bandwidth By as

EY By ( prhi )
ap = ——1o 1+ ) 3.1.6
k Diz 82 NoBs ( )
where EY = Fjmax — ES is the maximum available energy for model transmission

with an energy budget of Ej ax-

Equation shows that the fraction of information that can be shared, ay,
monotonically increases with By. In other words, for a particular energy-constrained
client, having more bandwidth allocated will necessarily increase the amount of infor-
mation that it shares to the server. However, since the total bandwidth is limited, the
server will need to decide on how to allocate the bandwidth to each client based on
their model weight contribution to the accuracy of the global model, their maximum

available energy for model uploading, and their respective distances from the server.

3.1.2 Model Partition

The model partitioning method [19] we used is similar to 2.1.2l After each client

trains its local model, we consider model partitioning approximately corresponding
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Figure 3.1: Proposed framework: adding a DRL agent at central server

to allow the client to divide its model weights into two partitions according to the
allocated bandwidth. The client will then send the first partition (i.e., the layers
closest to the input layer) to the server. The number of layers shared is denoted by
n € Z,, where n is the largest number of NN layers that can accommodate the given

fraction oy of the model weights.

3.2 Proposed Method

Based on the relationship between «y and By derived in , we proceed to find
the optimal bandwidth allocation B, for each client k in each FL training round ¢. In
our proposed framework, a DRL agent is employed at the FL server to calculate the
optimal bandwidth allocation. We apply the DDPG algorithm as the DRL method
because the actions are continuous variables, which may be directly obtained from

the continuous output of the actor network.
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Algorithm 2: DDPG-assisted FL
Input: Randomly initialize FL. NN wg and send to all clients.
Randomly initialize: actor network parameters 0*, critic network
parameters 69, target network parameters 0¥ < 6* and 99" + 6.
Initialize replay buffer R
Output: Trained target network parameters 6# and 9.
1 for Roundt = 1,2,5...T do

2 for Fach client k do
3 wy,, + ClientUpdate(Dy, w;)
4 Send partial w},; to the server
5 end
6 | Observe state 8,11 = (wp,, Wi, ..., wk,)
7 Obtain reward r; = Acciyq — Acey
8 Store transition T; = (8, @y, 1y, S441) in R
9 Select action a;11 = p(se41]0*) + Ny according to the current policy and
exploration noise
10 Average all weights w, 1 = 1/K Zszl wa Send w;,q and as;; to clients
11 Sample a random minibatch of N transitions (s;, a;, 7, 8;+1) from R
12 Set y; = 15 + YQ(8i41, 11/ (8i41]0*)|09") Compute the target value
13 Update the critic network by minimizing the loss:
14 L= (1/N) 3 (yi — Q(s4,,]09))?
15 Update the actor policy using the sampled policy gradient:
16 Voud = (1/N)> V,Q(s, a|0Q)|s:si7a:M(si)
17 Update the target networks:
18 O < 1O + (1 — 1)0%
19 69 < 709 + (1 — 7)6¢
20 end

Figure illustrates our proposed framework with 3 clients in the network. The
framework consists of the traditional FL processes, and a DDPG agent at the central
server as the decision maker/bandwidth allocator. The detailed algorithms at the
server and the client are provided in the following pseudo-code listings of Algorithm

and Algorithm [3]
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Algorithm 3: DDPG-assisted FL

Input: Dy, w;

Output: w;
1 B <« split Dy into batches of size B for each local epoch v from 1 to E do
2 for batch b € B do

3 | w < w—nVi(w;b)
4 end
5 end

FL training

Each client has its own dataset D, that was collected locally and individually, and

not shared with other clients. The goal for each client £ is to find:

wy = argmin f (wg, Dx), VEk, (3.2.1)
W

where f (wy, Dy) is the local loss function of the model for client k. Each data entry
in D;, contains input feature variables and the ground truth output label. The model
uploading energy budget, EY _ and the distance to the server, dy, are assumed to be
known for all k. The FL training is initiated by the central server and all clients know
what the common training task is, what the training model structure is and what the
training classes are. To focus on the impact of the device locations, we assume that
the energy consumption due to local training Ej} is the same for all clients given by
. After each round of local training which contains some local SGD epochs,
all clients will send partial model weights to the server according to their allocated
bandwidth. After receiving the aggregated model from the server, they proceed with

the next round of training. This process will repeat until the maximum number of

rounds or the maximum time allowed is reached.
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DRL training

In the implementation of DRL, we specify the following action, state, and reward

utilizing only the variables that are present in FL training:

e Action: The DDPG agent residing at the server performs bandwidth allocation
for the next round of communication of FL for each client. Thus, the agent is

trained to produce the action at round ¢ given by a;, = (B}, BZ, ..., BF).

e State Space: As we have K clients in the network, we define the state at com-
munication round ¢ as s; = (w}, w?, ..., wk), where w} is the dimensionally
reduced model weight vector of client k. Given that each client might share
different number of layers of its model to the central server, the DDPG agent
will only fetch the first layer as a client’s state. In [30], it has been demonstrated
that even reduced from 431,080 dimensions to only two dimensions using Prin-
cipal Component Analysis (PCA), the model weights retain ample information

necessary to distinguish itself from others.

e Reward: We define the reward to be the difference between the validation ac-
curacy of the FL model at time ¢ and at time ¢ — 1, r(t) = Accyyq — Acey. This
value will be calculated by the central server by testing the model performance
using a validation dataset that is not shared with any client. As the training
proceeds, the reward will be discounted by < so the long-term accumulative

reward [20] is represented by
R(t) =) y'r(t+1). (3.2.2)
i=0

The objective of the DRL agent is to maximize the long-term expected reward
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R(t),

max [E
p(.|or)

I

Z ylr(t + 1)
i=0

K
$.t.Y  Bi < Buax,

k=1

(3.2.3)

Bk Z Bkmina

where B is the maximum available total uplink bandwidth that the server can
allocate to the clients, and By, is the minimum bandwidth required to transmit
one layer of client k’s model to the server.

During training, DDPG agent initializes the parameters of the actor and critic NNs
with random values. At each round of FL, the agent obtains information about state
and reward from the server, and generates the action according to a; = p(s¢|0")+ Ny,
where p is the deterministic policy network that maps states to a specific action,
and N; is the exploration noise. After taking the action, the agent observes the
instantaneous reward and the state at round ¢+1. The transition 7; = (8¢, @y, ¢, S¢v1)
will be stored in the replay buffer R, where a batch of transitions are selected and used
as the training sample to optimize the parameters of the actor and critic networks.
The weights of the trained actor and critic models will be stored for testing and future

use.

3.3 Simulation Results

In this section, we simulate DDPG-assisted FL using PyTorch to evaluate the ef-
fectiveness of our DRL agent. Specifically, we use PyTorch to train both the actor

and critic networks, optimize their parameters, and handle gradient updates. The
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DRL agent is trained using the Adam optimizer with a learning rate of 0.01, and
experience replay is employed to stabilize training. The objective is to reduce energy

consumption and improve the accuracy of the FL task.

3.3.1 Simulation Settings

To test our proposed method in simulations, we use the public dataset MNIST [33]
in FLL to train a 4-layer MLP neural network with the first layer being the input
layer, the second layer containing 128 neurons, third layer containing 64 neurons
and the last layer performing the softmax function. Most deep learning frameworks,
including TensorFlow and PyTorch, use ‘float32” as the default data type for weights
and biases [37]. Therefore, with 32 bits per parameter, the FL neural network’s model
size is z = 5.9 x 10% bits. In the simulations, we set 10 clients in total and utilize
non-IID data, where each client has training data of 2 randomly selected labels out
of the 10 MNIST labels. In our FL simulation, we used batch size of 10, learning
rate of 0.01, and communication rounds of 1000. To conduct DRL agent training,
we repeated this training process 5 times, resulting in 1000 rounds per episode for a
total of 5 episodes. Each episode is initiated by resetting the FL. model weights to
random values, simulating a similar reset action within the DRL environment. In the
simulation, both the actor and critic networks are structured as 3-layer MLP neural
networks.

Figure illustrates an example topology used in our simulation. Ten clients
are located around the central server, with locations generated randomly as a PPP,
with an average density of 10 clients/area. The distance from each client to the

server is used to calculate the channel gain hy = pg/d;. To simulate the wireless
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[

A

Figure 3.2: Randomly generated location of clients (triangles) around a central server
(circle)

network, we consider the total bandwidth B,,., = 10 MHz. The PSD of the complex
white Gaussian channel noise is set as Ny = 1072 W/Hz. Transmit power py is 0.5
W. Rayleigh fading parameter py is 0.01. For each client, the transmission energy

budget is set as BV =0.15 J.

kmax

3.3.2 Experimental Results and Analysis
During DRL training

Figure [3.3| shows the average accuracy of the FL. during 5 episodes of DRL training,
with 1000 FL. communication rounds per episode. At the end of each episode, the FL
model weights are reset to random values but all episodes contribute to the same set of
actor and critic networks. The result is depicted as the curve colored in cyan in figure
[3.3l We observe that during the initial episode, FL training did not reach convergence.

However, as the DRL agent underwent further training, wiser choices on bandwidth
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Figure 3.3: Averaged accuracy during DRL training.

allocation were made by the central server. As a result, FL began to converge starting
from the second episode and achieved an accuracy of 88.03%. Moreover, there is a

trend that FL converged more rapidly as DRL training progressed.

To compare this result to a baseline method, we also ran simulation with random
bandwidth allocation, and the result is represented by the red-colored curve in figure
[3.3] There is no DRL training in this simulation, but we reset the FL model weights
every 1000 rounds for a fair comparison. We can see that, when operating without
the aid of the DRL agent, FL. did not demonstrate any improvement in convergence
accuracy or speed, and was only able to attain a 78.57% accuracy under the same

training conditions.
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Figure 3.4: Average testing accuracy comparison of proposed method and baselines.

Testing the trained DRL

In figure [3.4] we show the average testing accuracy using the trained DRL compared
with two baseline approaches of random bandwidth allocation and static bandwidth
allocation for the wireless clients. For random bandwidth allocation, the server al-
locates bandwidth to clients randomly without the help of a DRL agent. For static
bandwidth allocation, each client has the same amount of bandwidth allocated in
all FL rounds. Thus the number of layers transmitted by client k& will be the same
throughout the FL training. The figure shows that the trained DRL agent gives the

best FL performance in terms of convergence speed and testing accuracy. Comparing
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the trained DRL (green) and DRL in training (cyan), there is an obvious improve-
ment in convergence speed, which means our DRL training is effective and improves
over time. Comparing our method to the baselines of random and static bandwidth
allocation, it is evident that the proposed DRL-assisted FL outperforms and yields
accuracy improvements of 8.43% and 24.65% respectively. Besides, our approach only
spent less than half of the communication rounds to reach the same accuracy as the
random bandwidth allocation baseline, equivalently saving half of the computation

and transmission energy.

Tradeoff between performance improvement and extra cost incurred by

the DRL agent

Compared to the two baselines in figure (3.4, we note that our proposed method
imposes an additional cost on the central server for training the critic and actor
networks, resulting in increased time and computational resource consumption. We
assume that the central server possesses significantly greater computational power in
contrast to the energy-constrained IoT devices acting as clients. Hence, our analysis

will concentrate on the additional time expenditure involved.

In figure (3.3} we see that it takes 5000 FL rounds to train the DRL agent, serving as
a preliminary step before the actual task. Nonetheless, this DRL training period can
be readily shortened by employing the early stop technique, allowing each episode to
conclude once FL converges. In our scenario, we can reset the environment at rounds
1000, 547, 544, 672, and 351 in each episode, effectively reducing the required DRL
training rounds to 3114 instead of the original 5000, while still achieving the same

outcome.
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Furthermore, we observe in figure that further time savings could be achieved
by using the DRL in training instead of the trained DRL. Comparing the curves
of DRL in training (cyan) and random (red) or static (blue), we observed that our
method already outperformed the baselines during DRL training phase after 400
communication rounds. As such, we do not necessarily need to complete the entire
DRL training to achieve an improved result. However, if we choose to complete the
DRL training, we can achieve even better results in terms of convergence speed.

Given that the neural networks used for both actor and critic networks are rela-
tively small in size and simple in structure, there was no noticeable time difference
when running simulations with DRL-assisted FL or FL with random bandwidth allo-
cation. Additionally, since the training of actor and critic networks occurs in parallel

with the FL task training at clients, the time consumed for this purpose is negligible.

3.4 Chapter Conclusion

In this chapter, we introduced our proposed novel DRL-assisted FL framework for
energy constrained clients, based on the model partitioning concept. Specifically, we
formulate an optimization problem to improve the performance of FL training. To
solve this problem, we deployed a DDPG agent at the central server to help the server
perform bandwidth allocation tasks. We presented the algorithm for our proposed
method, and our experimental results demonstrated that it outperforms the baselines

by improving the accuracy of FL training and reducing the energy consumption.






Chapter 4

Conclusions and Future Work

4.1 Summary

This thesis provides a thorough examination of the challenges associated with imple-
menting FL in wireless networks that have constraints on energy and bandwidth. It
utilizes model partitioning during data transmission, which reduces communication
overhead and conserves energy. Additionally, it integrates DRL into the FL system,
offering a smarter approach to bandwidth allocation. Ultimately, this study applies
these findings to a simulated real-world IoT system, demonstrating how innovative
communication techniques and FL can foster a balanced and efficient IoT network
under energy constraints. This thesis introduces a novel method for managing band-
width and model partitioning, which is vital for fully realizing the potential of FL in
environments limited by resources.

Chapter 2 introduces a new method to balance the amount of model information
shared with the energy used for transmission in decentralized Federated Learning.
This chapter aims to optimize the partition size and transmission range. We have
introduced model partitioning and proposed a method for a decentralized network

system that identifies the optimal model-sharing strategy for all clients in the network.

45
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We conducted simulations using PyTorch and proved that this method can determine
the optimal strategy based on the network topology and the ML task. Importantly,
we also discovered that the optimal strategy can be determined using only a small
portion of the training dataset, allowing us to apply this optimal strategy during
the remainder of the training to achieve the highest accuracy. The next chapter
will explore further research gaps in centralized FL for IoT systems with energy-
constrained clients.

Chapter 3 introduces a novel approach to perform bandwidth allocation for FL
using a DRL agent at the central server. In this chapter, we aim to reduce transmission
overhead and improve the global model’s accuracy. We introduced our novel DRL-
assisted FL framework for clients with energy constraints, based on the concept of
model partitioning. Specifically, we formulated an optimization problem to enhance
the performance of FL training. To address this problem, we deployed a DDPG
agent at the central server to assist in bandwidth allocation tasks. We presented the
algorithm for our proposed method, and our experimental results demonstrated that
it outperforms the baselines by improving the accuracy of FL training and reducing

energy consumption.

4.2 Future Work

For future work, several intriguing dimensions can be explored to enhance the ap-
plicability and robustness of FL in decentralized environments. First, an in-depth
investigation into how varying network topologies influence the strategies adopted
in decentralized FL is essential. Different network structures, from highly intercon-

nected meshes to sparse trees, may significantly impact both the efficacy and efficiency
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of model-sharing and learning outcomes. Additionally, the integration of incentive
mechanisms designed to encourage participation of high-quality users while deterring
malicious behavior is crucial. Developing economic or reputation-based incentives can
help ensure that only reliable and beneficial participants contribute to the learning
process, enhancing the overall system integrity and performance.

Expanding the scope to more dynamic network settings is also vital. Future
research should consider scenarios where clients are not only mobile and wireless
but also display significant diversity in device types, computational capacities, and
energy constraints. Moreover, these clients might be tasked with handling various
computational tasks of differing complexity levels. This heterogeneity adds layers of
complexity in managing resources and scheduling tasks efficiently.

To address these complexities, one could explore adaptive algorithms that adjust
learning and communication parameters in real-time based on the current state of
the network and devices. Such algorithms could dynamically balance the trade-offs
between learning performance and resource consumption, thereby optimizing both
individual and collective outcomes.

By pursuing these lines of inquiry, we aim to bridge the gap between theoretical
advancements in FL and their practical implementations, ensuring that FL systems
are both robust and adaptable to the ever-evolving landscape of networked devices

and applications.
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