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Abstract

The world of digital finance was forever reshaped by the release of Bitcoin, seen as a symphony
of cryptographic and distributed systems principles orchestrated together to provide a coherent
machine for permissionless, peer-to-peer payments. This singular event led to the emergence of
a new paradigm where a ledger of digital payments could be upheld by completely decentralized
participants of a protocol that could freely join and leave, and contrasted immensely against
traditional centralized finance models. The success of this new paradigm brought great attention
to its underlying technology, State Machine Replication (SMR), but exposed a shortcoming in
the way transactions were ordered in SMR protocols. Although a slight detail, the shortcomings
of ordering were misused by malicious actors to reorder transactions and exploit hundreds of
millions of profit from unsuspecting users.

To mitigate the risk of these shortcomings, the idea of order-fairness was introduced to con-
strain the output of SMR so that the final ordering of transactions reflects the ordering observed
by all participating processes. Ordering linearizability is one ordering technique that achieves
such a result. Specifically, with ordering linearizability, processes assign ordering indicators to
transactions they observe, ordering the output using the indicators that are upper-bounded
and lower-bounded by ordering indicators assigned by correct processes. However, ordering lin-
earizability is not sufficient to prevent all reordering attacks. Furthermore, its implementation
induces additional costs compared to standard SMR and displays sub-optimal time and commu-
nication complexity. This dissertation builds upon ordering linearizability and introduces SMR
protocols that improve resilience to reordering attacks, reduce the additional costs induced by

adding order-fairness, and fill the gaps present in the formulation of ordering linearizability.
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Chapter 1

Introduction

Decentralized Finance can be regarded as one of the largest technical crossovers with financial
systems the world has seen in the last decade, provoking new ways of thinking and fostering
some of the largest shifts of wealth observed since the .com boom. The singular event that
instantiated this phenomenon was the introduction of Bitcoin [6], by simply allowing two peers
to exchange various digital assets without being encumbered by a necessary trusted third-party,
as is customary in traditional centralized finance. The founding concepts of Bitcoin build heavily
upon the works of State Machine Replication (SMR), the technique of sharing state amongst a
set of processes. Prior to Bitcoin’s innovative techniques, most SMR required a predetermined
set of participating processes, or at the minimum, knowledge of all participating processes. This
allowed SMR to operate safely with a quantitative threshold that the strict majority of processes
are correct and following the protocol [7]. In fact, an adversary controlling a majority of the
processes can lead to two distinct correct processes reaching different decisions.

Switching to an SMR system where participating processes can freely join and leave poses sig-
nificant technical challenges. These challenges are superimposed with the challenge of identity,
where designing an open system requires achieving resilience to Sybil attacks [8], the scenario
in which an attacker assumes the identities of a superficially large number of processes in order
to dictate the decisions made by correct processes. Bitcoin ingenuously combined proofs of
cryptographic work [9] to SMR, and thereby solved the problem of resilience to Sybil attacks
in an open system where processes can dynamically join and leave. The feasibility of trustless
digital transfers in open systems opened the prospect of fully decentralized applications and
led to the wide success of blockchain technology and decentralized finance. Interestingly, this
success also put forward shortcomings in the SMR specification.

In the context of digital asset transfer, the SMR specification requires that each process
outputs the same ordered set of transactions. However, it does not specify which orderings
are valid. Most blockchains are implemented using SMR and, as a result, are vulnerable to
reordering attacks. In fact, the lack of ordering requirements in the SMR specification has
enabled malicious participants to perform various reordering attacks. Daian et al. [10] were
the first to investigate these new forms of attacks in Ethereum [11]. To address these attacks,
Kelkar et al. [12] proposed to extend the SMR specification with order-fairness so that the

final ordering of transactions reflect the ordering observed by processes. Following, Zhang et
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al. [13] introduced a novel paradigm for order-fairness named ordering linearizability. Ordering
linearizability circumvents the cyclic dependencies that may arise with other implementations
of order-fairness. Hence, in this dissertation, we adopt the ordering linearizability paradigm for
order-fairness.

Unfortunately, existing implementations of order-fairness present multiple shortcomings.
First, the proposed solutions require additional message delays before committing a transac-
tion, resulting in an increased cost in communication. On its own, an increased commit latency
directly affects the finalization of a transaction. Second, these solutions display a cost per
transaction that can potentially be cubic in the number of processes, and this diminishes their
scalability and their resilience to adversarial scenarios. The additional costs of order-fairness,
in turn, have prevented its large-scale adoption in SMR. Second, existing implementations of
order-fairness are not resilient to all reordering attacks. For instance, because of the violation of
triangle inequalities in network delays [14], order-fairness approaches based solely on the order-
ings observed by individual processes [12, 13] are still vulnerable to front-running attacks [15,
16]. Correspondingly, order-fairness approaches that simply obfuscate the payloads of transac-
tions [17] are at the mercy of a Byzantine leader enforcing an arbitrary ordering or censoring
some of the transactions.

This dissertation aims to optimise order-fairness by reducing any additional overhead in-
curred whilst improving its resilience to reordering attacks. First, by providing order-fairness
at almost no extra cost, we aim at facilitating the integration of order-fairness into SMR pro-
tocols. Second, the resilience of order-fairness to reordering attacks is improved by combining
(i) the orderings observed by correct processes with (ii) payload obfuscation and (iii) decentral-
ized protocols for coordination. Finally, we analyze shortcomings in the definition of ordering

linearizability and devise protocols to strengthen against the observed results.

1.1 Objectives

In this section, we first present the research objectives of this dissertation. To this end, we first
articulate the perimeter of our research, and then divide this perimeter into three objectives.

The main objective of this dissertation is to
optimise order-fairness in blockchains using ordering linearizability.

The optimisation of order-fairness can be embodied into three distinct aspects. First, in
Section 1.1.1, we present our objective to reduce the cost incurred by adding ordering lineariz-
ability to SMR. Second, in Section 1.1.2, we present our objective to improve the resilience of
ordering linearizability to reordering attacks. Third, in Section 1.1.3, we present our objective

to strengthen the ordering linearizability paradigm.

1.1.1 Objective 1: Reduce the Cost of Ordering Linearizability

The existing implementation of ordering linearizability [13] requires at least 11 message delays

to commit a transaction. Furthermore, all existing implementations of order-fairness [12, 13,
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16, 18] have a communication complexity of O(n?) whereas the communication complexity to
commit a transaction without fair ordering is only O(n?) [19], a linear multiplicative factor less.

We thus enunciate the two following sub-objectives:

1.1 To reduce the commit latency of ordering linearizability, and in particular, to find the

associated lower bound.

1.2 To reduce the communication complexity of ordering linearizability and find if ordering

linearizability can be achieved with an O(n?) communication complexity.

The goal of this objective is to research lower bounds associated with ordering linearizability
and to find implementations of ordering linearizability that are optimal. By reducing the costs
associated with adding ordering linearizability to SMR, we reduce the obstacles to the adoption

of order-fairness in SMR.

1.1.2 Objective 2: Improve Resilience to Reordering Attacks

Implementations of order-fairness based on the ordering of transactions observed by processes
are still vulnerable to reordering attacks such as front-running [16]. On the other hand, im-
plementations purely based on payload obfuscation [17] do not prevent an arbitrary order or
omission by a Byzantine leader. We separate the objective of resilience to reordering attacks

into two sub-objectives:

2.1 To analyse shortcomings and vulnerabilities to reordering attacks in existing implemen-

tations of order-fairness.

2.2 To devise an implementation of order-fairness that improves on resilience to reordering

attacks.

The initial goal of order-fairness was to prevent reordering attacks. However, with current
solutions, this goal has only been partially achieved. With this objective, our goal is to help fill

the gap by devising protocols that improve on resilience to reordering attacks.

1.1.3 Objective 3: Strengthen Ordering Linearizability

First, ordering linearizability relies on ordering indicators assigned to transactions by processes.
Consequently, sending processes that are isolated due to the network disposition are disad-
vantaged. Second, ordering linearizability only ensures weakened validity and ordering safety
properties. For instance, an asynchronous network can cause transactions submitted by correct
processes to be discarded or to be ordered with an order that is different than the one perceived
by correct processes. Even though a stronger definition of ordering linearizability denoted fair
separability [16] has been proposed to address these issues, the only existing implementation
of fair separability [20] is vulnerable to attacks on chain-quality whereby Byzantine processes
monopolise the set of committed transactions. This vulnerability is due to the fact that in [20],

a transaction must be output even if it has been observed by a single correct process. Note that
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ordering linearizability only applies if a transaction has been observed by all correct processes.

Thus, we divide this research objective into two separate sub-objectives:

3.1 To analyse the shortcomings resulting from the definition of ordering linearizability.

3.3 To devise protocols that address these shortcomings and fix the network bias and the

weakened validity and ordering safety properties of ordering linearizability.

In its initial formulation, ordering linearizability lacks completeness as it weakens validity
in atomic broadcast and its ordering safety property can sometimes vanish. Our third objective
focuses on strengthening ordering linearizability by reducing its network bias and by strengthen-
ing its validity and ordering safety properties. This, in turn, strengthens ordering linearizability

by rendering it more fair.

1.2 Contributions

In this dissertation, we optimise order-fairness in blockchains by presenting five novel contribu-
tions. First, we introduce broadcast protocols that achieve ordering linearizability with minimal
latency and optimal communication complexity. Second, we devise SMR protocols that improve
resilience to reordering attacks. Finally, we present protocols with strengthened formulations

of ordering linearizability.
Specifically, we present in this dissertation the five following contributions:

1. Fast Ordered Byzantine Consensus. The implementation of ordering linearizability
presented in [13] requires 11 message delays to commit a transaction because it sequentially
executes an ordering phase followed by a consensus phase. However, without ordering
linearizability, a transaction can, in theory, be committed after only 3 message delays [21].
To decrease the number of message delays, we introduce new protocols that piggyback
ordering data and parallelise the ordering and the consensus step. Reducing latency

reduces the costs incurred by ordering linearizability and thus follows Objective 1.

2. Lyra: Fast and Scalable Resilience to Reordering Attacks. Achieving ordering
linearizability without adding message delays is impossible if the final ordering indicator
results from a set of collected ordering indicators. This impossibility results from the fact
that after the set has been collected, at least 3 additional message delays are required
to decide an ordering indicator for the transaction [21]. Therefore, we devise a new ap-
proach where processes exchange information about network latencies to predict ordering
indicators and present a protocol that provably has minimal latency. In addition, we also
implement payload obfuscation in a leaderless protocol so that our protocol is resilient
to reordering attacks. Achieving ordering linearizability with minimal latency follows

Objective 1, whereas achieving resilience to reordering attacks follows Objective 2.
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3. AOAB: Optimal and Fair Ordering of Financial Transactions. In existing imple-
mentations of order-fairness, the communication complexity for each transaction is O(n?),
which is greater than the O(n?) communication complexity for outputting a transaction
in classical SMR. In addition, when processes assign timestamps to a transaction, and
the sender of the transaction collects this set of timestamps, the set of collected times-
tamps may expire due to asynchrony. This requires the sender to collect another set of
timestamps. With this contribution, we introduce a protocol that achieves ordering lin-
earizability with an optimal communication complexity of O(n?) bits per transaction, and
this improvement advances Objective 1. The fact that our protocol uses a commit-reveal
scheme to hide the payloads of transactions improves resilience to reordering attacks and
supports Objective 2. Finally, by ensuring that the transactions submitted by correct

processes never expire and are eventually committed follows Objective 3.

4. Aion: Secure Transaction Ordering using TEEs. Ordering linearizability relies
on ordering indicators assigned by processes to the transactions that they observe. The
receive time of a transaction is thus intrinsically dependent on the distances between pro-
cesses and creates a bias for sender processes that are geographically isolated. To address
this bias, we leverage trusted execution environments and combine secure time with the
knowledge of network distances to enable processes to determine the time when a trans-
action was sent. This, in turn, removes the bias introduced by the network disposition.
By devising a protocol that sequences transactions at the time when they are sent, we
improve resilience to reordering attacks, which supports Objective 2. Strengthening the

ordering paradigm of ordering linearizability meets Objective 3.

5. Resilience to Chain-Quality Attacks in Fair Separability. The ordering lineariz-
ability paradigm only applies to committed transactions. Hence, the ordering constraint
simply vanishes if two transactions observed by processes in a specific order are not com-
mitted. To address this shortcoming, we devise a protocol that ensures the unconditional
application of the ordering linearizability paradigm to all the transactions observed by cor-
rect processes. This improvement directly strengthens ordering linearizability and thus

meets Objective 3.

1.3 Outline

The rest of this dissertation is organised as follows:

o Chapter 2 first introduces related work and concepts relevant to this dissertation and then

presents our computational model.

e Chapter 3 proposes our leaderless implementation of ordering linearizability with reduced
latency. We also present an experimental evaluation of our protocol and show that despite
using a leaderless protocol, a direct implementation or ordering linearizability does not

scale.
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Chapter 4 presents Lyra, an implementation of ordering linearizability with optimal la-
tency. To improve latency and scalability, we introduce a novel approach that replaces
signed timestamps with the knowledge of network delays. We evaluate Lyra on a geo-
distributed setup and show that it scales up to a hundred nodes while significantly im-

proving the performance of existing solutions.

Chapter 5 proposes AOAB, an implementation of ordering linearizability that provides
a stronger liveness guarantee and has optimal communication complexity. Contrary to
previous implementations, this protocol ensures that transactions broadcast by correct

processes are never discarded.

Chapter 6 introduces Aion, a novel approach to fair ordering that eliminates the network
bias in ordering linearizability. Aion leverages trusted execution environments to order

transactions at the time that they are broadcast, thus achieving instant ordering.

Chapter 7 presents a protocol that implements fair separability, a stronger notion than
ordering linearizability. Fair separability relies on the same ordering paradigm as ordering

linearizability but applies to all transactions.

Chapter 8 concludes this dissertation and suggests directions for future work.



Chapter 2
Background

This chapter presents concepts and works related to the ideas explored in this dissertation. We
begin by presenting related works surrounding the topics of broadcast and consensus protocols
and outline how these protocol abstractions form the basis of State Machine Replication (SMR).
Following, we discuss concepts relating to blockchains based on SMR, reviewing attacks enabled
by shortcomings in the SMR specification. We then discuss various approaches adopted to ad-
dress these shortcomings, but we also call attention to potential hazards in their implementation.

Finally, we present the model of computation used throughout the dissertation.

2.1 Related Work

2.1.1 Broadcast Protocols

The inherent nature of distributed systems implies that distributed protocols must be resilient
to various types of failures. The concept of Byzantine failure [22] was introduced as an um-
brella term to designate the fact that a Byzantine process, i.e., a process under the control
of an adversarial entity, can deviate arbitrarily from the prescribed protocol. For instance, a
Byzantine process may lie about its internal state or about the messages that it has received;
it can equivocate by being duplicitous in the messages it sends, or it can simply pretend that it
has crashed. As a result, broadcast abstractions used in distributed protocols must be designed
to be resilient to the behaviours of Byzantine processes. One fundamental broadcast protocol is
the Reliable Broadcast protocol [23], also denoted by Secure Broadcast [24]. Reliable broadcast
enables the atomic delivery of a value, v, by all correct processes; that is, either all correct
processes eventually deliver v, or none of them do. Multiple variants of the Reliable Broadcast
protocol have been introduced.

Secure Causal Atomic broadcast [25] adds payload obfuscation to reliable broadcast using
cryptography while, in parallel, ensuring that data payloads can later be rebuilt. Our Lyra
protocol presented in Chapter 4 uses verifiable secret sharing [26] to achieve broadcast causality.
Causal Broadcast [27], also denoted by First-In First-Out broadcast [28], is a variant of reliable
broadcast where the messages sent by a process are delivered by correct processes with respect

to their causal order [29]. In Chapter 7, we combine reliable broadcast with threshold signatures
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to achieve properties similar to causal broadcast. We also introduce in Section 3.2 a variant of
the reliable broadcast that delivers a set of timestamps with the delivered value. On the other
hand, Total Order Broadcast [30] implements a total order of messages where all messages from
all senders are delivered in the same order by each correct process.

The Binary Value Broadcast protocol was introduced in [31] and is a variant of reliable
broadcast that applies to cases when the value broadcast is a binary value. Binary value
broadcast is used as a building block for several binary consensus algorithms [31, 32, 33].
In [34], this protocol is enhanced with accountability in order to detect processes that do not
follow the protocol. In this dissertation, we present two variants of the Binary Value Broadcast
protocol. Our Order Value Broadcast (see Section 3.3.4) piggybacks ordering metadata, whereas

our Validating Value Broadcast (see Section 4.3.1) adds a configurable validation function.

2.1.2 Agreement Protocols

Agreement, or consensus, protocols enable a set of processes to agree on a single value. In the
presence of malicious, or Byzantine, processes [35, 22], agreement cannot be guaranteed unless
the number of Byzantine processes is less than a third of the total number of processes [7].
If the network is completely asynchronous, meaning no upper bound on message delays, no
agreement protocol can guarantee deterministic termination [36]. Randomized protocols [37, 38,
39] were introduced to ensure termination in asynchronous networks in the presence of Byzantine
processes with overwhelming probability. In a partially synchronous network [40], where there
exists a message delay that is unknown a priori, or there is a time by which the network
becomes stable, termination of the protocol can be guaranteed in the presence of Byzantine
processes. In this dissertation, except for Chapter 5, we only consider partially synchronous
consensus protocols. Byzantine processes can also influence the cost of consensus. For instance,
by equivocating or sending duplicitous messages, they can delay or thwart agreement between
processes. In adversarial cases where there are n processes out of which f < g are Byzantine,
the lower bounds for time complexity, message complexity, and communication complexity are
f+1[41], O(n?) [19], and O(n?), respectively.

Leader-based consensus protocols [40] rely on a designated leader to drive and coordinate
the protocol. A leader-based consensus protocol with expected constant time is presented in
[42]. If a leader misbehaves by crashing or exhibiting Byzantine behaviour, the throughput and
latency of these protocols can be afflicted as a new leader must be designated. Furthermore,
the leader may also impede the scalability of the operation, as it becomes a bottleneck having
to handle inputs from all processes [43].

Leaderless consensus protocols, on the other hand, can solve consensus without requiring
a designated leader. It should be noted, however, that some multi-leader algorithms [44, 45]
cannot tolerate Byzantine failures. Borran and Schiper [46] detail a leaderless algorithm that
has exponential complexity. Lamport suggests replacing the real leader of consensus algorithms
by repeatedly invoking an election of a virtual leader but does not specify the algorithm [47,
48]. A randomized leaderless algorithm [31] has been used in blockchains [32, 49, 50]; however,

an adversarial scheduler prevents it from converging towards a decision [51] and, despite some
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patches, we are not aware of a simple fix that was proved correct. The leaderless DBFT

protocol [33] was recently proved safe and live with model checking [52].

2.1.3 State Machine Replication

A State Machine Replication (SMR) protocol enables processes to agree on a totally ordered set
of transactions [29]. Although SMR requires agreement, implementing SMR is more expensive
than agreement [53] due to potential dependencies between the transactions that must be com-
mitted. The literature on SMR is extensive and addresses multiple aspects of this paradigm.
A Byzantine fault-tolerant (BFT) SMR protocol is introduced in [54]. PBFT [55] presents a
practical SMR protocol for the partially synchronous setting with optimal Byzantine resilience.
Research in the field of BF'T SMR entails optimisations to reduce the cost of SMR based on
trade-offs and assumptions. Zyzzyva [56] reduces the cost by assuming first that the leader is
correct. Aardvark [57] focuses on improving resilience in adversarial scenarios, whereas XFT [58]
simplifies the design by focusing only on certain types of failures. Raft [59] aims at providing
a simpler protocol to reduce implementation errors. SBFT [60] improves scalability by relying
on fast paths and threshold signatures. HotStuff [61] increases throughput by pipelining suc-
cessive consensus steps. In Section 4.4, we introduce a novel SMR protocol to satisfy additional

requirements needed for a fair ordering of transactions.

2.1.4 Blockchain

To guarantee safety, BF'T SMR protocols require an upper bound f on the number of Byzan-
tine processes [7] and thus rely on a predetermined set of n processes that take part in the
protocol, with f < 2. Such setting is commonly denoted as permissioned as the identity of
participating processes is known beforehand by all processes. By bringing proof-of-work [9] into
SMR, Bitcoin [6] introduced an SMR protocol for the permissionless setting where processes can
dynamically join and leave the protocol. In Bitcoin, the distributed ledger consists of a chain of
ordered blocks where each block comprises a set of ordered transactions, thus implementing a
total ordering of transactions. To be mined, i.e., be considered valid, each block requires work
under the form of hashing. In essence, the idea was to give one vote per CPU and keep the
longest chain of blocks. Hence, Bitcoin circumvents Sybil attacks [8] and preserves safety as
long a majority of the hashing power is detained by honest processes.

The seminal work of Bitcoin [6] has led to the success of blockchain technology and to the
widespread adoption of decentralized finance (DeFi) [62]. The security of this new consensus
protocol, denoted by the Nakamoto consensus, has only been analysed a posteriori [63, 64]. The
sleepy model of consensus [65] formalises a system where, at any time, some of the processes
may be online, whereas others are offline. The centralization trends in voting power due to
mining pools are analysed in [66]. To circumvent the lack of sustainability of proof-of-work
based blockchains, proof-of-stake blockchains have been introduced [67, 68, 69] to replace a
majority of hashing power by a majority of staked assets.

Blockchains leverage SMR to implement distributed ledgers that transfer digital assets and

execute smart contracts, thus leading to the denomination of Distributed Ledger Technology
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(DLT). The transfer of assets in DLT relies on appending to the ledger transactions from
authenticated users [70]. On the one hand, the owner of the assets signs the transaction that it
issues, and on the other hand, all processes verify the authenticity of the transaction by checking
the ownership of the transferred assets in the ledger.

Permissioned blockchains [71, 72, 73, 74] consist of blockchains where the set of validator
processes taking part in the consensus is restricted to a determined set. Although the set
of validators can evolve, evolution is controlled by the set of existing validators. However,
compared to classical SMR, the set of validators in permissioned blockchains regroup a set
of heterogeneous processes resulting from a consortium of enterprises. Hence, permissioned
blockchains are also called consortium blockchains. Furthermore, permissioned blockchains are
open to transactions submitted by external clients. In this dissertation, we only consider the

context of permissioned blockchains where the set of processes is known.

2.1.5 Cryptographic Challenges

Cryptographic challenges leverage the statistical properties of the outputs of cryptographic
schemes to thwart Byzantine behaviours. Cryptographic challenges were introduced by Dwork
and Naor [75] as a way to limit junk emails. They are commonly used as a way to prevent
denial-of-service attacks in networks [76, 77, 78, 79]. One of the fundamental applications of
cryptographic challenges in blockchains is to preserve safety and to mitigate the risk of Sybil
attacks [8] whereby an attacker impersonates a large number of participants. Proofs of work
were introduced by Hashcash [9] and are used in Bitcoin [6] to mine new blocks and extend the
distributed ledger. Ouroboros [67] and Algorand [68] are based on proof-of-stake mechanisms
that use verifiable random functions [80]. In our SMR protocol in Chapter 6, we leverage

cryptographic challenges to ensure the freshness of the timestamps sent by processes.

2.1.6 Reordering and MEV Attacks

The SMR specification requires that each process order transactions in the same order. How-
ever, any order is considered valid, provided that it is accepted by all correct processes. This
shortcoming in the SMR specification is identified in [81] and addressed in the SMR literature
using payload-encryption [81, 25, 82]. Because most blockchains rely on SMR, they are also
vulnerable to a wide range of transaction reordering attacks, and this lack of ordering require-
ment has been exploited by malicious users for profit [10]. The problem is revisited in the
blockchain literature and the suggested solution is based on implementing a fair-ordering of
transactions based on the orderings observed by processes [12]. Examples of reordering attacks
include front-running attacks, which are systematised in [15]. A front-running attack consists
of a transaction t' being ordered before a transaction ¢ that was issued before ¢'. Such an
attack enables, for instance, the issuer of ¢’ to profit from a price increase induced by ¢. If t
was buying a non-fungible token or a unique asset, then transaction ¢ would simply become
obsolete. Front-running first appeared in centralized finance [83] and is considered illegal by
the Security and Exchange Commission (SEC) [84]. However, in blockchains, due to the fact

that submitted transactions are public, malicious processes can, in fact, execute front-running
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attacks. Sandwich attacks are another type of reordering attack. A sandwich attack consists of
a transaction ¢ being front-run by a transaction ¢y, and back-run by a transaction ¢,.,. This
type of attack usually occurs in decentralized exchanges (DEX) whereby tpefore buys from the
same asset as t, thus profiting from the price increase that will be induced by ¢, and t,., sells
the assets bought by fpefore, cashing in on the profit generated by ¢. Finally, by omitting or cen-
soring a transaction t, t is reordered. Even though the issuer of ¢ may resubmit its transaction,
t ends up being ordered at a later time.

By extension, Miner Extractable Value (MEV) consists of all the attacks where transactions
are either reordered or inserted in or excluded from the output. A taxonomy of the existing
MEYV attacks and countermeasures is presented in [85]. The first investigation of MEV attacks
is presented by Daian et al. [10]. It has been shown that these attacks have ripped honest users
from hundreds of millions of dollars of profit [86]. In [87], it is estimated that between 2021
and 2022 alone, more than USD 675M of MEV has been extracted. More recent work on MEV
relies on the analysis of transactions and smart contracts in order to find vulnerabilities. In [88],
Zhou et al. devise methods to automatically create profit-generating transactions and study
how such behaviours can incentivise forks in blockchains. By formalizing smart contracts, [89]
presents a tool for the automatic analysis of values that can be extracted from smart contracts.
In [90], Heimbach et al. present a game-theoretic model [91] based on incentives to prevent
MEV attacks.

2.1.7 Order-Fairness
Time Order-Fairness

To prevent reordering and MEV attacks, the first proposed solution aims at implementing time
order-fairness whereby transactions are ordered based on the time when they are received by
processes. Input causality using timestamps assigned to transactions is introduced in [29] and
extended to vector clocks for the asynchronous setup in [92] and [93]. These seminal works are
adapted to the BFT SMR context under the denomination of order-fairness. There exist two
paradigms for time order-fairness. The first paradigm is introduced by Kelkar et al. [12] and
consists of ordering a transaction ¢; before a transaction to if a majority of processes order t;
before t5. This ordering paradigm relies on building dependency graphs between transactions.
We denote this first paradigm by relative ordering as the final ordering of a transaction is
expressed as a relative ordering compared to other transactions. In [18], Cachin et al. show
the lower bound for ordering two transactions t; and ts using relative ordering. Specifically,
they build upon results in differential consensus [94] to compute the differential number in the
preferences of processes to order, say, t; before t3. Mu et al. [95] improve the performance of
relative ordering by decoupling the ordering and the consensus phases.

The second paradigm for time order-fairness is introduced by Zhang et al. [13] and aims at
circumventing the cyclic dependencies [96], also denoted by Condorcet cycles, that may arise
when ordering transactions using relative ordering. This second paradigm assigns a unique or-
dering indicator to each transaction that is used to order the transaction. We denote the second

paradigm by absolute ordering as the assigned ordering indicator is expressed independently of
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the orderings of other transactions. In Basil [97], absolute ordering is implemented with respect
to isolation levels. In this dissertation, we optimise absolute ordering to make it more practical
and resilient. The implementation of absolute ordering in [13] does not apply to transactions
that are not committed. A stronger definition of absolute ordering is introduced in [98] and
called fair separability in [16]. Fair separability applies to all the transactions observed by cor-
rect processes. In [20], we introduce the first implementation of fair separability and make it
optimal in communication complexity. In Chapter 7, we introduce an implementation of fair
separability that is resilient to attacks on chain quality by showing that fair separability can be

achieved without having to commit all the transactions from Byzantine processes.

Blind Order-Fairness

Despite extending the SMR specification with fair ordering, time order-fairness is insufficient to
prevent reordering and MEV attacks [16]. Due to the violation of triangle inequalities in network
delays [14], attackers can leverage a faster route and front-run the transactions that they observe
(see Chapter 4). To prevent MEV, the payloads of transactions should only be revealed after
their final orderings are determined [99]. This second approach is often called blind order-
fairness and relies on an encryption-based scheme. Blind order-fairness is introduced in [81]
where it is denoted by causal order. By obfuscating the payloads of transactions, causal order
ensures that the input of other transactions cannot depend on the transactions that have been
submitted but not yet committed. Causal order is implemented for SMR in HoneyBadger [32],
and in Dumbo [100] and sDumbo [101] with optimal communication complexity. In [102],
Asayag et al. combine a commit-reveal scheme with a random ordering of transactions. To
prevent MEV in blockchains, Malkhi and Szalachowski [17] implement blind order-fairness using
a commit-reveal scheme based on secret-sharing [103]. The protocols presented in Chapter 4
and Chapter 5 combine blind order-fairness with time order-fairness to improve resilience to
MEV attacks.

2.1.8 Trusted Execution Environment

A Trusted Execution Environment (TEE) is a type of hardware that provides secure and re-
stricted access to its stored data. It also provides the ability to remotely verify the code that
is executed by the TEE. Stathakopoulou et al. [104] use TEEs to add fairness to the order-
ing of transactions. To prevent front-running attacks, their approach consists of obfuscating
transactions until they are committed and delegating the actual ordering to the total broadcast
layer. Therefore, their approach is closer to a commit-reveal scheme [99]. Gupta et al. [105]
also leverage trusted components in SMR but focus instead on improving liveness and reducing
communication complexity, and although their protocol supports concurrent executions of con-
sensus, it does not implement order-fairness. In blockchains, multiple protocols rely on TEES to
implement SMR. TEEs are used to improve scalability [106], limit the behaviour of Byzantine
processes [107], or secure off-chain transactions [108, 109], but they do not consider fairness in
the ordering of transactions. The SMR protocol presented in Chapter 6 leverages TEE to assign

secure timestamps to transactions by computing safe values of network delays.
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2.2 Computational Model

2.2.1 Processes

In this dissertation, we consider a system of n processes denoted by P = {p1,...,pn}icin)- We
assume that each process is sequential and thus executes each step of the protocol after the other.
We denote by correct processes that follow the prescribed protocol and denote by Byzantine or
corrupt processes that deviate from the protocol. We consider the classical Byzantine behaviour
model where corrupt processes can deviate from the protocol arbitrarily [22]. We denote by

PCr the set of correct processes and by PP¥# the set of Byzantine processes.

2.2.2 Adversary

We consider the faulty processes to be under the full control of a static adversary [25, 32].
This adversary model implies that prior to the start of the protocol, the adversary can select
f processes to be completely corrupted. The adversary has access to the internal states of the
corrupt processes and can manipulate their behaviours arbitrarily throughout the execution
of the protocol. However, we assume that the adversary is polynomially bounded and that it

cannot break the security of cryptographic schemes.

2.2.3 Network

We assume a partially synchronous network [40]. In the partially synchronous model, the
network behaves asynchronously up to a global stabilization time (GST). The value of GST is
unknown. After GST, the network behaves synchronously, and all messages between correct
processes are delivered within a known bound A. We assume that the communication channels
are reliable and that every message sent by a correct process is eventually delivered. In addition,
we assume that channels are authenticated and that Byzantine processes cannot impersonate
correct processes or tamper with the messages sent by correct processes. Finally, each process

divides its execution into asynchronous rounds as defined in Dwork et al. [40].

2.2.4 Cryptography
Digital Signatures

A digital signature (DS) scheme [110] enables processes to sign their messages and allows other
processes to verify the authenticity of signed messages. A DS scheme consists of the following

algorithms.

o {ski}icpn), {Pki}icpn) < DS.Setup(n,1*). Given the number of processes n and a security
parameter A as inputs, this algorithm produces the set of public keys {pki}ie[n} and the

set of secret keys {sk;};c|, for the processes.

o o0 < DS.Sign(sk;,v). This algorithm takes the secret key sk; of a process p; and a value v

as inputs and outputs a signature o for the value v.
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o 0/1 < DS.Verify(pk;,o,v). This algorithm takes as inputs the public key pk; of a process
p;, a signature o, and a value v, and it outputs whether the signature was generated by

p;’s secret key for the value v.

Threshold Signatures

An (f,n) threshold signature (TS) scheme [111] enables a set of n processes to create signature
shares of a message. Then, f + 1 signature shares can be combined into a full signature for the

message. A TS scheme consists of the following algorithms.

o {tski}icin), {tPk;}icin), vk < TS.Setup(n, f, 1"). Given the number of processes n, the
threshold f, and a security parameter A as inputs, this algorithm produces a set of
threshold public keys {tpk;}icjn), a set of threshold secret keys {sk;};c[,), and a pub-

lic verification key vk.

o 7 < TS.SignShare(tsk;,v). This algorithm takes the threshold secret key tsk; of a process

p; and a value v as inputs and outputs a signature share « for the value v.

o 0/1 < TS.VerifyShare(tpk;, m,v). This algorithm takes the threshold public key tpk,; of
a process p;, a signature share 7, and a value v as inputs, and it outputs whether the

signature share was generated for v using p;’s threshold secret key tsk;.

o II « TS.Combine({tpk;},{m},v). This algorithm takes the threshold public keys of pro-
cesses, a set of valid signature shares for v of size f + 1, and the value v as inputs and

outputs a full signature for the value v.

e 0/1 < TS.Verify(vk,II,v). This algorithm takes the verification key vk, a full signature

II, and a value v as inputs and outputs whether the full signature is valid for the value v.

Threshold Encryption

A (f,n) threshold encryption (TE) scheme [112] enables a set of n processes to encrypt a message
and then generate decryption shares for the encrypted message. The encrypted message requires

f + 1 decryption shares to be decrypted. A TE scheme consists of the following algorithms.

o {tski}icin), {tki}icn), Pk < TE.Setup(n, f, 1"). On input the number of processes n, the
threshold f, and the security parameter A, this algorithm generates the set of private-key
shares {tsk;}ic[n], the set of verification key-shares {tvk;};c|,), and the encryption key pk.

o ¢ < TE.Encrypt(pk,v). This algorithm takes as inputs the encryption key pk and a value

v and outputs a cipher ¢ consisting of the encrypted value of v.

o p < TE.DecryptShare(pk, tsk;,c). This algorithm takes as inputs the public key pk, the
private-key share tsk; of p;, and a cipher ¢, and outputs a decryption share p for the cipher

C.



2.2 Computational Model 15

o 0/1 < TE.VerifyShare(pk, tvk;, c, p). This algorithm takes as inputs the public key pk, the
verification key-share tvk; of p;, a cipher ¢, and a decryption share p, and outputs 1 if p

is a valid decryption share of the ciphertext ¢ by tsk; and 0 otherwise.

o v < TE.Decrypt(pk,c,{p}). This algorithm takes as inputs the public key pk, a cipher ¢,
and a set of decryption shares {p} for ¢, and outputs a value v consisting of the decryption

of the cipher c.

2.2.5 State Machine Replication

For each process p; € P, let Log; denote the local output of the SMR protocol at p;, i.e., the

set of committed transactions.
Definition 2.1. A protocol implementing an SMR ensures the following properties.

o Safety. For any two correct processes p; and pj, either Log; is a prefiz of Log;, or Log,

is a prefiz of Log;.

Vpi,p; € P,k = min(|Log,|, |Log,]), Log;[1..k] = Log;[1..k]

e Liveness. Eventually, the protocol outputs transactions.

It follows from this definition that if an algorithm implements an SMR protocol, then when
a transaction t is added to the Log; of process p;, it is also eventually added to the Logs of all

correct processes. Thus, in this dissertation, we denote by ¢ € Log to say that ¢ is committed.

t € Log & O(Vp; € PY" t € Log;)

In contrast with relative ordering algorithms that rely on the ordered sequences of trans-
actions observed by processes to deduce dependencies between transactions, absolute ordering
algorithms assign a unique ordering indicator to each transaction that is output. Transactions
that are output are then ordered using their respective ordering indicators. In this dissertation,

all the ordering indicators used are in N.

Definition 2.2 (Partial Order). A transaction ti output with an ordering indicator si is exe-
cuted before a transaction to with an ordering indicator so if s1 < so. We say that ty is ordered

before to and write t1 < ts.

2.2.6 Ordering Linearizability
Ordering Indicators

The goal of ordering linearizability is to order transactions based on the order perceived by
correct processes. To this end, whenever a correct process p; receives a transaction ¢, it assigns
an ordering indicator s to t using the function Rank. In this dissertation, the assigned ordering
indicator s can be either a timestamp or a sequence number. Let 7 denote the set of all possible

transactions. The local function Rank; assigning ordering indicators for process p; is defined as:
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Rank;: T — N,
t — s = Rank;(t).

Let also MaxRank (resp. MinRank) denote the function returning the highest (resp. lowest)

ordering indicator assigned to a transaction t by any correct process.

MaxRank(t) = ma Rank;(t)),
(t)=, max (Ranki(1)

MinRank(t) = y min (Rank;(t)).
pleP orr

In this dissertation, we rely on two different implementations of the Rank function.

e Rank = SeqNum: each process uses a sequence number that it increments after assigning
an ordering indicator to a transaction. The Rank function returns strictly monotonically

increasing sequence numbers in N.

e Rank = Clock: each process uses a real-time clock that returns strictly monotonically
increasing timestamps in N. The timestamp returned corresponds to the value read on
the local clock.

Chapter 3, Chapter 4, and Chapter 6 use Rank = Clock, whereas Chapter 5 and Chapter 7
use Rank = SeqNum.

Ordering Linearizability

First introduced in [13], ordering linearizability is a correctness condition that extends the
SMR specification by adding constraints to the ordering of the transactions output by an SMR.
Ordering linearizability requires that if the highest ordering indicator assigned by a correct
process to a transaction t; is lower than the lowest ordering indicator assigned by a correct
process to a transaction to, and that both ¢; and to are committed, then ¢; is executed before
to.

Definition 2.3 (Ordering Linearizability). The output of an SMR satisfies ordering lineariz-
ability if and only if

V(tl,tQ) S T, MaxRank(tl) < MinRank(tg) A (tl,tg) € Log = 11 < ta.

Thus, ordering linearizability is a new safety property that applies to the output of an SMR.
Ordering linearizability can be implemented by assigning to a transaction ¢ an ordering indicator
that is the median value of a set of 2 f + 1 ordering indicators assigned to ¢ by distinct processes.
This ensures that the median value of this set is correctly bounded, i.e., it is upper bounded and

lower bounded by the values of ordering indicators assigned to ¢t by correct processes.

Definition 2.4 (Correctly Bounded). An ordering indicator s assigned to a transaction t is
correctly bounded if and only if it is upper bounded and lower bounded by the ordering indicators

asstgned to t by correct processes.

s correctly bounded < MinRank(t) < s < MaxRank(t).
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2.2.7 Notations

For an XY-Broadcast protocol, we say that a process p; XY-Broadcasts a value v when p;
submits v to the XY-Broadcast protocol, and say that p; XY-Delivers w when p; outputs a
value w from the XY-Protocol. We denote by Send(TAG, ), the operation of sending to a
process a message that consists of a tag TAG and a payload z. We denote by Broadcast(TAG, x)

the operation of sending the message (TAG, x) to all processes.

o II[id] represents an instance of the protocol IT with a session identifier id. II[id](z) denotes

invoking the instance II[id] with input x.
o Array slice: Alz..y] = {A[i] | z < i <y}, in ascending order.
o Tuple: we denote by (z,y, z) the 3-tuple consisting of the ordered elements z, y, and z.
o { denotes the bit length of a transaction.

o A denotes the cryptographic security parameter, which encompasses the size of a (thresh-

old) signature and the length of the hash value.

« Median(A): (f + 1)t value of the set A sorted in ascending order.

Regarding the notation Median, ordering linearizability uses the median value of a set S of
2f + 1 ordering indicators, i.e., the actual median value of S. This ensures that the median
value is correctly bounded. However, to achieve a correctly bounded value in Chapter 7, we use
the (f +1)™ value of a set of f+ 1 values. We thus use the Median function to keep a consistent

notation across chapters.
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Chapter 2: Background




Chapter 3
Fast Ordered Byzantine Consensus

The order of transactions in cryptocurrency can have significant financial implications. A user
who can reorder transactions can, for instance, exploit the information it has about an upcoming
transaction to make a profit. In decentralized exchanges, reordering attacks are exploited by
arbitrage bots [10] and cost users hundreds of millions of dollars [86]. Zhang et al. [13] proposed
ordering linearizability in the best paper of OSDI "20 to cope with this problem. They propose
an SMR protocol, called Pompe, that orders transactions before agreeing on them. One could
possibly build a blockchain upon this protocol by using financial transactions and adding some
validation phase to verify that each transaction is correctly signed and sufficiently funded.
Unfortunately, Pompe requires at least 11 message delays to commit each transaction. Thus,
this new blockchain would require at least twice as many message delays than recent blockchains
like the Red Belly Blockchain that can commit transactions in only 4 message delays [74].
What remains unclear is whether one can devise a blockchain protocol that ensures ordering
linearizability but requires fewer message delays to commit transactions.

The existing solution to ordering linearizability [13] is to first assign to a transaction a
correctly bounded ordering indicator, one that falls in the interval of timestamps proposed by
correct processes, and then to run a leader-based consensus protocol to decide upon this trans-
action and its associated ordering indicator. As the algorithm builds upon HotStuff [61] and
SBFT [60], the resulting algorithm adds up to their time complexity. Hence, ordering lineariz-
ability is offered in 11 message delays after global stabilization time (GST). In this chapter,
we present a fast algorithm for achieving ordering linearizability. To improve latency, we in-
troduce a variant of the Reliable Broadcast protocol [113] that piggybacks timestamps so that
transactions are delivered with a set of 2f + 1 signed timestamps. We then derive the DBFT
consensus algorithm from [33] and its underlying BV-Broadcast protocol [31] to validate the
timestamps associated with transactions. We also provide an experimental evaluation of the

proposed solution.

In summary, in this chapter, we present the following work:

1. We propose an Ordered Reliable Broadcast protocol where the broadcaster associates

a timestamp to its transactions, which it broadcasts along with the transaction. Even
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during an all-to-all execution of this ordered reliable broadcast, ordering linearizability
is ensured—the transactions will end up being ordered in the order observed by correct
processes. The key idea is simply to piggyback timing information in the messages of
the classical reliable broadcast [113], hence preserving the time and message complexities
of the original algorithm. This protocol is interesting in its own right to mitigate front-

running attacks in broadcast-based cryptocurrencies [43].

. We devise a fast ordered Byzantine consensus protocol that addresses the limitations of

the Ordered Reliable Broadcast protocol. This ordered consensus protocol consists of an
ordered reliable broadcast followed by a series of binary consensus instances to decide
whether we can order each transaction within a given time window. If the consensus
for transaction ¢ in the 7! time window returns 1, then 7 becomes the timestamp of
transaction t. By parallelising the steps of ordering and agreeing on a block, the fast
ordered Byzantine consensus protocol takes 6 message delays to terminate in normal

executions, almost twice faster than the original protocol [13].

. We build upon these protocols to implement a blockchain that ensures ordering lineariz-

ability. It builds upon our newly devised consensus algorithm and benefits from the recent
advances in blockchain [74] by committing more than one proposal per consensus instance
and by reducing the verification overhead. We deploy it in a worldwide environment
of forty machines where it can commit tens of thousands of ordered transactions per
second. Finally, we compare its performance to a recent scalable blockchain, Red Belly
Blockchain [74]. Although slower than Red Belly Blockchain, our blockchain demonstrates

that one can devise a practical blockchain that mitigates front-running attacks.

Chapter Outline. This chapter is organised as follows. We define the type of ordering

indicators used in this chapter in Section 3.1. The Ordered Reliable Broadcast protocol is

introduced in Section 3.2. The Ordered Consensus protocol is detailed in Section 3.3. In

Section 3.4, we apply these algorithms to a blockchain, and in Section 3.5, we evaluate this

blockchain. We summarise and conclude the chapter in Section 3.6.

3.1 Local Clocks and Timestamps

In this chapter, we assume that processes use the Clock implementation of the Rank function,

i.e., Rank = Clock (see Section 2.2.6). Each process p; has a local clock Clock; that is uses to

determine the timestamps that it assigns to transactions:

Clock : T — N,

t — s = Clock,(t).

3.2 Ordered Reliable Broadcast

In this section, we present the Ordered Reliable Broadcast protocol as a variant of reliable

broadcast [113]. An ordered reliable broadcast delivers each transaction with a set S of times-
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tamps. The median value of the set S is a timestamp that is correctly bounded. This ordered
reliable broadcast serves as a building block to our Ordered Consensus protocol (Section 3.3)

that is itself key to our blockchain implementation (Section 3.4).

3.2.1 Piggybacking Local Clock Values

Reliable broadcast [113] is a broadcast protocol that ensures that if a message is broadcast by a
correct process, it will eventually be delivered by all correct processes. To achieve an ordering
property on delivered transactions, our ordered reliable broadcast variant piggybacks a signed
timestamp on ECHO messages and a set of 2f + 1 signed timestamps on READY messages. As
a result, it does not introduce any message delays to the original reliable broadcast. Each
transaction that is reliably delivered comes with a set of 2f + 1 timestamps whose median value
can be used as a sequence number to locally sequence the transaction. The complete protocol
is detailed in Algorithm 3.1. The ordered reliable broadcast consists of the same three steps as

its classical counterpart:

1. INIT: process p; broadcasts its transaction ¢ to all the processes (line 2);

2. ECHO: every process that receives an INIT message with a transaction ¢ from a process p;

broadcasts an ECHO message containing ¢ and the signed value of its local clock (line 6);

3. READY: when a process p; receives n — f ECHO messages with the transaction t, it broad-
casts a READY message with ¢ and the set S of 2f 4 1 signed timestamps received in ECHO
messages (line 9); if a process receives f + 1 READY messages, it can directly broadcast
a READY message with a set S containing the 2f + 1 lowest timestamps received in the
f + 1 READY messages (line 13);

Whenever a process receives n — f READY messages with the transaction ¢, it delivers ¢ and a
set containing the 2f + 1 lowest timestamps that it has received in the previous steps (line 17).
3.2.2 Correctness of the Ordered Reliable Broadcast

In this section, we show that the Ordered Reliable Broadcast protocol preserves the properties

of the reliable broadcast and satisfies ordering linearizability.

Theorem 3.1 (Reliable Broadcast). The ordered reliable broadcast (cf. Algorithm 3.1) pre-

serves the properties of the reliable broadcast protocol, that is:

e if a correct process broadcasts a transaction t, then t is eventually delivered to all correct

processes;

e if a faulty process broadcasts a tramsaction t, then either t is eventually delivered to all

correct processes or t is never delivered to any correct process.

Proof. If a process, correct or Byzantine, broadcasts a transaction ¢, our variant only piggybacks

a signed timestamp on ECHO messages and a set of signed timestamps on READY messages. The
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Algorithm 3.1 Ordered Reliable Broadcast

1: function OR-Broadcast(t) > ordered variant of reliable broadcast at p;
2: Broadcast(INIT, t) > broadcast transaction t
3: upon receiving a message (INIT,t) from p; do

4: s < Clock;(t) D> assign timestamp to t
5 o < DS.Sign(ski, s) D> sign timestamp
6 Broadcast(ECHO, (¢, s, 0,1)) > echo t and assigned timestamp

7: upon receiving n — f (ECHO, (t, s, 0, j)) messages and not having sent READY do

8: S <+ U2f+1((87 o)) > build set of timestamps
9: Broadcast(READY, (t, .S, 1))

10: upon receiving f + 1 (READY, (¢, S, j)) messages and did not send READY do

11: Satt < Uvsw(s,o)es((s;0)) > set of all received timestamps
12: S« San[l..2f + 1] > lowest 2f + 1 timestamps
13: Broadcast(READY, (¢, S, 1))

14: upon receiving n — f (READY, (t, S, j)) messages and not delivered from p; do

15: Satt < Uvsw(s,o)es((s;0)) > set of all received timestamps
16: S« Sau[l..2f + 1] > lowest 2f + 1 timestamps
17: Deliver(t, S) >> deliver t and set S of timestamps

set of 2f + 1 timestamps can always be built because a READY message is only broadcast by
correct processes after either receiving n— f > 2f+1 ECHO messages, where each ECHO message
contains a signed timestamp, or receiving f + 1 READY messages, where each READY message
contains a set of 2f + 1 signed timestamps. These added metadata are delivered alongside ¢

and never prevent the delivery of ¢. O

Theorem 3.2 (Ordering Linearizability). The ordered reliable broadcast (cf. Algorithm 3.1)

satisfies ordering linearizability. Formally,
Vp; € PCOTT,th,tQ € Log,, MaxRank(tl) < MinRank(tg) =11 < to.

Proof. Transactions delivered by the ordered reliable broadcast are ordered using the median
value of the set of 2f 4+ 1 timestamps delivered with each transaction. Because the median
timestamp is greater than or equal to f values, it is at least equal to a timestamp perceived by
a correct process. In the same way, because it is upper bounded by at least f values, it is also less
than or equal to a timestamp perceived by a correct process. The median timestamp computed
for each transaction t is thus upper-bounded and lower-bounded by the timestamps perceived
by correct processes. As a result, if all the timestamps perceived by correct processes for a
transaction t; are lower than any timestamp perceived by correct processes for a transaction
to, then for all correct processes, the median timestamp computed for ¢; will be lower than the

median timestamp of to, and thus ¢; < to. ]

It is interesting to note that there is no guarantee that the median timestamp associated

with a transaction will be identical across different processes. This is due to Byzantine processes
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Figure 3.1: Transaction ¢; will be sequenced with the ordering indicator 7, while transaction
to will likely be sequenced with the ordering indicator 7 + 1. Because some correct processes
may observe transaction t3 in 7 + 1 while others in 7 + 2, the ordering indicators computed by

correct processes may vary for ¢s.

sending different timestamps to different processes instead of broadcasting the same timestamp.
This different distribution results in correct processes selecting a different value as the median
of their distribution. In the following, we show how to cope with this problem by solving the

ordered Byzantine consensus problem.

3.3 Fast Ordered Byzantine Consensus

3.3.1 Logical Time

Each transaction that is delivered by the ordered reliable broadcast comes with (i) a reference
timestamp 0 provided as metadata of the transaction by the proposer, and (ii) a set S of 2f +1
signed timestamps gathered during the ordered reliable broadcast. Due to the fact that correct
processes may not have gathered the same timestamps, or because of the effect of Byzantine
processes, the set S and thus its median value are not equal at each process. In order to
obtain a total order on all transactions [114] and implement an SMR, processes need to reach
an agreement on a unique ordering indicator to adopt for each transaction. To simplify the
agreement process, we introduce an ordering clock with a coarser grain than the process clock.
Instead of agreeing on a timestamp coming from a process clock, processes will agree on an
ordering indicator coming from the ordering clock. The idea is to decide as ordering indicator

a value of the ordering clock that results from a timestamp that is correctly bounded.

Ordering clock

Let x > 0 be a global constant. Each unit of the ordering clock lasts x units of the process
clock. Each timestamp s coming from a process clock can be mapped to an ordering indicator
Order(s) = 7 on the ordering clock, with 7y < s < (7 4+ 1)x. x is the granularity with which
transactions are ordered by each process. Figure 3.1 shows examples of how processes may

adopt a value on the ordering clock.
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Correctly bounded ordering indicators

By extension to Definition 2.4, we say that an ordering indicator 7 associated to a transaction ¢

is correctly bounded if it results from a timestamp s associated with ¢ that is correctly bounded:

T is correctly bounded < s | (s is correctly bounded A Order(s) = 7).

3.3.2 Order Agreement

The goal of the agreement procedure is to decide an ordering indicator 74 on the ordering clock

for a transaction ¢. This is achieved in three steps:

1. First, each process computes the ordering indicator 7 associated to the reference times-
tamp 6 provided by the proposer using 7 = Order(f). Because of the properties of the
reliable broadcast, the reference timestamp is identical at each correct process because it

is part of the transaction.

2. Then, each process adopts an ordering indicator estimate e based on the set of timestamps
delivered by the ordered reliable broadcast. This estimate is the ordering indicator of the
median value § of the set of 2f 4+ 1 timestamps delivered during the ordered reliable

broadcast, i.e., e = Order(3).

3. Finally, processes start a procedure where they share their estimates and agree on a unique

ordering indicator that is correctly bounded.

In order to agree on a unique ordering indicator for a transaction, processes use the ordering
indicator 7 of the reference timestamp of the transaction as a reference point and try to agree
on an ordering indicator 7, = 7 + k. The order agreement protocol can thus be reduced to
deciding a value k£ to be added to the reference point 7. To achieve this, processes execute
successive rounds of binary consensus on the current round value, starting with the round £ = 0
(i.e., w = 7+ 0) and increasing the round number by one if the consensus outputs 0. If the
consensus instance associated with round k outputs 1, then the ordering indicator 7, = 7 + k is
adopted for the transaction. The reason for this approach is that after GST, and provided that
the value of x is greater than A, a transaction is received by correct processes within a delay
X. As a result, a transaction is broadcast and received either during the same unit of ordering
time (i.e., at 7+ 0) or during the next one (i.e., at 7+ 1), and the ordering indicator is decided
during one of the first two instances of binary consensus (i.e., kK = 0 or k = 1). Otherwise,
processes may require several successive instances of consensus to decide the ordering indicator.
To reduce the number of message delays in synchronous cases, we execute the first two rounds
concurrently.

The algorithm for deciding the value of k is presented in Algorithm 3.2. First, each process
adopts as its local estimate the ordering indicator of the median value of the set S of timestamps
delivered by the ordered reliable broadcast (line 20). Before trying all possible values of k,
processes first try to decide the values 0 and 1 concurrently within a fast path (line 21). Then,

during each iteration of the loop, a process starts by checking if the current round number can
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Algorithm 3.2 Order Agreement
18: function OrderedAgreement(t, S)

19: 0 + t.timestamp > reference timestamp of the proposal
20: e < Order(Median(95)) >> local estimate of ordering indicator
21: Execute concurrently

29: e OrderPropose(0,e = Order(0),0,.S) — zeroDecided
23: o OrderPropose(1,e = Order(#) + 1,0,S) — oneDecided
24: if zeroDecided = 1 then

25: return 0 >> decide 0 as ordering indicator
26: else if oneDecided = 1 then

27: return 1 > decide 1 as ordering indicator
28: 74— 2 > start with round 2
29: loop

30: if e = Order(0) + r then

31 vote < 1 > vote 1 if p;’s estimate is r
32: else

33: vote <— 0

34: OrderPropose(r, vote, 8, S) — rDecided > consensus to adopt r as ordering indicator
35: if rDecided = 1 then

36: return r > ordering indicator r decided
37: OrderBacktrack(r, 6, S) — backtrackOrder > try a lower ordering indicator
38: if backtrackOrder #1 then

39: return backtrackOrder > backtrack decided
40: r—r+1 > increment the round number
41: end loop

be adopted (line 30), i.e., if the current round number r would result in an ordering indicator
747 that is correctly bounded. If that is the case, the process votes 1 to the consensus instance
associated with the current round number (line 34).

If the order agreement outputs 1, then the current round number is decided, and 7= = 7+ 7;
otherwise, a backtracking step is performed (line 37). Backtracking (see Section 3.3.5) enables
processes to adopt an ordering indicator broadcast by a rotating coordinator. The backtracking
mechanism has been introduced because a network adversary could prevent correct processes
from reaching an agreement until the round number goes beyond a value that would result in

an ordering indicator that is correctly bounded.

3.3.3 Binary Consensus on Orders

The OrderPropose algorithm for binary consensus on each round number is detailed in Algo-
rithm 3.3 and is a slight variation of the DBFT algorithm [33]. The method OrderPropose takes

four arguments:
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Algorithm 3.3 Binary Consensus on Order

42: function OrderPropose(k, val, 8, 5) > binary consensus at p; with val € {0, 1}
43: loop > loop that starts with round r =1
44: OV-Broadcast(wval, 0, k,S) — cvals > order value broadcast
45: StartTimer(r) > timeout increases with rounds
46: if ¢ = r mod n then > coordinator rebroadcasts
AT: wait until (cvals = {w}) > cvals stores delivered values
48: Broadcast(COORD, r, w) — ¢ > coordinator broadcasts
49: wait until (cvals # () A timer expired) > wait enough time
50: if ¢ € cvals then e + {c} else e « cvals D> prioritise coord value
51: Broadcast(AUX, r, e) — bvals >> broadcast these values
52: wait until 3b C bvals where the two following conditions hold:

53: * b contains contents received from at least n — f distinct processes

54: e Yv €b,v € cvals > every value in b is in cvals
55: if b ={v} then > if there is only one value in b
56: val v > adopt this singleton value
57: if v = (r mod 2) and not decided yet then Decide(v) > decide
58: else val < (r mod 2) > otherwise, adopt the current parity bit
59: if decided in round r — 2 then Exit() > help others in two last rounds
60: rr+1 > increment the round number
61: end loop

e k: the value of the round that is being decided; this value is used by the underlying
OV-Broadcast protocol;

e wval: the value input by the process to the binary consensus, a process will input 1 to
a consensus instance if its local estimate corresponds to the current round number, 0

otherwise;

e 0: the value of the transaction’s reference timestamp; this value is used by the underlying

OV-Broadcast protocol;

e S: a set of timestamps to support a value val = 1; it is used as a proof in OV-Broadcast
so that other correct processes rebroadcast 1 if the median value of the set S is correctly
bounded.

This protocol allows correct processes to decide on an ordering indicator that is correctly
bounded. The DBFT protocol relies on the BV-Broadcast protocol [31] for the reliable broadcast
of binary values. We modified the BV-Broadcast protocol to obtain the OV-Broadcast protocol
(detailed in Section 3.3.4).
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Algorithm 3.4 Order Value Broadcast
62: function OV-Broadcast(k,v,0,.5) > order value broadcast at p;

63: Broadcast(EST, k, v, 6, S) > broadcast v, reference timestamp 0, round k, and S
64: upon receiving a message (EST, k,1,6,.5) from p; do

65: if Order(Median(S)) = Order(#) + k then > check if correctly bounded
66: Broadcast(EST, k, 1,0, .5) > rebroadcast 1 if not already done
67: upon receiving f + 1 messages (EST, k,v,-) do

68: Broadcast(EST, k, v, -) > rebroadcast v if not already done

69: upon receiving n — f (EST, k,v,-) and v not delivered do
70: OV-Deliver(v)

3.3.4 Order Value Broadcast

The OV-Broadcast protocol enables broadcasting binary values associated with an ordering
indicator. In the initial BV-Broadcast protocol, a value is rebroadcast by a correct process if
it has been received from at least f + 1 processes, i.e., from at least one correct process. This
ensures that if a value is delivered by the protocol, then it has been broadcast by at least one
correct process. Our OV-Broadcast variant adds another scenario where a correct process can
rebroadcast the value 1. A correct process rebroadcasts the binary value 1 when it receives it
during round k from at least one process, and the ordering indicator resulting from the selection
of round k is correctly bounded (line 65). The goal of the OV-Broadcast protocol is to enable
the broadcast of a value while guaranteeing non-intrusion [115]. Non-intrusion means that the
protocol filters out the values coming exclusively from Byzantine processes. In our case, it
means preventing the broadcast of a value that is not correctly bounded by relying on a set of
2f + 1 signed timestamps. The OV-Broadcast protocol is presented in Algorithm 3.4. It enables
a correct process to broadcast the value 1 associated with an ordering indicator that is correctly
bounded. At line 66, a process rebroadcasts the value 1 for a round k if it is justified by a
set S of signed timestamps, and if deciding 1 for round k would result in a correctly bounded

ordering indicator.

3.3.5 Backtracking

During the backtracking step, any ordering indicator that would result in an ordering indicator
less than the current round can be decided, assuming that a proof is provided by the coordinator.
The backtracking mechanism is presented in Algorithm 3.5. If the ordering indicator of the
current round is not decided, the backtracking step occurs (line 37), and a rotating coordinator
is allowed to propose a set of timestamps that would result in the adoption of a correctly
bounded ordering indicator. The reliable broadcast [113] (line 75) ensures that the same set
of timestamps is delivered to all correct processes. Processes then perform a round of binary
consensus [33] to decide whether to adopt the ordering indicator received from the coordinator.
Each process verifies the set of timestamps received from the coordinator (line 78) and votes 1

to the binary consensus if the verifications pass, 0 otherwise.
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Algorithm 3.5 Order Backtrack

71: function OrderBacktrack(r, 8, S) > backtrack consensus at p;
72: if i = (r mod n) then D> p; is coordinator
73: if Order(Median(S)) — Order(f) < r then > check value from coordinator
74: k <— Order(Median(S)) — Order(0) > compute k
75: ReliableBroadcast((k, S)) — cvals > broadcast k and proof
76: StartTimer(r) I> increase timer with round number

7 wait until (cvals # () V timer expired)
78: if (3(k,S) € cvals) A (k < r) A (Order(Median(S)) = Order(0) + k) then

79: BinPropose(1) — backtrackDecided > input 1 to binary consensus
80: else

81: BinPropose(0) — backtrackDecided > input 0 to binary consensus
82: if backtrackDecided then

83: return k > coordinator order was decided
84: else

85: return |

3.3.6 Correctness of the Fast Ordered Byzantine Consensus

The fast ordered Byzantine consensus enables correct processes to decide a unique ordering

indicator that is correctly bounded for each transaction.

Theorem 3.3 (Order Value Broadcast). The order value broadcast (cf. Algorithm 3.4) provides

the same properties as the binary value broadcast.
e Termination. Invocation by a correct process terminates.

o Justification. If a value v is delivered at a correct process, then either it has been

broadcast by a correct process, or the resulting ordering indicator is correctly bounded.

e Uniformity. If a value is delivered at a correct process, then it is eventually delivered at

all correct processes.
e Obligation. FEventually, all the sets cvals of all correct processes become not empty.

Proof. The proof is the same as the proof for the BV-Broadcast algorithm [31], except for
Justification, where the definition of validity has been extended.

Termination. When a process OV-Broadcasts its input value, it eventually finishes sending
a message to each process.

Justification. If a value is broadcast only by Byzantine processes, then correct processes
will not rebroadcast this value because they receive it at most f times, with f < %, and
the condition on line 67 is never satisfied. Because Byzantine processes are computationally
bounded, they cannot forge signed timestamps and build a set of 2f + 1 values that justifies

an ordering indicator that is not correctly bounded. As a consequence, the predicate on line 65
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cannot be satisfied. Because the n — f correct processes only rebroadcast values that either
result in ordering indicators that are correctly bounded or have been received from at least
f + 1 processes, other values are never delivered in the set cvals of correct processes.

Uniformity. If a process adds a value v to its set cvals, then it received it from 2f + 1
processes, out of which at least f + 1 are correct. These f + 1 correct processes broadcast v
to all processes, and as a result, all correct processes will receive at least f 4+ 1 messages and
rebroadcast v. Eventually, all correct processes will have broadcast v, and all correct processes
will receive at least n — f > 2f 4 1 messages with v and deliver v.

Obligation. Every time OV-Broadcast is called, for each consensus instance on orders, it is
called by every correct process. Because there are at least n — f > 2f 4 1 correct processes, and
that 2f +1 = (f + 1) + f, at least one of the binary values will be broadcast by at least f + 1

correct processes and thus be rebroadcast and eventually delivered by all correct processes. [

Theorem 3.4 (Binary Consensus). The OrderPropose algorithm (cf. Algorithm 3.3) ensures

validity, agreement, and termination.

Proof. Our variant of the DBFT algorithm [33] relies on a modification of the OV-Broadcast
algorithm so that the validity property now encloses values broadcast by correct processes and
values that result in ordering indicators that are correctly bounded. As a direct consequence,
because we do not modify the consensus algorithm, and because of Theorem 3.3, the validity,

agreement, and termination properties of binary consensus are preserved. O

Theorem 3.5 (Order Agreement). The OrderedAgreement algorithm (cf. Algorithm 3.2) en-

sures that all correct processes agree on the same ordering indicator for each transaction.

Proof. When a transaction t is delivered by the ordered reliable broadcast, each correct process
starts an instance of OrderedAgreement to decide an ordering indicator for ¢. We prove that
at every correct process, this operation terminates (termination), that the ordering indicator
agreed upon is the same at each correct process (agreement) and that it is correctly bounded
(validity).

Validity. The validity property comes directly from the validity properties of the abstractions
used.

Agreement. Whenever a process stops the OrderedAgreement procedure because it has decided,
it is either after an outcome of 1 in one of the consensus instances of lines 22, 23, or 34, or after
a backtracking decision from line 37. Because of the agreement property of the OrderPropose
algorithm and the fact that correct processes wait for the result of an agreement protocol before
moving on to the next step, when a value 1 is decided, all correct processes will exit at the
same round and thus decide the same round value either in line 25, 27, or 36. If the value
is decided during a backtrack, then during the backtrack, the value 1 was proposed to the
binary consensus (line 79) by at least f + 1 processes, and thus by at least one correct process.
This correct process has received the set of timestamps broadcast by the coordinator via a
reliable broadcast, and therefore, the same set of timestamps is eventually delivered to all the
correct processes. Because of the agreement property of the binary consensus used during the

backtracking step, all correct processes either decide 0 and return | or decide 1 associated with
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the unique ordering indicator resulting from the delivered set of timestamps.

Termination. During the ordered reliable broadcast, a correct process delivers a transaction
after receiving n— f READY messages, and each message contains a set of timestamps. A process
delivers with a transaction the 2f + 1 lowest timestamps received in the READY messages. At
each correct process, the median value of this set of timestamps is used as the initial estimate
of the ordering indicator of the transaction.

Let K, be the set of estimates adopted by the correct processes for a transaction ¢, and
let kpyin = v%leill}t(k) and ke = vIl?ealé(k)' Suppose the network behaves synchronously during
any of the rounds kpin to kpaz. Without loss of generality, suppose that the round kg, € K;
behaves synchronously and that the value k,,, was adopted by some process psy,. During round
Esyn, process psyn inputs 1 to the OrderPropose protocol at line 34, and thus inputs the value
1 and its set of timestamps to the OV-Broadcast protocol at line 44. Due to the synchronous
behaviour of the round and to the validity property of OV-Broadcast, the input from psy, is
delivered to correct processes in a timely manner, and all correct processes have at least the
value 1 in their sets cvals and bvals. As a result, all correct processes adopt 1 as their estimates,
either because they only have the value 1 in bvals, or because they adopt the parity of the
round, and thus the value kg, is decided, terminating the consensus.

On the other hand, if no round corresponding to a value in K; behaves synchronously
between k., and kp,q:, we need to prove that the backtracking algorithm eventually terminates
because the round number cannot be decided anymore, as it would result in an ordering indicator
that would not be correctly bounded. During the backtracking step, first, a coordinator submits
its set of timestamps to a reliable broadcast, then each process waits (line 77) until either a value
from the coordinator has been received or the timeout has expired. If a valid set of timestamps
is received, a process proposes 1 to the backtracking consensus associated with the delivered
values, whereas if an invalid set or no set has been received, the timeout will expire, and the
process proposes 0. Because the timeout for receiving the set from the coordinator increases with
each round, there is a round kg, after which the network starts behaving synchronously. From
there on, and because the coordinator changes at each round, a correct process will eventually
be selected as coordinator and have its set of timestamps delivered in time to correct processes,
who in turn can decide the associated ordering indicator.

O

Theorem 3.6 (Ordering Linearizability). The ordered Byzantine consensus (cf. Algorithm 3.2)
ensures ordering linearizability with respect to the ordering clock. Let Sy (resp. Sa) denote the

set of timestamps assigned by correct processes to transaction ty (resp. ta). Then,
Vs1 € S1, 82 € So,0rder(s1) < Order(sg) = t; < to.

Proof. Assume that S7 and Sy are the sets of timestamps assigned by correct processes to two
transactions ¢; and ts, respectively. We denote by MaxOrder(t;) = Inax (Order(s)) the highest
sEO1
ordering indicator of ¢; that is correctly bounded, and by MinOrder(t3) = vmifql (Order(s)) the
S€EO2

lowest ordering indicator for ¢5 that is correctly bounded. From the hypothesis, we have

Vs1 € S1, 82 € Sg, Order(s;) < Order(s2) = MaxOrder(t1) < MinOrder(t2).
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Let o1 be the ordering indicator decided for transaction t1, and 02 the ordering indicator
decided for to. Due to the validity property of the ordered Byzantine consensus, both o0; and

09 are correctly bounded. Therefore, we have
01 < MaxOrder(t1) A 02 > MinOrder(t2) = 01 < 03.

Using the agreement property of the ordered Byzantine consensus, we can conclude that
t1 < ta.
O

3.3.7 Time Complexity

In this section, we analyze how the value of y impacts the order agreement algorithm by studying
the ratio a = (A+9)/x, where ¢ is the maximum offset between the values of two clocks. When
a < 1, all correct processes receive transactions within a delay x, and adopt as estimates
either e = 0, if the transaction was broadcast and received inside the same unit of the ordering
clock, or e = 1, when the transaction was broadcast towards the end of a unit and received
by processes during the next unit. In these conditions, when the network is synchronous, the
ordering indicator is decided in the concurrent executions of the order agreement for the values
r =0 and r = 1. This results in the ordering indicator of the transaction being decided after
6 message delays: 3 message delays for the three steps of the ordered reliable broadcast and
3 message delays for the binary consensus. Nevertheless, a value of x that is large will result
in lesser precision in the ordering, as succeeding transactions risk having the same ordering
indicator.

Inversely, if & > 1, the ordering becomes more precise, but each transaction may be received
by processes on potentially different values of the ordering clock, and each process may adopt a
different ordering indicator estimate. In this case, the number of consensus instances on ordering
indicators is proportional to a. During each round of the order agreement algorithm, processes
first try to decide the current round number and then try backtracking. While executing these
two steps, any ordering indicator that is correctly bounded can be decided. This can happen
either during the consensus phase when adopting the round number, provided that a process
broadcasts a set of timestamps satisfying the round number, or during the backtracking step,

if the set of timestamps from the coordinator is broadcast in a timely manner.

3.4 Application to Blockchains

In this section, we apply the fast ordered Byzantine consensus protocol of Section 3.3 to the
context of blockchains. To this end, we consider the open model [32] where permissionless
processes called clients can issue transactions, but only n permissioned processes called replicas
can participate in the consensus protocol to order these transactions. More precisely, as in
recent open blockchains [74], clients submit their transactions to replicas until they receive
acknowledgements from f + 1 distinct replicas that their transactions are valid, where f < n/3

replicas can be Byzantine. This ensures that at least one correct replica stores every valid
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transaction in its memory pool (or mempool). Each correct replica batches transactions from
its mempool into a block proposal and proposes it in the next consensus instance. Other replicas
participate in the next consensus instance by receiving proposals or proposing themselves. Once
a consensus on a set of proposed transactions is reached, this set is recorded to reliable storage

and executed at each correct replica.

3.4.1 Block Agreement and Reconciliation

The block-building process is described in Algorithm 3.6 and borrows the superblock opti-
misation introduced in [33]. The superblock optimisation aims to improve throughput and
scalability. To this end, it leverages set Byzantine consensus whereby processes decide a set of
values. Hence, each decided block combines proposals from a set of processes.

A process starts by broadcasting its proposal to other processes (line 87) and then takes part
in the consensus instances for all the proposals that it has received. The first consensus (line 91)
is a Byzantine binary consensus that decides if the proposal is included in the block, and the
second consensus (line 92) is an ordered agreement that determines the ordering indicator to
adopt for the proposal. Once the decided block contains at least n — f proposals (line 89),
processes propose 0 to binary consensus instances associated with the proposals that have not
been delivered (line 94). After all the binary consensus instances have terminated, a process
waits until it has received all the decided proposals and all the ordering indicators associated
with these proposals have been decided (line 95) and proceeds with reconciliation.

More precisely, a replica broadcasts a proposed batch of transactions as soon as the first
of these two predicates holds: either its mempool contains a threshold (1000 by default) of
transactions or a certain amount of time has elapsed since its last proposal. The difference
between our implementation and previous open blockchains that combine reliable broadcast
with binary consensus [32, 74] lies in two things. First, the replica broadcasts a batch using
our ordered reliable broadcast (Section 3.2) instead of the classical reliable broadcast. Sec-
ond, whenever a replica receives a proposal from the ordered reliable broadcast, it starts two
concurrent consensus instances instead of a single consensus instance. These two concurrent
consensus instances help decide (i) whether the proposal will be included in the next block and
(74) its ordering indicator. Following the superblock optimization [74], once the proposal of each
replica is decided, replicas execute a reconciliation process where block proposals are combined
into a superblock. During this reconciliation, all the non-conflicting transactions output by the
superblock are executed according to their ordering indicators or according to a lexicographical

order in case of a tie. The reconciliation process is presented in Algorithm 3.7.

Properties

Similar to previous work [74], our blockchain implements the set Byzantine consensus problem
(cf. Theorem 3.7), a variant of the original Byzantine consensus problem that offers high
performance at a large scale. To this end, it ensures that each decided block is made of a union

of valid proposals.
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Algorithm 3.6 Bloc Agreement

86: function BatchPropose(v) > set Byzantine consensus at p; with v a batch of txs

87: OR-Broadcast(v) — props
88: StartTimer(age of oldest tx in mempool) > give time to slow ones
89: while [{k : bitmask[k] = 1}| < n — f or timer did not expire do

90: for all k£ such that props[k] has been delivered > for all delivered
91: bitmask[k] < BinPropose; (1) > propose 1 to k' binary consensus
92: order[k] <— OrderedAgreement,, (props|k|) > propose S to k" order agreement
93: for all k such that props[k]| has not been delivered > for undelivered
94: bitmask[k] <— BinPropose;,(0) > propose 0 to k' binary consensus

95: wait until bitmask is full and V¢, bitmask[¢] = 1 : props[l] # O A order[l] #L

96: Reconciliate(bitmask & props, bitmask & order) > combine into a superblock

Algorithm 3.7 Reconciliation

97: function Reconciliate(props, order) > combine proposals, initially superblock = ()
98: props <— Sort(props, order) D> sort proposals according to their decided timestamps
99: fori=0..(n—1) do

100: for tz € props[(i)] do

101: for ctx € superblock do > for all committed transactions
102: if —Conflict(tz, ctz) then superblock < superblock U {tz}

103: Decide(superblock) > decide superblock of non-conflicting transactions

Theorem 3.7 (Set Byzantine Consensus). If all correct replicas propose a set of transactions,

each of the following properties holds.
e Termination. A correct replica eventually decides.
o Agreement. If two correct replicas decide block b and block b, then b =b'.

e Validity. The decided block contains only valid and non-conflicting transactions, and the

decided set of transactions is a subset of the union of the proposed sets.

e Non-triviality. If all replicas are correct and they all propose the same set of transac-

tions, then the decided block contains exactly this set of transactions.

Proof. We prove each property separately.

Termination. Termination follows directly from the termination properties of the Byzantine
binary consensus and ordered agreement protocols.

Agreement. Because both consensus on block inclusion and orders ensure agreement, all cor-
rect processes decide the same set of proposals and associated ordering indicators. As a result,
they obtain the same set of transactions in the same order during reconciliation.

Validity. Validity is guaranteed by the validity properties of the underlying consensus ab-

stractions and the fact that each correct process deterministically verifies if a transaction is in
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conflict before adding it at line 102.
Non-triviality. The decided set results from the union of n — f proposals. If all processes

are correct and propose the same proposal, then this proposal is necessarily contained in the
decided set. O

Fach decided block is appended to the existing chain of previously decided blocks, thus

resulting in a distributed ledger of totally ordered transactions.

3.5 Experimental Evaluation

In this section, we present our experimental results. We use the ordered consensus algorithm to
sequence the proposals in each block of our blockchain, and evaluate its scalability by measuring
the throughput and the latency when increasing the number of processes. These experiments
are conducted first within a single datacenter and then on different continents in 5 AWS regions
(Frankfurt, Ireland, Ohio, North California and Oregon). We then compare our results to the
Red Belly Blockchain, which does not satisfy ordering linearizability. Note that we do not
compare our results with Pompe because the Pompe experiments reach consensus on the hash
values of transactions, and the transmission of payloads is done outside the protocol. In our
case, clients submit real transactions whose validity is verified by replicas. Each process (acting
both as a client and a replica) is a ¢4.4zlarge EC2 virtual machine (16 vCPUS, 30 GB of RAM),
and each proposal contains 1000 transactions.

Measuring x

The fast path of the algorithm requires that the decided ordering indicator for each proposal
is either 0 or 1. We measure the latency and throughput of the blockchain with 40 processes
using various values of x. Figure 3.2 shows the results when all 40 processes are located in the
same datacenter. In Figure 3.3, the 40 processes are equally distributed across 5 datacenters in
distinct regions.

When the value of x is less than the message propagation time A, the agreement on the
ordering indicator of a transaction requires successive instances of binary consensus that decrease

the performance of the system. By contrast, when y is greater than A, all proposals are decided
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with an ordering indicator of 0 or 1, and performance stabilises. We measure a value of 350
milliseconds inside the same datacenter, and a value of 450 milliseconds when communications
occur between datacenters. We observe a higher x in the multiple datacenters setup due to

higher latencies between distinct regions.

Scalability

We increase the number of processes and measure the throughput and the latency of the
blockchain. Throughput is the number of committed transactions per second, whereas latency
is the average time required to commit a proposal. Figure 3.4 and Figure 3.5 show that our
blockchain does not scale as well as its baseline. This is due to the fact that with an increasing
number of processes, each proposal requires an increased number of signed timestamps that
must be verified by all processes. For each block, each process verifies a number of proposals
proportional to the number of processes, and each proposal contains a number of signed times-
tamps that are also proportional to the number of processes. The increased cryptographic cost

of ordering linearizability is, therefore, quadratic in the number of processes.

3.6 Conclusion

In this chapter, we presented a new ordered reliable broadcast protocol and a fast ordered
Byzantine consensus protocol. We demonstrated their practicality by building a blockchain upon
them and showing that our blockchain can commit tens of thousands of transactions per second
on 40 geo-distributed machines. Interestingly, Pompe [13], which relies on the HotStuff [61]
leader-based consensus algorithm, does not scale due to the intrinsic bottleneck introduced by
the use of a leader. Despite relying on a leaderless consensus algorithm, the protocol presented in
this chapter also fails to scale due to a number of cryptographic verifications that are quadratic
with the number of processes. Furthermore, although our protocol almost halves the latency of
Pompe, it remains unclear whether the latency could be further reduced. In the next chapter,
we introduce Lyra, an SMR, protocol that ensures ordering linearizability, is scalable, and has

optimal latency.
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Chapter 4

Fast and Scalable Resilience to
Reordering Attacks

The consensus protocol in Pompe is denoted Byzantine ordered consensus (BOC). A BOC
protocol is equivalent to a one-shot Byzantine broadcast protocol that outputs a transaction ¢
and an ordering indicator s used to order . Unfortunately, due to its leader-based design, Pompe
experiences a bottleneck that prevents it from scaling [13]. Even with a leaderless design, our
experiments in Chapter 3 show that scalability is impeded by a number of signature verifications
that is quadratic in the number of processes when all processes submit transactions. More
importantly, ordering linearizability alone does not prevent front-running attacks. Kelkar et
al. [16] present a front-running attack that can be executed against both the relative and absolute
ordering models. The attack is based on violations of the triangle inequality in networks whereby
an attacker observes a transaction in the clear and exploits the lack of triangle inequality between
network latencies (see Figure 4.1). To prevent reordering attacks, [81] suggests revealing the
payload of a transaction only when the transaction can no longer be preempted. This approach
is implemented in Fino [17], where the transaction payload is obfuscated and revealed only once
the transaction has been committed. However, Fino is a leader-based protocol, and as such, it
does not prevent a malicious leader from omitting transactions from up to f processes. Although
the underlying DAG transport [116] may resubmit the transaction ¢ later, ¢ has effectively been

reordered. Thus, Fino implements blind order-fairness.

In this chapter, we present Lyra, a leaderless SMR, protocol that prevents the reordering
of transactions by combining an order-fair algorithm for BOC with a commit-reveal scheme
to obfuscate transactions and only reveal their payloads after they have become part of a
stable and immutable set of transactions. Being leaderless, Lyra does not rely on a leader
to drive progress. Rather, consensus outputs and SMR progress are decided by each process
based on inputs from all processes. Thus, Lyra achieves scalability by leveraging an inherently
distributed protocol and a novel approach for determining ordering indicators. As a result,
Lyra improves on both the latency and throughput of previous solutions. Because Lyra is
leaderless, it is also resilient to censorship by Byzantine leaders. To achieve subsecond commit

latency, Lyra introduces a protocol for BOC that executes in 3 message delays in the good
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Figure 4.1: Violations of the triangle inequality observed in networks (for latencies measured
on AWS regions) allow for reordering attacks despite fair ordering: (1) Alice (A) is in Tokyo
and broadcasts a transaction t1. (2) Mallory (M), in Singapore, receives t1, observes its content
and sends t2 to Carole to make a profit. (3) Carole (C) receives to before receiving ¢; because
ping(A, M) + ping(M, C) < ping(4,C).

case, which we prove optimal for n > 3f (Section 4.3). To achieve a good-case latency of 3
rounds, processes exchange information about network latencies in order to be able to predict the
ordering indicators that are perceived by other processes during synchronous periods. Then,
to extend Lyra into a leaderless SMR, while circumventing the impossibility results arising
when committing blocks [12, 96], we introduce a Commit protocol (Section 4.4) to commit the
transactions output by instances of BOC. Our Commit protocol is close to approaches adopted
in recent DAG-based solutions [116, 117] as it relies on processes piggybacking information and
locally deducing the transactions that can be committed. Its main difference resides in the
use of consensus rather than reliable broadcast to enable order-fairness and to reduce commit
latency.

To summarize, the contributions presented in this chapter are as follows:

1. We propose Lyra, a leaderless BOC protocol for partial synchrony [40] that has optimal
good-case latency, optimal Byzantine resilience (i.e. n > 3f), and provides transaction

obfuscation.

2. We extend Lyra into a leaderless SMR protocol (Section 4.4) that is resilient to harmful

reordering attacks and, in particular, to the influence of Byzantine leaders.

3. We implemented Lyra and compared it to Pompe (Section 4.5). Our preliminary results

show the potential of our approach in terms of performance and scalability.

Chapter Outline. The rest of the chapter is organized as follows. We describe our compu-
tational model in Section 4.1. In Section 4.2, we show the lower bound on the good-case latency
to solve the BOC problem. In Section 4.3, we present our Lyra protocol for BOC. We extend
Lyra into an SMR in Section 4.4. In Section 4.5, we present our experimental evaluation. We

summarize the chapter and conclude in Section 4.6.

4.1 Preliminaries

4.1.1 Network

Recall that in the partially synchronous model [40], messages can be delayed, including by an

adversary, until a global stabilization time (GST). The value of GST is unknown to correct
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processes and can be arbitrarily large. After GST, the network behaves synchronously, and the
message delays between any pair of correct processes are bounded by a value A. Note that
although GST is unknown, A is known. The protocols presented in this chapter leverage A
to create fast paths during synchronous periods while preserving safety during asynchronous
periods. Specifically, the value of A is used in the Validating Value Broadcast (Section 4.3.1)
to ensure progress and in the Commit protocol (Section 4.4.3) to determine the acceptance

window.

4.1.2 Byzantine Broadcast

In SMR, all correct processes must agree on a totally ordered set of transactions [29]. One
way to implement an SMR is to have processes continuously execute instances of Byzantine
broadcast where a process broadcasts a transaction, and all correct processes must output the

same transaction. We borrow the definition of Byzantine broadcast from [21].

Definition 4.1 (Byzantine Broadcast Problem). In a Byzantine broadcast protocol, a broad-
caster inputs a transaction, and all correct processes must output the same transaction. The

transaction output can be empty (i.e., L). The protocol must ensure the following properties.

o BB-Validity. If the broadcaster is correct and broadcasts its transaction after GST, then

all correct processes output the broadcaster’s transaction.
e BB-Agreement. All correct processes output the same transaction.

e BB-Termination. All correct processes eventually output a transaction.

4.1.3 Ordering Clocks

In this chapter, processes use the Clock implementation of the Rank function and thus assign
timestamps to the transactions that they receive. Because we use a commit-reveal scheme,
processes actually assign a timestamp to the ciphertext ¢; of transaction ¢. Upon receiving ¢,
process p; assigns to t the value s = Clock;(t) of its local ordering clock. Formally, for each
process p; € P, we define the function Clock; that returns the value of p;’s ordering clock when

p; receives c;:

Clock;: T — N,

¢t — Clock, ().

4.1.4 Problem

To implement a totally ordered set of transactions, one solution is for processes to agree on a
decided timestamp for each transaction. Due to varying propagation delays between processes,
a transaction ¢ can be perceived with distinct timestamps by distinct processes. Thus, an
agreement protocol is required to decide a unique timestamp for ¢t. After that, transactions can

be ordered by processes using their decided timestamps.
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Definition 4.2 (Decided Timestamp). The decided timestamp s of a transaction t is a unique

timestamp that all correct processes use when ordering t.

Our main goal is to decide for each transaction a unique timestamp agreed upon by all

correct processes so that all the transactions output by the protocol can be ordered.

4.1.5 Lower Bounded Timestamps

In ordering linearizability, each transaction is assigned an ordering indicator that is upper-
bounded and lower-bounded by the values of ordering indicators perceived by correct processes.
We simplify ordering linearizability and only require that an ordering indicator that is decided
be lower bounded by the values perceived by correct processes. A lower bound on decided
timestamps is necessary to prevent an adversary from affecting transactions that have already
been submitted or sequenced. On the other hand, an upper bound only prevents an adversary
from delaying the execution of its own transactions and can be achieved anyway if the adversary

simply waits before submitting its transactions.

Definition 4.3 (Lower Bounded). A timestamp s decided for a transaction t is lower bounded

with respect to a security parameter € > 0 if and only if s > MinRank(t) — e.

Because the protocol presented in this chapter relies on predictions of timestamps, our defi-

nition includes a margin of error € to account for variations of network delays (see Section 4.3.2).

4.1.6 The BOC Problem

In this section, we define the Byzantine Ordered Consensus (BOC) problem using a reduction

from Byzantine broadcast.

Definition 4.4 (BOC Problem). A BOC protocol is a Byzantine broadcast protocol where a
broadcaster inputs a 2-tuple t' = (t,s) that includes a transaction t and a timestamp s, and
where all correct processes output either the broadcaster’s value t' or the empty value 1. The

protocol has the following properties:

o BOC-Validity. Conjunction of BB-Validity (cf. Definition 4.1) and if a correct process

outputs t' = (t, s), then s is lower bounded.
e« BB-Agreement. Same as in Definition 4.1.
e BB-Termination. Same as in Definition 4.1.

A BOC protocol is a Byzantine broadcast protocol where a broadcaster broadcasts its input
t' = (t, s) consisting of a transaction ¢ and its requested timestamp s, and the transaction and
its timestamp are either accepted (i.e., correct processes output t') or rejected (i.e., correct
processes output L). For each execution of the protocol, we denote by 74 C T the set of all
accepted transactions, and by Tr C 7T the set of all rejected transactions, with T4 N Tz = 0.
The set of accepted transactions 74 is a subset of the union of all the transactions that are

submitted by processes.
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4.2 Optimality in Byzantine Ordered Consensus

In this section, we show that the minimal good-case latency of any solution to the BOC problem
is at least 3 communication rounds, which motivates the need for a more efficient protocol than

Pompe with 11 rounds [1]. Our definition of good-case latency is borrowed from [21].

Definition 4.5 (Good-Case Latency). A BOC protocol has a good-case latency of R rounds if
all correct processes decide within R rounds after GST when the broadcaster of the transaction

s correct.

Lemma 4.1 (Minimal Latency). The good-case latency of a BOC protocol that is resilient to

[ < 3§ Byzantine processes is greater than or equal to 3 rounds.

Proof. For BOC, a broadcaster submits a transaction ¢ and a tentative timestamp s that are
either accepted or rejected. If we denote by ¢’ = (¢, s) the compound transaction, BOC can be
reduced to Byzantine broadcast because it has the same termination and agreement require-
ments. The good-case latency of Byzantine broadcast in partial synchrony is presented in [21],
Theorem 7, and is greater than or equal to 3 rounds when 3f +1 < n < 5f — 1. Therefore, a
BOC protocol that is resilient to f < 7 Byzantine processes also has a good-case latency that

is greater than or equal to 3 rounds. O

To achieve minimal latency, the broadcaster must include a timestamp with its transaction.
Intuitively, if the requested timestamp s is input after the first round, then due to [21], the
protocol would require 3 additional rounds to reach agreement on the value of s. In order to
request a timestamp that is actually lower-bounded, the broadcaster must predict the times-
tamps perceived by other processes. The protocol presented in Section 4.3 relies on predicting

perceived timestamps and validating these predictions.

4.3 Lyra: Implementation of Ordered Consensus

In this section, we present Lyra!, a partially synchronous algorithm for BOC. To show that
Lyra has optimal good-case latency (Theorem 4.3), we prove that it solves the BOC problem
(Theorem 4.2), with a good-case latency of 3 rounds (Lemma 4.3), and that therefore the lower
bound in Lemma 4.1 is tight. To implement a protocol with optimal good-case latency, we
modify an existing protocol for binary consensus by replacing its broadcast protocol. Our new
broadcast protocol, named Validating Value Broadcast, is designed to reliably broadcast the

transaction of the broadcaster without introducing additional message delays (Theorem 4.1).

4.3.1 Validating Value Broadcast

The Validating Value Broadcast (VVB) protocol is a new broadcast protocol that combines

the reliable broadcast [113] of a message with its validation by a Byzantine quorum [118].

'In the temple of Apollo at Delphi, observation of the Lyra constellation was used to determine the time to
consult the Delphic oracle. The name Lyra stems from the fact that our protocol uses observation of network

latencies to predict timestamps.
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The protocol is an extension of the Binary Value Broadcast protocol [31], a reliable broadcast
abstraction for binary values. The Binary Value Broadcast protocol is used in the DBFT binary
consensus protocol [33] by processes to broadcast their inputs. To our knowledge, this is the
only blockchain consensus protocol that has been fully formally verified [119, 120]. The aim of
our new VVB protocol is to add functionalities to the Binary Value Broadcast protocol, but
without introducing message delays. In addition to a binary value, our variant can reliably
deliver any associated message to all correct processes, while at the same time implementing
quorum validation. The modified binary consensus protocol is used to accept or reject the

transaction and tentative timestamp of a broadcaster.

Properties

In order for Lyra to solve consensus, the VVB protocol must have the BV-Termination, BV-
Uniformity, BV-Obligation, and BV-Validation properties present in the definition of Binary
Value Broadcast [31]. Additionally, our variant provides a VVB-Unicity property that prevents
broadcasters from equivocating. Quorum validation is implemented via a configurable function,
named ValidatingFunction, that returns either 0 or 1. If the function returns 1 at process p; for
message m, then we say that p; has validated m. The VVB-Supermajority property guarantees
that if (1,m) is delivered by a correct process, then at least 2f + 1 processes have validated m.

A process initiates the VVB protocol by broadcasting a message m to all processes and
terminates. After that, correct processes may deliver from the VVB protocol either the 2-tuple
(1,m), the 2-tuple (0, L), or both. Note that the VVB protocol is used as an asynchronous
broadcast protocol by the binary consensus protocol and that at any given time, the values
delivered by two distinct processes may differ. These divergences are handled by the binary
consensus protocol. The protocol is defined by the following properties, where b € {0,1} and

m can be any message.

e VVB-Termination. An invocation of the protocol by a correct process always termi-

nates.
o VVB-Validity. If a correct process delivers (b, m), then some process broadcast (b, m).

o VVB-Uniformity. If (b,m) is delivered by a correct process, then (b,m) is eventually

delivered by all correct processes.
« VVB-Obligation. Each correct process eventually delivers some values (b, m).

o VVB-Unicity. If a correct process delivers (b,m), then no other message m’ # m can
be delivered with b.

o VVB-Supermajority. If a correct process delivers (1,m), then at least 2f + 1 processes

validated m.

The first four properties imply the necessary properties of the Binary Value Broadcast for
DBEFT to solve consensus. Hence, any broadcast protocol satisfying these properties can replace

the Binary Value Broadcast in the DBFT consensus protocol.
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Implementation

The VV-Broadcast protocol presented in Algorithm 4.1 implements the VVB protocol. First,
a process signs its message with its private key (line 2) and broadcasts it in an INIT message
(line 3). The message m is signed to prevent equivocation. Upon receiving an INIT message
that is correctly signed (line 5), a process p; tries to validate the message (line 6). If the result
of the validation is successful, p; starts an expiration timer £ = 2A (line 7) and broadcasts the
value 1 (line 9). Otherwise, p; broadcasts the value 0 (line 11).

For VVB-Unicity, a correct process only broadcasts the binary value 1 once for each instance
of the protocol. Thus, if a message m is delivered with the value 1, then no other message m’ # m
can be validated by more than 2f processes and be delivered with the value 1. Additionally,
when a correct process broadcasts the binary value 1, it also broadcasts a signature share m,,
of the value m that it validated. As a result, when a correct process p; receives n — f > 2f + 1
signature shares for the message m, p; can deliver (1, m) (line 15) and broadcast a proof so that
all correct processes eventually deliver (1,m) (line 19).

To implement the VVB-Obligation property in case a message obtains less than the required
quorum, a correct process will broadcast the value 0 and the message of the broadcaster after
the expiration timeout (line 25). This will cause the value 0 to be eventually delivered to ensure

progress.

Theorem 4.1 (Validating Value Broadcast). The VV-Broadcast algorithm (cf. Algorithm 4.1)
implements the VVB protocol.

Proof. We prove each property of the VVB separately:

e VVB-Termination. Termination is ensured by the termination of the signing and broad-

cast functions.

o VVB-Validity. When (b,m) is delivered by a correct process p;, either p; has received
messages from at least n — f processes, or a proof. In both cases, at least f + 1 correct

processes verified m.

e VVB-Uniformity. If (0, L) is delivered by a correct process, it was received from at
least n — f processes, and thus from at least f + 1 correct processes that broadcast 0 to
all processes. As a result, all correct processes receive the value 0 from at least f + 1
processes and rebroadcast 0, and 0 is eventually delivered by all correct processes. If
(1,m) is delivered by a correct process, this process has either received a proof or built
the proof itself, and it broadcasts the proof so that all correct processes eventually deliver
(1,m).

e VVB-Obligation. The protocol is only started by a correctly signed message, and this
message is forwarded to all processes after a timeout by any correct process that receives
it. Therefore, all correct processes will set an expiration timeout to broadcast 0 if no other

value was delivered, and they will eventually deliver 0.
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Algorithm 4.1 Validating Value Broadcast

1:
2:
3:

4:
5
6
T
8
9

10:
11:

12:
13:
14:
15:

16:
17:
18:
19:

20:
21:

22:
23:

24:
25:

function VV-Broadcast(m) > protocol at p;
o < DS.Sign(ski, m) D> sign message m
Broadcast(INIT, (m, o)) > broadcast signed message

upon receiving a message (INIT, (m, o)) from p; do
if DS.Verify(pk;, o, m) then > verify signature

if ValidatingFunction(m) then D> message validation
StartTimer(E) > E=2A
7 < TS.SignShare(tsk;,m) > signature share showing p; has validated m
Broadcast(VOTE, (1, 7)) D> broadcast 1 and signature share
else
Broadcast(VOTE, 0) > reject m and broadcast 0 once

upon receiving n — f messages (VOTE, (1, 7)) and 1 not delivered do
IT <— TS.Combine({tpk;}, {m},m) > proof of delivery for (1,m)
Broadcast(DELIVER, IT) > broadcast proof to ensure VVB-Uniformity
VVB-Deliver(1,m) > deliver (1,m) to VVB

upon receiving 1 message (DELIVER, II) do

if TS.Verify(vk,II, m) then
Broadcast(DELIVER, IT) > rebroadcast proof
VVB-Deliver(1,m) > deliver (1,m) to VVB

upon receiving f + 1 messages (VOTE, 0) do
Broadcast(VOTE, 0) > broadcast 0 if not already done

upon receiving n — f messages (VOTE, 0) and 0 not delivered do
VVB-Deliver(0, L) > deliver (0, L) to VVB

upon timer expiration A no value delivered do

Broadcast(VOTE, 0) > broadcast 0 after expiration of timer
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o VVB-Unicity. By design, only the value L is delivered with 0. Delivery of (1,m) by
a correct process requires the validation of m by at least 2f + 1 distinct processes, and
thus f 4+ 1 correct processes. These f 4 1 correct processes only validate a single value
per instance of the protocol, and therefore, any other value m’ # m obtains at most 2f

validations.

e VVB-Supermajority. This property results directly from the fact that if a correct
process delivers (1,m), then it has either received n — f > 2f + 1 validations for m or a

proof that at least 2f + 1 processes validated m.
O

4.3.2 Prediction and Validation of Timestamps

In this section, we detail how Lyra predicts the timestamps perceived by processes and how

processes validate the predictions made by other processes.

Predicting Timestamps

Whenever a broadcaster p; broadcasts an encrypted transaction c¢;, it also stores a reference
timestamp s, = Clock;(t) corresponding to the value of p;’s local ordering clock. Then, when
a process p;j receives ¢; and takes part in the associated consensus instance for ¢, it piggybacks
in its messages to p; its perceived timestamp Clock;(t). This enables p; to compute the distance
dij = Clock;(t) — sy between p; and p;. Note that the distance d;; takes into account the
offset between the clocks of p; and p;. Each process p; maintains an array D; = {dz‘j}je[n]
of the distances to other processes. Processes can compute the values of the array D; after a
warm-up period where processes broadcast transactions only to measure distances. After that,
when a broadcaster wants to broadcast a new transaction ¢, it computes the set Sy of predicted
timestamps and sends S; along ¢;. Values that might be missing from Byzantine processes are

filled with a blank value. The timestamp requested for ¢ is the (n — f)% value of S;.

St = {sref + dij}jcn)

Validation Function

Upon receiving (¢, Sy), a correct process p; accepts t and Sy by broadcasting 1 in the associated
instance of VVB if and only if the timestamp that was predicted for p; is correct with respect

to the security parameter e.
p; validates (¢, Si) < [Clock;(t) — Sii]] < e (4.1)
Lemma 4.2. A decided timestamp s that is validated using Equation (4.1) is lower bounded.

Proof. 1f s is decided, the VVB-Supermajority ensures that s has been validated by at least
2f 4+ 1 processes. Thus, S; contains the correctly predicted timestamps of at least f + 1 correct
processes. Because s is the (n — f)* value of S;, there are at most f values in S; that are
greater than s, and s is, therefore, lower bounded by the perceived timestamp of at least one

correct process. O
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4.3.3 Byzantine Ordered Consensus
Implementation

To implement SMR, Lyra combines, on the one hand, Byzantine agreement to decide whether
to output or not each transaction submitted to the protocol, and on the other hand, exchange
of information between processes to determine stable prefixes of transactions where not further
transaction can be added. Our Lyra algorithm that solves the BOC problem is presented in
Algorithm 4.2. First, the broadcaster computes the reference timestamp s, (line 27) used
later to update the distances to other processes, and the set S; of predicted timestamps for the
transaction ¢ (line 29). Then, the broadcaster encrypts ¢ and initiates an instance of binary
consensus for t. Once encrypted using threshold encryption, transaction t requires 2f + 1
decryption shares to be decrypted. Correct processes broadcast their decryption shares for ¢
once t has been committed (cf. Section 4.4.3).

The VV-Propose protocol is presented in Algorithm 4.3. It consists of a modified DBFT [33]
protocol for binary consensus where the Binary Value Broadcast has been replaced by the VVB

protocol (line 39). The input is m = (¢, St).

Algorithm 4.2 The Lyra Protocol

26: function Ordered-Propose(t) > protocol at p;
27: Syep < Clock;(t) > value of p;’s ordering clock
28: Store(t, s,nef) > used for computing the distances d;;
29: St < {8ref + dij}jein) > compute clock estimations for t
30: ¢t < TE.Encrypt(pk, t) > obfuscate t
31: if VV-Propose((ct, S¢)) = 1 then > submit ¢; and S; to binary consensus
32: decide(cy, St)

33: else

34: decide L

Properties

We now prove that the Lyra protocol ensures liveness during synchronous periods while pre-

serving safety during asynchronous periods.

Theorem 4.2 (Byzantine Ordered Consensus). The algorithm Ordered-Propose (c¢f. Algo-
rithm 4.2) implements a BOC protocol.

Proof. We prove each property of Definition 4.4 separately:

e BB-Termination. Termination comes directly from the termination property of the

underlying binary consensus protocol.

« BOC-Validity. The decided timestamp is the (n — f)™* value of the set S; of predicted
timestamps. The VVB-Unicity property guarantees that the set S; is identical at each

correct process, and Lemma 4.2 ensures that the decided timestamp is lower-bounded.
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Algorithm 4.3 Modified DBFT Protocol

35: function VV-Propose(m) > protocol at p;
36: r+1

37 b+L

38: loop

39: VV-Broadcast(b, m) — vvals > delivered values
40: StartTimer(A)

41: if i = (r mod n) then > p; is coordinator
42: wait until (vvals = {w})

43: Broadcast(COORD, 7, w) — ¢ > coordinator broadcast
44: wait until vvals #£ @ A timer expired

45: if ¢ € vvals then e < {c} else e + wvals > prioritize coord value
46: Broadcast(AUX, r, e) — bvals D> broadcast these values
47: wait until 3s C bvals where the two following conditions hold:

48: * s contains contents received from at least n — f distinct nodes

49: e Yv € s,v € wals D> every value in s is in vvals
50: if s = {v} then o> if there is only one value in s

51: b+ v > adopt this singleton value

52: if v = (r mod 2) and not decided yet then decide(v) > decide
53: else b + (r mod 2) > otherwise, adopt the current parity bit

54: if decided in round r — 2 then Exit() > help others in two last rounds
55: rr+1 > increment the round number
56: end loop
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« BB-Agreement. The agreement property of binary consensus ensures that all correct
processes decide the same binary value, and the VVB-Unicity property ensures that if the
binary consensus outputs 1, then the same transaction ¢ and the same set of timestamps

S; have been delivered by all correct processes.

Latency

In this section, we show that Lyra (cf. Algorithm 4.2) has optimal good-case latency.
Lemma 4.3. The good-case latency of Lyra (cf. Algorithm 4.2) is 8 rounds.

Proof. In the good case, the broadcaster is correct, and the network behaves synchronously.
Therefore, the broadcaster correctly computes the perceived timestamps of at least n — f cor-
rect processes. In the first round, the broadcaster broadcasts the same message (¢, S;) to all
processes. Then, in the second round, at least n — f > 2f + 1 correct processes validate ¢; and
S; and broadcast 1. Since the network behaves synchronously, correct processes only deliver the
value 1 when building a union of n — f responses during the third round (line 47), and therefore
decide 1. O

Theorem 4.3 (Optimal Good-Case Latency). Lyra (cf. Algorithm 4.2) is a BOC protocol with

optimal good-case latency.

n

Proof. From Lemma 4.1, the good-case latency of BOC is at least 3 rounds when f < 3.
Theorem 4.2 shows that Lyra implements a BOC protocol, and Lemma 4.3 shows that Lyra
has a good-case latency of 3 rounds. Therefore, Lyra is a BOC protocol with optimal good-case

latency. O

4.4 Order-Fair SMR

In this section, we introduce the Commit protocol to extend Lyra into a protocol that solves
the SMR problem. Lemma 4.4, Lemma 4.5, and Lemma 4.6 incrementally build stable sets of
transactions, and Lemma 4.8 builds upon the committed prefix of Lemma 4.6 and the properties
of BOC (Theorem 4.2) to solve the SMR problem. Finally, Lemma 4.7 and Lemma 4.2 extend
our SMR with obfuscation and fair-ordering, respectively, to produce the main result of this
chapter (Theorem 4.4).

4.4.1 Extending Lyra into an SMR

An SMR protocol requires that all correct processes output messages in the same order. Due
to our assumption of partial synchrony (cf. Section 2.2.3), the BOC protocol at process p; may
decide a transaction with a timestamp that is lower than any of the timestamps already decided
by p;. As a result, simply deciding a timestamp for a transaction is not enough for outputting

the transaction in SMR. We extend Lyra with the Commit protocol presented in this section
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to enable outputting (i.e., committing) transactions. Our solution to an order-fair SMR relies

on two protocols:
o+ the BOC protocol (Section 4.3) decides the set of accepted transactions;

o the Commit protocol (Section 4.4.3) outputs the set of accepted transactions that can be

committed.

4.4.2 Definitions

In order to build stable sets of transactions, we formalise the notion of prefiz. Recall that

Ta C T is the set of accepted transactions, and Tr C 7T is the set of rejected transactions.

Definition 4.6 (Prefix). The prefix ®(x) is the set of accepted transactions whose decided

timestamps are less than or equal to x.
O(z) C{(t,s) € TaxN|s <z}

To obtain a stable prefix, we must guarantee that at some point, no new transaction is
added to the prefix. This requires that the prefix eventually becomes locked and processes start

rejecting new transactions for that prefix.

Definition 4.7 (Locked Prefix). The prefiz ®(x) is locked if all new transactions whose times-

tamps are less than or equal to x are rejected. Formally, for any new transaction (t,s) € T x N,
(®(x) is locked) N (s < z) =t € Tg.

Note that transactions are only accepted after an instance of BOC, and a locked prefix
only guarantees that new transactions for the prefix are rejected. This means that pending
transactions whose instances of BOC are still running could be added to a locked prefix (i.e.,

their consensus instances may output 1).

Definition 4.8 (Stable Prefix). The prefiz ®(x) is stable if it is locked, and any pending con-

sensus instance for a transaction (t,s), where s < x, outputs 0.
Intuitively, a prefix is stable if both new and pending transactions for the prefix are rejected.

Definition 4.9 (Committed Prefix). A prefic ®(z) is committed if it is stable and that it

contains all the accepted transactions with a timestamp less than or equal to x.
O (x) is committed = ®(x) = {(t,s) € Ta x N|s <z}

A committed prefix is stable and complete. Hence, it will eventually be committed by all

correct processes.
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4.4.3 Commit Protocol

The Commit protocol is presented in Algorithm 4.4. The general idea of the protocol is to have
processes exchange information about locally locked prefixes and pending transactions in order
to deduce globally stable prefixes. A process can then infer committed prefixes using accepted
transactions retrieved from a quorum of 2f 4+ 1 processes. Intuitively, a quorum of size 2f 4 1,
combined with the VVB-Supermajority property of VVB, ensures that if a process does not
become aware of a transaction, then the transaction will not be accepted.

For locking prefixes, we define the maximum latency L = 3A of BOC as the maximum
duration allowed for the execution of an instance of BOC during synchronous periods. Each
process has an acceptance window and only accepts transactions whose requested timestamps
are not older than L. The validation function is described in line 65. The validating function
at p; checks if the prediction of the clock of p; is correct (cf. Lemma 4.2) and if the prefix of
the timestamp s requested for ¢ is not locally locked (i.e., s resides in p;’s acceptance window).
When p; validates t, p; also adds ¢ to its set of pending transactions (line 68).

When broadcasting messages, processes piggyback the values of three local variables (line 78):
o (Clock; — L): the value of the locally locked prefix (i.e., acceptance window),

e minPending: the lowest timestamp validated by the process and whose transaction is still

pending,

o A: the local set of accepted transactions (to reduce message size, hash trees can be used

for older prefixes).

commit stable lock accept now

Committed - all transactions known Latency L
Stable = no pending transactions Pending transactions Local acceptance window
Locked = new transactions are rejected New transactions may be accepted

Figure 4.2: Visual representation of the local prefixes and of the acceptance window.

A process that receives these variables (line 80) uses them to compute the prefix ®(locked)
that is locked globally (line 85), the prefix ®(stable) that is stable (line 87), and the committed
prefix ®(committed) (line 88). Figure 4.2 provides a visual representation of the acceptance
window and of the various prefixes.

Note that the value of A is only used to determine the local acceptance window of each

process and to trigger timeouts, and thus the Commit protocol remains safe even with an
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Algorithm 4.4 The Commit Protocol

57: L+ 3A

58: pending <+

59: minPending < 0

60: A« 0

61: C « 0

62: R« 0

63: S« 0

64: locked < 0, stable < 0, committed < 0

65: function ValidatingFunction(c, S)
66: s < Sn—f]

67: if |Clock;(t) — S[i]| < e As > (Clock,(t) —

68: pending < pending U (c, s)

69: minPending < min . s)cpending(s)
70: return 1

71: else

72: return 0

73: upon BOC output b for transaction (¢, s) do

74: pending < pending \ (c, )

75: minPending < min . e pending(s)
76: if b =1 then
e A<+ AU(cs)

78: upon broadcasting a message m do

> maximum latency

> pending transactions

> lowest requested sequence in pending transactions
> set of accepted transactions

> transactions to commit

> values of locally locked prefixes received

> values of minPending received

> local prefixes

> validation function at p;

> requested timestamp is (n — f)" value of S

L) then > validation
> update pending transactions

> update lowest pending transaction

> remove transaction from pending
> update lowest pending transaction

> accept transaction and timestamp

79: Broadcast((m, Clock; — L, minPending, A)) > piggyback local parameters

80: upon receiving a message with (x, locked;, min;, accepted;) from p; do > handle piggybacked data

81: R[j] < locked;

82: S[j] < min;

83: A +— AU accepted;

84: Rofpy1 argmaxR/CR"R,‘:%H( Z s)

> 2f + 1 highest values

SER’/
85: locked + min (s) > compute locked prefix
SERgp 11
86: Safi1 ¢ argmaxg g s/ j=asi1( Z s) > 2f + 1 highest values
ses’
87: stable «+— min(locked, Igin (s) > compute stable prefix
s€52f+1
88: committed < o r;l‘a)é o (s) > compute committed prefix
c,s)€A|s<stable
89: TryCommit()
90: function TryCommit() > commit function at p;
91: wait pending transactions in committed are decided do > wait for pending transactions
92: committedTzs < {(c,s) € A| s < committed A c ¢ C} > committed transactions
93: C + C'U committedTxs D> commit transactions
94: for c in committedTzs do
95: p <+ TE.DecryptShare(pk, tsk;, c) > decryption share for c

96: Broadcast(c, p) D> broadcast decryption share for a committed transaction
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asynchronous network. This is because the consensus algorithm is partially synchronous and

the locked and stable prefixes are computed using only quorums.
Lemma 4.4. The prefix ®(locked) is locked.

Proof. The prefix ®(locked) is the lowest prefix that is locally locked for 2 f+1 distinct processes
and, thus, for f+1 correct processes. As a result, new transactions for ®(locked) can be validated

by at most 2f < 2f + 1 processes and are rejected. O

Lemma 4.5. The prefix ®(stable) is stable.

Proof. By design (line 87), a stable prefix is locked. Thus, we only need to prove that pending
transactions for ®(stable) are rejected. Any pending transaction ¢ that can be accepted (i.e.,
t € T4) must have been validated by at least 2f + 1 distinct processes. As a result, ¢ must
have been validated by a set @); of at least f + 1 correct processes that added ¢ to their lists of
pending transactions and updated the values of their minPending variables accordingly. The
prefix ®(stable) is computed using the lowest value of minPending received from a set of 2f 41

distinct processes, and thus from a set (); of at least f + 1 correct processes. Because we have

Qi > f+INIQj| > f+1=Q:iNQ; #0,

if any transaction ¢ is pending and at the same time ¢ € T4, then there is at least one correct
process that validated ¢ and whose value of minPending is included when computing the variable
stable. Consequently, any pending transaction whose requested timestamp is not included when

computing the value of stable is rejected. O

Byzantine processes could prevent prefixes from becoming locked (resp. stable) by sending
superficially low values of their locally locked prefixes (resp. lowest pending transactions); to
evade this behaviour, in order to compute the variable locked (resp. stable), processes use the
highest 2f + 1 values of locally locked prefixes (resp. lowest pending transactions) received from

processes (lines 84 and 86).
Lemma 4.6. The prefiz ®(committed) is committed.

Proof. By design (line 88), ®(committed) is stable. The set A of accepted transactions at p;
is computed using the values of accepted transactions received from at least 2f + 1 processes
(line 83). As a result, when building the variables stable and A, p; necessarily becomes aware of
any transaction that could become part of ®(committed) as either pending or as accepted. Due
to the BOC-Termination property, p; only needs to wait for the results of pending transactions

in ®(committed) (line 91) before committing ®(committed). O

Lemma 4.7. A correct process can decrypt all committed transactions.

Proof. Each process broadcasts a decryption share (line 96) for all the transactions that it
commits. The agreement property of the BOC protocol ensures that all correct processes accept
and thus commit the same sets of transactions. Consequently, all correct processes broadcast
a decryption share for each committed transaction, and thus, each correct process receives at

least n — f > 2f + 1 valid decryption shares for each committed transaction. O
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4.4.4 Order-Fair SMR

In this section, we show that Lyra implements an SMR protocol that ensures order-fairness and

transaction obfuscation.

Lemma 4.8 (State Machine Replication). A protocol where processes continuously input trans-
actions to the Lyra protocol to accept or reject transactions and use the Commit protocol to

output committed transactions implements SMR.
Proof. We prove each property of Definition 2.1 separately:

« SMR-Safety. The output consists of the set of committed transactions. By Lemma 4.6,
®(committed) contains all the accepted transactions whose timestamps are less than or
equal to committed, and the agreement property of BOC ensures that all transactions
are output with the same timestamps. Therefore, each correct process outputs the same

ordered set of transactions.

e SMR-Liveness. Because correct processes continuously input their transactions to the
protocol, eventually, after GST, correct processes will have their transactions accepted

and committed.

O]

Theorem 4.4 (Main Result). Lyra implements an SMR protocol with transaction obfuscation

and fair ordering.

Proof. From Lemma 4.8, Lyra solves the SMR problem. Transaction obfuscation is ensured
by Lemma 4.7 and the fact that based on our security assumption (Section 4.1), no process
can decrypt a transaction ¢ before ¢ is committed. Theorem 4.2 guarantees a fair ordering of
transactions by ensuring that the timestamps of all committed transactions are lower bounded.

O

4.4.5 Resilience to Reordering Attacks

A reordering attack against a transaction ¢y is a harmful reordering attack if the execution of ¢y
is delayed with respect to an execution without any attack, or if a transaction ¢ issued after ¢;
and whose content causally depends on t; (e.g., front-running) is sequenced before ¢;. Note that
contrary to front-running or sandwich attacks, we do not classify back-running as a harmful
reordering attack because a transaction t; can always be trivially back-run by a transaction
to if no other transaction is submitted other than t5. As a leaderless and order-fair protocol,
Lyra has no Byzantine leader who can omit some of the transactions or enforce an arbitrary
order. This ensures that transactions are not delayed unfairly. Furthermore, the commit-reveal
scheme prevents attackers from gaining any knowledge of the payloads of transactions before
transactions are committed. As a result, Lyra is a protocol that is resilient to harmful reordering

attacks.
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4.5 Experimental Evaluation

In this section, we describe our implementation of Lyra and present the results of our experi-

mental evaluation.

4.5.1 Implementation

We implemented a prototype for Lyra using the Rust programming language. The codebase for
each node is a little less than 3500 lines of code. In order to compare with Pompe [13], we adopt
the same implementation methodologies and use closed-loop clients. Each transaction consists
of a unique 32-byte value. Similar to prior work [13, 61, 74], we use batching to amortise
the costs of consensus instances. To obfuscate transactions, processes rely on a hash-based
commitment scheme [121]. During the benchmark, committed transactions are written in a

key-value store.

All of our tests are run on AWS over 3 continents with up to 100 machines. For each data
point, we use the same number of servers as in the corresponding Pompe benchmark and virtual
machines that are equivalent (Intel Xeon processors, 16 vCPUs, and 64 GB of RAM). We also
use the same network distribution where servers are equally distributed between 3 datacenters
(Oregon, Ireland, Sydney). We measure both the latency and the throughput of the system.
Each client measures the latency of each committed transaction, and we consolidate all these
measures to compute the average latency for committed transactions and the throughput of the

system.

4.5.2 Benchmark Parameters

We use a batch size of 800 in all of our experiments because this value offers the highest
throughput without diminishing the quality of service for clients. A process will instantiate a
new instance of BOC either when it has received a full batch of transactions or when a certain
amount of time has elapsed since its last proposal. Our experiments over 3 geo-distributed
datacenters show that the value of the security parameter e can be reduced to 5ms without
affecting the performance of the system. This means that when requesting a timestamp, a
Byzantine process can only deviate from the values perceived by correct processes by up to
5ms. To allow the computation of the d;; distances, processes piggyback the values of their
local clocks when they vote in the VVB protocol. In [122], it is shown that network delays are
predictable and that they can be modelled using martingales [123]. A martingale is a discrete-
time stochastic process where the expected value of the next observation is equal to the last
observation. This means that the most likely value of the network latency d;; between p; and p;
is the most recent network latency measured between p; and p;. Thus, in our experiments, the
distance d;; used by p; to predict the clock of a process p; is the value of d;; measured by p; the
last time p; sent a transaction to p;. This value is computed using the clock value piggybacked

by p; when p; responds to a transaction sent by p;.
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Figure 4.3: Commit Latency. Latency in Lyra is lower than its Pompe baseline due to less

message delays.
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Figure 4.4: Throughput. Pompe performs better up to 20 nodes but does not scale, whereas
Lyra scales up to 100 nodes.

4.5.3 Performance Results

Each process runs on a separate node with a dedicated virtual machine. Transactions are
submitted by dedicated client nodes apart from the nodes running the consensus protocol.
Figure 4.3 and Figure 4.4 show the latency and throughput of the system as a function of the
number of nodes (n € {5,10,16,31,61,100}). The number of nodes for each data point is the
same as the number of nodes in the Pompe experiments. The average latency (< 1s) is stable
when increasing the number of nodes and is half of its baseline Pompe when n > 60. While
Pompe has a higher throughput when n < 20, its throughput decreases when increasing the
number of nodes. In contrast, the throughput of Lyra increases with the number of nodes
and scales up to one hundred geo-distributed nodes. With 100 nodes, Lyra has on average a
subsecond commit latency and commits 240,000 transactions per second, thus providing a 2
times improvement for commit latency and a 7 times improvement for throughput compared to
Pompe.

The scalability of Lyra comes from the combined effects of broadcasters using tentative
timestamps and a leaderless consensus algorithm. The use of signed timestamps in Pompe in-
duces a number of signature verifications that is a quadratic function of the number of processes
since each process verifies all the timestamps. In Lyra, only the transaction is signed, and thus,
the number of signature verifications is a linear function of the number of processes. This is a

linear multiplicative factor improvement over Pompe. Furthermore, the underlying consensus
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algorithm in Pompe (HotStuff [61]) is leader-based. As a result, the leader is a bottleneck for
the number of transactions that can be processed. In Lyra, all processes can receive transactions
and run instances of consensus concurrently.

These preliminary results show the feasibility of our approach and the potential for fast and
scalable resilience to reordering attacks in blockchains. We defer to future work for a more
comprehensive evaluation of our protocol, including the influence of Byzantine behaviours and

a comparison to other protocols.

4.5.4 Byzantine Behaviours

Byzantine processes may try to reduce the chain quality of the output by flooding correct
processes with valid transactions. Due to the distributed nature of our protocol, this can be
circumvented by having processes allocate network resources fairly between processes. Because
processes sign the transactions that they submit, Byzantine processes that submit invalid trans-
actions will be identified eventually. An additional protocol could be implemented to punish
these processes.

Using lower-bounded timestamps ensures that Byzantine processes can only drift from the
timestamps of correct processes by the value of the security parameter e. Nevertheless, the
lack of an upper bound on timestamps enables Byzantine processes to saturate the memory of
correct processes by submitting transactions in the future. These transactions must be kept in
memory until they are committed. Such behaviour can be mitigated by having processes reject
transactions with a timestamp in a too-distant future. Note that using the same algorithms, if
we were to assume f < 7 instead of f < § and use the median value of S; instead of the (n— f )th
value (Section 4.3.2), then the timestamps decided by Lyra would be both lower bounded and
upper bounded and our protocol would then satisfy ordering linearizability.

A network adversary may also delay messages, including insert bias during the warm-up
period. But once the propagation delays have become stable, in order to perform a reorder-
ing attack, a Byzantine process would need to change the propagation delays d;;, and this

unexpected change would trigger the rejection of its transactions.

4.6 Conclusion

In this chapter, we introduced a novel approach that leverages the knowledge of network delays
to predict the timestamps that are assigned to transactions by processes. We then built broad-
cast protocols that integrated this knowledge to achieve a Byzantine ordered consensus protocol
that has optimal latency. To implement an SMR, we combined our consensus protocol with a
new protocol for determining the sets of transactions that can be committed. Because our proto-
col combines fair ordering with payload obfuscation and a leaderless design, it prevents harmful
reordering attacks. We evaluated our protocol experimentally on a geo-distributed setup and
showed that it scales and notably improves the latency and throughput of its baseline Pompe.

Similar to Pompe, Lyra preserves safety during asynchronous periods and ensures liveness

and fair ordering during synchronous periods. However, both Pompe and Lyra are vulnerable
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to a network adversary. In Pompe, longer message delays can cause the expiration of the
timestamps collected by correct processes. In Lyra, unstable networks can cause the requested
timestamps to become invalid. In both cases, not only can the adversary cause the rejection of
transactions submitted by correct processes, but it can also dictate communication complexity.
In Chapter 5, we address these shortcomings by ensuring that all the transactions submitted by
correct processes are eventually committed and rely on data dissemination to achieve optimal

communication complexity.
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Chapter 5

Optimal and Fair Ordering of

Financial Transactions

Existing solutions proposed to solve the ordering of transactions either suffer from cyclic ordering
dependencies [16, 18] or message delays [13]. Furthermore, they have an O(n?®) communication
complexity [16, 25, 13]. As a result, such solutions can generally not meet the blockchain
needs [124]. Relative ordering solutions [12, 16, 18], which can work in asynchronous networks,
order transactions by building dependency graphs based on how processes perceive the relative
ordering of transactions with respect to each other. Unfortunately, cyclic dependencies often
arise when building these graphs of transactions. To avoid this problem, absolute ordering
solutions [13, 1, 2] opt instead for assigning a unique timestamp to each transaction. The
problem with absolute ordering is that it requires some level of synchrony. They typically
discretise time into timeslots and assign transactions to timeslots based on collected timestamps.
In an asynchronous network where message delays are unbounded, the risk is that the set of
observed timestamps for a transaction expires, hence leading to the violation of the Atomic
Broadcast validity property [114]: “if a correct process broadcasts a transaction ¢, then ¢ is
eventually delivered by all correct processes”. Furthermore, as depicted in Table 5.1, all solutions
proposed for implementing an ordering of transactions [12, 13, 16, 18] either incur an O(n?3)-
bit communication complexity per transaction [12, 13, 18], or are designed for synchronous
networks [16]. In particular, previous implementations [12, 13, 16, 18] compensate for the
absence of a trusted time service by collecting ordering information from f = Q(n) processes.
Themis [16] has a similar quadratic communication when it only handles 1/4 corruption.!

In this chapter, we propose the Asynchronous Ordered Atomic Broadcast (AOAB) protocol
that does not suffer from cyclic dependencies or message delays. AOAB is the first asynchronous
absolute ordering protocol and the first implementation of order-fairness with optimal commu-
nication complexity. Our protocol also satisfies the Atomic Broadcast validity property by

ensuring that transactions broadcast by correct processes cannot become obsolete. To achieve

!They also show that, in theory, communication may be further reduced by using Succinct Non-Interactive
Argument of Knowledge (SNARK) [125]; however, there is still an omitted quadratic term in this calculation, let
alone SNARK has its own drawbacks, e.g., heavy proving cost, relying on unfalsifiable computational assumptions,

etc.
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Table 5.1: Average communication complexity in bits per transaction of existing protocols for

order-fairness. ¢ denotes the size of a transaction, and A is the security parameter.

P-S
Protocol Definition Corruption Liveness yne Complexity
or Async
Aequitas [12]  Block OF* n>A4f weak Async O(nl + An?)
Themis [16] Deferring OF  n > 4f standard ~ P-Sync O(n%l + An?)?
Quick OF [18] Differential OF n > 3f weak Async O(n2l + An?)
Pompe [13] OLf n > 3f standard ~ P-Sync O(n3l + An?)
AOAB Fair Ordering n > 3f standard  Async O(nl + An?)

*OF: Order Fairness OL: Ordering Linearizability *in the optimistic case, the communication complexity is

O(nl+ An)

optimal quadratic communication complexity, AOAB takes advantage of threshold signatures
to reduce the cost by an extra linear multiplicative factor. In addition, to prevent Byzantine
processes from blowing up the cost per transaction, AOAB applies data dissemination [126] to
distribute the transactions that are output to all processes. Finally, for Maximal Extractable
Value (MEV) resilience, AOAB relies on the encryption-based scheme introduced in [82] and
implemented in blockchains in [17] to ensure that the payloads of transactions are only revealed
once these transactions have been committed. It is important to note that the AOAB protocol is
designed to tolerate up to f < 3 Byzantine failures. This level of fault tolerance aligns with the
optimal resilience achievable in an asynchronous network, as determined by the upper bound
of resilience proposed by Bracha [113].

In summary, this chapter presents the following contributions:

1. We introduce the first asynchronous implementation of fair ordering that uses absolute
ordering indicators. Our protocol preserves broadcast validity as it eventually outputs all

the transactions submitted by correct processes.

2. We present the first implementation of order-fairness with optimal communication com-

munication complexity, which makes it resilient to denial-of-service attacks.

3. We show how to integrate payload obfuscation into our protocol. As a result, our protocol

is MEV resilient and is suitable for use with financial transactions.

Chapter Outline. The rest of the chapter is organized as follows. In Section 5.1, we provide
a formal definition of the AOAB protocol and introduce the broadcast protocols and consensus
primitives that are essential to our protocol. Our proposed protocol, AOAB, is presented in
Section 5.2, where we not only present the construction of the protocol but also conduct a
formal analysis of its security and complexity. In Section 5.3, we show how to make our protocol
MEV resilient. We analyze Byzantine behaviours in Section 5.4. We summarise and conclude

the chapter in Section 5.5.
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5.1 Preliminaries

5.1.1 Asynchronous Network

In this chapter, we assume that the network is asynchronous and that there are no bounds on
message delays. This means that the adversary has the ability to arbitrarily delay messages,
introducing unpredictable delays in communication. However, it is important to note that
messages sent between correct processes will eventually be delivered despite potential delays

caused by the adversary.

5.1.2 Atomic Broadcast

In this chapter, to achieve a total order on transactions [22], we rely on the largely studied
Atomic Broadcast problem [114]. When a process p; submits a transaction ¢ to an Atomic
Broadcast protocol, we say that p; AB-broadcasts t. When t is output by the protocol, we say
that ¢ has been A B-delivered.

Definition 5.1 (Atomic Broadcast [114]). An Atomic Broadcast protocol ensures the following

properties.

o AB-Validity. If a correct process AB-broadcasts a transaction t, then t is eventually

AB-delivered by all correct processes.

o AB-Agreement. If a transaction t is AB-delivered by a correct process, then t is even-

tually AB-delivered by all correct processes.

e AB-Integrity. A transaction t is AB-delivered by a correct process at most once and

only if t was previously AB-broadcast.

e AB-Total-Order. If a transaction t1 is AB-delivered before a transaction ta by a correct

process, then all correct processes AB-deliver t1 before ts.

In this chapter, the protocol does not individually determine the delivery of each transaction
that is A B-delivered. Instead, we divide time into logical epochs, and processes sequentially
decide the output of each epoch. In each epoch, correct processes agree on a set of transactions
and their associated sequence numbers. This set of transactions extends the output of the SMR.
Each process operates within a continuous epoch k and transitions to epoch k£ + 1 when it has
completed epoch k. Processes start with epoch 0 and successively decide the transactions that
are output in each epoch e € N. In this chapter, we assume that the epoch number is encoded
in a constant number of bits. Note that in practice, this is enough to prevent an overflow
because Byzantine processes cannot artificially increment the epoch number (see Section 5.2).

Intuitively, each epoch is decided using inputs from a quorum of at least 2f + 1 processes.

5.1.3 Sequence Numbers

In this chapter, processes use the SeqNum implementation of the Rank function, i.e., Rank =
SeqNum. Furthermore, the ordering indicator assigned to a transaction ¢ by a process p; consists

of a pair of elements: the epoch number at p; combined with the value of p;’s sequence number.
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Definition 5.2 (Assigned Sequence Number). When a process p; receives a transaction t for
the first time, it assigns to t an ordering indicator o = (e, s) where e is the current epoch at p;

and s is the value of p;’s sequence number.

V pi € P, SeqNum,: T — N x N,
t — SeqNum;(t) = (e, s).

Definition 5.3 (Pair Relation). We define the less than ordering relation, denoted <, between

two pairs of sequence numbers o1 = (ey, s1) and o2 = (e2, s2) by
01 < 0g < (61 <€2)\/(61 = ey N\ 81 <82).

For a correct process p;, at any time, the output of the Atomic Broadcast protocol consists
of the transactions that are output by consecutive epochs until the latest known epoch. Inside

each epoch, transactions are ordered using the following relation:

Definition 5.4 (Partial Order). In each epoch, a transaction t1, with an ordering indicator
o1 = (e1, s1), must be executed before a transaction ta, with an ordering indicator oy = (e2, $2),

if 01 < 09. We say that t1 is ordered before to and denote it t1 < to.

In our protocol for Asynchronous Ordered Atomic Broadcast (AOAB) (Section 5.2), epochs
are decided based on the inputs of processes. For each epoch e, our AOAB protocol comprises two
steps: an ordering step (Algorithm 5.1) and a consensus step (Algorithm 5.2). In the ordering
step, a process p; obtains a sequence number (e, s) for its transaction ¢ and then tries to order
t so that ¢ is output in epoch e. During the consensus step, processes decide the transactions
that are output in epoch e based on the transactions ordered in e during the ordering step. For
the consensus step, each process p; includes a transaction ¢ with sequence number (e, s) in its
submission for epoch e only if p; has not yet submitted in epoch e (line 41). If p; has already

submitted in epoch e, p; will include ¢ in its next epoch submission (i.e., in epoch nextSub).

Definition 5.5 (Local Process Ordering). A process p; orders a transaction t with sequence
number (e, s) in epoch ¢’ = max(nextSub, e) if p; includes t in its submission for epoch e'. This
is denoted t T; €.

Definition 5.6 (Successful Ordering). A transaction t is successfully ordered in epoch e if t is

ordered in epoch e by at least 2f + 1 processes, and we denote t C e.
tCe <= {pieP|tTie}|>2f+1
We can now formalize our definition of a fair ordering.

Definition 5.7 (Fair Ordering). Let o' = ("% s79%) (resp. of¥" = (e§¥", sT")) be the
highest (resp. lowest) sequence number assigned by correct processes to a transaction ti (resp.
to). The ordering of the transactions that are output by an Atomic Broadcast protocol is fair

man

max min and 62 ,

if, when o*** is less than o5™" and t1 and ty are successfully ordered in epochs e***

respectively, then t1 is ordered before to. Formally, the output of an SMR ensures fair ordering
if and only if

Orlna:r < Ogu‘n Nt C e?wx Nty C egmn = t1 < ta.
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In Definition 5.7, the requirement for ¢; and to to be successfully ordered in their assigned
epochs means that if a transaction ¢ is not successfully ordered in its assigned epoch e, then
it may not be included in the consensus for epoch e and output with the transactions decided
in epoch e. However, the BA-validity property ensures that if ¢ is AB-broadcast by a correct

process, then ¢ will eventually be output (i.e., in a subsequent epoch).

5.1.4 Broadcast and Consensus Primitives
Multi-valued Validated Byzantine Agreement (MVBA)

The MVBA protocol, as introduced in [127, 25, 100], goes beyond the restriction of binary
values and enables agreement on arbitrary values. In this protocol, a public global predicate @
is pre-established and is common knowledge among all participating processes. The form of the
predicate function @ is determined based on the specific requirements of the application and
can be computed efficiently in polynomial time. The predicate @ is equivalent to an external
validity property [25] and is used to determine the validity of the values proposed during the
execution of the protocol.

The fundamental concept of the MVBA protocol involves each participating process propos-
ing a value that could incorporate validation information as input. The protocol guarantees that
the output value is proposed by at least one process. Hence, the output value also satisfies the
predicate Q. All correct processes only input values v to MVBA such that Q(v) = 1. Formally,
an MVBA protocol satisfies the following properties with all but negligible probability.

¢ MVBA-Termination. If every correct process p; inputs a value v;, then every correct

process outputs a value.
o« MVBA-External-Validity. If a correct process outputs a value v, then Q(v) holds.

« MVBA-Agreement. For any two distinct correct processes p; and pj;, if p; outputs v;

and p; outputs v;, respectively, then v; = v;.

In this chapter, we adopt the MVBA protocol proposed by Lu et al. in [100]. In this
MVBA protocol, time complexity is O(1) and message complexity is O(n?). Furthermore, the
communication complexity is O(nf 4+ An?), where /£ is the size of the input value and A is the

security parameter.

Provable Reliable Broadcast (PRBC)

As presented in [101], a PRBC protocol extends Bracha’s reliable broadcast protocol [113]. We
denote PRBC[id] the PRBC protocol instance with identifier id. A correct process submits
a value v to the instance id of the protocol using PRBC[id](v). Then, PRBC ensures that
each correct process p; delivers the same value v accompanied by a proof ¢ that shows that all
correct processes will eventually deliver the value v. The delivered proof o cannot be forged by a
polynomially-bounded adversary. We say that p; PRBC-delivers (v, o) from PRBC[id]. Formally,
a PRBCJid] protocol satisfies the following properties except with negligible probability.
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« PRBC-Agreement. If any two correct processes p; and p; PRBC-deliver v and v’ from
PRBC]Jid], respectively, then v = v'.

o PRBC-Totality. If any process PRBC-delivers a valid proof o from PRBCJid], then every

correct process eventually PRBC-delivers v and a valid proof o from PRBC[id].

o« PRBC-Validity. If the sender is correct and inputs a value v to PRBC[id], then every
correct process PRBC-delivers v and a valid proof o from PRBCJ[id].

e PRBC-Succinctness. The size of a valid proof ¢ is independent of the size of the input

value v.

In this chapter, we employ the PRBC protocol proposed by Guo et al. in [101]. This spe-
cific PRBC protocol exhibits a message complexity of O(n?). Furthermore, the communication
complexity of the protocol is O(nf + An?), where ¢ represents the size of the input value and A

is the security parameter.

Asynchronous Data Dissemination (ADD)

Presented in [126], the ADD protocol ensures that if at least f + 1 correct processes receive
the same value v as input, while other correct processes start with an initial value 1, then
eventually all correct processes output the same value v. This condition holds when there are
up to f = [%W — 1 Byzantine processes. Formally, an ADD protocol satisfies the properties listed

below.

« ADD-Agreement. For any two distinct correct processes p; and pj, if p; outputs v; and

pj outputs v;, respectively, then v; = v;.
e ADD-Totality. If any correct process outputs v, then every correct process outputs v.

o ADD-Validity. If at least f + 1 correct processes input the same value v and the rest of

the correct processes input L, then every correct process outputs v.

Throughout this chapter, we utilize the ADD protocol proposed by Das et al. in [126]. It has
a message complexity of O(n?). Additionally, the communication complexity of the protocol is

O(nf + An?), where £ represents the size of the input value and X is the security parameter.

5.2 Asynchronous Ordered Atomic Broadcast

In this section, we present our Asynchronous Ordered Atomic Broadcast (AOAB) protocol and

show that it implements an Atomic Broadcast [114] with a fair ordering of transactions.

High-level overview. Our protocol is designed with two distinct phases for each epoch: the
transaction ordering phase and the consensus phase. The transaction ordering phase’s objective
is to determine the sequence number of each transaction and schedule the transaction so that

it is output in its assigned epoch. The sequence number used to order each transaction t is
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the median value of a set of 2f + 1 sequence numbers that have been assigned to ¢ by distinct
processes.

The purpose of the consensus phase is to ensure that all correct processes agree on which
transactions to output. To achieve optimal communication complexity, we use the hash value
of transactions as the input for the consensus phase instead of inputting the transactions them-
selves. However, to ensure that all the values corresponding to the hashes can be retrieved by
all correct processes without causing a significant increase in communication complexity, we
employ a strategy during the ordering phase. Specifically, we ensure that for each hash value,
its corresponding value has been received by a sufficient number of correct processes during the
ordering phase. This guarantees that even if some correct processes did not receive this value
during the ordering phase, these correct processes can still receive the value by the end of the

consensus phase without blowing up communication complexity.

5.2.1 Implementation

In this section, we describe the construction of our protocol. During each consecutive epoch
e, starting with e = 0, the protocol decides a set of transactions extending the SMR output.
Each epoch e comprises an ordering phase (cf. Algorithm 5.1) and an agreement phase (cf.
Algorithm 5.2). In particular, the consensus phase yields a collection of transactions in each
epoch, each accompanied by its respective sequence number. Subsequently, these delivered
transactions are output (AOAB-delivered) based on their corresponding sequence numbers. If
two transactions t; and to are output with sequence numbers s; and s, respectively, and that
51 = S2, then t; and to are sorted deterministically using a lexicographical order.

The transaction ordering phase consists of four logical phases, and the protocol follows the

steps outlined below:

1. Broadcast transaction. When a process p; receives a transaction ¢ from a client, p; submits
t to the AOAB protocol via the AOAB-broadcast method (line 7), this step lets process p;

request a set of sequence numbers for its transaction ¢ (line 8).

2. Assign sequence number. Upon receiving such request (line 9) for the first time, processes
assign to t a pair (e, s) consisting of the combined values of their epochs and sequence
numbers and return this value signed with their private keys. When p; has collected a
set S[t] of 2f 4+ 1 sequences numbers (line 18), p; will broadcast S[t] in order to collect

threshold signature shares for the median value of S|t].

3. Decide median. When processes receive S[t] (line 20), they send back to p; a threshold
signature share of the median value of S[t]. When p; has collected at least f + 1 shares
for the median value 5 of S[t] (line 28), p; combines these shares into a full proof ¥ and
broadcast (ORDER-REQUEST, h, s, X)) to all processes. This is the key step that makes our
protocol optimal in terms of communication complexity: a valid full proof ¥ can prove
that at least f 4 1 correct processes have received a transaction t that satisfies h(t) = h,
and as a result, with the help of ADD (line 55, in Algorithm 5.2), all correct processes can

also receive the transaction t.
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4. Add ordered transaction to submission buffer. Whenever a correct process p; receives

a valid message (ORDER-REQUEST, h,3,3), p; adds it to its submission buffer (line 33).
The submission buffer of each process contains tokens, where each token represents a
transaction that can be reliably delivered by correct processes (via ADD) and that is
associated with a sequence number that is verifiably the median value of a set of 2f + 1
signed sequence numbers. Intuitively, the submission buffers of processes constitute their

inputs to the epoch consensus phase.

The aforementioned four phases are detailed in Algorithm 5.1 and constitute the transaction

ordering phase of the AOAB protocol. The ordering phase is followed by a consensus phase

described in Algorithm 5.2. The consensus phase consists of the three following steps:

1. Broadcast submission buffer. During each epoch, processes only submit their submission

buffers once. When the size of its submission buffer M reaches a size of K = Q(n) (line
40), process p; submits M to the PRBC protocol.

. Invoke MVBA. Upon receiving a string (j,0;) from PRBC[j, €], processes gather them in

their proposal Ple] for epoch e (line 44). When a process p; has gathered a set Ple] of at
least n — f strings for epoch e, p; inputs its proposal Ple| to the MVBA instance of epoch
e. When a valid proposal Pgecigeq is selected by MVBA for epoch e, process p; waits for
PRBC-delivery of all related submission buffers {(EPOCH-SUBMISSION, M})} and collects
them in decidedBuffers (line 49); additionally, these corresponding hash values will be
included in decidedHash (line 57).

. Deliver transaction. For each element (h,3, ) in decidedBuffers, if process p; has received

a transaction t that satisfies h(t¢) = h, then ¢ is input to the ADD function. Otherwise, L
(null value) is input to ADD. Once the corresponding transaction ¢ is received, it is added
to decidedTzs as (t,5). Afterwards, all elements in decidedTxs are sorted in ascending

order based on their respective sequence numbers s.

Finally, when their transactions have been AOAB-delivered (line 60), clients can be notified

that their transactions have been committed.

5.2.2 Security analysis

In this section, we present detailed proof of our construction. First, we prove that Algorithm 5.1

and Algorithm 5.2 satisfy all the properties of Atomic Broadcast [114].

Lemma 5.1 (Delivery Guarantee). For any valid element (h,3,%) in the submission buffer, the

protocol guarantees that all correct processes can retrieve the corresponding transaction t such

that h(t) = h.

Proof. A valid (h,3s,) indicates that at least one correct process has received the corresponding

(MEDIAN-REQUEST, h, S[t]) message. Moreover, it implies that at least f + 1 correct processes

have sent (SEQUENCE-RESPONSE, h, s,0) messages. Therefore, at least f + 1 correct processes

have received a transaction t satisfying h(t) = h according to the code (lines 9-16). With the
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assistance of the ADD protocol implemented in the code (lines 54-58), all correct processes

retrieve the corresponding transaction t. O

Lemma 5.2 (Inclusion Guarantee). If a transaction t is successfully ordered in epoch e, then t
is AOAB-delivered in epoch e.

Proof. If t is ordered in epoch e by at least 2f + 1 processes, then at least f + 1 correct
processes include ¢ in their submission buffers for epoch e. Because of the predicate @ (line
39), the proposal Pjecidgeq output by MVBA for epoch e contains valid submission buffers from
at least 2f + 1 distinct processes, out of which at least f + 1 are correct. Since two sets of
f + 1 correct processes necessarily intersect, the decided proposal of epoch e includes at least

one correct process that included ¢ in its submission buffer. ]

Theorem 5.1. The AOAB protocol (Algorithm 5.1 and Algorithm 5.2) implements an Atomic
Broadcast protocol (cf. Definition 5.1).

Proof. We prove each property separately.

o AB-Validity. If a correct process p; AOAB-broadcasts a transaction ¢, as 2f +1 < n— f,
a correct process p; will eventually receive a set S[t] of 2f + 1 sequences numbers that are
correctly signed for its transaction ¢t. A correct process p; then eventually collects f + 1
shares for the median value 5 of S[t], combines them into a proof 3, and broadcasts ¢ and
Y. The communication channel ensures that (¢,5) is eventually added to the submission
buffers of all correct processes, that is, at least n — f > 2f 4+ 1 correct processes will add
(t,S) to their submission buffers. Hence, (¢,3) is successfully ordered at this time, and
due to Lemma 5.2, ¢t is AOAB-delivered.

e« AB-Agreement. If a correct process p; AOAB-delivers a transaction ¢ in an epoch e, then
t was output by a corresponding MBVA instance. Lemma 5.1 ensures that t is retrieved
by all correct processes, and the MVBA-Agreement property ensures that ¢ is eventually
AOAB-delivered by all correct processes in epoch e.

o AB-Integrity. Each AOAB-delivered transaction has been submitted by a unique issuer
process and comprises a unique nonce from its issuer. Correct processes thus only AOAB-
deliver a transaction at most once. To be AOAB-delivered, a transaction must have
collected a set of sequence numbers, and by the code, it must then also have been broadcast

by some process p;.

o« AB-Total-Order. Each correct process AOAB-delivers decided epoch proposals in the
same order using an ascending order based on epoch numbers. The MVBA-Termination
property ensures that all correct processes can output a proposal for each epoch, and the
MVBA-Agreement property ensures that each correct process AOAB-delivers the same set
of transactions for each epoch. The transactions in each epoch are also AOAB-delivered
in the same order using an ascending order based on their respective sequence numbers,

and they are sorted deterministically using a lexicographical order in case of a tie. As a
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result, if a transaction t; is AOAB-delivered by a correct process before a transaction to,

then all other correct processes also AOAB-deliver t; before ts.

We now prove that our AOAB protocol implements a fair ordering of transactions.

Lemma 5.3 (Correctly Bounded). The sequence number output by the AOAB protocol for a
transaction t is upper-bounded and lower-bounded by the sequence numbers assigned to t by

correct processes.

Proof. The sequence number s output by the protocol for a transaction ¢ is determined using
the median value of a set S[t] of signed sequence numbers assigned to ¢ by 2f + 1 distinct
processes. As there can only be f Byzantine processes, S is necessarily upper-bounded and lower-
bounded by the sequence numbers assigned to ¢ by at least one correct process. Furthermore,
the threshold of f + 1 used when building a threshold signature for s ensures that at least one
correct process has verified that the signatures in S[t] are correct and that 5 is the median of

STt]. O

Theorem 5.2 (Fair Ordering). The AOAB protocol implements a fair ordering of transactions
(Definition 5.7).

man
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Proof. From Lemma 5.2, if ¢; and ¢ are successfully ordered in epochs e7**
spectively, then t; and t, are AOAB-delivered in epochs ef*** and eJ"", respectively. By
Lemma 5.3, the sequences numbers (e1,s1) and (eg,s2) decided for ¢; and to, respectively,
are upper bounded and lower bounded by sequences numbers assigned by correct processes,
and because (€', sT9%) < (eh¥m sTVM) we have (e1,s1) < (ez, s2) and therefore 1 is ordered

before ts. n

5.2.3 Complexity Analysis

In this section, we provide a comprehensive breakdown of the costs associated with our con-
struction. Recall that ¢ denotes the input size and that A denotes the security parameter. Note
that in a typical financial application, a transaction would carry a client identifier. As a result,
£ can be influenced by a logarithmic factor relative to the number of clients. However, we make
an abstraction of the application domain and simply use ¢ as the input size. Finally, when
sending a set of signed sequence numbers, each of size O(\), we do not account for the process
identifier of size log(n). This is because the sequence number from p; can simply be the jth

element of the set.

Theorem 5.3 (Optimal Communication Complexity). The average communication complexity

is O(nf 4+ An?) bits per transaction, which is optimal when £ > \n.

Proof. Consider a process p; that submits a transaction ¢ of size £ to the AOAB protocol so that
t can be output. Based on the pseudocode of Algorithm 5.1, the cost breakdown of the ordering

phase can be summarized into the following phases.
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1. Broadcast transaction. In this phase, the sender p; broadcasts t to all processes in order

to collect sequence numbers for ¢, and thus costs nf bits.

2. Assign sequence number. During this phase, each process sends for ¢ a signed sequence
number of size A to p;. In the presence of up to f corrupted processes that may also send
the same SEQUENCE-REQUEST message to all, this phase incurs a communication cost of
O(An?) bits.

3. Build median proof. In this phase, p; broadcasts to all processes a MEDIAN-REQUEST
message containing a set of O(n) sequence numbers that p; has collected for ¢. This step

costs A\n? bits.

4. Collect median shares. Each process sends back to p; a threshold signature of size A for
the median value of the set broadcast by p; in the previous phase. This incurs a cost of
O(An) bits.

5. Order t. Finally, p; orders t by broadcasting to all processes a full signature of size A for
the median value of its set S[t]. This step also has a cost of O(An).

Consequently, the communication complexity per transaction of the ordering phase is O(nf+
An?). According to the pseudocode of Algorithm 5.2, the cost breakdown of the consensus phase

can be split into the following phases.

1. Broadcast submission buffer. This phase involves each process submitting its submission
buffer to the PRBC protocol. Since each submission buffer contains (n) transactions,
and each transaction is represented by its hash (size \), a sequence number (size \), and
a proof (size \), the size of each submission buffer is O(An) bits. As a result, the cost of
each PRBC is O(An?), and the total cost for this phase is O(An?) bits.

2. Invoke MVBA. The size of the input for MVBA is An, thus resulting in a total cost of
O(An?) for this phase.

3. Deliver transaction. The cost of this phase is incurred by the invocation of the ADD
protocol. The cost of each ADD invocation is O(nf + An?). Therefore, the cost for
delivering the ©2(n) transactions decided during the epoch is O(n?¢ + An?).

This results in a communication complexity of O(n?¢ + An3) for Q(n) transactions, and thus
in a communication complexity of O(nf + An?) per transaction during the consensus phase.
Summing up, the total communication complexity per transaction for the entire protocol is
O(nf + An?) bits. O

Batching is a common technique where processes submit a batch of transactions instead of a
single transaction. This enables the amortisation of the cost of consensus over the batch. Note
that our protocol does not use batching and that the cost of O(n?) bits is, therefore, a cost
per message of size £. Thus, by modifying our protocol to have each process AOAB-broadcast
a batch of transactions instead of a single transaction, the cost per transaction can be further

reduced.
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5.3 AOAB with MEV Resilience

In this section, we enhance our AOAB protocol with MEV resilience. The fundamental idea
revolves around integrating two key principles: blind order-fairness and time order-fairness.
To achieve MEV resilience, we leverage the commit-reveal framework presented in Fino [118].
In Fino, a process first generates a symmetric encryption key K that it uses to encrypt its
transaction ¢. Then, two distinct methods are employed simultaneously to distribute K to
ensure that K can be revealed once t is committed. The first approach involves distributing
K using secret sharing [103], while the second approach employs encrypting K using threshold
encryption [112]. Ultimately, the participating processes are provided with a secret share of
K, a threshold-encrypted version of K, and a hash value hx of K. As introduced in [25], this
approach also serves as a method to achieve secure causal atomic broadcast by preventing the
adversary from learning the payloads of transactions before transactions are committed.
Following the commit phase, the framework reveals K, thus enabling all correct processes to
decrypt t. Specifically, in Fino, once a transaction is committed, the optimal route is called the
happy path and involves attempting to reconstruct K by combining at least f+ 1 secret shares of
K. If the reconstructed key K’ does not align with the hash value hg, the framework proceeds
to generate K’ using threshold encryption. For the sake of simplicity, we focus solely on the
pessimistic path, which involves utilizing only threshold encryption, foregoing the inclusion of a
happy path similar to the one described in the Fino framework. However, for practical purposes,

the same happy path as in Fino could easily be incorporated into our protocol.

Encrypt transaction Output transaction Decrypt transaction
t K « SYM.Generate(A) [+ [ t
= t | AOAB-broadcast(c;, ck) ke TE. Decrypt(pk, cx, {0})
cx < TE.Encrypt(pk,K)
K - AOAB-deli t « SYM.Decrypt(K, c;)
¢, « SYM.Encrypt(K, t) OAB-deliver(ct, ck)

Figure 5.1: Overview of AOAB with MEV Resilience. A process first encrypts its transaction ¢

before submitting it. Once the cipher ¢; of ¢ is output, ¢t can be decrypted and committed.

The process of enhancing AOAB with MEV resilience is illustrated in Figure 5.1. Upon

receiving a client transaction t, process p; proceeds as follows.

1. Encrypt transaction. Process p; generates a symmetric encryption key K and uses it to
encrypt t, yielding a ciphertext ¢;. Process p; then uses threshold encryption to create an

encryption cx of the key K.

2. Output transaction. Process p; AOAB-broadcasts (c;, cx). Whenever a correct process p;
AOAB-delivers (ct, ck ), pj generates a threshold decryption share for cx, and broadcasts
it along with the hash of ¢;.

3. Decrypt transaction. Each correct process first decrypts K using threshold decryption
shares for ¢, and then decrypts t using K so that ¢ can be committed.
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The MVBA-Termination and MVBA-Agreement properties ensure that all correct processes
deliver the same set of transactions in each epoch and, therefore, broadcast a decryption share
of ¢k, thus ensuring that all correct processes reconstruct K and subsequently decrypt t.

The input size of AOAB is O(¢ + \). Additionally, the size of both the threshold decryption
share and the hash value is O()). Consequently, the communication complexity for each trans-
action is O(n(f + \) + An?) + O(A) * n * n, resulting in an overall complexity of O(nf + An?).

Thus, adding MEV resilience preserves the optimal communication complexity of our protocol.

5.4 Byzantine Behaviours

In Pompe, due to the partially synchronous setting, a transaction broadcast by a correct process
can end up being discarded if its collected set expires, for example, if the pre-chosen time bound
is shorter than the actual network delay and a network adversary obstructs the ordering of a
collected set. By removing the synchrony assumptions, we can ensure the eventual delivery
of transactions broadcast by correct processes. This not only improves censorship resilience
but also prevents denial-of-service attacks whereby Byzantine processes blow up communica-
tion complexity. Furthermore, using a commit-reveal scheme mitigates network attacks as the
adversary does not know the payloads of transactions.

Using a sequence number that is the median value of a set of 2f + 1 sequence numbers
ensures that all the sequence numbers output by our protocol are both upper-bounded and lower-
bounded by values that have been assigned by correct processes. This approach circumvents
the behaviours of Byzantine processes that could assign superficially large or small sequence
numbers to the transactions they observe. Note, however, that the ordering guarantee only
applies to non-concurrent transactions, i.e., to two transactions ¢; and to such that the sets Sy
and Ss of sequence numbers assigned by correct processes to t1 and to, respectively, are disjoint.
If S1 and Ss are not disjoint, we say that t; and to are concurrent, and ¢; and ts can be output
in any order. This results directly from the fact that a transaction ¢ can be output with a
sequence number that ranges from the lowest to the highest sequence number assigned to t by
a correct process. As a result, although the ordering guarantee of our protocol is conditional
only to f < %, it can be weakened if Byzantine processes induce disparity among the sequence
numbers of correct processes. This attack can be mitigated by having correct processes update
their sequence numbers by increasing it to a value that is the minimum of a set of f+1 observed

sequence numbers.

5.5 Conclusion

In this chapter, we leveraged cryptographic, broadcast, and agreement protocols to devise the
first asynchronous order-fair protocol with optimal communication complexity and optimal
Byzantine resilience. Our protocol improves the communication complexity of previous solutions
and implements broadcast validity by ensuring that transactions broadcast by correct processes
are eventually committed. We then made our protocol MEV resilient by integrating a commit-

reveal scheme that ensures payload obfuscation.
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The absolute ordering paradigm introduced by Zhang et al. [13] offers an interesting alter-
native to the relative ordering paradigm by enabling a more practical approach to ordering.
First, circumventing cyclic dependencies enables processes to immediately output transactions
without requiring them to wait for potential dependencies. Then, a client only submit its trans-
action to a single process, whereas in relative ordering a client must broadcast its transaction to
all the processes. Thus, although absolute ordering is strictly weaker than relative ordering, it is
an appealing trade-off for practical order-fairness. Nevertheless, in Chapter 6, we show that by
leveraging trusted hardware, it becomes possible to reduce the theoretical gap between the two

ordering paradigms and make the relative ordering method as fair as its absolute counterpart.
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Algorithm 5.1 Transaction Ordering Step, code for p;

1: State

2 epoch < 0 > consensus epoch
3 seq; < 0 > local sequence number
4: T+ [T —1]] > median threshold shares
5 S [T =1 > collected sequence numbers
6 M ] > submission buffer

7: function AOAB-broadcast t
8: Broadcast(SEQUENCE-REQUEST, t)

9: upon receiving (SEQUENCE-REQUEST, t) from p; do
10: if ¢ is received for the first time by p; then

11: s < (epoch, seq;)

12: seq; < seq; + 1

13: o < DS.Sign(ski, h(t) || s)

14: Broadcast(SEQUENCE-RESPONSE, h(t), s, o)

15: upon receiving (SEQUENCE-RESPONSE, i, s,0) from p; do
16: if DS.Verify(pk;, o,h() || s)=1 then

17: S[t] < S[tju (4, s,0)
18: if [S[t]] =2f + 1 then
19: Broadcast(MEDIAN-REQUEST, h, S[t])

20: upon receiving (MEDIAN-REQUEST, h, S[t]) from p; do

21: if [S[t]] = 2f + 1 A DS.Verify(pk;,o,h || s) = 1 for V (4, s,0) € S[t] then
22: S < Median(S[t])

23: ons < TS.SignShare(tsk;, (h,3))

24: send(MEDIAN-RESPONSE, h, o, 5) to p;

[y

25: upon receiving (MEDIAN-RESPONSE, h, 5, o) from p; do
26: if TS.VerifyShare(tpk;, (h(t),0,5))=1 then

27: Tt] + T[t|U (4,0)

28: if |T'[t]] = f + 1 then

29: Y < TS.Combine({tpk;}, T'[t], (h,3))
30: Broadcast(ORDER-REQUEST, h, 5, X0)

31: upon receiving (ORDER-REQUEST, h,5, %) A (h,x,%) ¢ M A h ¢ decidedHash do
32: if TS.Verify(vk,3, (h,s)) =1 then
33: M+ MU (h,3,%)
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Algorithm 5.2 Epoch Consensus Step, code for p;

34:
35:
36:
37:
38:
39:

40:
41:
42:

43:
44:
45:
46:
47:
48:
49:
50:
51:
52:
53:
54:
55:

56:
57:

58:
59:
60:
61:

62:
63:

State
epoch <+ 0 D> consensus epoch
nextSub < 0 > next submission epoch
M + ] > submission buffer
P+ > submissions collected for each epoch
Q: X —|X|=n—fAV(j,0)€ X, o is valid proof for PRBC[j,e¢] > MBVA predicate

> K =Q(n)
upon |M| > K A p; has not submitted in epoch do
PRBC]i, e](EPOCH-SUBMISSION, M)
nextSub < nextSub + 1

upon PRBC-delivering (EPOCH-SUBMISSION, M, 0;) from PRBC[j, €] do
Ple] Pl U (j, )
if |Ple]| > n — f then
Piecided < MVBA[e](Ple])
for V (k,0) € Piecidea dO
wait until PRBC[k, e] outputs (EPOCH-SUBMIS- SION, M},) do > wait PRBC
decidedBuffers < decidedBuffers U M,
decided Tzs + ()
for (h,s,X) € decidedBuffers do
if received ¢ satisfy h(t) = h then
t < ADDlIe|(t);
else
t < ADDle](L);
decidedTzs < decidedTzs U (t,3)
decidedHash <+ decidedHash U (h)

Sort(decided Txs)
for V t € decidedTzs do
AOAB-DELIVER(?)

M <+ M\ Piecided > remove decided transactions
decidedBuffers < () > empty buffer
epoch < epoch + 1 > increment epoch




Chapter 6

Resolving the Network Bias in
Ordering Linearizability

Multiple solutions [12, 13, 96, 18, 2] have been devised to ensure fairness in the ordering of
transactions. The relative ordering paradigm [12, 16, 18] requires clients to submit their trans-
actions to all processes so that transactions can later be ordered using the relative ordering of
transactions at a majority of processes. However, having all clients broadcast their transac-
tions is costly and, therefore, impractical. In the absolute ordering paradigm [13], a client only
submits its transaction ¢ to a single process p; so that p; can forward ¢ to other processes and
collect ordering information for ¢£. This new approach is a practical trade-off as it circumvents
circular dependencies and broadcasts by clients at the cost of weakened fairness for isolated
processes. Process isolation is illustrated in Figure 6.1. Due to the network delays between
processes, process pp is isolated from processes ps, p3, psa: p2, P3, pa are close to each other
and distant from p;. Consider a scenario where process p; broadcasts a transaction t; at time
s1 = 0ms, and where process po broadcasts a transaction ts at time so = s1 + 50ms. Due to
the network distribution of Figure 6.1, a supermajority of 2f +1 = 3 processes observe to before
t1 (cf. Chapter 6), and thus ¢t must be ordered before t1 despite the fact that ¢; was broadcast
before t5. Note that it may sometimes be more interesting to prefer processes with shorter
delays in order to improve throughput. In contrast, we focus in this chapter on a solution to
determine the sending time of transactions. For some domains, such as decentralized finance,

our approach provides more fairness by removing biases due to network delays.

One could think of naively compensating this imbalance by using the knowledge of network
delays between processes. A process p; that receives a transaction ¢ from p; at a time s, and that
knows the network delay d;; between p; and p;, can compute the time s; when ¢ was broadcast
by p; using s; = so — dj;. Unfortunately, such a scheme cannot be implemented candidly in
the Byzantine model. For instance, a Byzantine process pp could make its distances to other
processes appear larger by delaying the sending of all of its messages by an amount dg > 0.
If pp stops delaying its messages before sending a new transaction t’, a process p; receiving t’
at time s would believe that ¢ was sent at time sy = sq — (dj; + dp) < s; — dji, and ¢ would

unfairly preempt earlier transactions. A novelty of our solution is to combine cryptographic
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P3
90 mns 0)0
120 %
P1 ms z P2
100 m
S
Pa

Figure 6.1: Network delays between processes.

b1 D2 b3 P4

t1, s1 = Oms 04+0=0 0+120=120 0+ 90=90 0+ 100 =100
tg, s =50ms 50 + 120 =170 50 +0=50 50 + 30 =80 50 + 20 =70

Table 6.1: Times when transactions ¢; and t9 are received by processes. Process p; broadcasts t;
at time s; = 0ms, whereas ps broadcasts to at time ss = 50 ms. Reception times are computed
by adding the times when transactions are broadcast (i.e., 0 or 50) to the network delays (c.f.
Figure 6.1).

challenges [75] with TEEs to determine safe values of network delays.

To prevent process isolation, it would be sufficient to be able to verify network delays. In
this chapter, we present Aion', a set of leader-based and leaderless protocols that leverage
trusted execution environments (TEEs) to solve process isolation. First, we take advantage of
the security guarantees provided by TEEs to devise a challenge-response protocol that enables
processes to compute safe values of network delays, and we use an additional protocol such
as [128] to increase the reliability of TEEs clocks. As far as we know, we propose the first
solution that relies on an additional protocol to secure the TEE clocks. The challenges prevent
Byzantine processes from advertising network delays that are shorter than the actual network
delays. Note that a Byzantine process can still advertise larger network delays simply by
retaining messages. Then, we rely on the fact that the network is synchronous most of the
time and that network delays are stable [122] and require that measured network delays remain
constant. This ensures that if a Byzantine process has inserted biases to increase the values
of its network delays, then it has to abide by those new values. As a result, processes can
determine the times when transactions are sent in a safe way because it prevents Byzantine
processes from preempting older transactions.

Notice that it is not possible to directly use the timestamps provided by a TEE because a
Byzantine process could generate transactions with valid timestamps using its TEE and could
then broadcast these transactions at a future time in order to preempt transactions that it

observes. In the financial domain, this is characterized as a front-running attack [15] and can

!Aion is a Hellenistic deity that symbolises a cyclic time. The name Aion stems from the fact that our

protocols rely on repeating and constant network delays.
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have detrimental economic repercussions. Another novelty of our protocol is that it complements
the timestamps provided by TEEs with the verification of network delays to ensure the freshness
of transactions. Aion is designed to achieve an accurate ordering of transactions when the
network is behaving synchronously. However, networks can suffer various kinds of failure [129]
and can behave asynchronously as a result of these failures. In these scenarios, the network
delays are unknown, and protocols that assume an upper bound on message delivery may see
their safety properties violated [130]. Therefore, we devise partially synchronous protocols
in order to preserve safety during asynchronous periods. We discuss the loss of liveness and
mitigation strategies during asynchronous periods in Section 6.6.2. Specifically, we make the

following contributions:

e We leverage TEEs to devise a protocol that enables processes to safely measure network
delays. The novelty of our approach resides in using TEEs so that the measurements of

network delays can be used without compromising safety.

e We build upon safe values of network delays and compute the times when transactions
are broadcast with proven accuracy during synchronous periods while preserving safety

during asynchronous periods.

o We integrate the sending times of transactions with both leader-based and leaderless
consensus protocols to implement Aion, a set of SMR protocols with fair ordering. Thus,
we show that our approach is modular and practical due to its low overhead of only two

message delays.

Chapter Outline. The rest of this chapter is organised as follows. Section 6.1 presents
the concepts and the building blocks of our protocol. We introduce the timestamping protocol
in Section 6.2 and use it to build the ordering protocol in Section 6.3. We build upon the
ordering protocol to build Leader-Based Aion in Section 6.4 and Leaderless Aion in Section 6.5.

We discuss our results in Section 6.6, and we conclude in Section 6.7.

6.1 Preliminaries

6.1.1 Network Delays

Recall that in a partially synchronous network, messages can be delayed up to a global stabi-
lization time (GST) whose value is unknown. After GST, the network behaves synchronously,
and network delays between correct processes are bounded by a known value A. During syn-
chronous periods, we assume that the network delays are stable and that the fluctuations in
network delays between any two processes are bound by € > 0. This assumption relies on recent
studies on the probability distributions of network delays [122]. For stable networks, € is usually
less than one millisecond [131]. Let d;; denote the network delay between p; and p;. During a

synchronous period X, we have

Vs1, 89 € X,Vpi,pj € P, |(d” at 81) — (dij at Sg)‘ <ee.
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6.1.2 Trusted Execution Environments

We assume the existence of Trusted Execution Environment (TEE) technology. A TEE provides
a secure environment that ensures that each process executes the protocol correctly. Formally,

a TEE guarantees the following properties [132]:

o authenticity of the code executed by each process,
o integrity and confidentiality of runtime states (memory, registers, 1/0,...),
e a trusted time service,

e remote attestation in order to prove correctness to a third-party.

We also assume that TEEs are resilient to both software and hardware attacks. As a result,
when a process becomes corrupted, the adversary can only take control of resources outside of
the TEE (e.g. operating system, network,...). Such technology is implemented, for instance, by
hardware with Intel Software Guard Extensions (SGX) [133].

6.1.3 Trusted Clocks

In this section, processes use the Clock implementation of the Rank function. We assume
that each process p; has a trusted local clock denoted Clock;() that is managed by the TEE
environment and that returns timestamps in N. This is implemented, for instance, in Intel SGX.
Although Intel SGX provides access to a secure timer, a privileged user can still manipulate this
timer [134]. Consequently, we propose that the local clock be secured with an additional protocol
such as TimeSeal [128] to secure the value of Clock;(). TimeSeal adopts a holistic approach to
obtain a reliable time stack by securing the timer, ensuring that the timer can be read in a
timely manner, and protecting timekeeping software. During asynchronous periods, the offsets
between clocks can grow unboundedly. But after GST, the network is synchronous, and the
offsets between any two clocks are bounded by § > 0. Clock synchronization [135] can achieve

a value of 0 less than a millisecond, and typically in the order of tens of microseconds [136].

6.1.4 Ordering Intervals

We divide the set N of all possible timestamps into consecutive intervals of size £. Let I} denote
the k" interval,

Vk € N, I, = [kl, (k + 1)¢).
We also define the interval mapping function Z that maps any timestamp s to its corresponding
interval Z(s) such that s € Iz,

Vs e N,Z7: N — N,
sk |kl <s<(k+ 1)L
In the rest of the chapter, when the context is unambiguous, we simply refer to Iz by Z(s).
Intervals are used as a basis for implementing a total order broadcast [114]: to build a totally

ordered set of transactions, correct processes reach agreement on the set of transactions in each

interval.
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6.1.5 Cryptography

In this section, we assume that the private key of each process resides inside the memory of the
TEE and is protected against unauthorized access. Let (v); denote that the value v has been

signed using the private key sk; of a process p;.

(v); = DS.Sign(sk;, v)

6.1.6 Consensus

To decide the content of each interval, we rely on generic consensus abstractions [7]. Such
abstractions enable all correct processes to agree on the set of transactions in each interval.
We consider protocols that have the classical termination and agreement properties, but also
an external validity property [25]. External validity relies on a predicate v and requires that
any decided value contains correctly signed inputs from at least 2 f + 1 distinct processes. More

formally, we define the predicate
vyiv o >2f +1 A Y(z); € v,DS.Verify(pk;, (z);) = 1.
We assume the following properties for the consensus problem:
e Termination. Each correct process eventually decides a value.
e Agreement. All correct processes decide the same value.
o External Validity. If a correct process decides a value v, then ~(v) holds.

For Leader-Based Aion (Section 6.4), we assume the existence of a leader-based consensus
protocol, denoted Leader-Propose, where a leader proposes a value, i.e., the sequence of transac-
tions for an interval, and processes agree on whether to output or not the value of the leader. For
instance, HotStuff [61] implements such abstraction. For Leaderless Aion (Section 6.5), we as-
sume the existence of a leaderless consensus protocol denoted Leaderless-Propose, where instead
of being proposed by a leader, the decided value comes from all processes. Such abstraction is

implemented, for instance, by BFT-Archipelago [137].

6.2 Timestamping Protocol

In this section, we present the protocols used by processes to determine the time when a trans-
action is broadcast. First, the Network Challenge protocol (Section 6.2.1) enables processes to
obtain reliable values of network delays. Then, these network delays are used in the Timestamp
Validation protocol (Section 6.2.2) to determine if the timestamps requested for transactions

are valid.

6.2.1 Network Challenge

The Network Challenge protocol is used by processes to measure network delays. To this

end, processes regularly challenge other processes by sending them cryptographic nonces. The
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Network Challenge protocol is presented in Algorithm 6.1. To prevent Byzantine processes
from generating a dictionary of responses to the challenges, and thus to ensure the freshness
of the timestamps received, challenges that are sent by a process p; are signed by p; (line 6).
When a process p; receives a challenge (u); from p;, p; answers with the signed value (i, u, s);
containing the secure timestamp s generated for u, and the values u and ¢ to certify that the
TEE of p; created the timestamp s for the challenge u sent by p; (line 12). Upon receiving
a response (i,u, s); to its challenge from pj;, p; computes the network delay d;; from p; to p;
using d;; = Clock;() — s (line 16). Each process maintains an array D that stores the values of

network delays obtained with these challenges.

Algorithm 6.1 Network Challenge Protocol

1: State
2: U+ ] > challenges sent by p;
3: D + ] > network delays computed by p;

4: function Challenge p;

5 u < Nonce() > generate challenge
6 (u); < DS.Sign(sk;,u) > sign challenge
7: Send(CHALLENGE, (u);) to p; > send challenge to p;
8 Ulj] <+ u > store challenge

9: upon receiving a message (CHALLENGE, (u);) from p; do

10: if DS.Verify(pk;, (u);) then > verify signature
11: s < Clock;()

12: (7, u, s); < DS.Sign(ski, (j,u,s)) > sign response
13: Send(RESPONSE, (j, u, 5);) to p; > respond to p;’s challenge

14: upon receiving a message (RESPONSE, (j,u, s);) from p; do
15: if DS.Verify(pk;, (§,u, s);) A C[j] = u then

16: d;i = Clock;() — s > compute network delay
17: D[j] < dji > update network delays
18: Ulj] «+L > discard challenge

6.2.2 Timestamp Validation

The Timestamp Validation protocol enables processes to validate the timestamp of a transaction
by inferring the time when the transaction was sent. It combines the network delays obtained
via the Network Challenge protocol with a requirement for these message delays to remain
constant. The requirement for stable network delays is based on recent studies and experiments
on the probability distributions of network delays [122].

Algorithm 6.2 shows the protocol for deciding whether to accept or reject transactions
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Algorithm 6.2 Timestamp Validation

1: function Validate ¢, s, j > validation of t and s received from p;
2 Ssend <— Clock;() — D[] > compute send time of t
3 if |Ssend — $| < A+ 9 then > check the timestamp of t
4: return true > accept s for t
5 else

6 return false > reject s fort

based on their requested timestamps. A process simply computes the time when it believes
the transaction was sent (line 2) and compares it to the timestamp of the transaction (line 3).
During synchronous periods, the error when estimating the send time of a transaction is bounded
by 2(d + €).

Lemma 6.1. After GST, a correct process p; validates a transaction t that has a requested
timestamp s (cf. Algorithm 6.2) only if the difference between s and the actual send time Sgeryal
of t is less than 2(e + 9).

Vp; € PC° p; accepts (t,s) = |s — Sactual| < 2(e+9)

Proof. If a correct process p; validates (t, s), then p; determined that ¢ was sent at a time seg,
and that |sest — 8| < €+ 6. Process p; computed s.s; using a challenge, and particularly by
using the timestamp included in the response to the challenge and the network delay that p;
computed based on the challenge. After GST, the offsets between the clocks of processes are
bounded by ¢, and Byzantine processes cannot drift from the expected network latencies by
more than a quantity e, so the margin of error for challenges is € +J. As a result, the margin
of error of seq is € + J, and thus |s — sgeruar| < 2(€ + 9).

O

6.3 Ordering Phase

The ordering phase, borrowed from Pompe [13], enables a process p; to request a timestamp s
for a transaction ¢t and to schedule (t,s) so that ¢ is included in Z(s). The aim of the ordering
phase is to ensure that if the network is behaving synchronously and that a correct process
terminates the ordering phase for (¢, s), then ¢ is guaranteed to be included in the interval Z(s).
This protocol is used as a preliminary step both in Leader-Based Aion (Section 6.4) and in
Leaderless Aion (Section 6.5).

6.3.1 Stability of Committed Intervals

In an SMR, all correct processes output transactions in the same order. Specifically, a transac-
tion is only output when all of its preceding transactions have been delivered. Therefore, after
a transaction t is output, no new transaction can be output before t. We refer to this property

as the stability of committed intervals: once the consensus instances for the k first intervals
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have terminated and the sets of transactions in these intervals are known, no other transaction
can be added to an interval I,,, such that m < k. Hence, the ordering phase must preserve the
stability of committed intervals.

In order to guarantee that the transactions that have been successfully ordered are commit-
ted in their corresponding intervals while at the same time preserving the stability of committed
intervals, we rely on standard quorum intersections [118]. On the one hand, a transaction (¢, s)
is successfully ordered in the interval Z(s) if at least 2f + 1 processes accept to schedule ¢ in
Z(s). On the other hand, using the external validity predicate (Section 6.1.6), Aion protocols
(Section 6.4, Section 6.5) determine the content of each interval by collecting the transactions
that have been ordered by at least 2f + 1 processes. As a result, if a transaction (¢, s) is ordered
by at least 2f + 1 processes in the interval Z(s), then ¢ is guaranteed to be output in the interval
Z(s).

6.3.2 Ordering Protocol

The ordering protocol is presented in Algorithm 6.3. First, a process p; broadcasts a transaction
t and a requested timestamp s (line 7). Processes validate the timestamp s of p; using the
Timestamp Validation protocol (Algorithm 6.2). When a process p; accepts s, p; also sends
a threshold encryption share m; s (line 10) to p;. Then, p; waits until it has collected at least
2f +1 encryption shares (line 16), and combines these shares into a full proof II; s (line 17) that
it broadcasts. When processes receive the full proof II; ,, they verify the aggregated signature
(line 20) and reply with the interval where they order (¢, s) (lines 23 and 25). The Aion protocols
in the following sections (Section 6.4, Section 6.5) determine the content of each interval I, by
collecting the transactions that have been ordered in I by at least 2f + 1 processes. If a
process p; has not yet submitted the transactions that it has ordered for Z(s), then it accepts to
order (t,s) in Z(s) (line 23). Otherwise, p; includes (¢, s) in its submission for the next interval
(line 25).

Lemma 6.2. If a transaction (t,s) is ordered in an interval I, by at least 2f +1 processes, and
if the content of Iy is determined by collecting the transactions ordered in Iy, by at least 2f + 1

processes, then (t,s) is output in Ij.

Proof. If (t,s) is ordered in I by 2f 4 1 processes, then at least f + 1 correct processes will
include (¢, s) in their submissions for I. The content of I} includes submissions from at least
f + 1 correct processes, and therefore, there is at least one correct process that ordered (t,s) in

I, and whose submission is used for determining the content of Ij. ]

Note that if a transaction (¢, s) is ordered in Z(s) by less than 2f + 1 processes, it may or
may not be output in Z(s) depending on the set of 2f 4+ 1 processes whose submissions are used
for the interval Z(s). Assume that a transaction does not get ordered in the requested interval
by at least 2f + 1 processes and that the process that requested the ordering receives a set
I = {Ij} of ordered intervals, where |I| > 2f + 1. Let I, be the lowest interval among the
f + 1 highest intervals in I. Then, the transaction is guaranteed to be output no later than in

the interval I,,;p,.
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Algorithm 6.3 Ordering Protocol

1: State

2 S+ [C—1] > shares collected by p;
3: C+ [N—=]] D> transactions ordered for each interval
4 nextSub < 0 > next interval submitted by p;

5: function Order (t)
6: s <— Clock;()
7 Broadcast(REQUEST, (t, s)) > request timestamp s for t

8: upon receiving a message (REQUEST, (t, s)) from p; do

9: if Validate(t, s, j) then

10: mt,s < 15.SignShare(tsk;, ACCEPT||t||s) D> encryption share of acceptance
11: Send(ACCEPT, t, ¢ 5) to p;

12: else

13: Send(REJECT, t) to p;

14: upon receiving a message (ACCEPT,t, 7 s) from p; do

15: S[tg] < 7.5 D> store share from p;
16:  if [S[t]| > 2f 41 then

17: II; s < TS.Combine({tsk;}, S[t],t) D> create proof of acceptance
18: Broadcast(ORDER, ¢, II; ;)

19: upon receiving a message (ORDER, t,1I; ;) from p; do
20: if TS.Verify(vk,Il;s,t) then

21: ClnextSub] < C[nextSub] U (¢,11; 5)

22: if I(S) > Lestsuy then

23: Send(INTERVAL, t,Z(s)) to p; > p; submits t in Z(s)
24: else

25: Send(INTERVAL, t, I pegtsup) tO Pj D> p; submits t in Inepsup
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6.4 Leader-Based Aion

In this section, we present Leader-Based Aion, an order-fair SMR protocol, by integrating
the previous ordering step (Section 6.3) with a leader-based consensus protocol. Our leader-
based protocol is analogous to Pompe [13] and consists of (1) an ordering step (Section 6.3)
that is executed continuously by processes, and (2) a consensus step for each interval. During
synchronous periods, a correct process p; successfully orders a transaction (¢, s), and all correct
processes have received a full proof Il; s and ordered (¢, s) in the interval Z(s) after 3 rounds (cf.
Algorithm 6.3). Consequently, processes can start the agreement protocol to decide the content
of an interval I, = [k¢, (k + 1)¢) when their clocks reach the value (k + 1)¢ + 3A.

Algorithm 6.4 Leader-Based Aion

1: State

2 C <+ [N—=] > transactions ordered for each interval
3: L+ [N—=1] > submissions collected for each interval
4 nextSub < 0 D> next interval submitted by p;
5 collecting < false

upon Clock;() > (k+1)¢ 4+ 3A do >> Ij, can be decided
if i =k (mod n) then > p; is the leader of I},
collecting <+ true
Broadcast(COLLECT, k)

10: upon receiving a message (COLLECT, k) from p; do

11: if j =k (mod n) then > verify leader
12: wait Clock;() > (k+ 1)+ 3A do > wait for interval
13 (C) < DS.Sign(sk;, C[k]) > sign submission
14: Send(SuBMIT, (C})) to p; > send submission to leader
15: nextSub < nextSub + 1

16: upon receiving a message (SUBMIT, C},) from p; do

17: if collecting N DS.Verify(pk;, Cy) then > verify signature
18: L[k] < L[k U Cy >> add submission to proposal

19: if |L[k]| > 2f + 1 then

20: collecting + false

21: Leader-Propose(k, L[k]) > leader proposes Lk] for I,

The Leader-Based Aion protocol is presented in Algorithm 6.4. When a process p; learns
that the agreement protocol for the interval I, can be started (line 6), and that p; is the leader
for the interval Iy, p; broadcasts a COLLECT message to start collecting submissions for I
(line 9). In response, processes sign their submissions (line 13) before sending them to p;. The

signatures are used to verify that the proposal of p; for I contains submissions from at least
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2f + 1 distinct processes and that, therefore, it satisfies external validity (cf. Section 6.1.6).
When p; has collected at least 2f + 1 submissions (line 19), p; starts a consensus instance over
its proposal for Ij (line 21). If the leader is Byzantine, processes can deterministically decide

on a new leader in case the proposal is invalid or the absence thereof.

Theorem 6.1. A protocol using Algorithm 6.4 to output sets of transactions in consecutive

decided intervals starting with Iy implements an order-fair SMR.

Proof. The agreement property of the consensus protocol ensures that each correct process
outputs the same set of transactions for each interval. The fact that output transactions come
for consecutive intervals, and starting with the first interval, guarantees the stability of the
transactions that are output. The order-fairness property comes from Lemma 6.1 and the fact

that the leader must collect submissions from at least 2f + 1 processes (Lemma 6.2). O

6.5 Leaderless Aion

In this section, we present Leaderless Aion, an order-fair implementation of an SMR, by com-

bining the ordering step (Section 6.3) with a leaderless consensus protocol.

6.5.1 Leaderless Consensus

Without a leader, agreeing on a set of transactions for an interval is not straightforward. For
instance, two correct processes may submit two sets of transactions of equal size that only differ
by one transaction. To achieve consensus without a leader, [137] relies on an adopt-commit
object. Intuitively, an adopt-commit object enables processes to adopt the highest value that
they witness and later commit to this value once enough processes have adopted it. Thus,
the consensus algorithm uses consecutive rounds where processes converge towards the highest
value. For two sets of transactions, we define the highest value as the largest set. In case of a

tie, two sets can be sorted deterministically using a lexicographical order.

6.5.2 Leaderless SMR Protocol

Leaderless Aion comprises the ordering phase that is executed continuously by processes and a
decision phase for each interval. The decision phase consists of an exchange step followed by a
consensus step. To preserve the guarantees of the ordering phase (Lemma 6.2), processes first
exchange their sets of ordered transactions before executing the consensus protocol.
Algorithm 6.5 presents our leaderless algorithm for order-fair SMR. First, when a process
observes that the interval Ij, can be decided (line 5), it broadcasts the set of transactions that it
has ordered for I, (line 7). Then, once a process has received the sets of at least 2 f + 1 processes
(line 12), it joins the consensus instance for the interval I, (line 13). The exchange step ensures

that the value that it broadcasts satisfies the external validity property (cf. Section 6.1.6).

Theorem 6.2. A protocol using Algorithm 6.5 to output sets of transactions in consecutive

decided intervals starting with Iy implements an order-fair SMR.
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Algorithm 6.5 Leaderless Aion

1. State

2: C+ [N—=]] D> transactions ordered for each interval
3: E + [N—=1]] > sets received for each interval
4: nextSub + 0 > next interval submitted by p;
5. upon Clock;() > (k+1)¢ + 3A do >> Ij, can be decided

6: (Ck) < DS.Sign(sk;, Clk]) > sign set ordered by p; for Ij

7 Broadcast(EXCHANGE, (C%)) > broadcast ordered set

8: nextSub < nextSub + 1

9: upon receiving a message (EXCHANGE, C},) from p; do

10: if DS.Verify(pk;, Cx) then > verify signature
11: E[k] < E[k] U Cy, > store set of p;
12: if |E[k]| > 2f + 1 then

13: Leaderless-Propose(k, E'[k]) > propose E[k] for I,

Proof. The proof is analogous to the leader-based case. It results directly from the agreement
property of the consensus protocol combined with the stability of the transactions that are

output, Lemma 6.1, and Lemma 6.2. ]

6.6 Discussion

6.6.1 Comparison to Pompe and Aequitas

In Aequitas [12], a transaction ¢; must be ordered before a transaction ty if a predetermined
proportion of processes have observed ¢; before t2. The ordering paradigm of Pompe [13] is
strictly weaker than that of Aequitas. In Pompe, to require that ¢; be ordered before t9, it is
not sufficient that all processes observe t; before ty; it must also be that all correct processes
observe t; before any of them observe t5. Nevertheless, Pompe is an attractive trade-off because,
on the one hand, it does not require building graphs of potentially cyclic dependencies between
transactions, and on the other hand, clients can send their transactions to a single process.

In Aequitas, although the paradigm is fairer than Pompe, a client still has to send its
transactions to all processes, and thus, clients can also be disadvantaged based on their distances
to the set of all processes. By assigning timestamps to transactions, we lean towards Pompe’s
paradigm, which is more scalable [16, 13, 2]. However, instead of computing a timestamp using
the median value of the timestamps observed by processes, we compute the send timestamp of a
single process. This enables clients to choose the processes they send their transactions to. The
results in [18] rely on differential validity for consensus [94] and show that when f = [§] — 1,
for two transactions t1 and %9, if a single correct process observes to before t1, then it cannot
be required from any protocol to output ¢; before t5. By leveraging secure timestamping and

allowing clients to choose a single process, a client can select the process it is the closest to.
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This diminishes the influence of network delays, both between clients and processes and between
processes, and thus reduces the fairness gap between the relative ordering paradigm and the

absolute ordering paradigm.

6.6.2 Byzantine Behaviours and Asynchrony

The use of TEEs prevents Byzantine processes from lying about the values of their clocks or
from using the values of another clock. Byzantine processes may still introduce biases in the
measurements of network delays. First, they can try to beat the network and reduce network
delays by using the lack of triangle inequality in network delays [14]. Byzantine processes
may also induce longer network delays by simply retaining messages. In both cases, biases are
handled by verifying network delays: if a Byzantine process introduces a bias, it has to commit
to that bias and, therefore, cannot take advantage of it. Actual variations in network delays
are taken into account by the Network Challenge protocol. If a process detects a change in
its network delays, it can impose a cooldown period on impacted processes before starting to
validate their transactions again. The cooldown period allows pending transactions from other
processes to be committed before using new values of network delays.

During asynchronous periods or in the presence of an adversary controlling the network,
the network delays are unknown, and the clocks can become desynchronized. In this case,
our protocols lose liveness but maintain safety. An increase in the offsets between the clocks
of processes only diminishes the level of fairness in the ordering of the transactions that are
output. Finally, various attacks have been identified against the security of TEEs [138, 139] but

are out of the scope of this dissertation.

6.7 Conclusion

In this chapter, we presented Aion, a set of protocols that enable a secure ordering of transac-
tions. Essentially, Aion protocols do not require clients to broadcast their transactions to all
processes and do not disadvantage processes based on their network delays to other processes.
Aion leverages TEEs to help determine the times when transactions are broadcast, and uses this
information to realise leader-based and leaderless SMR protocols with an accurate ordering of
transactions. During synchronous periods, ordering transactions based on the time when they
are broadcast reduces to removing network delays between processes. This not only improves
order-fairness, but also helps mitigate reordering attacks. For instance, once a transaction ¢ has
been received, the timestamp of ¢ resides in the past and thus, no Byzantine process can obtain

an earlier timestamp in order to execute a front-running or a sandwich attack.
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Chapter 7
Beyond Ordering Linearizability

Despite its ingenuity, ordering linearizability, as mentioned in Chapter 5, weakens the validity
property of atomic broadcast. Validity in atomic broadcast [114] requires that a transaction
submitted by a correct process is eventually committed. But in Pompe, a transaction ¢ whose
timestamps have expired cannot be output, and ¢ must either be discarded or its issuer must
collect a new set of timestamps, thus effectively resubmitting ¢ to the SMR protocol. As a result,
the validity property can be broken by an asynchronous network that causes the expiration of
collected sets of timestamps.

In Chapter 5, we fixed the validity property and ensured that a transaction submitted by
a correct process is eventually committed. However, in Chapter 5, for two transactions ¢; and
ta2 such as MaxRank(t;) < MinRank(t2), t2 can still be executed before ¢; if ¢; is ordered in a
later epoch than to, and this results in a weaker safety property that if t; was ordered before to
simply based on MaxRank(t1) < MinRank(¢2). A stronger ordering paradigm, fair separability,
is presented in [98] and [16]. Fair separability is based on the same observation on ranks that
ordering linearizability, i.e., MaxRank(¢1) < MinRank(t2), but fair separability not only preserves
the validity property of atomic broadcast, it also strengthens the safety property of ordering
linearizability by ensuring that MaxRank(t1) < MinRank(¢2) not only guarantees that both t;
and ts are committed, but also that t; is committed before 5.

SMRFS [20] is the first and only known implementation of fair separability, and, furthermore,
it also achieves resilience to downgrade attacks. However, to do so, processes must rebroadcast
each transaction they observe. As a result, SMRFS outputs every transaction observed by
any correct process, even if it was sent by a Byzantine process to a single correct process.
Unfortunately, this approach enables a Byzantine process to ensure that each of its transactions
t is output by only sending ¢ to a single correct process, and thus at a constant cost of O(1)
network resources. In comparison, a correct process broadcasts its transactions at a cost of O(n)
network resources. If both correct and Byzantine processes have equal networking capabilities,
SMREFS becomes vulnerable to attacks on chain quality, where transactions sent by Byzantine
processes dominate the output.

It has remained an open problem whether the approach in [20] is necessary for fair sepa-
rability or if a protocol for fair separability could be devised that does not require to output

every transaction submitted by a Byzantine process. The crux of the problem resides in the
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fact that when a correct process p; has assigned a sequence number s to a transaction t, then
s could eventually be used as the median value of a set of 2f 4+ 1 sequence numbers for ¢, and
thus ¢ and s must somehow be taken into consideration when deciding the output of the SMR.
To solve this, our protocol first builds on the observation in [20] that when fair separability
requires that a transaction ¢; be ordered before a transaction to, then any set of n — f distinct

1" value of the

processes contains a set P of at least f + 1 correct processes, and the f +
sequence numbers assigned to £; by processes in P; is lower than the median value of any set of
2f + 1 sequence numbers assigned to to. Then, we leverage the commit protocol presented in
[2] to define commit conditions that do not violate fair separability. Finally, we integrate these
ideas into an SMR protocol that ensures fair separability.

To ease the understanding of our algorithm, we first present in Section 7.3 a safe version of
our algorithm that may lose liveness in certain scenarios. We then show how to fix liveness in
Section 7.4 in order to satisfy both the safety and liveness properties of SMR. More formally,

our contribution is twofold.

e We present an implementation of fair separability that preserves chain quality: submitting
a transaction has the same asymptotic cost for all processes, and the output requires input

from a quorum of processes.

o We show that fair separability can be achieved without having to output every transaction

observed by a correct process, which is of independent theoretical interest.

Chapter Outline. The rest of this chapter is structured as follows. In Section 7.1, we
introduce the building blocks of the protocol presented in this chapter. We begin by presenting
a safe implementation of fair separability in Section 7.3. We then address liveness in our
protocol in Section 7.4. Section 7.5 presents our results and their associated proofs. Finally, we

summarise the chapter and conclude in Section 7.6.

7.1 Preliminaries

7.1.1 Sequence Numbers

In this chapter, processes use the SeqNum implementation of the Rank function, i.e., Rank =
SegNum. Each process p; has a local sequence number SeqNum; that is used to assign ordering
indicators to transactions. Whenever p; observes a transaction ¢, it assigns the value of SeqNum;

to t and increments SeqNum;.

7.1.2 Secure Broadcast

The secure broadcast protocol is a multi-shot version of the reliable broadcast protocol [113]
where for each index k, a process p; secure-broadcasts a value v, and all correct processes

secure-deliver v for the index k of p;.

Definition 7.1 (Secure Broadcast Problem). A secure broadcast protocol ensures the following

properties.
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e SB-Validity. If a correct process p; secure-broadcasts a value v for its index k, then every

correct process secure-delivers v for the index k of p;.

o SB-Integrity. If a correct process p; secure-delivers a value v for the index k of p; and

that p; is correct, then p; has secure-broadcast v.

o SB-Agreement. If a correct process secure-delivers the value v for the index k of p;,
then every correct process eventually secure-delivers v for the index k of p;, and no correct

process secure-delivers for the index k of p; a value v’ such that v’ # v.

Note that in the definition of secure broadcast, a process is not required to use consecutive
values of indices, and thus, secure broadcast is different than FIFO broadcast [30]. Our algo-
rithm in Section 7.4 leverages secure broadcast to build proofs that guarantee that for an index

k, a process has secure-broadcast a value for all the previous values k&’ < k.

7.1.3 Byzantine Agreement

A leader-based Byzantine agreement protocol [7] enables all correct processes to agree on a
unique value proposed by a leader in the presence of Byzantine processes. We further require
that the decided value satisfies an external validity predicate [25]. In this chapter, we define
the predicate 7 that holds for any output (V') that contains inputs from at least 2f + 1 distinct

processes, each accompanied by a valid signature. More formally,
v: Vi |V|>2f+1 AV (i,v,0) € V,DS.Verify(pk;, o,v;) = 1.

Definition 7.2 (Byzantine Agreement Problem). A Byzantine agreement protocol ensures the

following properties.
e BA-Termination. Fach correct process eventually outputs V.
o BA-Agreement. All correct processes output the same V.

o BA-External-Validity. If a correct process outputs V', then v(V') holds.

Throughout this chapter, the leader initializes a consensus instance i¢d with input value v

by employing Consensus-Propose(id, v).

7.1.4 State Machine Replication

As defined in Section 2.2.5, SMR enables correct processes to agree on a total ordering of
transactions. In this chapter, the output of the SMR is divided into logical epochs. Processes
start with epoch 1 and use agreement to output the set of transactions in each consecutive
epoch. A correct process p; delivers the transactions decided in an epoch e only if p; has
already delivered the transactions in every epoch e’ < e. Furthermore, our protocol relies on
the ordering paradigm introduced in [13] whereby each transaction ¢ € T is output with a
sequence number s € N. Consequently, transactions output during an epoch are ordered based
on their respective sequence numbers. Let ¢; and ¢y represent two transactions output during

an epoch with their respective sequence numbers s; and so. If 51 < so, then 1 < ts.
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7.2 Fair Separability

The term fair separability was introduced in [16] to denote the strengthened version of ordering
linearizability introduced in [98]. Ordering linearizability extends the SMR specification by
adding constraints to the ordering of committed transactions. However, to preserve liveness,
ordering linearizability weakens validity by allowing the SMR, protocol to drop transactions sub-
mitted by correct processes, and the safety property, expressed as a condition on the ordering
of the transactions output, can vanish in case of an asynchronous network. These shortcomings
are expressed implicitly in the definition of ordering linearizability (cf. Definition 2.3) whereby
the ordering constraint only applies to committed transactions, and without a validity prop-
erty guaranteeing that transactions submitted by correct processes are eventually committed
by the protocol. On the other hand, for two transactions t; and %o, fair separability applies
unconditionally based simply on the observation that MaxRank(¢1) < MinRank(t2).

Definition 7.3 (Fair Separability). V ¢1,to € T,
MaxRank(t1) < MinRank(t2) = t1 < to.

Consider two transactions ¢ and t5. First, note that for both ordering linearizability and fair
separability, an ordering constraint is expressed between t; and to only if all correct processes
have assigned an ordering indicator to both ¢; and t9. This is because with f Byzantine processes
any ordering indicator assigned by a correct process could potentially be used as the median of
a set of 2f 4+ 1 values. Then, assume that MaxRank(t1) < MinRank(t2).

e Ordering linearizability. In Pompe, if the network behaves asynchronously and that
the ordering indicators collected for ¢; expire before ¢1 is ordered, then ¢£; must either be
discarded, or its issuer must resubmit ¢; in order to collect a new set of timestamps. The
protocol in Chapter 5 ensures that in the same scenario ¢ is not discarded. However, t;

may still be committed after ¢s.

o Fair separability. The protocol presented in this chapter ensures both validity and
ordering safety by ensuring that both ¢; and te are committed (cf. liveness proof in
Theorem 7.1), and that ¢; is committed before ty (cf. Theorem 7.2).

In [20], to ensure fair separability, all correct processes eventually assign a sequence number
and output a transaction ¢ even if ¢ was only sent by its Byzantine issuer to a single correct
process. In this chapter, we show that to ensure fair separability, it is not necessary to output

every transaction observed by a few correct processes.

7.3 Safe Implementation

In this section, we present our protocol for SMR with fair separability. To simplify the algo-
rithms, we omit all the cryptographic verifications and assume that correct processes systemat-

ically verify those and discard invalid messages.
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7.3.1 Overview

Like Pompe, our protocol starts with an ordering phase that is followed by a consensus phase.
However, in our protocol, processes need to exchange additional information, such as their sets
of pending transactions, in order to achieve fair separability. Furthermore, after the consensus
step, an additional delivery step ensures that transactions are committed in a way that preserves
fair separability. Our protocol proceeds in consecutive epochs. All correct processes start at
epoch 1 and output a set of transactions for the current epoch before proceeding to the next
epoch. The set of transactions output during an epoch is appended to the SMR Log. Each

epoch comprises the three following steps.

1. Ordering. Processes assign sequence numbers to the transactions that they receive and
secure broadcast the sequence numbers that they have assigned. When a process secure-

delivers 2f + 1 sequence numbers for the same transaction ¢, it orders t.

2. Consensus. Processes agree on a tentative set of transactions to be output during the
epoch. Each decided transaction is associated with a sequence number that is the median

value of 2f + 1 sequence numbers.

3. Delivery. Processes select among the previously decided set the transactions that can be

committed without violating fair separability.

7.3.2 Ordering Step

The ordering step is presented in Algorithm 7.1. The goal of this step is to collect sequence
numbers for transactions to facilitate the ordering of these transactions during the delivery phase
based on their assigned sequence numbers. A process submits a transaction ¢ to the protocol by
broadcasting (SUBMIT, t) (line 12). When a process p; receives ¢, p; assigns a sequence number
to t and adds ¢ to its set of pending transactions (line 18). The set of pending transactions
keeps track of the sequence numbers assigned by correct processes. This is done to preserve
fair separability because the median value of a set of 2f + 1 sequence numbers could have been
assigned by any correct process. Process p; then secure-broadcasts ¢ and the signed sequence
number that it has assigned to ¢ (line 20). This step enables all correct processes to have a
consistent view of the sequence numbers assigned by processes. When a correct process p; has
secure-delivered at least 2f + 1 signed sequence numbers for a transaction ¢, p; adds ¢t and its
associated sequence numbers to its set of ordered transactions (line 25).

To ensure fair separability, it is sufficient that the output of each epoch contains the union
of the sets of pending and ordered transactions of at least 2f + 1 processes (cf. Theorem 7.2).
However, doing so naively would make the protocol vulnerable to an arbitrary increase in its
communication complexity. If a Byzantine process were to send a transaction ¢ to less than
f + 1 correct processes, t would be broadcast as part of their pending sets but could never be
output. Transactions sent in this way could indefinitely increase the sizes of the messages sent
by processes to report their pending transactions. We thus devise a scheme that enables correct

processes to notify of their pending transactions using a constant size. Intuitively, the pending
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Algorithm 7.1 Ordering step at process p;

1: State

2: SeqNum; «+ 1

segNumSet : [T — []] < 0

delivered : [P — [N x {0,1}*]]
pending : [T x S x {0,1}*] « 0
ordered : [T x [S x {0, 1} <0
ackedDeliveries : [P — [N x {0,1}]]
ackShares : [N — [{0, 137+
indezProof : [N — {0,1}*] < 0

10: witnessedTzs : [T]*

11: function SUBMIT(t)
12: Broadcast(SUBMIT, t)

13: upon receiving (SUBMIT, t) do
14: if t ¢ witnessedTzs then

15: s < SeqNum,

16: SeqNum; <— SeqNum; + 1

17: o < DS.Sign(sk;, i||h(t)]s)

18: pending < pending U (t, s, o)

19: witnessedTxs <— witnessedTxs Ut
20: SecureBroadcast(s, (t, s, 0))

21: upon secure-delivering (s, (¢, s,0)) from p; do
22: delivered[j][s] = (t, s, o)

23: seqgNumSet[t] < segNumSet[t] U (s, o)

24: if |segNumSet[t]| > 2f + 1 and t # L then

25: ordered < ordered U (t, seqNumSet[t])

26: k «+ max (0)
Vaxe[1,£],delivered[j][xz]#L

27: for z € [1,k] do

28: if ackedDeliveries[j][z] = 0 then

29: m < TS.SignShare(tsks, (j,x))

30: ackedDeliveries[j][x] = 1

31: Send(INDEX, (7, z, 7)) to p;

32: upon receiving (INDEX, (¢, k, 7)) from p; do
33: ackShares[k][j] < =
34: if |ackShares[k]| > f + 1 then

35: IT < TS.Combine({tpk}, ackShares[k], (i, k))

36: indexProof [k] < 11

> local sequence number of p;

> sequence numbers collected for each tx
> deliveries from secure-broadcast

> pending txs

> ordered txs

> shares sent to ack deliveries

D> shares for history proofs

> secure-broadcast delivery proofs

> list of witnessed transactions

D> submit transaction t to the protocol

D> assign sequence number s to t
> increment SeqNum;

> sign s

> mark as pending

> marked t as witnessed

D> secure-broadcast s for t once

> update history of p;
> collect sequence numbers for t

> order t and the collected set
> longest continuous delivery from p;

> index x of p; not acked
> create share for index x of p;
> mark as acknowledged

> collect ack shares for index k of p;

> ack by at least one correct process

> build history proof

> store proof for p;’s continuous history

set of a process p; is the set of transactions associated with the sequence numbers secure-

broadcast by p; for the transactions observed by p; minus the transactions already committed.

More specifically, when a correct process p; secure-delivers the sequence number s from pj,

it computes the index k (line 26) of the highest sequence number for uninterrupted secure-
deliveries from p; (i.e., V k' < k, delivered[j][k'] #L). Process p; then send to p; a threshold
signature for index k (line 31). By collecting these shares, p; can build a proof (line 36) for
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an uninterrupted history of assigned sequence numbers, where each index is guaranteed to be

secure-delivered due to the SB-Agreement property.

7.3.3 Consensus Step

The consensus step is detailed in Algorithm 7.2. When a process p; is the leader of an epoch e
and its set of ordered transactions is not empty, p; broadcasts a message (COLLECT, e) to collect
sets of pending and ordered transactions from processes (line 42). Upon receiving a COLLECT
message, a process p; responds to the leader with the current value of its local sequence number
SeqNum; and its set of pending and ordered transactions (line 53). However, in lieu of directly
sending its set of pending transactions, process p; sends to the leader only the highest value
mazxPending of the sequence numbers present in its set of pending transactions, associated
with a proof indexProof|maxPending] that p; has secure-broadcast a value for each index up
to maxPending. Intuitively, the proof ensures that at least one correct process has delivered a
value for each index up to mazxPending, and the SB-Agreement property ensures that, therefore,
every correct process will eventually secure-deliver the same values. A formal proof is deferred
to Section 7.5.

When the leader has collected the submissions from at least n — f processes, and the timer
has expired, it combines them into its proposal for epoch e and initiates an instance of the
Byzantine agreement protocol to decide the tentative set of transactions to be output during
epoch e. The actual set of committed transactions is decided during the delivery step.

Remark: throughout this chapter, we treat the consensus protocol as a black box, implying
that any partially synchronous consensus protocol can be integrated into our framework. Al-
though we use a leader-based partially synchronous consensus protocol in Algorithm 7.2, it is
worth noting that any leaderless partially synchronous consensus protocol also fits within our

framework, with all correct processes considered as leaders.

7.3.4 Delivery Step

The delivery step is presented in Algorithm 7.3. Once the result of the consensus instance for
epoch e is known, processes locally compute a set of transactions that can be committed without
violating fair separability. To this end, each process p; must (1) remove from the tentative set
unsafe transactions for which there may be transactions that could be assigned lower sequence
numbers and (2) add transactions that must be ordered before according to fair separability
but have not been ordered.

Removing unsafe transactions. The median value associated with a transaction could
have been assigned by any correct process. To ensure that no transaction can be issued a median
value that is less than the sequence numbers of the transactions in the tentative set, processes
use the values of the local sequence numbers SeqNum included in the decided proposal for e.
Specifically, they compute the value of lockedIndex corresponding to the lowest value of SeqNum
in the decided proposal (line 62). Only transactions whose final sequence numbers are less than
lockedIndex can be committed in the current epoch (line 73). Note that Byzantine processes

could try to prevent transactions from being committed by sending superficially low values
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Algorithm 7.2 Consensus step at process p;

37: State

38: epoch <+ 1 D> consensus epoch
39: proposal : [N — []] > leader proposals for epochs
40: upon |ordered| > 1 A i = epoch (mod n) do > p; is leader of epoch
41: wait epoch e — 1 is decided do > decide epochs successively
42: Broadcast(COLLECT, e) > request ordered and pending sets
43: Timer(2A) > set timer for 2A

44: upon receiving (COLLECT, e) from p; do
45: if p; is the leader of epoch e then > j =e (mod n)

46: mazPending < max (s) > latest pending local transaction
(t,s,0)Epending

47: wait indexProof [ mazPending] #1 do > proof for index maxPending
48: L+ {} > initialize local submission
49: L.ordered < ordered

50: L.maxPending <— mazPending

51: L.pendingProof < indexProof [ maxPending]

52: o < DS.Sign(sk;, h(ille||L)) > sign local submission L
53: Send(LOCAL, (e, L, o, SeqNum;)) to p;

54: upon receiving (LOCAL, (e, L, 0, SeqNum,)) from p; do

55: proposalle] < proposalle] U (j, L, o, SeqNum) D> store p;’s submission
56: if |proposalle]| > n — f A Timer has expired then > collected n — f
57: Consensus-Propose(e, proposalle]) > submit proposal to consensus

of SeqNum. To thwart this behaviour, the leader first waits for the expiration of the timer
when collecting submissions for its proposal. This ensures that during synchronous periods,
the leader receives submissions from all correct processes. Then, the value of lockedIndex is

computed using only the highest 2f + 1 values of SeqNum in the proposal (line 61).

Adding non-ordered transactions. To ensure that the set of committed transactions
does not exclude any transaction that should be ordered before the transactions in the tentative
set, each process p; looks at the pending transactions in the histories of sequence numbers
assigned by processes. Specifically, p; adds to the tentative set any transaction that is not in

the ordered sets, but that is present in the pending sets of at least f 4+ 1 processes (line 71).

Finally, after removing unsafe transactions and adding non-ordered transactions, processes

can commit the resulting set C' of transactions (line 76).
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Algorithm 7.3 Delivery step at process p;
58: State

59: Log; < |] > log of committed transactions

60: upon deciding proposal|e] for epoch e do

61: M arg max Z (SeqNum;) > 2f + 1 highest
V Cproposalle],|V|=2f+1 (4,L,0,SeqNum ;)eV/

62: lockedIndex greuﬁ(s) >> compute locked index
63: OR= > ordered sets decided
64: P« ] > pending sets decided
65: for (j,L,o,SeqNum;) € proposalle] do

66: wait (L.maxPending, x) secure-delivered from p; do

67: O < O U L.ordered > combine ordered sets
68: for (t,s,0) € {delivered[j][s] : s < L.mazPending} do

69: if (¢,s,0) ¢ Log; then

70: P[t] «+ P[t]Us > combine pending sets grouped by transaction
71: P« P\{P[tje P:|PJt]] < f+ 1} D> txs that appear in at least f + 1 sets
72: D+~ OUP > all decided transactions
73: C <« {(t,Median({s}) : (t,{s}) € D A Median({s}) < lockedIndex}

74: ordered < ordered \ C > update ordered set
75: pending < pending \ C > update pending set
76: Log;.append(C) > commit set C
7 Update(D) > required for liveness (see Section 7.4)

7.4 Fixing Liveness

In this section, we address liveness issues with Algorithm 7.3.

7.4.1 Issue with the Previous Protocol

Our previous implementation ensures fair separability (Theorem 7.2), but it does not ensure

liveness. Consider the following scenario with P = {p1, p2, p3,ps}, and where p; is Byzantine.

o Correct processes p2, p3, p4 have local sequence number 2, 4, 8, respectively, and SeqNum; =
9.

o A transaction t is ordered with the set of sequence numbers S = [4, 8, 9], and thus output

in an epoch e with a sequence number 5 = Median(S) = 8.

o After receiving ¢, the local sequence numbers SeqNum of processes (p2, p3, p4) are (2+1,4+
1,841) = (3,5,9), respectively. If Byzantine process p; does not send any response to the
leader requests for collection, and no other transaction is submitted, then the computed
value of lockedIndez is min([3,5,9]) =3 < 8.
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Algorithm 7.4 Update of SeqNum; at process p;

78: function Update(D)

79: Smaz — max (3) > highest decided Median
(t,;5)eD

80: lastSeq < SeqNum;,

81: SeqNum; < max(SeqNum;, S;4z) > update SeqNum;

82: if SeqNum; — lastSeq > 0 then

83: for k € [lastSeq, SeqNum,) do > fill the gap

84: SecureBroadcast(k, L)

If no other transaction is submitted, and that Byzantine process p; remains silent, then
t cannot be committed. To ensure liveness, we modify the previous protocol. Intuitively,
processes increase the values of their local sequence numbers so that the transactions decided

during consensus, such as ¢, can be committed in the next epoch.

7.4.2 Fixing Liveness

To ensure liveness, we must guarantee that a transaction broadcast by a correct process is
eventually committed. To this end, upon deciding a set of transactions for an epoch e, pro-
cesses increase the value of their local sequence numbers to the highest sequence number in
the set of decided transactions. We implement this increase of sequence numbers by adding
in Algorithm 7.3 a call to the Update function (line 77). The Update function is detailed in

Algorithm 7.4. First, recall that in Algorithm 7.3, two sets of transactions are computed:

o a tentative set D (line 72) consisting of all the decided transactions that could be com-
mitted,

o a committed set C' (line 73) consisting of the transactions that can be committed without

violating fair separability.

In Algorithm 7.4, a process p; computes the highest sequence number $,,,, in the set D, and
uses Smae to update its local sequence number SeqNum,. This ensures that when the network
becomes synchronous (i.e., after GST), then all the transactions decided in an epoch e can be

committed in epoch e + 1. The proof of liveness is presented in Theorem 7.1.

7.5 Protocol Analysis

In this section, we prove that our protocol implements an SMR protocol with fair separability

and discuss its chain quality.

7.5.1 State Machine Replication

Lemma 7.1 (History Liveness). If a correct process p; secure-broadcasts a value v for its index
k, then p; eventually receives enough acknowledgment shares to build a wvalid proof 11 for its

index k.
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Proof. The SB-Validity property of Secure Broadcast (cf. Definition 7.1) ensures that every
correct process eventually secure-delivers v. Because p; is correct, it also has previously secure-
broadcast a value vy for each index k' < k. Hence, every correct process eventually secure-
delivers a value for each index k' < k and sends to p; an acknowledgment share for index & (line
31). As a result, p; receives at least n — f > f+1 shares and can combine them to build a valid
proof for its index & (line 36). O

Lemma 7.2 (History Consistency). If a correct process receives a valid index proof I1 for the
index k of p;, then every correct process eventually secure-delivers some value vy for each index
K <k of p;, (ie., delivered[j][k'] #L), and for each index k' of pj, every correct process

secure-delivers the same value v .

Proof. In order to build a proof II for its index k, a process p; must combine f 4 1 acknowledg-
ment shares for the index k. Consequently, at least one correct process p; has created a share
m for the index k of p;. Process p; only generates 7 if it has secure-delivered from p; a value
v for every index k' < k. As a result, from the SB-Agreement property of Secure Broadcast
(cf. Definition 7.1), every correct process also delivers an identical value vy for every index
kK <k O

Lemma 7.3 (Delivery Agreement). During the delivery step (cf. Algorithm 7.8), each correct

process commits the same set of transactions.

Proof. The BA-Agreement property of consensus (cf. Definition 7.2) ensures that each correct
process decides the same proposal for each epoch. A proposal is comprised of submissions
from at least 2f + 1 processes. A submission from a process p; contains a set of ordered
transactions, a value of maxPending, a valid proof II for the index mazPending of p;, and the
latest value of SeqNum,. Based on Lemma 7.2, a valid proof II for p; guarantees that all correct
processes eventually deliver a consistent view of the history of p; and that, therefore, the wait
at line 66 terminates for each submission in the proposal. It results that all correct processes
use a deterministic algorithm based on the same data and, therefore, commit the same set of

transactions. O

Theorem 7.1 (SMR). Our protocol, consisting of Algorithm 7.1, Algorithm 7.2, Algorithm 7.3,
and Algorithm 7.4, implements an SMR protocol (cf. Definition 2.1).

Proof. We prove each property separately.

Safety. Each correct process p; commits transactions in successive epochs, and for each
epoch e, p; waits until the consensus for epoch e — 1 has terminated before taking part in epoch
e. Consequently, correct processes commit epochs in the same order, starting with epoch 1,
and from Lemma 7.3, we know that each correct process commits the same set of transactions
during each epoch.

Liveness. If a correct process broadcasts a transaction ¢, then each correct process p;
eventually receives t and secure-broadcasts the sequence number that it assigns to t. As a result,

every correct process eventually secure-delivers at least n— f > 2f +1 correctly signed sequence
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numbers for ¢ and adds ¢ to its local ordered set. Each decided epoch contains submissions
from at least n — f processes and, therefore, submissions from at least f + 1 correct processes.
Therefore, from then on, the set O (lines 63 and 67) will contain ¢, and thus ¢ is included in
the set D of decided transactions (line 72) of each subsequent epoch. Let S denote the set of
sequence numbers associated with ¢ in the decided proposal D. If ¢ is present more than once
with different sets, processes deterministically select the set with the lowest median value. Let
5 = Median(S5).

It remains to show that the lockedIndex value computed by each correct process (line 62) is
eventually greater than 5, and that, therefore, the condition on line 73 is satisfied so that ¢ can
be committed. First, note that Algorithm 7.4 ensures that when a set D is decided, all correct
processes increase their sequence numbers to a value greater than or equal to 5 (line 81). Then,
after GST, a correct leader is eventually elected in an epoch e and waits for 2A when collecting
submissions. Therefore, the leader of epoch e includes in its proposal the submissions from all
correct processes. Finally, note that in epoch e, the lockedIndexr value is the lowest value among
the 2f + 1 highest values of SeqNum included in the decided proposal (lines 61 and 62). It
follows that even if f Byzantine processes were to send superficially low values of SeqNum, the
value of lockedIndex will still be lower bounded by the sequence number of a correct process
that has previously set its local sequence number SeqNum to a value greater than or equal to

3, and t is thus committed in epoch e. O

7.5.2 Fair Separability

Lemma 7.4. Let Sy = {SeqNum,(t) : i € I} denote the set of sequence numbers assigned to t
by a set I C P of distinct processes.

|I| > 2f +1 = MinRank(t) < Median(S7) < MaxRank(t)

Proof. 1f |I| > 2f + 1, then there are in Sy at least f values both before and after Median(Sy).
As a result, Median(S7) is both lower-bounded and upper-bounded by the sequence numbers

assigned to t by correct processes. O

Lemma 7.5. Let t1 and ty denote two transactions. Let So denote a set of 2f + 1 sequence
numbers assigned to ta by any set of distinct processes. Let S1 denote a set of f + 1 sequence

numbers assigned to t1 by any set of correct processes.
MaxRank(¢;) < MinRank(t2) = Median(S;) < Median(S2)
Proof. From Lemma 7.4, we have for to,
MinRank(t2) < Median(S2) < MaxRank(t2).

By assumption, S; only contains the sequence numbers assigned to t; by correct processes.

Therefore we have

Vs € S1,s < MaxRank(t;) = Median(S1) < MaxRank(¢;).
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It directly follows that
Median(S1) < MaxRank(¢;) < MinRank(t2) < Median(sy).
O

Theorem 7.2 (Fair Separability). An SMR protocol using Algorithm 7.1, Algorithm 7.2, and

Algorithm 7.3 to commit transactions in successive epochs ensures fair separability:
Vi, te € T, MaxRank(tl) < MinRank(tg) = 11 < ta.

Proof. Let t; and ty denote two transactions output in epochs e; and es, respectively, and such
that MaxRank(t1) < MinRank(t2). First, if e; < eg, then ¢; < to holds trivially. Otherwise, we
must show that if to is output during an epoch es < e, then we have es = e; and ¢; is also
output in es with a sequence number lower than to.

Assume that to is output during an epoch es; with a sequence number 3S3. In es, only
transactions that have a sequence number that is less than or equal to lockedIndex are output
(line 73), and therefore we have Sy < lockedIndex. Furthermore, the BA-External-Validity
property of the consensus protocol (cf. Definition 7.2) guarantees that the leader proposal
proposalles] for epoch eg is based on the submissions of at least 2f + 1 < n — f distinct
processes. Therefore, because lockedIndez is the lowest value of SeqNum; among the collected
responses (line 62), lockedIndez is less than or equal to the local sequence numbers SeqNum; of
a set Py of at least f + 1 correct processes.

Due to Lemma 7.1, each correct process can eventually build a proof for each index that it
secure-broadcasts. Thus, each correct process p; € P; includes in its submission for proposal[es]
the value mazPending of its highest pending transaction and a valid proof associated with
the value of the index maxPending of p;. Lemma 7.2 ensures that during the delivery steps,
correct processes can receive all the pending transactions for each submission in proposal|es].
Recall that the local sequence number SeqNum; of each correct process p; € P; is greater
than or equal to lockedIndez. Furthermore, by assumption we have MaxRank(¢;) < 32, and thus
MaxRank(t1) < 52 < lockedIndez. Hence, every correct process in P; must have already assigned
a sequence number to t1, and thus includes ¢; in its set of pending transactions. And because
|Pi| > f+ 1, the condition on line 71 does not exclude t1, and ¢; is also output in ey. Finally,

using Lemma 7.5, we can conclude that ¢; is output with a sequence number 35; < 3,. O

7.5.3 Discussion

In SMRFS [20], a Byzantine process can submit a transaction at a cost of O(1) network resources
by sending it to a single correct process that will rebroadcast it to all processes. Simultaneously,
for a correct process to submit a transaction, it has to broadcast the transaction to all processes,
incurring a cost of O(n). This enables a greedy Byzantine process to submit a distinct trans-
action t; to each process in lieu of broadcasting a unique transaction ¢t. As a result, if each
Byzantine process sends a distinct transaction to each correct process, f Byzantine processes
can submit O(n?) transactions using O(n?) network resources. On the other hand, using O(n?)

network resources, correct processes only submit O(n) transactions by broadcasting them.
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In our protocol, a transaction ¢ can only be output if at least f + 1 (i.e., O(n)) processes
have assigned a sequence number to t. As a result, whether a Byzantine process sends its
transaction ¢t to f + 1 correct processes or f Byzantine processes broadcast a sequence number
for ¢, Byzantine processes still need O(n) network resources to submit a transaction. Finally,
the external validity condition ensures that the output of each epoch contains the submissions
of at least n — f processes and thus submissions from at least f + 1 correct processes. This
ensures that the output of an epoch includes the submission of at least one correct process that,
in turn, has collected transactions from all processes.

Although typical SMR approaches focus only on improving throughput [56, 58, 60, 61],
application of the SMR paradigm to decentralized applications has brought a wide range of
applications where it is more important to prioritize the inclusion of inputs from all processes
over a high throughput. These applications include collaborative decision-making, consortium
blockchains, distributed voting systems, and financial reconciliation systems. In these scenarios,
ensuring that inputs from all processes are included is fundamental for maintaining fairness,
accuracy, comprehensive data representation, and trust among participants. By combining a
balanced cost for transaction submission and a merged output, we ensure an inclusive output
for each epoch.

In terms of performance, the overhead of our protocol is limited. Our protocol has a fast
path of 9 rounds, which is equivalent to or less than other order-fairness solutions [13, 25,
16, 20]. Our protocol also incurs an O(n?) communication complexity, which is identical to
previous order-fairness solutions [13, 25], and a linear multiplicative factor increase with respect
to Themis [16] and SMRFS [20]. The main computational overhead in our protocol resides in
the use of threshold encryption for the sequence numbers broadcast by processes. We defer a
comprehensive experimental evaluation of the protocol and a comparison to other solutions for

future work.

7.6 Conclusion

In this chapter, we analysed shortcomings both in the formulation of ordering linearizability
and in the existing implementation of fair separability. We addressed these shortcomings by
introducing an implementation of fair separability that is resilient to attacks on chain quality.
Compared to previous work that achieve fair separability by adding a requirement that forces
the observation of a transaction by all correct processes, the novelty of our solution resides in the
fact that it achieves fair separability while strictly adhering to the prescribed ordering paradigm.
As a result, our solution also refines the requirements for achieving fair separability by showing
that unconditional ordering linearizability does not require to commit each transaction observed

by a correct process.
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Conclusion

In this dissertation, we have presented multiple contributions focused on optimising ordering
linearizability in the hope of mitigating attacks and presenting a reinforced case for its applica-
tion in SMR. Our research surrounded three complementary objectives to address shortcomings
in current approaches to ordering linearizability. Objective 1 focused on minimizing the over-
head induced by ordering linearizability. Objective 2 addressed shortcomings with respect
to the essence of order-fairness: resilience to reordering attacks. Objective 3 strengthened
ordering linearizability by solving its network bias and by ensuring that it applies to all trans-
actions. Overall, our goal was to strive towards easing the integration of order-fairness in SMR

by reducing its cost, improving its resilience, and strengthening its paradigm.

8.1 Research Outcome

8.1.1 Objective 1: Reduce the Cost of Ordering Linearizability

The application of order-fairness in SMR is currently underwhelming, primarily due to the cost
of integrating techniques such as ordering linearizability. To this end, the first research objective
of this dissertation focused on reducing those costs to make order-fairness more accessible and
attractive. The objective comprised two sub-objectives, namely: (i) reducing latency, and (ii)
reducing communication complexity. In Chapter 3, we highlighted that the latency for achieving
ordering linearizability could be practically halved. Furthermore, in Chapter 4, we introduced
a protocol that achieves ordering linearizability without introducing any message delay and
is thus optimal. Chapter 5 presented work that leveraged cryptography to achieve ordering
linearizability with optimal communication complexity. The success in achieving our two sub-
objectives showed that ordering linearizability could be achieved without introducing additional
overhead costs in normal SMR, applications, making it a practical strategy for achieving order-

fairness.

8.1.2 Objective 2: Improve Resilience to Reordering Attacks

The previous objective revealed that overhead costs introduced for order-fairness could be re-

duced, however, the techniques were still vulnerable to reordering attacks. The second research
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objective, therefore, aimed at improving the resilience of ordering linearizability to reordering
attacks. Due to the nature of attacks against existing techniques, this objective required a new
protocol to be developed that addressed these concerns and mitigated the shortcomings identi-
fied. In Chapter 4, we analysed vulnerabilities to reordering attacks in implementations of time
order-fairness and blind order-fairness. We then devised a protocol that addressed these vulner-
abilities and applied our findings in Chapter 5. Although the protocol presented in Chapter 6
primarily aimed at strengthening ordering linearizability, it also improved resilience to reorder-
ing attacks by sequencing transactions at the time they are sent. By analysing the various
shortcomings present in implementations of order-fairness, we have improved its resilience to

reordering attacks by addressing multiple vulnerabilities, achieving our objective.

8.1.3 Objective 3: Strengthen Ordering Linearizability

The third and final research objective was to strengthen the ordering paradigm itself. The
first sub-objective led us to analyse weaknesses in the formulation of ordering linearizability.
In Chapter 6, we analysed the network bias that was intrinsic to ordering linearizability and
addressed this bias in a protocol that leveraged TEE. Then, in Chapter 7, to answer our sec-
ond sub-objective, we devised a protocol that implemented fair separability, the same ordering
paradigm as ordering linearizability, but applied to all the transactions. In the end, we have
strengthened ordering linearizability by addressing its network bias in Chapter 6 and by ex-

tending it to all the transactions in Chapter 7.

8.1.4 Overall Achievement

This dissertation successfully achieved the overarching objective of optimising order-fairness in
blockchains using ordering linearizability. By achieving Objective 1, we have not only pre-
sented the lower bounds for accomplishing ordering linearizability, but we have implemented
efficient protocols that attained those bounds, thus showing how to achieve ordering lineariz-
ability with virtually no additional overhead costs. Objective 2 and Objective 3 ensured
that order-fairness did, in fact, meet its goal of preventing adverse reordering by Byzantine
processes. In conclusion, we have achieved all of our research objectives focused on optimising
ordering linearizability, and as a result, we have made ordering linearizability more applicable
to various SMR systems, especially to those in the world of blockchains where the ordering of

transactions is crucial.

8.2 Future Work

The work in this dissertation not only presents novel steps forward in order-fairness, but also
uncovers potential avenues to explore for further refinement. By using our findings as a foun-
dation for further improvement, there are three immediate directions that could be taken for
future research: (i) using formal methods to characterise resilience to reordering attacks, (ii)
combining the separate works proposed throughout this dissertation into a unified protocol, and

(iii) transposing the order-fairness approach presented in this thesis to permissionless blockchain
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environments. These efforts can provide foundations for further application of order-fairness in
blockchains while joining the global effort for secure distributed state machine replication with

digital financial systems.

8.2.1 Formalisation of Resilience to Reordering Attacks

By combining time order-fairness and blind order-fairness with a leaderless consensus proto-
col [2], we ensured that our protocol was resilient to harmful reordering attacks. Intuitively,
a leaderless protocol ensures that no Byzantine process can censor or omit client transactions.
Time order-fairness guarantees a fair ordering of transactions according to their received orders,
and blind order-fairness prevents Byzantine processes from issuing transactions based on the
content of pending transactions. Future work will focus on formalising resilience to reordering
attacks and will investigate impossibility results showing the minimal influence of Byzantine

processes with regard to resilience to reordering attacks.

8.2.2 In Search of a Unified Algorithm

In this dissertation, we have shown lower bounds for the latency and the communication com-
plexity of ordering linearizability. In addition, we have improved the resilience of ordering
linearizability to reordering attacks by combining it with payload obfuscation. Finally, we have
also improved the ordering paradigm by solving the network bias and by implementing fair
separability. Future direction will consist of devising a protocol that combines the different
properties that have been achieved independently in this dissertation. In particular, when all
properties cannot be achieved simultaneously, the research will investigate the various trade-offs

and their respective results.

8.2.3 Application to Open Blockchains

The results presented in this dissertation apply to a permissioned setting with a predetermined
set of processes and an upper bound on the number of Byzantine processes. However, some of
our results could be transposed to the permissionless setting. Future work will focus on applying
our results to the context of open blockchains. The transposition of our results would require
an approach analogous to [140] that consists of introducing a Sybil-resistant mechanism such

as proof-of-work [9] or proof-of-stake [67] in order to achieve a Byzantine resilient ordering.
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Notations

Notation  Description

P The set of all processes

pCorr The set of correct processes

pByz The set of Byzantine processes

n The total number of processes

f The bound on the number of Byzantine processes

t A transaction

T The set of all possible transactions

ct Ciphertext of a transaction ¢

s An ordering indicator (either a timestamp or a sequence number)
S A set of ordering indicators

Rank Function assigning ordering indicators

MinRank  Function returning the lowest ordering indicator among correct processes
MaxRank  Function returning the highest ordering indicator among correct processes
Clock Function returning ordering indicators that are timestamps
SeqNum Function returning ordering indicators that are sequence numbers
h Hash function

Log; The set of transactions committed by process p;

t € log Transaction ¢ is committed

A Latency bound after GST

l Bit length of a transaction

A Cryptographic security parameter

) Maximum offset between the values of clocks

€ Maximum fluctuation of network latencies

tC;e Transaction ¢ is ordered in epoch e by process p;

tCe Transaction t is ordered in epoch e by 2f 4+ 1 processes

(v); Value v signed by p;’s TEE

Median(S) (f + 1) value of the set S

Table 8.1: Symbols and Notations.
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Acronyms

BFT Byzantine Fault Tolerance. 9, 11
BOC  Byzantine Ordered Consensus. 37

DAG  Directed Acyclic Graph. 37

DBFT Democratic Byzantine Fault Tolerance. 19
DLT Distributed Ledger Technology. 10

GST Global Stabilization Time. 13, 38

MEV  Maximal Extractable Value. 11, 60

SMR  State Machine Replication. 9, 11, 91

TEE Trusted Execution Environment. 12, 76, 104
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