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Abstract

Energy Service refers to the wireless delivery of energy among nearby IoT devices.
Energy services may be harvested from natural resources such as kinetic activity or
body heat. Crowdsourcing is an efficient way to leverage energy services to create a
self-sustained environment. Moreover, crowdsourcing energy offers convenient and
ubiquitous power access for IoT users. A key aspect to unlocking the full potential
of the energy service ecosystem is to design an end-to-end Service Oriented Archi-
tecture (SOA). We identify three key components of the SOA: energy provider, en-
ergy consumer, and super-provider. In this architecture, providers advertise services,
consumers submit requests, and the super-provider (i.e., microcell’s owner) manages
the exchange of energy services between providers and consumers. Existing research
addresses challenges related to the consumer’s perspective. This thesis addresses chal-
lenges from the provider’s and super-provider’s perspectives. In particular, we invest-
igate composing energy requests to overcome providers’ resistance. This thesis also
applies energy services in drone swarm delivery, aiming to improve delivery efficiency
by minimizing the number of stops and recharging time duration. As for the super-
provider’s perspective, this thesis focuses on two aspects: (1) efficient energy services
provisioning and (2) Quality of Experience (QoE) based energy service provisioning.
Therefore, this thesis examines utilizing partial services and a recommendation-based
approach to efficiently balance energy distribution in a smart city. Moreover, a QoE-
aware framework is presented to leverage the provisioning of energy services to ensure
the highest consumer satisfaction. The framework addresses challenges related to en-
suring service availability, such as providers’ provisioning preferences and trust. In
summary, this thesis makes several contributions toward the adoption and optimiza-

tion of energy services in [oT environments.
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CHAPTER 1

Introduction

Internet of Things (IoT) is a paradigm that enables everyday objects (i.e., things) to
connect to the internet and exchange data [15][16]. IoT devices usually have augmen-
ted capabilities, including sensing, networking, and processing [15]. The number of
connected IoT devices is expected to reach 125 billion in 2030 [17]. This potential
pervasiveness of [oT provides opportunities to abstract their capabilities using the ser-
vice paradigm as loT services [18][19]. IoT services are defined by their functional
and non-functional attributes. The functional attributes define the purpose of the ser-
vice, such as sharing internet access using WiFi. The non-functional attributes are the
properties that assess the Quality of Service (QoS), e.g., signal strength, reliability,
etc. For example, an IoT device owner may offer their WiFi as a hotspot (i.e., ser-
vice provider) to other nearby IoT devices (i.e., service consumers). A multitude of
novel [oT services may be used to enable intelligent systems in several domains, in-
cluding smart cities, smart homes, and healthcare [19][18]. Examples of IoT services
are computing offloading [20], WiFi hotspots [21], environmental sensing [22], and
energy services [23]. 10T services may be exchanged between IoT devices as crowd-
sourced 10T services. For example, an [oT device may be charged by crowdsourcing
wireless energy services from nearby [oT devices [24]. These crowdsourced IoT ser-
vices present a convenient, cost-effective, and sometimes the only possible solution for

resource-constrained devices [24]. Our focus is on the use of energy services.

Energy service, also known as Energy-as-a-Service (EaaS), refers to the wireless power
transfer among nearby IoT devices [25][23]. Energy services is 10T service with en-

ergy delivered from an energy provider (e.g., a smart shoe) to an energy consumer
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(e.g., a smartphone). We consider a particular set of IoT devices named wearables.
Wearables refer to anything worn or hand-held like smart shirts, smartwatches, and
smartphones [26]. Wearables may harvest energy from natural resources such as kin-
etic activity, solar power, or body heat [27][28][29]. For instance, a smart shoe using a
PowerWalk kinetic energy harvester may produce 10-12 watts of on-the-move power'.
In this respect, wearing a PowerWalk harvester may generate energy to charge up to
four smartphones from an hour’s walk at a comfortable speed. Crowdsourcing en-
ergy services offer a green solution as it reduces carbon footprint by utilizing spare
and renewable energy [14]. Additionally, energy services present a convenient and
ubiquitous power access for 10T users [30][31][32]. Indeed, devices do not need to
be tethered to a power point or use power banks. In addition, crowdsourcing energy
offers an ubiquitous power access for 10T users as they may be charged anytime and
anywhere, even while moving [23][32]. Moreover, there are multiple domains where
energy services are necessary due to the lack of power outlets. These domains include

disaster control, entertainment, and crisis response [14].

Energy services may be deployed through the newly developed "Over-the-Air" wire-
less charging technologies [23][33]. Several companies are developing charging tech-
nologies that enable IoT devices to charge wirelessly over a distance, including, WiTri-
cityz, Xiaomi?, Energous4, Powercastco’, and, Cota®. For example, WiTricity started
based on the work of [34], where they succeeded in transferring 60 W of power wire-
lessly to power a light bulb. Additionally, Energous developed a device that can charge
up to 3 watts of power within a 5-meter distance. Another example is Xiaomi’s Mi Air
charger which transmits energy wirelessly to nearby 10T devices. Although current
technology may not provide efficient energy delivery [32], technological advances are
expected to enable devices to exchange larger amounts of energy [35]. Recent studies
have suggested using a central source to charge 10T devices wirelessly [36]. However,
Ibionic-power.com

2witricity.com
3mi.com
energous.com

powercastco.com

AN

ossia.com



1 INTRODUCTION 3

@ Pt O Energy Consumers
Energy Providers
74 N .
i@ Advertise
Q Super Provider - Edge Server —> Req
Qi Energy Service Management System
o, 1V A A
- AE
Office ) 'D
L Cafe o
Q . S
| * 3 o &>
Qo rcn (53] w @43 —
il [
A () . . [0
Museum 1 \ =
Cinema o 'a
& \¢
@ = “En
@ (I Wireless Energy Transfer
5 Q
&
(A) Microcells in a Smart City (B) Crowdsourcing loT Wireless Energy Services in a Cafe

FIGURE 1.1. 10T energy services environment

a central source usually requires a high-frequency magnetic field to transfer energy
over distance [37]. Studies have shown that a strong magnetic field may harm human
health [38]. Therefore, crowdsourcing energy services using multiple weaker energy-

emitting sources reduces health risks by sharing low-frequency magnetic fields [36].

The proposed crowdsourced IoT energy environment consists of 10T users congreg-
ating and moving across microcells [23][39]. A microcell is any confined area in a
smart city where people may gather (e.g., coffee shops, restaurants, movie theaters,
libraries) (see Fig. 1.1(A)). [oT users are assumed to act as energy providers or con-
sumers (see Fig. 1.1(B)). A key aspect to unlocking the full potential of the energy
service ecosystem is to design an end-to-end Service Oriented Architecture (SOA).
We identify three key components of the SOA: energy service provider, energy service
consumer, and super-provider (see Fig. 1.2). In this architecture, providers advert-
ise services, consumers submit requests, and the super-provider (i.e., the microcell’s
owner and IoT coordinator) manages the exchange of energy services between pro-

viders and consumers. The energy crowdsourcing environment’s deployment relies on
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FIGURE 1.2. Energy-service system oriented architecture

the energy providers’ willingness to participate [14]. We assume that the [oT coordin-
ator (i.e., super-provider) offers effective incentives in the form of credits to encourage
providers’ participation. The credits may be used to receive energy when the providers
act as consumers in the future [24]. The IoT coordinator is assumed to be deployed
one hop away from the energy providers and consumers (e.g., a router at the edge) to
minimize the communication overhead and latency while advertising energy services
and requests. Additionally, the participation of IoT users in the crowdsourced energy
ecosystem relies on the security and trust of the deployed ecosystem. Novel security
modules and new privacy-preserving trust models have been developed for crowd-
sourced 10T environments [40]. These aspects are outside the scope of this work. This

thesis focuses on crowdsourcing energy services.

The main objective of this thesis is to establish an end-to-end energy services ecosys-
tem. Establishing the ecosystem requires addressing challenges associated with each
actor in the energy service oriented architecture (see Fig. 1.2). To the best of our
knowledge, existing research mainly focused on the composition of energy services
from a consumer’s perspective [14]. In contrast, this thesis addresses challenges from
both the provider’s and super-provider’s perspectives. In particular, we investigate
composing energy requests for a provider in a crowdsourced IoT environment. In that
respect, we address provider resistance and assess consumer reliability to compose en-

ergy requests. Additionally, we demonstrate several prototypes to prove the feasibility
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of deploying energy services. Additionally, we consider the impact of energy request

composition in a different [oT environment, specifically drone swarm delivery.

From the super-provider’s perspective, we focus on two aspects: (1) efficient energy
services provisioning, i.e., determining strategies to allocate energy services that max-
imize energy utilization, and (2) Quality of Experience (QoE) based energy service
provisioning. In this regard, we propose using energy services as a tool to ensure

consumers’ quality of experience and address related challenges.

1.1 Motivation

Crowdsourcing energy services provides numerous benefits to both the environment

and IoT users. Each of the benefits is discussed in detail below.

e Enabling Sustainable IoT Ecosystem: The proliferation of IoT devices leads
to a significant increase in energy consumption [41][42]. IoT devices’ global
energy demand is predicted to reach 46 TWh by 2025 [42]. This tremendous
energy demand accounts for 6% to 8% of the global carbon footprint gener-
ated by information technologies [43][44]. Crowdsourcing energy services
reduces carbon footprint by reducing dependence on fossil fuels to charge
IoT devices. In addition, crowdsourcing energy services relies on renewable
or spare energy resources. Renewable energy may be harvested from natural

resources such as body heat, solar energy, or kinetic movement [29].

e Extending Battery Endurance: IoT devices are constrained by the size of
their batteries [45][46]. The small size of the battery results in a limited en-
ergy storage capacity. This limited capacity hinders the capabilities of 10T
devices. Increasing the battery capacity for IoT devices faces several chal-
lenges, including safety, weight, cost, and recycling [47]. Other charging

methods, such as carrying a power cord and searching for a power outlet, are
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inconvenient for users. Hence, crowdsourcing energy services becomes an

attractive solution to improve battery endurance [48].

e Unlimited Usage Time: Crowdsourcing energy services enables the rechar-
ging of IoT devices without interrupting their usage time. In contrast, wired
charging may require [oT users to stop their usage while charging. Hence,
wireless recharging of 10T devices may result in unlimited usage time, i.e.,
constantly using them to provide or access services (see Fig. 1.3). Thus,
crowdsourcing energy services prolongs the IoT device’s usage lifetime, es-

pecially when the external energy supply is unavailable.

e Spatial Freedom: Crowdsourcing energy services provides spatial independ-
ence for 10T users. As previously mentioned, [oT devices are frequently re-
quired to be tethered to power points or carry power banks to be charged. IoT
devices’ last obstacle to achieving their spatial freedom consists of charging
wires and pads. The envisioned environment is expected to enable wireless

power transfer delivery up to five meters [14].

e Ubiquitous Power Access: As aforementioned, energy services offer spatial
freedom for IoT devices. Therefore, crowdsourcing energy services offers
ubiquitous power access to charge 10T devices anytime and anywhere. The

ubiquity of wireless charging facilitates access to energy for IoT users.

e Flexible Contracts: Unlike traditional services, crowdsourced energy services

environments do not have lock-in contracts [25]. The flexible contracts enable



1.2 RESEARCH GAPS AND KEY CHALLENGES 7

consumers and providers to request or offer full or partial services according
to their preferences [25]. In addition, providers and consumers may extend

their stay-time to offer or receive an energy service [49].

Convenience Charging: The ubiquity of wireless charging offers a convenient
alternative to charge 10T devices [32]. In addition, as previously discussed,
the flexibility to participate in crowdsourcing energy services without any
long-term contract offers convenience for IoT users. IoT users might offer
or request energy services without any lock-in contract. They can also move
around freely while providing or receiving energy [50]. This convenience

ensures that the use of this ecosystem will expand widely.

Business Edge: As mentioned, energy services offer a convenient solution to
charge IoT devices. Thus, energy services may be used as a complementary
service to provide customers with the best quality of experience when visiting
a business [33]. For example, energy services, like WiFi, may charge custom-
ers’ wearables in a cafe. Such a service will increase customers’ satisfaction
with a business. Customer satisfaction is the main factor in ensuring that cus-
tomers keep coming back to businesses, i.e., maintaining or increasing foot
traffic [51]. For example, a case study showed that "Sacred", a cafe in Lon-
don, had a noticeable increase in foot traffic after installing wireless charging

points’. The foot traffic in a business has a direct impact on its revenue [52].

1.2 Research Gaps and Key Challenges

This thesis aims to develop an end-to-end energy services ecosystem. To achieve that,

challenges related to each actor in the energy service system-oriented architecture need

to be addressed (see Fig. 1.2). To the best of our knowledge, existing research mainly

focuses on the composition of energy services from a consumer’s aspect [14]. This

thesis addresses challenges from a provider’s and super-provider’s perspectives.

7

air-charge.com
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e Provisioning resistances: The limited availability of energy in the crowd-
sourced IoT environment may lead providers to resist offering their spare en-
ergy [48]. A provider’s resistance is influenced by their available energy and
the size of the requested energy. As a result, a context-aware incentive model
is needed to address the providers’ resistance to offering their energy service.

e IoT users’ commitment: Energy services offer flexibility as they do not re-
quire lock-in contracts [49]. For instance, providers may offer full or partial
services according to their preferences [25]. However, this flexibility may im-
pact the commitment of IoT users. In addition to the no-lock contract, there is
uncertainty in consumers’ and providers’ commitment to sharing energy due
to mobility and usage behavior [14]. For example, a provider may terminate
the energy transfer by leaving the transfer range. They may also stop the de-
livery of energy due to excessive device usage. Such disruptions in services
may impact the participation of IoT users in the ecosystem. In such cases,
real-time service replacement is not always guaranteed [49]. Therefore, a re-
liability model and a trust management framework are necessary to evaluate
the uncertainty in consumers’ and providers’ commitment.

e Dynamic IoT environment: [oT environments are highly dynamic, i.e., IoT
devices move freely between microcells. In the case of energy sharing, move-
ments in and out of microcells may result in several challenges, including:

— Disrupting the energy transfer: Moving IoT devices within a microcell
may result in disconnecting the wireless energy transfer between them.
Disconnection in the delivery of the energy transfer may result in its
failure [50]. The disruption also may reduce the amount of shared energy,
impacting the consumer’s experience or the provider’s reward. In such
cases, a re-composition is required to ensure that the provider gets an
optimal reward and that consumers get their required energy. However,
a re-composition may not be guaranteed because an optimal replacement

depends on other service requests’ availability.
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— Imbalance between energy availability and demand: Energy service pro-
viders and consumers may have different spatio-temporal preferences.
These preferences’ incongruity may severely impact the energy-sharing
process within a microcell [39]. For instance, an energy consumer might
not find their requested energy in a particular location at a specific time.

e Context-dependent IoT environment: The energy services environment is
highly context-sensitive. For instance, energy scarcity may result in providers
offering less energy than advertised [49]. Therefore, using existing trust met-
rics will likely result in low trust scores for most providers. Therefore, a
new context-aware trust assessment framework is needed to better utilize the
scarce energy services [14].

¢ Quality of experience: In this thesis, we proposed using energy services as
a tool to enhance consumers’ quality of experience in a microcell. Using
quality of experience as a metric to assess consumers’ satisfaction imposes
several challenges, including:

— Modeling quality of experience: Modeling the quality of experience
in the energy service environment presents challenges due to several
factors. First, resources in a crowdsourced environment are typically
limited, meaning they cannot always meet all consumers’ requirements.
Second, given the limited resources and the shareable nature of energy
services, these services may often be provided partially. For instance, a
single service could be divided into smaller parts and shared among mul-
tiple consumers. Therefore, the consumers’ experience with these partial
services may differ from their experience with complete services.

— Modeling providers’ provisioning preferences: Providers may be flex-
ible when provisioning their service, i.e., they can come at multiple time
slots. However, they may prefer certain times over others, e.g., a pro-
vider may prefer to come in the morning rather than the evening. Intu-
itively, assigning providers to their preferred time slots will necessitate

fewer rewards and potentially increase the certainty of their commitment.



10 1 INTRODUCTION

Therefore, accurately modeling the flexible preferences of providers is a
challenge that remains to be addressed.

— Cost: Typically, the super-provider would use rewards to encourage pro-
viders’ participation. However, the super-provider’s budget may not ac-
commodate all energy demands, requiring careful allocation strategies.
Traditional resource allocation algorithms may not work effectively here
due to the uncertainty in provider availability and the super-provider’s
context-sensitive perspective. For instance, a super-provider may priorit-
ize smaller requests with a higher weight in the super-provider’s revenue,
such as allocating a larger budget for a time slot that includes high-profit

consumers with lower energy demand.

1.3 Research Objectives

In light of the challenges mentioned above, this thesis aims to provide a service com-

position framework for 10T energy services by achieving the following goals:

e Develop energy service composition frameworks to address factors that im-
pact providers’ provisioning resistance:
— Design a context-aware incentive model to determine effective rewards.
— Design a reliability-based model to assess consumers’ commitment to
receive energy.
— Develop a framework to maximize energy utilization in different IoT
contexts to study the impact of the context on the approach.
e Develop energy service composition frameworks to ensure efficient energy
services provisioning for multiple [oT consumers.
— Design a framework to maximize energy utilization between multiple
providers to multiple consumers within a microcell.
— Design a framework to maximize energy utilization across microcells

within a smart city.
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e Design quality of experience model and QoE-based energy service composi-
tion approaches to ensure consumers’ satisfaction with energy services.
— Design a quality of experience model from an energy service sharing
perspective.
— Design a provisioning preference model to reflect the providers’ spatio-

temporal preferences accurately.

1.4 Thesis Contributions

We present the roadmap to the key contributions of this thesis in Fig. 1.4. Then, we
briefly discuss each contribution. Contributions detailed in Subsections 1.4.1 through
1.4.4 are aligned with the first research objective. Similarly, the contributions in Sub-
sections 1.4.5 through 1.4.6 correspond to the second research objective. Lastly, the
contributions in Subsections 1.4.7 through 1.4.10 are associated with the third research

objective.

1.4.1 Incentive-based Service Composition Framework

We propose an incentive model that considers the characteristics that affect the pro-
vider’s willingness to participate. An incentive model relies on intrinsic or extrinsic
rewards to motivate participation. Intrinsic reward is an internal satisfaction motiv-
ated by altruistic purposes. In contrast, extrinsic reward is motivated by materialistic
compensations [53]. This thesis focuses on computing the extrinsic reward using an
incentive model. Our incentive model will not consider intrinsic rewards as they are
self-motivated. The incentive model will consider the contexts of the providers and
consumers that may affect the provider’s willingness, such as the amount of requested
energy and the required time to complete the energy service. We aim to compose the

best set of energy requests using our incentive model.
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FIGURE 1.4. Thesis roadmap

1.4.2 Reliability Model for Incentive-driven IoT Energy Services

We propose a novel reliability model for composing energy service requests. The
proposed model is based on consumers’ behavior and history of energy requests. The
reliability model ensures the maximum incentives to providers. Adaptive and priority
scheduling compositions are proposed to compose the most reliable energy requests

while maximizing providers’ incentives.

1.4.3 Energy Services Demonstration

We developed several demonstrations and frameworks and conducted preliminary ex-
periments to provide : (1) a proof of concept for deploying an energy services ecosys-
tem for Internet of Things (IoT) devices, where users share spare or harvested energy;
and (2) comprehensive real-world datasets to evaluate the effectiveness of the proposed

models and composition frameworks. These demonstrations and experiments can be
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grouped into two main components: a wireless energy transfer setup and an energy
harvesting estimation model. The platform collects real energy transfer datasets and
demonstrates the transfer of wireless energy between smartphones to share energy.
The energy harvesting estimation model may be used to predict the amount of energy
a provider may harvest. The predicted amount may be used in forecasting the provider
service availability. To design an energy harvesting model, we designed an activity
profiling framework to estimate harvested kinetic energy. The framework is the first

step to building the energy harvesting model.

1.4.4 In-flight Energy Services in Drone Swarm Delivery

We explore the impact of composing energy services in a different IoT environment
with a dynamic nature and varying goals, specifically, drone swarms. We propose a
framework for swarm-based drone delivery services with in-flight energy recharging.
The framework aims to reduce the delivery time of multiple packages by minimizing
the number of stops for recharging at intermediate stations. We propose to use support
drones to recharge other drones in the swarm during their flight using energy services.
In this respect, we propose two energy services composition methods, namely, Priority-
based and Fairness-based methods. A re-ordering strategy for delivery drones is pro-
posed to facilitate the in-flight energy-sharing process. An enhanced A* algorithm is

implemented to compose the optimal services in terms of delivery time.

1.4.5 Flow-based Energy Service Composition

We propose a novel spatio-temporal service composition framework for crowdsourcing
multiple 10T energy services to cater to multiple energy requests. We define a new en-
ergy service model to leverage the wearable-based energy and wireless power transfer
technologies. We reformulate the problem of spatio-temporal service composition to
provision multiple energy requests as a matching problem. We leverage the fragmented

nature of energy to offer partial services to maximize the utilization of energy services.
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We propose EnergyFlowComp, a modified Maximum Flow matching algorithm that
efficiently provisions IoT energy services to accommodate multiple energy requests.
Moreover, we propose PartialFlowComp, an extension of the EnergyFlowComp ap-
proach that considers the partial-temporal overlap between services and requests in
provisioning. We conduct an extensive set of experiments to assess the effectiveness

and efficiency of the proposed framework.

1.4.6 Recommendation-based Crowdsourcing of Energy Services

We propose a novel recommendation-based approach to proactively and efficiently dis-
tribute energy providers to balance energy distribution in a smart city. Our approach
utilizes the mobility patterns of providers as a tool to identify their spatio-temporal
preferences, that is, the times and places of their most frequent visits. The proposed
approach leverages the provider’s preferences to reduce the cost of incentivizing pro-
viders while effectively distributing them. We evaluated the effectiveness and effi-

ciency of our approach using a real dataset.

1.4.7 QoE-aware Energy Service Composition

We propose a novel Quality of Experience (QoE) aware framework to crowdsource
IoT energy services efficiently. The proposed framework leverages the provisioning
of energy services as an auxiliary to increase consumers’ satisfaction. A novel QoE
model is developed as a metric to assess the consumers’ satisfaction with the provi-
sioning of energy services. Two novel composition algorithms, namely Partial-Based
(PB) and Demand-Based (DB) approaches, are proposed to ensure the highest QoE for
consumers. Both approaches leverage the providers’ flexibility and shareable nature of

energy services to allocate services and optimize the QoE efficiently.
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1.4.8 Preference-aware Energy Service Composition

We extend the previous QoE framework by proposing a CP-Net-based preference
model to capture providers’ provisioning preferences. Two novel composition al-
gorithms, namely Importance-based and Heuristic-based approaches, are proposed to
ensure the highest QoE for consumers. Moreover, the Heuristic-based approach min-
imizes the cost of service provisioning. Experiments are conducted to evaluate the

proposed approaches’ effectiveness and efficiency.

1.4.9 Constraint-aware Energy Service Composition

We extend the previous preference-aware framework by considering the constraints of
providing energy services. The constraints include the fluctuating availability of IoT
energy service providers, coupled with the super-provider’s limited reward budget. We
propose a PCP-Net-based preference model to capture providers’ fine-grained provi-
sioning preferences and availability. We present a new Mixed-Integer Linear Program-
ming (MILP) formulation for QoE-based energy service provisioning. We use several

solvers to find the optimal service composition by leveraging providers’ preferences.

1.4.10 Context-aware Energy Trustworthy Service Composition

We propose a novel context-aware trust assessment model to evaluate the trustworthi-
ness of providers. Our model adapts to the dynamic nature of energy service providers
and the super-provider’s need to maintain QoE by selecting trustworthy providers. The
proposed model evaluates providers’ trustworthiness in various contexts, considering
their behavior and energy provisioning history. Additionally, a trust-adaptive compos-

ition technique is presented for optimal energy allocation.

1.5 Thesis Outline

The rest of the thesis is organized as follows:
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Chapter 2 presents a comprehensive background of crowdsourcing energy services
from three areas: crowdsourcing IoT services, crowdcharging wireless energy, and
service selection and composition. We describe the related work to our research in
each of these domains. We also closely examine the quality of experience and how it

has been modeled in the literature.

In Chapter 3, we propose a context-aware incentive model to encourage providers to
participate. The incentive model considers several factors in determining the reward

amount. We also propose an incentive-based energy requests composition approach.

Chapter 4 presents a reliability model to evaluate energy service requests. The pro-
posed model is based on consumers’ behavior and history of energy requests. Adaptive
and priority scheduling approaches are presented to compose the most reliable energy

requests, ensuring the maximum incentives for providers.

Chapter 5 proposes two components to demonstrate the feasibility of deploying the
energy service ecosystem. The first component is a platform demonstrating the wire-
less energy transfer between smartphones. Additionally, the platform monitors and
collects data from the energy-sharing process. Moreover, it includes a wireless energy
estimation framework. The second component is an activity-based profiling frame-
work employed to estimate harvested energy. In addition, it includes a study on the

impact of incentives on consistent activity reporting.

Chapter 6 explores the impact of composing energy services for drone swarm delivery.
We propose a novel framework for swarm-based drone delivery services with in-flight
energy recharging. We propose the use of support drones to recharge other drones
in the swarm during their flight using energy services. We also presented two energy

services composition methods, namely, Priority-based and Fairness-based methods.

In Chapter 7, we propose a spatio-temporal service composition framework to crowd-
source multiple 10T energy services to cater to multiple energy requests. We propose
EnergyFlowComp, a modified Maximum Flow matching algorithm that efficiently pro-

visions 10T energy services to accommodate multiple energy requests. Moreover, we
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propose PartialFlowComp, an extension of the EnergyFlowComp approach that con-

siders the partial-temporal overlap between services and requests in provisioning.

Chapter 8 proposes a recommendation-based approach to efficiently distribute energy
providers to balance energy distribution in a smart city. Our approach utilizes the
mobility patterns of providers as a tool to identify their spatio-temporal provisioning
preferences. The proposed approach leverages the provider’s preferences to reduce the

cost of incentives while effectively distributing them.

In Chapter 9, we propose Quality of Experience (QoE) aware framework to crowd-
source IoT energy services. A novel QoE model is developed to assess consumers’
satisfaction with energy services. Partial-Based (PB) and Demand-Based (DB) ap-
proaches are proposed to ensure the highest QoE for consumers. Both approaches
leverage the providers’ flexibility and shareable nature of energy services to allocate

services and optimize the QoE.

Chapter 10 extends the previous QOE framework by proposing a CP-Net-based pref-
erence model to capture providers’ provisioning preferences. Importance-based and

Heuristic-based approaches are proposed to ensure the highest QoE for consumers.

In Chapter 11, we extend the previous preference-aware QoE-based framework by con-
sidering the constraints of provisioning energy services. We propose a novel PCP-Net-
based preference model to capture providers’ fine-grained provisioning preferences
and availability. We present a new Mixed-Integer Linear Programming (MILP) for-
mulation for QoE-based energy service provisioning and use several solvers to find the

optimal service composition.

Chapter 12 proposes a context-aware trust assessment model to evaluate the trustwor-
thiness of providers. The proposed model evaluates providers’ trustworthiness in vari-
ous contexts, considering their behavior and energy provisioning history. Additionally,

a trust-adaptive composition technique is presented for optimal energy allocation.
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In chapter 13, we conclude the thesis by summarizing our work and discussing direc-

tions for future research.



CHAPTER 2

Literature Review

Crowdsourcing energy services comes from the intersection of three areas: crowd-
sourcing IoT services, wireless energy sharing, and service selection and composition.
This chapter highlights the challenges in crowdsourcing IoT services in Section 2.1.
Next, we present the current techniques for wireless energy sharing in Section 2.2.
Then, we discuss spatial-temporal service selection and composition approaches in
Section 2.3. Moreover, as previously stated, we propose the use of energy services
as a tool to ensure consumers’ Quality of Experience (QoE) in microcells (i.e., coffee
shops). Therefore, in the last section (Section 2.4, we closely examine QoE and how it
has been modeled in the literature. This chapter is designed to foster a comprehensive

understanding of the background of crowdsourcing energy services.

2.1 Crowdsourced IoT Services

This section presents the primary challenges associated with the crowdsourcing of
Internet of Things (IoT) services - a fundamental pillar of crowdsourcing energy ser-
vices. The key areas of investigation encompass incentives, reliability assessment, and

the assessment of trust in IoT services.

2.1.1 Incentives in crowdsourcing

Several studies used incentives to engage users in crowdsourcing and crowdsensing
tasks [54][53]. There are a variety of incentive-based approaches, including auction-

based, reputation-based, services as incentives, social incentives, and gamification. An
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auction-based system is a platform where a user (i.e., auctioneer) posts a task on the
system, then other users (i.e., bidders) bid to complete the task [55]. The system then
selects a user (i.e., winner) from the bidders based on the objective of the task re-
quester. Reputation-based incentives are used to enhance the quality of the completed
task or service [55]. Ratings of the users based on their completed tasks motivate them
to provide better quality. Services were used as incentives to motivate users to provide
services, in order to request them later as consumers [56]. Social incentives leverage
social networks and events among users to promote global cooperation [57]. Gami-
fication turns tasks into playable games to attract and motivate users to provide their

services [58].

To the best of our knowledge, there is no previous work done on incentivizing users
to provide wireless energy services [48]. In this regard, we propose a context-aware
incentive model to address the resistance to providing energy services. Additionally,

we propose incentive-based selection and composition approaches.

2.1.2 Reliability assessment in IoT services

Reliability of services has been widely explored in the literature, including web and
mobile sensing services [59][60][61]. A proposed approach to determine the reliability
of web services suggested two methods: neighborhood-based and model-based [59].
The neighborhood-based approach uses past failure data of similar neighbor services
to predict the Web service’s reliability. The model-based approach uses a factor model
built on the data of service failure; it then uses this factor model to make a reliability
prediction. Another approach to evaluate the reliability of mobile sensing services
proposes the use of a link reliability factor [60]. The factor determines the reliability of
routes between a provider and a requester. Measuring the reliability in mobile sensing
services included the reliability of providers to produce accurate data [62]. Another
work suggested measuring the reliability and accuracy of the provided service by the
repetition of performing a task and a majority voting system [62]. Another approach

proposed a reliability assessment method to assign sensing tasks to vehicles [63]. The
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reliability method evaluates vehicles based on previously completed sensing tasks in

terms of acceptable task performance and accuracy of sensed data.

To the best of our knowledge, all the aforementioned approaches are not applicable
to the energy services environment because of the environment’s context, such as the
mobility of IoT users and the 1oT’s limited resources. In addition, composing reliable
energy service requests while using incentives is yet to be addressed [48]. In this
thesis, we propose a reliable incentive-driven composition to increase participation in

provisioning energy.

2.1.3 Trust assessment in IoT services

Trust assessment in crowdsourced IoT service environments is fairly new. Most of
the proposed approaches rely on either previous experiences [64] or social relations
[65][66] to assess trust. The work in [64] proposed a framework that assesses service
providers based on their reputations collated by a central authority. A framework was
proposed in [65] that aims to eliminate the privacy risks associated with public Wi-Fi
hotspots. The proposed framework lacks generality as it can only be used for Wi-Fi
hotspot services. An approach for evaluating the trust between users in social net-
works is presented in [66], where behavioral interactions are used to indicate the level
of trust (i.e., conversations between users and message propagation). However, the
aforementioned approaches may not be suitable for IoT crowdsourcing environments.
Trust assessment in [oT crowdsourcing environments is challenging because of spe-
cific characteristics, such as the diversity and anonymity of IoT users and devices and
the absence of a central managing authority [40]. These characteristics make it more
difficult to acquire an accurate measure of trust. Recent solutions proposed to assess

trust from a usage-based perspective [40][67].

These frameworks are not applicable in 10T energy environments due to the energy
scarcity, fluctuating behavior of IoT users, and influence of super-provider expect-

ations on trust scores [S50]. To the best of our knowledge, no solution assesses the
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trustworthiness of providers’ provisioning while considering the super-providers’ ex-
pectations and requirements. We propose a context-aware trust assessment model and

a trust-adaptive composition technique for optimal energy allocation.

2.2 Wireless Energy Sharing

This section presents the concept of wireless energy sharing, which is divided into
two parts. The first part, titled ‘Technology and Applications’, examines the techno-
logies enabling the wireless transfer of energy and their practical applications in daily
life. The subsequent part, named ‘Energy Sharing Techniques’, explores the various

strategies employed to share energy efficiently and effectively.

2.2.1 Technology and applications

Wireless energy charging is growing rapidly in the fields of wireless sensor networks,
the internet of things, mobile social networks, vehicular ad hoc networks, and UAV
networks [48][14]. The advent of wireless charging makes the harvested energy from
IoT devices more flexible and convenient to be easily shared. Energy sharing helps
create self-sustained systems. Different techniques have been developed for wireless
charging in the internet of things and wireless sensor networks [68]. The most common
methods are magnetic inductive coupling, magnetic resonant coupling, and microwave
radiation. These techniques are used in wireless sensor networks by deploying charger
robots in the network to charge the low-battery sensors [69]. A new radio wave-based
uncoupled wireless charging paradigm has enabled sharing and accessing harvested

energy from IoT devices [70].

2.2.2 Energy Sharing Techniques

Energy sharing is used for several purposes in [oT environments, including utilizing

energy, balancing energy distribution, and energy sharing for content delivery [48].
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Energy utilization intends to charge from other devices’ batteries to reduce reliance on
outlets [71]. Balancing energy distribution is accomplished in a mobile network by
exchanging energy among devices [72] or by using a star network design [73]. Ad-
ditionally, energy sharing is used in content delivery where nodes forward messages
to a destination node [74]. The message is transferred with energy to encourage the
nodes to carry the content to the destination node. A reliable energy supply method
was proposed to charge low-battery IoT devices using a mobile charger [69]. Another
approach proposed the use of drones to charge rechargeable sensor networks wire-

lessly [75].

Wireless energy sharing has been proposed in other fields, such as electric vehicles
(EV). A recent study presents a privacy-preserving algorithm for EV charging, which
uses BMNN assignments and homomorphic encryption to match demand and supply
efficiently while maintaining user privacy in dynamic environments [76]. Another re-
search introduces a decentralized peer-to-peer trading mechanism for bidirectional en-
ergy exchange between EVs and wireless charging-discharging lanes (WCDLs) [77].
The mechanism focuses on optimizing cost functions with a privacy-preserving pro-
tocol. Further, a blockchain-based electricity trading system for EVs proposes a co-
operative game algorithm for transaction pricing and user matching [78]. Lastly, a
study explores bi-directional energy transfer among EVs on repetitive routes [79]. The

study converts the energy distribution challenge into linear programming problems.

2.3 Energy Services Selection and Composition

In this section, we explore the intricacies of selecting and composing energy services.
To provide a more comprehensive understanding, we have divided this topic into two

subsections: ‘Services Selection and Composition’ and ‘Energy Services’.
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2.3.1 Services Selection and Composition

Selecting and composing services is one of the techniques used in service computing.
Service composition is utilized in different domains such as cloud computing [80],
social networks [81], and the Internet of Things [82][83]. Services are composed ac-
cording to their functional properties and consumer preferences (QoS). Most service
composition methods convert the composition into a resource scheduling or an op-
timization problem. Resource scheduling in service composition has been extensively
researched [84]. The fundamental parameters of resource scheduling algorithms com-
prise the target to optimize, e.g., computing or storage resources in cloud computing,
and the scheduling priority policy based on time. For example, the priority for the
Short Job First (SJF) scheduling algorithm is that the shortest jobs are to be scheduled
first [85]. Service composition is mostly driven by resource utilization maximization
or minimization of scheduling time [86][87]. Different optimization algorithms have
been utilized for service composition, such as integer programming, genetic algorithm

(GA), and particle swarm optimization (PSO) [86][87].

The composition of crowdsourced services should consider two aspects, the spatio-
temporal features of services and their mobility of IoT devices [23]. Usually, crowd-
sourced services are from different sources (mobile and static devices). The functional
properties of the provided services should conform to the spatio-temporal features of
the query. Consumer preferences have to be met by the QoS of the provided services.
Crowdsourcing energy as a service is converted to a QoS-aware service composition
problem [25][14]. The spatio-temporal features of energy services are considered QoS
attributes (i.e., start and end time, duration, and location of an energy service) [23].
Composing energy services relies on finding the optimal selection of nearby services
that fulfill a consumer’s required energy within their query duration. Existing compos-
ition techniques may not be applicable to compose energy services due to the unique-
ness of the crowdsourced 10T environment. For example, an IoT user may consume

only a part of the advertised energy service [14].



2.3 ENERGY SERVICES SELECTION AND COMPOSITION 25

To the best of our knowledge, existing literature in service composition does not apply
to energy services due to its dynamic nature and limited resources [14][13]. In this
thesis, we proposed several models and composition approaches to address challenges
in composing energy services, such as provision resistance, energy utilization, and

mobility.

2.3.2 Energy Services

Energy services have been introduced as a ubiquitous alternative solution to charge
IoT devices [14][48]. Several studies have addressed challenges related to fulfilling
the requirements of energy consumers [25][49][50]. Energy Services and energy query
models are proposed to capture the attributes of each service [23]. A spatio-temporal
composability model is proposed to select the best set of energy services to fulfill an
energy consumer’s request. A temporal composition algorithm is proposed to com-
pose energy services to fulfill a consumer’s energy requirement [25]. The algorithm
proposes the use of partial services and fractional knapsack to maximize the provided
energy. An elastic composition was proposed to address the reliability of highly fluc-
tuating energy providers [49]. The composition uses the concepts of soft and hard
deadlines to extend the stay of a consumer and select more reliable services. Mobility
pattern impact on IoT energy services was addressed in [50][39]. The intermittent be-
havior of energy services was addressed by a fluid approach [50]. The approach uses
the indoor mobility patterns of the crowd to predict the intermittent disconnections in
energy services and then replace or tolerate these disconnections. A proactive com-
position approach is proposed to avoid the under-provision of energy requests in the
microcells [39]. The approach uses the outdoor mobility patterns and the energy distri-
bution of energy consumers to determine when and where to request energy. However,
the authors assume prior knowledge of the energy distribution of the microcells. This
assumption is yet to be addressed. In addition, they assume that consumers will always

visit a microcell that has oversupplied energy.
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To the best of our knowledge, existing literature in energy services addresses issues
from a consumer perspective [14][13]. Challenges related to providers and super-
providers are yet to be addressed. In this thesis, we proposed several models and
composition approaches to address challenges from both provider and super-provider

perspectives, including provision resistance, energy utilization, trust, and reliability.

2.4 Quality of Experience

In this thesis, we propose the use of energy services as a tool to ensure consumers’
Quality of Experience (QoE) in microcells (i.e., coffee shops). Therefore, in this sec-

tion, we take a close look at QoE and its representation in the existing literature.

Quality of experience has several definitions in the literature based on the field of re-
search, such as networking, multimedia, and human-computer interaction [88][89][11].
All existing definitions emphasize the assessment of the quality of an application or
service based on end-user perception. Moreover, most studies have concentrated on
evaluating user experience quality for multimedia applications. For example, a method
was proposed to evaluate gaming QoE under system-influencing factors, such as delay,
packet loss, and frame rates [90]. Another study introduced a model-based approach
to measure QoE for VoIP services [89]. The model uses five quantifiable quality meas-
ures, including integrality, retainability, availability, usability, and instantaneousness.
Another study proposed ‘Kaleidoscope’ as an automated solution to evaluate Web fea-
tures [91]. Improving the QOE for restaurant customers using augmented reality was
proposed by [92]. This study introduced an interactive smart table to enhance QOE in
terms of entertainment, socialization, food selection, and ordering. In conclusion, the
existing research focuses on assessing the QoE of a service based on the perception of

the end-users.

To the best of our knowledge, assessing the QoE in energy services is not yet explored.

In addition, using energy services as a tool to enhance QoE in microcell-based services
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is yet to be addressed. This thesis is the first attempt to compose energy services with

the objective of enhancing the QoFE for consumers.

2.5 Conclusion

This chapter discussed the details of crowdsourcing energy services and provided a
broad overview of the relevant concepts. We presented a review of crowdsourcing
challenges and the proposed approaches to address them in Section 2.2. Section 2.2
presented a detailed review of existing techniques used for crowdcharging wireless
energy. Section 2.3 presented a review of the existing spatial-temporal energy ser-
vice selection and composition approaches. Finally, we presented a review of existing

techniques to assess the quality of experience in Section 2.4.



CHAPTER 3

Incentive-based Selection and Composition of IoT Energy Services

3.1 Introduction

In this chapter, we propose an incentive model that considers the characteristics that
affect the willingness of the provider to participate. An incentive model relies on
intrinsic or extrinsic rewards to motivate participation. Intrinsic reward is an internal
satisfaction motivated by altruistic purposes. In contrast, extrinsic reward is motivated
by materialistic compensations [53]. This work uses an incentive model to compute
the extrinsic reward. Our incentive model will not consider intrinsic rewards as they
are self-motivated. The incentive model will consider the contexts of the providers and
consumers that may affect the provider’s willingness, such as the amount of requested
energy and the required time to complete the energy service. Was e aim to compose

the best set of energy requests using our incentive model.

3.2 Motivating Scenario

We consider an incentive-based composition for energy service requests as a motivat-
ing scenario (see Fig. 3.1). Assume that a geographic area, such as a building or a
mall, is divided into microcells, where a microcell is a confined area such as a cof-
fee shop or a restaurant (see Fig. 3.1(A)). Assume several IoT devices (providers and
consumers) are distributed in a microcell (see Fig. 3.1(B)). The devices are assumed

to have wireless energy transmitters and receivers such as Energous!. The distance

1WWW. energous. com
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FIGURE 3.1. Wireless energy sharing motivating scenario

between devices exchanging energy may reach the maximum distance (15 feet us-
ing Energous) to ensure successful wireless transmission. An owner of a device such
as a smart shoe with spare energy would like to share the energy with available IoT
devices. Other devices may request energy to charge themselves. All local energy
requests and advertisements are processed at the edge, e.g., a router associated with
the microcell. Consumers may have different requirements regarding requested en-
ergy, charging speed, time availability, and location. The provider may resist offering
their spare energy even if they had the intention because of multiple reasons. This
may include the fear of needing excess energy at a later time. The provider may get
motivated to give energy if an incentive is offered. Providers may be incentivized dif-
ferently. For example, a provider may prefer providing the service in the shortest time.
A second provider may desire an extrinsic reward (e.g., monetary). Another provider
may want to give all their energy to contribute to a green environment. We aim to
select and compose energy service requests that will maximize the extrinsic reward of

the provider.

We focus on composing energy service requests to maximize the reward of the energy
provider. We assume a single energy provider may share their energy with multiple

energy consumers within a specific time interval. The composition of energy service
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requests includes selecting the optimal requests that maximize the provider’s reward.
The reward for every energy request is calculated using an incentive model. We as-
sume a static environment where the provider and consumers do not move during the
composition. To the best of our knowledge, no approach addresses the problem of
resistance in providers for participation while composing energy service requests [48].

The main contributions of this chapter are:

e A Spatio-temporal selection of energy service requests.
e A scheduling-inspired incentive-driven composition of energy service requests.
¢ A novel incentive model considering consumers’ EaaS requests and providers’

QoS that increases providers’ participation.

3.3 System Model and Definition

We present the service-oriented architecture (SOA) for incentive-based wireless energy
services (see Fig. 3.1). The provider publishes its services to the edge to advertise
them. Similarly, consumers submit their energy requests. When the provider submits
its service advertisement, the service management system determines the reward for
each energy request using an incentive model. Additionally, the system selects and
composes the set of energy requests that will maximize the provider’s reward. Then
the system will notify the provider of the composition. Then, the provider will share
their energy according to the composition with the selected consumers. Finally, the

system will provide a reward for the provider in terms of credits.

We propose a formal model of our incentive-based energy service request composition.
We consider the scenario of energy sharing in a microcell during a particular time

interval 7. We use the following definitions to formulate the problem.

Definition 1: Energy-as-a-Service (ES). We adopt the definition of ES in [25]. An

ES is defined as a tuple of < Erp, Eownerrp, F, Q) >, where:

e [;p is a unique energy service identifier
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® Fownerrp 18 a unique owner identifier
e F'is the function of sharing energy by an IoT device owner Eoyperrp Via an
IoT device d
e () is atuple < Pgc, Proc, PsT, Per > where each attribute donates a QoS
property of S as following:
— Ppc is the energy capacity the provider can share
— Pp,. is the location of the provider < z,y >
— Pgr is the start time of the provider’s stay in the microcell

— Ppgrp is the end time of the provider’s stay in the microcell

Definition 2: Energy Service Request (ER). An ER request is a tuple of < ER;p,

ERownerip, CBr, Cre, Cst, CeT, CLoc > Where:

e R;p is a unique energy service request identifier

e Couwnerrp 18 a unique consumer (owner) identifier

e (g is the consumer’s battery level

e ('rp is the amount of requested energy by the consumer
e (g7 is the start time of the consumer’s stay

e (g is the end time of the consumer’s stay

o (1, 1s the location of the consumer

Definition 3: Incentive. The energy service provider receives an incentive reward R
by giving energy. Each incentive is earned as stored credit points. The reward will be
computed using an incentive model. Rewards will be determined and provided by the
system. The rewards come in the form of credits to providers. We assume the system
has a limit for the amount of requested energy. The provider may use the rewarded

credits later to increase the limit to request energy as a consumer.

Definition 4: Incentive-based energy requests composition problem. We assume
that, in a microcell, there exists an energy service £.S and a set of n energy requests
ER = {FRy,ER,,....., ER,} as shown in Fig. 3.2. The ES will be advertised by

a provider P. The ES will be represented using the aforementioned Definition 1.
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Example of an energy request is {ER=40%
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FIGURE 3.2. Example of energy requests and energy service

The energy requests are sent by consumers C'. Each energy request (ER) is described
using the aforementioned Definition 2. We formulate the composition of energy service
requests into a service composition problem. Composing energy service requests needs
to consider the spatio-temporal features of the service and requests. Composing energy
requests for a provider’s S requires the composition of energy requests ER; € ER
where [Csr,, Crr,] C [Psr, Per], >, CrE, < Pgc and the provider reward = ) | R
is the maximum. We use the following assumptions and definitions to formulate the

problem.

e The IoT devices are equipped with wireless energy transmitters and receivers.

e The composition considers the scenario of a single provider and multiple con-
sumers.

e The provider has a fixed energy size during the composition.

e The provider and consumers may have different time windows but consumers’
time windows must fall within the provider’s time window 7. € T,,.

e The provider and consumers have fixed locations < z,y > for the whole
duration of the energy service.

e The provider transfers energy within their range (15 feet using Energous) to
one consumer at a time.

e There is no energy waste while sharing.
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FIGURE 3.3. The charging time measured based on the capacity of
lithium-ion batteries [93]

e The consumers’ preferences, i.e., the reward they are willing to pay, will be

part of their profile.

3.4 Incentive Model

We define the incentive model to compute the reward R. The incentive model considers
the attributes of the consumers and provider that may influence the resistance of the

provider to give energy. The below attributes will be used to compute the reward.

Attributes of Consumers’ Context :

e Battery level (Cpr): The battery level affects the charging speed as shown
in Fig. 3.3. A high charging speed encourages providers to give energy.
The reward increases if the charging speed decreases. The charging speed
is affected by the battery level of the consumer. If the battery level is less
than 80%, the charging speed is high compared to the battery level between
80% and 99% [93]. Additionally, consumers with low battery levels will be at

risk of shutting down. The reward of giving energy to a consumer with a low
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battery should be more than if their battery level is high. We define the reward
of the battery level (Rewardpy,) as follows: if Cz;, < 20% or Cpr, > 80%

then Rewardgr, = 1 otherwise Rewardgy, =0.5.

e Requested Energy (Crp): The amount of requested energy is considered in

determining the reward. We only compute the reward of requested energy if
the provider can afford it. The reward of the Requested Energy (Rewardgg)
is defined as follows: if Prc >= Cgrp then Rewardrg = Cre/Prc

Stay Time: If a consumer stays for a short time, they will rush to get the re-
quested energy. For example, if two consumers have the same energy request
and similar attributes but differ in availability time, priority will be given to
the one available for a shorter time. Therefore, the shorter the stay time of
a consumer, the higher the reward. We defined the reward of stay time as
Rewardsr = |Ciime — Primel|/ Prime> Where Py, represents the total minutes
of the provider time and CY;,,. represents the total minutes of the consumer

time.

Attributes of Provider’s Context

e Time of Provision: The time of providing energy influences the provider’s

willingness. For example, the provider may be motivated to give the energy
at the start of his stay than at the end. This may occur due to having plenty
of energy in the morning compared to the end of the day. We categorize the
time of provision into four time periods 7' P that is 7'P; = [09:00 a.m. - 11:00
am.], TP, =[11:00 am. - 01:00 p.m.], 7'P; = [01:00 p.m. - 03:00 p.m.], T'P,
=[03:00 p.m. - 05:00 p.m.].

We use the crowdsourcing platform Amazon Mechanical Turk (M T'urk)
to compute users’ preferences at the time of provision®. The use of MTurk is
appropriate as incentives are human-centric. Moreover, MTurk was used by

other works as a platform to validate incentive models [94]. We designed a

2www.mturk.com
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FIGURE 3.4. Users’ temporal preferences to share energy

questionnaire that consists of a set of scenarios. Each scenario starts by de-
scribing the energy-sharing environment. We adopt an energy-sharing envir-
onment where users can share energy through wireless technologies. MTurK
workers are asked to consider themselves as energy service providers. We
asked MTurk workers to select their preferred time to accept energy requests
from 09:00 a.m. to 05:00 p.m. Fig. 3.4 represents the users’ temporal prefer-
ence for sharing energy. The x-axis represents the defined periods. The y-axis
shows the percentage of users who selected a certain time. For example, the
figure shows that 73.2% of participants preferred the period from 09:00 a.m.
to 11:00 a.m. We normalized the time preference statistics to compute the
reward of the Time of Provision (Rewardrp) as follows: we compute the

resistance rate of each period by subtracting the participation rate from 100,
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FIGURE 3.5. Average importance of incentive attributes based on user
preferences for energy sharing

i.e., the resistance rate of T'P; = 100% - 73. 2% = 26. 8% . Then we normal-
ized the resistance rate as the weight of the reward for 7'P;. The normaliza-
tion is computed by dividing the resistance rate of 7'P; by the total resistance
rates of all 7'Ps. We followed the same steps to calculate the reward of the
Time of Provision (Rewardrp), which were as follows: if TP, € T'P; then
Rewardrp =0.18 if TP, € T P, then Rewardrp = 0.23 if TP, € T P; then
Rewardrp =026 if TP, € T P, then Rewardrp =0.21

Energy Request Total Reward: The total reward of an energy service request (RewardE'R)

is the summation of all the rewards as follows:

RewardER = Z w; X Reward; (3.1

i€n
where n = {BL, RE,ST,TP}and w is the weight of each reward. w is computed
using MTurk as previously indicated. We asked users to scale the importance of each
attribute when they accept energy requests. The scale value is between 0% and 100%.
0% indicates an unimportant attribute, while 100% indicates a highly important attrib-

ute. Fig. 3.5 represents the average of the importance of each attribute. Then, we
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normalized the attributes’ importance to define their weights. We computed the nor-
malization by dividing the importance of an attribute by the total importance of all the
attributes. Therefore, the weight of each reward w is {0.27, 0.28, 0.23, 0.22} in the

same order of set n.
Provider Total Reward:

The total reward of the provider is the summation of the reward of the selected energy

service requests as follows:

Provider Reward = Z RewardER; 3.2)

j=1
where m is the number of selected energy requests /R that will receive the energy
from the provider. The energy requests will be selected using our composition frame-

work.

3.5 Composition Framework for Energy Service

Requests

The framework of composing energy service requests will involve two phases: the
selection of energy service requests and the composition of energy service requests
(see Fig. 3.6). The first phase consists of selecting the energy service requests that
are composable with the energy service. Then calculating the reward for each selected
energy service request using the incentive model. The second phase is composing the
energy service requests that maximize the reward for the provider. Our composition

algorithm is inspired by Priority-based scheduling algorithms [95].
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FIGURE 3.6. The composition framework for energy service requests

3.5.1 Selection of Energy Service Requests

The selection phase aims to select all the energy requests that are composable with
the energy service of the provider. The selection phase consists of two stages: Spatio-
temporal selection of energy requests and rewards computation for the selected energy
requests (see Fig. 3.6). The first stage aims to select nearby energy service requests that
the provider can serve. The selection is accomplished using the spatial and temporal
features of £/S. Spatial composability service is required to allow wireless energy
transfer to occur between the consumers and the provider. An energy request is com-
posable temporally if its duration falls within the time window of the energy provider.
The last step in the first stage is to check if the £'S can provide the requested energy.
The second stage focuses on computing the reward for each selected energy service

request. We compute the reward using the incentive model discussed in Section 3.4.

Phase 1 in Algorithm 3.1 describes the selection phase of energy service requests
(Lines 1-7). For every energy service request, the algorithm checks if the time window
of the energy service request falls in the time interval of the energy service (Lines 1-2).
Line 3 calculates the distance between the energy request and the energy service. Line
4 checks if the distance between the energy request and energy service is below the

maximum needed distance to transfer energy (15 feet using Energous). Line 5 checks
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Algorithm 3.1 Incentive-based Composition of Energy Service Requests

Input: ES, ER, MaxEnergyDistance
Output: E'R omposition, [teward
Phase 1: Selection of Energy Service Requests
for ER; € FR do
if CST > PST and CET < PET then
distance = \/(Oloc.x - -Ploc.z)2 + (Oloc.y - -Ploc.y)2
if distance < MaxFEnergyDistance then
if CRE S PEC then
ER; rewara = Calculate_Reward(ES, er;)
NearbyER. add(E'R;, ER; reward)

Phase 2: Composition of Energy Service Requests

8: NearbyE Rsoriea = sort(NearbyER, startingsime : ascending, Reward :
descending)

9: Reward =0

10: Providersr = Pgr

11: Providergc = Prc

12: for er; € NearbyFE Rsorieq do

AN A

13: if C.g7 > Providersr and Providergc > Crg then
14: Reward = Reward + er; peward

15: Providersy = Cgr

16: Providergc = Providergc — Crg

17: ERcomposition . add<€ri)

18: return E' R omposition, [lteward

if the energy service capacity is enough to provide the requested energy. Line 6 cal-
culates the reward value of the energy request using the previously defined incentive
model (Section 3.4). Line 7 adds the energy request with its reward value to the set of

nearby energy service requests.

3.5.2 Incentive-based Composition of Energy Service Requests

The composition of energy service requests phase aims to compose the energy re-
quests that incentivize the provider to share their energy. This is accomplished by
selecting energy requests that maximize the provider’s reward. Phase 2 of Algorithm
3.1 describes the composition of energy service requests (Lines 8-18). Line 8 sorts
the nearby energy requests in ascending order based on the start time, and then in des-

cending order based on the reward. Lines 12-14 check for each request if the available



40 3 INCENTIVE-BASED SELECTION AND COMPOSITION OF 10T ENERGY SERVICES

energy of the provider can serve the requested energy, then it sums up the ER’s reward
as part of the provider’s reward using equation (3.2). Line 15 updates the available en-
ergy of the provider by subtracting the energy request C'rp from the Provider energy
Prc. Line 16 updates the provider’s time so that no energy requests overlap, as the
provider can only share energy with one consumer. Line 17 adds the request to the set

of composed energy requests.

3.6 Experimental Results and Discussions

We conducted two sets of experiments to test the proposed composition framework
and incentive model. The first set of experiments evaluated the performance of the
proposed Incentive-based composition algorithm. We evaluated the execution time and
energy utilization of the proposed composition against other approaches. The second
set of experiments evaluated the incentive model’s attributes’ relevance to users’ resist-
ance to sharing energy. Moreover, the experiments showed the effect of using rewards

on increasing participation in sharing energy.

3.6.1 Evaluation of the Composition Framework

We evaluated the performance of the proposed Incentive-Based composition algorithm
(IB) against the Brute Force approach (BF) and the First Come First Served (FCFES).
We then conducted two sets of experiments to evaluate the execution time and energy

utilization of each algorithm.

We used a dataset published by IBM for a coffee shop chain in New York City to mimic
the crowd’s behavior within microcells ®>. The dataset consists of transaction records
of customers’ purchases in coffee shops for one month. Each coffee shop consists
of, on average, 560 transnational records per day and 16,500 transaction records. We
use the IBM dataset to simulate the spatio-temporal features of energy requests. Our
experiment uses the consumer ID, transaction date, time, location, and coffee shop

3https://ibm.co/207Ivx]
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TABLE 3.1. Experiments variables

Variables Value
Total Energy Requests for coffee shop 1 in April | 16,830
Energy Services 2,000
Duration of Services 10 - 200 minutes
Duration of Energy Requests 5 - 30 minutes
Provided Energy 50 - 100 %
Requested Energy 1-100 %
Battery Level 1-80%
8.3
7.3
- 63
g 43 ~e-FCFS
1B
3.3 BF
23
0 50 100 150

Provider Average Time (Min.)

FIGURE 3.7. Average total reward for IB, BF, and FCFS approaches.

ID from each record in the dataset to define the spatio-temporal features of energy
services and requests, e.g., start and location of energy service or a request. To model
the energy aspect, we randomly assigned a battery level C'z;, and requested energy
capacity Crp for each request, with values ranging from 1% to 100%. Furthermore,
we generated 2,000 energy service advertisements with random energy capacity Pgc,
location Pr,., and time Pgr gpr. For each energy service, we used our framework to
compose the energy requests that maximize the reward of the service’s provider. Table

3.1 summarizes the experimental variables.

In the first experiment, we compared the average total reward of the proposed Incentive-
Based composition algorithms (IB) against the Brute Force approach (BF) and First
Come First Served (FCFS) [95]. We considered the Brute Force approach as the

baseline. For the Brute Force approach, we retrieved all the possible compositions
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FIGURE 3.8. Average of providers’ remaining energy for IB, BF, and
FCEFS approaches

of the energy service requests. Then, we selected the composition that had the max-
imum total reward. In the case of FCFS, the approach selects the energy requests
based on their start time regardless of their reward value [95]. Fig. 3.7 presents the
average total reward for each algorithm—the x-axis in Fig. 3.7 represents the average
of the provider’s staying time. The proposed algorithm (IB) performed better than the
FCFS in terms of total reward. Our proposed algorithm maximizes, on average, the
rewards by 22% compared to the FCFS as it considers the reward value of each energy
request. The Brute Force (BF) gave the best result, but the proposed algorithm gave

close results.

In the second experiment, we compared the average of the remaining energy of the pro-
viders after composition using the proposed Incentive-Based composition algorithms
(IB) against the Brute Force approach (BF) and the First Come First Served (FCES).
The experiment tested which approach has better energy utilization. Fig. 3.8 shows
the average remaining energy of the providers for each algorithm. The x-axis in Fig.
3.8 represents the average of the provider’s staying time. The graph shows that the
proposed algorithm (IB) performed better than the FCFS in utilizing the provider’s en-
ergy. Our proposed algorithm minimizes, on average, the remaining energy by 31%
as it considers the reward value of each energy request. As previously mentioned, the

reward value considers the energy request’s size.
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3.6.2 Evaluation of the Incentive Model

We present a set of experiments to evaluate the effectiveness of the incentive model.
As indicated in Section 3.4, we used MTurk to validate the attributes’ impact on users’
participation in sharing energy. Moreover, MTurk is used to show the effect of using
rewards on increasing participation in sharing energy. We designed a questionnaire
that consists of a set of scenarios *. These scenarios are presented to MTurk workers
to test each attribute, such as energy request size and time of provision. Each scenario
started by describing the energy-sharing environment. We adopted an energy-sharing
environment where users can share energy through wireless means. MTurK workers
were asked to consider themselves as energy service providers. Moreover, workers
were asked to accept or reject requests by varying the attributes to measure the resist-

ance of each attribute.

All the described experiments in this subsection were designed with the following
structure: Given a certain scenario, if a worker rejected a request, we asked them if
an extra reward would make them accept that request. If a worker still rejected the
request, we asked them if the reward amount would change their decision. A total of
175,000 questionnaires were answered by workers at MTurk. All the experiments in
this subsection compared the participation rate of users in sharing energy without an
incentive (No reward), with an incentive (Reward), and with deciding the amount of

incentive (Amount of reward).

In the first experiment, we asked Mturk workers to accept or reject energy requests
with different energy request sizes. The energy request size varied from 10% to 90%
of the provider battery by increasing 10% for each question. Fig. 3.9 presents the par-
ticipation rate of users in sharing energy with different requests. The x-axis represents
the energy requests’ size. The y-axis shows the percentage of users who accepted the

energy request. The figure reflects the effect of the energy request size attribute on

4tinyurl.com/vnz6ayl
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FIGURE 3.10. Participation rate of users in sharing energy with and
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the willingness to share energy. Additionally, the figure shows that providing a reward

increased users’ participation in sharing energy.

In the second experiment, we asked Mturk workers to accept or reject energy requests
with different charging times. The charging time was used to test the effect of the
battery level attribute. As previously indicated, the battery level affects the speed of
charging, which affects the time to charge a device. The energy request charging time

varied between 5 to 60 minutes. Fig. 3.10 presents the participation rate of users in
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FIGURE 3.11. Participation rate of users in sharing energy with and
without a reward

sharing energy with different requests. The x-axis represents the energy requests’ char-
ging time. The y-axis shows the percentage of users who accepted the energy request.
The figure reflects the effect of the charging time on sharing energy. Additionally, the

figure shows that giving a reward increased users’ participation in sharing energy.

In the third experiment, we asked Mturk workers to assume they were in a coffee
shop and willing to share energy. Additionally, we asked them to select their pre-
ferred period to share energy. If a period was not selected, we asked them if an extra
reward would make them accept the rejected period. If a worker still rejected the re-
quest, we asked them if the reward amount would make them change their mind. Fig.
3.11 presents the participation rate of users in sharing energy with different requests.
The x-axis represents the time to provide energy for a request. The y-axis shows the
percentage of users who accepted the energy request. The figure shows that giving a

reward increased users’ participation in sharing energy.
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3.7 Conclusion

We proposed an Incentive-based energy requests composition framework. A new in-
centive model was designed that considers the attributes that affect the willingness of
providers to share their energy. An incentive-driven composition of energy service
requests was proposed. The approach selects the energy service requests that maxim-
ize the provider’s reward to overcome their resistance. The efficiency of the proposed
approach was tested against Brute Force (BF) and First Come First Served (FCFES) ap-
proaches. Experimental results showed that the proposed composition outperformed
the FCFS approach in maximizing the reward and outperformed the BF approach in
execution time, while providing similar rewards for the provider. Future direction is to

improve the framework to accommodate different incentive preferences.



CHAPTER 4

Reliability-based Energy Service Composition

4.1 Introduction

IoT environments are highly dynamic, i.e., IoT devices move freely between micro-
cells. In the case of energy sharing, movements in and out of microcells may dis-
rupt the energy transfer. Energy disruption, caused by movement, may be categorized
as voluntary or involuntary. Voluntary disruption is an explicit decision by the con-
sumer to discontinue the energy transfer. Involuntary disruption refers to an uninten-
ded temporary discontinuity in the energy transfer by the consumer. In the case of
voluntary disruption, a selected energy request may be discontinued for several reas-
ons, including canceling the request or leaving the range of energy transfer. In the
case of involuntary disruption, a consumer may unintentionally leave intermittently,
e.g., moving in and out of the microcell. In crowdsourcing energy environments, re-
wards, such as credit points, are used to encourage providers to share more energy
[96]. The disruption of a selected request may reduce the amount of shared energy
and, thereby affecting the provider’s reward. Therefore, a re-composition is required
to ensure the provider receives an optimal reward. However, a re-composition may not
be guaranteed because an optimal replacement is dependent on the availability of other

consumers’ requests.

In this chapter, reliability is proposed as a measure to gauge the level of commitment
from energy consumers. Commitment is defined as the likelihood of a consumer com-
pleting the consumption of an energy request. We will use past consumers’ history to

assess the level of commitment. We propose a consumer-side reliability model using

47
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FIGURE 4.1. Reliability-based wireless energy sharing system

the level of consumers’ commitment as a key indicator for computing reliability. We
focus on selecting and composing the best set of energy requests using our reliability

model. The main contributions of this chapter are:

e A novel reliability model considering consumers’ history and mobility model.

e A spatio-temporal reliable selection of energy requests.

e A scheduling reliability-based incentive-driven composition of energy service
requests.

e An adaptive composition to maximize the reliability of consumers and the

provider’s reward.

4.2 Motivating Scenario

We consider the scenario as shown in Fig. 4.1. Assume that a mall is split into geo-
graphical microcells such as cafes, restaurants, movie theaters, etc. (see Fig. 4.1(A)).
We also assume there are several [oT devices and wearables (provider and consumers)

in a microcell (see Fig. 4.1(B)). The devices are assumed to have wireless energy
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FIGURE 4.2. Example of energy requests with reliability

transmitters and receivers such as "Energous”'. All local energy requests and advert-
isements are submitted and handled at the edge, e.g., a router associated with the mi-
crocell. We assume the system limits the amount of requested energy by a consumer.
We also assume that the IoT coordinator uses a reward system to encourage providers
to share energy. Rewards come in the form of stored credits to providers. The provider
may use the collected credits later to increase the limit on the amount of requested en-
ergy when they are in the consumer role. We assume that each provider may also be a
consumer and vice-versa. A provider receives a reward based on the amount of shared
energy. Assume a device owner, e.g., a smart shoe, wishes to share their spare energy
with other IoT devices in the microcell. In this scenario, the provider is assumed to
be able to receive requests from multiple energy consumers via the edge. We assume
the provider can transfer energy to one consumer at a time. A service consumer may
not commit to receiving all the requested energy. In this respect, the reliability of such
consumers is paramount: Unreliable consumers may hinder the provider from utilizing
their spare energy and thus reduce their reward. The unreliability of consumers might
be voluntary, e.g., intentionally canceling the request, or involuntary, e.g., moving in

and out of the microcell.

Fig. 4.2 represents an example of received energy requests with different reliability.
The first and second energy requests (1?1 and FR2) require 55% and 75% of the
provider energy, respectively. £R1 has a 90% reliability. F2RR2 has a 25% reliability.

1https://www.energous.com/
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Selecting &/ R2 will give a larger reward for the provider than £ R1, but £ R2 is more
likely to be canceled. If the request is canceled, the provider’s reward may be reduced.
It is challenging to replace a canceled request as there is no guarantee to find another
available request. Evaluating the reliability of the energy requests before selection may
enhance the chances of obtaining the most committed £/ Rs and, therefore, offer the

best reward for the provider.

We focus on composing reliable energy service requests to maximize the reward of
the energy provider. We assume a single energy provider may provide a specific time
interval, during which they may share their energy with multiple consumers. The com-
position of energy service requests includes selecting the most reliable requests that
maximize the provider’s reward. The reliability of energy requests is calculated using
a reliability model. Note that we assume a provider is static during the composition.
Additionally, we assume consumers might move during the composition. To the best
of our knowledge, no algorithm addresses the problem of energy requests’ reliability

in composing energy service requests to incentivize the provider.

4.3 System Model and Definitions

We propose a formal model of our reliable composition of energy requests. We con-
sider the scenario of energy sharing in a microcell during a particular time interval 7.

We use the below definitions to formulate the problem.

Definition 1: Energy-as-a-Service (EaaS). We adopt the definition of EaaS in [25].
An EaaS is defined as a tuple of < E_id, E_Pid, F, () >, where:

E_id is an energy service’s unique identifier

e F/_Pidis aunique provider’s identifier

F' is the function of sharing energy by an IoT device

@ is the non-functional , Quality of Service (Q0.5), attributes including:

— P_ecis the capacity of energy the provider may share
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— P_loc is the spatial location of the provider < x,y >
— P_st is the start time of the provider’s stay

— P_et is the end time of the provider’s stay

Definition 2: Energy Service Request (ER). We extend the existing definition of
the ER model presented in Chapter 3 by considering the reliability of the ER. An ER
request is defined as a tuple of < FR_id, ER_C'id, F, ) >, where:

e /R_uid is an energy request’s unique identifier
e F_(C'idis a unique consumer’s identifier
e ['is the function of receiving energy by an loT device
e () is the non functional QoS attributes including:
— C_re is the amount of requested energy by the consumer
— ('_st is the start time of the consumer’s stay
— (C'_et is the end time of the consumer’s stay
— C'_loc is the spatial location of the consumer < x,y >

— C_Rel is the reliability score of the consumer

Definition 3: Incentive. The energy service provider gains an incentive reward R by
sharing energy. Rewards are provided by the IoT coordinator at the edge. The rewards
come in the form of stored credits to providers. We assume the system has a limit
for the amount of requested energy. The collected credits may be used later by the

provider to increase the limit of requested energy as a consumer.

In Chapter 3, we demonstrate that the quantity of provided energy influences the in-
centive’s value to promote energy provision. As a result, we will compute the reward
(rwd) of an energy request based on the amount of requested energy using the below
equation.

rwd = C_re/100 4.1)

where C'_re is the amount of requested energy, and 100 is the energy capacity of a full

charge.
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Definition 4: Reliability-based energy requests composition problem. We assume
that, in a microcell, there exists an energy service FaaS and a set of n energy re-
quests ERs = {FRy, ER,, ...., ER,} as shown in Fig. 4.2. The FaaS is posted by
a provider P. ER are initiated by consumers C'. FEaaS and ER are described us-
ing Definitions 1 and 2, respectively. We use the service paradigm to reformulate the
energy-sharing problem as a service composition problem. The composition of energy
requests considers the spatio-temporal features of the service and requests. Compos-
ing energy requests for a provider’s FaaS requires the composition of energy requests
ER; € ER where [C_st;,C_et;] C [P_st,P_et], > C_re; < P_ec, the provider
reward = ) _ rwd; is the maximum they can get and the reliability of the composition

=Y C_Rel; is the highest in reliability.

We use the following assumptions to formulate the problem:

e [oT devices are equipped with wireless energy transmitters and receivers.

e The composition considers the case of a single provider and multiple con-
sumers.

e The provider has a fixed energy size during the composition.

e The provider and consumers may have different time windows, but consumers’
time windows must fall within the provider time window 7. € T,.

e The provider has a fixed location < z,y > for the duration of the energy
service.

e The provider transfers energy within their range (15 feet using Energous) to
one consumer at a time.

e There is no energy waste while sharing.

e All consumers have a history of energy requests

e Consumers’ requests include information about the reward they are willing to
pay.

e A trust framework has been implemented to preserve the integrity and privacy

of the participating IoT devices [21].
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4.4 Reliability Model

We define the reliability model to determine an energy request’s reliability score (Rel).
The reliability model considers the behavior of consumers and their history in request-
ing energy. We assume that the history of consumers will be collected in a phase prior
to deploying our proposed framework. The below attributes are used to compute the

reliability score.

e Consumption History: Consumer’s history of energy requests may indicate
their reliability. The number of successful requests can be used in computing
the reliability. A successful request is one that receives all that was requested.
Therefore, the computation of a consumer’s reliability based on their history

(Rel_History) is:
Rel_History = SER/Total_ER (4.2)

where SE'R is the consumer’s number of successful requests, and Total_E R
is the consumer’s total number of submitted requests.

e Energy Disruption: As previously mentioned, disruption of energy transfer
may occur voluntarily or involuntarily. We refer to the disconnection in en-
ergy transfer without reconnecting as the voluntary disruption (see Fig. 4.3).
Similarly, we refer to the intermittent disconnection in energy transfer within
one energy request as the involuntary disruption (see Fig. 4.4). We define the
reliability computation of both types of energy disruption as follows:

— Voluntary Reliability: Voluntary disruption refers to a conscious de-
cision by the consumer to discontinue the energy transfer. We identify
voluntary disruption as having a disconnection in the energy request
without reconnecting (see Fig. 4.3). A disconnection’s duration has

to be greater than a predefined threshold (6) and less than a predefined
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FIGURE 4.3. Example of voluntary disruption

threshold (¢) to be considered a voluntary disruption. Therefore, the vol-

untary disconnection duration can be identified as follows :
0 <= Voluntary duration <= €

We compute the voluntary reliability if a voluntary disruption is identi-
fied in a previous energy request. We measure the voluntary reliability
(Rel_Voluntary) based on energy and time. The reliability of energy
(Rel_Energy) for a given consumer is:

Rel_Energy (Z ( Received_Energy; )) In 43)

— Requested_Enerqgy;

where 7 is the number of the previous ER for a given consumer. The pre-
vious equation measures the average energy ratio of all the consumer’s
previous ER.

The reliability of time (Rel_T"ime) for a given consumer is:

_ a Stay_Time;
Rel_Time = = 4.4
ce_lime (Z (Required_T@'me)) /n (4.4)

i=1

where n 1s the number of the previous ER for a given consumer. The
previous equation measures the average time ratio of all the consumer’s
previous ER.

The equation of voluntary reliability (Rel_V oluntary) is:

Rel_Voluntary = (Rel_Energy + Rel_Time)/2 4.5)
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FIGURE 4.4. Example of involuntary disruption

— Involuntary Reliability: Involuntary disruption refers to an intermit-
tent disconnection in energy transfer within a single ER (see Fig. 4.4).
We identify involuntary disruption as having at least one disconnection
between two connections of the same ER. A disconnection’s duration has
to be greater than a predefined threshold () and less than a predefined
threshold () to be considered an involuntary disruption. Moreover, we
consider a single disconnection at the end of the energy transfer to be
an involuntary disruption if its duration is less than (o). Therefore, the

involuntary disconnection duration can be identified as follows:

B <= Involuntary duration <=~
or (Involuntary duration € endof T

Involuntary duration <= «)

We compute the involuntary reliability if an involuntary disruption is
identified in a previous ER. The involuntary reliability for an ER (Rel_Involuntary)
i1s computed based on the frequency of disconnections and the duration
of disconnections in the request. ER is more reliable when the discon-
nections are less frequent and for smaller periods. For every previous
ER (Prev_ER), we compute the reliability based on the frequency of

disconnections (Rel_f) as the following:
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0.7, if(fi=1ANp<d; <~y A di_et # Prev_ER;_et) V “46)
(fi=1 AN d;<a A di_et = Prev_ER;_et)

Ll/fz‘, if (fi>=1AB<di<7)

where f; is the frequency of disconnections within a single previous ER
(Prev_FER;), d; is the duration of disconnections within a single ER, and
Prev_FER;_.; is the end time of the ER. We compute a consumer’s reli-
ability based on the frequency of disconnections as the average of the re-
liability of frequency (Rel_f) of all their previous requests (Prev_ER).
Therefore, the equation to compute the reliability of a consumer based

on the frequency of disconnections (Rel_freq) is:

Rel_freq = (Z Rel_fZ) /n 4.7)
i=1

where 7 is the number of the previous requests for a given consumer.
The duration of disconnections in ER may result in a loss in the pro-
vider’s reward. For every previous ER, we compute the reliability based
on the duration of disconnections (Rel_d) as:

Z?:l dij

- Prev_ER; ., — Prev_ER; 4

(4.8)

where £ is the number of disconnections in a consumer’s previous ER,
dij is the duration of disconnection within a single ER, Prev_ER;_
and Prev_ER,_., are the start and end times of the ER, respectively.

We define the reliability of the consumer, based on the duration of dis-
connections, as the average of the reliability of the duration of all their
previous requests (Prev_FE R). Therefore, the equation to compute the

reliability of a consumer based on the duration of disconnections (Rel_dur)
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is the following:
Rel_dur = | Y Rel_d; | /n (4.9)

i=1
where 7 is the number of the previous ER for a given consumer.

As previously stated, the involuntary reliability of a consumer will be
computed based on the reliability of the frequency (Rel_freq) and the
reliability of the duration of disconnections (Rel_dur). Therefore, we
compute the involuntary reliability of a consumer (el ,votuntary) as the

following:
Rel_Involuntary = (Rel_freq + Rel_dur)/2 (4.10)

¢ Random Behavior: Random behavior measures the level of fluctuations re-
garding the consumer’s commitment to receive the requested energy (see Fig.
4.5). We use the variation rate to estimate the random behavior of a consumer.
Consumers with a high variation rate of commitment will be identified with
random behavior. Highly random behavior is an indication of an unreliable
consumer. We measure the variation rate of a consumer’s behavior based on

energy and time. The equation of the Energy variation rate (£ _vr) for a given
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consumer is:

2
Zn Received_Energy; Received_Energy
i=1 \ Requested_Energy; Requested_Energy

n

E vr = 4.11)

where n is the number of the previous ER for a given consumer. The
previous equation measures, for a given consumer, the variation between the
energy ratio of their previous ER and the mean of all their previous ER.

The equation of the Time variation rate (1"_vr) for a given consumer is:

2
zn Stay_Time; o Stay_Time
i=1 | Required_Time; Required_Time

n

T vr = (4.12)

where 7 is the number of previous ER for a given consumer. The previous
equation measures, for a given consumer, the variation between the time ratio
of their previous ER and the mean of all their previous ER.

As previously mentioned, the random behavior of a consumer is meas-
ured based on energy and time. Therefore, we compute the reliability of a

consumer based on their random behavior (Rel_Random) as:
Rel_Random = (2 — (E_vr +T_vr))/2 (4.13)

where E/_vr is the energy variation rate computed by Eq. 4.11 and T"_vr

is the time variation rate computed by Eq. 4.12.

Consumer Reliability: The reliability score of a consumer is computed as the sum-
mation of all aforementioned reliability attributes. Therefore, the equation of comput-

ing the reliability score of a consumer (C'g.;) is:

Cre = Z w; X Rel_i (4.14)

i€n
where n = {History, Voluntary, Involuntary, Random} and w is the weight of
each reliability attribute. We use w = 0.25 to normalize the impact of each factor on

the overall reliability score. Since our dataset is synthesized with disconnections, as
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explained in Section 4.6, it is unrealistic to use this dataset to compute the weight of

each attribute.

Service Composition Reliability Score: The reliability score of a service composition
will be the summation of the selected consumers’ reliability scores. Therefore, the

equation for computing the reliability score of a service composition is as follows:

Service Composition Reliability = Z CRelj (4.15)

j=1
where m is the number of selected energy requests that would receive the energy from
the provider, and Cge; is the reliability score of the consumer of a selected energy

request.

Actual Reward: The actual reward of an ER refers to the reward of a request con-
sidering its consumer’s reliability score. For example, if an ER’s consumer reliability
score is 80%, then this indicates that the consumer will probably commit to 80% of
the requested energy. Therefore, we compute the actual reward for an ER (Act_Rwd)

with respect to its consumer’s reliability as the following:

Act_Rwd = rwd x Cpry (4.16)

where rwd is the reward of the ER computed using Eq. 4.1 and Cg,; is the reliability

score of the consumer of an ER computed using Eq. 4.14.

4.5 Composition Framework for Energy Requests

The framework of composing energy service requests will involve two phases: Select-
ing energy service requests and composing energy service requests (see Fig. 4.6). The

first phase includes the selection of the energy requests (ERs) that can be composed,
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FIGURE 4.6. The composition framework for ER services

within space and time, with the energy service (EaaS). Then, we calculate the reliab-
ility score for each of the selected ERs using the reliability model. Additionally, the
reward of each ER is computed in the same phase using Eq. 4.16. The second phase
is the composition of the most reliable ERs that maximize the provider’s reward. Our
composition is designed for the case of a single provider and multiple consumers. The

composition is inspired by Priority-based scheduling algorithms [95].

4.5.1 Selection of Energy Service Requests

The selection phase selects energy requests (ERs) that are composable with the pro-
vider’s energy service (EaaS). The selection phase has two stages: The first stage
involves the spatio-temporal selection of energy requests (see Fig. 4.6). The second
stage includes the reliability score calculation and the rewards computation for the se-
lected ERs. The first stage selects neighbor ERs that the provider may serve. The
selection is achieved using the spatial and temporal features of EaaS. The spatial clas-
sification is required to transfer the wireless energy between consumers and providers.
The temporal selection of an ER requires its duration to fall within the time window of
the energy provider. In the first stage, the final step is to check if the EaaS may provide

the requested energy. The second stage computes the reliability score for each selected
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Algorithm 4.1 Reliability-based Composition of ER Services

Input: FaaS, Allgg, Reliability Model (RM)
Output: ER .y, compRel, compRwd
Phase 1: Selection of Energy Service Requests
: for ER; in Allgr do
if [Cst7 Cet] g [Psty Pet] then
d= Compute_Distance(Cloc_x, Oloc.y7 Proc.a, -Ploc.y)
if d < Maz Energy Distance then
if C;,. < P,. then
C;.re = Compute_Reliability(ER;, RM)
ER; pwa = Ci_re/Pec
ER; act_kRwd = Ci.get * ER; pud
SelectedERs.insert(ER;, C; re, ER; Act_Rwd)

Phase 2: Composition of Energy Service Requests
10: SelectedFE Rsgorieq = Sort(SelectedERs,
Cy : ascending, ER; act rwa : descending)
11: compRel = 0; compRwd = 0;
12: Providersr = Py; Providerge = P,;
13: for ER; in SelectedE Rsgprteq dO
14: if C; , > Provider, then

Nl AN AN Rl

15: compRel += Cj; g

16: compRwd += ER; Act rwd
17: Providery = C; o

18: Provider.,, —= Cj e

19: ER omp-insert(ER;)

20: return ER.,,,,, compRel, compRwd

ER. We compute the reliability score using the model discussed in Section 4.4. We
also use Eq. 4.16 to compute the reward in the second stage based on the amount of

requested energy.

The selection phase of the energy requests is detailed in Phase 1 in Algorithm 4.1
(Lines 1-9). For every ER, the algorithm checks if the ER’s time interval falls in the
energy service’s time window (Lines 1-2). Then, the distance d between the ER and the
energy service is computed in Line 3. Line 4 checks if the computed distance d is less
than the maximum required distance to transfer energy (15 feet using Energous). Line
5 tests if the available energy service is enough to provide the requested energy, while
Line 6 computes the reliability score of the consumer using the previously defined

reliability model (Section 4.4). Line 7 computes the reward value of the ER using
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Eq. 4.1. Line 8 computes the actual reward using Eq. 4.16. Line 9 inserts the ER
information, the consumer reliability score, and the ER’s actual reward value in the set

of selected ERs.

4.5.2 Reliability-based Composition of Energy Requests

Phase 2 of Algorithm 4.1 represents the composition of the energy requests (Lines
10-20). This phase aims to compose the most reliable ERs that ensure the maximum
reward for the provider. Line 10 sorts the selected ERs in ascending order based on
their start time, then in descending order based on their actual reward. Lines 13-15
check, for each E'R, if the available provided energy can deliver the requested energy,
then add up the consumer’s reliability score as part of the composition’s reliability
using Eq. 4.15. In addition, Line 16 adds up the ER’s actual reward ER; oct rwa @S
part of the provider’s reward. Line 17 updates the start time of the provider so that
ERs do not overlap, since the provider can only transfer energy to one consumer at a
time. Line 18 updates the remaining energy of the provider by subtracting the amount
of requested energy C'_re from the provider’s available energy P_ec. Line 19 inserts

the selected ER into the set of composed ERs.

4.5.3 Adaptive Reliability-based Composition of Energy Requests

We propose an adaptive reliability-based composition as an enhancement to Algorithm
4.1. In the adaptive composition, ERs will be modified and divided based on their vol-
untary reliability. Recall from Subsection 4.4 that voluntary reliability measures users’
commitment to fully receive their requested energy. Therefore, our approach will
downsize the amount of ER based on the consumer’s voluntary reliability score. Al-
gorithm 4.2 describes the composition in detail and is implemented across two phases:
a selection phase and a composition phase. Lines 1-12 describe the first phase of
selecting ERs that are composable with the provider’s energy service. The selection

phase has two stages: the first stage is similar to Subsection 4.5.1 (Lines 1-5), while the
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Algorithm 4.2 Adaptive Reliability-based Composition

Input: FaaS, Allgg, Reliability Model(RM)
Output: ER omposition, compReliability, compReward
Phase 1: Selection of Energy Service Requests
1: for ER; in Allgr do
2: if [Ost, Cet] g [Pst7 Pet] then d =
Compute_Distance(Cioc.z; Croc.ys Pioc.ss Pioc.y)
if d < Max Energy Distance then
4: if Ci.re < P then Ci.Rel.Voluntary = VOZ_RGZ(ERZ', RM) Ci.re =
Ci.re * Oi.Rel.Voluntary Cet = Cst + (Cet - Cst) * Oi.Rel.Voluntary Ci.Rel =
Compute_Relzablety(ERz,RM) ERi.Reward = Ci‘re/Pec ERi.Act_Reward =
Ci.ret * ER; pywa SelectedERs.insert(ER;, C; re, ER; Act_Rwd)

Phase 2: Composition of Energy Service Requests
Similar to Phase 2 of algorithm 1 return ER,,,,,, compReli, compRwd

w

second stage includes computing the reliability score, downsizing ERs, and comput-
ing the rewards for the selected ERs (Lines 6-11). Line 5 tests if the available energy
service is enough to provide the requested energy. Line 6 computes the voluntary re-
liability score of the ER using Eq. 4.5. Line 7 downsizes the amount of requested
energy based on the voluntary reliability score. Similarly, Line 8 adjusts the ER’s end
time based on the voluntary reliability score. Line 9 computes the reliability score of
the consumer using the previously defined reliability model (see Subsection 4.4). Line
10 computes the reward value of the ER using Eq. 4.1. Line 11 computes the actual
reward using Eq. 4.16. Line 12 inserts the ER’s information, the consumer reliability
score, and the ER’s actual reward value in the selected ERs. The composition phase

follows the same description as Phase 2 in Subsection 4.5.2.

4.6 Experiments and Discussions

We compared the proposed composition approaches, the Reliability-Based composi-
tion (RB) and the Adaptive Reliability-Based Composition (ARB), with two different
approaches, a greedy approach (Greedy) and a Brute Force approach (BF). The greedy
approach is inspired by the first come first served algorithm [95], where the ERs will
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be sorted and composed based on their start time without considering their reliabil-
ity. We considered the greedy approach as the baseline. In the Brute Force approach,
we retrieved all the possible compositions of the energy service requests. Then, we

selected the composition that has the maximum total reward.

We evaluated the effectiveness and the computation cost of the composition approaches.
The effectiveness of each composition approach was measured in terms of its reliability
score, reward value, and energy utilization. The experiments only tested the perform-

ance of the approaches from a single provider perspective.

4.6.1 Dataset Description

To the best of our knowledge, there is no existing dataset for wireless energy sharing
among [oT devices. Therefore, we built an energy services environment close to real-
ity, based on a dataset released by IBM for a coffee shop chain with three branches
in New York Cityz. The dataset consisted of one-month transaction records (49,895
records) of customers’ purchases in each coffee shop. Each coffee shop consisted of,
on average, 560 transnational records per day and a total record of 16,500 transactions.
We considered the coffee shop customers as IoT users in the prospected environment.
We assumed energy services were provided from wearables or the spare energy of 1oT
users’ batteries. Similarly, energy requests were sent by IoT users. Additionally, we
assumed that energy services and requests were sent to an [oT coordinator at an edge
server—for example, a WiFi router in a coffee shop. In our experiments, we used
the consumer ID, transaction date, time, location, and coffee shop ID from each re-
cord in the dataset to define the spatio-temporal features of the energy services and
requests—for example, the start and end times of an energy service or request. We
augmented the dataset by randomly generating the rest of the QoS parameters based
on a uniform distribution. For instance, the transactions’ time and location were used
as the energy requests’ starting time and location. The ending time of each energy

request was generated randomly. We used a random uniform distribution to generate

Zhttps://ibm.co/207IvxJ
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TABLE 4.1. Experiments variables

Variables Value

Total Energy Requests for coffee shop 1 in April | 16,830

Energy Services 8,000

Duration of Services 30 - 120 minutes
Duration of Energy Requests 5 - 30 minutes
Provided Energy 50-100 %
Requested Energy 1-100 %
Battery Level 1-60%

the amount of provided energy for each service and the amount of requested energy
for each request. Moreover, we generated energy disruptions for each request. We
ran a total of 8,000 energy service advertisements. We used our proposed approaches
for each energy service to compose energy requests. Table 4.1 summarizes the experi-

mental variables.

4.6.2 Evaluation of the Composition Framework

We ran four experiments to determine the efficiency of our proposed approaches. The
experiments evaluated the composition approaches in terms of their reliability score,
reward value, energy utilization, and computation cost. We ran the composition al-
gorithm and the other techniques in different settings by changing the time interval
length of services. We gradually increased the time duration of energy services from
30 minutes to 120 minutes. We repeated the experiment 2,000 times at each point
where the duration of energy services increased. We considered the average value for

each technique at each point.

The first experiment compared the average reliability score of the proposed compos-
ition algorithms RB and ARB against BF and Greedy. As previously stated, the reli-
ability score presents the consumers’ commitment to receiving the requested energy.
Therefore, a high-reliability score of a composition ensures a better reward for the
provider. The composition reliability score was computed using Eq. 4.15. Fig. 4.7

presents the average reliability score for each algorithm. The x-axis in Figs. 4.7-4.9
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FIGURE 4.7. The average of the reliability score

represents the provider’s average staying time. In Fig. 4.7, the reliability score in-
creased when the provider staying time increased for all the composition algorithms.
For instance, when the provider staying time is 30 minutes, all algorithms provided
a lower reliability score compared to their scores when the provider staying time was
120 minutes. This observation can be explained by the provider staying time to share
their energy. The longer the staying time of the provider, the more requests they could
fulfill. Therefore, the aggregated reliability score of these requests increased. The pro-
posed algorithm RB performed slightly better than Greedy in terms of reliability as,
unlike the Greedy approach, it considers the reliability of each ER. In addition, the
BF approach gave slightly better results than RB as it looks for all possible combin-
ations of compositions and selects the composition with the highest reliability score.
However, the BF approach had a higher computation cost than RB, as shown in Fig.
4.10. The proposed algorithm ARB gave the best results by downsizing the amount of
requested energy in each energy request based on its reliability score. Downsizing the
requests allows the ARB algorithm to include more requests and, aggregate additional

reliability scores.
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FIGURE 4.8. The average of total rewards

The second experiment compared the average of the total reward of each approach.
Recall that rewards incentivize the provider to share their energy. Therefore, a high
reward encourages providers to participate more in energy sharing. Similar to the pre-
vious experiment, in Fig. 4.8, the reward value increased when the provider’s staying
time increased for all the composition algorithms. For instance, when the provider
staying time was 120 minutes, all algorithms provided more reward value compared
to when the provider staying time was 30 minutes. Similarly, this observation can be
justified by the provider’s staying time to share their energy. The longer the provider
stayed, the more requests they could fulfill, and therefore, the reward value increased.
By observing Fig. 4.8, it is clear that the proposed approach RB resulted in higher
rewards than the Greedy approach. The BF approach gave better results compared to
RB and Greedy. However, as aforementioned, BF required more computations. The
proposed algorithm ARB gave the best results among all approaches. As mentioned,
the ARB algorithm downsizes the amount of requested energy in each energy request
based on their reliability score. Downsizing the requests allowed the ARB algorithm

to include more requests and aggregate additional rewards.

The third experiment compared the average of the providers’ remaining energy after

each composition (see Fig. 4.9). The low remaining energy of a provider’s energy
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service indicates good energy utilization, which promotes a green IoT environment.
Therefore, the experiment aimed to compare the energy utilization of each approach
by comparing their remaining energy. In Fig. 4.9, the remaining energy decreased
when the provider staying time increased for all the composition algorithms. For in-
stance, when the provider stayed 120 minutes, all algorithms provided a low remain-
ing energy percentage compared to their scores when the provider’s staying time was
30 minutes. This observation can be explained by the provider’s staying time to share
their energy. The longer the provider stayed, the more requests they could fulfill. Thus,
the provider’s remaining energy will be less. The figure also shows that the proposed
approach RB performed better than the Greedy approach in utilizing the provider’s en-
ergy service. As aforementioned, the RB approach composes ERs while considering
the reliability score of each ER. Considering the reliability enable the RB approach to
ensure the commitment of consumers to receive energy, which results in better energy
utilization. Comparing BF to RB and Greedy, the BF method provided better results.
However, BF needed further computations, as previously mentioned. The proposed
algorithm ARB gave the best results among all approaches. As mentioned, the ARB

algorithm downsizes each energy request based on its reliability score. Downsizing the
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requests allowed the ARB algorithm to include more requests, increasing providers’

energy utilization.

The fourth experiment evaluated the computation cost of all the composition approaches.
Fig. 4.10 shows the execution time of each approach. The figure shows that the BF
approach has the highest computation cost because the BF approach looks for all the
possible combinations of compositions and selects the composition with the highest
reliability score. The ARB approach has a lower computation cost than the BF ap-
proach. Additionally, The ARB approach offers the best results in terms of the reliab-

ility score, total reward, and energy utilization, as previously discussed and presented
in Figs. 4.7-4.9.

4.7 Conclusion

We proposed an energy requests composition framework that evaluates consumers’
reliability while incentivizing providers to share energy. A new reliability model was
proposed to capture the users’ consumption patterns. A reliability-based and incentive-

driven composition of energy service requests was proposed. The approach selects
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the most reliable energy service requests that maximize the provider’s reward to over-
come the provision’s resistance. We additionally proposed an adaptive approach where
energy requests will be downsized based on the consumers’ reliability score. Experi-
mental results show that the adaptive composition (ARB) outperforms all the evaluated
approaches. The efficiency of the proposed approaches was tested against Brute Force

(BF) and Greedy approaches.



CHAPTER 5

Energy Service Demonstration

In this chapter, we presented several demonstrations and frameworks. We also conduc-
ted preliminary experiments to provide :(1) a proof of concept for deploying an energy
services ecosystem for Internet of Things (IoT) devices, where users share spare or
harvested energy, and (2) comprehensive real-world datasets to evaluate the effective-
ness of the proposed models and composition frameworks. These demonstrations and
experiments can be grouped into two main components: a wireless energy transfer

setup and an energy harvesting estimation model.

The platform collects real energy transfer datasets and demonstrates the transfer of
wireless energy between smartphones to share energy. We also propose an energy
estimation framework to predict the actual received energy. Preliminary experiments

are conducted to evaluate the effectiveness of our framework.

The energy harvesting estimation model may be used to predict the amount of energy
a provider may harvest. The predicted amount may be used in forecasting the provider
service availability. To design an energy harvesting model, we designed an activity
profiling framework to estimate harvested kinetic energy. The framework is the first
step to building the energy harvesting model. However, our proposed activity profile
framework requires users to consistently wear their activity trackers (i.e., wearables)
and report their daily activities. Attaining consistent use and adoption of wearables
is a challenge [97]. Therefore, we also study the impact of nudging strategies on

individuals’ adherence to wearing activity trackers.

71
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5.1 Peer-to-peer Sharing of Wireless Energy Services

This section demonstrates a peer-to-peer wireless energy setup. The demo involves us-
ing coils and a mobile app to exchange energy services. Additionally, the app monitors
and collects data about wireless energy transfer. We also propose an energy estimation
framework to predict the actual received energy. Determining the actual received en-
ergy will inform existing energy service composition frameworks to allocate services
efficiently. In the following two subsections, we present the details of the wireless

energy service demo and the energy estimation framework.

5.1.1 Wireless Energy Services Demonstration

Recent studies have made substantial progress in addressing several challenges in
crowdsourcing energy services, including service composition and fairness [24][13].
However, existing works rely on simulation analysis of the proposed techniques using
synthetic datasets. In other words, there is no demonstration of the existing literature
on real devices using wireless power transfer over a distance. Hence, we demonstrate

peer-to-peer sharing of wireless energy services among smartphones over a distance.

Our demo leverages a service-based technique to share energy services, the state-of-
the-art power transfer technology over a distance, and an extension of the proposed
app by [5]. Similar to the previously mentioned app, our app enables consumers and
providers to share energy conveniently and to monitor the sharing process for further
analysis. In addition, unlike the previous app, our demo allows users to (1) share
energy by requesting an amount of energy or requesting to be charged for a specific
period and (2) transfer energy wirelessly over a distance. Moreover, in this demo, we
conduct preliminary experiments to verify the feasibility and stability of the platform
with wireless charging over a distance. We also compare and analyze the performance

of the wireless charging technology with reverse and cable charging technologies.
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FIGURE 5.1. Wireless energy charging scenario

5.1.1.1 System Overview

We consider a scenario where people congregate in confined areas (e.g., restaurants,
coffee shops, and movie theaters). In the confined areas, we assume that [oT users
will share their spare energy or request energy with nearby devices (see Fig. 5.1).
IoT users will use our mobile application to request energy as energy consumers or
to accept energy requests as energy providers. In our app, [oT users send and receive
requests directly using Bluetooth. Moreover, our mobile application extends the app
proposed by [5] because of its limitations in synchronization, variety of request types,
and using built-in reverse charging. In contrast, our application expends the previous
application with the following features: (1) our app allows users to send and receive
energy based on size. For instance, a consumer may ask a provider to charge 1,000
mAh. (2) our app also offers the option of requesting energy based on a period of time.
For instance, a consumer may ask a provider to charge them for the next 10 minutes.
Finally, (3) our application records the battery status of providers and consumers every
time interval ¢, e.g., every 10 seconds, with the actual time of each record. This enables
us to synchronize the monitoring process by recording the data at the exact time, e.g.,
second. The recorded data may be used for further analysis, e.g., studying the charging

rate or optimizing the energy loss.
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(A) Wireless charging (B) Reverse charging (C) Cable charging

FIGURE 5.2. Used charging technologies

5.1.1.2 Demo Scenario

Our application runs in the following scenario. Once a consumer has submitted a
request, our platform will automatically submit a request to the closest provider and
await the provider’s response. If the provider accepts, the energy sharing and monit-
oring process will start. Then the process will end once the consumer receives their
request (e.g., an amount of energy or being charged for a specific period). Simul-
taneously, the platform synchronizes the monitoring process between the provider
and consumer and captures the data of the entire energy transfer process. Once the
sharing process ends, the app uploads the collected data to the edge service man-
agement system (e.g., a router associated with the confined area). The current ver-
sion of our energy-sharing platform supports a one-to-one energy transfer mode and
has demonstrated reliable performance in monitoring and demonstrating the wireless

energy-sharing process over a distance.

5.1.1.3 Demo Setup

Our demo will exhibit our platform through a real case of wireless charging over a
distance between two smartphones. In this case, we use near-field wireless charging
(i.e., inductive coupling wireless technique). The inductive coupling device consists of
two coils, and the electrical energy is delivered based on the magnetic field (see Fig.
5.2(A)). We use a Google Pixel 5 smartphone as the provider and a Google Pixel 3 as

the consumer. We connect the consumer and provider to the wireless charging coils,
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FIGURE 5.3. Comparison among different charging technologies

then run a case similar to the previously mentioned scenario in Section 5.1.1.2. A real-
time video of the entire process of using the devices and app to request, receive, and

monitor the energy-sharing process is published at this link: youtu.be/d-bdFGk6z4 A

5.1.1.4 Preliminary Experiments

We conducted preliminary experiments to demonstrate our platform’s feasibility and
monitor different charging processes. We used the same setup mentioned in Section
5.1.1.3. We ran two experiments on the collected dataset from the charging process
to analyze and demonstrate the behavior of each charging technology, i.e., wireless
charging, reverse charging, and cable charging (see Fig. 5.2). The distance between
the two coils was set to 2 centimeters for wireless charging settings. The first set of
experiments aimed to compare differences between charging technologies regarding
battery level variation trend, provider loss, consumer gain, and energy loss. The start
battery of the consumer was 40%; the provider battery was 100%. We ran the experi-
ment using a time-based request to receive energy. The requested time was 30 minutes.
Additionally, we set the recording interval to 1 second. The experiment showed that
all approaches behaved similarly (see Fig. 5.3). However, the provider with reverse
charging had the highest energy loss. It is worth noting that energy loss involves the
energy consumed to share energy and to run the device, e.g., run the operating system,

system applications, etc.
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FIGURE 5.4. Comparison of wireless charging with different battery
levels for consumer

The second set of experiments aimed to test wireless charging with different battery
levels for the consumer at each experiment. The consumer’s start battery level was
tested on 10%, 40%, and 70% and labeled as low, middle, and high battery levels.
The experiment showed that varying battery levels have less impact on the charging

process (see Fig. 5.4).

5.1.2 Wireless Energy Estimation Prediction

Several energy service composition frameworks have been proposed to manage alloc-
ating services to requests [14][49]. These frameworks assume that the exact amount
of advertised energy fulfills energy requests. However, in reality, consumers receive
less energy than expected [6]. Several factors contribute to energy loss during wire-
less energy transfer, including the type of technology employed, the distance between

devices, and the consumption behavior of 10T devices [48][98].

Estimating the actual received energy is crucial in assessing energy sharing efficiency.
Capturing the wireless energy-sharing loss is essential for successfully deploying ef-
ficient energy service composition techniques. Energy loss may inform the service
composition to optimize the allocation of energy services. For example, choosing a

smaller energy service could be better than selecting a larger service due to distance.
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FIGURE 5.5. The energy services environment

Furthermore, considering actual energy in the composition ensures consumers’ expect-

ations are met [23].

We propose to monitor wireless charging efficiency by building a wireless-transfer en-
ergy estimation framework. Our framework is used to estimate the actual amount of
received energy by a consumer. Our framework uses two machine learning models,
i.e., XGBoost and Neural Network, to estimate the actual received energy. Both mod-
els consider two features in estimating the received energy: (1) the distance between
the devices, and (2) the duration of the energy transfer. We consider these features be-
cause different distances and durations impact the wireless transfer of energy [6]. We
employed a real-world wireless energy-sharing dataset to demonstrate the efficacy of
our framework. To the best of our knowledge, existing research has yet to consider the
actual received energy in the wireless energy delivery [13][14]. This work represents
one of the first attempts to quantify actual received energy in the context of wireless

energy-sharing services.

5.1.2.1 Motivating Scenario

We describe a scenario in a confined area (i.e., a microcell) where people typically

gather (see Fig. 5.5(A)). Each microcell may have several IoT devices that act as
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FIGURE 5.6. Example of the motivating scenario

energy consumers or providers (see Fig. 5.5(B)). Consumers and providers may submit
their requests or service advertisements to a local edge, e.g., a router in a microcell.
Assume that a device owner, e.g., a smartphone, requires energy to execute critical
tasks, such as making a call. In this scenario, the consumer is assumed to be able
to receive service advertisements from multiple energy providers through the edge.
We assume that consumers can receive energy from one provider at a time. Several
resource-allocation frameworks have been proposed to select the optimal set of energy
services for a consumer [23][25]. However, none of the existing frameworks considers
the energy loss during wireless energy delivery. In reality, consumers often receive
less energy than expected [6]. In this respect, estimating the actual received energy
while exchanging services is essential. Indeed, services with high energy loss do not
deliver the expected energy. As a result, selecting services with high energy loss will

discourage consumers from participating in this ecosystem [14].

Figure 5.6 shows an example of the received energy services with different energy
amounts. A traditional energy service composition allocates services with a higher
capacity. For instance, using traditional composition, the first (S1) and third (S3)
services are selected with the expectation of fulfilling 92% of the required energy.

However, in real-time charging, energy loss occurs based on several factors, such as
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FIGURE 5.7. Wireless energy estimation framework

distance. The energy composition fulfills 47.5% of the required energy due to the en-
ergy loss of both services. Conversely, informing the composition framework with the
predicted actual received energy will enhance the selection of services. For instance,
given the actual received energy of shared services, the energy-loss-aware composition
will guarantee to fulfill 65% of the required energy. In this case, the energy loss plays
a key role in the development of composition algorithms [14]. Therefore, estimating
the actual received energy before selecting and composing energy services ensures the

efficient composition of the services.

5.1.2.2 Wireless Energy Estimation Framework

Our wireless energy estimation framework is presented in Fig. 5.7. Specifically, our

framework consists of four steps:

(1) Wireless Energy Transfer Dataset Collection: We collect a real wireless
energy transfer dataset to train our machine-learning models. Data is collec-
ted using the app developed in Section 5.1.1. In our experiments, we used a
Google Pixel 5 smartphone as the provider and a Google Pixel 3 as the con-

sumer. We connected the consumer and provider to wireless charging coils
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(see Fig. 5.8). Moreover, all experiments were conducted in the laboratory
at temperatures around 20 degrees Celsius to obtain accurate results. Fur-
thermore, we used the app to request energy by time. We set the charging
period to 30 minutes and the monitoring interval m? to 1 minute. In order
to conduct wireless charging at various distances between two coils, we cre-
ated a sliding device (see Fig. 5.8). Users can use our device to share energy
wirelessly over different distances. Our experiments collected datasets over
different distances, i.e., 1 cm, 1.5 cm, and 2 cm. We then repeated the ex-
periments over each distance five times. Therefore, we have 450 data points
(i.e., 5x30x%3). To sum up, the collected dataset consists of five attributes:
(1) distance between the coils, (2) charging duration, and (3) battery levels of
the consumer and the provider every mt time interval in mAh and percentage.

In our experiments, mt was 1 minute.

(2) Feature Selection: In our experiments, we considered the actual energy re-

ceived by the consumer. Therefore, we selected the following attributes to
train our models: (1) the charging duration, (2) the consumer’s battery level
at each time, (3) and the distance between charging coils. The gathered data-
set is visualized in Fig. 5.9(A). In training our models, we used the actual

received energy as the label, while the other two variables were the selected
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features. As a result, we transformed the objective of predicting the received

energy as a regression machine learning problem.
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FIGURE 5.9. Training datasets visualization

(3) Outlier Detection: The collected dataset had some abnormal charging bat-
tery levels that resulted in some of the data points being far away from the
majority of the data points (see Fig. 5.9(A)). As we used the Root Mean
Square Error (RMSE) as our evaluation metric and due to RMSE sensitivity
to outliers [99], we use an outlier detection technique, namely, Density-Based
Spatial Clustering of Applications with Noise (DBSCAN) [100], in order to
detect outliers. In contrast to the statistical method that can detect anomalous
points that are above and below a certain threshold (extremes), DBSCAN is
able to discover data that occur infrequently (i.e., detect outlier points with a
lower density) [101]. Moreover, there is a low likelihood of errors in the wire-
less charging process, which may result in abnormal values in the consumer
battery level. Consequently, those anomalous data points have a lower density
than normal data points. Therefore, we used DBSCAN to detect the outlier
battery values. As aforementioned, a charging error may cause an anomal-
ous rise in battery level. Hence, focusing on the increase in the consumer
battery level after the charging process reduces the problem to two dimen-
sions: the distance between two charging coils and the increase in battery

level. Fig. 5.9(B) depicts the training dataset excluding the outliers, resulting
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in 270 data points. Furthermore, before feeding the data into our model, all of
the target values, i.e., the battery level of the consumer, are divided by 1,000
to reduce computational complexity. Hence, our framework transforms the
unit of battery level from milliampere-hours (mAh) to ampere-hours (Ah).
(4) Energy Estimation Models Training: We used a conventional machine-
learning method, Extreme Gradient Boost (XGBoost), as our baseline [102].
The XGBoost algorithm is a boosting-based method for integrated learning.
Our XGBoost model selects the optimal hyperparameters using the Grid-
Search method in scikit-learn [103]. Additionally, we used neural networks
as our second model. Since the data distribution is not particularly complex,
we constructed a simple multi-layer perception with three hidden layers as
our neural network model. As we have two input features, i.e., the distance
between charging coils and the charging duration, we set the number of neur-
ons in the input layer to two. Furthermore, as this is a regression machine
learning problem, the number of neurons in the output layer was set to one.
The result of our neural network model is a numerical value representing the

estimated increase in the consumer battery level.

5.1.2.3 Evaluation

Since our energy estimation is a regression problem, we calculate the absolute gap
between the predicted and actual battery level increase [99]. We use a commonly used
evaluation metric for regression problems, i.e., the Root Mean Square Error (RMSE)
(see Eq. 5.1). The numerator represents the summation of squares of the difference
between the prediction and ground truth of each data point, while the denominator

denotes the number of input data.

RMSE = ) 29— %) (5.1)
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The RMSE of XGBoost and neural network models are computed by ten-fold cross-
validation. A comparison of both models’ performances is represented in Fig. 5.10.
The neural network model effectively reduces the RMSE score compared to the XG-

Boost model.

5.2 Activity-based Profiling for Energy Harvesting

Estimation

Enabling a sustainable energy services ecosystem will offer ubiquitous access to en-
ergy [13]. In this environment, IoT devices can be charged automatically without
human intervention. To achieve that, the system must know when, where, and how
much energy an loT device may request/offer as a service from/to nearby IoT devices
[14]. This section focuses on estimating the energy services a provider may offer, spe-

cifically on estimating how much energy a provider may harvest to offer as a service.

Studies have proposed to estimate the energy from daily activities by measuring the
output from kinetic energy harvesters [104]. Harvested energy may be estimated by
capturing the device wearer’s kinetic movement and body temperature. Moreover,

other studies used kinetic energy harvesting data to recognize daily activities [105][106].
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In principle, it is possible to estimate the amount of harvested energy based on the
activity and the worn harvester’s type [105]. Such activity may be collected by wear-
ables such as smartwatches. In this thesis, we envision a novel framework to estimate
IoT users’ harvested energy, consisting of an activity-based profiling component and
an energy-harvesting estimation model (see Fig. 5.11) [14]. The activity-based profil-
ing component will classify users based on their daily activities to associate them with
the corresponding energy harvesting estimation model. The model will use the activit-
ies profiles and the type of worn harvester to estimate the harvested energy. As energy

harvesting technologies are still developing, we focus on activity-based profiling.

Several studies have used fitness data to model its wearer behavior for fitness purposes
[107]. Hence, we propose to use fitness data to recognize users’ activities for energy
harvesting purposes. Even though people may do the same activity, e.g., walking, they
may differ in activity intensity level, which may harvest different amounts of energy
[105]. Therefore, we propose an activity-based profiling framework to identify macro
profiles that represent the major activity behavior of IoT users. These profiles will be
used to build an energy harvesting model to estimate the harvested energy based on

the users’ activity and the used energy harvester.

The proposed activity profile framework requires users to consistently wear their activ-
ity trackers (i.e., wearables) and report their daily activities. However, attaining con-
sistent use and adoption of wearables is a challenge [97]. Indeed, people often tend to
forget or stop wearing their devices over time [108]. The inconsistency in using the

wearables is a common challenge that hinders the complete understanding of users’
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behavior [109]. A crucial question is how to change behaviors to increase and sustain
regular activity tracking. Nudging is a key mechanism to increase and motivate regu-
lar human engagement [110]. Therefore, in this section, we also study the impact of

nudging strategies on individuals’ adherence to wearing activity trackers.

In the following subsections, we discuss the details of our activity-based profiling

framework and our study on the impact of nudging on activity tracking.

5.2.1 Activity-based Profiling Framework

The activity-based profiling framework clusters users according to their daily activity
records. The framework consists of four phases: Data Acquisition and Pre-processing,
Feature Selection, Data Fusion, and Activity-based Profiling (see Fig. 5.12). In what

follows, we discuss each phase:

(1) Data Acquisition and Pre-processing: Users’ health-related information
and daily activity data are obtained during this phase from their fitness track-
ers. We used a public Fitbit dataset of 940 records of 33 users’ daily activities
over two months in 2016'. The dataset does not have bio-related data for all

users, so only activity-related data is used. Also, three features are removed

1kaggle.com/arashnic/ﬁtbit
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from the dataset: ‘ActivityDate’, ‘“TrackerDistance’, and ‘LoggedActivity-
Distance’ because they are exact duplicates of other attributes.

(2) Feature Selection: Feature selection identifies the most representative fea-
tures of an IoT user’s daily activity. The following three approaches were
applied separately to the original cleaned dataset, resulting in three processed
datasets:

(a) Original module: This module contains all the features of the pre-
processed dataset.

(b) PCA module: We apply the Principal Component Analysis (PCA) tech-
nique on the original dataset to transform all the attributes into only three
components.

(c) Correlation module: This module uses a feature-based heat map to se-
lect features based on their correlation, removing highly positively or
negatively correlated features.

(3) Data Fusion Clustering users into groups does not apply to our fitness data-
set as it has multiple activity records for each user. Therefore, data fusion
is needed to aggregate the records of each user with minimal information
loss. Specifically, we used the statistical values (maximum, minimum, range,
standard deviation, mean, and median) to capture user characteristics. These
statistics are computed for each user in the three processed datasets from step
(2).

(4) Activity-based Profiling This phase includes applying K-means clustering to
users’ aggregated records, followed by using the resulting clusters in a robust
clustering approach.

(a) K-means Clustering K-means clustering is applied to each dataset ob-
tained earlier. We used the elbow method to determine the optimal num-
ber of clusters for each dataset. As a result, each dataset produced four
clusters.

(b) Robust Clustering As aforementioned, the clustering outcome was four

clusters for each dataset, but with varying cluster sizes (number of users).
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TABLE 5.1. Evaluation Metrics of clustering algorithms

K-means Clustering Robust Clustering
Metrics \ Feature Selection | Original | PCA | Correlation | Original | PCA | Correlation
Silhouette Score 0.47574 | 0.51564 0.48323 0.73409 | 0.68170 0.72274
Davies Bouldin Index 0.55996 | 0.49664 0.54936 0.38857 | 0.42842 0.40737
Calinski Habrasz Index 72.97150 | 75.68820 | 75.72814 | 81.62642 | 78.73628 | 79.16408

To address this, we define robust clustering by identifying common users
across the same clusters in all three sets. Users clustered together in all
three K-means sets are defined as one robust cluster. Users with different
clustering neighbors in the original three K-means sets are defined as
separate robust clusters. This produces seven robust clusters/profiles,
each representing an activity-based macro profile for a group of IoT users
with common behavior, i.e., activity-based behavior. A harvested-energy
estimation machine-learning model may be used to associate each profile
with an estimated energy amount based on its characteristics, using a
user’s daily records, profile, and type of harvester worn. The energy

harvesting estimation model will be investigated in the future.

5.2.1.1 Evaluation Metrics

The performance of our robust clustering algorithm is evaluated using three metrics:
Silhouette Score (S.S), Davies-Bouldin Index (DBI), and Calinski-Habrasz Index
(CHDI[111]. We compare the performance of the robust clustering algorithm with
the K-means clustering applied to each feature selection module (see step 4). Each set
of features is used with robust clustering to calculate the metrics. The results of the
metrics are shown in Table 5.1. The SS ranges from -1 to 1, with a score closer to 1
indicating denser and more distinct clusters. The robust clustering approach outper-
forms K-means clustering. The original module achieved the highest S'S. In contrast,
a lower D B1 represents a better separation among clusters. The robust clustering with
all modules has a D BI than k-means clustering, with the original module having the

lowest index. A higher C'H I indicates better clustering performance, and the robust
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clustering approach with all modules outperforms K-means clustering, with the ori-

ginal module achieving the highest index.

5.2.2 The Nudging Effect on Tracking Activity

The previously proposed activity profile framework requires users to consistently wear
their activity trackers (i.e., wearables) and report their daily activities. However, at-
taining consistent use and adoption of wearables is a challenge [97]. Nudging is a
key mechanism to increase and motivate regular human engagement [110]. Therefore,
we aim to study the impact of nudging strategies on individuals’ adherence to wear-
ing activity trackers. Even though several studies have explored the use of nudging
theory to change human behavior [110]. Most of these studies focused on changing
instant behavior in the short term. In addition, the activity of wearing a tracker requires
daily motivation and remembrance. Hence, it may require different nudging strategies.
Most of these studies would also try a different nudging strategy for each group. This
suggests that people will respond to nudging strategies similarly [110][112]. However,
individuals react differently based on their characteristics and preferences. Therefore,
this study aims to explore the effect of several nudging strategies on each individual
over time. For instance, all participants were studied using the same nudging strategies.
Furthermore, our study used different email reminders as a nudging tool. The emails
reminded participants to wear and use their gadgets once every month. Then we as-
sessed the change in their device-wearing behavior regarding the number of days they

wore them.

5.2.2.1 Study Method

Overall, we had recruited 28 participants to wear the Fitbit smartwatch and report
health data for around six months (gender: female = 13, male = 15; age: M = 21.71,
SD =3; BMI: M = 23.46, SD = 3.95; education: High diploma = 10, Bachelors = 11,
Masters = 3, PhD = 1). Our data was collected through the Fitbit smartwatch remote

back-end database. Fitbit smartwatch tracks user health data such as average breathing
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rate, steps count, and consumption of calories to the remote server in real-time. At
the beginning of this study, we provided all participants with a Fitbit smartwatch and
requested them to wear it daily. We computed their active rate as the percentage of the
days they wore the devices over a month. A device was considered worn if the number
of steps is more than one. Based on their first-month reporting active rates (baseline
period), 28 participants were evenly divided into the experimental and control groups.
Starting from the second month, we sent short emails containing a nudging message
to the experimental group at the end of each month. In total, there are five different
nudging strategies that we have used in our emails: 1) Neutral - which contains the
basic monthly activity data without emotional bias; 2) Positive - motivational message,
which explains the positive impact of their consistency in wearing the devices on their
health and our research; 3) Negative - a message that informs the participants that a
third of them have not worn their devices the past 30 days; 4) Rank - a message that
tells each participant their rank among all participants in the previous month and how
consistent the top three participants were; and 5) Monetary - a message that reminds
participants that a monetary award would be obtained at the end of the month for their

participation.

5.2.2.2 Results

The first experiment studies the impact of each nudging strategy by comparing the
average active rates between the experiment and the control groups each month (see
Fig. 5.13). Note that the experiment group’s participants who did not open their email
in a month were dropped from that month. The preliminary results show that the
experimental group had a higher activity rate than the control group, except when
the message was negative. According to the results, all nudging methods increased
the active rates of participants by 5% to 20% except for the negative message, which
slightly reduced the participation by 3% (see Fig. 5.14). Additionally, the results
show that the positive message had the highest impact. Another observation is that,
generally, the active rates of the participants of both groups had declined over time.

This was due to the natural habit of humans losing motivation as time passes [108].
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We analyzed the participants’ active rates distribution to ascertain the previous experi-
ment. The previous experiment only considered the average active rate in each month.
We visualized the distribution of both groups as shown in Fig. 5.15. Both figures
generally show a wide distribution of active rates across the months except for the
first baseline month. This distribution indicates that: (1) Nudging techniques impact
people differently, e.g., some will be more motivated by the positive messages while
others will be motivated by ranking. This observation shows us that individuals’ be-
havior varies with nudging strategies. A customized nudging mechanism is needed to
identify the proper nudging for each individual based on their previous behavior. (2)
People’s behavior in consistently wearing their Fitbit is different; this is reflected in the

active rates distribution of the control group (Fig. 5.15(B)). Lastly, the distribution of
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the active rates in the first month is condensed. This may be justified by participants’

excitement at the start of the project [108].

5.3 Conclusion

This chapter introduced our wireless energy-sharing setup for IoT devices. This setup
includes a platform that enables energy transfer between smartphones. We collected
real data on this wireless energy transfer. An energy prediction model was also de-
veloped, which assists in forecasting the availability of energy services. Furthermore,
we proposed an activity-based profiling framework, which we anticipate employing
in the future to create an energy harvesting model. This framework necessitates con-
sistent reporting from [oT users. Acknowledging the challenge of maintaining regular
wearable device reporting, we conducted a study to understand the impact of nudging

on the regular use of these devices.



CHAPTER 6

Energy Services in Drone Swarm Delivery

This chapter addresses the efficient composition of energy services within dynamic en-
vironments represented by drone swarms. The focus on drone swarms is purposeful;
their operational dynamics present unique challenges for energy management, making
them an ideal testbed for our research objectives. Here, we introduce a novel frame-
work designed to enable dynamic in-flight energy sharing, optimizing the swarm’s
overall mission efficacy. This exploration is pivotal for demonstrating the practical
application of our theoretical models and advancing the understanding of energy ef-
ficiency in autonomous IoT systems. In this respect, we aim to demonstrate the ad-
aptability of our energy composition strategies and their potential to enhance service

reliability in complex, energy-constrained [oT environments.

6.1 Introduction

Combining unmanned aerial vehicle technologies with the service paradigm has given
rise to the concept of Drone-as-a-Service (DaaS) [113]. A drone may sense the sur-
rounding environment and carry payloads. The DaaS concept wraps the capabilit-
ies of drones and offers them as consumable services in different domains such as
traffic monitoring [114], firefighting [115], and delivery [116]. In exceptional circum-
stances such as pandemics, drones help create more resilient supply chains and socially
distanced delivery services [117]. Indeed, drones may deliver goods autonomously,
quickly, and contactless to customers. While single drone delivery provides a multi-
tude of opportunities, there are instances where a swarm of drones may be needed to

fulfill the requirements of a delivery request. Hence, the Swarm-based DaaS (SDaaS)
92
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augments the DaaS concept to describe services delivered by a swarm of drones instead

of single drones [8].

A swarm refers to a set of drones that act as a single entity to achieve a specific goal.
In delivery, a requested package may exceed a single drone payload capacity due to
strict federal aviation regulations that approve only small drones for delivery in the city
(payload < 2.5 kg) [118]. In this case, a divided package could be carried by multiple
drones in a swarm. A swarm also effectively distributes the energy burden among the
drones by distributing the payload, allowing the swarm to travel farther destinations.
However, these advantages come with the cost of multiple constraints, including the
limited arrival time of all the drones in the swarm to the destination. In addition,
drones in a swarm would usually carry different payloads, which causes different rates

of energy consumption within a swarm.

The limited battery capacity of drones presents a major challenge in swarm-based
drone delivery. Several solutions have been proposed to address this limitation. In-
tuitively, battery replacement could be the first solution to adopt. However, it requires
human involvement to replace the drones’ batteries. Unfortunately, most automatic
battery replacement approaches exhibit inadequate accuracy in outdoor environments
[119]. Carrying additional batteries could be another solution. However, the payload
capacity should be utilized for the carried package, and adding an extra payload means
extra energy consumption. As a solution for the drones’ battery-limited capacity, solar
charging depends highly on the weather conditions that may not always be practical
to adopt [120]. Presumably, a swarm could stop at intermediate recharging stations
to recharge the batteries [8]. However, sequential charging in the case of limited re-
charging pads would extend the charging and waiting times, which affects the overall
delivery time of a package. Hence, we propose to leverage an in-flight energy-sharing
between the drones in the swarm to optimize the package delivery time. We introduce

the concept of support drones that fly with a swarm to in-flight charge other drones.

In-flight charging refers to the technology that enables recharging drones’ batteries

on the fly. For example, the GET Air solution provides an in-flight wireless power
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charger to give about 25 minutes worth of endurance [121]. The drone only needs to
hover over a recharging power station for six minutes. A new approach allows drones
to deliver power wirelessly while in-flight [122]. In this case, the drone transmits
signals that can be harvested and rectified to DC voltage. Inspired by this emerging
technology, we propose to leverage in-flight charging to define energy-sharing services
between delivery drones and recharging support drones. Energy-sharing services shall
allow drones in a swarm to travel to farther destinations, reducing the number of stops
needed to recharge. Energy sharing is the process of sharing energy among IoT devices
[25]. An 10T device that shares energy is called an energy provider. In contrast, an
IoT device that requires energy is called an energy consumer. In a swarm-based drone
delivery services context, we view a drone that transmits signals as the provider. The

consumer is the drone that rectifies the signals to DC voltage.

Swarm-based drone delivery services lend themselves quite naturally to being modeled
using the service paradigm because they map to the key ingredients of the services
concept, i.e., functional and non-functional attributes [8]. The function of an SDaaS
is the swarm-based delivery of packages from a source to a destination. The non-
functional properties include energy consumption, delivery time, etc. We also leverage
the service paradigm to model energy-sharing services, termed as Energy-as-a-Service
(EaaS) [23]. The function of EaaS is to share energy between a provider and a con-
sumer. The non-functional properties include the amount of energy, sharing duration,
etc. We propose a nested two-level service composition framework that encompasses

SDaaS with EaaS.

We summarize our main contributions in this chapter as follows:

e A novel in-flight energy-sharing model in swarm-based drone delivery ser-
vices.

e A two-level composition framework of Swarm-based Drone-as-a-Service and
Energy-as-a-Service.

e A Constraint-aware SDaaS using a modified A* heuristic algorithm to com-

pose the optimal delivery services.
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Combining unmanned aerial vehicle technologies with the service paradigm has given
rise to the concept of Drone services [113]. It is defined as using drones to provide
services [113]. A drone may sense the surrounding environment and carry payloads.
DaaS is used in such domains as traffic monitoring [123], agriculture [124], and de-
livery [113]. Drone delivery services are the new technology that promises impactful
and innovative solutions to the ever-expanding online shopping [8]. Drones provide
a cost-effective and environmentally friendly alternative compared to terrestrial deliv-
ery services like trucks [8]. Examples of terrestrial services include FedEx and UPS.
In addition, drones enabled mitigating the effect of pandemics such as COVID-19 by
creating more resilient supply chains and socially distanced delivery services [117]. In
that regard, the use of drones allows for the autonomous delivery of goods in a quicker,
cheaper, and safer, i.e., contactless manner. Major retailers are already integrating
drones within their delivery options after governments worldwide relaxed regulations
in response to the COVID-19 pandemic. For instance, Google’s Wing has expanded

its drone delivery services by doubling its deployment rates in Australia [125].

While single drone delivery provides a multitude of opportunities, there are instances
where a swarm of drones may be required to fulfill the requirements of a delivery re-
quest. These include instances where a package is too heavy to be delivered by any
one single drone or when multiple packages need to be delivered together. Federal avi-
ation regulations dictate that payloads per drone not exceed 2.5 kg [126][127]. Hence,
swarm-based drone services are an effective alternative and solution to address these
limitations [8]. The focus of this research is on the use of drone swarms for delivering
packages as a service. More formally, a swarm is defined as a set of drones that move
together within proximity and arrive at any stop within a time window, thus acting as
a single entity to achieve a specific goal. Swarms of drones have been used in various
applications, including military [128], airborne communication networks [129], sky

shows [130], and delivery [8].
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The limited battery capacity of drones presents a major challenge in swarm-based
drone delivery services. Several solutions have been proposed to address this limita-
tion. Intuitively, a battery replacement would be the obvious solution. However, most
automatic battery replacement approaches exhibit inadequate accuracy in outdoor en-
vironments [119]. Carrying additional batteries may be another solution. However,
given the drones’ small size, this would severely limit their delivery load. Solar en-
ergy is another option. However, its dependence on the weather conditions and slow
charging process would make it hardly practical [131]. Moreover, the size of the solar
panels would add to the payload [131]. Another suggested solution is the use of laser
beams fitted on rooftops. This would not be applicable in a delivery scenario, as the
beam range will vary when the drones move. Furthermore, the line-of-sight would be
blocked by the urban environment [131]. A more realistic option is using recharging
pads at delivery/recharging stations [8]. A major challenge is the limited number of
recharging stations, thus limiting the parallel recharging of drones. This may result in
extra waiting times until all swarm drones are recharged, as they act as an atomic unit
for delivery purposes. Consequently, delivery times would likely be negatively im-
pacted. We propose using in-flight recharging drones to speed up swarm-based drone
package delivery services. We introduce the concept of support drones that fly with a

swarm to charge other drones in-flight.

In-flight charging refers to the technology that enables recharging drones’ batteries on
the fly. For example, the GET Air solution provides an in-flight wireless power char-
ger that can give a maximum output power of 12 kW [121]. The drone only needs to
hover over a recharging power station for six minutes. A new approach allows drones
to deliver power wirelessly in-flight [122]. In this case, the drone transmits signals
that can be harvested and rectified to DC voltage. We focus on energy-sharing ser-
vices, using in-flight recharging as an overlay to expedite swarm-based drone service
delivery. Energy-sharing services enable drone swarms to reach more distant destina-
tions, thereby minimizing the number of stops required for recharging. Energy sharing
refers to the general process of sharing energy among IoT devices [23]. An [oT device

(in our case, a drone) that shares energy is called an energy provider. In contrast, an
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IoT device that requires energy is called an energy consumer. In a swarm-based drone
delivery services context, we view a drone that offers energy as the provider and the

drone that receives the energy as the consumer.

Swarm-based drone delivery services lend themselves quite naturally to being modeled
using the service paradigm because they map to the key ingredients of the services’
concept, i.e., functional and non-functional attributes [8]. The function of a swarm-
based drone service is the delivery of packages from a source to a destination by a
swarm. The non-functional properties include energy consumption, delivery time,
etc. Likewise, we leverage the service paradigm to model energy-sharing services,
termed as Energy-as-a-Service (EaaS) [23][25]. The function of EaaS is to share
energy between a provider and a consumer. The non-functional properties include
the amount of energy, sharing duration, etc. We propose a nested two-level service
composition framework that consists of composing swarm-based drone services while
achieving an Energy-as-a-Service composition (EaaS). In this respect, the first level
composition of energy services acts as a non-functional QoS for the second level of
composition of swarm-based services. Therefore, finding an optimal plan for swarm-
based drone services for delivering goods from a source to a destination is a two-step
service composition: 1. finding the best energy service composition between the two
connected nodes, and 2. finding the best path using other criteria (e.g., time, cost, etc.)

between source and destination. The main contributions of this chapter are as follows:

e A novel in-flight energy-sharing model in swarm-based drone delivery ser-
vices.

e A Constraint-aware swarm-based drone services composition using a modi-
fied A* heuristic algorithm to compose the optimal delivery services.

e A two-level composition framework where the first level is the composition
of energy services and the second level is the composition of swarm-based

services.
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6.2 Motivating Scenario

Consider the scenario of delivering medical supplies using a swarm of drones in a city.
We consider a skyway network where the nodes represent buildings’ rooftops. Each
rooftop may be a delivery destination, a recharging node with a number of stations, or
both (Fig. 6.1). Suppose a swarm delivers multiple packages from a supplier to a hos-
pital. The requirement is that all packages must arrive as soon as possible and together
within a predefined timeframe [132]. Such requirements stem from the inherent inter-
dependencies of the supplied packages. For example, certain medical drugs need to be
mixed at the hospital, but compounds would need to be delivered separately and within
a timeframe [133]. Hence, they need to arrive at the same time. Fig. 6.1 represents a
skyway network. We assume that the packages requested are of different weights. An
optimal composition of swarm-based drone services results in the optimal path from
source to destination with the fastest delivery time operating under constraints. The
constraints include different intrinsic and extrinsic constraints. Intrinsic constraints
include the different energy consumption rates in the swarm due to different payloads
and battery capacities. A drone carrying a heavier payload consumes more energy than
a drone with a lighter payload [8]. The extrinsic constraints include the limited rechar-
ging pads at a station, wind conditions, and the time-constrained arrival of packages.
We assume that swarms are static: 1. the number of drones in a swarm is constant,
and 2. drones in a swarm stay together spatially until they reach their destination
[134]. We also assume that the optimal swarm formation is preset, i.e., has already
been decided and selected, based on the averaged wind conditions and will not change
until packages are delivered [118]. We adopt the five formations proposed in [118],
including Column, Front, Echelon, Vee, and Diamond. These formations are inspired
by bird flocks and military airforce for energy conservation purposes and protection
[118]. An optimal formation consumes the least amount of energy under certain wind
conditions [118]. We assume each skyway segment may have a different wind speed

and direction.
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vices composition

We aim to minimize the swarm-based delivery time by reducing the number of stops
and recharging time at intermediate nodes in the skyway network (Fig. 6.2). The
recharging time of a swarm at an intermediate node includes time for recharging and
waiting. A drone must wait to be recharged when no recharging station is available. We
assume that all the recharging pads are similar, and hence the charging rate is the same.
In this context, given a preset swarm formation, we propose leveraging the concept of
in-flight charging to reduce the number of stops and recharging time at intermediate
nodes. We aim to adopt the concept of Energy-as-a-Service and implement it within

a swarm. As shown in Fig. 6.1, a swarm has a designated support drone whose
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sole job is to recharge other drones in the swarm. We assume that the support drone
carries a larger battery to share energy with other drones. In that respect, the support
drone is considered an Energy-as-a-Service (EaaS) provider. The rest of the drones are
EaaS consumers. The energy-sharing is assumed to occur during the swarm flight in a
segment. Since there are multiple EaaS consumers and a limited flight time within a
segment, there is a need for an EaaS provider (i.e., support drone) to select an optimal
set of energy requests emanating from EaaS consumers over a period of time. We
assume that the provider can only share energy with a single consumer. Hence, the

provider should select the best consumer candidate at a time.

In most types of formations (e.g., Vee formation), each drone would consume a dif-
ferent amount of energy that is dependent on its position in the formation due to wind
drag forces, and upwash/downwash forces generated by front drones [118]. The in-
flight energy-sharing occurs at less than 1.2 meters distance between the provider and
consumer [122]. We assume that the position of the support drone should be neighbor-
ing the currently selected consumer. Therefore, the swarm may need to reorder itself
to facilitate energy-sharing. Additionally, the reordering problem is compounded by
the different energy consumption rates of the drones according to their positions. In
that respect, we propose to study the position of a support drone in a swarm to examine

the effect of reordering the swarm on energy consumption.

6.3 Related Work

We identify three areas of research related to our work: (1) swarm-based drone ser-
vices, (2) energy-sharing and wireless energy transfer, and (3) service selection and
composition. As the latter two are presented in chapter 2, we describe state of the art
in Swarm-based Drone Services and highlight the particular gap our research aims to

address.
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6.3.1 Swarm-based Drone Services

The use of drones for delivery is receiving increasing investment and interest from
industry and research. Drones are used to deliver medicine [135], mail [136], and
pizza [136]. The benefit of using drones in delivery over traditional methods is time
sensitivity [135]. Drones are fast and can deliver packages to areas that are hard to
reach with vehicle-based services [137]. A natural progression of using single drones
in different applications, including delivery, is the use of multiple drones cooperatively

to achieve a common goal.

Tackling tasks as a collective unit adds to the benefits of a single drone. Drone swarms
could cut down the time needed in target search [138], surveillance missions [123],
site mapping [139], and agriculture applications [140]. In addition, it could achieve
tasks that a single drone can not achieve. This includes fascinating sky shows [130]
and the delivery of multiple packages to the same destination at the same time [8].
Multiple works in swarm-based deliveries refer to coordinating multiple individual-
operated drones as a drone swarm [141][142]. However, we refer to a swarm as a set

of drones that act as a single entity and are bounded by a space window.

The large-scale adoption of drones in deliveries comes with technical challenges to
overcome. Power is considered the bottleneck of the drone industry when traveling
long distances to deliver packages [135]. Solutions proposed include creating new
types of batteries that live longer than the traditional Li-Po batteries [143]. Solar-
powered drones are also developed to extend the battery life [144]. CyPhy proposed
a micro-filament solution to have an infinite flying time by connecting the drone with
a micro-filament wire to batteries on the ground [145]. Battery replacements through-
out travel and the use of wireless charging stations midway are also proposed [113].
However, these solutions suffer from a lack of mobility, weather condition reliance,
human-power dependability, and added recharging times. In drone swarms, an altern-
ative solution is proposed that utilizes drone flight formations to enhance the energy

consumption during delivery missions [118].
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The study of flight formations has been widely explored in military and bird migra-
tions. A swarm in the military takes different formations to allow for better protection,
view, and aiming [146]. Birds take different formations for energy conservation pur-
poses [147]. As a bird flaps, a rotating vortex of air rolls off at each of its wingtips.
This causes the air directly behind the bird to be pushed downwards (downwash). In
contrast, the air to the side of the bird gets pushed upward (upwash). The upwash
forces give a free lift to the birds at the back, causing them to consume less energy on
flapping. Hence, we see birds flying in Vee formations [147]. The heart rate of birds
flying in a vee formation was lower, indicating less energy consumption [148]. This is

especially important when birds travel for long distances during migration.

In swarm-based drone applications, the study of formation flying is still in its infancy.
A swarm of UAVs flies in different geometrical flight formations for 3D scene recon-
struction purposes [149]. For energy conservation purposes, using a Vee formation
in a fixed-wing UAV swarm has proven to consume less energy and behave similarly
to birds [150]. In addition, the effect of different formations on the energy consump-
tion of quadcopters was studied under different wind conditions [118]. Flying in a
formation consumes less energy for different wind conditions due to reduced drag and
upwash/downwash forces. The study also presented that drones consume different
amounts of energy based on their position in a formation [118]. However, to the best
of our knowledge, the effect of reordering the drones in a formation was not explored
previously. We propose to optimize the distribution of energy consumption between
the drones in the swarm by reordering the drones within a formation. In addition, we
propose to overcome the power limitation in swarm-based deliveries using in-flight

energy-sharing within a swarm.

The challenges in service computing can be grouped into four areas: service design,
service composition, crowdsourcing-based reputation, and IoT [18]. The work pro-
posed in this chapter lies mainly under the two umbrellas of service composition and
IoT. Drones play a role in IoT as they depend on sensors and embedded software

to communicate to achieve their goal [151]. In drone services specifically, a model
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for single drone-based services was proposed [113]. The single drone-based services
model was defined by its functional and non-functional (QoS) properties, including
delivery time and cost. Each skyway segment is abstracted as a drone service that
may be served by a single drone. Their work only focuses on the composition of
single drone services. This concept was augmented to swarm-based drone service to
compose the optimal path of a drones swarm from a source to a destination under
various constraints [8]. The concept of wireless energy-sharing services between loT
devices has been previously defined as Energy-as-a-Service (FaaS) [23]. The exist-
ing work focused on composing services in a confined area to fulfill the consumers’
queries [23][49]. To the best of our knowledge, there is no previous work on compos-
ing swarm-based delivery services based on swarm formations, energy-sharing, and
reordering. Hence, this work is the first attempt to model energy and time-constrained
delivery environment for swarm-based drone deliveries using in-flight energy-sharing

and formation reordering using a service-oriented approach.



104 6 ENERGY SERVICES IN DRONE SWARM DELIVERY

6.4 System Architecture and Composition Model

We present a high-level system architecture for swarm-based delivery services. As
shown in Fig. 6.3, the architecture is premised on the delivery of multiple packages to
a single destination in a line-of-sight skyway network with landing spots (LS) at each
node (rooftops): (1) The architecture is an adopted service-oriented architecture (SOA)
with consumers, providers (warehouses), and registries. The provider registers their
swarm-based delivery services in the registry for advertisement;(2) Consumers would
view, select, and invoke the desired services from the registry; (3) When a customer
invokes a swarm-based drone service, the delivery management system determines
the set of drones needed, including the support drones and the path to be taken. The
delivery management system shares the computations among the swarm, cloud, and
edge nodes. The simple computations, including analysis of sensor data and battery
information, will be computed at the swarm level. More sophisticated and expens-
ive computations will be performed at the edge level. These computations include
swarm-based drone services and EaaS compositions. The edge nodes are distributed
in strategic locations to aid delivery allowing for lower latency and faster communica-
tion between the swarm and the edge. Computations requiring lots of data will be done
on the cloud level. Such computations include navigation throughout the skyway net-
work. As the swarm moves, the drones communicate their data, i.e., battery states and
locations, to the cloud for storage purposes; (4) The cloud frequently advertises this
data to the edge nodes to help in decision-making; (5) The swarm receives multiple
instructions, such as picking up the packages, the path to the destination, recharging,
etc. These instructions are communicated with the swarm from the cloud through the

edge server; (6) On arrival of the swarm to the destination, the customer is notified.

As explained earlier, we abstract each swarm traveling in a skyway segment as a
swarm-based drone service. We aim to select and compose the optimal set of swarm-
based drone services from a source point to a destination point, given the highly con-
strained environment due to different carried payloads, limited charging spots, and

constrained delivery time windows. We then aim to further optimize the swarm-based
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drone service composition by incorporating Energy-as-a-Service (EaaS). This study
considers the environment deterministic, i.e., the surrounding conditions do not change
after compositions are decided. We formally define a Swarm-based Drone Service.
Then we define a swarm-based drone service customer request. Later, we formally

define an Energy-as-a-Service (EaaS).

Definition 1: Swarm-based Drone Service (SDS). It is defined as a tuple of <
SDS _id, S, F >, where:

e SDS_id is a unique identifier.

e S is the swarm traveling in a swarm-based drone service. S consists of:

— D, which is the set of delivery drones and support drones forming .S, a
tuple of D is presented as < Dy, Dy, .., Dg, >and < Dgy, Dgo, .., Dy >.

— The battery levels of every din D < by, bs, .., b, >.

— The payloads every d in D is carrying < p1, pa, .., Pn >.

e [ describes the delivery function of a swarm on a skyway segment between
two nodes, A and B. F consists of the travel time tt, charging time ct, and
waiting time wt when recharging pads are not enough to serve D simultan-
eously in node B. In many instances, the number of delivery drones D would
be larger than the number of available recharging pads at a node. Therefore,
the drones will be unable to recharge simultaneously and will have to wait for

each other.

Definition 2: Swarm-based Drone Service Request (R). A request is a tuple of <
a, 3, P >. «is the source node, (3 is the destination node, and P are the weights of

the packages requested, where P is < py, pa, .., >.

Definition 3: In-flight Energy-as-a-Service (EaaS). We adopt the definition of FaaS
in [23]. An FaalS is defined as a tuple of < id, F, () >, where:

e FaaS;y is a unique service identifier.

e [ is the function of sharing energy by a support drone.



106 6 ENERGY SERVICES IN DRONE SWARM DELIVERY

e () is a tuple < ae, loc, st, et > where each attribute donates a QoS property
of FaaS as follows: ae is the amount of available energy that a support drone
can share, loc is the location of a support drone < z,y >, st is the start time

of a support drone’s FaaS, and et is the end time of a support drone’ EaaS.

Definition 4: In-flight Energy Service Request (ER). We adopt the definition of £ R
in Chapter 3. An E'R request is defined as a set of < id, F, QR >, where:

e [YRR;y1s a unique energy service request identifier.

e ['is the function of receiving energy by a delivery drone.

e QR is atuple < re,loc, st,et > where each attribute donates a requirement
property of E'R as follows: re is the amount of requested energy by a delivery
drone, st, and et are the start and end times of the delivery drone’s receiving

duration, and loc is the location of the delivery drone.

Table 6.1 serves as a reference for the meanings of the main symbols used in this

chapter.

TABLE 6.1. Summary of notations

Symbol | Meaning
SDS Swarm-based Drone Service

S Swarm

Dy Delivery drone

Dy Support drone

dt Total delivery time of the packages

tt Travel time within a segment

nt Node time (time spent at a node to recharge the swarm)

Charging time (time spent by a drone recharging,

depends on the charging pad rate and required energy)
Waiting time (time spent by drones waiting for other drones to
finish recharging due to the limited number of pads)

FEaaS | Energy-as-a-Service

ER Energy request

st, et Start and End times of a provisioned energy request

wt
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6.4.1 Problem Formulation

Given a swarm-based drone service request from a consumer, the problem is formu-
lated as composing the best SDS services from the source node « to the destina-
tion node [ using in-flight energy-sharing. Several constraints inform the composi-
tion. First, the payload and battery limitations of the drones are intrinsic constraints.
Second, the availability of the charging pads and the wind conditions are extrinsic
constraints. Third, in some instances, the rate of in-flight recharging might not be
sufficient to cover the energy loss due to formation reordering and re-positioning the
drones within a formation. As described earlier, drones consume different amounts
of energy based on their positions within a formation. Moreover, there are a set of
challenges when addressing SDS composition with in-flight energy-sharing. First,
the selection of which delivery drone to charge, when to charge, and for how long to
charge affects the planning of the journey. Second, the composition of the next ser-
vice, in addition to the aforementioned constraints, depends on the gain provided by
in-flight energy-sharing. Third, deciding the number of support drones D; to carry out
the mission is an extra challenge that depends on various variables like the size of the

swarm, the carried payloads, and the wind conditions.

Given all the aforementioned constraints and challenges, our goal is to compose two-
level services optimally. First, composing S DS services from the source to the destin-
ation with the shortest delivery time (min(dt)) and second, composing FaaS services
within every SDS service. In the second level FaaS composition, the goal is to alloc-
ate the energy needing delivery drones to the support drones for an overall energy gain
that will reduce the charging time at the next node. The FaaS provisioning is con-
strained by the start times st and end times et of energy requests /R by the delivery

drones D, and the st and et of the support drones FaaS service.
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FIGURE 6.4. Swarm-based drone service composition framework

6.5 Swarm-based Drone Services Composition

Framework

The composition framework consists of two main modules, namely, swarm-based
drone services Pre-composition, and swarm-based drone services Composition with
in-flight charging. The second module is a nested two-level swarm-based drone ser-
vice SDS and FaaS compositions. The result of these modules is an optimized com-
position of swarm-based drone services SDS. Fig. 6.4 depicts the steps involved in

the proposed S DS composition framework.

6.5.1 Swarm-based Drone Service Pre-composition

Before composing the set of optimal services from a source to a destination, we need
to select the optimal swarm formation and support drones. In this section, we discuss
how to select the optimal formation as proposed by [118], select the optimal number

of support drones, and where to position the support drones in a formation.

6.5.1.1 Formation Selection

The selection of the swarm formation is essential for an energy-optimized composi-
tion of SDS services [118]. Drones in different swarm formations consume different
amounts of energy for two reasons. First, a drone in a formation experiences upwash
and downwash forces from other drones in the swarm. These forces cause drones to

consume different amounts of energy based on their position in the formation. Second,
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FIGURE 6.5. Different swarm formations A: Column, B: Front, C:
Echelon, D: Vee, E: Diamond

a drone in a formation experiences diverse drag forces based on its position and the
external wind direction and speed. Hence, it is crucial to select an optimal formation
to minimize the energy consumption of the SDS. For example, with a front wind,
drones in a Vee formation consume the least energy compared to other formations. On
the other hand, with a side wind, a diamond formation consumes less energy [118]. In
this study, we adopt a fixed formation for the swarm-based drone services [118]. once
an optimal formation is selected, we assume it will not change throughout the journey
to the destination. Five formations are identified, including Column, Front, Echelon,
Vee, and Diamond. Fig. 6.5 shows the different formations. We adopt the study done
in [118] to compute how much each drone consumes energy in different formations

under different wind conditions.

6.5.1.2 Support Drones Selection

Redundancy is the duplication of critical components of a system to either increase the
reliability of a system or to improve actual performance [152]. In this study, we adopt
the concept of redundancy to improve the performance in terms of energy consumption
and delivery time by having support drones. We consider the inclusion of support
drones to be equivalent to redundancy. This is because we assume the support drones
have similar specifications to the delivery drones. The only difference is the payload

carried from extra batteries and energy transmitters. This is analogous to disk drives,
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which can be redundant for efficiency rather than just reliability [153]. In this step, we
study the optimal number of support drones for a particular delivery request using the
redundancy theory [152]. We then study the options for positioning the support drones

in the formation before the SD.S services composition.

There are different types of redundancies based on the needs of a system [152]. These
include N + 1, N + 2, 2N, and 2(N + 1) redundancies, where N is the number of
components in the system. In our case, IV is the number of delivery drones in the
swarm before adding the support drones. Each redundant component, i.e., support
drone, added to the system decreases the probability of failures. In our scenario, a
failure (i.e., unsuccessful delivery) occurs when a swarm cannot reach the destination
due to the battery limits of drones. In this study, we assume that the drones in the
swarm are of the same size and specifications. For example, we use the DJI Phantom
3 drone model for all the experiments in this chapter. We also assume that a drone’s
max payload is 1.4 kg. The battery in the DJI Phantom 3 weighs 365 g. Hence, in
the case of this drone model, we assume a support drone can carry three additional
batteries increasing its energy capacity. We also assume that all the drones are initially
fully charged. We consider the following attributes that affect the delivery to compute
the probability of failure and select the optimal number of redundant components, i.e.,

support drones, for a certain delivery request:

e The size of the swarm without the support drones Ss. This is based on the
number of packages in an SD.S request as explained in Section 6.4.

e The payload ratio for each drone D,,. The payload directly affects the energy
consumption of a drone. Hence, we compute the average payload ratio for all

the drones in the swarm using the following equation:

5

i max payload capacity

D,, = 6.1)
no. of drones

where p; is the payload drone 7 is carrying, the max payload capacity is 5 kg,
and the no. of drones is the total number of drones in the swarm before adding

any support drones.
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e Distance between the source and the destination d(«, 5). We use Dijkstra’s
shortest path to compute the distance.

e Energy capacity of a support drone F,.. This is 3+1=4 times the delivery
drone, including the original battery, as explained earlier.

e The averaged wind conditions V. As described earlier, wind severely affects
the energy consumption of a swarm. Hence, the wind factor needs to be

considered in the support-drones selection.

We use the aforementioned delivery-affecting factors to compute how many redundant
components, i.e., support drones, are needed. We do this by computing the probability
of failure and matching the probability with the equivalent redundancy values in Table

6.2. We compute the probability of failure using the following equation:

4
P =]Jwi *p (6.2)
=1

where p; = d,, is the drone payload ratio, p, = d(«, 3) is the distance between the
source and the destination, p3 = E, is the energy capacity of the support drones, and
ps = W is the averaged wind conditions. The weights w; in the equation are computed
based on how much each factor consumes energy per unit time independently. For
example, let us assume that a swarm consumes 3% of its total power to travel for 1
minute at a speed of 30 km/hr; hence, wy, = 0.03. The distance between source and
destination d(c, 3) is 5 km. Therefore, P,—s = 0.03 % ((5/30) % 60) = 0.3. The
same is done to compute the rest of the weights w;. Instead of taking the true value
of each factor, we normalize them between O and 1 to unify the different ranges of
the affecting factors p;. Once the probability of failure is computed, the number of

redundant components (support drones) is decided according to Table 6.2.

6.5.1.3 Support Drones Positioning

Once the number of support drones in a swarm is decided, we need to study the optimal

position to place the support drones in the swarm. The positioning is important for a
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TABLE 6.2. Redundancy values for different failure probabilities

Failure Probability P || Redundancy Number
0-19 N+1
20-39 N+2
40-59 N+3
60-79 N-+4
80-100 2N
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FIGURE 6.6. Support drones positioning

couple of reasons. First, a support drone can charge other drones up to 1.2 meters away
[122]. Second, the position of the support drones in the swarm affects their energy
consumption due to upwash/downwash and drag forces in different formations. The
drones in different formations consume energy differently based on their positions in a
formation and the wind direction. For example, a drone at the front of a Vee formation
consumes the most energy if the wind comes from the front [118]. In this chapter,
we propose to study the effect of two positioning settings. Fig. 6.6 describes the two
settings. Note, in this step, we are only selecting the initial position of a support drone.

Later, in Section 6.5.2.2, we will reorder them as needed.

e Location-aware Support Drone: Looking at the full swarm, i.e., the delivery
drones and the support drones, we position the delivery drone carrying the
maximum payload at the optimal position in the formation. In descending

order, we position the drones carrying the heavier payloads in the optimal
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positions and the lightest payloads in the worst positions. Last, we position
the support drones in the worst positions. This setting would ensure that the
delivery drones consume the least energy due to their positioning. However,
it comes with the cost of non-optimal support drone positioning. The support
drones are aware of their location and give up their prime position for optimal
positioning of the delivery drones.

e Energy-aware Support Drone: Looking at the whole swarm, i.e., the delivery
drones and the support drones, we position the support drones at the optimal
position in the formation. Then in descending order, as the first setting, we
position the delivery drones from optimal to worst positions based on their
carried payloads. This approach would ensure that the support drones con-
sume the least energy due to their positions and would have more energy to
share with the delivery drones. However, the delivery drones would consume
more energy in this approach. The support drones know their energy and are

in the least energy-consuming positions.

As seen from the two settings, we need to compromise between the optimal posi-
tioning of the delivery drones and the support drones. Hence, in Section 6.6, we run

experiments to test both approaches and conclude which setting to adopt.

6.5.2 Swarm-based Drone Services Composition with In-flight

Energy Sharing

After pre-composition, we select and compose the optimal swarm-based drone ser-
vices from the source to the destination using a modified A* algorithm. In this study,
optimality is a single objective of composing SDS services with the least delivery
time. We assume the swarm is static, i.e., the members are decided at the source node,
and no additions or reduction of members occurs throughout the path to the destination
[8]. Given a connected network, we compose the best available path from the source

to the destination. The composition of the optimal services mainly depends on two
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components, as shown in Fig. 6.4. The first is the intrinsic and extrinsic constraints
surrounding the delivery environment. The second is the in-flight energy-sharing pro-

cess that will affect the composition of the services.

A swarm-based delivery environment is highly affected by multiple constraints. The
intrinsic constraints include the different energy consumption rates between the drones
due to payload and position in a formation. The extrinsic constraints include the wind
conditions that highly affect the energy consumption of a swarm and the different
number of recharging stations available at every node to serve the swarm. The pro-
posed swarm-based drone services composition framework addresses the aforemen-
tioned constraints and optimizes the selection of the services through in-flight energy-

sharing.

Algorithm 6.1 describes the SD.S services sequential composition with the in-flight
energy-sharing process. The swarm computes the shortest path in terms of distance
only between the source and destination [154], at the source node. If all the drones
D = Dy + D, in the swarm .S are able to reach the destination without the need to
recharge at intermediate nodes, then the swarm will select this path and update the
travel time ¢¢ (Lines 5-7). This capability is computed by considering the amount
of consumed energy F. due to payload, formations, distance, and wind conditions.
Otherwise, the swarm estimates the effect of in-flight energy-sharing on the swarm to
reach the destination directly (Line 8). The in-flight energy-sharing process consists
of two main steps. Namely, composing EaaS services and reordering the drones in the
formation when required to facilitate the energy-sharing process. These two steps are

described in Section 6.5.2.1 and Section 6.5.2.2, respectively.

The proposed nested composition is used if the swarm cannot reach the destination
directly, i.e., without stops at intermediate nodes, even with energy-sharing (Line 11).
The path is composed sequentially based on our previously proposed approach [8]
along with in-flight energy-sharing at each line segment in the composed path. The

swarm selects the nearest reachable node with the least travel time ¢t and node time
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Algorithm 6.1 Swarm-based Drone Services Composition with In-flight Energy Shar-
ing Algorithm
Swarm S and SDS Request R
Input: S, R
Total delivery time from source to destination
Output: dt
1: dt=0
2: while S is not at destination do
3: distance to destination= Dijkstra(current, destination)
4: compute E,. for every D; and D; in S based on R package weights, S forma-
tion, wind condition, and distance to destination
if all D in S can reach destination without intermediate nodes then
S travels to destination
dt+=tt
else if all D in S can reach the destination without intermediate nodes using
in-flight energy-sharing then

9: In-flight_Energy_Sharing Composition(battery[D], tt)
10: dt+=tt
11: else
12: find nearest neighbor nodes
13: EaaS_Composition()
14: select best neighboring node, min(tt + ct)
15: S travels to a neighboring node
16: dt+=tt + ct + wt

return dt

nt (Lines 12-14). The node time consists of the charging time and the drone’s waiting

times to charge sequentially nt = ct + wt.

The charging time ct is the required time to charge the drone to 100%. As the energy
consumption differs among the swarm members, we take the longest charging time ct
to be the wt of parallel recharging drones. The waiting time wt highly depends on
the number of available recharging pads. When the number of pads is less than the
number of drones, an optimization problem occurs to find the best set of drones to
charge together to minimize the node time nt. Since the number of pads is finite, we
use a brute force approach to compute the node time nt. For example, if there are five
drones with charging times ct < 60, 50, 40, 30, 20 > minutes. Then the node time will

be computed as follows:

e 1 pad available: node time = 60 + 50 + 40 + 30 + 20 = 200 minutes.
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e 3 pads available: pad 1: 60 = 60, pad 2: 50 + 20 = 70, pad 3: 40 + 30 = 70,
node time = max (60, 70, 70) = 70 minutes.

e 5 pads or more available: node time = max (60, 50, 40, 30, 20) = 60 minutes.

The node time nt is greatly affected by the in-flight energy-sharing process before it
reaches the node. The drones will reach the node with higher battery capacity than
they would without the energy-sharing process. Once the swarm is fully recharged, it
tries to find if the destination is directly reachable and repeats the above steps until it
reaches the destination. The total delivery time d¢ comprises the total travel time tt

and the total node times nt (Line 16).

6.5.2.1 In-flight Energy Sharing Composition

The in-flight energy-sharing composition will be invoked in the path composition. The
support drones will share energy with the neighboring drones in the swarm. In the case
of multiple support drones, we assume each support drone will charge a subset of the
delivery drones. We also assume that a support drone can share its energy with one
delivery drone at a time [23][49]. The energy-sharing time window is the travel time
between the current node and the next destination node, i.e., a line segment in the com-
posed SD.S services path. The delivery drones will trigger an energy-sharing request.
Each drone has a different energy consumption model depending on several factors.
The factors include the distance traveled, carried payload, wind conditions, and the
drone’s position within a formation. If any of these factors change during the com-
position, the energy consumption for each drone is recomputed. An in-flight energy-
sharing request is launched once the drone’s battery capacity decreases to a predefined
threshold ~. The in-flight energy-sharing composition aims to select and compose the
energy requests £/ R to maximize support drones’ energy utilization. Maximizing the
energy utilization will reduce the required time to wait and charge at charging pads in
an intermediate node. We propose to compose E Rs using two approaches and study
their impact on travel time. The first approach, i.e., Priority-based (PB) energy-sharing,

is inspired by the first come first served scheduling algorithm [95]. In the PB approach,
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FIGURE 6.7. Drones’ energy-sharing requests and service

the support drone charges drones based on the start time of their request. Moreover, the
support drone fully charges each selected drone based on their requests. The second
approach, i.e., Fairness-based (FB) energy-sharing, charges each drone partially in a

round-robin manner.

Priority-Based (PB) Energy Sharing

This approach is a modified version of the first come first served scheduling algorithm
[95]. Thus, the priority in selecting £/ Rs will be defined by the requests’ starting times
st. In this approach, selected E'Rs will be charged fully according to their requested
amount. Each delivery drone requesting energy defines the starting time st and the
requested amount re for their request. If the support drone has enough spare energy to
provide and there are multiple overlapping requests, the earlier request will be selected.
If multiple requests start simultaneously, the request with the highest requested energy
will be selected. For instance, using this approach on the given requests in Fig. 6.7,

ER1 is selected since it is the earliest request.

Algorithm 6.2 presents the PB energy-sharing composition in detail. The algorithm
takes as an input the delivery drones’ battery battery|[D] and the segment travel time
tt. The algorithm returns the updated delivery drones’ battery updated_battery|D] as
an output. Line 1 retrieves the available energy requests (£ Rs) by checking the battery

of the delivery drones. If the drone’s battery capacity decreases during the flight on the
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Algorithm 6.2 In-flight PB Energy Sharing Composition

Input: battery[D], tt
Output: updated_battery|D]

1: ER = Generate_ER(battery|D])

2: SortedER =sort(ER, st : ascending, re : descending)
3: st =tt.st

4: et =tt.et

5: for er; € Sorted ER do

6: if er;.st > SD.st and er;.re < SD.ae then
7 st = er;.et

8: SD.ae = SD.ae — er;.re

0: ER_composition.add(er;)
10: battery|D] = battery|D] + er;.re
11: Sorted E R.remove(er;)
12: battery|D] = Reoder(Fixed/Flexible)
13: newFE R = Generate_newER(battery[D])
14: if newER # () then
15: Sorted R = Sorted R U newER

16: SortedER = sort(SortedER, st : ascending, re : ascending)
17: updated_battery[D] = battery| D] return updated_battery[D]

line segment, then an energy request (er) is launched. The er’s start time will be when
the drone’s battery reaches less than a predefined threshold . Line 2 sorts the set of
E'Rs in ascending order based on their start time, then in descending order based on
the requests’ size. In lines 3-19, for every er, the algorithm checks if: (1) the start time
of the er falls in the period of the support drone service, and (2) the support drone has
enough energy to fulfill the required energy, then the er will be selected. Once an er
is selected, the support drone time and capacity will be updated (Lines 7-8). In addi-
tion, the er information will be added to the composition (Line 9). Line 10 updates
the drone’s battery of the selected er. Line 11 removes the er from the set of FRs.
Moreover, a formation reorder function will be called (Line 12). The reorder function
checks if a re-positioning of the drones is required to deliver the requested energy. The
position of the drones affects their energy consumption, which may trigger new ' Rs
that should be considered in the current in-flight energy-sharing composition. There-

fore, reordering our energy-sharing composition approach will check if new E Rs are
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submitted by the delivery drones (Lines 13-17). The formation reordering approach is

discussed in detail in Section 6.5.2.2.

Fairness-Based (FB) Energy Sharing

In this approach, a fixed amount of energy will be provided to each drone in a round-
robin fashion based on the drone’s id until the end time of the segment. The amount
of energy may vary from small to large amount. Algorithm 6.3 describes the Fairness-
based in-flight energy-sharing composition. The amount of provided energy is fixed
based on a user-defined value A\ (Line 3). Line 4 computes the charging time based
on the charging rate of the support drone. The algorithm then goes through drones in
order of ID to provide a fixed amount of energy (Lines 5-16). Note that the energy will
be provided by the support drone in rotation between the delivery drones as long as:
(1) the support drone battery is greater than a threshold 4. The threshold 9 is used to
keep enough spare energy for the support drone’s energy consumption; and (2) there is
enough time to charge a delivery drone. Similar to the Priority-Based energy-sharing
approach, once a drone is selected (Lines 5-11), the battery of all drones will be up-
dated (Lines 9-11), and a formation reorder function will be called (Line 12). The re-
order function checks if a re-positioning of the drones is required to deliver the reques-
ted energy. As previously mentioned, the positions of the drones affect their energy
consumption, which needs to be updated in the current in-flight energy-sharing com-

position. The formation reordering approach is discussed in detail in Section 6.5.2.2.

6.5.2.2 Formation Re-ordering

Once the in-flight energy-sharing process is initiated, the swarm may need to reorder
itself to facilitate the process. As described earlier, the support drones could share
their energy to up to 1.2 meters [122]. Hence, the support drones should neighbor
the energy-requesting delivery drone. Therefore, the drones in the swarm swap posi-
tions to facilitate the process. For simplicity, we assume there is no overhead time or

energy during reordering. However, the energy consumption rate of the drones will
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Algorithm 6.3 In-flight FB Energy Sharing Composition

Input: battery[D], tt
Output: updated_battery|D]
st =1tt.st
et = tt.et
amountEl = A
chargingt = amountE [chargingRate
while ¢t < et and SD.ae > 6 do
for d; € battery[D] do
if ct < et and SD.ae > 0 then
ct = ct + chargingt
SD.ae = SD.ae — amountFE
if battery| D] is not full then
battery[D] = battery|[D] + amountE
battery[D] = Reorder(Fixed/Flexible)

. updated_battery[D] = battery|D] return updated_battery[D]
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change due to their position change in the formation. We recompute the new energy
consumption model whenever reordering occurs. In this chapter, we investigate a fixed

approach for swarm reordering.

In a fixed approach, the support drones do not change their positions. Once the
energy-sharing is initiated and the distance between the support drone and the energy-
requesting delivery drone is more than 1.2 m, the delivery drones swap their places to
neighbor the support drones. Otherwise, the support drone directly shares its energy
without reordering. In this method, we ensure that the energy consumed by the support
drone does not change. If the support drone is placed in the optimal position initially,
it will consume the least energy due to its position. On the other hand, the delivery
drones swapped may be placed in a non-optimal position during the energy-sharing
process. Once the energy-sharing process ends, the drones reorder themselves again

to their initial positions.
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6.6 Experiments and Results

We evaluated the proposed swarm-based drone services composition framework with
in-flight energy-sharing. We assessed the proposed framework against three com-
position algorithms, baseline [8], Dijkstra’s [154], and Floyd-Warshall’s [155]. We
first conducted a set of experiments to evaluate the effectiveness and feasibility of the
system under the different controlling attributes, including the initial positioning and
energy-sharing methods. We assumed the amount of energy shared per round for the
Fairness-based energy-sharing method is 2,240 mA. We first compared the number of
fulfilled requests under the different energy-sharing methods. Second, we compared
the delivery times of the proposed requests under different settings. Finally, we com-

pared the runtime efficiency of the composition methods.

6.6.1 Dataset and Experiments Setup

To the best of our knowledge, there is no publicly available data on drone trajectories
in skyway networks. Therefore, the dataset used for the experiments is an urban road
network dataset from London city to mimic a skyway arrangement. The nodes are
the intersections in the city, and the edges represent the distances between the nodes
[156]. We took a sub-network of connected nodes with the size of 195 nodes to mimic
the skyway network for our experiments. We then synthesized 10,000 requests with
random source and destination nodes. We also synthesize different wind speeds and
directions for the skyway segments. We only considered wind speeds under 13.8 m/s,
in which drones are safe to fly [118]. We have incorporated a real drone trajectory
dataset in the energy model calculations. The dataset, however, had limitations of
being only for single drones. Hence, it did not not reflect the formations’ effect on
energy consumption due to drag and upwash/downwash forces. Therefore, we used
the payload and flight range effect on the energy consumption from the dataset. We
then augmented the real dataset with the computational fluid dynamics study proposed

in [118] to learn the behavior in terms of swarm formation and the wind effect on
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TABLE 6.3. Experimental Variables

Variable Value

No. of nodes in the network subset 276

No. of nodes in the largest connected network | 195

No. of generated requests 10000

Max. weight of a package 1.4Kg

Drone model DJI Phantom 3
Speed of the drone 30 km/h
Battery capacity 4480 mAh
Voltage 152V

Rate of in-flight energy-sharing 5.88 mAh/min

energy consumption. The maximum weight of a package was assumed to be 1.4 kg,
following the payload capacity of the DJI Phantom 3 used in the experiments. The
real-drone dataset uses the CrazyFlie 2.1 drone, which is a small drone with a 240
mAh and 3.7 V battery, compared to the DJI Phantom 3 with a 4,480 mAh and 15.2
V battery. Therefore, we multiplied the consumption rate by the increasing factor, i.e.,
4.1. Table 6.3 summarizes the experimental variables. The variables were used to

compute the energy consumption.

We compared the proposed composition algorithm against a baseline approach [8],
Dijkstra’s algorithm [154], and Floyd-Warshalls algorithm [155]. The baseline ap-
proach considers all aspects of composition without in-flight energy-sharing. Forma-
tions, intrinsic constraints, and extrinsic constraints are all considered in the baseline
approach. Hence, we evaluated across the two levels. The blue parts of Fig. 6.4
represent the baseline approach. For Dijkstra’s and Floyd-Warshall’s methods, we
considered the cost of every edge to be the travel time ¢t of the edge and the node
time nt (charging + waiting times). The proposed framework was evaluated under the
two different positioning settings of the support drones. The first setting positioned
the support drones at the worst positions (location-aware). The second setting posi-
tioned the support drones in the best positions (energy-aware). In addition, the pro-
posed framework is evaluated using the different energy-sharing methods proposed,

i.e., Priority-based (PB) and Fairness-based (FB) sharing.



6.6 EXPERIMENTS AND RESULTS 123

6.6.2 Effectiveness

The first experiment compared the number of successful requests between the pro-
posed settings. A successful request is a request that was able to be served by the
swarm without getting stuck in intermediate nodes due to a lack of power. We com-
pared the four different combinations of settings against the Baseline, Dijkstra’s, and
Floyd-Warshall’s algorithms. This included the initial positioning and energy-sharing
approaches. As shown in Fig. 6.8, the trend shows that positioning the support drones
in the optimal position (energy-aware) generally results in a lower number of success-
ful requests (18,050 successful requests out of 20,000 compared to 19,271 in location-
aware setting). This is because positioning the support drones in the optimal position
meant the rest of the delivery drones would be shifted to the worst positions. The num-
ber of delivery drones is usually higher than the support drones, and hence more energy
consumption occurs during travel. Although the support drone consumed the least en-
ergy in this setting and could share more of its excess energy with the delivery drones,
the number of energy requests generated by the delivery drones was more than what the
support drones could serve at a time. Hence, more failures occurred. Last, we can note
that the PB energy-sharing approach performed better in all settings. All requests were
successfully delivered compared to the Fairness-based energy-sharing. This finding is
explained in the second experiment. Compared to the baseline, Dijkstra’s, and Floyd-
Warshall, our proposed energy-sharing approach performed much better. In baseline,
only 8,839 requests were successful out of 10,000, which was less than any of the four
combinations. This is because the swarm in the baseline approach depended solely
on the delivery drones’ batteries and, in many cases, were stuck at a node due to the
battery limitations. Floyd-Warshall’s performed worse than the baseline but slightly
better than Dijkstra’s (6,691 successful out of 10,000). Dijkstra’s performed worse
regarding successful requests (6,646 successful out of 10,000) because our modified
A* sequential composition algorithm could detour its path if the swarm was stuck at a

node. In contrast, Dijkstra’s and Floyd-Warshall’s path composition was solely based
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FIGURE 6.8. Number of successful requests using in-flight energy-
sharing

on the cost of each segment only. Hence, the composed path may have had segments

that a swarm could not travel in due to its battery limitations.

In the second experiment, we focused on studying the behavior of the two proposed
energy-sharing methods, i.e., Priority-based (PB) and Fairness-based (FB). Fig. 6.9(A)
and Fig. 6.9(B) present the delivery times of the successful requests in PB and FB
sharing under the different positioning settings. The x-axis presents the distance in
kilometers, and the y-axis is the delivery time in hours. The successful requests are
grouped by the distance between the source and the destination at 0.5 km intervals.
The average delivery time of requests in every interval is presented on the graphs. The
figures show that PB sharing is steadily performing the best in different settings. This
is because the energy-sharing requests by the delivery drone are generated dynamic-
ally after every served request (see Algorithm 6.2), ensuring the proactive, dynamic
generation of energy requests. Hence, most needy drones are served first, ensuring
better energy distribution. Better distribution of energy means less time spent at in-
termediate nodes to charge. It may also mean the ability to skip nodes if the swarm
can reach the destination directly without stopping. Hence, a better delivery time. The

delivery drones are served equally at every ¢ interval with FB. This means that there is
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FIGURE 6.10. Delivery times under different positioning settings

no priority in charging. Most needy delivery drones may be served later or might not
get the chance to be charged if the skyway segment is short. As explained earlier, the
energy-sharing process is constrained by the travel time of an edge. The better per-
formance of PB sharing is more visible in the energy-aware setting where the support
drones are positioned in the optimal positions, and the delivery drones are losing more
energy due to their positions. This means that delivery drones generate more energy
requests in this positioning approach, and the difference between the energy-sharing

methods is more evident.

In the third experiment, we studied the initial positioning settings and their effect on
the delivery times. As shown in Fig. 6.9(A), positioning the support drones in the

worst position (location-aware) results in worse delivery times than the baseline at
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longer distances. However, it had the most number of successful requests (Fig. 6.8).
All the drones charged fully when the swarm landed on a recharging station. If the
support drones were in the worst positions, they consumed the most energy (in ad-
dition to given energy in the sharing process). Since the support drones had bigger
battery capacities than delivery drones, the time taken to recharge fully was longer
when landing as the rest of the swarm was waiting for it. This is especially significant
at longer distances, as shown in Fig. 6.9(A). This behavior is reflected in Fig. 6.11(A),
which represents the nodes’ time with the location-aware setting. The time spent at
the node was longer than the baseline due to the charging of the support drones, which
were placed in the worst position consuming the most amount of energy. With longer
distances, the support drone consumed more energy and shared more energy, hence,
spent more time charging. Whereas in an energy-aware setting, where the support
drone was positioned optimally, it took less time to recharge at a recharging station.
The delivery times were, therefore, better than the location-aware setting. This dif-
ference is visible in Fig. 6.10(A) and 6.10(B) with both PB and FB energy-sharing.
Hence, we conclude that, based on the goal of the application, the choice of the setting
in positioning is determined. If the goal is to serve as many requests as possible, the
support drones would be placed in the worst positions. Otherwise, if the goal is to
serve requests as quickly as possible, the support drones would be placed in the best
positions. For example, in emergency cases, the delivery time would be the most crit-
ical objective. If the delivery is successful, then the energy-aware setting should be
adopted. Otherwise, the location-aware setting would be adopted to ensure the success
of the delivery. Moreover, the in-flight energy-sharing composition outperformed the
baseline under the best positioning setting (Fig. 6.9(B)). This reflects the usefulness of
implementing in-flight energy-sharing to overcome a swarm’s battery limitation and
increase its flight range. Figs. 6.11(A) and 6.11(B) represent the node times of the
delivery requests without the travel times. The figures prove that the improvement in
delivery times is due to the reduction of node times because of in-flight recharging.
The behavior of the lines is similar to Fig. 6.9(A) and Fig. 6.9(B) but with shower

times, demonstrating the reduction in node times mainly.
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6.6.3 Runtime Efficiency

We measured the execution times of the proposed methods. Fig. 6.12(A) and Fig.
6.12(B) depict the execution times of different positioning and energy-sharing ap-
proaches. The graphs show that the positioning did not affect the execution times.
However, in both positioning settings, the execution time of the PB energy-sharing
method outperformed the FB energy-sharing methods. This is because PB sharing
only gives energy on request. The FB is pre-emptive and keeps charging the drone
iteratively by switching between them, increasing the algorithm’s execution time. In
addition, with FB energy-sharing, the shared amount per round is parameterized. This
means the user inputs the amount of shared energy per round. The smaller the amount
is, the more rounds there are, which would make the execution time longer. We as-
sume the support drones share 2,240 mA per round for this experiment. If the amount
is smaller, less time would be needed to share the energy and, therefore, more rounds
in the FB execution. The baseline’s execution time is less than any proposed method

because it has no in-flight energy-sharing processes.

6.7 Conclusion

This chapter proposed a novel Swarm-based Drone-as-a-Service framework for deliv-

ery with in-flight energy-sharing. We formulated the composition problem as a single
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objective to optimize a consumer’s request delivery time. We then introduced the use
of support drones that share their extra available energy with the delivery drones. We
proposed a redundancy-based method to estimate the number of support drones and re-
duce the failure probability. Two settings are presented to initially position the support
drones in a flight formation. Two novel energy-sharing methods are proposed, which
are based on FCFS and Round Robin approaches. A formation reordering method was
presented to facilitate the energy-sharing process. A modified A* algorithm was im-
plemented to compose the best and optimal services from the source to the destination.
Experimental results showed the efficiency of our proposed approaches compared to
Dijkstra’s, Floyd-Warshall’s, and baseline approaches. In future work, we will ex-
pand this problem to a multi-objective problem to include the cost and overall energy

utilization.



CHAPTER 7

Flow-based Energy Service Composition

7.1 Introduction

Energy providers’ and consumers’ dynamic movement may impact the balance between
energy services and requests. Energy service providers and consumers may have dif-
ferent preferences regarding location, time, and energy. Therefore, the available energy
may be wasted by being imprudently allocated to requests. For instance, a provider
may elect to offer a large amount of energy to a small request—the match between a
large service and a small request wastes unused energy. Typically, in crowdsourced
environments, the number of service providers is less than the number of consumers
[54]. Accordingly, it is crucial to efficiently allocate the available scarce energy ser-
vices [14]. For example, provisioning an existing equal-in-size request efficiently util-
izes a large service. An additional challenge is the likelihood of a single energy ser-
vice’s inadequacy to fulfill the requirement of a consumer due to the limited resources
of wearables [14]. In such cases, multiple services may be composed to accommod-
ate a single energy request. Consequently, services composition is key to efficiently

leveraging the available energy in crowdsourced ecosystems.

Existing energy service composition frameworks mainly focus on accommodating a
single request [14][24] or catering a single service as presented in Chapter 3 and
Chapter 4. These techniques do not consider leveraging multiple services to fulfill
multiple requests simultaneously [24][14]. This may impede unlocking the full poten-
tial of crowdsourcing energy services. This chapter focuses on efficiently matching and

composing multiple energy services to accommodate multiple requests simultaneously.

129
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FIGURE 7.1. Crowdsourcing IoT energy services scenario

We propose a novel spatio-temporal framework to compose multiple energy services
and fulfill the requirements of multiple energy requests within a specified time interval
in a confined area. The framework aims to maximize the utilization of the available en-
ergy. Indeed, in a crowdsourced IoT environment, fully utilizing the available energy
services is not guaranteed due to the incongruity of the spatio-temporal preferences
of energy providers and consumers. Therefore, optimizing the available energy ser-
vices among the existing requests is crucial. The framework consists of two levels of
composition. The first level allows providers with multiple wearables to aggregate and
store their services in a single device (see Fig. 7.1(C)). This device is used as a proxy
to offer energy to other IoT users securely [157]. The second level is the composition
approach to match multiple energy services to multiple energy requests. We propose
EnergyFlowComp, a composition approach that utilizes the unique fragmented nature
of energy to share partial service with multiple requests to maximize the utilization of
energy [23]. Unlike other services, which are atomic (i.e., either fully served or not
served at all), energy services may be divided and shared partially. For instance, a large
energy service may be split to fulfill two smaller requests. Additionally, we propose
PartialFlowComp, which considers the partial-temporal overlap between services and

requests in provisioning. The main contributions of this chapter are:
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e A novel Aggregated energy service model.

e A two-level composition of multiple energy services to fulfill multiple re-
quests.

o EnergyFlowComp a QoS-based network-flow approach to match energy ser-
vices to requests.

e PartialFlowComp a heuristic-based approach to efficiently allocate energy
services to requests.

e A set of extensive experiments to show the efficiency and effectiveness of the

proposed framework.

The chapter’s remainder is organized as follows. Section 7.2 presents the motivation
scenario. Section 7.3 provides an overview of the system model and defines the prob-
lem. Section 7.4 presents the details of the proposed energy composition framework.
Section 7.5 evaluates the approach and presents the results. Section 7.6 concludes the

chapter and highlights future work.

7.2 Motivating Scenario

We consider the following motivating scenario to highlight the significance of our
work. Let us consider a mall as the general geographical area for crowdsourcing energy
services. We divide this area into microcells, where each cell is a confined space
(e.g., coffee shop, restaurant, movie theater, etc.) (see Fig. 7.1(A)). Each microcell
contains IoT devices that provide or receive energy (see Fig. 7.1(B)). The devices are
assumed to have wireless energy transmitters and receivers such as Energous'. All
energy requests and advertisements are submitted and processed at the edge (e.g., a
router associated with a microcell). The 10T coordinator at the edge manages and
matches the energy services and requests to utilize the available energy efficiently.
Additionally, the IoT coordinator is responsible for providing rewards to encourage

providers to offer services.

1https://www.energous.com/
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We assume loT users are willing participants to provide energy to nearby IoT devices
as energy providers. Each provider has at least one wearable that harvests energy (e.g.,
smart shoe) or has spare energy (e.g., smartphone). Energy providers use one of their
devices as a proxy to store the spare energy (see Fig. 7.1(C)). The proxy is assumed
to have computing and energy storage capabilities, i.e., a smartphone. The proxy uses
its extra energy storage (i.e., battery) as a container to aggregate and store the spare
energy from the provider’s wearables. The proxy uses aggregated energy to define
its energy service. We assume the proxy’s container is big enough to store all the

wearables’ spare energy.

The process of crowdsourcing energy services consists of two phases: in the first phase,
each provider aggregates their wearables’ spare energy into a single energy service.
For example, provider 1 would collect and aggregate 700 mAh of energy in its energy
storage from its three wearables, e.g., two smart shoes and a smart shirt. (see Fig.
7.2(A)). In the second phase, the IoT coordinator receives energy services advertise-
ments from the providers and energy requests from the consumers (see Fig. 7.2(B)).
We assume that consumers and providers have different requirements in terms of en-
ergy, time availability, and location. The IoT coordinator, then, coordinates and alloc-
ates the received energy services to requests. We focus on optimizing the two phases of

the crowdsourcing energy services to maximize the utilization of the available energy.
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Fig. 7.2 represents a detailed scenario of seven IoT users staying at a coffee shop. Two
users are assumed to be willing to provide their energy services, ES1 and ES2. The
other five [oT users request energy from their neighboring IoT devices ER1, ER2, ER3,
ER4, and ERS. The advertisement of services and requests includes various informa-
tion, e.g., start time, end time, location of the 10T device, and provided or requested
energy amount. Fig. 7.2(B) illustrates the available services and requests by their
timelines. It also shows the amount of available energy. It is challenging to efficiently
leverage the available energy and fulfill multiple requests’ requirements. Traditional
scheduling strategies, such as FCFS and priority-based scheduler,s may not be a good
fit to provision crowdsourced 10T energy [24]. These strategies fulfill the requirements
of each energy request independently and sequentially based on their arrival time. As
aresult, services may satisfy the requirements of an energy request without being fully
utilized, which affects the energy allocation efficiency. For example, assigning ES1
(700 mAh) to ER1 (300 mAh) will use 42.9% from ES1. Alternatively, assigning ES1
to ER2 (400 mAh) will utilize 57.1% from ES1.

The limited provided energy and time constraints of services and requests represent
critical challenges for the efficient and maximum provisioning of IoT energy services.
We reformulate our service provisioning problem as a time-constrained optimization
problem, i.e., maximizing the allocated energy provided by the available services with
respect to their time constraints. Our proposed approach EnergyFlowComp transfers
the spatio-temporal services and requests to a Bipartite graph [158]. The approach then
matches the services to requests using a modified Maximum Flow algorithm [158].
Furthermore, our approach employs the divisibility nature of energy services to max-
imize energy utilization [23]. In addition, we propose PartialFlowComp, an extension
of EnergyFlowComp that considers the partial-temporal overlap between services and
requests in provisioning. For example, as ES1 partially overlaps with ER4, it may offer

a partial service to part of ER4.
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7.3 System Model and Problem Formulation

We formally present the definitions of IoT energy services and requests. We then intro-
duce the concept of energy utilization among energy services based on their allocated
energy. This work considers a provisioning framework for stationary services and re-
quests to focus only on the temporal constraints in allocating multiple energy services
to multiple requests in a microcell within a predefined time interval. The aim is to

ensure maximizing the energy provision over a predefined time.

7.3.1 Energy Service Model

We define an energy provider as an [oT user willing to share their devices’ spare en-
ergy with nearby IoT devices. We use energy services to abstract the energy-sharing
process. An energy service is the abstraction of the wireless energy delivery from an
IoT device to another [25]. In the previous energy service model, energy provisioning
was from a single energy harvester [23]. We extend the existing energy service model
by formally representing the aggregated energy from a set of wearables owned by the
IoT user [159]. The goal is to define the aggregated energy amount, time interval auto-
matically, and spatial location to provide the energy service. We formally define the

energy service as follows:

Definition 1: Energy service (ES). An ES isdefinedas atupleof < EID, PID, W, F. (@ >,

where:

ETD is a unique identifier for energy service.

PID is a unique identifier for the provider.

W is a set of wearables {wy, ..., w, } owned by the provider.

F' is the function of sharing energy wirelessly.

e () denotes a QoS property of the energy service [25].

Definition 2. Quality attributes of an energy service (QoS). QoS is a set of paramet-

ers that allows energy consumers to distinguish among energy services [23], namely:
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e qec is the aggregated energy from the provider’s wearables they may share.

e [ is the spatial location of the provider.

e 1 is the range for a successful wireless energy transfer.

e [st, et] represents the start and end times of the provider’s aggregated energy

service.

7.3.2 Energy Request Model

An energy consumer in the crowdsourced 10T environment is an [oT user who requests
energy for their devices from nearby IoT devices. An energy request is defined as
the abstraction of the energy consumer requirement according to their spatio-temporal

preferences [25]. We formally define an energy service request as follows:

Definition 3: Energy Service Request (ER). An ER is defined as a tuple of <
RID,CID,re,st,et,| >, where:

e RID is a unique identifier of energy request.

e C'ID is a unique identifier of the consumer.

e re is the amount of requested energy by the consumer.
e [st, et] is the duration of the consumer’s request.

e [ is the spatial location of the consumer.

7.3.3 Energy Utilization and Problem Formulation

The goal of crowdsourcing energy services is to utilize the available energy by effi-
ciently allocating it to the existing energy requests. Typically, the available energy
services in a crowdsourced IoT environment are limited [24]. Therefore, allocating the
available services efficiently is essential to maintain a self-sustained ecosystem [14].

We formally define energy utilization as follows:

Definition 4: Energy Ultilization. The energy utilization of an £'S may be defined as

the ratio of the allocated energy to the advertised amount of energy. We measure the
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Energy Utilization (EU) of a composition using the following:

S ES;.all
EU(Comp) = =-——— V ES, € €S,
> ES;.ae (7.1)

i=1

if £S;.[st,et] C T and ES,; is serviceable

where FS;.all is the service’s allocated energy to requests, F'S;.ae is the service’s
available energy, and n is the number of available energy services £S. Note that a
service will be considered if (1) its time duration [st, et] falls within the time window
of the composition 7', and (2) it is serviceable, meaning there are energy requests that

can utilize that service.

Definition 5: Energy Services Composition problem. We assume that in a micro-
cell there exists a set of n energy services £S = {ES}, ESs, ..., ES,,} and a set of m
energy requests ER = {F'Ry, ERy, ..., ER,} as shown in Fig. 7.2(B). The £S will
be advertised by providers P. Each ES; is described using the aforementioned Defini-
tions 1 and 2. The energy requests are submitted by consumers C'. Each energy request
E R; is described using the aforementioned Definition 3. We formulate the problem of

allocating £S to £R as a time-constrained resource matching problem as follows:
e Maximize EU(Comp),
Subject to :

e > re; < ae; foreach ES; € S,
e ER,.[st,et] C ES;.[st,et] for each ES; € £S.

The objective function optimizes the available energy services to the existing requests

according to their spatio-temporal features.

We use the following assumptions to formulate the problem:
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e All IoT energy services and requests are deterministic and stationary, i.e.,
there is prior knowledge about service availability, QoS values, energy re-
quests, time constraints, and demands [25].

e The IoT coordinator (at the edge) is responsible for batching the energy re-
quests and energy services from all consumers and providers in a microcell
over a predefined period.

e There is no energy loss in sharing, i.e., as the technology of wireless power
transfer matures, we anticipate that the devices will be able to share more
energy, and the energy loss of sharing will become minimal [24].

e The composition considers the case of multiple providers and multiple con-
sumers.

e Wearables have a fixed energy size during the composition.

e The proxy’s energy container is always sufficient to accommodate the wear-
ables’ energy.

e The proxy will not use the aggregated energy.

e Providers and consumers may have different time windows.

e A trust framework has been implemented to preserve the integrity and privacy

of the participating IoT devices [21].

7.4 Wireless Energy Sharing Framework

In this section, we present the composition framework of crowdsourced energy ser-
vices. The composition aims to maximize the utilization of the available energy ser-
vices within a time window by fulfilling nearby requests with respect to their spatio-
temporal and energy-related constraints. The framework takes as input the energy
services and the energy requests. We assume that consumers define their energy re-
quirements and request duration based on predefined consumption models [23]. In

our framework, all the available energy requests and services within a predefined time
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Energy Services Composition Framework
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FIGURE 7.3. Wireless energy services framework

frame are batched. This holistic view allows the 10T coordinator to efficiently alloc-
ate the available energy among the existing requests with respect to their time con-
straints. The Energy services composition framework consists of The Proxy Manage-
ment Phase and the 10T Coordinator Management Phase (see Fig. 7.3). The first phase
aggregates the wearables’ spare energy of a provider to define their energy service.

The second phase matches the available services to requests.

7.4.1 Phase 1: Proxy Management

The first phase takes as an input the amount of available energy by the provider’s wear-
ables, the proxy storage size, and the provider provisioning preferences (e.g., start time
and duration of provisioning). The first phase in the energy-sharing process involves
aggregating the wearables energy to define an energy service (see Fig. 7.2(A)). The
aggregation is achieved by transferring the energy from the wearables to the proxy

energy storage. We assume the energy storage is enough to contain all the aggregated
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Algorithm 7.1 Energy Services Aggregation

Input: &, time
Output: ES
//Phase 1: Proxy Management
fore; in £ do
energy_amount <— energy_amount + aggregate (e;)

time_preference <— Define_Time_Interval(time)

location + Detect_Location()

ES «+Define_Energy_Service ( energy_amount, time_preference, location)
return £S

AN S >

energy. Algorithm 7.1 represents the phase in detail. Algorithm 7.1 takes as input the
amount of harvested energy by wearables (£) and the temporal preferences of the IoT
devices owner (time). The output of the aggregation algorithm is an energy service
(E'S). Lines 1-2 aggregate the wearables’ energy amounts by adding them up. Lines
3-4 define the spatio-temporal features of the service from the owner’s preferences.

Line 5 defines the energy service (£S) using Definitions 1 and 2.

7.4.2 Phase 2: IoT Coordinator Management

The 10T coordinator management phase aims to maximize energy utilization by alloc-
ating services to the corresponding requests. This phase takes as input the advertised
aggregated energy services and energy requests. Four steps implement this phase in
the following order: Bipartite Graph Generation, Network Flow Generation, and Max-
imum Flow Matching composition and the composition assessment. In the following

subsections, we discuss these steps in detail, respectively.

7.4.2.1 Bipartite Graph Generation

The Bipartite Graph Generation step aims to present the spatio-temporal composability
between the energy services and requests. This step transfers a given set of energy
services £S and requests R to a Bipartite Graph (BG) (see Fig. 7.4). BG'is adirected
graph represented by a set of (U, V, DE) where U is a set of nodes that represent the
available services, V' is a set of nodes that represent the available requests, and DE is

a set of directed edges from U to V. For example, if two nodes (u;,v;) are connected
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FIGURE 7.4. Bipartite graph generation example

Algorithm 7.2 Services Bipartite Graph Generation

Input: £S5, ER, T
Output: BG
: €S = Temporal_filter (£S,T)
ER = Temporal_filter (ER,T)
BG = {}
for ES; in £S do
BG.Add_node(ES;.EID, ES;, type : U)
for ER; in £R do
BG.Add_node(ER;.RID,ER;,type : V)
// Spatio-Temporal Composability
8: for ES;in £S do
9: for ER; in ER do

AN Al S e

10: if Nearby(£'S;.l, ER;.l) then
11: if £S;.[st,et] C ER;.[st,et] || ER;.[st,et] C ES;.[st,et] then
// Graph Generation
12: w= Er;.r
13: BG.Add_edge(ES;.EID, ER; . RID,w)
return BG

with an edge ed, it indicates that the service £S; can fulfill the request ER;. For
instance, in Fig. 7.4(A), the energy services F.S, falls within the energy request £ R1
duration. Therefore, an edge will be added in the graph BG between the node of £S5,
and F' R, (see Fig. 7.4(B)).

Algorithm 7.2 represents the step of bipartite graph generation in detail. Algorithm
7.2 takes as an input the available energy services £S and requests £R and the time
window of the composition 7". The output of the algorithm is a Bipartite Graph (BG).
Lines 1-2 select the services and requests that fall within the time window 7'. Lines
3-7 add the available services and requests as nodes to the graph. Then for each en-

ergy service and request, the algorithm checks if the service and request are spatially
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composable (Lines 8-11). A service and a request are considered spatially composable
if, and only if, the distance between them is less than the required distance for a suc-
cessful energy wireless transfer [23]. Additionally, the algorithm checks the temporal
composability between each service and a request (Line 11). We extend the definition
of temporal composability by [23] to consider a service and a request are temporally
composable if the duration of the service falls within the duration of the request or vice
versa [23]. If a service and a request are spatio-temporally composable, an edge will be
added to the graph (Lines 12-13). The edge connects the service node to the requesting
node, indicating that the service may fulfill the energy request. Line 12 computes the
edge’s weight w, which is equal to the required energy by request. Line 13 adds the
edge between the service’s node and the request’s node in the bipartite graph BG. The
added edge indicates the service node may fulfill the energy request up to its w. The
output of the algorithm is a bipartite graph. The graph represents the spatio-temporal

composability between the energy services and requests.

7.4.2.2 Network Flow Generation

Traditionally, network flow has been used to solve bipartite graph matching [160]. In
this step, we aim to generate a network flow from the bipartite graph resulting from
Algorithm 7.2 (see Fig. 7.4(C)). The network flow is generated with respect to the
quality of services (QoS) of both services and requests. The network flow generation
step consists of two main components: (1) Network Generation and (2) QoS- based
edges’ capacity computation. The first step of network flow generation converts the
bipartite graph to a network by connecting all the nodes to a source and a sink. The
source and sink are conceptual nodes that facilitate the construction of the network.
They do not represent actual entities but are rather used to define the start and end
points for the flow within the network. The source acts as the aggregate origin for all
inputs into the system, while the sink serves as the collective exit point for all outputs.
Their purpose is to provide a framework within which the algorithm can operate to
simulate the flow of services from providers to consumers. The second step of network

flow generation uses the QoS attributes to calculate the capacity of each edge.
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Algorithm 7.3 represents the services network flow generation in detail. Algorithm 7.3
takes as an input the generated bipartite graph B(, available energy services £S and
requests ER. The output of the algorithm is a network flow N F'. Lines 1-3 initialize
the network and add a source s and a sink ¢. Lines 4-13 traverse every node in the
bipartite graph BG to add it to the network (Line 5). Additionally, if the node’s type is
‘U’ (i.e., the node represents a service), then the node will be connected to the source
s (Lines 6-9). In addition, the capacity of the edge will be the amount of energy that
may be provided by the service (Line 8). Moreover, if the node’s type is ‘V’ (i.e., the
node represents a request), then the node will be connected to the sink ¢ (Lines 10-13).
In addition, the edge’s capacity will be the amount of energy that may be inquired by
request (Line 12). Lastly, the algorithm retrieves the neighbor nodes of every ‘U’ node
in BG to add an edge between them in the network flow N F'. Recall that the ‘U’
node is a service whose neighbors are requests (Lines 14-16). Line 18 computes the
edge’s capacity capacity, which is equal to the edge’s weight w in the bipartite graph
BG@'. Recall that w is equal to the required amount of energy by the request. Line 19
adds the edge between the node and its neighbor to the network flow /N F'. The added
edge indicates that the service node may fulfill the energy request up to its capacity.
The algorithm’s output is a network flow representing the energy flow from services to

requests with respect to their QoS attributes.

7.4.2.3 Maximum Flow Matching Composition

In this step, we propose a Maximum-Flow matching Composition (EnergyFlowComp).
Our approach allocates energy services to requests using a modified maximum flow
algorithm. The Maximum-Flow matching Composition EnergyFlowComp consists
of two components: (1) Maximum flow network algorithm and (2) Energy services
matching allocation (see Fig. 7.3). The first component of the composition uses a
maximum flow algorithm to find a maximum single-commodity flow. For instance,
using the previous example of Fig. 7.4, the result of the first component in the Max-
imum flow matching Composition is shown in red in Fig. 7.5(B). The arrows indicate

the path to get the maximum flow in the network. In our context, the maximum flow
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Algorithm 7.3 Services Network Flow Generation

Input: BG, £S5, ER
Output: NF
I: NF={}
/I Add the source node of the network
2: NF.Add_node(s)
// Add the sink node of the network

3: NF.Add_node(t)

4: for node; in BG do

5: N F.Add_node(node;)

6: if node;.type == ‘U’ then

7: es = Get_service(ES, node; . EID)
8: capacity = es.ae

9: N F.Add_edge(s, node;, capacity)
10: if node;.type == ‘V’ then

11: er = Get_request(ER,node;.RID)
12: capacity = er.re

13: N F.Add_edge(node;, t, capacity)

14: for node; in BG do
15: if node;.type == ‘U’ then

16: neighbours = Get_connected_nodes(node;)

17: for n; in neighbours do

18: capacity = n;.w

19: N F.Add_edge(node;, n;, capacity)
return N F'

will be the maximum energy services that can be allocated to the existing requests.
Note that a selected edge between two nodes in the network flow does not mean the
full use of its capacity. For instance, in Fig. 7.5(B), the capacity of the edge between
ES2 and ER2 is 44. However, the capacity of the edge between the source s and ES1
is 16, which means the available energy by ES1 is 16. Hence, the allocated energy is
16, as shown in the edge between ES2 and ER2 in Fig. 7.5(C). The second component
of the composition traverses the resulting flow to assign services to requests (see Fig.

7.5(C)).

The EnergyFlowComp approach is described in detail in Algorithm 7.4. Algorithm 7.4
takes as an input the providers’ provisioning preferences P, available energy requests
ER, and the composition’s time window 7'. The algorithm’s output is a composition
of services allocated to the requests C'omp. Lines 1-4 define the available energy
services £S based on the available providers P. For each provider P;, our approach

computes its services using the energy services aggregation algorithm described in
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Section 7.4.1. Line 5 generates the bipartite graph BG from the available energy
services £S, requests ER, and the time window of the composition I". The bipartite
graph BG will be used to match services to requests. The bipartite graph generation is
presented in Section 7.4.2.1. Line 6 generates the network flow N F’ from the generated
bipartite graph BG, available energy services £S, and requests ER. The network
flow NF' will be used to run a maximum flow algorithm to get the best match of
services to requests. The network flow generation is presented in Section 7.4.2.2. Line
7 uses a maximum flow algorithm to find a maximum single-commodity flow. There
are several state-of-the-art algorithms to compute the maximum flow of a network,
including Preflow—Push, Edmonds—Karp, and Boykov-Kolmogorov [160]. All these
algorithms result in the same output but differ in time complexity. Therefore, we used
the Preflow—Push algorithm, as it is considered one of the most efficient maximum flow
algorithms [160]. Line 8 traverses the resulting flow to assign services to requests. The

algorithm’s output is a composition that matches services to requests with respect to

their QoS attributes.

7.4.2.4 Energy Services Composition Assessment

The last step in the framework is the energy services composition assessment. In what

follows, we define the metrics to assess the efficiency of our proposed framework.
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Algorithm 7.4 Energy Services Matching Composition

Input: P, ER, T
Output: Comp
// Energy Services Aggregation

1 ES={}

: for P; in P do
ES =Energy_ Services_Aggregation(F;)
ES.append(ES)

// Bipartite Graph Generation

5: BG = Services_Bipartite_Graph_Generation (£S5, ER,T)
// Network Flow Generation

6: NF = Services_Network_Flow_Generation (BG,ES, £R)
// Energy Services Matching Allocation

7. flow = Maximum_Flow_Network(N F")

8: C'omp = Energy_Services_Allocation( flow,ES,ER)

return Comp

R

Energy Utilization

Recall that our composition’s objective is to maximize available energy utilization.
Typically, the available energy services in a crowdsourced loT environment are limited
[24]. Efficiently allocating the available services is essential to maintaining a self-

sustained ecosystem [14]. We measure the Energy Utilization (£U) using Eq. 7.1.

Fulfillment Rate

We define the Fulfillment Rate (F'R) as the percentage of the required energy that has
been fulfilled. Intuitively, better energy allocation and utilization may result in a better
fulfillment rate. Therefore, a higher fulfillment rate indicates efficiency in fulfilling
the demanded energy. The Fulfillment Rate F'R of a composition may be computed as
follows:

> ESj.al

FR(Comp) = =1 ——— V ER; € ER,
ERj.re
=1

J

if £S;.[st,et] C T and ES; is serviceable,

(7.2)

and if ER;.[st,et] C T and ER; is serviceable
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where FS;.all is the service’s allocated energy to requests, n is the number of available
energy services £S, ER;.re is the required energy by request, and m is the number
of available energy requests £R. Note that a service and, similarly, a request will be
considered if (1) its time duration [st, et] falls within the time window of the composi-
tion 7', and (2) it is serviceable, meaning there are energy requests or services that can

utilize or fulfill that service.

Consumers and Providers’ Satisfaction

Maximizing the energy allocation of the available energy service may satisfy more
consumers by fulfilling their requests. In addition, it may satisfy more providers by
using their services, thereby getting more rewards [14]. Typically, consumers may
not be satisfied with an efficient allocation if the available resources are limited [161].
However, the efficient allocation of energy services in a crowdsourced 10T environ-
ment is claimed to increase consumers’ satisfaction [24]. We assess the efficiency of
our framework by measuring the satisfaction of consumers. The satisfaction of an en-
ergy consumer j is gauged by their perception of the allocated energy ES;.all to their
request £/ 1;.re. Therefore, the used equation for computing the consumer satisfaction
C'S; is presented as follows:

LSl - if (S;.all < ERjre
CSl = ERj.rexSf ’ (73)

1, otherwise

where £/S;.all is the service’s allocated energy to the request, F'R;.re is the required
energy by request, and S'f is the satisfaction threshold defined by the total available
services [24]. Due to the limited resources in the crowdsourced 10T energy environ-
ment, we consider consumers satisfied if they received S f% of what they requested

[24].

Similarly, we gauge the providers’ satisfaction by their perception of the utilized en-
ergy E'S;.all from their available services E S;.ae. The higher the utilization of their

services, the higher their rewards, as discussed in Chapter 3. Hence, we also assess
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our framework’s efficiency by measuring the providers’ satisfaction. The satisfaction
of an energy provider P.S; is computed as follows:

LSl - if £S;.all < ES;.ae
PS,L _ ES;.aexSf (74)

1, otherwise

where F.S;.all is the service’s allocated energy to fulfill requests, FS;.ae is the size of
the energy service, and S'f is the satisfaction threshold defined by the total available
services [24]. Due to the temporal constraints of services and requests and the limited
resources in the crowdsourced [oT energy environment, we consider providers satisfied

if they offered S f % of their services [24].

Global Consumers and Providers’ Satisfaction

We adopt the metric proposed by [24] to define a global satisfaction metric for all pro-
viders and consumers. The global consumers’ satisfaction is computed by estimating
the overall proximity score among the satisfaction scores of all consumers [162][24].
An efficient services composition is reflected by the closeness of the satisfaction scores
among consumers (i.e., consumers have very similar satisfaction scores). In contrast,
the sparsity of consumers’ satisfaction scores indicate an inefficient service compos-
ition. Therefore, similar to [24], the global satisfaction of consumers CS may be
captured using the information entropy [163]. The information entropy measures the
disorder degree of all requests ER; € &R based on their satisfaction score C'S; as
follows:

H(CS) =~ CS;log, CS; (7.5)

j=1

where m is the number of available energy requests £R and C'S; is a consumer j’s

satisfaction computed using Eq. 7.3.
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Similarly, the global satisfaction of providers PS may be captured using the inform-
ation entropy [163]. The information entropy measures the disorder degree of all ser-

vices E/S; € £S based on the providers’ satisfaction score P.S; as follows:

H(PS) =~ PS;log, PS; (7.6)

=1
where n is the number of available energy services £S and PS; is a provider’s ¢’s

satisfaction computed using Eq. 7.4.

7.4.2.5 Partial Bipartite Graph Generation

In this step, we propose a Partial-based Bipartite Graph Generation (PartialGraph).
The PartialGraph extends our proposed bipartite graph generation approach to in-
clude the partially overlapping services and requests. Considering the partial overlap
between services and requests increases the utilization of the available energy. For
example, in Fig. 7.6(A) ES1 and FR2 are partially overlapping. Using the bipartite
graph generation approach described in Algorithm 7.2 will not connect £S1 and £ R2
(see Fig. 7.6(B)). However, using the partial bipartite graph generation approach de-
scribed in Algorithm 7.5, £S1 and F R2 will be connected (see Fig. 7.6(C)). The blue
arrows in Fig. 7.6(C) represent all additional edges between services and requests. The

additional edges will result in a more connected network flow (see Fig. 7.7).



7.4 WIRELESS ENERGY SHARING FRAMEWORK 149

ER1

37/?
/ 37
S1 / ER2 \ 37
98/5 a4 a4

- 50 \/\
. 16—>{ES2 “(ER3)—60 t )
G 4

zz\ a8
=

60

60\ /

ERS5

(A) Services and Requests Network Flow

(B) Partial Services and Requests Network Flow

FIGURE 7.7. Example of network flow and partial network flow

Algorithm 7.5 Partial Services Bipartite Graph Generation

Input: £S5, ER, T
Output: PBG
// Bipartite Graph Generation

1: PBG = Services_Bipartite_Graph_Generation (£S5, ER,T)

2: for £S; in £S do
3: for ER; in £R do

4. if Nearby(£'S;.l, ER;.l) then
// Partial-Temporal Composability
5: if £S;.[st, et] N ER;.[st, et] then
//Partial Graph Generation
6: d = Time_overlap(ES;.[st, et], ER;.[st, et])
7: partialR = d * Er;.r/ER;.[st, et]
8: PBG.Add_edge(ES; . EID, ER;.RID, partial R)
return PBG

Algorithm 7.5 represents the PartialGraph in detail. Algorithm 7.5 takes as an input

the available energy services £S and requests £R and the time window of the compos-

ition 7. The algorithm’s output is a partial bipartite graph (PB(). Line 1 generates

the bipartite graph P BG from the available energy services £S, requests ER, and the

time window of the composition 7'. The bipartite graph generation is presented in Sec-

tion 7.4.2.1. Lines 2-8 extend the bipartite graph generation to include partial services.

For each energy service and request, the algorithm checks if the service and request

are spatially composable (Lines 2-4). A service and a request are considered spatially

composable if, and only if, the distance between them is less than the required distance

for a successful energy wireless transfer [23]. Additionally, the algorithm checks the
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partial temporal overlap between each service and a request (Line 5). If a service and
a request are partially overlapping in time, then an edge will be added to the graph
(Lines 5-8). Similar to the bipartite graph approach, the edge connects the service’s
node to the request’s node, indicating that the service may fulfill the energy request.
Line 6 computes the duration of overlap between the service and the request. Line 7
computes the edge’s weight, which is equal to the part of the request that overlaps with
the service, i.e., the required amount of energy by request within the overlap duration.
Line 8 adds the edge between the service node and the requesting node in the bipartite
graph PBG. The added edge indicates that the service node may fulfill the energy
request up to its partial R. The algorithm’s output is a bipartite graph representing the

spatio-temporal composability between the energy services and requests.

7.4.2.6 Partial Maximum Flow Matching Composition

In this step, we propose PartialFlowComp, an extension of the Maximum flow match-
ing composition proposed in Section 7.4.2.3. PartialFlowComp uses the graph gener-
ated by PartialGraph approach PBG (see Section 7.4.2.5). PBG will be used instead
of the bipartite graph BG in Algorithm 7.4 by changing Line 5 to call the function of
Algorithm 7.5.

7.5 Experiments Results

We compared our proposed composition techniques (EnergyFlowComp) and (Partial-
FlowComp) with two resource matching algorithms, namely, first come first served al-
gorithm (Baseline-Matching) and Priority-based algorithm (Priority-Matching) [95].
In Baseline-Matching, the requests nodes in the graph were matched to services based
on their start time order. For instance, using the network of Fig. 7.7(A), ES1 was
assigned to ER1. In Priority-Matching, the requests nodes in the graph were matched

to services based on the size of their request, i.e., the weight of the edge. For instance,
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using the network of Fig. 7.7(A), ES1 was assigned to ER3. We ran experiments with

different settings to evaluate the effectiveness and efficiency of each approach.

7.5.1 Dataset Description

We used a real dataset from the developed app in [5]. The dataset consists of energy
transfer records between a provider (smartphone) and a consumer (smartphone). The
records attributes are the provider ID, consumer ID, transaction date, time, energy ser-
vices and requests’ amount, and transfer duration. We use the energy dataset to gener-
ate the QoS parameters for the energy services and requests. For instance, the amount
of a wireless charging transfer in mAh defines the amount of requested/provided en-
ergy. In addition, the energy dataset records of a wireless charging transfer duration

define the end time of each request/service.

We augmented the energy-sharing dataset to mimic the crowd’s behavior within mi-
crocells by utilizing a dataset published by IBM for a coffee shop chain in New York
City?. The dataset consists of transaction records of customers’ purchases in coffee
shops for one month. Each coffee shop consists of, on average, 560 transnational re-
cords per day and 16,500 transaction records. We use the IBM dataset to simulate
the spatio-temporal features of energy services and requests. Our experiment uses the
consumer ID, transaction date, time, location, and coffee shop ID from each record in
the dataset to define the spatio-temporal features of energy services and requests, e.g.,
start and location of energy service or a request. Tables 7.1 and 7.2 present statistics

about the used datasets.

7.5.2 Evaluation of the Composition Framework

We ran an extensive set of experiments to determine the effectiveness and efficiency of
our proposed approaches. We evaluate the effectiveness of each approach by meas-

uring the energy utilization, fulfillment ratio, consumers’ satisfaction, and providers’

Zhttps://ibm.co/207IvxJ
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TABLE 7.1. Parameters of the experiments’ settings

Energy services

Quality of service Dataset Value
Start time IBM Cafe Check-in
End time Wireless Energy Dataset Transfer Duration

Energy capacity | Wireless Energy Dataset | Provided Energy Amount
Energy requests

Query parameters Dataset Value
Start time IBM Cafe Check-in
End time Wireless Energy Dataset Transfer Duration

Energy capacity | Wireless Energy Dataset | Requested Energy Amount

TABLE 7.2. Statistics of the experiments’ environment

Variables Value

Total Energy Requests for coffee shop 1 in April | 16830

Energy Services 100000
Duration of All Energy Services 5 - 60 minutes
Duration of Energy Requests 5 - 60 minutes
Provided Energy 5 - 100 mAh
Requested Energy 5-100 mAh

satisfaction. Moreover, we evaluate the efficiency of each approach by comparing their
execution time while varying the number of energy services and energy requests. We
run the approaches in different settings by changing the number of (1) requests and (2)
services. We gradually increased each setting over the time interval 7'. We repeated
the experiment 10,000 times at each point and considered the average value for each

approach.

7.5.2.1 Energy Utilization Evaluation

In this subsection, we evaluate the effectiveness of the approaches in Energy Utiliza-
tion (EU). As previously stated, the objective of the composition is to maximize the
utilization of the available energy. Therefore, a high EU of a composition indicates its

effectiveness in utilizing the available energy. The £'U is computed using Eq. 7.1.

The first experiment compared the average U of all approaches by changing the num-

ber of energy requests (see Fig. 7.8(A)). The number of services in this experiment was
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arandomly selected set of 20 services with each run. In Fig. 7.8(A), all approaches £EU
increase as the number of requests increases, which can be explained by the increase
in the energy demand. The higher the number of requests, the higher the probability of
better allocating the available energy. Furthermore, both proposed approaches perform
better than the other two approaches. The EnergyFlowComp approach performs better
as it leverages the fragmented nature of energy. Specifically, when needed, energy may
be shared among requests to guarantee the maximum possible energy utilization. Sim-
ilarly, the PartialFlowComp approach outperforms all other approaches as it leverages
the fragmented nature of energy in addition to considering the partially overlapping
requests and services. Recall that considering partial requests and services will res-
ult in a more connected network flow and a higher chance to efficiently allocate the

available efficiently energy.

The second experiment compared the U by varying the number of services (see Fig.
7.8(B)). The number of requests in this experiment was a randomly selected set of 50
requests with each run. In Fig. 7.8(B), the £'U decreased with the increase of services
for all the approaches. The increase in service availability can explain this observation.
As services increase, unused energy will increase regardless of the approach. Further-
more, both proposed approaches performed better than the others for the same reasons

in the first experiment.
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We analyzed the distribution of the £'U score to ascertain the previous £U evaluation.
The previous experiments only considered the average FU of the available services.
In this set of experiments, we varied two settings: (A) the number of requests (see
Fig. 7.9) and (B) the number of services (see Fig. 7.10). All approaches have a lower
EU dispersion with changing requests than changing services. The availability of ser-
vices can justify this observation. Since £'U relies on the amount of available energy,
changing the requests will still ensure high EU as shown in Fig. 7.8(A). However,

changing the services may lower the £'U as shown in Fig. 7.8(B).

7.5.2.2 Fulfillment Rate Evaluation

We evaluated the effectiveness of the approaches in fulfilling the available energy re-
quests. As aforementioned, better energy utilization may result in a better Fulfillment
Rate (F'R). Therefore, a higher /'R indicates efficiency in fulfilling the energy de-
mand. F'R is computed using Eq. 7.2.

Fig. 7.11(A) presents the average F'R for each approach. The number of services
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in this experiment was a randomly selected set of 50 services with each run. In Fig.
7.11(A), all approaches F'R decreased as the number of requests increased, which
can be explained by the increased amount of requested energy. The higher the num-
ber of requests with a fixed number of energy services, the lower the percentage of
fulfillment. Moreover, the EnergyFlowComp approach performed better than other
approaches as it leverages the fragmented nature of energy, as previously explained.
Similarly, the PartialFlowComp approach outperformed all approaches as it leverages
the fragmented nature of energy in addition to considering the partially overlapping

requests and services.

The fifth experiment compared the F'R by varying the number of services (see Fig.
7.11(B)). The number of requests at each run was a randomly selected set of 50 re-
quests. In Fig. 7.11(B), the F'R increased with the increase of services for all the ap-
proaches. The increase in service availability can explain this observation. As services
increased, more requests would be fulfilled regardless of the approach. Furthermore,
both proposed approaches performed better than the other two for the same reasons in

the previous experiment.



156 7 FLOW-BASED ENERGY SERVICE COMPOSITION

07

090 —— EnergyFlowCamp —— EnergyFlowComp
PartialFlowComp PartialFlowComp
Baseline-Matching 0.6 Baseline-Matching

080 —— Priority-Matching —— Priority-Matching

05
070

04

Consumer Satisfaction (u)
Consumer Satisfaction (u)

0.60
0.3
0.50
0.2
0 0 D] 40 50
No of Requests No of Services
(A) (B)

FIGURE 7.12. The mean of consumer satisfaction C'S vs. number of
(A) requests and (B) services

7.5.2.3 Consumers’ Satisfaction Evaluation

In this subsection, we evaluate the effectiveness of the approaches in satisfying con-
sumers. As previously stated, better energy utilization may result in higher con-
sumers satisfaction. We assess Consumers’ Satisfaction (C'S) through different met-
rics, namely, the mean, standard deviation, and entropy satisfaction. The C'S is com-

puted using Eq. 7.3, which reflects the percentage of acquired energy per request.

Fig. 7.12(A) compares the mean C'S of all approaches while changing the number of
requests. Intuitively, all approaches C'S decrease as the number of requests increases.
The higher the number of requests, the lower the percentage of fulfillment and hence
the lower the satisfaction. Similarly, Fig. 7.12(B) compares the mean C'S of all ap-
proaches by changing the number of services. Intuitively, all approaches C'S increase
with the increase of services. The increase in service availability can explain this ob-
servation. As services increase, more requests will be fulfilled, which results in higher
C'S. Furthermore, both proposed approaches perform better than the others as they

have a higher /'R as explained in Section 7.5.2.2.

The eighth experiment presented the dispersion of C'S around the mean in both settings
of changing the number of (1) requests (see Fig. 7.13(A)) and (2) services (see Fig.
7.13(B)). This metric reflects the variation of the C'S across requests. In Fig. 7.13(A),
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as the number of requests increased, the C'S standard deviation converged. This is due
to the decrease of C'S among most requests, as presented in Fig. 7.12(A). Additionally,
PartialFlowComp has the least dispersion because it offers the highest C'S as shown
in Fig. 7.12(A). In Fig. 7.13(B), we used the same C'S standard deviation metric with
50 random requests and varied the number of services. The figure shows that as the
number of services increased, all approaches C'S standard deviations converged. In
addition, PartialFlowComp has the least dispersion because it offers the highest C'S as
shown in Fig. 7.12(B).
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The information entropy captures the multi-modal dispersion and irregularities in the
distribution of the satisfaction score of consumers (see Fig. 7.14). We leverage the
information entropy to assess the global consumers’ satisfaction (see Section 7.4.2.4).
A lower entropy value means a lower disorder and a higher consistency in the satis-
faction score among consumers. It is worth mentioning that the entropy metric can
capture small variations in the satisfaction score when the number of requests is large.
These variations cannot be noticed only with the standard deviation (see Fig. 7.13). We
ran two experiments to assess the entropy scores of consumers’ satisfaction by varying
the number of (1) requests (see Fig. 7.14(A)) and (2) services (see Fig. 7.14(B)). We
used Eq. 7.5 to measure the entropy of consumers’ satisfaction. In both experiments,
both Baseline-Matching and Priority-Matching approaches have lower scores of en-
tropy than PartialFlowComp. This can be explained by the fact that most consumers’
satisfaction score using both approaches is closer to zero, unlike PartialFlowComp.
Moreover, the low score of EnergyFlowComp approach demonstrates that not only
does it offer a higher satisfaction compared to both Baseline-Matching and Priority-
Matching but also the satisfaction score is highly consistent among consumers. In
addition, PartialFlowComp has the highest score as requests increase, but it converges
when services increase. This shows that PartialFlowComp does not guarantee equal
individual satisfaction for consumers when the demand is higher than the available

energy. This may be addressed in future work.

7.5.2.4 Providers’ Satisfaction Evaluation

We evaluate the effectiveness of the approaches in satisfying providers. As previously
stated, better energy utilization may result in satisfying more providers by using their
services and thereby getting more rewards. We assess Providers’ Satisfaction (P.5)
through different metrics, namely, the mean, standard deviation, and entropy satisfac-
tion. The PS is computed using Eq. 7.4, which reflects the percentage of utilized

energy per service.
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Fig. 7.15(A) compares the mean PS of all approaches while changing the number of
requests. Intuitively, all approaches PS increase as the number of requests increases.
This is because the higher the number of requests, the higher the probability of bet-
ter allocating the available energy and, thereby, the higher the providers’ satisfaction.
Similarly, Fig. 7.15(B) compares the mean PS of all approaches by changing the
number of services. Intuitively, all approaches PS decrease with the increase of ser-
vices. The increase in service availability can explain this observation. As services
increase, more services will not be needed, which results in lower P.S. Furthermore,
both proposed approaches performed better than the others as they have a higher EU,

as explained in Section 7.5.2.1.

The following experiment presents the dispersion of P.S around the mean in both set-
tings of varying the number of (1) requests (see Fig. 7.16(A)) and (2) services (see Fig.
7.16(B)). This metric reflects the variation of the PS across services. In Fig. 7.16(A),
as the number of requests increases, the P.S standard deviation converges. This is due
to the increase of P.S among most services, as presented in Fig. 7.15(A). Additionally,
PartialFlowComp has the least dispersion because it offers the highest P.S as shown
in Fig. 7.15(A). In Fig. 7.16(B), we used the same PS standard deviation metric with
20 random requests and varied the number of services. The figure shows that as the

number of services increases, all approaches PS' standard deviations converge. This
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is due to the decrease of PS among most services as presented in Fig. 7.15(B). In
addition, PartialFlowComp has the least dispersion because it offers the highest P.S as
shown in Fig. 7.15(B).

Similar to consumers’ satisfaction, we leverage the information entropy to assess the
global providers’ satisfaction (see Section 7.4.2.4). As aforementioned, a lower en-
tropy value means a lower disorder and a higher consistency in provider satisfaction
scores. We ran two experiments to assess the entropy score of providers’ satisfaction
by varying the number of (1) requests (see Fig. 7.17(A)) and (2) services (see Fig.
7.17(B)). We used Eq. 7.6 to measure the entropy of providers’ satisfaction. In both
experiments, both Baseline-Matching and Priority-Matching approaches have lower
scores of entropy than PartialFlowComp. This may be explained by the fact that most
providers’ satisfaction scores using both approaches are closer to zero, unlike Partial-
FlowComp. Moreover, the low score of EnergyFlowComp approach demonstrates that
not only does it offer a higher satisfaction compared to both Baseline-Matching and
Priority-Matching but also the satisfaction score is highly consistent among providers.
Additionally, PartialFlowComp has the highest score as services increase, but it con-
verges when requests increase. This shows that PartialFlowComp does not guarantee
equal individual satisfaction for providers when the available services are higher than

the required energy. This may be addressed in future work.
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7.5.2.5 Computation Efficiency Evaluation

The last set of experiments evaluated the computation cost of all approaches. Fig. 7.18
shows the average execution time of each approach. The execution time for all ap-
proaches increases as the number of requests/services increases. Intuitively, the more
requests/services available, the more processing is required to match these requests to
services. Moreover, PartialFlowComp has the highest computation cost as it considers
services and requests that partially match. Recall that PartialFlowComp results in a

more connected network that requires more processing (see Fig. 7.7).
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7.6 Conclusion

We proposed a novel spatio-temporal service composition framework for sharing loT
energy services among consumers. We designed a service model for [oT energy ser-
vices that aggregate the wearable-based harvested energy per energy proxy. The ag-
gregated energy will be stored in an energy container (i.e., a smartphone’s battery).
Energy services are delivered to consumers through wireless power transfer channels.
The proposed framework aims at fulfilling the requirements of multiple energy re-
quests. We reformulated the problem of spatio-temporal service composition to pro-
vision multiple energy requests as a matching problem. We designed and developed
two composition approaches that efficiently provision multiple IoT energy services to
accommodate multiple energy requests. We conduct a set of extensive experiments
to assess the effectiveness and efficiency of the proposed framework. Managing the
energy storage limitation and the dynamic behavior of energy usage will be the focus

of our future work.



CHAPTER 8

Recommendation-based Crowdsourcing of Energy Services

8.1 Introduction

Typically, the dynamic nature of the crowdsourced energy environment may severely
affect the balance between available and required energy services within a microcell.
The imbalance between energy demand and supply within a microcell may impact
the sustainability of the energy crowdsourcing ecosystem [48][39][14]. We define the
microcell supply as the total available energy in the microcell within a given period.
Similarly, we define microcell demand as the total requested energy in the microcell.
The imbalance between energy supply and demand may result in oversupplied and
undersupplied microcells. Excess energy services may be wasted in oversupplied mi-
crocells. Concurrently, undersupplied microcells may not fulfill consumers’ energy
requests. This disparity can adversely affect the efficiency and sustainability of an

energy crowdsourcing ecosystem.

Existing research addresses the problem of energy service imbalance by proactively
planning for when and where consumers can request energy [39]. Planning ahead
enables consumers to avoid undersupplied areas. However, this approach assumes,
which may not always be true, that consumers will always have at least one microcell
in their path with available energy to share. Another proposed solution is to use an
incentive model to encourage providers to change their modes of transportation to go
to undersupplied areas [96]. Nevertheless, incentivizing providers to change their route
may incur higher reward costs. Moreover, it is challenging to convince providers to

change their preferred route solely for the purpose of service provisioning.
163
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We propose a novel recommendation-based framework to crowdsource IoT energy
services. Our approach balances under-supplied microcells by recommending an op-
timal provisioning plan that aligns with the spatio-temporal preferences of providers.
The framework distributes energy providers to demanding microcells according to the
provider’s spatio-temporal preferences. Intuitively, considering providers’ preferences
may reduce their resistance to go to a recommended microcell. Reducing resistance
results in a lower incentive cost [96]. Hence, we focus on fulfilling microcell energy
demands by recommending the best available providers. The best providers are de-
termined by (i) the amount of energy they can offer, (ii) the alignment of their spatial
preferences with microcell locations, and (ii1) the alignment of their temporal provi-
sioning preferences with microcell time-constrained energy demands. The alignment
of providers’ spatio-temporal preferences with the spatio-temporal energy demands of
microcells minimizes the cost of incentives while effectively fulfilling the energy de-
mand. Therefore, we propose a new mobile energy service model that captures the
spatio-temporal preferences of providers based on their mobility patterns. The main

contributions of this chapter are as follows:

e A novel mobile energy service model that captures the provider’s dynamic
spatio-temporal provisioning preferences.

o A multi-objective recommendation framework to maximize the energy fulfill-
ment across the city and minimizes the cost of providers’ rewards.

e A heuristic-based approach to select the optimal providers for the under-

supplied microcells.

8.2 Motivating Scenario

Assume a smart city, e.g., Sydney, is divided into four confined areas (i.e., micro-
cells) such as coffee shops and restaurants (see Fig. 8.1(A)). Each microcell has users
with 10T devices capable of transmitting and receiving energy through wireless char-

ging technologies such as Powercast'. IoT users can request energy services as energy

lpowercastco.com
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consumers or advertise their energy services as energy providers. All energy advert-
isements and requests are submitted to an [oT coordinator within the microcell (e.g.,
a router at the edge). Each microcell has energy demand at a specific period ¢ (see
Fig. 8.1(C)). The energy demand of a microcell may be estimated using its visitors’
energy history records [164]. A centralized super loT coordinator located in the cloud
aims to fulfill the city’s energy demands. The super IoT coordinator has prior know-
ledge of energy providers and their mobility patterns (see Fig. 8.1(D)). The providers’
movement and provisioning estimations can be computed using their history in the city
[39]. We assume that providers may have a set of preferred microcells to visit at time
t. These places are determined to be frequently visited microcells based on the mobil-
ity patterns of the providers. The super 10T coordinator seeks to proactively fulfill the
energy demands in the city by using incentives to encourage and recommend providers
to the undersupplied microcells. We assume that an effective incentive model ensures
that providers follow the recommendations [165]. Providers will use these rewards to

request energy when they act as consumers.

There are several possible solutions to assign providers to microcells. The first recom-
mendation approach may assign providers by suggesting the most demanding micro-
cell for energy providers. For example, in Fig. 8.1, P, is recommended to go to the
cinema microcell, as the cinema has the highest energy demand among all microcells.
This approach may perform well in fulfilling energy demands and utilizing available

energy services. However, it ignores the energy provider’s preferences, i.e., the cinema
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is the second preference of P;. This may result in recommending a microcell outside
the spatial preferences of the providers. Consequently, energy providers may resist
going to the recommended microcell. The possible resistance of providers may result
in a higher reward cost. A better recommendation approach is to utilize the spatio-
temporal provisioning preferences of the providers. For example, in Fig. 8.1, P, will
be recommended to go to the cinema microcell. The limited energy services and con-
straints of providers’ preferences represent challenges for efficiently provisioning IoT
energy services. We reformulate our service provisioning problem as a multi-objective
time-constrained optimization problem, i.e., (1) maximize the fulfillment of micro-
cells’ energy demand, and (2) minimize the cost of rewards offered to providers to go

to a microcell.

8.3 Preliminaries

To formalize the problem, we use the following definitions. We adopt the definitions

of energy services from [25].

Definition 1: IoT Energy Service (£.5). An IoT energy service £'S captures the asso-

ciated attributes of an energy service. It can be formally defined as a tuple E'S(id, oid, F, Q).

e id is a unique 10T energy service ID.

e 0id is a unique ID for the owner of the IoT device.

o ' = {fi,..., fu} is the set of service functionalities provided by the ToT
device.

o Q={q,q,...,q,} is atuple of the energy service’s Quality of Service (QoS)

properties.

Definition 2: IoT Energy Quality of Service (QoS) Attributes The QoS attributes
provide additional information regarding the energy service. It allows energy con-
sumers to distinguish between crowdsourced IoT energy services [25]. It can be form-

ally defined as a tuple (loc, st, et, ae).
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loc represents the location of the energy provider.

st is the start time of the crowdsourced energy service.

et is the end time of the crowdsourced energy service.

ae is the available energy to be provided by the 10T energy service.

Definition 3: Provider Mobility Pattern (MP). A mobility pattern M P captures the
frequent spatio-temporal sequence of an IoT user during a daily routine [166]. There-

fore, the mobility pattern M P can be formally defined as a tuple M P(T'S, LOC).

o T'S = {ts1,tss, ..., ts, } refers to the sequence of timestamps.
o LOC = {locy,locy, ..., loc, } is the sequence of corresponding location under

a certain timestamp ts;.

Definition 4: Mobile Energy Service (MES). A mobile energy service M E S cap-
tures the spatio-temporal preference of a provider and the available energy amount to
share within a specific time interval. Thus, the mobile energy service M E'S can be

formally defined as a tuple M ES(PT, ES, M).

o PT = {ty,ts,...,t,} is the set of time intervals for energy provisioning.

o S ={esy,esy, ..., es,} is the set of corresponding available energy services
for each time interval.

o M, = {my,ma,...,my} is the set of possible microcells that the energy pro-

vider p regularly visit.

Definition 5: City energy Demand model (CD). The city energy demand model
CD captures the energy demand of all microcells in the city within a specific time
interval ct. Therefore, the city energy demand model C'D can be formally defined as

CD(ct, M,, D;).

e ct is a time interval in the smart city.

e M. = {my,...,m,} is the set of microcells in the smart city c.
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e D = {dy,...,d,} is the amount of energy demand for each microcell within

ct.

Definition 6: Rewards Model (RM). We extend the incentive model presented in
Chapter 3 to consider the provider’s spatio-temporal preferences in calculating the
provisioning rewards. The reward model RM determines the amount of reward rwd
given to an energy provider P to motivate them to go to a microcell within a certain
time interval. The IoT coordinator at the city level gives rewards. We assume that
the system limits the amount of requested energy by consumers. As an energy pro-
vider may later become a consumer, they can utilize the earned rewards to increase the
limit of requested energy. As previously mentioned, providers may have a preferred
set of microcells to visit. These microcells may be ranked based on the provider’s
preferences, 1.e., convenience, experience, etc. Hence, the 10T coordinator at the city
level may have to pay a higher reward to assign an energy provider to a less preferable

microcell. Thus, the energy provider reward can be defined as the following:

rwd(es;, mg, t;) = es;.ae/ Rate x Pref Rank(my,t;) (8.1)

where rwd represents the reward of changing the behavior of provider P, at a time
interval ¢;, es;.ae is the available energy service of provider F, at time interval ¢;, Rate
is a value determined by the 10T coordinator at the city level that reflects the credit of
providing a certain amount of energy, Pre f Rank is a function that retrieves the rank
of the provider preference for a given microcell my, at a time ¢;. PrefRank value
varies from [1-n] where 1 refers to the most preferred microcell, and n represents the

least preferred microcell.

We use the following assumptions to formulate the problem.

e Providers’ energy size is fixed during composition.
e Providers’ mobility patterns are given by estimating their historical records [167].
e Providers will follow the recommendation.

e Providers and consumers have fixed locations at the time interval (¢).
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e There is no energy loss in sharing. As the technology matures, we anticipate
that the devices will be able to share more energy, and the energy loss of
sharing will become minimal [24].

e The exact amount of required energy for each microcell is given.

e The allocated energy for a microcell will be completely utilized, and allocat-
ing it to the available requests is out of the scope of this study.

e A reward system incentivizes providers to offer their service.

e A trust framework is used to preserve the privacy and integrity of the IoT

devices [168][21].

8.3.1 Problem Definition

Given a city demand model C'D with k microcells and n energy providers’ energy
services and mobility patterns in a time interval . The 10T coordinator utilizes the
providers’ services and mobility patterns to define mobile energy services MES =
{MES;, MES,, ..., MES,}. The 10T coordinator at the city level uses the MES to
assign the providers’ services to microcells in demand. The recommendation approach
aims at maximizing the energy fulfillment F'R? across microcells while minimizing the
cost C of the reward model RM . We transform the problem of recommendation-based

energy provisioning into a time-constrained resource allocation problem as follows:

Mazimize FR(MES,CD,t)
Minimize C(MES,CD,t) = erd(esi,mk,ti)
i=1

Subjectto MES;.t; C ct (8.2)
Where VMES; € MES,
MES; 1; is the provisioning time of the 4™ mobile

energy service
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FIGURE 8.2. Recommendation-based energy services framework

8.4 Recommendation-based Energy Services

Framework

As previously stated, our framework will be managed by a centralized super IoT co-
ordinator in the city. Assume we have a set of IoT energy providers in a smart city,
P =P, P;,..., P, and a set of all microcells energy demand across the city within the
same time interval t, D = dy, ..., d,,. The super loT coordinator aims at maximizing the
energy fulfillment across the microcells while minimizing the cost of rewards within a
time interval ¢ using our proposed recommendation-based energy services framework
(see Fig. 8.2). The framework is divided into four phases: (1) Mobility patterns ex-
traction, (2) Mobile energy services modeling, (3) Heuristic-Based Recommendation,
and (4) Recommendation assessment. The framework takes as input the providers’ en-
ergy service, providers’ movement history, and the city’s energy demands. In the first
phase, the super 10T coordinator will extract the mobility patterns of providers from
their history. In the second phase, the super IoT coordinator will model the mobile en-
ergy services based on their energy services and mobility patterns. In the third phase,
providers will be recommended to microcells based on the demand in these microcells
and the providers’ provisioning preferences. The super 10T coordinator will assess the
resulting recommendation in the last phase. In the following subsections, we discuss

each phase in detail.
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8.4.1 Mobility Patterns Extraction

Users’ mobility patterns (M P) are needed to identify the preferred locations and times
for providers to visit at the city. The mobility patterns of providers may be extracted
from their movement history in the city. In this phase, the super IoT coordinator ex-
tracts the provider’s spatio-temporal preferences by statistically analyzing the mobility
pattern using the Prefix-Projected Sequential Patterns Mining (PrefixSpan) [169]. Pre-
fixSpan is a sequential pattern mining technique that discovers frequent sub-sequence
patterns from a large sequence database. The set of frequently visited locations and
time intervals for a provider will be assigned as a sequence of timestamps (7'S) and as

a sequence of corresponding locations LOC under each timestamp (see Definition 3).

8.4.2 Mobile Energy Services Modelling

The goal of this phase is to capture providers’ spatio-temporal mobile patterns and
provisioning preferences to define the Mobile Energy Services set (M ES) within a
time interval ¢ as described in Definition 4. The super IoT coordinator will utilize the
extracted mobility patterns from the previous phase to define a set for each provider.
The set of frequently visited locations and time intervals for a provider will be assigned
as the set of regularly visited microcells ()/,) and the provider’s time preferences for
energy provisioning (P71’ ) of the mobile energy service (see Definition 4). Then, the
energy services ES will be filtered based on their time interval (i.e., st and et) and
available energy ae. An energy service will be selected if (1) its time interval falls
with ¢, and (2) its available energy ae is larger than 0 mAh. The set of energy services
that a provider may offer over time will be defined as £'S of the mobile energy service

where each energy service es; is offered on time ¢; at location m;.

8.4.3 Heuristic-Based Recommendation

This phase leverages our proposed Heuristic-Based recommendation approach (H B)

to recommend undersupplied microcells to providers to offer their services. The H B
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Algorithm 8.1 Heuristic-based Recommendation Algorithm

Input: MES, CD /| MES is the set of MES in time interval ¢, C'D is the city de-
mand model in time interval ¢

Output: Rec // Rec is the set of recommendations for every provider in the form of
(P, m) in time interval ¢

1: Rec=1)

2: k =length(CD.M)

3: n = length(MES)

4: sSMES + sort(MES;es;.ae : descending)

5: sSCDM,sCDD < sort(CD.M,CD.D;d : descending)
6: for i <— 1 ton do

7 minder = —1

8: for j < 1tokdo

9: if sCDD[j] > OandsCDM]|j] € sM ES[i].M, then
10: mlindex < j
11: BREAK
12: if mIndexr == —1 then mIndex < 1
13: Rec.add((P;, sC DM, 1ndex))
14: if sCDD[mIndex| > sMES[j].es.ae then
15: sCDD[mIndex]— = sMES|[j].es.ae
16: else
17: sCDD[mIndex| =0

18: sCDM,sCDD <« sort(sCDM,sCDD;d : descending)
19: return Rec

algorithm takes as its input the defined mobile energy services M ES of all providers
and the city energy demand model at time ¢. The [ B algorithm outputs the recom-
mended microcell for each provider Rec. Our proposed algorithm aims to align the
energy demands across microcells to the providers’ spatio-temporal preferences. This
alignment may result in maximizing the fulfillment of energy demands while minim-

izing the cost of rewards.

Algorithm 8.1 presents the pseudocode of the heuristic-based recommendation al-
gorithm. First, the recommendation list is initialized (Line 1). Then, the number of
microcells and mobile energy services are computed (Lines 2-3). MES is then sorted
in descending order based on the amount of available energy ae at time ¢ (Line 4). Line
5 sorts in descending order the microcells and their corresponding demands based on

the size of the energy demand. For each mobile energy service, the algorithm aims to
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find the most demanding microcell in the provider’s spatial preferences (Lines 8-11).
If none of the microcells matches the provider’s preferences, the algorithm assigns the
provider to the most demanding microcell in the smart city (Lines 12-13). The corres-
ponding microcell demand is updated once a provider is assigned to a certain microcell
(Lines 14-17). Subsequently, the microcells and the corresponding demands will be
sorted again to be used in the recommendation of the following mobile energy service

(Line 18). Line 19 returns the recommended microcell for each provider Rec.

8.4.3.1 Complexity Analysis

The time complexity of the proposed algorithm can be estimated based on the number
of providers n, the number of microcells m, and the number of preferences for each
energy provider. Given that a provider may have, at maximum, all microcells in their

preferences m, the time complexity of the algorithm is O(nm?).

8.4.4 Recommendation Assessment

As mentioned previously, the framework aims to maximize fulfilling the energy de-
mands across microcells and minimize the cost of rewards. We rely on the following

metrics to evaluate the performance of our proposed algorithm.

o Fulfillment Ratio FR: We define the fulfillment ratio score to gauge the en-
ergy fulfillment across microcells. This score describes the ratio of allocated
energy services Al to total energy demand C'D.d across all microcells at time
interval ¢. For example, assume that a provider P; offers 1,365 mAh energy,
and they are assigned to a microcell with a 1,659 mAh energy demand. The
energy fulfillment score of the microcell is 1,365/1,659 = 0.87. The F'R score
ranges from 0 to 1, where 0 represents that none of the microcell’s energy de-

mands were fulfilled, and 1 represents that all microcell’s energy demands
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have been fulfilled. We use the following equation to determine F'R:
n k
FR(MES,CD,t) =Y Al;/Y CD.d, (8.3)
i=1 j=1

where Al; refers to the allocated energy by provider P; to a microcell m;,
d; is the microcell m;’s energy demand, k represents the number of micro-

cells, and n represents the number of providers at time interval £.

e Rewards Cost C: The cost score measures the expense of motivating pro-

viders to offer their services at the recommended microcells using our reward
model. The cost score determines the reward amount to be paid to providers.
An expensive recommendation plan is reflected by having a higher score.
Contrarily, a lower cost score indicates a less costly recommendation plan.

We use the following equation to determine the C":

C(MES,CD,t) =Y rwd(MES;.es;, CD.my,t) (8.4)

i=1
where rwd refers to the reward given to the energy providers when they
are assigned to a certain microcell my, rwd is computed using Eq. 8.1, n
represents the number of energy providers in the system at time interval ¢.
Energy Usage E'U The energy usage EU assesses the effectiveness of our
approach in allocating and leveraging the available energy services. FU rep-
resents the ratio of the allocated energy services Al to all the available services
MUES,s at time interval ¢. The score ranges from 0 to 1, where 0 represents
that none of the available energy is allocated to the microcells, and 1 rep-
resents that all available energy has been completely allocated. We use the

following equation to determine the EU:

EU(MES,CD,t) =Y _Al;/> MES;.es;.ae (8.5)
=1 =1
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where Al; refers to the allocated energy service by provider P;, ae is the
available energy service offered by the provider, n refers to the number of

available energy providers in the city at time interval ¢.

8.5 Evaluation

We compare our proposed Heuristic-Based recommendation (/ B) approach with two
greedy recommendation approaches (i.e., Energy-Aware Recommendation (£ A) and
Preference-Aware Recommendation(P A)). E A recommends to providers the most de-
manding microcells regardless of the providers’ spatial preferences. In contrast, PA
recommends to providers their most preferred microcells regardless of the microcells’
energy demands. Additionally, we compare our approach with a state-of-the-art re-
source Allocation algorithm based on Genetic algorithms (G A). GA is a modified
Non-dominated Sorting Genetic Algorithm II (NSGA-II) [170]. NSGA-II extends the
traditional genetic algorithm to solve multi-objective optimization problems. Recall
that the objectives of our framework are to maximize the energy fulfillment ratio F'R
across microcells and minimize the cost of rewards C'. We ran a set of experiments

with different settings to evaluate the effectiveness and efficiency of each approach.

8.5.1 Dataset Description

We used a real dataset from the developed app in [6]. This app records the wire-
less energy-sharing process occurring via coils linked to a pair of smartphones. Users
can request energy services from nearby devices based on capacity (e.g., 500 mAh)
or duration (e.g., a 15-minute charge). The dataset contains records of energy trans-
fers between provider and consumer smartphones, with details such as provider 1D,
consumer ID, transaction date and time, energy service quantity, request quantity, and
transfer duration. The energy dataset generates QoS parameters for energy services
and requests. For instance, the wireless charging transfer amount in mAbh is applied

to determine the requested/provided energy quantity. Moreover, the energy dataset is
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utilized to establish the completion time for each request or service. Due to the lim-
itations of the current technology, the amount of transferred energy between devices
is small. Therefore, we had to scale up the services/requests size. As a result, the
size of the services/requests was scaled up between 200 mAh and 500 mAh. In ad-
dition, the energy demand of each microcell was computed as an aggregation of the
energy requests located in that microcell. Hence, the energy demand in each microcell

1s between 1,000 mAh and 2,000 mAh.

We augmented the energy sharing dataset to mimic the crowd’s behavior across mi-
crocells using Foursquare, a geo-tagged real social dataset [166]. The microcells’
locations were defined from the available venues in the dataset. Moreover, the spatio-
temporal mobility patterns of the energy providers within a city were defined from the
users’ history in the dataset. The dataset consists of check-in records of the platform
users in New York City. There are 227,428 records in the dataset. The dataset is con-
tains data from April 2012 to February 2013. The attributes of the records are user
ID, venue ID, venue category ID, venue name ID, time, and latitude and longitude
of the venue. We used the user records between April 2012 to June 2012. We also
removed users with fewer than fifty days of records within that period as they do not
have enough history to define their mobility patterns [169]. We used the remaining
users as the energy providers and extracted from their history the providers’ mobility
patterns using PrefixSpan [169]. We used a minimum support threshold of 50% of
the users’ records. For the sake of simplicity, we assumed that all mobility patterns
are aligned into a unified time interval (e.g., 24 hours). The time interval is further
partitioned into a set of smaller intervals based on the length of the mobility patterns.
For example, within the first time interval ¢;, the first element of a provider mobility
pattern consists of a set of possible microcells that they may visit. To define the rank
of the spatio-temporal preferences of an energy provider, we ranked the set of micro-
cells based on their frequencies in a user’s history, i.e., the most frequent microcell
in a user’s records at a given time is the most preferential microcell of the provider.

We ran a total of 12,000 experiments. In each run, the energy providers’ mobility
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TABLE 8.1. Experiments
Variables

Variables Value
Check-in records in Foursquare dataset | 227,428
Number of users extracted from dataset | 34
Average check-in records for each user | 275

Number of providers 5-30

Number of microcells 5-30

Amount of services 200-500 mAh

Amount of requests 1000-2000 mAh FIGURE 8.3. Wireless En-

ergy Dataset Collection Ex-
periment Using the App
Developed by [5]

patterns were selected randomly from the Foursquare dataset. Table 8.1 presents the

experiments’ parameters and the datasets’ statistics.

8.5.2 Evaluation of the Recommendation Framework

We ran five experiments to determine the effectiveness, and efficiency for all approaches.
The experiments evaluated the approaches in terms of their fulfillment ratio, cost of
rewards, energy usage, the impact of responsive rate, and computation cost. We eval-
uated the approaches under different setups by changing the ratio between the number
of providers and microcells in the smart city in time interval ¢. The ratio gradually
increases from 0.33 to 2. In the first setup, we fixed the number of providers and
gradually increased the number of microcells. In the second setup, we fixed the num-
ber of microcells and gradually increased the number of providers. For each setup, we
repeated the experiments 1,000 times at each point. Then, we considered the average

value for each technique at each point.

8.5.2.1 Effectiveness Evaluation

The first experiment compares the energy fulfillment ratio /'R for all approaches. As
formerly mentioned, F'R represents the energy fulfillment across all microcells in a
time interval ¢. A higher F'R refers to a better fulfillment of microcells’ energy de-

mands across the city. The F'R is computed using Eq. 8.3. Fig. 8.4 depicts the F'R



178 8 RECOMMENDATION-BASED CROWDSOURCING OF ENERGY SERVICES

0.8 -=—Preference-Aware 0.5
Energy-Aware
206 Heuristic-Based 2 0.4
< -+GA g 0.3
204 g
£ £ o2 -#-Preference-Aware
Z 0.2 -\‘\_\ & Energy-Aware
bd — 2 01 & Heuristic-Based
0 0 ~GA
0.0 0.5 1.0 1.5 2.0 25 0.0 0.5 1.0 1.5 2.0 25
Microcells/Providers Providers/Microcells
FIGURE 8.4. Average 'R FIGURE 8.5. Average F'R
of different number of mi- of different number of pro-
crocells viders

of the four approaches when the number of providers is fixed, and the number of mi-
crocells increases. Generally, the /'R of all four approaches decreases as the number
of microcells increases. This observation is intuitively logical as the number of micro-
cells increases, the overall microcell demand in the city increases accordingly. Hence,
F'R declines as the number of microcells increases. Simultaneously, it is observed that
P A has alower F'R than all approaches because it only considers the providers’ first
spatial preferences regardless of the energy demand. Fig. 8.5 shows the 'R of the
four approaches when the number of microcells is fixed, and the number of providers
increases. In general, the /'R of all four approaches increases as the number of pro-
viders increases. This is due to the increase in the available energy by the increase
in the number of providers. Similar to the previous experiment, PA has a lower F'R
than all approaches because it only considers the providers’ first spatial preferences

regardless of the energy demand.

The second experiment compared the cost of the rewards (C') for all approaches. As
previously mentioned, using our reward model, the C' measures the expense of motiv-
ating providers to offer their services at the recommended microcells. A higher C' of
the approach indicates a less preferred recommendation among the energy providers.
The C' is computed using Eq. 8.4. Fig. 8.6 shows the C' of the four approaches when

the number of providers is fixed, and the number of microcells increases. Generally,
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the cost of the F'A approach is the highest as it does not consider the provider’s spa-
tial preferences in the recommendation. Thus, selecting a microcell that is not in the
provider’s preference is possible, which increases the cost of rewards. The PA ap-
proach has the lowest cost as it only considers the providers’ first spatial preferences,
which require minimum rewards. However, as shown in the previous experiment, P A
has the lowest F'R for the same reason. [ B has the middle cost as it considers both
the energy demand of the microcells and the providers’ preferences, making it more
expensive than P A but lower than F'A. Simultaneously, the cost of G A is the highest
among the four approaches. This can be due to the improper initialization of the ori-
ginal population or because GG A converges at some local optimum, which results in a
higher cost. Fig. 8.7 depicts C' of the four approaches when the number of microcells
is fixed, and the number of providers increases. Generally, the cost of all four ap-
proaches increases as the number of providers increases. As the number of providers
increases, the cost to incentivize the providers will increase accordingly. G A has the
highest cost as it either does not have a proper initialization or because G A converges

at some local optimum, which results in a substandard outcome.

The third experiment compared all approaches in terms of energy usage. As formerly
mentioned, the energy usage score (EU) represents the ratio of utilized energy services.
The EU of a time interval ¢ was computed using Eq. 8.5. Fig. 8.8 presents the
EU for all approaches when the number of providers is fixed, and the number of

microcells increases. Generally, EA, GA, and HB performed well as the number
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of microcell increases. This is because they aim to leverage all the available energy
to fulfill the energy demand. PA had the lowest score because it only considers the
providers’ first spatial preferences regardless of the available energy. Fig. 8.9 presents
the U of the four approaches when the number of microcells is fixed and the number
of providers increases. Typically, EA, GA, and H B perform well as the number of
microcells increases because they aim to leverage all the available energy to fulfill the
demand. For PA, EU decreases as the number of microcells increases because P A

only considers the providers’ first spatial preferences regardless of the energy demand.

The fourth experiment studied the impact of responsive rate in terms of LU and F'R
across the three approaches (i.e., PA, EA, HB). The responsive rate measures the
impact when only a percentage of the providers follow the recommendation. In the
experiment, we varied the responsive rate from 20% to 100%. All approaches behaved
similarly for KU and F'R as the allocated energy impacts them both. Thus we only
present the result in terms of £U. Fig. 8.10 depicts the EU across the three approaches
when we changed the responsive rate of the providers. Generally, all three approaches
showed a higher EU as we increased the response rate. However, FA and H B gener-
ally have a higher £U than PA. This observation is due to the design of the methods.
E A and H B are designed to prioritize energy fulfillment. Thus, their EU should be
higher than that of PA’s.
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8.5.2.2 Computation Efficiency Evaluation

The fifth experiment compares the execution time between the approaches. The exe-
cution time reflects the efficiency of the algorithm. A lower execution time indicates
a more efficient recommendation algorithm. Fig. 8.11 depicts the average execution
time of the four approaches on a logarithmic scale. The execution time increases as
the number of providers increases. When the number of providers increases, more
computation is required for the approaches to assign the providers. Simultaneously, it
is observed that G A spends a relatively longer time than the other approaches. This is

because G'A requires numerous rounds of crossover and mutation before it converges.

8.6 Conclusion

We proposed a recommendation-based framework to address the imbalance between
energy services and requests across microcells in a smart city. Our Heuristic-Based re-
commendation approach (H B) leverages providers’ mobility patterns and provision-
ing preferences to effectively assign them to undersupplied microcells. Experimental

results show that H B performs comparably to the genetic algorithm (GA) regarding
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energy fulfillment. However, H B has a relatively lower cost of rewards and com-
putational power than does GA. The proposed framework represents one of the first
attempts to address the incongruity between providers and consumers in the crowd-
sourced IoT energy environment. Future work may consider the probability of pro-

viders not following the recommendations.



CHAPTER 9

QoE-based Energy Services Composition

9.1 Introduction

Super-providers typically focus on ensuring that customers keep coming back to their
businesses. Their revenue is usually directly related to foot traffic [52]. Customer sat-
isfaction is therefore paramount as a strategy to either maintain or increase the business
target revenue [51]. A key objective is ensuring customers have the best experience. In
this chapter, we propose to use energy sharing as a key ingredient to provide customers
with the best quality experience when visiting the business. For example, a case study
showed that "Sacred", a cafe in London, had a noticeable increase in foot traffic after

installing wireless charging points'.

We define a Quality of Experience (QoE) metric to represent the level of satisfaction
across energy consumers over a period of time in a specific microcell. Note that QoE
is different from Quality of Service (QoS). QoE uses QoS as a base to express sat-
isfaction with a service over a period of time. QOoE has traditionally been used in
domains that assess how users perceive a service [88][171][91]. Our proposed envir-
onment requires the use of a different type of QoE. In particular, we identify three
aspects that shape the new QoE definition: (1) crowdsourced environment resources
are usually limited and cannot fulfill all consumers’ requirements. Hence, assessing
consumers’ satisfaction should consider the limited available resources. Energy ser-
vices may be provided partially due to the limited resources and the shareable nature of
energy services, e.g., a single service may be split into smaller services and provided

1

air-charge.com
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among multiple consumers. In a limited resource environment, consumers’ experi-
ence with partial services differs from their experience with complete services. (3)
Consumers’ satisfaction with energy services will indirectly impact their experience
with the super-provider’s microcell.  Therefore,our research focuses on the super-

provider’s perspective of QoE.

Assessing the QoE from a super-provider’s perspective usually entails measuring the
aggregated satisfaction of consumers over time. Consumer’s satisfaction is defined as
meeting or exceeding a set of expected service goals [172]. In this context, we define
consumer satisfaction as receiving the requested energy or part of it. We focus on
optimizing the QoFE by efficiently provisioning and fulfilling the consumers’ energy

requirements.

The limited energy availability is a key challenge that may hinder the super-provider
from optimizing the consumers’ QoE [24]. For instance, an energy consumer might
not find their requested energy at a certain time in the microcell, resulting in an un-
satisfying experience. In this context, using traditional resource allocation algorithms
may incur uneven energy sharing for some consumers. Therefore, we propose a QoE-
driven service provisioning framework to satisfy energy consumers in a crowdsourced
IoT environment. The framework requires prior knowledge of providers’ temporal
preferences and the microcell energy demands. The proposed framework leverages
the shareable nature of energy services to split the energy between consumers if the
required energy is more than the available energy [25]. Intuitively, the super-provider
may prefer offering part of the required services to all consumers than offering it to
some. Hence, we propose a heuristic Partial-Based (PB) approach which splits ser-
vices among consumers in the case of low energy availability. Another possible solu-
tion is to leverage flexible providers that offer services on multiple time slots by alloc-
ating their services to the most demanding slots. Intuitively, this may ensure a better

distribution of the available services. Therefore, we additionally propose a heuristic
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Demand-Based (DB) approach. The DB approach extends the PB approach by pri-

oritizing allocating services based on the highest demanding time slots. The main

contributions of this chapter are:

e A novel Quality of Experience (QoE) model for crowdsourced energy ser-

vices.
e A framework for QoE-driven composition of [oT energy services.
e An experimental analysis with two implementations of the proposed QoE-

driven energy composition framework.

9.1.1 Motivating Scenario

We describe a scenario in a confined place (i.e., microcell) where people congregate,
e.g., cafes and restaurants (see Fig. 9.1(A)). Each microcell may have several loT

devices acting as energy providers or consumers (see Fig. 9.1(B)). The super-provider
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aims to leverage the crowdsourced energy services to enhance the consumers’ experi-
ence. We assume all local energy services and requests are submitted and managed at
the edge, e.g., a router in the microcell (see Fig. 9.1(B)). We assume that the super-
provider offers incentives to encourage energy sharing in the form of credits. These
would be used to receive more energy when (the providers act as consumers in the
future [24]. We assume the super-provider has a prior knowledge of the Microcell En-
ergy Demand (MED) in the microcell over a period of time (T) (see Fig. 9.2(A)). The
MED may be estimated based on previous history [39]. The MED is represented in
terms of the requested energy in each time slot, e.g., 700 mAh at time slot ¢;. The
granularity of the time slots can also be estimated based on the previous history of the

microcell [24].

We also assume that the super-provider has prior knowledge of the providers’ prefer-
ences regarding time and energy service attributes. An incentive model is employed to
predict the energy available for consumption. For instance, provider 1 in Fig. 9.2(A)
wants to offer the energy service S1 with 500 mAh at time ¢;. In another example,
provider 2 wants to offer S2 at time slots ¢y, to, or t3. We assume the provider would
stay for the full-time slot. We also assume that the provider’s service amount is fixed
and can be split among multiple time slots. For instance, provider 2 may share part
of their service S2 on ¢4, e.g., 300 mAh, and the other part at ¢, or t3. We also as-

sume that a single energy provider may share their spare energy with multiple energy
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consumers within a specific time. The super-provider uses rewards to encourage pro-
viders to share energy. Rewards may come in the form of stored credits to providers.

A provider receives a reward based on an incentive model as presented in Chapter 3.

The super-provider will allocate services to time slots to serve as many consumers
as possible to maximize their quality of experience in the microcell. However, it is
challenging to fulfill multiple energy requirements with limited energy services [24].
For example, in Fig. 9.2(A), the total energy demand (3 R) is 3,200 mAh. The
total available energy services (> S) is 2,300 mAh. The available services may fulfill
71.9% of the energy requests, which cannot be fully provisioned with the temporal
constraints of services and requests. Therefore, satisfying all consumers with their

under-provisioned requests is more challenging.

Fig. 9.2(B) presents the outcome of a greedy FCFS, i.e., first come first served, al-
location strategy for the available energy [95]. In greedy, the time slots and services
will be scheduled based on their start time. For instance, in Fig. 9.2(A), even though
S2 can be offered in ¢4, ¢5 and t3, S1 will be allocated to ¢; because it comes first in
terms of time. The greedy strategy does not leverage the shareable nature of energy
services or the providers’ flexibility which may affect the energy allocation efficiency
and impact the consumers’ experience. Therefore, the greedy strategy may not fit well
in this context. For example, in Fig. 9.2(B), the greedy-based approach could only
fulfill 1,300 mAh from the total demand, equivalent to 40.6%. Moreover, the total
number of consumers (Y C) in Fig. 9.2(A) is 14. The greedy approach could offer
energy to seven consumers, which is equivalent to 50%. In this context, we consider
the size of fulfilled requests and the number of fulfilled consumers in assessing the
quality of experience. In this example, using the greedy approach resulted in 45.3% of

consumers’ QoE.

Allocating the limited available energy with the time constraints of both services and
requests represents critical challenges for efficient and QoE-aware provisioning of [oT
energy services. We propose a framework to compose the energy services to max-

imize the consumers’ experience. Our framework leverages the providers’ flexibility
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and shareable nature of energy services to allocate services and optimize the QoE

efficiently.

9.2 Preliminaries

We consider the scenario of energy sharing in a microcell M during a time interval 7.
T is divided into a set of {¢1, ..., t,, } where t; is a predefined time period, e.g., one hour.

We use the below definitions to formalize the problem.

Definition 1: Energy-as-a-Service (EaaS). We adopt the definition of FaaS in [25].
An energy service (EaaS) is a tuple of < FE,q, Epiq, F, Q >, where E;q is an energy
service ID, E,,, is a provider ID, F' is the function of sharing wireless energy, () is a

set of non-functional (Q0S) attributes, including:

e p,. 1s the amount of energy shared by the provider.
® D 1s the location of the energy provider < z,y >.

e p, is the set of time intervals < ¢, t. > a provider may offer their energy.

Definition 2: Energy Service Request (ER). We adopt the definition of ER presented
in Chapter 3. An F'R is a tuple of < Fjy4, F.q, F, QR >, where F'R;d is an energy
request ID, E.;4 is a consumer ID, F'is the function of receiving energy wirelessly by

an IoT device, QR is a set of non-functional attributes, including:

e ¢, is the amount of requested energy.
® ¢, 1s the location of the energy consumer < z,y >.

e ¢, is the time interval < ¢,,?. > of requiring energy.

Definition 3: Microcell Energy Demand MED. MED is the total amount of re-
quested energy during a time interval 7' (see Fig. 9.2). T'is divided into time slots. We
define MED by aggregating the amount of required energy per time slot. Therefore,
the definition of MED = {t,, 1o, ..., t,} where t is a tuple of < d, rwd, re,nc, ER >.

Here d is a predefined time in the time interval of the microcell 7, e.g., [9:00 a.m.
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-10:00 a.m.]. rwd is the reward of providing the required energy re. We compute rwd
using the incentive model presented in Chapter 3. We assume the super-provider will
use the microcell history to compute the energy demand in advance. nc is the number
of consumers in the microcell at time slot ¢. £'R is the set of available requests in the

microcell at time slot ¢.

Definition 4: Quality of Experience (QoE). (QoF is an objective function to measure
consumers’ satisfaction with energy provisioning in a microcell M within a predefined

time interval T'. The function definition is:
QoE(M)=F(T,ES, MED) 9.1)

where £S is the set of energy services and MED is the microcell energy demand.

9.2.1 Problem Definition

Given a set of n energy services £S = {FaaSi, FaaSs, ...., FaaS,} and a set of m
energy requests ER = {ER;, ER,, ...., ER,,} in a microcell M. The super-provider
advertises the microcell energy demand MED. Energy providers register their ser-
vices in terms of (1) the amount of energy p,., and (2) the time slots ¢; to offer their
services. The super-provider uses the providers’ preferences to allocate their services
to time slots. The allocation approach aims to fulfill the maximum requests and max-
imize the QoE. We formulate the service composition problem to a time-constrained

optimization problem as follows:

e Maximize QoE(M) = F(T,ES, MED),

subject to:

o {;,.re > 0foreacht;, €T,
o FaaS;.P, C t;.d for each EaaS; € £S.
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where P, is the time interval < t,,t. > a provider of FaaS; may offer their energy,
t;.d is the duration of a time slot ¢ in the time interval of the microcell T, and ¢;.re is

the required energy re at time slot .

The composition’s goal is to allocate the available energy services to time slots effi-
ciently. The objective function attempts to assign energy services according to their
spatio-temporal features optimally, providers’ preferences, and required energy in time
slots. The spatial aspect of energy service focuses on a geographical cell. The temporal

aspect focuses on the times of energy service provisioning.

We use the following assumptions to formulate the problem:

e Providers’ energy size is fixed during composition.

e Providers are available in all their selected time slots.

e Providers may offer partial services to multiple consumers simultaneously.

e Consumers’ time windows do not overlap with time slots.

e Providers and consumers have fixed locations during energy sharing.

e The microcell has multiple providers and multiple consumers.

e There is no energy loss in sharing. As the technology matures, we anticipate
that the devices will be able to share more energy, and the energy loss of
sharing will become minimal [24].

e The exact amount of required energy for a microcell is given [164].

e A reward system incentivizes providers to offer their service.

e A trust framework is used to preserve the privacy of IoT devices [49].

9.3 Quality of Experience Model

The Quality of Experience (QoE) in a microcell is measured based on the number of
satisfied consumers and the amount of fulfilled requests. Recall that the time interval
of the microcell is divided into time slots. Therefore, QoE for each time slot ¢; will be

computed using the following attributes:
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e Satisfaction Ratio: We define the Satisfaction Ratio (SR) as the number of
consumers who received their requested energy or part of it. We compute SR

per time slot ¢ as follows:

{ER € ER | ER is completed & ¢, € d}|

SR = ER|

9.2)

where ER is the set of all requests in time slot ¢, |.| is the cardinality of the
set, ¢; is the request time, and d is the time duration of ¢.

e Fulfillment Ratio: The satisfaction ratio is not enough to measure QoE. For
example, if we have a set of energy requests in mAh ER= {10, 20, 20, 70},
serving the first three consumers is not equal to serving the last three due to
the different amount of requested energy. Therefore, we define the Fulfill-
ment Ratio (FR) based on the percentage of fulfillment for each request. We

compute ['R per time slot ¢ as follows:

Received_FEnergy;
R = 9.3
d Z < Requested_ Energy) ©-3)

where n is the number of all energy requests in ¢, and w; is the weight of the

request over the total amount of requested energy in t.

Quality of Experience: As previously stated, We define the QoE in a microcell based
on the satisfaction ratio SR and fulfillment ratio 7R of each time slot ¢. Therefore,

we compute the QoE (M) as the following:

QoE(M (Z SR; x @) (1—a) (Z FR; x %) (9.4)

where m is the number of time slots in the microcell’s time interval 7. SR, is the
satisfaction ratio of a time slot computed by Eq. 9.2. j3; is the weight of a time slot ¢,
which is its number of consumers over the total number of consumers in 7. FR; is
the ratio of the fulfillment of the time slot computed by Eq. 9.3. ~; is the weight of a

time slot ¢;, which is its total required energy over the total required energy in 7. « is
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FIGURE 9.3. Quality of experience driven service composition frame-
work

a user-defined weight between zero and one to define the weight of SR; and FR; in

QoF.

9.4 Quality of Experience Framework

We introduce a quality of experience composition framework for managing energy
services to enhance consumers’ QoE (see Fig. 9.3). The framework is divided into
three phases: (1) Microcell energy advertisement, (2) Composing energy services,
and (3) Quality of experience assessment. In the first phase, the super-provider will
advertise the microcell’s energy demand and receive providers’ preferences. In the
second phase, the super-provider will compose energy services to maximize the QoE.

In the last phase, the super-provider will assess the QoE for the resulting composition.

9.4.1 Microcell Energy Demand Advertisement

In this phase, the super-provider computes the reward for each time slot based on
the amount of required energy using the incentive model in Chapter 3. Then, the

system will announce the required energy and rewards for the whole microcell using
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Definition 3. Energy providers will register based on their preferences regarding their

energy amount and the time slots during which they will be available (see Fig. 9.2).

9.4.2 Energy Services Composition

This phase aims to compose energy services to maximize the QoE. We propose two
heuristic approaches to compose energy services: Partial-Based (PB) and Demand-
Based (DB). The PB composition is inspired by the FCFS resource allocation al-
gorithm [95]. The PB approach splits services among consumers if the required energy
is more than the available energy. Intuitively, offering part of the services will satisfy
more consumers than offering it to some of them. The DB composition is inspired by
the priority allocation algorithm [95]. The DB approach extends the PB approach by
prioritizing slots with the highest demand to ensure service availability. We discuss

each approach below.

9.4.2.1 Partial-based Energy Services Composition

The Partial-Based (PB) composition aims at maximizing the QoE by composing ser-
vices for each time slot based on the first come first served approach. For example,
if a provider offers services in two-time slots, the algorithm will assign the service to
the earlier time slot. If the time slot does not need the service, the service will be as-
signed to the next time slot. Moreover, PB chunks services between energy consumers
if the available energy services are insufficient to fulfill the total required energy in the
time slot. Intuitively, offering part of the required services to all consumers is more

satisfying than offering it to some only.

Algorithm 9.1 presents the PB service composition. For every time slot ¢;, the al-
gorithm retrieves the required energy amount (Line 3). Then, for each registered ser-
vice es in t, the algorithm keeps adding services to the selected services until the
required energy is fulfilled or all the available services have been selected (Lines 4-

13). Note that if a service is partially needed, then the service available amount will be



194 9 QOE-BASED ENERGY SERVICES COMPOSITION

Algorithm 9.1 Partial-based Composition of Services

Input: MED, ES,threshold
Output: energy_comp

1: for ¢t; in MED do
2 selectedES = {}
3 demand =t;.re
4 for es; int;.£S do
5: if demand > 0 then
6.
7
8

demand = demand - €s;.pqe
energy_comp.add(t;, es;)

: selected ES.add(es;)

9: if demand < 0 then
10: €5j.Pae =demand * -1
11: demand =0
12: else
13: Remove_Service(es;, MED)
14: if demand = 0 then
15: Assign_Energy(t;.ER, selected ES)
16: else
17: Assign_Partial_Energy(t;.ER, selected S, nc, threshold)

18: return energy_comp

updated to be used by other registered time slots (Lines 9-11). Moreover, if a time slot
fully uses a service, it will be removed from other registered time slots (Lines 12-13).
After processing all services, if the energy demand of the slot is zero, the algorithm
assigns the selected services to requests (Lines 14-15). If the energy demand is not ful-
filled, the algorithm distributes the available services among available requests (Line
17). If the service chunks are smaller than the threshold, consumers will be removed,
and the service will be shared among the rest. The threshold prevents dividing ser-
vices into small neglectable chunks. The composition of the selected services will be

returned in Line 18.

9.4.2.2 Demand-based Energy Services Composition

The Demand-Based (DB) composition goal is to maximize QoE by prioritizing time
slots with higher energy demand. The intuitive idea of the DB approach is that high-
demanding time slots will require more services. Thus, services should be assigned

to them before less demanding time slots, which may ensure a better distribution of
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Algorithm 9.2 Demand-based Composition of Services

Input: MED, ES,threshold
Output: energy_comp

1: SMED =sort(MED, nc: descending, re : descending)
2: for ¢; in SMED do

3: selectedES = {}

4: demand = t;.re;

5: sorted S = sort(t;.£S,nt : ascending)

6: for es; in sortedES do

7: if demand > 0 then

8: demand = demand - €s;.pqe

9: energy_comp.add(t;, es;)
10: selected ES.add(es;)
11: if demand < 0 then
12: €8;.Pae =demand * -1
13: demand = 0
14: else
15: Remove_Service(es;j, SMED)
16: if demand = 0 then
17: Assign_Energy(t;.ER, selected ES)
18: else
19: Assign_Partial_Energy(t;.ER, selectedE'S, nc, threshold)

20: return energy_comp

the available services. For instance, if a provider offers their service in two-time slots,
the algorithm will assign the service to the more demanding time slot. If that time
slot does not need the service, the service will be assigned to the next time slot. This
indicates that the order of time slots in composing services matters because, if a service
is used in a time slot, it will be removed from others. Removing a service from a time
slot may affect the amount of available energy and, thus, the number of served and
satisfied consumers. Moreover, the DB approach maximizes the QoE by chunking

services between energy consumers if the available services are insufficient.

Algorithm 9.2 presents the DB service composition. The algorithm starts by sorting
the time slots in a descending order based on the number of consumers nc, then the
amount of requested energy re (Line 1). The goal of sorting is to start composing
services for the most demanding time slots. As some services may be registered in
multiple services, using these services for the most demanding time slots may offer a

better experience. Line 4 retrieves the total required energy for each time slot ;. Then,
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for every time slot, the registered services will be sorted in ascending order based on
the number of time slots in which a service was registered. This sort will allow us
to start with the least-connected services. In other words, using such services may
impact a fewer number of time slots than using services registered in many time slots.
Then, for each registered service es in t, the algorithm keeps adding services to the
selected services until the required energy is fulfilled or all the available services have
been selected (Lines 6-15). Similar to the PB approach, if a service is partially needed,
the available service amount will be updated to be used by other registered time slots
(Lines 11-13). Moreover, if a time slot fully uses a service, it will be removed from
other registered time slots (Lines 14-15). After processing all services, if the energy
demand of the slot is zero, the algorithm assigns the selected services to requests (Lines
16-17). 1If the energy demand is not fulfilled, the algorithm distributes the available
services among available requests (Line 19). If the service chunks are smaller than
the threshold, consumers will be removed, and the service will be shared among the
rest. The threshold prevents dividing services into small neglectable chunks. Line 20

returns the composition of the selected services.

9.4.3 Assessing Quality of Experience

The super-provider assesses the QOE of each proposed composition in this phase. The
QoE is computed using the model discussed in Section 9.3. The assessment of QoE

gives an indicator of consumers’ satisfaction in the microcell.

9.5 Evaluation

We compare the proposed composition approaches, Partial-Based composition (PB),
and Demand-Based Composition (DB), with the resource allocation algorithms, namely,
first come first served allocation (Greedy), and Max-Min Fair allocation (Max-Min)

[95][24]. The Greedy approach is a modified FCFS algorithm where the time slots
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and services will be scheduled based on their start time. The Max-Min is a modi-
fied Max-Min Fair allocation where services that can be offered in multiple time slots
will be split among these time slots using the Max-Min technique. We evaluate each

approach’s effectiveness and efficiency.

9.5.1 Dataset Description

We used a real dataset from the developed app in [5]. The dataset consists of energy
transfer records between a provider (smartphone) and a consumer (smartphone). The
records attributes are the provider ID, consumer ID, transaction date, time, energy ser-
vices and requests’ amount, and transfer duration. We used the energy dataset to gener-
ate the QoS parameters for the energy services and requests. For instance, the amount
of a wireless charging transfer in mAh defines the amount of requested/provided en-
ergy. In addition, the energy dataset records of a wireless charging transfer duration

define the end time of each request/service.

We augmented the energy sharing dataset to mimic the crowd’s behavior within mi-
crocells by utilizing a dataset published by IBM for a coffee shop chain with three
branches in New York City?. The dataset consists of transaction records of customers’
purchases in each coffee shop for one month. Each coffee shop consists of, on aver-
age, 560 transnational records per day and 16,500 transaction records. We use the IBM
dataset to simulate the spatio-temporal features of energy services and requests. Our
experiment uses the consumer ID, transaction date, time, location, and coffee shop ID
from each record in the dataset to define the spatio-temporal features of energy services
and requests, e.g., start and location of energy service or a request. We ran a total of
7,000 experiments with six time slots. Each time slot was an hour long. The providers’
temporal provision preferences were registered randomly to 1-3 time slots in each run.
In addition, the number of services and requests varied between 300 to 2,000 per run,

depending on the experiments’ setting. For each run, we used the proposed approaches

Zhttps://ibm.co/207IvxJ
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to compose energy services. We then measured the QoE for each composition. Table

9.1 presents the parameters of the experiments.

9.5.2 Evaluation of the Composition Framework

We ran six experiments to determine the effectiveness and efficiency of the proposed
approaches. The experiments evaluated the approaches in terms of their satisfaction
rate, fulfillment rate, quality of experience, the impact of thresholds, and computation
cost. We ran the approaches in different settings by changing the ratio of services to
requests in the time interval 7". We gradually increased the ratio from 15% to 90%. We
repeated the experiment 1,000 times at each point and considered the average value for

each approach.

9.5.2.1 Quality of Experience Evaluation

As previously stated, we computed the QoE based on SR and FR (see Section 9.3).

In this subsection, we study the impact of each ratio; then, we evaluate the QoE.

The first experiment compared the SR of the proposed approaches PB and DB, against
Greedy and Max-Min. As previously stated, SR represents the number of consumers
who received energy, whether fully or partially. Therefore, a high SR of a composition
ensures a higher number of satisfied consumers and, thereby, a better QoE. The SR
of a time slot was computed using Eq. 9.2 and then averaged for the microcell similar
to the first part of Eq. 9.4. Fig. 9.4 presents the average SR in the microcell for
each approach. The x-axes in Figs 9.4-9.7 represent the ratio of the number of energy
services to requests. In Fig. 9.4, the SR increases when the number of available
services increases for all the composition approaches. For instance, when the ratio of
services to requests is 80%, all approaches provide a higher SR compared to when
the ratio is 20%. This observation can be explained by the availability of services to
offer energy. The more services available, the more requests that can be fulfilled. The

proposed approach PB performs better than Greedy as it splits the available energy



9.5 EVALUATION 199

100% P

TABLE 9.1. Experiments 90%
. = 80%
variables < 70%
E 60%
Variables Value s 50%
Energy dataset for coffee shop 8 in April | 16,830 g 40% -*-Greedy
Number of services & requests [300-2,000])/run 4 30% PB
Number of time slots 6 5 20% % DB
Provided energy 5-100% 10% Max-Min
Requested energy 5-100% 0%
Time interval 6 hours 0% 20% 40% 60% 80% 100%
Service registration [1-3] time slots / service No of Services / No of Requests

FIGURE 9.4. The average
of satisfaction ratio

between the consumers as partial services, unlike the Greedy approach, which fulfills
a request fully before serving the next request. For the same reason, PB also performs
better than Max-Min. Even though Max-Min has a better energy utilization by splitting
energy services fairly between time slots (see Fig. 9.5), a fair distribution of energy
does not necessarily result in equally satisfied consumers. This is due to the different
energy requirements of consumers. In addition, the proposed approach DB gives the
best results as it prioritizes the time slots with the highest demand regarding the number
of consumers and the required energy. Recall that the order of time slots in composing
services is crucial because if a service is used in a time slot, it will be removed from
others. Removing a service from a time slot may affect the amount of available energy
and, thus, the number of served consumers. Prioritizing the most demanding time slots
allows DB to have more services to use. It increases SR by increasing the number of

fulfilled consumers.

The second experiment compared each approach’s FR. As previously stated, FR
presents the fulfillment rate for each request. Therefore, a high 7R of a composition
ensures higher consumer satisfaction and, thereby, a better QoE. The FR of a time slot
was computed using Eq. 9.3 and then averaged for the microcell similar to the second
part of Eq. 9.4. Fig. 9.6 represents each approach’s average /'R in the microcell. In
Fig. 9.6, the /'R increases when the number of available services increases for all the
approaches. This observation can be explained by the availability of services to offer

energy. PB performs similar to Greedy in terms of FR. This is an expected behavior,
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since both approaches start with the same time slots and, therefore, have the same set
of available services. The difference between both approaches is in how they share
energy among consumers, i.e., complete services in Greedy and partial services in PB.
Moreover, Max-Min has a better /'R because it has better energy utilization (see Fig.
9.5). Higher energy utilization is achieved by splitting energy services fairly between
time slots. DB gives the best results as it prioritizes the time slots that have the highest

demand, as discussed in the previous experiment.

The third experiment compared the QoE using all approaches. As previously stated,
the QOE presents consumers’ overall satisfaction across time. Therefore, a high QoE
of a composition indicates a higher level of satisfaction for consumers. The QOE is
computed using Eq. 9.4. Note that we used o = 0.5 to give equal weight for both
SR and FR. Fig. 9.7 presents the average QoE using each approach. In Fig. 9.7,
similar to the previous experiments, the QoE increases when the availability of services
increases. PB approach performed better than Greedy in terms of QoE due to its higher
SR as discussed in the first experiment. Additionally, PB performed better than Max-
Min when the number of energy services was less than the request. This is because
PB will satisfy more consumers in a limited resources environment (higher SR) by
partially fulfilling their requests. However, with enough services, Max-Min will better
utilize the energy to fulfill requests (higher /R). Moreover, the DB approach gives
the best results due to its higher SR and FR.
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9.5.2.2 Threshold Impact Evaluation

The following two experiments studied the impact of thresholds on the PB approach.
Recall that PB and DB approaches split energy between consumers based on a defined
threshold. The threshold prevents dividing services into small neglectable chunks. The
experiments of both PB and DB gave the same behavior. Thus, we are only presenting

the results of PB.

Fig. 9.8 represents the impact of the threshold on the three previously tested attributes:
SR, FR, and QoE. We tested the PB approach with a 99% ratio of services to re-
quests. The x-axis in Fig. 9.8 represents the threshold of partial services. F'R does not
change as the threshold increases because it relies on the order of time slots and not
the distribution size (threshold), as discussed in the previous experiment. Also, both
SR and QoE decrease as the threshold increases due to the thresholds’ size. When
the threshold’s size increases, fewer consumers will be served. A lower number of

fulfilled consumers results in low SR and thereby a low QoE.

The fifth experiment compared the impact of the threshold on the QoE with different
ratios of services to requests. We tested the PB approach with thresholds of {10, 30, 50,
70,90}. In Fig. 9.9, the QoE increases when the number of available services increases
for all threshold values. Additionally, the QoE for threshold 10 is the highest among

all due to the threshold’s size. When the threshold size is small, more consumers will
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be served. A higher number of fulfilled consumers results in high SR and, thereby, a
high QoE.

9.5.2.3 Computation Efficiency Evaluation

The execution time for all approaches increases with the availability of services (see

Fig. 9.10). This is due to the increase in processing time to assign these services.

9.6 Conclusion

We proposed an energy service composition framework that evaluates QoE in a mi-
crocell. A new QoE based-assessment was proposed to capture the overall satisfaction
across consumers over a period of time. A two QoE-driven compositions of energy
service were proposed. The Partial-Based (PB) approach uses partial services to max-
imize the number of satisfied consumers and thereby increase the QoE. The Demand-
Based (DB) approach uses partial services and prioritizes the most demanding time
slots to maximize the number of satisfied consumers and their level of fulfillment and
thereby increase the QoE. Experimental results show that DB outperforms all the eval-

uated approaches. The efficiency of the proposed approaches was investigated against
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a Greedy approach. A future direction may consider the probability of change in the

microcell energy demand.



CHAPTER 10

Preference-aware Energy Service Composition

10.1 Introduction

Chapter 9 presented the use of energy services as a tool to provide customers with
the best quality of experience when visiting the business. A Quality of Experience
(QoE) model was proposed as a metric to capture the customers’ satisfaction level ac-
cording to the super-provider preferences. In the energy services context, consumer
satisfaction is defined as receiving the requested energy. In this chapter, we propose a
QoE-aware energy provisioning framework. The framework requires prior knowledge
of providers’ spatio-temporal preferences and the super-provider’s time-based business
model. The concept of CP-Nets captures the energy providers’ temporal preferences
and flexibility [173]. We leverage the providers’ preferences and flexibility to cope
with the time constraints of the energy demands. The super-provider maps the ex-
isting energy demands to the available providers according to their preferences. A
better allocation of energy services would be reflected in a better quality of experi-
ence for consumers. Sometimes, however, assigning providers to energy demands at
their least preferred time would require a higher incentive [96][1]. The super-provider
aims to maximize the quality of experience by fulfilling all the energy demands with
the least cost according to the providers’ availability and preferences. The QoE-aware
energy-sharing framework employs importance-based and heuristic-based strategies.
The importance-based approach defines the temporal priorities from a super-provider
perspective. The heuristic-based approach combines the energy distribution demand

and the providers’ temporal preferences. The main contributions of this chapter are:
204
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FIGURE 10.1. IoT energy services environment

e A CP-Net-based provisioning preference model for energy providers.

e A novel Quality of Experience (QoE) model for crowdsourced energy ser-
vices.

e A QoE-aware framework for composing energy services.

e An importance-based composition approach to select the best composition of
energy services that maximize the QoE.

e A multi-objective heuristic-based composition approach to maximize the QoE

and minimize the cost of incentives.

10.1.1 Motivating Scenario

We describe a scenario in a confined place, i.e., a microcell, where people congregate,
e.g., cafes, restaurants, and study spaces (see Fig. 10.1(A)). Each microcell may have
several IoT devices acting as energy providers or consumers (see Fig. 10.1(B)). The
super-provider aims to leverage the crowdsourced energy services to enhance the con-
sumers’ experience. We assume all local energy services and requests are submitted
and managed at the edge, e.g., a router in the microcell (see Fig. 10.1(B)). We assume
the super-provider has prior knowledge of the Energy Demand Distribution (£DD) in
the microcell over a period of time (T) (see Fig. 10.2(A)). The £DD is represented
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by the requested energy in each time slot, e.g., 500 mAh at time slot 7} in day D;.
Additionally, £DD is represented in terms of the importance of the time slot based on
the super-provider’s business model. For instance, 75 in day D; has two stars because

of its importance to the business, e.g., lunch hour.

We also assume that the super-provider has prior knowledge of the providers’ prefer-
ences in terms of time and energy service attributes. For instance, provider 1 in Fig.
10.2(A) wants to offer the energy service S1 with 400 mAh. Also, provider 1 prefers
to offer S1 on the first day D; at time slot 7} rather than time slot 7, (PrefI in Fig.
10.2(A)). Another example, Provider 3 prefers to offer S3 on the second day D at
time slot 75 rather than time slot 77 (Pref3 in Fig. 10.2(A)). We assume the provider
would stay for the full-time slot. We also assume that the provider’s service amount is
fixed and can be split among multiple time slots. For instance, provider 1 may share
part of their service S1 on 77, e.g., 300 mAh, and the other part at 7,. The super-
provider uses rewards to encourage providers to share energy. Rewards may come in
the form of stored credits to providers. A provider receives a reward based on an in-
centive model [1]. A provider’s reward gets impacted by their temporal preferences,

e.g., a less preferred time would require a higher incentive.

The super-provider will allocate services to time slots to serve as many consumers as

possible to increase their quality of experience in the microcell. However, fulfilling
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multiple energy requirements with limited energy services is challenging. Moreover,
the super-provider’s business model may require prioritizing time slots regardless of
their energy demand because of their importance, e.g., 75 in D; is more important than
T7. In addition, the super-provider needs to consider the temporal preferences of the
providers while allocating the services. As the super-provider will endure the rewards

cost, assigning providers to their most preferred time will minimize that cost.

Fig. 10.2(B) presents the outcome of different allocation strategies for the available
energy. We aim to efficiently allocate energy services to time slots while maximiz-
ing the QoE and minimizing the cost. The first allocation approach follows a greedy
FCFS, i.e., first come first served, composition of services strategy [95]. The time
slots and services will be processed in Greedy based on their start time. For instance, in
Fig. 10.2(A), even though S1 can be offered in 77 and 75, S1 will be allocated to 7} be-
cause it comes first in terms of time. The Energy-based strategy in Fig. 10.2(B) follows
a modified priority-based allocation composition. This approach prioritizes assigning
flexible services to the most demanding time slots. For example, the Energy-based
approach starts by assigning services to 75 in Dy as it has the highest demand (800
mAh). Both strategies may not be a good fit in this context as they do not consider the
importance of the time slot or leverage providers’ flexibility, which may affect the en-
ergy allocation efficiency and impact the consumers’ experience. For example, in Fig.
10.2(B), the greedy-based approach could achieve only 48% of enhancing consumers’
experience. The energy-demand approach achieved 66% of enhancing consumers’ ex-
perience while costing 230 reward points. The importance-based and heuristic-based
allocation strategies are a good illustration of the effect of a QoE-aware provisioning
plan. Both strategies achieved 88% and 90% of enhancing the QoE. Additionally, the
heuristic approach costs 185 reward points, which is comparatively lower than other

strategies.

Allocating the limited available energy with the time constraints of both services and
requests represents critical challenges for efficient and QoE-aware provisioning of loT

energy services. We reformulate our service provisioning problem as a multi-objective
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time-constrained resource allocation problem, i.e., (i) maximizing the QoE by effi-
ciently allocating the available energy, and (i1) minimizing the cost of incentivizing
the providers to offer their energy. We propose a framework that will compose the
best energy services to enhance the consumers’ experience with respect to the super-
provider’s business goals. Our framework leverages energy providers that offer ser-
vices on multiple time slots by assigning them to the most important slots while con-
sidering the cost of their preferences. Considering providers’ temporal flexibility may
improve the services’ distribution, fulfilling more energy requests and offering a better

experience.

10.2 System Model

We first adopt the definitions of IoT energy services and requests from [23]. We then
introduce the formal presentation of the energy demand distribution, providers’ flexible
temporal preferences, and super-provider preferences. We also introduce the concept
of the quality of experience in a microcell. This work considers a provisioning frame-
work for stationary services and requests to focus only on the temporal constraints of
allocating energy to multiple time slots in a microcell within a predefined time inter-
val. The goal is to ensure the best consumer experience over a predefined time while

minimizing costs and meeting the super-provider’s business goals.

10.2.1 Preliminaries
DEFINITION 1. Energy Service (S) is a tuple of < id, pid, F, () > where:

e id is the service ID,

e pid is the provider ID,

e F'is the function of sharing wireless energy,

e () is a tuple of non-functional attributes < ae,loc > where:

— ae is the amount of energy shared by the provider.
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— loc is the location of the energy provider < x,y >.

DEFINITION 2. Energy Request (R) is a tuple of < id, cid, F', () >, where:

td is the request ID,

cid is the consumer ID,

F'is the function of receiving wireless energy,

Q is a tuple of non-functional attributes < ae, loc, st, et > where:

re is the amount of energy required by the consumer.

loc is the location of the energy consumer < x,y >.

st is the start time of the energy request.

et is the end time of the energy request.

DEFINITION 3. Energy Demand Distribution (£DD) is the captured consumers’

energy demand distribution in the microcell M over a period of time T .

The £DD of a microcell is represented as a tuple of < EDq,..., ED,, > where ED;
is a tuple of < t;,; >. Here, ¢; is a time slot in the time interval 7, e.g., [9:00 a.m.

-10:00 a.m.], r; is the aggregation of the required energy in ¢;.

10.2.2 Providers’ Flexible Temporal Provisioning Preferences

Providers may be flexible when provisioning their service, i.e., they can come at mul-
tiple time slots. However, they may prefer certain times over others, e.g., a provider
may prefer to come in the morning rather than the evening (see Fig. 10.3). As pre-
viously mentioned, assigning the providers to a more preferred time slot will require
fewer rewards. Thus, ranking providers’ temporal preferences may help the super-

provider reduce the incentives they have to pay.

DEFINITION 4. Provider Temporal Preferences (PT P) is a set of provider’s ranked

temporal provisioning preferences.

Formally, the provider temporal preferences PT'F; is a tuple < t;, k; > where:
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Time Slots ts to tq t4

Preferences | Most ~—————) Least
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Reward Minimum <€——————— Maximum

FIGURE 10.3. a Provider’s temporal preferences

e t; = {t1,...,t,} is a set of time slots where the provider may offer their
service.

o k; = {ki, ..., k,} is a set of preferences ranking for the time slots ;.

10.2.3 Super-Provider Preferences

The super-provider uses the revenue and traffic history of the microcell M to define five
preferences for the microcell M in terms of (1) Service management Time interval (7"),
(2) a Business Model (BM), (3) an Incentive Model (IM), (4) a Quality of Experience
model (QoE), and (5) a Cost (C) function. In what follows, we present each of these

preferences.

e Service management Time interval (T): T is the time scale for managing
the services provisioning, i.e., day, week, etc. For example, a super-provider
may want to focus on a certain week, e.g., back-to-school week, or a cer-
tain day, e.g., Black Friday. 7 is represented as a sequence of time slots
< ty,t9,...,t, > where t; is a sub-interval in the time interval 7T, e.g., [9:00
a.m. -10:00 a.m.].

e Business Model (BM): A BM is a series of < Iy, I, ..., I,, > defined over T
where [; represents the importance of time slot ¢;. The importance weight I;

of a time slot is defined by the foot traffic and the revenue made during ¢,.
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The value of [ varies from zero to one. The importance score will drive the
allocation of energy services.

e Incentive Model (IM): IM is an incentive model designed to entice providers
to offer their energy. The IM determines the reward rwd earned by an energy
provider for sharing energy. Rewards rwd are granted by the IoT coordin-
ator in the form of stored credits. We assume the system limits the amount
of requested energy. The earned credits may be used later by the provider to
increase the limit of requested energy as a consumer. A study on using incent-
ives to increase energy provision participation has been conducted [1]. The
study shows that the amount of provided energy and the time of provisioning
impact the value of the reward. In our context, the super-provider defines its
IM based on their budget. As mentioned, providers may have different ranked
preferences to offer their services. Thus, a super-provider will pay a higher
reward to providers assigned to a less preferable time slot. For example, in
Fig. 10.3, the provider prefers to offer their service in time slot ¢3 and slightly
prefers ¢;. Consequently, the provider resistance will be higher in ¢;. Thus,
the super-provider will pay a higher reward if they allocate the provider to ¢;.

Therefore, a provider reward may be computed as the following:
rwd(S;, t;) = S.ae;/rate x credit x Pre f Rank(t;) (10.1)

where rwd is the reward of providing the energy service .S; by provider

P; at the time slot ¢;, S.ae is the amount of energy shared by the provider,

credit is the reward value determined by the super-provider, and Pref Rank

is a function to retrieve the provider’s temporal preference rank a time slot ¢;.

Pre f Rank value varies from one to n where one is the most preferred time

slot, and n is the least preferred time slot. Note that the less preferred time
slots will require a higher reward.

e Quality of Experience (QoE) Model: We define the QoE for a microcell M

within a time interval 7 as an objective function to measure the aggregated

satisfaction of energy consumers with respect to the super-provider’s business
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model BM. The consumers’ satisfaction is determined by the allocated ser-

vices to the energy demand distribution EDD. The QoF function definition is:

QoE(T,BM,EDD,STR) =

n (10.2)
() (STR.AL/EDD.r; x M) /n

i=1
where ST'R is the strategy of allocating services to time slots, n is the

number of time slots, ST R.Al; is the allocated services for the time slot ¢;,

EDD.r; is the aggregated required energy in ¢;, and BM.I; is the importance

weight of ¢;. We used an exponential function to emphasize the impact of the

importance.

Cost (C): C is the total amount of rewards a super-provider will pay to the

providers based on the service allocation strategy (ST R).
C(STR) = _rwd(P,t;) (10.3)
i=1

where rwd(P;,t;) is the function to compute the reward of provider P; for
sharing their service at time slot ¢;. rwd is computed using Eq. 10.1. Note

that ¢; will be assigned based on the super-provider strategy ST R.

Problem Definition

Given a microcell energy demand distribution EDD =< ED,, ED,, ..., ED,, > over

the temporal preferences of the super-provider in time interval 7 =< t1,t9, ..., t,, >,

a super-provider’s business model BM = < [y, [, ..., I,, > over the same time in-

terval 7, a super-provider’s incentive model /M and set of n energy services £S5 =

{S1, S, ...

., Sp} where each service may have a set of its provider’s temporal pref-

erences PTP =< t,k >. Energy providers register their services in terms of: (1)

the amount of energy S.ae, and (2) their temporal provision preferences P7 P;. The

super-provider will use their business model B M, their incentive model /M, and the
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providers’ temporal preferences P7T P, to allocate energy services to time slots. The
allocation approach aims at maximizing the QoFE by fulfilling the maximum energy
demand £DD while minimizing the cost of incentives C' with respect to the BM. We
transform the problem of quality-aware energy provisioning into a time-constrained

resource allocation problem as follows:

Mazximize QoE(BM,EDD,STR,T)

Minimize C(STR) = ZT’LUCZ(PZJJ‘)
=1

Subject to t; C S;.t; (10.4)

Where VS, € &S,

S;.t; is the start and end of time slot ¢

The strategy’s goal is to efficiently allocate the available energy services to time slots.
The objective function attempts to optimally assign energy services according to their
spatio-temporal features, providers’ preferences, the business model, and the required

energy in the time slots.

We use the following assumptions to formulate the problem:

e Providers’ energy size is fixed during composition.

e Providers may offer their services partially in multiple time slots if they have
enough energy.

e Providers and consumers have fixed locations during energy sharing.

e The microcell business model BM, incentive model /M, and energy demand
distribution £DD is given as input, and computing them is out of the scope
of this chapter.

e The energy demand distribution £DD is deterministic.

e There is no energy loss in sharing.

e A trust and a secure framework are used to preserve the security and privacy

of the IoT devices [174].
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Framework

10.3 Quality of Experience Framework

We introduce a quality of experience-aware composition framework for managing
energy services to enhance consumers’ experience (QoF with respect to the super-
provider business model BM (see Fig. 10.4). The framework aims to maximize the
QoE while minimizing the cost C' of using incentives. The framework is divided into
three phases: (1) preferences ranking, (2) QoE-aware energy services composition,
and (3) quality of experience and cost assessment. In the first phase, the framework
ranks the time slots’ importance and the providers’ temporal preferences in parallel.
The framework will also compute the price of the providers’ provisioning services.
In the second phase, An allocation energy provisioning strategy will be executed to
maximize the QoE and minimize the cost of incentives. The last phase includes an

assessment of the QoE and the cost of the resulting composition.

10.3.1 Providers’ Temporal Preferences Ranking

In the first phase, the framework runs two parallel tasks: (1) rank the time slots” import-
ance based on a business model BV, and (2) rank and price the providers’ temporal

provisioning preferences.
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10.3.1.1 A CP-Net-based preferences ranking

Providers may be flexible when provisioning their service, i.e., they can come at mul-
tiple time slots. However, they may prefer certain times over others, e.g., a provider
may prefer to come in the morning rather than the evening. As previously mentioned,
assigning the providers to a more preferred time slot will require fewer rewards. Thus,
ranking providers’ temporal preferences may help the super-provider reduce the in-
centives they have to pay. We use CP-Net to represent and rank the providers’ temporal

preferences.

A CP-Net is a graphical model formally representing preferences with dependent rela-
tions among multiple attributes [173]. Given a set of attributes V' = { X7, ...., X, } over
which a user has preferences. A CP-Net over V' consists of a directed graph (G) whose
nodes are annotated with conditional preference tables (C'PT'(X;)) for each X; € V.
The directed graph G represent the dependency between the attributes X1, ...., X,,. A
child node in a dependency graph depends on a set of direct parent nodes Pa(X;).
The child node is connected by an arc from Pa(X;) to X; in the dependency graph.
Parent attributes affect the user’s preferences over the value of X;. Each node X in
the dependency graph has Pa(X;), except for the root nodes. The conditional prefer-
ence table C'PT'(X;) is defined over the finite set of domains D(X;). Each CPT(X;)
associates a preference order between the values of D(.X;) with each instantiation u of

X;’s parents Pa(X;) =U.

In our context, we present each provider’s temporal preferences using a CP-Net. For
instance, the provider of S2 in Fig. 10.2 prefers to offer their service at day D, rather
than Dy. Therefore, the day (D) is the most important attribute in the dependency
graph of C'P, followed by the time slot (T) (see Fig. 10.5). The arc from "D" to "T"
implies that the provider’s time slot preferences depend on the selection of the day.
The preference of days is expressed as D; > D, in the conditional preference table
(CPT) of C'P,. It implies that the provider prefers to come on the first day D to the

second day D,. The choice of days decides the choices of time slots in C'P,. For
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FIGURE 10.5. Provider’s CP-Net-based temporal preferences ranking

example, if the provider was assigned to the second day D, the provider prefers the
second time slot 75 to the first time slot 7 according to C'P,. If the choice of days is
Dy, the provider prefers the first time slot 77. Therefore, we generate each provider’s
ranked preferences P7T P; using a tuple of < C'P;, C PT; > where C P is the CP-Net
of provider P; and C'PT; is the conditional preference table of provider P;. PTP;
is computed by generating an induced graph G from the C'P; and C'PT; [173]. A
preference outcome is a combination of values of all attributes of a CP-Net [173]. For
example, {Ds A To} and { Dy A T} are two preference outcomes for C'P, denoted
by o0l and 02. According to the value of attribute 7', it can be shown that o1 > 02
or ol dominates 02. The dominant relationship between two preference outcomes is
defined as a pre-order. Fig. 10.5 depicts the induced graph of a CP-Net (C'P) with all

preference outcomes.

The outcome preferences of an induced graph G will be used as the value of the pro-
vider temporal ranked preferences P1'F;. The computed ranks will be used to com-
pute the provider’s reward using the super-provider incentive model /M and Eq. 10.1.
As previously mentioned, computing the providers’ rewards depends partially on the

ranked temporal preferences of the provider.

10.3.1.2 Time slots ranking

In this step, the importance of each time slot of the energy demand distribution £DD

will be determined using the business model BM provided by the super-provider.
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Then each time slot ¢; in the £DD will be sorted by importance. There are several
ways to compute the importance of time slots [51]. In this work, we assume the im-

portance will be given to the system as input.

10.3.2 QoE-Aware Energy Services Composition

This phase aims to compose energy services to maximize the QoE and minimize the
cost of rewards. We propose two approaches to compose energy services: Importance-
based and Heuristic-based. The Importance-based composition starts with the most
important time slots. The heuristic-based (heuristic) composition starts with the most
important time slots with the least service availability. It also starts allocating the
services with the closest temporal preference, e.g., a provider who selected the time

slot as the first preference. We discuss each approach below.

10.3.2.1 Importance-based Energy Services Composition

The Importance-based composition is inspired by the priority resource allocation al-
gorithm [95]. The Importance-based composition aims at maximizing the QoE by
composing services for each time slot based on their importance. For example, if a
provider offers services in two-time slots, the algorithm will assign the service to the
more important time slot. If the time slot does not need the service, the service will be

assigned to the next time slot.

Algorithm 10.1 presents the importance-based service composition. First, the al-
gorithm sorts the time slots in 7 based on their importance (Line 1). Then the al-
gorithm ranks the temporal preferences of the providers using CP-Net (Line 2). For
every time slot ¢;, the algorithm retrieves the total required amount of energy (Lines
3-4). Then, for each registered service s in ¢, the algorithm keeps adding services to
the time slot until the required energy is fulfilled or all the available services have been
selected (Lines 5-15). Additionally, for each added service, the algorithm will compute

its reward using Eq. 10.1, which computes the reward based on the amount of provided
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Algorithm 10.1 Importance-based Composition of Services

Input: 7, BM,IM,EDD, priority, ES, PTP
Output: energy_comp, cost, QoFE

1: EDD =Sort(EDD, T, I : descending)

2: PTP = CP_Net_Ranking(£S)

3: for ¢; in EDD do

4 demand =t;.r ;

5 for s;in ?;.£S do
6: if demand > 0 then
7.
8
9

demand = demand - sj.ae
energy_comp.add(t;, s;)
rwd = Compute_Reward(S;,t;, PTP,IM)

10: cost = cost + rwd

11: if demand < 0 then

12: sj.ae =demand * -1

13: demand = 0

14: else

15: Remove_Service(s;, EDD)

16: QoE = Compute_QoE(7, BM,EDD, energy_comp)
17: return energy_comp, cost, QoE

energy, the provider-ranked preference of the current time slot, and the super-provider
incentive model (Line 9). Moreover, the cost of the composition will be updated by
adding the service’s reward (Line 10). Lastly, if a service is partially needed, then
the service available amount will be updated to be used by other registered time slots
(Lines 11-13). Moreover, if a time slot fully uses a service, it will be removed from
other registered time slots (Lines 14-15). Once the service allocation is completed, a
quality of experience function will be invoked to asses the resulting composition (Line
16). The composition of selected services and their cost and quality of experience will

be returned in Line 17.

10.3.2.2 Heuristic-based Energy Services Composition

The heuristic-based composition aims at maximizing the QoE by composing services
for each time slot based on their importance and the available services. The intuitive
idea of our approach is that the most important time slots with less available energy
should be managed first. Thus, services should be assigned to them before time slots

with higher availability. For instance, if a provider offers service on equally important
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Algorithm 10.2 Heuristic-based Composition of Services

Input: 7,BM,IM,EDD,ES, PTP
Output: energy_comp, cost, QoFE

1: EDD = Sort(EDD, T, importance : descending, energy : descending, availability :

ascending)

2: PTP = CP_Net_Ranking(£S)

3: for ¢; in EDD do

4: demand =t;.r ;

5 t;.£S =Sort(t;.£S, PTP : ascending

6 for s;in ¢;.£S do
7: if demand > 0 then
8.
9

demand = demand - sj.ae
: energy_comp.add(t;, s;)
10: rwd = Compute_Reward(S;,t;, PTP,IM)

11: cost = cost + rwd

12: if demand < 0 then

13: sj.ae =demand * -1

14: demand = 0

15: else

16: Remove_Service(sj, £DD)

17: QoE = Compute_QoE(7, BM,EDD, energy_comp)
18: return energy_comp, cost

two-time slots, the algorithm will assign the service to the more demanding time slot.
If that time slot did not need the service, the service will be assigned to the next time
slot. This indicates that the order of time slots in composing services matters, because
if a service is used in a time slot, it will be removed from others. Removing a service
from a time slot may affect the amount of available energy and, thus, the number of
served and satisfied consumers. The heuristic also starts allocating the services with
the closest temporal preference, e.g., a provider which selected the time slot as the first
preference. The intuitive idea is that assigning providers that selected a time slot as

their first preference will cost less reward.

Algorithm 10.2 presents the heuristic-based service composition. First, the algorithm
sorts the time slots in 7 based on their importance, energy demand, and service avail-
ability (Line 1). Then, the algorithm ranks the temporal preferences of the providers
using CP-Net (Line 2). For every time slot ¢;, the algorithm retrieves the total required
amount of energy (Lines 3-4). The algorithm also sorts the services of each time slot

based on the services’ providers’ temporal preferences (Line 5). The goal is to start
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with services that selected the time slot as the first choice as their service will cost less
reward. Then, for each service s in ¢, the algorithm keeps adding services to the time
slot until the required energy is fulfilled or all the available services have been selec-
ted (Lines 6-16). Additionally, for each added service, the algorithm will compute its
reward using Eq. 10.1, which computes the reward based on the amount of provided
energy, the provider ranked preference of the current time slot, and the super-provider
incentive model (Line 10). Moreover, the cost of the composition will be updated by
adding the service’s reward (Line 11). Lastly, if a service is partially needed, then
the service available amount will be updated to be used by other registered time slots
(Lines 12-14). Moreover, if a time slot fully uses a service, it will be removed from
other registered time slots (Lines 15-16). Once the service allocation is completed, a
quality of experience function will be invoked to asses the resulting composition (Line
17). The composition of selected services and their cost and quality of experience will

be returned in Line 18.

10.4 Experiments Results

We compare our proposed composition techniques importance-based and heuristic-
based with two baseline traditional resource allocation algorithms, namely, first come
first served allocation algorithm (greedy!) and priority-based allocation algorithm (greedy?2)
[95]. In greedy1, the time slots and services will be processed based on their start time.
In greedy2, the time slots will be processed based on the size of their energy demand.
We also compare our approaches with a third baseline algorithm named Preference-
based. In the preference-based algorithm, providers will be allocated to their most pre-
ferred time slots. We consider energy services as resources, and the super-provider’s
business model defines the priority in our composition problem. We evaluate the ef-
fectiveness of each approach by measuring the quality of experience, cost, the impact
of preferences, and energy utilization. Moreover, we evaluate the efficiency of each

approach by comparing their execution time.
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10.4.1 Dataset Description

We used a real dataset from the developed app in [5]. The dataset consists of energy
transfer records between a provider (smartphone) and a consumer (smartphone). The
records attributes are the provider ID, consumer ID, transaction date, time, energy ser-
vices and requests’ amount, and transfer duration. We used the energy dataset to gener-
ate the QoS parameters for the energy services and requests. For instance, the amount
of a wireless charging transfer in mAh defines the amount of requested/provided en-
ergy. In addition, the energy dataset records of a wireless charging transfer duration

are used to define the end time of each request/service.

We augmented the energy-sharing dataset to mimic the crowd’s behavior within mi-
crocells by utilizing a dataset published by IBM for a coffee shop chain with three
branches in New York City !. The dataset consists of transaction records of custom-
ers’ purchases in each coffee shop for one month. Each coffee shop consists of, on
average, 560 transnational records per day and 16,500 transaction records in total. We
used the IBM dataset to simulate the spatio-temporal features of energy services and
requests. Our experiment used the consumer ID, transaction date, time, location, and
coffee shop ID from each record in the dataset to define the spatio-temporal features
of energy services and requests, e.g., start and location of energy service or a request.
We generated the providers’ ranked temporal preferences randomly. Tables 10.1 and

10.2 present the experiment parameters and the statistics about the used datasets.

TABLE 10.1. Parameters of the experiments’ settings

Energy services

Quality of service Dataset Value
Start time IBM Cafe Check-in
End time Wireless Energy Dataset Transfer Duration

Energy capacity | Wireless Energy Dataset | Provided Energy Amount
Energy requests

Query parameters Dataset Value
Start time IBM Cafe Check-in
End time Wireless Energy Dataset Transfer Duration

Energy capacity | Wireless Energy Dataset | Requested Energy Amount

Thttps://ibm.co/207IvxJ
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TABLE 10.2. Statistics of the experiments’ environment

Variables Value

Total Energy Requests for coffee shop 1 in April | 16830

Energy Services 10000
Duration of All Energy Services 5 - 60 minutes
Duration of Energy Requests 5 - 60 minutes
Provided Energy 5 - 100 mAh
Requested Energy 5 - 100 mAh
Number of time slots 8

Providers’ preferences 1-4

10.4.2 Evaluation of the Composition Framework

We ran five experiments to determine the effectiveness and efficiency of our proposed
approaches. The experiments evaluated the approaches’ quality of experience, cost,
energy utilization, the impact of preferences, and computation cost. We ran the ap-
proaches in different settings by changing: (1) the number of requests, (2) the number
of services, and (3) the number of provider temporal preferences. We gradually in-
creased each setting over the time interval 7. We repeated the experiments 2,000

times at each point and considered the average value for each approach.

10.4.2.1 Quality of Experience Evaluation

The first experiment compared the proposed approaches’ (QoE against the three baselines.
As previously stated, the QoE presents the satisfaction of consumers across time with
respect to the super-provider’s business model. Therefore, a high QoE of a composi-
tion indicates a higher level of satisfaction for consumers from a super-provider per-
spective. The QoE was computed using Eq. 10.2. Fig. 10.6 presents the average QoF
in the microcell for each approach; the x-axis represents the number of energy requests
in the microcell. The number of services in this experiment is a randomly selected set

of 340 services with each run.

In Fig. 10.6, both proposed approaches perform better than the other three baselines.

The importance-based approach performs better as it prioritizes the provisioning for
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FIGURE 10.6. The average of QoE vs. number of requests

time slots with higher importance [ score. Recall that the QoE metric is impacted by
the time slot importance and is limited by the availability of services. Additionally,
service providers may be flexible and register in multiple time slots. Thus, starting the
service allocation by assigning them to important time slots will ensure they will not be
allocated to less important ones. Similarly, the heuristic approach outperforms all other
approaches as it prioritizes time slots with high importance, high energy demand, and
less service availability. As QoE depends on the energy demand, prioritizing a time
slot with high demand will increase its QoE. Another observation is the decrease of
QQoFE with the increase of requests for all the composition approaches (see Fig. 10.6).
For instance, all approaches provide a higher QQoF at 100 requests than QQoFE at 600
requests. The increase in energy demand can explain this observation. If the demand
increases with fixed service availability, many consumers’ needs will not be fulfilled,

and thereby the Qo F will decrease.

The second experiment compared the (QoF’ with a different number of services (see
Fig. 10.7). The number of requests in this experiment was a randomly selected set
of 353 requests with each run. In Fig. 10.7, the QoFE increases with the increase of

services for all the approaches. The increase in service availability can explain this
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observation. As services increase, most of the demand will be fulfilled regardless
of the approach. Thus the QQoFE of all approaches is high. The heuristic approach
outperforms all other approaches as it prioritizes time slots with high importance, high
energy demand, and less service availability. As QoE depends on the energy demand,

prioritizing a time slot with high demand will increase its QoE.

The third experiment compares the impact of the number of providers’ temporal pro-
visioning preferences on the (QoE while increasing the number of requests. Recall that
the number of temporal provisioning preferences is the number of time slots a pro-
vider may offer their service. In this experiment, the time interval 7' is divided into
eight time slots. We tested the importance-based approach with provider preferences
to offer their service on {1, 2, 3, 4} time slots. In Fig. 10.8, the QoE is the highest
when the number of providers’ preferences were four. The temporal flexibility of the
providers can justify this outcome. Providers’ temporal flexibility increases the time
to offer the service, which eases the time constraints of provisioning. We tested all the
other approaches with the same setting, and they had similar behavior, but due to the

page limit, we have omitted their figures.
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10.4.3 Cost Evaluation

The fourth experiment evaluated the cost C of allocating services using the resulting
composition of each approach. Recall that the cost is the summation of the rewards
paid by the super-provider to entice providers to offer their services. In Fig. 10.9, the
cost increases for all approaches as the number of requests increases. The increase in
demands results in better utilization of the available energy (see Fig. 10.10). There-
fore, increasing energy utilization will increase the rewards and the cost. Another

observation in Fig. 10.9 is the low cost of the preference-based approach compared
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to the greedy and importance-based approach. However, the preference-based has the
lowest QoF (see Fig. 10.6), as it assigns providers to their first preference regardless
of the time slots demand, which ensures a low reward cost but entails a lower QoE.
The last observation in this experiment is the performance of the heuristic approach,
which was better than all other approaches. This outcome resulted from considering
the providers’ ranked preferences in the heuristic approach while allocating services,
1.e., if two services are available, the one with a lower reward will be selected (see
Section 10.2.3). Note that the outcome of the heuristic approach becomes more costly
than the preference-based one after a while, as the heuristic approach has better energy

utilization, which eventually costs more rewards.

10.4.3.1 Energy Utilization Evaluation

In this subsection, we evaluate the effectiveness of the approaches in Energy Utiliza-
tion (EU). EU is computed as the ratio of the amount of used energy services over the
total amount of available services. Therefore, a high £U of a composition indicates

its effectiveness in utilizing the available energy.

The first experiment compares the average £'U of all approaches by changing the num-
ber of energy requests (see Fig. 10.10). In Fig. 10.10, all approaches EU increased
as the number of requests increased, which can be explained by the increase in the
energy demand. The higher the number of requests, the higher the probability of better
allocating the available energy. Furthermore, the heuristic approach outperformed all
other approaches as it prioritizes time slots with high energy demand, and less service
availability. Another observation in this experiment is the low EU of the preference-
based approach as it assigns providers to their first preference regardless of the time

slots demand.

The second experiment compares the £U by varying the number of services (see Fig.
10.11). In Fig. 10.11, the EU decreased with the increased services for all the ap-

proaches. The increase in service availability can explain this observation. As services
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increase, unused available energy will increase regardless of the approach. Further-

more, the heuristic approach performed better than the other two approaches for the

same aforementioned reasons in the first experiment.
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10.4.3.2 Computation Efficiency Evaluation

The seventh experiment evaluates the computation cost of all approaches. Fig. 10.12
shows the average execution time of each approach. The execution time for all ap-
proaches increases as the energy demand increases. This observation can be explained
by the availability of services to offer energy. The more services available, the more

processing is required to assign these services.

10.5 Conclusion

We proposed a QoE-aware energy provisioning framework that evaluates QoE in a
microcell. A new QoE model was proposed to capture the overall satisfaction across
consumers over a period of time. Two QoE-driven composition algorithms of energy
service were proposed. The importance-based approach prioritizes time slots with high
importance to maximize the QoE and thereby increase the microcell owner’s revenue.
The heuristic-based approach prioritizes the most important and demanding time slots
with the least available services. It also considers the temporal provisioning prefer-

ences to reduce the cost of rewards. The effectiveness of the proposed approaches
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was investigated against three baseline approaches. Experimental results show that the
heuristic-based approach outperforms all the evaluated approaches. In the future, we
will extend the framework to fit into a dynamic crowdsourced environment by dealing

with moving services and requests.



CHAPTER 11

Constraints-aware Energy Service Composition

11.1 Introduction

Chapter 10 presented a QoE-based energy service composition to ensure consumers’
satisfaction. Super-providers must address several QoE-based energy service compos-
ition challenges to maximize QoE. The discrepancies in spatio-temporal preferences
between providers and consumers may significantly affect the energy sharing process
within a microcell [39]. For example, an energy consumer may not find the energy
necessary for their needs at a specific time and location [13][39][14]. The limited
availability of services is another challenge caused by provider resistance to offering
services [13][14]. Providers’ resistance may be due to the critical nature of energy
or their temporal preferences, e.g., resisting providing services in the morning [1].
Rewards may be used to encourage providers to participate in crowdsourcing energy
services [48][1]. Although rewards may increase the likelihood of participation, they
do not guarantee provider commitment [1]. The uncertainty in provider behavior may
result in real-time re-compositions when a participating provider fails to commit. Find-
ing nearby energy services to replace failed services in real-time is not guaranteed [49].

This may result in a negative impact on consumers’ QoE in the microcell.

The QoE-based energy-service composition approaches proposed in Chapter 9 and
Chapter 10 do not consider providers’ uncertain availability. Moreover, they assume a
super-provider has an unlimited budget of rewards to encourage providers’ participa-

tion. However, an unlimited budget to invest in customer QoE in real-world scenarios
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may not be feasible [175]. This study particularly focuses on addressing the uncer-
tain availability of providers and the constraint of the super-provider’s budget. Tradi-
tional resource allocation algorithms are not applicable in this context because they do
not consider the uncertain availability of providers and the super-provider’s context-
sensitive perspective. For instance, a super-provider may prioritize smaller requests
that have a higher weight in the super-provider’s revenue, such as allocating a larger

budget for a time slot that includes high-profit consumers with lower energy demand.

We propose an efficient energy service provisioning framework to maximize QoE. The
framework effectively allocates uncertain available energy services while adhering to
the super-provider’s perspective and limited budget. Our framework extends the CP-
Nets provisioning model proposed in Chapter 10 to capture the fine-grained providers’
provisioning preferences and availability [176]. Our framework leverages providers’
probabilistic preferences and flexibility to cope with time and budget constraints. We
formulate the problem of QoE-based energy provisioning as a Mixed-Integer Linear
Programming (MILP) problem. Our formulation considers the constraints of service
provisioning and super-provider budget to provide optimal solutions in terms of QoE
and rewards. In this regard, several solver models were used to solve the MILP prob-

lem. The main contributions of this chapter are:

e A QoE-aware super-provider-based framework for composing energy ser-
vices.

e A novel probabilistic uncertainty-aware PCP-Net-based preference model for
energy providers.

e A formulation of the energy service composition problem as a mixed-integer
linear program.

e An extensive evaluation using a real dataset to show the effectiveness of the

proposed approach.



232 11 CONSTRAINTS-AWARE ENERGY SERVICE COMPOSITION

<+ Edge server
-
e o ——
A @ o=
n e N
} i} Energy Service Management System
8 —""— Q Providers' Energy demand
provision distributions
ij \[ preferences I
N v ;
Composing energy (55
l ‘.' // services to demand 1 i
§ |< &P & Consumers

N m @

N .
iﬂ Providers Energy transfer

(A) Smart City (B) Providers and consumers in a confined area

FIGURE 11.1. 10T energy services environment

11.1.1 Motivating Scenario

We describe a scenario at a coffee shop in which a microcell owner (super-provider)
seeks to enhance consumers’ experience by leveraging crowdsourced energy services
(see Fig. 11.1(A)). Customers, i.e., IoT users, may act as energy providers or con-
sumers. All local energy services and requests are submitted to the edge managed by
the super-provider (see Fig. 11.1(B)). The super-provider has prior knowledge of the
Energy service Demand distribution (£ D) in the microcell over a time window (W)
(see Fig. 11.2(A)). ED represents the requested energy in each time slot, e.g., 500
mAh at time slot 77. Moreover, the super-provider uses an important business model
(I M) to estimate the importance of each time slot based on their business goals (see
Fig. 11.2(B)). For instance, 75 has an importance weight of 0.6 due to its significance
to the business, e.g., lunch hours. In addition, the super-provider uses a reward budget
model (RB) to compute the allocated budget for each time slot and the reward per
energy unit ru. The budget will be used as rewards to encourage providers to share
energy [1]. ru is used as a reservation price to give providers a benchmark of what

rewards amount the super-provider is willing to pay for their service.
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FIGURE 11.2. Example of the motivating scenario

The microcell energy demand is announced to providers a day ahead of the service
day through a registry. The announcement includes the requested amount, duration,
and reward per unit, 7u for each time slot. For example, the time slot 7} in Fig. 11.2
is advertised with energy requirement = 500 (mAh), ru = 0.08$, and the time [10:00
a.m. - 12:00 p.m.]. Providers may express interest in offering their services the night
before the service day, detailing the amount, availability, and price per energy unit
(see Fig. 11.2(D)). Energy providers may offer services for one or more time slots,
and their availability to commit may differ according to their preferences. Therefore,
we propose the use of probabilistic conditional preference networks (PCP-Net) as an
effective tool for expressing fine-grained probabilistic preferences [176]. The super-
provider generates all providers’ possible Expressions of Interest (Fol) to offer their
services using their PCP-Net, i.e., a provider may offer different services based on their
preferences. For example, provider A expressed interest in offering energy service S1
with 200 mAh or S2 with 300 mAh at 7, with a higher preference for offering S1.

Providers are assumed to stay for the full-time slot with a fixed service amount.

The super-provider aims to serve as many consumers as possible by efficiently allocat-
ing services to the time slots. However, fulfilling multiple energy requests with limited
energy services is a challenge. Furthermore, the super-provider’s business model may

prioritize time slots based on their importance, even with low energy demand. For
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example, 7, may be more important than 77. Additionally, the super-provider has a
limited budget to incentivize providers. Therefore, the super-provider considers the
provider’s provisioning preferences while allocating services. Assigning providers to
their preferred services will minimize the cost of rewards and increase the provider’s

likelihood to commit to the provisioning [10].

Allocating the limited available energy with the time constraints of services and re-
quests, budget constraints of the service provider, and the uncertainty of providers’
commitment represents critical challenges for efficient and QoE-aware provisioning
of IoT energy services. We reformulate our service provisioning problem as a time
and budget-constrained resource optimization problem, i.e., (i) maximizing the QoE
by efficiently allocating the most certain available energy services and (ii) adhering to
the budget of rewards. We propose a framework that will compose the best energy
services to enhance the consumer experience with respect to the super-provider’s busi-
ness goals and budget. Our framework leverages flexible energy providers that offer
services on multiple time slots by assigning them to the most important slots while
considering the cost of their preferences. Considering providers’ temporal flexibility
may improve the services’ distribution, fulfilling more energy requests and offering a

better experience.

11.2 System Model

We first adopted the definitions of 10T energy services and requests from [23]. We then
introduce a formal presentation of the super-provider preferences. We also present the
concept of quality of experience in a microcell. Lastly, we present the problem for-
mulation. This study considers a provisioning framework for stationary services. It
focuses on the temporal and budget constraints of allocating energy to multiple time
slots in a microcell within a predefined time window. The goal is to ensure the best
consumer experience over a predefined time while addressing providers’ uncertain be-

havior, adhering to the cost, and meeting the super-provider’s business goals.
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11.2.1 Energy Service and Request Models
DEFINITION 1. Energy Service (S). S is defined as a tuple of < s;q, pia, I, Q) >, where:

® s;4 is a unique service identifier,

® D4 is a unique provider identifier,

e [ is the function of delivering wireless energy from one loT device to another
1oT device,

e Qisatupleof < qi,qs, ..., q, >, where each q; denotes the Quality of Service
(QoS) parameter of the energy service S, e.g., energy amount and geograph-

ical location.

DEFINITION 2. Energy Quality of Service (QoS). QoS attributes enable users to differ-
entiate between energy services [39]. We extend the definition of QoS attributes from
[23]. QoS is presented as a tuple of < a,l,d,b > [23], where:

e a is the amount of energy offered by the provider,

e [ is the geographical location of the provider,

o d is the service’s time interval < st,et >,

e ap is the provider’s availability to offer their service,

e ru is the provider’s expected reward per energy unit.

The provider’s availability ap is its probability of offering the service. ap is com-
puted using the provider’s probabilistic conditional preference network PCP-Net (see
Section 11.3.1). The reward per energy unit v may be computed using statistical
methods that rely on the provider’s preferences, such as the market history, temporal

preferences, risk analysis, and the announced reservation price [177].

DEFINITION 3. Energy Service Provider (P). P is an loT device with spare energy to

be shared as a service. P is defined as a tuple of < p;q, PCP-Net>, where:

® D4 is a unique provider identifier,
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e PCP-Net is a probabilistic conditional preferences network of the provider’s

provisioning preferences.

DEFINITION 4. Energy Request (R). R is a tuple of < rq, ¢iq, ', Q) >, where:

® 1,4 is a unique request identifier,

® C;q is a unique consumer identifier,

e [ is the function of receiving wireless energy by IoT devices from a nearby
IoT device,

e Qisatupleof < q1,qs,...,q, >, where each q; denotes the Quality of Service
(QoS) parameter of the energy request R, e.g., required energy amount and
request duration. In our context, we define the energy request quality () as
< re,loc,d > where:

— re is the requested amount of energy by the consumer,
— loc is the geographical location of the energy consumer,

— d is the request’s time interval < st,et >.

11.2.2 Super-Provider Preferences

The super-provider uses the revenue and traffic history of the microcell to define five
preferences : (1) time Window (1), (2) Importance Model (I M), (3) Energy Demand
distribution (£ D), (4) microcell Rewards Budget model (RB), and (5) Quality of Ex-

perience model (QoE). In what follows, we present each of these preferences.

DEFINITION 5. Time Window (W). W is the time scale for managing the services pro-
visioning, i.e., day, week, etc. For instance, a super-provider may want to focus on a
certain week (e.g., back-to-school week) or a certain day (e.g., Black Friday). W is
represented as a sequence of time slots < ti,1s,...,t, > where t; is a sub-interval in

the time window W, e.g., [11:00 a.m. - 12:00 p.m.].

DEFINITION 6. Importance Model (IM). An IM is a sequence of importance values as-
signed to each time slot in the service time window, denoted as < 1my,ims, ..., 1My >

and defined over V. The importance weight im; of a time slot is defined by the foot
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traffic and revenue generated during t; [52]. The value of im varies from zero to one.

The importance score impacts the allocation of energy services.

DEFINITION 7. Energy Demand Distribution (ED).

ED is the predicted consumers’ energy demand distribution in each time slot t in
the service time window W. ED is defined as a sequence of {dy,ds, ..., d,} where
d; is the aggregation of the predicted energy requests time slot t;. The prediction of
energy requests may be obtained using prediction techniques applied to the historical
records h; for all IoT users who visited the microcell at time slot t; [178][179]. Energy
requests may be aggregated according to their spatiotemporal features [49]. Given a
set of predicted energy requests, the super-provider aggregates the energy requests
using the composition approach proposed by [23]. The approach considers the time
interval of each request to define a composite energy request that includes all available
requests. If two or more energy requests overlap within a time interval, the super-
provider sums the requested energy by all the available requests at that time interval

using the following:
di(t;) = f(hyt;) (11.1)
=0

where d; is the aggregated energy demand at time slot t;, h; is the provider’s j history
of energy requests at time t;, m is the number of providers who have visited the micro-
cell at t; in the past and f is the prediction function. Several models may predict foot

traffic in a time slot and their energy demand [179].

DEFINITION 8. Rewards Budget Model (RB): The super-provider uses rewards to en-
tice providers to offer their energy. The super-provider grants rewards in the form of
stored credits. We assume that the system limits the amount of requested energy. The
provider may later use the earned credits to increase the limit of the requested energy
as a consumer. A study on using incentives to increase energy provision participation
was conducted [1]. The study shows that the amount of energy provided and the time
of provisioning affect the value of the reward. Super-providers typically have a limited

reward budget based on the super-provider business model [180]. The rewards budget



238 11 CONSTRAINTS-AWARE ENERGY SERVICE COMPOSITION

(RB) for microcell M is distributed over the services time window W based on the
importance model I M and the business goals of the super-provider [10]. RB is defined
as a tuple of < W, B, RU, tb >, where:

o W = {ty,tq,....,t,} is the set of time slots t that represent the service time
window W,

e B = {by,bs,...,b,} is the corresponding budget limit for each time slot t in
the service time window W,

o RU = {ruy,rus,...,ru,} is the corresponding reward per energy unit for
each time slot t in the service time window W. The reward per uni (ru) is
paid by the super-provider to providers based on the services they offer and
the time of their provisioning. ru is also used as a reserved price, i.e., the
super-provider will not pay higher than the ru, which may guide providers in
determining their reward when they express their interest in offering energy
[177]. ru; is computed based on the allocated budget b; for time slot t; over

the expected aggregated amount of energy demand d.

e (b is the total budget the super-provider is willing to pay. Note that b; may
be greater than tb. Therefore, the super-provider may adjust the budget for

each time slot but will not exceed the total budget tb.

11.2.3 Quality of Experience (QoE) Model:

We define the Quality of Experience (QoE) for a microcell during a specific time win-
dow W to measure the satisfaction of energy consumers with respect to the super-
provider’s importance model /)/. We determine consumer satisfaction by assessing

the ratio of allocated services to the energy demand distribution £ D. Therefore, the
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QoE in a microcell energy services over time window W is:

i=1

QoE = Z ((]ED.dj — Z(pi.esk.a % esg.ap)|) * [M.imj>
j=1 (11.3)

,Vp; € SelP;

where n is the number of time slots, £ D is the microcell’s energy demand distribution,
d; is the aggregated energy demand at time slot ¢;, d; is computed using Eq. 11.1, m
is the number of selected providers that offer their services at time slot ¢;, p;.esy.a is
provider ¢ energy service k’s amount, p;.esi.ap is provider ¢ energy service k’s availab-
ility probability, /M is the service time importance model, I M.im; is the importance
weight of time slot ¢;, and SelP; is all the set of selected providers that offer their

services at time slots ;.

Cost (C): C is the total amount of rewards a super-provider will pay to the providers

based on the allocation strategy.

C= Z Z (min(p;.esp.ru, RB.ru;) * p;.esg.a) (11.4)

=1 i=1

where n is the number of time slots, m is the number of selected providers, min(p;.esy.ru,
RB.ru;) is the minimum function for selecting the smaller reward unit between the
reward ru requested by provider ¢ to offer their service £ (p;.es,.ru) and the reward
determined by the super-provider’s rewards budget R B for services offered in time slot
J (RB.ruj); RB.ru; is computed using Eq. 11.2, and p;.esy.a is provider ¢’s energy

service k’s amount. Note that ¢; will be assigned based on the super-provider strategy.

11.2.4 Problem Definition

Given a microcell energy demand distribution £D =< d;,ds, ..., d, > over the tem-
poral preferences of the super-provider in the time window W =< t;,%9,...,%, >, a

super-provider’s importance model IM = < imy, imo, ..., im,, >, the super-provider’s
p p p 1 2 ) n P P



240 11 CONSTRAINTS-AWARE ENERGY SERVICE COMPOSITION

reward budget RB and a set of m energy providers P = {p1,pa, ...., pm }, €ach pro-
vider may have a set of Expression of Interest (Eol) services S = {s1, sa, ..., Sy} to
offer different QoSs or different time slots. These Eol services are extracted from each
provider’s probabilistic conditional preference network PCP-Net. Energy providers
register their services in terms of (1) the amount of energy s.a, (2) temporal provision
preferences s.d, (3) availability probability s.ap, and (4) the reward per unit they ex-
pect s.ru. The super-provider will use their importance model /M, their reward budget
RB, and the providers’ services P.S to allocate energy services to time slots. The al-
location approach aims to maximize the QoE by minimizing the difference between the
energy demand £ D and allocated services P.S, while adhering to the reward budget
RB and importance model /M. We transform the problem of quality-aware energy

provisioning into a time-constrained resource allocation problem as follows:

Minimize

Z <(|ED.dj - Z(pi.esk.a % esg.ap)|) * IM.imj>

j=1 =1

Subject to

M

@
Il
—_

(pi-esg.rux p;.esg.a) < b;, Vb, € RB.B
(11.5)

M-

<Z(pi.esk.ru *pz-.esk.a))> < RB.tb

1 \i=1

J

—t; C si.d
Where VSk € P;.S,

Sy.d is the start and end of the provider’s service

The goal of the strategy is to efficiently allocate the available energy services to time
slots. The objective function attempts to optimally assign the most certain energy
services according to their spatio-temporal features, providers’ preferences, the im-

portance model, and the required energy in the time slots.

We use the following assumptions to formulate the problem.
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FIGURE 11.3. Quality of experience aware service composition
framework

e Providers’ energy size is fixed during composition.

e Providers and consumers have fixed locations.

e The microcell importance model /M, rewards budget RB, and energy demand
distribution £ D are given as input, and computing them is out of the scope
of this work.

e The energy demand distribution £'D is deterministic.

e There is no energy loss in sharing.

e A trust and secure framework is used to preserve the security and privacy of

the IoT devices [174].

11.3 Energy Service Composition Framework

We introduce our energy service composition framework for allocating energy services
to provide consumers with the best quality of experience (QoFE with respect to the
super-provider reward budget (RB) and importance model /M (see Fig. 11.3). The
framework aims to maximize QoE by minimizing the difference between the required

energy and allocated services while adhering to the reward budget. The framework
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is divided into three phases: (1) providers’ energy service Eol generation, (2) energy
service composition, and (3) QoE and cost assessment. We discuss each phase in detail

in the following Subsections 11.3.1 - 11.3.3.

11.3.1 Energy Services Expression of Interest (Eol) Generation

In the first phase, the framework generates each provider’s set of Expressions of In-
terest (Eol) to offer energy service based on their probabilistic conditional preference
network, PCP-Net. PCP-Net ranks and generates a description of the services, their
price per energy unit, and availability. As aforementioned, providers may have a set
of provisioning preferences, i.e., they can come at several time slots or offer different
services. However, they may prefer certain times over others, e.g., a provider may
prefer to offer their service in the morning rather than in the evening. Intuitively, as-
signing providers to a highly preferred time slot requires fewer rewards. Thus, ranking
providers’ provisioning preferences may help the super-provider reduce the rewards

amount.

A CP-Net-based provisioning model was proposed to capture provider provisioning
preferences in Chapter 10; the model structures provider preferences using Condi-
tional Preference Networks (CP-NeT). CP-Net enables ranking the provider’s qualit-
ative preferences compactly and intuitively [173]. However, the model cannot express
providers’ preferences in fine-grained details [181][176]. Specifically, the model can-
not indicate the probability distributions or uncertain preferences for preference order-
ing [176]. Therefore, we extend the proposed model using a Probabilistic Conditional
Preference Network (PCP-Net) to express provider preferences [176]. PCP-Net ad-
dresses this limitation by allowing the presentation of probabilistic distributions over
preference orderings, making it possible to model and reason with preferences in un-

certain situations about the preferences’ strength or direction.

A PCP-Net is a direct acyclic graph formally representing probabilistic preferences

with dependent relations among multiple attributes [181]. Assume a set of attributes
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V ={Xj,...., X,,} over which a user has preferences. A PCP-Net over V' consists of
a directed graph (D(), whose variables are annotated with a probabilistic conditional
preference table (PC PT(X;)) associated with a probability distribution p over the set
of orders > x, 7 p for each X; € V. The directed graph G represents the dependency
between the attributes X1, ...., X,,. A child node in a dependency graph depends on a
set of direct parent nodes, Pa(X;). The child node is connected by an arc from Pa(X;)
to X; in the dependency graph. Parent attributes affect user preferences for the value
of X;. Each node X; in the dependency graph has Pa(X;) except for the root nodes.
The conditional probabilistic preference table PC'PT(X;) is defined for a finite set of
domains D(X;). Each PC PT'(X;) associates a preference order between the values of
D(X;) and each instantiation u of X;’s parents Pa(X;) = U. Moreover, PCPT(X;)
provides a conditional probability for each u, given its parents’ set of order Pa(X;).
Therefore, given a PCP-Net and an outcome o, the probability of o is computed by

multiplying the probabilities of the corresponding set of instantiation w as follows:

n

p(o) = P(ug) * [ [ p(ui | Pa(Xi)u,_,), Vi € 0 (11.6)

i=1
where P(ug) is the probability of the root parent and p(u; | Pa(X;)ui — 1) is the con-
ditional probability of u; given the u;_; of its parents. For better illustration, we can
generate a tree Ptree of the PCP-Net’s attributes V/, instances U, and probabilities
Prob by combining the directed graph (D) and probabilistic conditional preference
table (PCPT(X;)). The tree may be used to compute the probability of each out-
come by traversing the tree from the leaf node to the root node, visiting the nodes that

combine the given outcome o (see Fig. 11.4(C)).

In our context, we present each provider’s provisioning preferences using a PCP-Net.
For instance, the provider in Fig. 11.4 prefers to offer their service at 7 rather than
T5. Therefore, time (T) is the most important attribute in the dependency graph of
PC'P, followed by the amount of energy (A). The arc from "T" to "A" implies that the
provider’s preferences on the amount of provided energy depend on the time selection.

Time preference is expressed as 77 > T5 in the probabilistic conditional preference
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FIGURE 11.4. Provider’s PCP-Net-based provisioning preferences

table (PC'PT) of PC P with T having a probability of 0.6 and 75 having a probability
of 0.4. This implies that the provider has a 60% preference for the first time slot, 77, to
a40% preference for the second time slot, 75. The choice of time determines the choice
of energy amount in PC P. For example, if the provider is assigned to the second time
slot 75, the provider prefers to offer 400 energy units rather than 500, according to
PC'P. Similarly, each amount of energy has a probability preference. For example, the
provider has an 80% preference to offer 400 energy units, given that they were assigned
to a time slot 75, i.e., p(40 | T3) = 0.8. Therefore, given the outcome o = T A 400,
the probability of o using Eq. 11.6 is p(0) = p(T3) * p(400 | T5) = 0.4 % 0.8 = 0.32.
Therefore, for each provider, we generate their ranked provisioning preferences as a set
of Eols to offer energy services S; using a tuple of < PCP;, PCPT; > where PC Pi
is the PCP-Net of provider P, and PC PT; is the probabilistic conditional preference
table of provider P;. PTP; is computed by generating an induced graph, G, from
PCP; and PCPT; [173]. A preference outcome is a combination of the values of all
the attributes of a PCP-Net [173]. For example, {77 A 200} and {7} A 300} are the two
preference outcomes for PC'P denoted by ol and 02. According to the value of the
attributes in PC' PT, it can be shown that 01 > 02 or ol dominates 02 with ol having
a probability of 48 % and 02 having a probability of 12%. The dominant relationship
between the two preference outcomes is the pre-order between them. Fig. 11.4 depicts

the induced graph of a PCP-Net with all preference outcomes and their probabilities.
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Algorithm 11.1 ES Advertisement Generation and Ranking
Input: P
Output: S
1: for p; in P do
2 O <Generate_Induced_Graph(p;. PCP — Net)
3 ptree < Generate_tree_Graph(p;. PCP — Net)
4 for 0;in O do
5: p(0j) < ptree(uo)
6.
7
8
9:

for u; in O) do
p(0;) < p(o;) * ptree(uy|ug_1)
S(pi).add_ES(o;, p(0;))
return S

As mentioned previously, outcome preferences are used to define the provider’s set of
Eols to offer energy services £.S using Definitions 1 and 2, where each outcome o is
used to define the service. These services will be used as an expression of interest from

the provider to offer their services in the microcell.

Algorithm 11.1 presents the steps for generating energy services’ Eol for each pro-
vider. Lines 1-8 traverse each provider’s PCP-Net to generate its energy services Eol.
Line 2 generates the induced graph for each provider using their PCP-Net. Line 3
generates a tree that represents the order, dependency, and probability of each in-
stance v by using the directed graph (D) and probabilistic conditional preference
table (PC' PT(X;)) of the provider’s PCP-Net. Line 4 computes for each outcome its
probability using the generated tree and Eq. 11.6.

11.3.2 Energy Services Composition

This phase aims to compose the most certain energy services to maximize QoE and
adhere to the reward budget. Our composition approach utilizes flexible providers, i.e.,
providers with multiple provisioning preferences—to assign them to the most important
time slots if they are within the budget. For example, if a provider offers services in two
slots, the approach assigns the service to the most important time slot if it is within the

budget. If the time slot does not require the service, the service will be assigned to the
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next time slot. Moreover, the approach uses providers’ PCP-Net to select services with
a higher probability of availability. Finally, we used a linear programming technique
to efficiently compose energy services [182]. In Subsection 11.3.2.1, we present the

formulation of the problem as a linear programming problem.

11.3.2.1 MILP Formalization of Energy Service Composition

We formulate the problem of QoE-based energy provisioning as a Mixed-Integer Lin-
ear Programming (MILP) [183]. Typically, a problem solved using linear program-
ming is defined by its objective functions and constraints. In the following, we will
detail the instance of the general optimization problem outlined in Section 11.2.4 as a

MILP formulation:

Decision variables

Let z;; be a binary variable, where x;; = 1 if a provider i is assigned to time slot j, and

x;; = 0 otherwise. The decision variable is represented as follows:

zi; €{0,1}, VieP, jeW (11.7)

Objective function and constraints

Maximize: o
> ) wij x P.S.ai; x P.S.ap (11.8)
i=1 j=1

Subject to:
zij€{0,1}, VieP&VjeW (11.9)
ixijzl VieW, VieP (11.10)

Jj=1
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m n

0<> Y wij x P.S.ai; x P.S.apy; <W.dj, VjeW (11.11)
j=1i=1
Ti5 X P.S.T‘Uij < i X RB?”’LL]VZ e P& VJ eWw (11.12)

n
0< Zl‘ij X P.S’.aij X min(P.S.ruij,RB.ruj) < RB.bj,

i=1 (11.13)
VjeW
0<> 3wy x P.S.ai; x min(P.S.ru;, RB.ruj) < TB (11.14)
j=1i=1

The objective of the super-provider is to minimize the difference between the energy
demand and allocated series to maximize the QoE. This may be achieved by maxim-
izing the total allocated energy across all slots. Equation 11.8 represents the objective
function, which is to maximize the total energy allocated across all providers-time slot
pairings. Note that the service is multiplied by the probability of provider availability
P.S.ap;;, based on the provider preferences presented in Section 11.3.1. Multiplying
the allocated energy by P.S.ap;; aims to select the providers with the highest probab-
ility. There is a set of constraints to formulating the problem in our context: Constraint
11.9 ensures that the decision variables z[i, j] are binary, indicating whether provider
1 is assigned to slot 7, i.e., x=1, or not, i.e., x=0. Constraint 11.10 ensures that each
provider ¢ is assigned exactly to one slot 7. Constraint 11.11 ensures that the total
energy allocated to each slot j is greater than zero and does not exceed the slot’s de-
mand. Note that the service is multiplied by the probability of provider availability,
P.S.ap;;, to ensure the selection of providers with the highest probability. Constraint
11.12 ensures that the unit price of the energy provided by provider ¢ in slot 7 does
not exceed the reserved unit price for that slot. Note that the super-provider pays the
minimum price between the service unit price and its reserved unit price. Constraint
11.13 ensures that the total cost of the energy allocated to each slot 7 does not exceed
the allocated budget for that slot. Constraint 11.14 ensures that the total cost of energy

allocated across all slots does not exceed the total budget.
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11.3.3 Energy Services Provisioning Composition

We present our proposed energy service composition approach. The goal is to compose
certain energy services to maximize QoE and adhere to the reward budget. Our com-
position approach utilizes flexible providers, i.e., providers with multiple provisioning
preferences, to assign them to the most important time slots if it is within the budget.

We use our MILP formulation and several solvers to compose the optimal services.

Algorithm 11.2 presents the energy service composition approach. First, the algorithm
generates each provider their Eol to offer their services S based on their provisioning
preferences (PCP-Net) (Line 1). The search space is reduced by excluding services
with a price per unit higher than the reserved price per unit, as determined by the super-
provider budget model (Line 2). We define the MILP problem objective function to
maximize the allocation of energy services. This minimizes the difference between
the required and allocated energy, thereby maximizing QoE (Line 3). The decision
variables for our problem are specified as the allocated energy services and time slot
demand (Line 4). The objective function is defined to maximize the allocation of ser-
vices (Line 5). The problem constraints are defined in Lines 6-16. Within the context
of our problem, the constraints are as follows: (1) Providers’ constraints: a provider
should be assigned to a single time slot (Lines 6-7), (2) Energy constraints: the alloc-
ated energy for each time slot should be greater than zero and should not exceed its
energy demand (Lines 8-9), and (4) reward budget constraints: (A) the unit price of
the energy services in a slot does not exceed the reserved unit price for that slot (Lines
10-12); (B) The reward cost is greater than zero and less than the allocated budget for
the corresponding time slot (Lines 13-14); and (C) The total reward cost is less than
the total budget for the entire time window W (Lines 15-16). Line 17 composes the
services by solving the linear programming problem. The linear programming prob-
lem can be solved using different methods, such as the graphical method, the simplex
method, or tools such as R and an open solver [182]. Once the allocation of the service
is completed, a quality of experience function (Line 18) and a cost function (Line 19)

are invoked to assess the resulting composition using Eqs 11.3 and 11.4, respectively.
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Algorithm 11.2 Energy Services Provisioning Composition

Imput: W, IM,ED,RB, P
Output: energy_comp, QoE,C

1:
2:

10:
11:
12:

13:
14:
15:
16:

17:
18:
19:
20:

W{jld

S + ES_Ad_Rank_Generation(P)
S < ES_Filter(RB, 5)
Define the problem
problem <— Create_LP_Problem(M azimize)
Define the decision variables
x < Create_LP_Variables(z, [(i,j) foriin P
for jin W|,” Binary”)
Define the object function
obj + obj + lpSum(a[i][j] * P.S[i|[jl.a * P.S[@|[jl.ap for iin P for jin W])
Define the constraints
Define providers constraints
for iin P do
const < const + IpSum([x[i, j|for jin W]) <1
Define energy constraints
for jin Wdo
const <= const + IpSum([z[i, j] = P.S[i][jl.a = P.S[i][j].apfor i in P]) <

Define total rewards budget constraints
for iin Pdo
for jin Wdo

const < z[i][j] * P.S[i]|[j].ru < z[i][j] * RB[j].ru
const < Y x[i][j] * P.S[i][j].a * min(P.S[d][j].ru, RB[j].ru) > 0
const < Y x[i][j] * P.S[i][j].a * min(P.S[i][j].ru, RB[j].ru) < RB[j].b
const < Y x[i][j] * P.S[{][j].a *x min(P.S[4][j].ru, RB[j].ru) > 0
const <y ", x[i][j] * P.S[i][j].a * min(P.S[i][j].ru, RB[j].ru) < sum(RB)

Solve the LP problem using a solver model such as GLP
energy_comp <— prob.solve(solver_Mdl)

QoFE < Compute_QoE(W, IM, ED, energy_comp)

C < Compute_Cost(W, IM, ED, energy_comp)

return energy_comp, QoE, C'

The composition of selected services, quality of experience, and cost will be returned

in Line 20.
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11.4 Experiments Results

We evaluated our proposed energy service composition (£(C') using six solvers: GLPK,
Gurobi, CPLEX, XPRESS, and SCIP[183]. An EC-solver name denotes each ap-
proach; for example, EC-GLPK. We compared our composition approach using differ-
ent solvers with a baseline traditional resource allocation algorithm, namely, first come
first served allocation (Greedyl) and a priority-based allocation algorithm (Greedy2)
[95]. In Greedyl, time slots and services are processed based on their start time. In
Greedy?2, time slots are processed based on the budget in descending order, and ser-
vices are sorted based on rewards and energy. We also compared our approach with
the Demand-based method proposed by [10]. In the Demand-based algorithm, slots
and services are sorted based on energy, and the allocation starts with the least flex-
ible providers. Additionally, we compared our approach with the Importance-based
method proposed in Chapter 10. In an importance-based algorithm, slots are sorted
based on importance, and services are sorted based on energy. However, we modified
the assumptions in demand-based and importance-based approaches to account for the
fact that flexible providers may not be available for all time slots. We also attempted
to implement a brute force approach; nonetheless, its substantial computational and
memory requirements made effective execution impossible. The high resource de-
mand rendered this method impractical for our specific problem setting. In our com-
position problem, energy services are considered resources, and the super-provider’s
importance model defines priority. We evaluated the effectiveness of each approach
by measuring the quality of experience, cost, and energy utilization. Furthermore, we

evaluated the efficiency of each method by comparing their execution times.

11.4.1 Dataset Description

We used a real dataset collected by an app developed in [6]. The app monitors the
wireless energy-sharing process using coils connected to two smartphones. The con-

sumer determines the granularity of the monitoring time. The app allows users to
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TABLE 11.1. Statistics of the experiment’s environment

Variables Value

Total Energy Requests for

coffee shop 1 in April 16830

Energy Services 10000
Duration of All Energy Services | 5 - 30 minutes
Duration of Energy Requests 5 - 30 minutes
Provided Energy 5 - 100 mAh
Requested Energy 5 - 100 mAh
Number of time slots 8

Providers’ preferences 1-4

request energy services from nearby smartphones by size, e.g., 1,000 mAh, or by time,
e.g., to charge for the next 5 minutes. The dataset consists of energy transfer records
between a provider (smartphone) and a consumer (smartphone). The records include
the provider ID, consumer ID, transaction date, time, energy service amount, request
amount, and transfer duration. We used the energy dataset to generate QoS parameters
for the energy services and requests. For example, the amount of wireless charging
transfer in mAh defines the amount of requested/provided energy. Additionally, the
energy dataset records of the wireless charging transfer duration were used to define

the end time of each request/service.

We augmented the energy sharing dataset to mimic the crowd’s behavior within mi-
crocells by leveraging a dataset published by IBM for a coffee shop chain with three
branches in New York City'. The dataset consists of transaction records of customer
purchases in each coffee shop over one month. Each coffee shop has 560 transactional
records per day and 16,500 transaction records in total. We used the IBM dataset to
simulate the spatio-temporal features of energy services and requests. Our experiment
employed the consumer ID, transaction date, time, location, and coffee shop ID from
each record in the dataset to define the spatio-temporal features of energy services and
requests, e.g., the start and location of an energy service or a request. We randomly

generated provider preferences. Table 11.1 presents the statistics of the experiment.

Thttps://ibm.co/207IvxJ
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11.4.2 Evaluation of the Composition Framework

We ran four experiments to determine the effectiveness and efficiency of the proposed
approach using different solvers. The experiments evaluated the approaches in terms of
their quality of experience, cost, energy utilization, and computation cost. We ran the
approaches in different settings by fixing the number of services and gradually chan-
ging the number of requests over the time interval W. We repeated the experiments

3,000 times and considered the average value for each approach.

The first experiment compares the proposed approach’s QQoF with those of the other
four approaches. As previously mentioned, QoE represents consumers’ satisfaction
over time with respect to the super-provider’s importance model. Therefore, a high
QoE of a composition indicates a higher level of satisfaction for consumers from a
super-provider’s perspective. QoE was computed using Eq. 11.3. Fig. 11.5 presents
the average (QoF in the microcell for each approach; the x-axis represents the number
of energy requests in the microcell. The number of services in this experiment was a
randomly selected set of 15 services out of 340 services for each run. In Fig. 11.5,
our proposed approach using each solver outperformed all other approaches. This

was because our approach used linear programming solvers to compose the services.
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In general, solvers surpass resource allocation algorithms because of their guaranteed
optimality [183]. Typically, solvers can find an optimal solution to an optimization
problem. In contrast, priority-based allocation may not always lead to an optimal
solution. Another observation is a decrease in (QoF with the increase in requests for all
composition approaches. The increase in energy demand can explain this observation.
If the demand rises with fixed service availability, many consumers’ needs will not be

met, resulting in a decrease in QoF.

The second experiment evaluated the cost C of allocating services using the resulting
composition of each approach. Recall that the cost is the sum of the rewards paid
by the super-provider to encourage providers to offer their services. The cost was
computed using Eq. 11.4. In Fig. 11.6, the cost decreases for almost all approaches
as the number of requests increases. An increase in demand leads to better-aligning
service allocations with provider preferences. As mentioned in Chapter 10, aligning
with providers’ preferences will likely reduce costs, as providers will be less resistant
to offering their services. Another observation is the low cost of the proposed approach
using each solver compared with the other approaches. This is because the used linear
programming solvers continually search for the optimal solution; if two services are

available, the one with the lowest reward will be selected. On the other hand, all
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other resource allocation approaches select any service that meets the super-provider

constraints.

The third experiment compared the average Energy Utilization (£U) for each com-
position (see Fig. 11.7). EU is computed as the ratio of the amount of used energy
services to the total amount of available services. A high EU value indicates more
satisfied consumers. In Fig. 11.7, the £EU for the proposed composition using each
solver is the highest. This is because the used solvers continually search for the op-
timal solution, that is, select the most certain services. In addition, EU increases for
all approaches as the ratio of energy services to requests decreases. This is because a
low ratio of services to requests means there are more requests than available services,
which means that all services will be used. However, when the ratio is 100, the num-
ber of requests is equal to the number of services, which increases the probability of

missing services due to time slot preferences.
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11.5 Conclusion

In this chapter, we proposed an efficient QoE-aware energy service-provisioning frame-
work. A new PCP-Net model was proposed to capture providers’ fine-grained pro-
visioning preferences and availability. A QoE-driven composition approach was pro-
posed to effectively allocate energy services with uncertain availability while consider-
ing the super-provider constraints. Our approach uses linear programming to formulate
a QoE-based energy service-provisioning problem. We used several linear program-
ming solvers to compose services that maximize the QoE by leveraging providers’
flexible preferences. We conducted a set of experiments to assess the effectiveness and
efficiency of the proposed framework. The future direction is to consider the probab-

ility of change in the microcell energy demand.



CHAPTER 12

Context-aware Trustworthy Energy Service Composition

12.1 Introduction

A key challenge in QoE-based energy service provisioning is to assess providers’ com-
mitment to sharing energy [13][14]. For example, a provider may terminate the energy
transfer by leaving the transfer range. They may also stop the delivery of energy due
to excessive device usage. Such service disruptions may reduce the expected amount
of shared energy, impacting the consumer’s QoE. In such cases, real-time service re-
placement is not always guaranteed [49]. Therefore, a frust management framework is

necessary to evaluate the uncertainty in a provider’s commitment.

Trust refers to the belief that providers will adhere to agreements and maintain the
quality of service as advertised [14][13]. In crowdsourced energy environments, ex-
isting trust frameworks are not applicable due to energy scarcity and the fluctuating
behavior of 10T users [50]. Energy scarcity implies providers tend to offer less energy
than advertised [49]. While IoT users’ commitment may fluctuate due to mobility and
usage patterns of IoT users [14][50], using existing trust metrics results in low trust
scores for most providers. Therefore, a new trust assessment framework is needed to
better utilize the scarce energy services [13][14]. Adjusting the trust assessment based
on providers’ history and the context of service provisioning can lead to more accurate
results. For example, existing trust frameworks would give a low score to a provider

who consistently offers only 50 mAh, regardless of the advertised services. However,
256
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if the super-provider only needs 50 mAh, assessing the provider based on this spe-
cific context would result in a higher trust score, making them a suitable candidate for

allocation.

We propose a context-aware trust management framework to accurately assess and effi-
ciently allocate trustworthy providers. The framework assesses providers’ trustworthi-
ness based on the super-provider constraints. The providers’ trust scores are then used
to select and compose the best set of energy services to fulfill the super-provider re-
quirements. Our framework enables utilizing providers that may appear untrustworthy
but can make valuable contributions while maintaining commitment. In addition, we
propose a heuristic-based approach that ensures a higher QoE. Our approach composes
additional services, based on the trust scores of providers, as a backup in the case of

service cancellation. The contributions of this chapter are:

e A novel trust-aware framework to compose energy services and ensure QoE.

e A context-aware trust assessment model to fairly evaluate energy providers.

e A context model for defining super-provider constraints in evaluating pro-
vider trust.

e A heuristic-based approach to compose trustworthy energy services.

12.2 Motivating Scenario

We present a scenario where a microcell owner (super-provider) aims to enhance con-
sumers’ experience by utilizing crowdsourced energy services (see Fig. 12.1(A)). IoT
users may act as energy providers or consumers. All local energy services and requests
are submitted to the edge and managed by the super-provider (see Fig. 12.1(B)). We
assume that the super-provider has prior knowledge of the energy demand distribution
in the microcell over a given time window. Additionally, the super-provider adopts a
QoE-based approach, such as [10][11], to select optimal providers to fulfill the micro-

cell’s energy demand. The super-provider also uses rewards to encourage providers’
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FIGURE 12.1. IoT energy services environment

participation [11][1], but rewards do not guarantee their commitment [1]. The uncer-
tainty in providers’ behavior may adversely affect consumers’ QoE if a service fails
and no other nearby services are available [49]. Thus, a trust framework is required
to evaluate providers’ commitment. While there are several trust frameworks for loT
services, they do not apply to energy services as they do not accommodate the nature
of energy services. An inaccurate trust assessment may lead to misjudgment of a ser-
vice. This could lead to either not using it due to a low score or using an untrustworthy
service that disappoints consumers. Given energy scarcity, it is paramount to correctly
assess trust to efficiently utilize all available services. Furthermore, super-providers
typically may vary in their service expectations and requirements. These expectations
may result in different trustworthiness scores for the same provider. Hence, finding the

right trust assessment that meets super-provider expectations is challenging.

Fig. 12.2 shows a provider’s advertised service and history. Let us assume we limit
the trust metrics to the provider’s commitment to fulfill an energy request. Using a tra-
ditional trust framework where a provider is assessed based on all its available history,
the provider trust score will be 67% without an estimation of the provided amount.
However, using a more context-aware trust framework, where a super-provider defines
their minimum requirements as a threshold, may result in a different score. For ex-
ample, if a super-provider has a 60 mAh threshold, they will look at the provider’s
history and how often they fulfill 60 mAh requests. Based on this, they rated the pro-

vider’s service to 60 mAh with a 93% trust score. In another example, if the threshold
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FIGURE 12.2. Example of how different trust assessments yield dif-
ferent trust scores

is set to evaluate the rate of providing 70 mAh services in microcell B, the trust frame-
work will consider the provider’s history within microcell B to understand their per-
formance in that area. As a result, the super-provider will rate the provider’s services
as 70 mAh with a 100% trust score. Allocating the limited available energy amid
the uncertainty of providers’ commitment presents a critical challenge for the efficient
and QoE-aware provisioning of IoT energy services [13]. We propose a context-aware
trust-management framework for energy services. Our framework assesses provider
trust based on the expectations and requirements of super-providers, which may lead
to varying trust scores for the same service. The framework composes the most trust-
worthy energy services, ensuring consumer QoE and leveraging super-providers’ ex-
pectations to assess and adhere to their standards. Moreover, our composition approach
accounts for the natural untrustworthiness in the energy crowdsourcing environment by
selecting additional services as a backup. The selection of these services relies on the

trustworthiness of the available services

12.3 System Model

We focus on assessing the trust of energy services in a microcell during a single time

slot t. We use the below definitions to formalize the problem.
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12.3.1 Energy Service Model

DEFINITION 1. Energy Service (S). We adopt the definition of EaaS introduced in

[25]. An energy service S is defined as a tuple of < s;q, i, F, QQ >, where:

® s, is a unique service identifier,

® D4 is a unique provider identifier,

e F'is the function of delivering wireless energy,

o Qisatupleof < q1,qs,...,q, >, where each q; denotes the Quality of Service

(QoS), e.g., energy amount and geographical location.

DEFINITION 2. Energy Quality of Service (QoS). QoS attributes enable users to dif-
ferentiate between energy services [39]. We extend the definition of QoS attributes
from [23]. QoS is presented as a tuple of < a,l,d,b > [23], where:

e q is the amount of energy offered by the provider,
e [ is the geographical location of the provider,
o d is the service’s time interval < st,et >,

e ir is the provider’s trust score to offer their service,

DEFINITION 3. Energy Service Provider (P). P is an IoT device with spare energy to

be shared as a service. P is defined as a tuple of < p;q, H >, where:

® D;q is a unique provider identifier,

o H is the set of historical records of the provider’s previous provisioning.
We assume that all providers have a history, and dealing with newcomers
is not the focus of this work. We also assume that the edge will retrieve
the history of providers from the cloud (see Fig. 12.1(B)). H is a tuple of
< hy, ha, ..., hy >, where each h; represents the record of previous energy
transfer as < s, de, m,t > where:

— S is the advertised energy service,
— de is the amount of delivered energy,

— m is the microcell where the energy sharing occurred,
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— t is the time duration < st,et > of the energy sharing.

12.3.2 Super-Provider Preferences

DEFINITION 4. Energy Demand Distribution (ED). The super-provider uses the traffic
history of the microcell to define the Energy Demand distribution (E D).

We adopt the definition of E'D from [10]. ED is the predicted consumers’ energy
demand distribution in the service time window W . Therefore, the demand for a single
time slot is defined as a tuple < d,t¢ > where d is the aggregation of the predicted
energy requests at time interval ¢. The prediction of energy requests may be obtained
using prediction techniques applied to the historical records H for all 10T users who
visited the microcell at time interval ¢ [178][179]. Energy requests may be aggreg-
ated according to their spatio-temporal features [49]. Given a set of predicted energy
requests, the super-provider aggregates the energy requests using the composition ap-
proach proposed by [23]. The approach considers the time interval of each request
to define a composite energy request that includes all available requests. The super-
provider sums the requested energy by all the available requests at that time interval

using:
m

d(t) =Y f(H;.1) (12.1)

j=0

where d is the aggregated energy demand at time slot ¢, H; is the provider’s j history of
energy requests at time ¢, m is the number of consumers who have visited the microcell

at ¢ in the past and f is the prediction function.

DEFINITION 5. Quality of Experience (QoE). QoE measures the aggregated satisfac-

tion of energy consumers in a microcell at time slot t.

QoE =Y "S.a/> Rjre (12.2)
i=1 j=1
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where 7 is the number of selected services, a is energy service ¢’s amount, and E;n:l Rj.re
is the aggregated energy demand at time slot ¢. In this study, we assume the energy
demand is deterministic and is equal to Ed.d (see Eq. 12.1), m is the number of ag-

gregated requests, and re is energy request size.

12.3.3 Problem Definition

Assume a super-provider in a microcell m who wants to fulfill their consumer’s ex-
pected energy demand £ D.d at a time slot ¢. The super-provider has a set of n can-
didate providers P = {p1, p2, ..., pn} Who expressed their interest in offering their
service S = {s1, S2, ..., s, } at that time and location. Each provider has a history
H =< hy, ho, ..., hy, > of sharing energy. The super-provider uses a context-aware
trust model to evaluate the trustworthiness of the providers. The super-provider aims
to ensure QoE by maximizing the fulfillment of energy demand. This will be achieved
by allocating the most trustworthy providers that will likely commit to their advertised
service. We reformulate the service provision problem as a time-constrained optimiz-

ation problem as follows:
e Maximize QoE as Y ;| S;.a * Pryyst,/ Z;nzl Rj.re
Subject to:

o Fd.d> 0,
e S;.d C tforeach S; € S.

where QQoF is computed based on the allocated energy multiplied by the corresponding
provider trust score, Pry,q, is provider i trust score, S;.d is the time interval < st, et >
a provider of S; may offer their energy, ¢ is the duration of a time interval, and Fd.d is

the aggregated energy demand at time slot ¢.

We use the following assumptions to formulate the problem:

e Providers’ energy size is fixed during composition.
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e Providers and consumers are static during energy sharing.

e The super-provider context model is given as input, and determining the con-
straints is out of the scope of this study.

e There is no energy loss in sharing. As the technology matures, we anticip-
ate that the devices will share more energy, and the sharing energy loss will
become minimal [24][13].

e A reward system incentivizes providers to offer their service [1].

e All providers have a history of energy requests collected in a phase before
deploying our proposed framework.

e The energy demand distribution £'D is deterministic.

e A secure framework has been implemented to preserve the integrity and pri-

vacy of the 10T devices [168].

12.4 Trust Assessment Model

We define the provider trust level assessment to determine the trustworthiness score
(Pryust) of an energy service. The trust level assessment considers providers’ behavior
and history in delivering energy. We compute the trustworthiness of a provider using

the following attributes:

e Success Rate Given a provider, we define its sucess rate (SRp ) as the ra-
tio of completed energy services to the total number of initiated services by
that provider. Completed energy services refer to services where providers
deliver all the advertised energy to their consumers. Providers-initiated ser-
vices include all services, regardless of whether they have been completed.

We compute SR p of provider P as follows:

{S € Ep | S is completed}|
Ep

SRp = (12.3)

where Ep is all services initiated by provider P and |.| is the cardinality

of the set.
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e Delivery Size The Delivery Size rate (DS p) measures the rate of energy de-

livery attempts based on the size of the service. DS p may be calculated as the
ratio of the sum of the sizes of successful energy delivery attempts to the sum
of the sizes of all energy delivery attempts by a provider. DS p is computed
using:

ZTL_I hlde
DSp = EZ7—F— 12.4
g > iy Siva (24

where n represents the number of previous services delivered by the provider,
h;.de represents the actual delivered energy retrieved from the history record
h;, and S;.a represents the advertised amount of the -th energy service.
Timeliness Score The TimeLiness score, denoted as 7 Lp, quantifies the
punctuality of a provider in delivering energy services. Disconnections in
the transfer process may sometimes occur due to the provider’s indoor move-
ment, leading to delays in energy transfer [50]. Such delays, causing con-
sumers to wait additional time for their services, can adversely affect their
QoE. Consequently, the timeliness score is an essential attribute of the trust
model. 7 Lp is calculated using the following formula:

TLp i ) (12.5)

1 .
ST (hitet—S;.eh)/n otherwise

where n represents the number of previous energy services delivered by
the provider, h;.t.et represents the actual end time of delivering a service ¢
retrieved from the history record h; of the provider, and S;.et represents the
advertised end time of the ¢-th energy service.
Impact Score: As previously stated, a provider’s service cancellation may
impact the consumers’ QoE. The impact of canceling service on the con-
sumers may be used to evaluate the providers’ trustworthiness. We compute
the service failure’s impact Fg based on the number of affected consumers.
We define the failure impact of an energy service by the number of impacted

consumers due to its cancellation. We compute the failure impact Fg of a



12.4 TRUST ASSESSMENT MODEL 265
canceled energy service as follows:

_ {C € c| Cisreceiving from S
N €l

Fs (12.6)

where (' is the set of all consumers in the microcell within the duration of the
service [Sg; — Se] and |.| is the cardinality of a set.

We define the provider impact as the cumulative effect of all their services
on consumers. Typically, a trustworthy provider will have minimal impact
on consumers when a failure occurs. In other words, the provider’s impact is
calculated as the complementary value to the failure impact. Therefore, we

compute the provider impact score Zp as follows:

Ip = (Zn:u - &)) /n (12.7)

i=1
where n represents the number of previous energy services delivered by the
provider.

Mobility Pattern: The mobility patterns of IoT devices may be computed
based on the spatial and temporal regularity in their owners’ movements [184]
[39]. Energy providers’ mobility patterns may influence their trustworthiness.
For example, if a provider’s mobility pattern shows their staying time at a mi-
crocell is 5 minutes, and they advertised a service that requires 30 minutes,
this might be an indication of the probability of not committing to the re-
quest. Therefore, we consider the staying duration pattern as an attribute
in the trust-level assessment. We use the history of the provider’s previous
services to compute their duration pattern. The number of previous services
should be greater than a predefined threshold « to be considered. We compute
the staying duration pattern SDp as:

k
SDp =Y (Siet—Sist) | [k|k>a (12.8)

i=1
where 5;.st is the provider’s previous service ¢ start time, .S;.et is the pro-

vider’s previous service ¢ end time, and £ is the number of previous services.
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We compute the provider Duration trust factor Dp using the staying duration
pattern SDp as follows:

1 if (S.et — S.st) <= SDp
Dp = (12.9)

(Sft'%gst) otherwise

where S.st is the provider’s current service start time, S.et is the provider’s

current service end time.

Providers’ Trustworthiness

The provider trust score (Pr;..s;) combines all the aforementioned trust attributes with
weights assigned based on their importance to the specific use case. (Pryyst) 18 calcu-

lated using the following formula:

Prust = ZwJ x Lp (12.10)

Jel
where L = {SR,TL,DS,I,D} and w represents the weight assigned to each trust
attribute based on its importance, with the constraint that > w; = 1 to normalize the
impact of each factor on the overall trustworthiness score. Multiple methods exist
for calculating the weight of each attribute, depending on the preference of the super-

provider [40]. We assign all w to 0.2 for equal impact on the trust score.

12.5 Energy Service Composition Framework

We introduce our energy service composition framework for allocating trustworthy en-
ergy services to provide consumers with the best QoE (see Fig. 12.3). The framework
ensures QoE by allocating trustworthy services based on the super-provider context.
The framework is divided into three phases: (1) Context-aware trust assessment, (2)
Trust-based energy service composition, and (3) QoE assessment. In this subsection

follows, we discuss each phase in detail:
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FIGURE 12.3. Trust-based energy service composition framework

12.5.1 Context-Aware Trust Assessment

In this phase, the proposed framework evaluates the historical performance of each
provider to assess their trustworthiness. This framework uses a trust model to evaluate
a provider’s trust. It also utilizes a context model that represents the constraints set
by the super-provider regarding the attributes and data used for the trust assessment.
As mentioned, the perspective of assessing trust may result in different trust scores
(see Fig. 12.4). We identify two main factors that impact the trust score in an energy
crowdsourcing environment: (1) the history used and (2) the super-provider perspect-
ive of expected performance. For instance, a super-provider may assess a provider on
what they advertised to deliver, or based on a certain required amount. Therefore, we
propose a context-aware trust assessment model (see Fig. 12.4). Our model consists
of two main components: (1) history constraints and (2) trust assessment constraints.
This model is then used in two steps in the framework: history filtering and adaptive
trust assessment (see Fig. 12.3). In the following subsections, we will present the

context model and discuss each step of the framework in detail.

12.5.1.1 Context Model

As mentioned, the context model establishes the constraints set by the super-provider
concerning the attributes and data employed to evaluate a provider’s trustworthiness.
The context model consists of two sets of constraints. The first set pertains to the pro-

vider’s history, addressing aspects such as considering their entire history or focusing
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solely on their behavior within a specific microcell. The second type defines the super-
provider’s constraints on trust assessment attributes, which may involve using all trust
model attributes or only a subset, adjusting the weights of trust model attributes, or

evaluating particular attributes.

e History Constraints: As previously mentioned, trust assessment can employ
the entire history of a provider or only a portion of it, depending on the super-
provider history constraints. For instance, a super-provider might assess trust
based solely on the provider’s history within a specific microcell. Another
example would be evaluating the provider’s energy-sharing history for lar-
ger requests, such as those exceeding 100 units. Therefore, we formulate the
history constraints as a constraint satisfaction problem (CSP) [185]. Con-
sequently, the super-provider history constraints are represented as a triple
< X, D,C >, where X is a set of variables, D is a set of corresponding do-
mains of values, and C is the super-provider’s constraint set. The formulation
of the super-provider history constraints is as follows:

X :y; + A variable that equals 1 if provider 7 meets the constraints, and 0 otherwise.

D : The domain of y; is binary, i.e., 0, 1.

C : Location constraint (cp): VS € PH : ¢, =1 = 5.l = L, where L is a specific microcell.
Time constraint (c¢7): V.S € PH : cp =1 = S.d = D, where D is a specific time interval.

Energy constraint (cg): VS € PH : cs = 1= S.a >= A, where A is a specific energy service size.
(12.11)

The goal is to find an assignment for the variable y; that satisfies all the con-
straints, effectively identifying the providers’ history that meets the super-
provider’s specific constraints. Our CSP formulation is designed to be highly
flexible and adaptable to various super-provider preferences. By allowing
super-providers to select any combination of constraints, we provide a tailored
trust assessment that meets their requirements.

This flexibility enables our model to cater to diverse scenarios and applic-
ations, ensuring that trust assessment remains relevant and informative in a

wide range of contexts.
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e Trust Assessment Constraints: The super-provider’s trust constraints are
related to the trust assessment attributes and the overall trust score. These
constraints are formulated as a tuple of < W, «, ae > where:

— w represents the weight assigned to each trust attribute based on its im-
portance, with the constraint that > w; = 1 to normalize the impact of
each factor on the overall trustworthiness score,

— « is a threshold for the provider trust score. « is determined based on
the super-provider preference. The super-provider might adopt a greedy
approach, aiming to maximize energy without considering the providers’
trustworthiness. Conversely, they could be risk-averse, prioritizing trust
over the amount of provided energy. Alternatively, the super-provider
may take a neutral stance, striking a balance between trustworthiness
and the energy provided,

— ae is the adjusted expectations of a super-provider. Super-providers may
have different expectations for assessing provider trustworthiness based
on their microcell needs. For instance, a provider with a low trust score
may be considered trustworthy by a super-provider if they need 50 units,
and the provider has historically delivered that amount. Super-providers
can adjust their expectations according to their requirements, with vari-
ous parameters such as delivery time and failure impact. In this work,
we focus on adjusting expectations concerning energy. Consequently,
we propose three ways to adjust provider expectations in terms of energy
(see Fig. 12.4):

x Advertised amount: In this setting, a super-provider will assess
providers based on the amount of delivered energy against the
amount they advertised using Eq. 12.4,

* Capped amount: In this setting, a super-provider will assess pro-
viders based on the amount of delivered energy against the super-
provider’s needs (expected Amount). For instance, assessing them

on delivering 30 units regardless of their service advertisement.
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FIGURE 12.4. Context-aware trust assessment model

The needed amount will be fixed for all providers and may depend
on the energy demand of the microcell, the available providers, and
their trust score. For instance, if a super-provider needs 100 mAh
and they have five providers, and their trust score is low, then a
possible solution is to assess those providers by looking into their
history and the rate for delivering 20 units,

Customized amount: In this setting, the super-provider assesses
providers using an energy size extracted from their pattern of de-
livered energy from their history. The reason for adjusting the
energy is that sometimes [oT users may overestimate what they
can deliver [49]. The customized amount may be computed using
statistical values such as mean, mode, and median, and it will be

unique to each provider based on their profile.

If the super-provider wants to assess the providers on delivering a fixed

amount or a profile-based amount as expected Amount regardless of

their service advertisement. In such a scenario, the denominator in Eq.

12.4 will be expected Amount, and the DS p score will be 1 if the amount

is provided is larger than expected Amount.
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12.5.1.2 History Filtering:

As previously mentioned, the first step of the trust assessment involves filtering the
providers’ history. We employ the history constraints of the context model as a filter
to refine the providers’ history. If a provider lacks sufficient history after applying
the constraints, we can gather their history from microcells with similar contexts to
our microcell. However, this approach is beyond the scope of this work. In cases
where there is insufficient history (i.e., the number of historical records is less than a

predefined threshold), we use the provider’s original history for assessment.

12.5.1.3 Trust Assessment:

This step uses the proposed trust model to assess the trust of the providers after re-
fining their history in the previous step. The input for this step is the trust constraints
from the context model. Note that any combination of history and energy constraints
may be applied based on the super-provider requirements (see Fig. 12.4). For ex-
ample, a super-provider may need to use the full history and a fixed amount assess-
ment. The output is each provider’s trust score Ptrust, calculated using Eq. 12.10 and
the weights defined in the context model W. Ptrust is then employed to identify the

most trustworthy providers that exceed the super-provider’s trust score threshold a.

12.5.2 Trust-based Energy Services Composition

This phase aims to compose the most trustworthy energy services to ensure QoE.
Given a set of providers and their trust score, we may utilize any priority-based spatio-
temporal composition [24][10][1] or other resource allocation algorithms for service
provisioning such as Max-Min, knapsack, and genetic algorithms. However, due to the
scarcity of energy, a super-provider may end up having a pool of providers with lower
trust scores. Intuitively, a super-provider may allocate extra providers as a backup.
Hence, we propose a heuristic approach that selects additional services to ensure suf-

ficient energy services. Our approach reduces providers’ services based on their trust
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scores and identifies complementary services as backups if the original providers do
not fulfill their commitments. There are other ways to over-provision by increasing the
amount of energy demand based on the available providers and their trust score. We
leave it for future work to estimate the optimal increase in energy demand using other

techniques.

12.5.3 Assessing Quality of Experience and Cost

The super-provider assesses the QoE of each proposed composition in this phase. The
QoE is computed using the model discussed in Subsection 12.3.3. The assessment of

QoE gives an indicator of consumers’ satisfaction in the microcell.

12.6 Evaluation

We investigated the effectiveness and efficiency of the proposed composition approaches
based on a comprehensive set of experiments. This section presents a description of
the dataset used in the experiments, followed by a description of the experiment setup

and a discussion of the findings.

12.6.1 Dataset Description

We used a real dataset from an app developed in [6]. The app monitors the wireless
energy-sharing process using coils connected to two smartphones. The consumer de-
termines the granularity of the monitoring time. The app allows users to request energy
from nearby smartphones by size, e.g., 1,000 mAh, or by time, e.g., to charge for 5
minutes. The dataset consists of energy transfer records between a provider (smart-
phone) and a consumer (smartphone). The records include provider ID, consumer ID,
transaction date, time, energy service amount, request amount, and transfer duration.
We used the energy dataset to generate QoS parameters for the energy services and

requests. For example, the amount of wireless charging transfer in mAh defines the
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amount of requested/advertised/provided energy. Additionally, the energy dataset re-
cords of the wireless charging transfer duration were used to define the end time of

each request/service.

We augmented the energy sharing dataset to mimic the crowd’s behavior within mi-
crocells by leveraging a dataset published by IBM for a coffee shop chain with three
branches in New York City'. The dataset consists of transaction records of customer
purchases in each coffee shop over one month. On average, each coffee shop has 560
transactional records per day and 16,500 transaction records in total. We used the IBM
dataset to simulate the spatio-temporal features of energy services and requests. Our
experiment employs the consumer ID, transaction date, time, location, and coffee shop
ID from each record in the dataset to define the spatio-temporal features of energy ser-
vices and requests, e.g., the start and location of an energy service or a request. We
randomly generate services cancellation to create untrustworthy providers. Table 12.1

presents the experiment parameters and statistics.

12.6.2 Evaluation of the Composition Framework

We compare the proposed heuristic-based composition approached with a baseline
traditional resource allocation algorithms, namely first come first served allocation
(Greedy), and a priority-based allocation algorithm (Priority-based) [95]. In Greedy,
services are processed based on their start time regardless of their trust score. In
Priority-based, services are processed based on the trust score We also compared our
approach with the knapsack-inspired service composition method (knapsack-based)
proposed by [23]. The approach selects services that maximize the minimum trust
value of the participating providers. We also attempted to implement a brute force
approach; nonetheless, its substantial computational and memory requirements made
effective execution impossible. We evaluate the effectiveness of each approach by

measuring the quality of experience. Furthermore, we evaluate the efficiency of each

Thttps://ibm.co/207IvxJ
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FIGURE 12.5. The average of
QoE using different history

method by comparing their execution times. We ran the approaches in different set-
tings by fixing the energy demand and gradually changing the number of services over
the time interval 7'. We repeated the experiment 1,000 times at each point and con-

sidered the average value for each approach.

12.6.2.1 Quality of Experience Evaluation

The first experiment evaluated the impact of the context model’s history constraints
on QoE. As mentioned earlier, QoE reflects consumer satisfaction over time, and a
high QoE for a composition indicates a greater degree of consumer satisfaction. Fig.
12.5 displays the average QoE using the knapsack-based approach with different con-
straints, i.e., full history, time constraints representing the history filtered based on the
energy demand’s time interval, and spatio-temporal constraints assessing trust using
the history at the time interval and the given microcell location. We set the energy
demand in this experiment to 1,000 mAh. Fig. 12.5 shows that using providers’ full
history yielded the lowest QoE compared to the context-aware filtered history. This
is because assessing trust based on the full history results in many low-trust providers
not being used. However, the context-aware trust assessment focuses on their behavior
in the microcell. This led to better assessment and provided more services to allocate,

ensuring a higher QoE.

The second experiment examined the impact of the context model’s trust assessment

constraints on QoE. Fig. 12.6 displays the average QoE using the knapsack-based
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approach with different expected energy assessments: "advertised" assesses providers
based on the service amount advertised in their history record, "capped" assesses them
based on a fixed amount determined by the super-provider (e.g., 50 units), and "cus-
tomized" is a profile-based assessment. In the customized assessment, we evaluated
providers based on the median of their historical records. Fig. 12.6 shows a slight QoE
improvement when assessing providers based on the median; further experiments are
needed to understand the consistency in providers’ patterns and the sufficient number

of records for profiling a user. We plan to explore the provider’s patterns in the future.

The third experiment evaluated the effectiveness of our proposed heuristic-based com-
position. We compared our approach with the aforementioned approaches in three
environment settings: a trustworthy environment where most of the provider’s trust
score is high, i.e., above 80% (see Fig. 12.7); a neutral environment where providers’
trustworthiness follows a random distribution (see Fig. 12.8); and an untrustworthy
environment where most of the provider’s trust score is low, i.e., below 20% (see
Fig. 12.9). Our proposed approach performed better than the rest due to its over-
provisioning strategy. However, the over-provisioning comes with a higher cost of
rewards (see Fig. 12.10). We computed the cost as the price per energy unit multiplied
by the amount of provided energy [1]. Another observation is that QoE increases for
all approaches except greedy in all settings. This is intuitive as, with the increase in

services, there is more energy to fulfill the energy demand and thereby increase QoE.
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12.6.2.2 Computation Efficiency Evaluation

In the fourth experiment, we assessed the computational cost of all approaches. The
execution time for all approaches increases with the increase in services’ availability

(see Fig. 12.11). This is due to the increase in processing time to assign these services.

Lessons Learned:

From the experiments conducted, we learned that context-aware trust assessment is
crucial in achieving higher QoE for the energy-sharing ecosystem. Additionally, filter-

ing history based on the microcell context and adjusting expectations based on the
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super-provider’s needs resulted in better trust assessment and improved QoE. Fur-
thermore, our heuristic-based composition outperformed other approaches in various
settings, demonstrating the effectiveness of over-provisioning strategies; however, it
comes with additional costs in terms of rewards paid by the super-provider. Lastly, the
execution time for all approaches increased with the availability of services, highlight-

ing the importance of optimizing computational costs.

12.7 Conclusion

We proposed an [oT energy service provisioning trust-based framework to ensure con-
sumers’ Quality of Experience (QoE). A key aspect of this framework is the novel
context-aware trust assessment model. The model effectively evaluates the trustwor-
thiness of providers while adapting to the dynamic nature of energy service providers
and the super-provider’s need to maintain QoE. This model assesses providers’ trust-
worthiness in various contexts, considering their behavior and energy provisioning his-
tory. Moreover, a trust-adaptive composition technique is proposed for optimal energy
allocation, ensuring efficient energy service provisioning. We conducted a set of ex-
periments to assess the performance of the proposed framework. Experiments showed
that filtering history based on the microcell context and adjusting expectations based
on the super-provider’s needs resulted in better trust assessment and improved QoE.

The future direction is to consider the probability of change in the energy demand.



CHAPTER 13

Conclusion and Future Work

This thesis maps out several strategies to leverage the service paradigm to utilize loT
energy services in smart cities. First, we thoroughly explored the topic of Crowd-
sourcing energy services, drawing insights from three distinct fields: the crowdsourcing
of 10T services, wireless energy crowdcharging, and the selection and composition of
services. We dedicated time to reviewing and analyzing the relevant studies within
these areas. We also presented the existing literature in the area of quality of experi-
ence. Then, we propose an incentive model to address providers’ resistance to parti-
cipate in Chapter 3. We also proposed an incentive-based energy requests allocation

approach.

Chapter 4 presents a reliability model to evaluate energy service requests. The pro-
posed model is designed based on consumers’ mobility patterns and the history of en-
ergy requests. Adaptive and priority composition approaches are presented to allocate
the most reliable energy requests. Selecting reliable consumers ensures the maximum

incentives for providers.

In Chapter 5, we presented a platform demonstrating the wireless energy transfer
between smartphones. Moreover, the platform collects data from the wireless energy
transfer process. Additionally, we presented a wireless energy estimation framework
that predicts the actual received energy. We also proposed an activity-based profiling
framework to cluster users based on their activity. These clusters will be used in the
future to estimate harvested kinetic energy. In addition, we conducted a study on the

impact of incentives on consistent activity reporting.

278
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Chapter 6 explores the impact of wireless energy services on the delivery time of drone
swarm delivery. We propose a novel framework for swarm-based drone delivery with
in-flight energy sharing. A support drone is used to in-flight charge other drones in
the swarm. We also proposed Priority-based and Fairness-based energy composition

approaches to utilize the available energy.

In Chapter 7, we propose a flow-based energy service composition framework to match
multiple 10T energy services to cater to multiple energy requests. A modified Max-
imum Flow matching algorithm is proposed to efficiently provision energy services to
fulfill multiple energy requests. Moreover, we extend our proposed approach to con-
sidering the partial provisions of services when request and services partially overlap

in terms of time.

Chapter 8 proposed a recommendation-based approach to proactively distribute energy
providers to balance energy distribution in a smart city’s microcells. Our approach
utilizes the mobility patterns of providers as a tool to identify their spatio-temporal
provisioning preferences. The proposed approach leverages the provider’s preferences

to reduce the cost of incentives while effectively distributing them.

In Chapter 9, a novel Quality of Experience (QoE) model is developed to assess con-
sumers’ satisfaction with energy services. We also proposed two QoE-based service
composition approaches to ensure the QoE for consumers. Both approaches leverage
the providers’ flexibility and shareable nature of energy services to allocate services
and optimize the QoE. A set of extensive experiments is conducted to evaluate the

proposed approaches’ efficiency and effectiveness.

Chapter 10 extends the previous QOE framework by proposing a CP-Net-based pro-
visioning preferences model. The model captures providers’ provisioning preferences
to rank them. We also presented preference-aware approaches to ensure the QoE for
consumers. The approaches try to align the providers’ preferences with the energy
demand. Moreover, the Heuristic-based approach minimizes the cost of service provi-

sioning.
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In Chapter 11, we extend the previous preference-aware QoE-based framework by con-
sidering the constraints of provisioning energy services. We propose a novel PCP-Net-
based preference model to capture providers’ fine-grained provisioning preferences
and availability. The model is used to assess the certainty of the provider’s provision-
ing commitment. A new Mixed-Integer Linear Programming (MILP) formulation for
QoE-based energy service provisioning was presented. Several solvers were used to

find the optimal service composition.

Chapter 12 proposed a trust assessment model to assess energy providers. The pro-
posed model evaluates providers’ trustworthiness in various contexts, considering their
behavior and energy provisioning history. Additionally, a trust-adaptive composition

technique is presented for optimal energy allocation.

In conclusion, we envision a sustainable ecosystem that allows on-the-go wireless en-
ergy crowdsourcing to recharge IoT devices in smart cities. We addressed challenges
from both the provider’s and super-provider’s perspectives. In particular, we investig-
ate composing energy requests for a provider in a crowdsourced IoT environment. In
that respect, we addressed provider resistance and consumers’ reliability. Moreover,
we present several demos to prove the feasibility of deploying energy services. Ad-
ditionally, we studied the impact of energy services composition in drone swarm de-
livery. From the super-provider’s perspective, we focused on efficient strategies to
allocate energy services that maximize energy utilization and Quality of Experience
(QoE). We also proposed using energy services as a tool to ensure consumers’ quality

of experience and address related challenges.

13.1 Open Challenges and Future Directions

To unlock the full potential of crowdsourced energy services, multiple challenges must
be tackled. These challenges can be classified into three main categories enabling
technologies, human-in-the-Loop, and system deployment. The following subsections

describe the challenges encountered in each category and propose possible solutions.
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13.1.1 Enabling Technologies:

The deployment of a crowdsourcing energy services ecosystem highly relies on the
current Wireless Power Transfer (WPT) technologies. Although WPT technologies are
advancing rapidly, technological constraints impede the ecosystem from being fully
deployed [186]. Challenges posed by technology include energy loss, miniature en-
ergy delivery, and restricted power transmission range. Each of these constraints is

discussed further below.

13.1.1.1 Energy Loss

Using the recently developed wireless power transfer technologies, consumers may
spend more energy to receive the requested energy [5]. The consumed energy may
include the energy required for service discovery, energy delivery, and connection es-
tablishment between the consumer and the provider [69]. The huge energy loss im-
pedes the energy services ecosystem from fulfilling its purpose of charging nearby [oT

devices. Therefore, minimizing energy loss is a challenge yet to be addressed.

13.1.1.2 Miniature Delivered Energy

Even though there is rapid development in wireless power transfer technologies, the
amount of delivered energy is insufficient compare to that which is currently required
[32]. The small amount of delivered energy may be justified by the energy loss in
delivering the energy service as aforementioned. Hence, delivering a considerable
amount of energy wirelessly over a distance is still a challenge that hinders the full

deployment of the energy services ecosystem.

13.1.1.3 Limited Power Transfer Range

Near-field magnetic coupling is an efficient technology to transfer energy wirelessly
[32]. However, the magnetic coupling has a short power transfer distance. The limited

transfer distance restricts the spatial freedom we envision as part of this ecosystem.
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13.1.2 Human-in-the-Loop

Crowdsourcing IoT energy services is a human-centered application that depends on
their participation behavior. Modeling human behavior is challenging as it requires
modeling complex behavioral, psychological, and physiological characteristics of hu-
man nature [187]. In our environment, the human factor has several influences on the
ecosystem. First, the deployment of the ecosystem depends on the 10T users’ willing-
ness to participate in the energy-sharing process [1]. Second, the mobility of IoT users
in this dynamic environment could impede the delivery of energy services [S0]. Third,
energy services are offered by IoT devices that are simultaneously in use by their own-
ers. Therefore, the consistent wireless energy delivery from one IoT device to another
depends on the device owners’ usage frequency. Finally, the spatial and temporal pref-
erences of IoT users differ, which affects the availability of energy services. In the

following, we discuss each of the aforementioned challenges.

13.1.2.1 Provisioning Resistance

Individuals are likely motivated to engage in the energy services ecosystem since they
can easily access nearby energy resources. However, since energy is a scarce resource,
they may be reluctant to share it [1]. Service resistance is the reluctance to provide
services due to limited resources [188]. In the energy services context, service res-
istance refers to the unwillingness to provide energy to IoT devices [1]. A provider’s
resistance is influenced by the provider’s available energy and the size of the requested
energy. As a result, one of the challenges is to predict providers’ resistance to offer-
ing their energy service and devise a correct incentive to overcome it. Since humans
get impacted differently by different incentives, determining the effective incentive for
energy providers is a challenge that still needs to be addressed. While we proposed an
incentive model in this thesis, further analysis and experiments on real energy services

experience are yet to be addressed and validated.
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13.1.2.2 Modeling Human Mobility

IoT devices change their locations regularly according to the mobility of their own-
ers. The mobility of the crowd has multiple impacts on the crowdsourcing ecosystem.
First, the mobility of the crowd across microcells determines the availability of energy
services and requests. Second, the IoT users’ mobility affects the connectivity between
IoT devices. Highly moving IoT devices within a microcell may result in disconnect-
ing the wireless energy transfer between them. A disconnection in the delivery of the
energy transfer may result in its failure [2][50]. Therefore, the mobility of IoT users
should be modeled and analyzed to manage the energy services in the ecosystem bet-
ter. The mobility model of 10T users should be studied and investigated on a micro
level as indoor mobility and a macro level as mobility patterns across microcells. The
indoor mobility models should reflect the users’ movements within a confined space
[189]. Indoor mobility models will enable the ecosystem to filter services and requests
from a spatial perspective within the power transfer range. Moreover, it will allow
the ecosystem to predict users’ movement and their impact on disconnecting a service
delivery. On the other side, the outdoor mobility pattern of an IoT user may be used
to proactively plan for them when to request energy [39]. Furthermore, it enables us
to understand the crowd movement and predict the undersupplied areas [190]. Thus,

mobility models are needed to unlock the full potential of the ecosystem.

13.1.2.3 Modeling Usage Patterns

The energy usage pattern of providers may impact the consistency of provisioning
energy services [49]. An energy provider with highly dynamic usage of their device
impacts the delivered energy service quality (QoS). Providers may offer their spare
energy while simultaneously using it for their devices. If a provider is heavily using
their device, they may end up consuming their advertised service while sharing it.
Thus, energy services may fluctuate due to the providers’ usage. As a result, [oT
devices’ energy usage behavior must be modeled to ensure consistent provision of

energy services [189][190].
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13.1.2.4 Determining Services Availability

Matching energy services and requests in a crowdsourced environment is challenging
due to the uncertain availability of energy services and requests [191]. Predicting
the availability of energy services is challenging as it relies on detecting the mobility
patterns of 10T users and their energy usage patterns. Defining the mobility patterns
mainly focuses on analyzing the spatio-temporal attributes and potential regularities
hidden in individual movement trajectories [192]. However, the existing literature
to determine mobility patterns has low accuracy due to the flexible nature of human
movement [190]. Thus, the challenge of detecting human mobility patterns hinders the

prediction of service availability.

13.1.3 Deployment of Energy Services Ecosystem

The deployment of the energy crowdsourcing ecosystem raises several challenges. In

what follows, we discuss each challenge and its impact on the ecosystem.

13.1.3.1 Reliability

Considering reliability in the energy ecosystem encourages the participation of energy
users in crowdsourcing energy services [2][23]. The reliability of an energy provider
refers to the probability that an energy service will be successfully delivered with the
advertised Quality of Service (QoS) attributes. The reliability of the energy provider
is impacted by their usage pattern and mobility. As aforementioned, a provider that
heavily uses their device might consume their advertised energy. Also, a highly mo-
bile provider will cause frequent disconnections in the energy transfer between the
devices; similarly, the reliability of an energy consumer is impacted by their mobility
patterns. Like providers, a highly mobile consumer will cause frequent disconnections
in the energy transfer between the devices. While we addressed the reliability of con-
sumers, the reliability of providers should be addressed as the factors that impact it are

different, such as provider usage.
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13.1.3.2 Security

The goal of 10T device security is to prevent and protect against IoT attacks and service
failures [193]. Attacks on IoT devices may compromise the privacy and confidentiality
of users, infrastructures, data, and IoT devices [194]. Furthermore, IoT attacks such as
denial-of-service attacks may impede the delivery of services to IoT Users. Securing
IoT systems is a critical challenge because users may not adopt many IoT systems if
they are not secure [195]. Existing security architectures and protocols are difficult
to integrate with IoT devices due to their limited computing power and storage size

[196].

13.1.3.3 Privacy

The global digital data generated by IoT devices is expected to reach 180 Zettabytes
by 2020 [197]. As a result, protecting [oT data and the privacy of users who generate
or consume data has become a major concern in research and industry [198]. Privacy
refers to “The claim of individuals, groups, or institutions to determine for themselves
when, how and to what extent information about them is communicated to others”
[199]. Maintaining privacy in IoT ecosystems is challenging, as it conflicts with the
need to use [oT data to achieve their functions. The data utilization may invade the
privacy of IoT users [200]. For example, [oT data are required to enhance the energy
crowdsourcing process by profiling the energy providers and consumers. The collected
IoT data may include the IoT users’ mobility behavior and their energy consumption
model. Collecting such personal information might violate the privacy of 10T users.
Therefore, maintaining a balance between 10T data protection and use is a continuing

challenge.
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