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Abstract

It is no exaggeration to say that Bitcoin constituted the reboot of research efforts in distributed
systems and Byzantine fault tolerance. However, along with rising popularity a flurry of pro-
posals were made, each aiming to address problems in the initial specification proposed by
Bitcoin or introduce new functionality. This added considerable complexity to the blockchain
ecosystem, amplified by the absence of detail in accompanying documentation, such as whitepa-
pers or blog posts. Although moving towards technological maturity, the blockchain presents
new environments for distributed systems with implicit assumptions, with the developers often
overlooking critical details that lead to vulnerabilities and mistaken guarantees when deployed

in practice.

This dissertation presents fundamental contributions towards secure, high performance block-
chains. Firstly, we evaluate the impact of misrepresented assumptions, identifying anomalous
behaviour as a result of chain reorganisation, indicating weaknesses of probabilistic blockchain
consensus. We then develop and propose the Balance Attack, a novel attack that utilises com-
munication across multiple subgroups of nodes to double-spend, emphasising the importance
of critical assumptions and guarantees, such as synchrony and committing transactions. This
provides the foundations for the Red Belly Blockchain, a secure, high performance blockchain
which we present to mitigate risks posed by anomalies and attacks such as the Balance At-
tack. Experimental evaluation shows that the Red Belly Blockchain improves upon latency and
throughput offered by other Byzantine Fault Tolerant blockchains while scaling to hundreds of
consensus nodes. Finally, we developed DIABLO, a modular, distributed benchmark framework
capable of facilitating fair and accurate comparisons of blockchains through dynamic, real world
application workloads. This provides integral performance validation of our Red Belly Block-
chain design and paves the way for future analysis and further comparison of new blockchains

and workloads.



Foreword

The title, The Road to El Diablo, stems from a childhood movie, The Road to El Dorado,
depicting an adventure to find the fabled city of El Dorado, dubbed the city or empire of
gold. Numerous expeditions were led throughout history to find this city, however, have been
unsuccessful thus far. This road, and expedition, is analogous to the work in this thesis with
the search for high performance and secure blockchains.

The secondary aspect, Diablo, not only denotes our benchmark framework presented in this
thesis, but is also the name in many cultures for the Dewil. In our search for greatness in the
blockchain, judgement was unleashed. Thus, DIABLO’s benchmark provides fair judgement upon
blockchains, allowing a comparable analysis and evaluation of blockchains to further provide

insight into the quest for high performance and secure blockchains.
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Chapter 1

Introduction

The era of blockchains began in 2008 with the introduction of Bitcoin [9], pioneering a tech-
nological disruption that changed the way the world viewed digital finance. This phenomenon
reignited interests in the many areas of distributed and peer-to-peer systems, leading to numer-
ous alternatives and extensions proposed to ameliorate this new technology. The nature of the
blockchain provided insights into ungoverned distributed systems, leading to a re-evaluation of
decentralisation. From its unnoticed beginnings, the blockchain has risen to become a complex
online payment system with considerable potential yet to be revealed, capable of executing

business logic and powering a diverse range of infrastructure.

In this thesis, we present one overarching core research objective; to design a secure, high
performance blockchain. The objective is then split into three key objectives, detailed below in
Section 1.1, in which the contributions (Section 1.2) are the resulting outcomes of the objectives.
We have identified issues surrounding transient forks in blockchain deployments, impacting both
performance and safety. To illustrate, we reveal the presence of an anomaly, where transaction
existence in the chain is probabilistic and may be rearranged in periods of long delays. A
novel attack was presented to highlight the importance of these issues, utilising characteristics
identified in the anomaly to double-spend through manipulation of the network between nodes.
We argue that a solution to such problems lies with the guarantees provided by the system,
whereby consistency should be held above availability. These shortcomings are improved upon
to present a high performance blockchain built around foundations of safety, unforkable under
network partitions. The deterministic consensus allows for maximal resource utilisation of the
participating nodes, where block proposals are combined to provide higher throughput than
more traditional approaches. To evaluate our solution, we develop a benchmark framework

that allows for fair comparison of blockchains through use-case scenarios.

A blockchain is described as a fully distributed, append-only ledger containing transactions
between participants of the system. Each transaction in the system originates from at least one
account and is signed by the respective private key(s) belonging to the owner(s). The trans-
action can contain a simple value transfer of assets, or as the technology progresses, data to

invoke code running on the chain. Transactions are batched in blocks, which are then stored
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on the ledger, and each block appends to the hash-chain [10] of the ever growing ledger.

The underlying foundation of the blockchain is distributed State Machine Replication (SMR),
the concept of which multiple machines coordinate to uphold a global system state through repli-
cation and communication [11]. This requires the machines to reach an agreement on the global
state and the transitions to new global states. The core of this agreement is performed through
distributed consensus, where machines reach agreement through communicating proposals and
voting amongst one another. Although agreement is the trivial concept of having the majority
of the votes, complications arise with the presence of faulty or corrupted machines [12, 13]
producing unwanted results. To account for machines that fail to respond, from crashes or by
omitting a response, the total number of machines (n) must be greater than twice the number of
faults (f), namely n > 2f, to ensure a majority of the votes have been received, given assump-
tions on the messaging delays. Algorithms that successfully tolerate crashes are denoted Crash
Fault Tolerant (CFT). This becomes increasingly difficult when dealing with arbitrary faults.
The problem was first depicted in the analogy of the “Byzantine Generals’ Problem” [14], where
the generals of the Byzantine army are coordinating an attack on an enemy city and can only
succeed if all generals agree on a common plan of action. Traitorous generals will try to confuse
others by sending arbitrary messages, causing difficulty to reach a global agreement. In this
setting, additional assumptions are required on both the number of participants n with respect
to the number of faults and the behaviour of the messages sent in the network. To ensure a
strict majority, it is common in many environments that n > 3f, to ensure the strict majority
agrees on the same state and unwanted behaviour can be tolerated [12, 14, 15, 16], whereas other
environments show that n > 2f can still tolerate Byzantine faults if stricter assumptions on
the messages are placed. Consensus algorithms that can provide agreement despite these arbi-
trary faults are categorised as Byzantine Fault Tolerant (BFT) consensus algorithms. Research

into these algorithms has provided numerous variants that can be integrated into the blockchain.

The complexity of the problem of faults is further compounded with the acknowledgement
of message delays and the time taken for message transmission. A model is synchronous if
there exists a fixed, known upper bound, A, to receive messages. This allows for all machines
to determine whether messages have been received to ensure the threshold of faults has been
met. However, messaging over the Internet may yield unknown delays, making a fixed A an
inappropriate assumption. An asynchronous model states that there is no upper bound on
message delay, proving difficult to recognise whether a node has crashed or is suffering from
long delays. In 1985, Michael Fischer, Nancy Lynch and Mike Paterson produced a funda-
mental result proving it impossible to reach consensus in a fully asynchronous environment in
the presence of even one fault, dubbed the FLP Impossibility [17]. This result has impacted
the way consensus is understood even today, as techniques must be used, such as redefining
assumptions or models to circumvent the result of the impossibility. One common approach
is adding probabilistic guarantees to the consensus through techniques such as coin flipping or

randomisation [18, 19, 20, 21, 22]. This allows for consensus to be provided in an asynchronous



environment at the cost of weakening some of the guarantees. Alternatively, another approach
is to assume a partially synchronous model [23], which provides two variants for assumptions on
bounding message transmission and delay. One variant states that there exists an upper bound
on all communication that is unknown to all actors in the system a priori. The other states
that there exists a Global Stabilisation Time (GST) in which all communication from this point

becomes synchronous, but the occurrence of the GST is unknown.

The blockchain is no exception, requiring techniques to overcome the FLP Impossibility
result. However, blockchain payment systems like Bitcoin present a unique environment where
consensus and state machine replication would occur over an unknown, dynamic set of machines
that were able to join and leave at any time. This environment was termed Permissionless, de-
noting the dynamic network where machines can decide to participate at any time. Unlike
traditional environments, the blockchain required consensus to be reached over a seemingly in-
finite number of participants, or nodes, making known consensus algorithms unfitting as they
require a known n for the assumption of faults, or would struggle with increased message com-
plexity. To circumvent the FLP Impossibility, Bitcoin introduced a new style of consensus
where nodes reach conclusions based on local calculations from the data they had available [9].
This algorithm, dubbed Nakamoto’s Consensus, expressed consensus by selecting the longest
succession of blocks as the correct canonical chain, which, as long as the majority of the network
is honest and following the rules, the global state would progress reaching majority agreement.
One problem remained, also prevalent in traditional consensus mechanisms, which was trusting

that node identity was unique, and that the computations presented are correct.

In the absence of a trusted authority for identification, there is no means of distinguishing
the uniqueness of identities of machines. This gives rise to Sybil Attacks [24], where a single
adversary can assume multiple node identities and skew the calculation of n. This problem
becomes superimposed in the permissionless model, such as Bitcoin, where nodes are already
unknown and significant assumptions are placed on the available data. To provide resilience
against this, Bitcoin imposed a challenge for all nodes wishing to contribute to the system as
a disincentive for adversaries. This challenge was in the form of Proof-of-Work (PoW) [25],
where nodes must perform computational work to solve a puzzle that can be trivially verified
by anyone. By doing so, Bitcoin strengthened its resilience to Sybil attacks and adopted the
assumption that Byzantine adversaries are required to have less than half the computational
resources of the entire network. Bounding the power of the Byzantine nodes allows Bitcoin
to assume that the length of the chain is directly proportional to the computational power
attached, and can safely agree that the longest chain would reflect the majority of the network

being honest.

With Bitcoin maturing, there was fast-growing interest in the blockchain and new alterna-

tives started taking shape. Many of these initial alternatives, such as Litecoin', Z-Cash [20]

! Available online: https://litecoin.org/
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and Ethereum [27], also used the Proof-of-Work model together with Nakamoto Consensus to
provide distributed state machine replication. Rising popularity resulted in the discovery of a
number of shortcomings and limitations, particularly the tremendous power consumption from
Proof-of-Work. This prompted research into alternatives to Proof-of-Work, aiming to provide

similar guarantees at a lower resource cost.

Today, as the blockchain continues to evolve, the core foundations and principles must be
studied and validated to ensure purposeful progression. The problems identified throughout
this thesis are fundamental in highlighting the existence of issues and future possibilities that

require further exploration.

1.1 Objectives

We now outline the research objectives of this thesis; one overarching goal which is then pre-
sented as three separate objectives. Throughout this thesis, the aim is to evaluate the blockchain
landscape, both theoretically and experimentally, providing improvements on safety and per-

formance.

Goal: Design and develop a secure, high performance blockchain

Rapidly growing interest in the blockchain has resulted in a plethora of advancements aiming
to solve shortcomings or to provide functionality to integrate into existing systems. The core
objective of this thesis is to design and develop a blockchain that provides security and high
performance, motivated by the transformations of the blockchain as it matures. Our focus is to
provide a solution which is suitable for integration into mission-critical systems, such as critical

finance or infrastructure.

Objective 1. Investigate weaknesses of blockchain consensus

The original specification released by Bitcoin [9] was presented in a whitepaper, leaving room
for interpretation and development. This paved the way for new advancements in functionality,
such as the introduction of “Smart Contracts” through Ethereum [27], sparking an explosion
of blockchain use through various tokens and contract-related integration. This resulted in a
number of implicit assumptions being propagated through new blockchain variants. Identifying
any underlying weaknesses is crucial for the future of blockchain adoption. To assist in the

investigation, the objective is split into two sub-objectives:

1.1: To analyse and assess the assumptions of blockchains in the context of their deployment

environments.

1.2: To investigate the strength of consensus in an adversarial scenario.
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The blockchain contains a myriad of complex components, each presenting unique requirements
and assumptions that play a role in the overall safety and operation of the system. The focus of
this dissertation lies in the assumptions with the consensus, or fork choice, as previous work [28,
29, 30, 31, 32, 33, 34, 35, 36] has highlighted numerous weaknesses of blockchains in practice.
Our focus through adversarial perspectives will reveal potential techniques to mitigate such

shortcomings, in the hope of providing more safety to the blockchain.

Objective 2. Design and Implement a secure, high performance blockchain

Through evaluation of the blockchain landscape, the challenge then becomes: design a se-
cure blockchain that provides safety under reasonable assumptions in practice. A number of
blockchain proposals [37, 38, 26, 39] utilise foundations of Bitcoin and extend the design to
incorporate further enhancements, whereas others [27, 40, 41, 42] build new models entirely.

Three sub-objectives are presented:

2.1: To assess and evaluate current blockchain designs, with a focus on designing a secure,

high performance blockchain.

2.2: To design and develop a blockchain providing high performance that is highly resilient,

especially in adversarial scenarios.

2.3: To analyse and evaluate, experimentally, the performance of the implementation and

competing designs.

This objective’s aim is to evaluate the existing systems to formulate a design that best accom-
modates the goals of security, safety and performance. While the previous research objective
provides insight into weaknesses and vulnerabilities, the findings will be used to motivate better
design and provide input to evaluate our design. By providing a design with foundations of
safety and reasonable assumptions, many risks associated with partition and network-related
attacks are mitigated, whilst also aiming to improve performance. To confirm the effective-
ness of our design, and therefore compare against competitors, experimental evidence must be

provided to highlight any performance improvements.

Objective 3. Compare and evaluate available blockchains to investigate suit-
ability to applications

Comparative evaluations are critical to ongoing efforts in performance improvements. With the
number of readily available blockchain systems increasing over time, it begs the question whether
there are benefits and advantages to certain blockchains being used in different environments
and scenarios. Thus, it is imperative that fair comparisons and evaluations are performed to
derive the blockchains suitable for certain environments and applications. To this end, this

objective comprises of two key sub-objectives to reach fair evaluations:
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3.1: To design, develop and evaluate a benchmark framework to measure blockchain perfor-
mance under real world application workloads, in particular focusing on fair evalua-

tions.

3.2: To evaluate, experimentally, the performance of blockchains through investigation of

real world application workloads.

Optimal analysis requires a framework that provides fairness and transparency with appropriate
comparisons. However, there is a scarcity of publicly available blockchain benchmark informa-
tion, as many results are often tailored in environments optimal for the system presenting the
results, or lack details such as deployment information or workload details [43, 44, 45, 46]. The
aim is to evaluate the available frameworks [47, 48, 49, 50] and, if necessary, provide improve-
ments to perform critical but fair evaluations of blockchains by capturing accurate performance
metrics. This will not only assist in the evaluation of performance, but provide a foundation
for future blockchain evaluation, leading to a better understanding of performance in various

deployment environments and added transparency.

1.2 Contributions

Throughout this dissertation, four novel contributions are presented as a result of the research
objectives, working towards secure, high performance blockchains. The blockchain is first anal-
ysed to present a novel attack, highlighting how an adversary is able to utilise synchrony assump-
tions to cheat the system. Secondly, a new safety-focused blockchain is presented, providing
consistency and high performance with scalability. Finally, a novel benchmarking platform is
proposed and developed, aimed at a fair comparison amongst blockchains through various use-

cases with distributed workloads to simulate real-world usage.

To summarise, this dissertation presents the following contributions:

1) Balance Attack: Objective 1
During the analysis of the blockchain, we observed the effects of the synchrony assump-
tions not clearly stated in available whitepapers at the time, in which we demonstrate
through the Blockchain Anomaly [2]. These assumptions are then utilised to propose an
attack where an adversary is able to partition the network into subgroups to double-spend
the same coins with high probability. This highlights the impact of implicit synchrony
assumptions in practice, and how various network disruptions can have adverse effects.
Numerous attacks have been proposed from inspirations of the attack, utilising network

and messages to double-spend.

2) Deconstruction of Blockchains: Objective 1 Objective 2
The goal to produce a secure, high performance blockchain was fuelled by carefully
analysing current state of the art to determine which components matched our crite-

ria. To do so, we propose a unique deconstruction of the blockchain that allowed viewing



1.3 Outline 7

1.3

of the interleaving components and their impact on operation. This deconstruction pro-
vides the framework to categorise blockchains and understand the positives and negatives
of different component interactions, as well as the suitability of different techniques when

applied in new environments.

Red Belly Blockchain: [Objective 2

We use our findings from the Balance Attack to motivate and present the Red Belly
Blockchain (RBBC), a blockchain constructed from the foundations of the Democratic
Byzantine Fault Tolerance (DBFT) algorithm [51] to provide safety over liveness in a
partially synchronous environment. We then provide an evaluation of the RBBC to verify

that no loss of performance had been observed by increasing the safety bounds.

DiaBLo: Objective 3

We introduce a new, distributed blockchain benchmark focused on providing a fair com-
parison against blockchains with real-world workload generation and integration. We aim
to provide a fully distributed workload generation, allowing us to simulate real-world traf-

fic against dynamic workloads to diligently evaluate blockchains in specific deployments.

Outline

The remainder of this dissertation is organised as follows, with Figure 1.1 presenting a visual

representation of the chapters and their relation to the objectives:

Chapter 2 introduces preliminary blockchain concepts and components as well as a

discussion of related literature.

Chapter 3 presents the Blockchain Anomaly, our finding surrounding the implicit syn-
chrony assumption of blockchains. We then propose a novel attack, The Balance Attack,
highlighting how an adversary can use these assumptions to double-spend with high prob-

ability if they have influence on the network.

Chapter 4 introduces the Red Belly Blockchain, a secure blockchain offering scalabil-
ity and high performance. The performance of the Red Belly Blockchain is evaluated

experimentally and compared to other blockchains.

Chapter 5 presents a new benchmark framework, DIABLO that improves upon shortcom-
ings identified in current benchmark frameworks. We perform experimental evaluation of

6 blockchains against application-based workloads to demonstrate the capabilities.

Chapter 6 concludes the dissertation and presents potential future work.
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Figure 1.1: Visual representation of the research objectives and how they are presented through-
out the thesis.



Chapter 2
Background

There is no doubt that the blockchain ecosystem has evolved rapidly from the initial Bitcoin
specification of simple value transfer transactions being recorded in a distributed ledger. The
vast flurry of proposals have added considerable complexity, often superimposed by the absence
of detail in the whitepapers, wikis and websites in which they were presented [52, 37, 40, 53, 54,
55]. The evolution of the blockchain resulted in deviations from Bitcoin’s initial specification,
resulting in an overuse of the term “blockchain”. The term Distributed Ledger Technology
(DLT) has been adopted to describe these numerous proposals, capturing the vast differences

from the original structure proposed with Bitcoin.

2.1 Preliminaries

Although there are inherent differences with the variety of blockchains available today, they
often conform to similar primitives. These primitives form the foundations of the blockchain,

which are then specialised per implementation.

Transaction (tx) The most rudimentary aspect of all blockchains is the notion of a transac-
tion, which is a transfer of information from one entity to another. Most often, this transaction
is either an asset transfer, or an invocation of code running on the ledger. Transactions often
include numerous properties that contain metadata, such as information about the account,
extra bytes for execution specific to implementation, or, other data fields. To avoid ambiguity,
throughout this dissertation we adopt the term “transaction” to refer to a set of commands that
are executed resulting in update, or “write”, of the global state [27, 9, 56, 57, 58]. Alternatively,
we use the term “request” to denote operations that interact with the state (executing a “read”)
but results in no writes to the state, performed as an application-level call to the underlying
node. It should be noted that some implementations and literature use the term “transaction”
inclusively to denote operations interacting with Smart Contracts, defined below, sent as fully

formed transactions recorded on the chain.

Block A block is a collection of transactions that have been executed and are written onto
the distributed ledger. A block represents the new state of the world, where each block added
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023273 — 028731
021381 — 021337
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Figure 2.1: A simple blockchain example, where each block b points to the previous block, which
is referred to as the parent of b, by using hash forming a cryptographically linked hash chain.
The Genesis block is the only block that has no parent, as it defines the initial state of the
blockchain.

to the ledger acts as a global state transition. Block composition varies from system to system
based on specifications of the components, but often contain a set of transactions, a unique
identifier (usually the block hash), an index representing the height or depth of the chain at
that block, and a pointer to its predecessor, or the previous block, that it builds upon and is

referred to as the “parent” of the block.

An Uncle Block is the term first introduced by Ethereum [27], denoting a block not accepted
in the canonical chain, but whose parent block is. These blocks are used in some calculations

and for fork choice resolution (as discussed in Section 2.2.2).

Blockchain The term “blockchain” originates from the structure proposed by Bitcoin, where
each block is cryptographically linked to the previous block forming a chain of blocks from the
current state to the beginning. Simply put, a blockchain can be represented as a directed acyclic
graph (DAG), blockchain = DAG(B, R), consisting of blocks (B) and pointers (R), where each
block points to the previous block. The pointer is stored in the current block and is constructed
using the hash of the previous block. A special block, the Genesis, is the only block not pointing
to any previous block and serves as the global “first block”, commonly at index 0 of the chain.
As depicted in Figure 2.1, each block b points to the previous block, which is referred to as the
parent of b, by using a hash of the previous block, and contains information denoting system

parameters as well as the batch of transactions to apply in order to transition to the next state.

Account The original Bitcoin specification outlined an account composed of a public and
private key pair. The hash of the public key identifies the account of the key owner, forming
an address. This public address is used in transactions to receive coins, whereas the private key
of an account is used to sign and authorise spending. Payment between accounts occurs with

a “payer” (or “payers”) signing a transaction with their respective private key(s), transferring
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Table 2.1: Relation between Difficulty and expected hashes. Higher difficulty, more leading 0’s
required in the target hash.

Difficulty ‘ Expected Number of Hashes ‘ Approximate Target

1| 4.295e+-09 0x00000000FFFF00000000000000000000. . .

1000 | 4.295e+12 0x00000000004188F5C28F5C2800000000. . .

10000 | 4.295e+13 0x0000000000068DB22D0OE560400000000. . .
100000000 | 4.295e+17 0x000000000000002AF2F2D14354120000. . .
1000000000000 | 4.295e+21 0x00000000000000000119787E99468E30. . .

assets to the address of the “payee” (or “payees”). Most blockchain variants have adopted
similar concepts, having a public/private key pair and the hash of the public key as an address

with differing cryptography.

Smart Contract First introduced in Ethereum [27, 59], a Smart Contract refers to condi-
tional payment performed through execution of Turing-complete code on the blockchain. This
facilitates complex interactions running on the blockchain, where developers have the ability
to programmatically define actions based on variable inputs. Often written in a high-level
language, the code is compiled to instructions that are run on a virtual machine integrated
with the blockchain. The code will be run “on the blockchain”, denoting that its execution
will occur on the decentralised set of machines, and the output state will be updated on all
nodes. Most blockchain based applications, known as Decentralised Applications (DApps) in-
teract with these smart contracts through libraries in common languages such as JavaScript,
Java, Python, Go and Rust. Often, these are tied with user interfaces such as web pages or
mobile applications. This feature allows the blockchain to be directly integrated with business
logic and has immense potential for future use cases. Now, other blockchain systems, such as

HyperLedger [60], EoS [52] and Diem [40, 61] also provide the capability for smart contracts.

Gas To prevent infinite execution, Ethereum introduced the concept of gas, providing a fuel
for running code. Each instruction on the virtual machine is assigned a monetary cost. For
a transaction to interact with a smart contract, it must dedicate a certain amount of gas to
run the code, where running out of gas will halt the execution. The gas model has a large
impact [62] on the blockchain operation and security. This was observed in a Denial-of-Service
which occurred because of an operation that was priced cheaper than its execution and was

abused, causing extremely long execution times for a large portion of the network [63].

Tokens and Coins The introduction of smart contracts paved the way for unique application
developments. One outcome was the introduction of Tokens, currencies that are defined as part
of a smart contract with the ability to trade and transfer. Coins, on the other hand, denote the
native currency of the given blockchain. Various exchanges have been developed to trade these
tokens for monetary value, which prompted widespread use by various investors. The evolution

of tokens led to the development of NFTs, or Non-Fungible Tokens, a unique token that points
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to a distinct resource, such as an artwork, traded on the blockchain through a smart contract.

Difficulty Difficulty is the concept relating directly to Proof-of-Work (discussed below in
Section 2.2.1), defining the complexity of the cryptographic puzzle to be solved. Introduced into
the blockchain by Bitcoin, inspired by the seminal paper of Proof-of-Work [25], the difficulty
denotes the average number of hashes required to achieve a target. The difficulty provides a
delay in block proposals, as each proposed block must have a verified, correct Proof-of-Work
solution. This target difficulty is often included in the block, as it can be verified to ensure that
the Proof-of-Work attached to the block meets the criteria. This has been adopted by other
Proof-of-Work blockchains with varying hash techniques. Table 2.1 provides an example of the
difficulty and its relation to the target denoted in the block and the expected number of hashes.

2.1.1 Openness and permissions

One fundamental change introduced through Bitcoin was the use of an open participation
system, allowing nodes to join, participate and leave on their own accord. This provided un-
precedented possibilities for scalable consensus algorithms to flourish, as they would be dealing
with large, dynamic sets of participants. However, as the blockchain evolved, it was deployed
in a variety of environments, where node participation was known and membership is strictly
authorised. These restrictions form the rules on how nodes are able to participate and how
committees to perform consensus are selected. This is a fundamental aspect in the design of
the blockchain, as the openness depicts its suitability for certain environments [64, 65]. Combi-
nations and hybrids of these models started taking shape with variations on the permissions of

nodes, but can all be classified into the following categories:

Permissionless A permissionless model often permits open participation and has no restric-
tion on the set of candidates and their behaviour. That is, the size and identification of the
consensus committee is often not fixed, nor predefined. This provides nodes with the ability to
leave, join or participate at any given time. Bitcoin introduced this model to the blockchain,
which has been adopted by the popular public blockchains, such as Ethereum [27], ZCash [66,
67] or Monero [37, 68].

Permissioned Conversely, a permissioned, or private, model has complete restriction on the
nodes participating in the system. A node must join the system through authorisation, by being
accepted as a known member. The consensus committee is often predefined, or, operates under

the assumption that all nodes are known to all.

Open-Permissioned An open-permissioned model is often seen in consortium scenarios,
where there are certain restrictions present on either the consensus members or the node par-
ticipation. Some systems allow nodes to freely join, but only a predefined subset of nodes form
the consensus; other systems require nodes to be accepted in the system but allow for any node

to become a member of the consensus.
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2.1.2 Consensus problem

Byzantine Agreement defines the problem of reaching agreement in the presence of faulty pro-
cesses, as depicted through the Byzantine Generals’ Problem [14]. A process is correct if it is
non-faulty and following protocol. All messages between correct processes are eventually deliv-
ered. During the consensus, proposals refer to inputting to the consensus. A decision refers to
the value output by this procedure. A system wishing to reach agreement in the presence of

faults must adhere to the following properties [69, 70, 71, 72, 73];

1) Termination: Each correct process eventually decides.
2) Agreement: No two correct processes decide different values.

3) Validity: If all non-faulty processes propose the same value, no other value can be decided.

These properties are critical in all systems wishing to solve the consensus problem. In the
context of the blockchain, termination guarantees that a transaction, or block, will have been
decided upon and the global state can progress, ensuring the commit status of a transaction.
Agreement ensures that no two correct nodes decide different blocks for the same index of the
chain. The property of Validity, however, has been adopted in a number of variations. The
concept of External Validity [74] was defined such that any honest party that terminates on a
value v for a consensus instance, v must be valid for some computed predicate. Viewing through
the lens of the blockchain context, in a simple, canonical chain, validity ensures that if all non-
faulty processes propose a block for a given height, then no other block will be decided. External
validity, however, can be viewed as blocks, or transactions, being valid for some predicate before
being decided. The Set Byzantine Consensus (SBC) problem, defined as part of Chapter 4 in
Definition 7, deals with block proposals as sets of transactions, where the validity property
states that “a decided set of transactions is a valid non-conflicting subset of the union of the

proposed sets;”.

2.1.3 CAP Theorem / Brewer’s Theorem

Similar to the above properties of consensus, a distributed state machine often provides guar-
antees for the finalisation and storage of state amongst participants. However, Brewer’s Theo-
rem [75, 76], now more commonly known as the CAP Theorem, highlighted that a distributed

service cannot provide more than two of the following guarantees:

1) Consistency: There must exist a total order on all operations such that each operation

looks as if it were completed at a single instance.
2) Availability: Every request by a non-faulty node in the system must result in a response.

3) Partition Tolerance: No set of failures less than total network failure is allowed to cause

the system to respond incorrectly.
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These guarantees are heavily tied into the above properties of Termination and Agreement.
Evident in the blockchain context, Consistency will guarantee the total order of transactions
and blocks that occur, Availability will ensure that a transaction broadcast to the network will
be added to a block and appended to the chain, and Partition Tolerance would result in the
blockchain providing the above in the presence of network or node faults. It was proved that a

system will only be able to display at most two of these guarantees [75].

2.1.4 Incentives

A major segment of the public blockchain is the ability for all nodes to participate in the cre-
ation of blocks and the progression of the system. However, this requires the consumption of
resources, or, some risk as nodes may not be guaranteed a reward if they are slower. To balance
this, blockchains often employ incentive schemes to motivate participation and demotivate any
unwanted or malicious behaviour. Incentives are often classified into two groups, rewards and
punishments, and when effective, they introduce rationality and thus influence node participa-

tion and heavily constrain any Byzantine behaviour.

Rewards Reward measures the benefit that one gets as a result of successful contribution to
the system. Often, it can be a combination of either block rewards, a fixed value reward for
successfully appending an accepted block to the chain, or, transaction fees, variable rates paid

by users for their transaction to be executed and included into the chain.

Punishment Punishment, on the other hand, can be categorised in a number of ways de-
pendent entirely on the system. This can be strictly stated as part of the protocol, or, as a
byproduct of the reward scheme where the punishment is the absence of a reward if the misbe-
haviour leads to a negative outcome. Regardless of the selected technique, the result is a loss

of resources for unwanted or malicious behaviour.

Obtaining a balance between rewards and punishments is vital in such decentralised systems,
as motivating participation will help strengthen the execution of the protocol, but may also lead
to strategies where nodes optimise for maximal reward in ways that are not helpful to the overall

progress of the system.

2.1.5 Forks

With numerous nodes working to participate in the block creation as a race to gain rewards,
there is increased chances of simultaneous proposals at the same index as depicted by block
index 1337 in Figure 2.2. For traditional blockchains that follow a single, canonical chain, the
concurrent proposal creates a transient branch, known as a fork, in which two or more proposed
blocks share a common predecessor, and are able to continue on their own separated path. This
results in disagreement in the network, as nodes would be conflicted about which is the correct
state transition to accept. Due to the nature of the gossip-based propagation, nodes will receive

the blocks in differing order [77, 78, 79], naturally accepting the first block they have seen until
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Figure 2.2: In the presence of a fork, an adversary can issue two conflicting transactions, each
to different branches. In this example, Mallory is sending her entire balance to Alice in one
branch and Carol in the other, meaning upon resolving the fork, one will fail to have received
the funds.

proven otherwise incorrect through the consensus.

However, forks are also critical in the maintenance of a blockchain, as they are used for
major protocol upgrades and changes, known as hard forks. To perform a protocol change,
the system will diverge from a given block index and all nodes that accept the new protocol
upgrade and run the latest version of the software will be on the same branch, whereas others
not running the latest version will continue in a separate branch. If enough nodes do not wish
to participate in the protocol upgrade, it can lead to a separation of currencies, which can be
observed from famous hard forks such as Bitcoin with Bitcoin Cash [39], and Ethereum [27, 59]
with Ethereum Classic [30].

New proposals introduce Unforkable blockchains, where deterministic guarantees mitigate
transient forks. Commonly, this is due to the blockchain adhering to consistency, halting
progress in the event that a significant percentage of the network is unresponsive or faulty.
Such blockchains commonly use traditional consensus, where proposals are voted upon and a

unique decision is output as a result.

Double-Spending The presence of a fork often means that there are nodes which believe a
different global state exists, leading to a split horizon. Not only does this result in the waste of
resources spent on block creation, as well as impacting transaction finality, it can also be used
negatively leading to cases of double-spending [29] where the same coin is spent multiple times on
different branches. If a node is able to propose two conflicting transactions to different branches
in the fork, they can effectively use the same coin in those transactions and spend it multiple
times. Figure 2.2 depicts a scenario where an adversary can send two conflicting transactions to

different branches. Once a merchant performs an irreversible service, or a product is transferred
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off chain, then this can no longer be reversed. Upon fork choice rule resolving the fork, one of

the recipients will fail to receive the funds as they have been double spent.

2.1.6 Child chains and side chains

However, the observation of forks led to insight into potential scaling techniques, as a fork often
represents concurrent work being processed. One such technique is the usage of side chains [31,
82, 83, 84, 85] and child chains [86], which are chains beginning at one block of the main branch,
stemming off to a separate branch, executing in parallel. When the side or child chain requires
interaction with the main chain, the state is updated on the main chain and the interaction can
be facilitated. Although these parallel branches of the same blockchain system interact, they

are not required to utilise the same consensus.

2.1.7 Sharding

With the flourishing potential of side chains and child chains, the feasibility of sharding started
to take shape [87, 88, 89]. The core aim of future blockchains is to provide higher throughput
while minimising the impact and requirements of storage and resource consumption, which could
be accomplished if multiple chains ran in parallel. Although the sharding technique has been
seen in a number of areas [90, 91, 92, 93], the compatibility with blockchains is still unknown.
The fundamental problem to be solved with sharding is allowing progression of global state,
while maintaining the properties provided by a single, canonical chain. A number of blockchains

are developing alternate chain structures to indicate how sharding is viable for the blockchain.

2.1.8 The Bitcoin blockchain model as an example

The initial specification of Bitcoin [9] denoted a fully decentralised electronic cash system on a
peer-to-peer network. This facilitated pseudonymous payment between two parties, relinquish-
ing the requirement for a third party, such as a bank. There were many similarities between the
Bitcoin release and Wei Dai’s BMoney [94], a text document outlining the preliminary concepts
of cryptographic digital cash. The aim of Bitcoin was to provide a fully distributed system
whereby there is no single entity controlling it and people have power over their assets. Trans-
actions on Bitcoin originally represented transfer of coins from the “payer(s)” to the “payee(s)”.
The “payee(s)” are then able to claim and use the coins by using the private key associated to
the address, this is done by using the private key to sign the transaction wishing to spend the

coins.

Transactions are broadcast to the network using the Peer-to-Peer gossip model, where each
node broadcasts to its neighbours eventually propagating to the entire network. A transaction
that is received is verified, ensuring correctness of the signature and that all metadata matches
the state known by the node. For a received verified transaction, the node can utilise it as
input to create a block and append to the blockchain. After a block has been created, through

the necessary processes, it will contain a set of verified transactions, a cryptographic link to its
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predecessor and any required metadata. At that point, it is then broadcast and propagated to
the network. If that block is valid and has been decided as the correct extension of the chain,
the block will be accepted and the global state transition will occur. All nodes in the network
have the ability to participate in this process of creating blocks and batching transactions, with

reward as an incentive for their efforts.

The seminal work introduced by Bitcoin revealed a scalable consensus with active member-
ship selection, as well as the application of a distributed timestamping service for validity on a
ledger. The distributed ledger of cryptographically-linked blocks can be represented as a Repli-
cated State Machine [11], where the state machine is a hashchain [10]. The assembly of ideas
presented the foundations of a new technology, causing a paradigm shift in digital payments

and providing numerous possibilities for this technology to evolve.

2.2 Deconstruction of blockchains

Crucial to the analysis of the blockchain was investigating and categorising proposals to better
evaluate its goals, assumptions and requirements. This led to a deconstruction of the blockchain
into three simple, critical components common to most known systems: membership selection,
blockchain consensus and blockchain structure. The membership selection is tasked with provid-
ing a subset of nodes to participate in the consensus, providing the consensus with requirements
such as delayed proposals and a select number of chosen nodes. The blockchain consensus, also
denoted fork choice rule in some cases, is responsible for deciding the correct block for a partic-
ular place in the chain. The structure dictates the representation of data, and provides strict
requirements for the consensus on the expected output decision, for example a single canonical
chain expects one block per index, whereas a graph structure may require multiple blocks per

index. A visual representation is depicted in Appendix A.

2.2.1 Membership selection

A critical innovation introduced through Bitcoin was the ability to select a proposer from a
seemingly infinite number of nodes. The primary purpose of Membership Selection is to pass a
subset of nodes to participate in key tasks for the consensus, this may involve verifying, batching

and proposing transactions, or, voting and deciding on the future indices of blocks.

Proof-of-Work

Proof-of-Work (PoW) is the mechanism introduced to blockchains through Bitcoin and became
the most prominent selection technique for mainstream blockchains today. In the blockchain
context, it was proposed to delay proposals and address concerns of Sybil Attacks [24], where an
adversary creates multiple identities to dominate the consensus committee. PoW addresses this
by requiring nodes to prove they have performed work at some non-negligible cost, such as time,
hardware or consumed resources, as shown in Figure 2.3a. This was heavily derived from the

work proposed by Dwork et al. to combat junk mail [25] and later adopted by HashCash [95].
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Figure 2.3: Membership Selection Techniques I.

There are two main variants, the CPU-bound approach introduced through Bitcoin [9] com-
prising of performing numerous hashes, and the memory-bound approach [96, 97, 98] which
relies on random memory accesses rather than hashing speed. Adaptations, such as Proof-of-
Reputation [99], build upon the primitives introduced through Bitcoin to improve the security

in the face of attacks as detailed in Section 2.4.

Proof-of-Stake

Proof-of-Stake (PoS) aims to address two major impediments of Proof-of-Work; the extreme
energy consumption and the low throughput [100, 57]. The key concept is that a node must
bet, or stake, something of value that will be removed if they have been found guilty of mali-
cious actions. The selection process is highlighted in Figure 2.3b. The first noted proposal on
a stake-based voting system is mentioned in Wei Dai’s b-money [94] and later proposed on the
BitcoinTalk forum [101]. The concept of PoS provides flexibility for implementations, as the
stake can be represented by a variety of resources and calculated if different ways. The main
concern is that this may lead to centralisation as wealthy actors could form factions to control

the system.

There are a number of implementations, beginning with PPCoin, or Peercoin [102] where
it proposed the age of coins as the staked “value”. Proof-of-Burn [103, 104] adopted by Slim-
Coin [105] requires coins to be destroyed to propose a block. Tendermint [106, 107] requires
nodes who wish to participate in the consensus to lock, or freeze, coins. Algorand [42] selects
through a Verifiable Random Function (VRF) using the node’s balance as a selection param-
eter. Ouroboros [108, 109] presents a lottery-like method for selection with balance-weighted
probabilities. Ethereum 2.0 [87] implements PoS by requiring nodes to deposit a set amount,
and rotates via random selection. Delegated Proof-of-Stake (DPoS) [110, 111] has been adopted
by a number of chains, such as BitShares [110], Lisk [112], and EoS [52], which allows voting
on Delegates to perform critical actions, where votes are weighted by balance, and the stake is
reputation in the system. Waves [113] introduced Leased Proof-of-Stake that allows stake to be

leased to others to combat the centralisation fears brought by wealthy entities in the network.
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Proof-of-Capacity

Similar to the reasoning behind the development of Proof-of-Stake, there is ample motivation
to provide a utilisation of resources spent during the membership selection of Proof-of-Work.
Proof-of-Capacity aims to harvest the computational resources by providing a selection mecha-
nism that uses the selection technique to maintain the blockchain network. Figure 2.3c highlights
the key concept of Proof-of-Capacity. A number of variants, such as Proof-of-Retrievability [114,
115] and Proof-of-Space [116, 117], focus on storing data of the blockchain across multiple nodes
and utilise proofs to show that files have been successfully stored. This not only improves the
usability of resources of the blockchain, but empowers nodes to maintain the network by shard-
ing data across nodes, reducing overall replication and wasted computation. This also provides
ways for applications, such as FileCoin [118], to operate a decentralised file system on blockchain

primitives.

Proof-of-Authority

Proof-of-Authority (PoA) was initially proposed as an addition to the Ethereum blockchain [119,
120] for Testnet usage as a response to the shortcomings of Proof-of-Work in smaller networks.
To ensure minimal waste of energy, and provide progress in a small network, PoA employs
Authorities that are selected to propose and seal blocks. The blocks are created periodically by
the chosen leader for that round, and are signed by others. A depiction of this can be found
in Figure 2.3d. Authorities are the only chosen, trusted nodes rotated to propose and create
blocks. There are two main implementations, Go-Ethereum’s Clique [120] progresses in epochs
where each has an elected leader. The other is OpenEthereum’s' AuRa [119] where a trusted
leader proposes blocks for the round. The main difference is that Geth’s Clique allows multiple

authorities to propose a block, whereas AuRa requires the leader to propose for that epoch.

TEE-Based

Technological advancements in hardware provide new possibilities for membership selection that
can be adopted by blockchains, as shown in Figure 2.3e. A Trusted Execution Environment

(TEE) is a secure hardware module that guarantee code running will honestly follow pre-

!OpenEthereum was formerly known as Parity’s Rust implementation, but has since diverged from Parity

Technologies.
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defined policies, such as sleep waiting for the correct amount of seconds. This allows trust
to be placed on hardware, making room for algorithms that use randomness and waiting time.
Hyperledger Sawtooth’s Proof-of-Elapsed-Time (PoET) [121, 122], uses the trust in hardware to
“sleep” for randomly defined periods of time before proposing, where the first node that wakes
is selected as the proposer. Proof-of-Luck [123] uses randomisation in a lottery-like selection
process that elects a winner by selecting a random number proposed by all other nodes. Proof-of-
Useful-Work [124] performs desired workloads to contribute to real-world computations, where

a generated proof verifies the work done by the miner at the completion of the workload.

Proof-of-Location

Another technological advancement is the emerging use of Internet of Things (IoT) and mobile
devices, which have slowly been introduced to the blockchain [125, 126, 127]. However, main-
stream blockchains still require high computation or large storage, impractical for low-powered
devices. Proof-of-Location [128, 129] aims to utilise the dynamic nature of mobiles to create
and verify proofs based on the location of devices and surrounding nodes. Originally proposed
for collusion resistance [130] and later adopted by the Platin blockchain [131], the location ver-
ification utilises geographic locations to sign and verify transactions, as shown in Figure 2.3f.
Location verification aims to stop geographic spoofing by utilising low-range communication

channels.

2.2.2 Blockchain consensus

Contrary to popular belief, the consensus in the blockchain is not purely tied to Proof-of-Work,
rather the concept of fork resolutions, such as the “Longest Chain” [9] in Bitcoin. Consensus
holds the responsibility of deciding the next accepted block on the chain. This is vital to the
operation of the blockchain, as it effectively produces the state transitions that govern the final
global state and progression of the system. Traditionally, blockchain consensus operates in a
permissionless, open network where there is a seemingly unlimited number of nodes participating
in the consensus. However, newer deployments in permissioned environments exhibit similar
properties to traditional distributed systems environments. The distributed agreement problem
has been heavily studied in distributed computing, Byzantine Fault Tolerant (BFT), also known
as Byzantine Agreement (BA), protocols were proposed to achieve consensus in the presence

of potentially malicious distributed participants. This problem was detailed in the Byzantine
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Generals’ Problem [14], which has been heavily studied for over 40 years. However, traditional
BEFT protocols were ill-suited for the new permissionless environment introduced by Bitcoin,

and require changes to form a valid committee.

Nakamoto’s consensus

Nakamoto’s Consensus introduced through Bitcoin was the first consensus to be applied in a
permissionless, blockchain context and has been adopted by many other blockchains [26, 27].
The core aspect is the Longest Chain rule, used in the event where multiple blocks are proposed
at the same index and the chains have progressed in a forked state. The rule states that nodes
following the protocol must select the longest chain with the highest block number as the sin-
gle, canonical chain, as it is believed to have the most work performed. This adheres to the
assumption that the strict majority of the network are honest participants, and therefore the
majority of the computational power. In the event that two chains are equal length, the nodes
perform work on the first valid block they receive, abstaining from confirming conflicting blocks

until one branch becomes the longest.

In the permissionless, blockchain context, Nakamoto’s Consensus can only guarantee even-
tual consistency [132], that is, if there are no new blocks proposed then all nodes eventually
see the latest block at the height of the chain. During the time the blockchain experiences a
transient fork, consistency will not be met and fork resolution will eventually occur through
Nakamoto’s consensus. This consensus provides security under the assumptions that the strict
majority is honest and that blocks are propagated through the network prior to any new propos-
als. With high block creation speed, there will be an increase in conflicts as information would
be propagated slower than a proposal is created [79]. This results in an increasing number of
blocks that would fail to extend the longest chain, which has a number of implications for per-
formance and leaves the door open for potential attacks. With increasing node presence in the
network, the number of possible conflicting proposals increases, resulting in the need for lim-
iting proposals with satisfactory delay. Bitcoin paired this consensus with Proof-of-Work [25],
acting not only as resilience to Sybil’s, but also sufficiently delaying proposals adjusted through
changing difficulty of the cryptographic puzzle. However, if block proposal speed exceeds prop-
agation time, the probability of conflicting proposals increases resulting in a waste of mining
power, and, at large, resources, as not all blocks are “accepted” [30, 133]. This also leads to a
number of attacks that leverage the undecided state of a fork [29, 100, 31, 32, 33, 34, 35], where

merchants and recipients of transactions would believe what they see until the fork gets resolved.

Nakamoto’s consensus operates correctly assuming a synchronous network, as it requires
all nodes to have knowledge of the latest blocks to correctly maintain and extend the chain.
This results in consensus terminating completely when all blocks for a given height are seen
by the entire network. In practice, this provides a probabilistic guarantee as increasing block
height represents more of the network agreeing on the canonical chain to extend, but there is

always a non-zero possibility of unseen chains being revealed after sufficient time. The pitfalls
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Figure 2.4: Nakamoto’s consensus selects the main branch as the longest branch (in black)

whereas the GHOST consensus protocol follows the heaviest subtree (in grey).

of probabilistic consensus occur during delays where the time bound of synchrony is exceeded,
resulting in either agreement or termination not being reached. To account for this, Nakamoto’s
consensus employs an adversary model that places heavy assumptions on the block proposals.
The assumption is that honest nodes produce new proposals quicker than adversarial nodes,
such that the honest nodes will always be proposing a longer, valid chain. This is achieved

through ensuring that the majority of the resources are owned by the honest nodes.

Ghost

Inherent impediments caused by Nakamoto’s consensus prompted a proposal for a new con-
sensus mechanism that could cater for higher speed proposals. The Greedy Heaviest Observed
Sub-Tree, or GHOST, protocol [134] was proposed as a new consensus for fork resolution in the
blockchain, aiming to alleviate wasted effort from the longest chain approach. Rather than
discarding wasted efforts on transient forks, like in the longest chain, GHOST iteratively selects
the heaviest sub-tree rooted at block 0, up to the current block at the leaves. Through inclu-
sion of blocks not on the canonical chain, GHOST provides resilience to forks occurring in high
throughput environments, maintaining the 50% adversary threshold at higher throughput and
varying block sizes. Figure 2.4 highlights the example of the fork choice rules between GHOST

and Nakamoto’s consensus.

Similar to Nakamoto’s consensus, GHOST operates under the assumption of synchrony, where
blocks are received by all nodes. Under conditions where synchrony is not met, the heaviest
tree cannot be observed and it may fail to reach agreement or terminate, as it will observe a
stale state of the tree. The adversary model heavily follows Nakamoto’s consensus, where the
majority of the power belongs to the honest nodes, ensuring that the heaviest branch belongs

to the honest nodes.
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Complexity and Usage One concerning aspect of GHOST is the requirement for the sub-
tree to be calculated from block 0, where it must re-calculate every possible branch. These
specifications meant that long-running chains quickly became computationally expensive to
perform the evaluation, so modifications were made to utilise it in practice. Ethereum originally
utilised a simplified GHOST in the calculations of rewards [59], giving a percentage of reward to
blocks not mined on the canonical chain but still contributing to the heaviest weighted sub-tree.
As Ethereum moves away from Proof-of-Work, eliminating the requirement for computational
puzzle solving, the new proposition is to use GHOST as a fork choice rule based on messages [135],

performing only necessary calculations on the latest messages, rather than entire chain.

BFT consensus

With growing understanding of blockchains, and their suitability to business use-cases and inter-
business settlements, there has been an adoption of consortium and permissioned blockchain
networks. These environments operate with known node participation and are often lower in
numbers, opening the door for traditional BFT consensus algorithms. However, to utilise BF'T
protocols in an open, Bitcoin-like context, some problems must be addressed. First, most tra-
ditional applications of BFT protocols require a set of participants forming a committee to
exchange communication through the protocol, however, in the blockchain context this com-
mittee is generally not fixed, nor predefined. Secondly, the selection technique to find eligible
participants cannot be directly taken from the original specifications of Proof-of-Work designed
for Nakamoto’s/ GHOST. However, the chosen technique should incur some cost, to alleviate the
possibility of Sybil attacks [24] that would disrupt the BFT consensus from reaching agreement
or terminating. Thirdly, due to the open nature of blockchains, participants may join and leave
at arbitrary times, unless specified in a consortium or private network, making quorum sizes [130]
required for agreement not constant. The majority of these questions can be addressed through
applying appropriate techniques for selecting participants, making BFT applicable in a number

of blockchain use cases.

PBFT The Practical Byzantine Fault Tolerance (PBFT) [16] algorithm achieves consensus
through leader-based communication over three phases, the pre-prepare, prepare and commit
and was designed to bring practicality to BFT consensus. The three phases include message
transfers beginning with a leader broadcasting a sequence number to all nodes in the pre-prepare.
Once all nodes receive the pre-prepare, they enter the prepare phase and multicast to all nodes.
If a given node receives 2f prepare messages, where f is the expected number of potentially
faulty nodes, matching the pre-prepare, it enters the commit stage and multicasts a commit
message. Upon receiving 2f 4+ 1 commit messages that match the pre-prepare, the message is
committed. The phases are used to totally order messages and ensure that commits are ordered

across all nodes.

To bring BFT to the blockchain, a number of systems such as PeerCensus [28], ByzCoin [137]

and Solida [138], utilise variations of PBFT tailored to their requirements to achieve consensus.
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Both PeerCensus and ByzCoin assume a partially-synchronous environment and require less
than a third of the nodes to exhibit Byzantine behaviour, whereas Solida assumes a synchronous
environment. PeerCensus utilises a secure group membership protocol [139], allowing members
to join and leave. The leader performs PBFT-based consensus and is responsible for committing
the transactions and blocks. ByzCoin builds upon this by adding scalability through a collective
signing scheme, CoSi [140] and performing PBFT-based consensus in a fixed committee. The
modified PBFT runs using a two-phase PBFT protocol. Solida, however, uses Proof-of-Work
to provide a rotating committee, where old members are evicted and new miners are added into

the committee.

Tendermint Similarly, Tendermint [106, 107, 141, 142] approaches BFT consensus through
a leader-based Byzantine Agreement, where selected nodes take turns proposing a new block.
Each round consists of the proposal of a block, nodes voting on the proposal, and finally, if
over two-thirds of the nodes vote on the same block, it gets committed and appended to the
blockchain. The consensus requires a locking mechanism to ensure that a selected node cannot
double-vote. A node will lock their vote if they have pre-voted or pre-committed a specified
block but can unlock and change their vote if they see greater than two-thirds voting for a
different block in the same round. The vote change is permitted to protect liveness, but must
be executed such that it does not compromise safety, therefore only performed after two-thirds
of the committee have voted to commit a block. Like PBFT, Tendermint operates under partial-
synchrony, where it utilises increasing timeouts for the proposal rounds. It assumes that more
than two-thirds of the participants are honest, resulting in 3 f 4+ 1 nodes, halting if this condition

is not met due to network partitions, or otherwise.

Algorand BAx Algorand [42, 143] utilises the BAx providing efficient probabilistic Byzan-
tine Agreement. The members of the consensus committee are chosen through randomisation
provided by a blockchain-based common coin, which is also utilised in the consensus rounds.
BAx provides two phase consensus under synchrony assumptions, terminating in 6 rounds on
average with worst case of 13 rounds utilising the common coin when decisions are not met.
The first phase consists of a leader proposing a block, which is then reduced to a binary de-
cision to run binary consensus. The second phase is the voting on the binary value to reach
agreement, assuming that more than two-thirds, or 2f 41 nodes are honest. Although requiring
synchrony for agreement, it can achieve safety in periods of weak synchrony where the network

is asynchronous for a bound of time.

HoneyBadgerBFT Unlike others, the HoneyBadger BFT [144] aims at providing consensus
specific to permissioned environments with an asynchronous network. However, although the
network delay is unbound, HoneyBadger assumes that there exists reliable channels between
nodes that guarantee the delivery of a message once it has been placed into the queue. Hon-
eyBadger utilises a reduction of multi-value consensus to a binary consensus, using a common
coin for randomisation as a circumvention technique to utilise the asynchronous network. The

protocol begins by each node selecting a random set of uncommitted transactions, encrypt-
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ing with threshold-based encryption [145] and disseminating it to all nodes through reliable
broadcast [22]. For each message, the node produces its own part of the decryption share and
broadcasts it. Once receiving f + 1 shares, the node performs the threshold-based decryption
which, if succeeds, can be treated as accepted and committed to the canonical chain. This
BF'T protocol, alike others, assumes that the honest nodes are greater than two-thirds of the
participants, therefore being n > 3f. However, it was found that does not terminate under an

adversarial scheduler [146].

DiemBFT The DiemBFT [147] is a leader-based BFT protocol that builds upon concepts
from PBFT [16], Tendermint [106, 107] and Ethereum’s Casper [148] and is heavily founded
on HotStuff [149]. The DiemBFT utilises a three phase consensus protocol, namely prepare,
pre-commit and commit, where a leader collects votes to progress through the stages. The
collection of votes are used to form a Quorum Certificate, which is signed data containing the
proof of message reception and votes to progress the rounds and eventually commit the data.
The BFT applied to a blockchain requires a new leader for each block, where the leader proposes
a block that is then voted upon by other members of the committees. The DiemBFT allows for
a reconfigurable consensus committee to change in defined epochs. As this protocol is heavily
derived from HotStuff and PBFT, it requires the honest nodes to be greater than two thirds of

the participants, so n > 3f, to progress and reach agreement.

IstanbulBFT Introduced through an Ethereum Improvement Protocol [150], Istanbul Byzan-
tine Fault Tolerance (IBFT) aimed to provide a BFT consensus to Ethereum for deployments
in small private or consortium environments. The core goal was to provide a modification of
PBFT [16] that was tailored for the blockchain, meaning no one single client is sending re-
quests, rather the participating validators are able to propose blocks, and the leader is chosen
in a round-robin fashion. Now integrated into the Quorum blockchain [55], the IBFT protocol
provides a tailored consensus for a small consortium blockchain, where changing membership
occurs through reconfiguration. Following the three phase commit protocol, pre-prepare, pre-
pare and commit, the participants engage in a leader-based all-to-all communication to progress
through rounds. As in PBFT, IBFT tolerates at most f faulty nodes, where n > 3f, requir-
ing honest participants to account for over two thirds of the total. However, external analysis
of Liveness [151] and Correctness [152] highlighted that IBFT failed to provide liveness in an
eventually synchronous network, and there has been proposed improvements to the protocol,
such as IBFT 2.0 [153].
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RapidChain’s BFT Although other Byzantine Fault Tolerant consensus for blockchains is
widely applicable to changing environments, RapidChain [154] tailored a consensus appropriate
for blockchains that apply the technique of sharding. Heavily iterated from Ren et al’s Practical
Synchronous Byzantine Consensus [155, 156], the RapidChain consensus provides a leader-based
four round consensus tolerating f Byzantine members where n > 2f. The consensus begins
with a propose and echo, where all participants receive messages from all others. In the case a
participant receives a threshold of matching proposals, it will move to accept the proposal and
progress through the rounds, however, in the case that it receives equivocating proposals from a
faulty leader, it will propose to commit an empty root. To further improve the performance of
the consensus, the authors propose to pipeline, which allows for blocks to be proposed at every

round, rather than waiting for all rounds to complete.

Avalanche/Snow Unlike other blockchain BFT consensus, Avalanche [157] presents a family
of leaderless BFT consensus with probabilistic guarantees. Inspired by Nakamoto’s consensus
in Bitcoin, Avalanche utilises a Directed Acyclic Graph (DAG) structure where each node cal-
culates a local consensus achieving safety with probability 1 — e, where € is a security parameter
defined by the system. However, the Avalanche/Snow consensus proposal was not proven to
work in the partially-synchronous model, as most other listed BFT solutions are. The protocol
states that a node uniformly selects random nodes in the network, interacting and gossiping
their chosen decision. The node maintains a counter to see if a threshold of other nodes have
selected the decision, and will decide once confident that the node set has reached a specified
threshold. The DAG is used as the data structure to store transactions and gain confidence on

decisions.

2.2.3 Structure

Originally, the Bitcoin blockchain introduced a single, canonical structure to provide the pro-
gression of state. All transactions in the system were batched into blocks, where all blocks
were a homogeneous type. This meant that transactions were limited to the size and speed of
block production. Transient branches, or forks, must be resolved to form a single, canonical
chain which requires calculations and resources. New proposals, however, provide variety in
the structure by adding new block types or alternative structures to modify the operation of
the blockchain. The structure provides the foundation for the consensus and membership, as it
sets the requirements of what is decided upon, how the decision is made, and how the system

progresses.

New block types

Some proposals focus primarily on modifying the block types, moving from a single, homo-
geneous block type, as described in the seminal Bitcoin chain, to heterogeneous blocks with

alternate compositions.
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Bitcoin-NG Bitcoin-NG [158], depicted in Figure 2.5a, introduced the context of two block
types, namely KeyBlocks, produced through Proof-of~-Work containing no transactions but used
for leader election to batch transactions, and Microblocks, containing transactions and produced
without Proof-of-Work proposed by the elected leader linked to the Keyblock.

ComChain ComChain [159, 160], proposes a configuration block that is used to form the
next consensus committee, as shown in Figure 2.5b. The new committee is proposed, and once
agreed is formed into a block whereby the new committee is tasked to batch and agree upon

transactions.

New structures

Rather than proposing only changes to block types, a number of proposals turn their focus to
structure, diverging from a single canonical chain of blocks. This presents new opportunities
for parallel block processing and alternate communication patterns between nodes for potential

performance gains.

FruitChains Fruitchains [161] introduces an alternative structure by decoupling transaction
processing from blocks. A fruit contains a batch of transaction that hangs from one block,
referring to a recent block to show its context. Figure 2.6a depicts the referencing of the fruit

to the chain allowing transaction processing to be separated from blocks.

ByzCoin and RepuCoin ByzCoin [137] was inspired by the work in Bitcoin-NG [158] pro-
viding a decoupled structure for microblocks and keyblocks. The microblocks are separated into
their own chain, and relate back to the keyblock, as shown in Figure 2.6b. RepuCoin [99] also
uses these features by decoupling transaction blocks using the microblocks for transactions and

keyblock selecting the consensus committee.

Prism Prism [162] deconstructs the blockchain into separate structures introducing proposer
and voter blocks. Each node builds its own block tree. The proposer blocks are appended into
a block tree, similar to that of Bitcoin’s blockchain, but transactions are partially decoupled
from the proposed blocks. Voter blocks are used to attest to the proposer blocks and gossiped

around the network. An example is depicted in Figure 2.6c.



28 Chapter 2: Background

Proposer Blocks Node A Node B

ProposerBlock;

(3} "

ProposerBlockj, ProposerBlockj, |-

P~ & t

7 VoteBlock, VoteBlock,

ProposerBlockg, . I’mp(\\mlilmkkb‘77 | VoteBlody ) VoteBlock, tx1
= f - f f txo txg
tx3 txg
ProposrBlocky| | VoteBlocks ) VoteBlock, tx7
A e tx4
(c) Prism DAG with 2 block trees (d) IoTAs Tangle

Figure 2.6: Alternative Structures II.

Tangle Iota presents the Tangle [53] which forms a DAG and removes blocks. As illustrated
by Figure 2.6d, the transactions form vertices in the graph and require each vertex to have
an edge between two (or more) prior transactions. A transaction’s weight, or confirmation, is
proportional to the number of transactions that it references, with respect to the recency and

weight of the other referenced transactions.

HashGraph Swirlds [163] proposes a graph structure, where each transaction batch has mul-
tiple children and parents. The HashGraph was introduced to reduce wasted effort of blocks, so
each block, or event, gossiped around the network is then voted upon by other nodes. Figure 2.6e
represents the relationship between events, showing that events should reference previous events
to vote for them. Although nodes may learn of events in differing places of their graph, an event

is said to be consistent if it has equivalent ancestors in all node’s graphs.

Block Lattice RaiBlocks [54] introduces the block lattice, as depicted in Figure 2.6f. The
distinguishing feature is that each account maintains its own personal blockchain, the DAG
ledger consists of the global set of accounts and their relevant blockchain. Each transaction
sent from user to user requires two transactions, a “send” transaction signed by the transaction
sender, and a “receive” transaction, signed by the party receiving the transaction. Similarly,

each party must create a block on their respective chain, a “send block” and “receive block”.

Parallel Chains Parallel Chains [88] proposes the idea of sharding by distributing the block-
chain into multiple concurrent chains. Transactions are spit amongst the shards, as shown in
Figure 2.6g. Similarly, Omniledger [89], and RapidChain [154] also use this concept of multiple
chains operating in parallel. Although multiple chains operating in parallel facilitate concurrent

transaction execution, the system must provide mechanisms for cross-shard interactions.

Beacon Chain Ethereum 2.0 [87], also known as Ethereum Serenity, introduced the model
of the Sharded Beacon Chain, where concurrent shard chains run in parallel, communicating
through a central beacon chain in a hub-and-spoke design as depicted in Figure 2.6h. DFin-

ity [41] envisioned a chain where a set of nodes are selected through a decentralised randomness
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beacon and were tasked to notarise and propose blocks. Ethereum utilises a similar beacon
concept to shuffle and reassign validators to shards, where the beacon chain offers cross-shard

communication and a central point of synchronisation for the entire system.

2.3 Performance evaluation

With a vast flurry of blockchain proposals, evaluation of their impact is of paramount impor-
tance. To achieve accurate evaluations, it is common to perform experiments that present

performance metrics. These often consist of three axes; throughput, latency and scalability.

Throughput. Throughput measures the volume of transactions a system is able to process,
often expressed in Transactions Per Second (TPS). The throughput represents the number
of transactions that are committed to the chain, where committed is often denoted as the

transaction existing on the blockchain at a point where it will not be reversed or removed?.

2In some blockchains that have probabilistic guarantees, committed refers to the point in time where the

transaction will not be reversed with extremely high probability.
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Latency. Latency expresses the duration of time for a transaction request to be committed.
It is often measured from the time the request is sent, to the time that the transaction has been

committed and acknowledged by the requester.

Scalability. Scalability often presents itself as the ability for a system to offer the same, or
increased, performance with an increasing number of nodes. This is often measured with respect

to the other two axes, showing that larger node sets lead to no degradation of performance.

2.3.1 Benchmark systems

This burst of proposals often leads to confusion when deciding upon a system to use in a given
environment. Performance evaluation assists in highlighting advantages of specific systems as
well as providing metrics for quantitative comparison. Most of these evaluations, however, are
tailored specifically for the system under test, where it targets optimal environments most suited
for the deployment. This leads to issues when comparing systems, as published results, both
in academic papers and social media [43, 44, 45, 46], would be based on varying environments
and can lead to misleading conclusions.

To remedy this issue, similar fields were examined, providing previous studies for both
performance evaluation and fair comparison. This quickly highlighted previous work performed
in both systems programming [164, 165], distributed systems and databases [166, 167, 168] where
specific benchmark platforms were used as the basis for comparison. The aim was to procure
techniques to provide benchmarks at a macro and micro level. Macro benchmarks provide
system-wide tests, where the entire system is tested end-to-end in environments mimicking
deployment environments. Micro benchmarks, however, provide a more granular approach
targeting specific aspects of the system measured in controlled environments, allowing metrics

of core building blocks to be evaluated.

Similarities between database systems and blockchains were quickly revealed, as both sys-
tems present themselves as a forefront to perform user requests, writing or reading the state
of the global system and performing actions based on this state. Conveniently, distributed
database systems also looked at the measurement of throughput and latency and provide ex-
tensive benchmarking solutions. Workloads and frameworks such as the Yahoo! Cloud Service
Benchmark (YCSB) [166] and various TPC-*3 [167, 168] benchmarks are provided as a stan-
dard. The workloads in these benchmark suites aim at providing real-world testing scenarios,
designed to stress various aspects of the systems under test to highlight the key differences.
In conjunction with strict testing rules, the results can be used for fair comparisons to easily
determine which systems were most suitable for certain workloads, and can be applied in their
respective use-cases. These heavily researched benchmarks and workloads were attractive for
blockchains, as the complexity produced by numerous proposals made it difficult to measure

and understand their suitability to certain environments.

3 Available online: http://www.tpc.org
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Blockbench One of the most notable benchmarking frameworks for blockchains is Block-
bench [50], a framework that provides a number of micro and macro benchmarks, but more
notably ports YCSB from the databases field to blockchains. Aiming at private blockchains,
Blockbench evaluates the different layers of the blockchain with different workloads, allowing
granular execution of test data to measure the effectiveness of different implementations on the
specific layers of the blockchain. The evaluation metrics allow for throughput and latency to
be measured with respect to scalability of increasing nodes, and fault tolerance with injected

delays, crashes and message corruption.

However, the requirements introduced from the complexity in Blockbench leads to rigidity in
workload definitions and the integration of other blockchains. This rigid design also introduces
difficulty when performing benchmarks of high throughput, as the workload is sent from a single

point of the benchmark.

Chainhammer The extensive number of Ethereum adaptations led to the development of
Chainhammer [48], a benchmark tool focused exclusively on high-load testing of Ethereum-based
blockchains. The high-load workload generation aims to stress test the blockchain to measure the
maximal number of transactions it can process under constant load. All transactions originate
from a single machine, which measures throughput and latency of the blockchain under test.
However, there is minimal flexibility to adopt different testing scenarios or alternative workloads,
leading to a rigid design. As Chainhammer focuses exclusively on Ethereum, it can perform
post-benchmark analysis that provides information about critical Ethereum infrastructure, such
as block and transaction distribution as well as various intricacies with transaction processing

with respect to gas and execution costs.

Hyperledger Caliper The Hyperledger foundation developed Caliper [17], a benchmarking
suite that focuses on custom use cases on a number of blockchains. While still under active
development, Caliper comes preconfigured with various blockchains, including Hyperledger Bur-
row [169], Hyperledger Besu [170] and Hyperledger Fabric [171, 172] and Ethereum [27]. New
blockchains can be easily integrated through implementation of generic interfaces, factories and
transaction definitions. The output produced from Caliper presents information about through-
put and latency, and the active development is further integrating more results. Development
is shifting towards distributed load generation across multiple machines, as the current imple-
mentation only permits multiple threads being run on a singular machine to interact with the

system under test.

Twins Alongside performance evaluation, understanding system behaviour while they experi-
ence unexpected conditions is critical. The Twins [173] approach emulates Byzantine behaviour
by running multiple clones of a node, with the same identity, in the network. By generating in-
teresting behaviour, such as multiple proposals or equivocation, it demonstrates the resilience of

systems, highlighting the ways varying protocols break. This performance evaluation method
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demonstrates the ability to discover protocol flaws in BFT consensus that could hinder the

system during operation.

BFT Bench BFT Bench [174] provides a framework to evaluate the performance of BFT con-
sensus protocols. The framework provides a number of pre-defined BFT consensus algorithms,
allowing for testing under varying deployment settings. It also allows for the injection of un-
wanted behaviour by reporting and observing metrics on performance and reliability. While
not directly evaluating blockchains, the BFT bench framework tests an number of consensus
protocols used for agreement of blocks in a number of implementations. Through the measure-
ment of critical metrics, such as latency and throughput during periods of unwanted behaviour,
it provides insight into the resilience of a system under faults and how they can be applied in

practice.

BlockSIM Unlike benchmark frameworks, BlockSIM [175] provides a practical simulation
tool to aid in the design of new blockchain systems. The core focus is to present an extensible
framework allowing for a range of system models to be simulated through a python system.
The simulator breaks the blockchain into three layers, the network layer, the consensus layer
and the incentives layer, each playing a critical part in the design. The simulation presents an
architecture that interacts with the blockchain, providing measurements on the operation of the

blockchain in the simulated environment.

2.4 Attacks against blockchains

Although performance is a critical factor motivating research and development in blockchains,
there numerous safety concerns that must be addressed due to assumptions that lead to limi-
tations in practice. Various attacks have been theorised, detailing scenarios that affect a range
of blockchain protocols, which allow an adversary to double-spend coins. The attacks were

categorised into three key areas; mining power, communication and stake attacks.

2.4.1 Mining attacks

Mining power attacks target systems that utilise work-based protocols, such as Proof-of-Work,
especially chains that are susceptible to forks. These attacks focus on an adversary gaining
sufficient amounts of mining power to control perceptions of the truth. To improve a miner’s
chance of profiting from mining, they often collude to form pools, allowing cost sharing of profits

and losses.

51% Attack The most notable attack is the majority mining attack, commonly referred to as
the 51% Attack [9, 100]. Tt depicts an adversary that overcomes assumptions that the majority
of the mining power belongs to honest nodes. This gives the adversary the ability to produce
valid blocks quicker than other nodes on the network, meaning they are able to control the

behaviour of the entire chain, including reverting and rewriting history.
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Bribery Attack (Flash Attack) In large blockchain networks, gaining significant power is
often infeasible, requiring extensive investments of hardware and infrastructure to support a
large scale attack. However, the Bribery Attack [35], or Flash Attack, consists of an adversary
temporarily gaining the majority power, providing a window where they may launch an attack.
The methodology describes an adversary bribing miners to lend computational power to the
adversary, while the adversary misleads a merchant. The adversary, as they have obtained
enough mining power, can now produce alternate chains to ensure that the transaction to the

merchant is overwritten and the coins have been double-spent.

Selfish Mining Often, however, mining pools control significant percentages of mining power
due to pooled resources. The Selfish Mining technique [176] portrays mining pools producing
blocks in secret, keeping newly produced blocks from others in the network. The pools may
selectively release information of blocks to waste the honest miners computational power on
producing old blocks. Extensions to this work [177] optimise the strategies for selfish mining to
show optimal and sub-optimal conditions for success. These strategies enable the mining pools
to create alternative chains within their own pool and release a chain longer than the public

branch.

Stubborn Mining Selfish mining alone may be impractical for real-world applications, with
high requirements for lower profit margins. Stubborn Mining [31] builds upon selfish mining
techniques introducing more strategies to increase probability of success. The strategies include
Lead Mining, where the adversary leads in secret by k blocks and releases blocks at the same
time as the network, and Trail Mining, where the miners continue to mine until they fall behind
some threshold of blocks. These strategies, if combined with other network attacks, can further

increase the percentage of success.

Rosenfeld’s Attack A variant of strategic mining is Rosenfeld’s proposed attack [34], where
nodes withhold block production from other nodes until convenient. The adversary solo mines
a branch in secret, keeping information from other nodes. Once the adversary interacts with
a selected merchant, they issue a transaction for some irreversible action. Once the merchant
has completed the action, the adversary releases the longer, solo-mined branch conflicting with
the main branch, which will be accepted with high probability as it is longer. The adversarial
branch does not contain the transaction to the merchant and thus invalidates the payment to

the merchant.

Finney Attack Alternatively, non-pooled miners may choose strategies to deceive merchants.
The Finney Attack, proposed in an early Bitcoin forum [32], illustrates an attack where an
adversary double-spends to a merchant that does not wait for block confirmation. The adversary
engages with the merchant and sends coins for the service or goods that are irreversible. At
this point, the merchant completes the trade. Simultaneously, the adversary then creates a
transaction to themselves and mines a block, which includes this transaction. The adversary

then quickly broadcasts the block with the transaction to themselves. If quick enough, the
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transaction to the merchant will conflict, and the transaction back to self will be confirmed in

a block and accepted by the network.

Fast-Payment Double-Spending Similar to the above, Double-Spending attacks on Fast-
Payments [29] leverages a merchant’s acceptance of transactions with 0 block confirmations.
Fast Payments are payments where a transaction is considered accepted within a minute of it
being proposed, whereas Slow payments are those that require a block confirmation threshold.
The adversary connects to the merchant as a peer, sending a transaction for the merchant’s
irrevocable action. As the adversary is a direct peer, it can send a transaction directly to the
merchant while simultaneously sending a conflicting transaction to others in the hope that the

conflicting transaction is propagated quicker and mined into a block.

Vector76 Attack The user “vector76” on BitcoinTalk forums proposed an attack [33] where
an adversary wishes to double-spend against a merchant that has a 1 block confirmation thresh-
old. The adversary interacts with a merchant, and secretly mines the transaction to the mer-
chant into a block. When the adversary learns of a block, they quickly send their block to the
merchant directly, who confirms the block threshold and performs the irrevocable action. As
the merchant learns of new forked blocks, which will discard the adversary’s transaction in an

alternate chain, the adversary would have successfully double spent the coin.

Block Withholding Attack against Mining Pools The Block Withholding Attack [178]
targets mining pools where an adversarial miner aims to cause disruption. Mining pools operate
by producing full or partial Proof-of-Work. An adversary participating in the pool can determine
the validity of their Proof-of-Work hash, and thus can withhold it from the pool. If the adversary
aims to disrupt the pool, they can withhold valid hashes to cause the pool to miss out on block

production, lowering overall mining pool rewards.

2.4.2 Communication attacks

Alternative to mining power attacks, adversaries can target assumptions on the peer-to-peer
network of the blockchain to attack a wider variety of systems. The assumptions placed on
communication between nodes and message delivery can often be misleading, and if abused by

an adversary can lead to loss of assets.

BGP Routing Attack The Border Gateway Protocol (BGP) [179] is the routing protocol
responsible for connecting systems and routing IP packets through the internet. As blockchain
utilises peer-to-peer connections over the internet, BGP is inherently relied upon to route pack-
ets between nodes. However, in BGP, the validity of route advertisements are unchecked, as
systems promote routing paths between each other. The BGP Routing Attack [180] proposed
against the Bitcoin blockchain exploits the lack of BGP verification to isolate a selected group
of nodes. Once a group of nodes has been successfully isolated, the adversary controlling the

hijacked BGP route can delay block propagation or leave nodes uninformed to use their mining
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power for their benefit.

However, BGP attacks are considerably difficult, as controlling an autonomous system,
or successfully maintaining a hijacked route, can be seen through various tools and acted
upon [181]. A number of solutions for blockchains, such as SABRE [182], FIBRE [183], and Er-
lay [184], provide overlay networks to provide alternate communication channels if BGP routes

are interrupted.

Erebus Attack Alternative to BGP hijacking, the Erebus attack [185] utilises an Autonomous
System to change outgoing peer connections on the Bitcoin node. This does not require BGP
route hijacking, and remains stealthy as it performs connection rerouting through shadow IPs,
which are old IPs harvested from other autonomous systems. The adversarial Autonomous
System will continuously attempt to reroute a Bitcoin node’s peering such that it places itself
in the middle. By doing so, it will be able to insert, modify, remove or delay any incoming

messages and effectively control the victim node’s communication to others.

Eclipse Attack BGP hijacking is a considerably difficult task as the adversary is required to
maintain a hijacked route between subsets of isolated nodes. However, the blockchain utilises
a decentralised peer-to-peer network, where all nodes communicate through a gossip network
and build a list of peers to form direct connections. A connected node stays connected to a
limited number of peers, in Bitcoin 125, and Ethereum 25, which are evicted and reconnected
depending on their performance. The Eclipse Attack [36] describes a way in which a node
can become eclipsed and isolated from the network. The attack method follows an adversary
filling the peer tables of a victim node, spoofing as many IPs as possible. If the adversary has
successfully populated a large percentage of the IPs in the peer table, the node will connect
all peers to the adversary. The adversary can now control the information seen by the victim,
and is now able to execute double-spending attacks or delay attacks. Eclipse attacks against
Ethereum have been proposed [186, 187, 188] targeting a number of network assumptions with
the discovery protocol or the rotation of connected peers. Countermeasures have been suggested

and implemented [189, 36], to become resilient to the attack.

Man-in-the-Middle Attack The Man-in-the-Middle (MitM) attack [190] proposed against
Ethereum illustrates the applicability of BGP hijacking to double-spend on public blockchains.
Through BGP hijacks, the adversary is able to manipulate communication delays between nodes
and form subgroups. Once the adversary is successfully in control of the communication, they
can leverage this to perform other attacks. Similarly, the Man-in-the-Middle attack is also
effective in the private blockchain context using other spoofing techniques to gain control of

routing, such as ARP spoofing in a private context.

Attack of the Clones Proof-of-Authority blockchains [27, 119, 120] are increasingly popular
for small private or consortium environments. It operates by rotating between elected authority

nodes, requiring the set of nodes to sign off and seal the proposed blocks. The Attack of
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the Clones [191] is carried by segregating the network into smaller subgroups, but cloning an
instance of their machine so that a threshold is met on each side to produce valid blocks. At
this point, the adversary is able to double-spend on each partition, as the segregated groups of

nodes are producing valid blocks.

Tampering Delay Attack Gervais et. al [192] highlight how an adversary can successfully
delay blocks and transactions to victim Bitcoin nodes for a considerable amount of time. The
adversary provides information to the victim nodes before they are able to receive any informa-
tion from others. With optimisations in Bitcoin, this means that the victim nodes will request
additional information and await a response from the adversary. The success of the attack relies
on the adversary being able to broadcast information and interact with victim nodes quicker

than others. The result is that victim nodes may have blocks delayed up to 20 minutes.

2.4.3 Stake attacks

With the growing interest in Proof-of-Stake, active research is searching for vulnerabilities which
would allow adversaries to gain power or profit. Although Proof-of-Stake shows immediate
improvements to traditional Proof-of-Work blockchains, it does, however, suffer from a different
breed of attacks.

Nothing At Stake One of the first attacks on Proof-of-Stake was dubbed the “Nothing at
Stake” attack [193], where rational validators strategically play on the protocol’s specification
for profit. Proof-of-Stake relies heavily on validators following protocol to earn rewards, and
they must collaborate to progress the chain’s global state. However, in the case of a fork,
the most optimal strategy for validators is that they should attempt to validate all possible
chains for a higher chance for reward. Adversaries are able to leverage this behaviour, and with
non-zero probability successfully execute a Double-Spending attack. The adversary creates a
transaction to a merchant, while simultaneously creating a fork in the chain with a conflicting
transaction. If validators are following the above strategy to validate all forks, the adversary’s
chain may be selected as the correct chain. To mitigate these problems, validators must commit
stake to sign and create blocks, acting as a disincentive for the validators to sign on all forks,
and they are punished for signing on multiple forks. Alternatively, unforkable blockchains also

present a viable solution, preventing forks from being created.

Discouragement In many Proof-of-Stake implementations, the entire validator group is pun-
ished during sub-optimal conditions, such as disagreements. An adversary can utilise this in a
Discouragement Attack [194], where an adversary purposefully acts maliciously to punish the
entire validation set. With the adversary broadcasting their intention to harm the other valida-
tors, honest validators will become aware of their potential loss of stake and would withdraw
themselves from the committee. Eventually, the number will diminish to the point where an

adversary gains the majority and can perform other attacks.
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Censorship Rather than validators acting for personal gain, adversarial collusion can lead
to validators dictating the blockchain. Censorship [195] can occur where validators censor
certain transactions from being added to blocks. The ramification may lead to the collapse
of the blockchain ecosystem, as it breaks the fundamental principles founding the blockchain.
If adversarial validators are only a subset of the validators, they can leverage discouragement
techniques to lower the number of honest validators. Once the adversary makes up the majority

of power, they are able to censor the transactions.

Stake Grinding Various implementations of Proof-of-Stake, such as Peercoin, or PPCoin [102],
and NXT [196], select validators to propose blocks based on calculations that can be precalcu-
lated ahead of time. The Grinding Attack [108, 197], or precomputation attack, outlines the
ability for an adversary to influence the selection of validators by precomputing and “grind-
ing” outcomes to increase their chance of selection. Known solutions exist [102, 197], such as
improved distributed randomness techniques with secret sharing or threshold signatures, or,

having validators stake more coins for their selection.

Stake Bleeding To mitigate some issues faced by Proof-of-Stake, checkpointing was intro-
duced as a measure to “solidify” the blockchain state eliminating the probability of forks prior
to that checkpoint. Chains that fail to integrate checkpointing can become vulnerable to Stake
Bleeding Attacks [198], where adversaries can double-spend by convincing the network of an
alternate chain. Dependent upon fork choice rule, or consensus mechanism, an adversary cre-
ates a parallel chain and creates blocks periodically. When the adversary is selected to propose
in the “honest” chain, it refuses to produce a block and waits for the timeout, which will in-
evitably slow the chain down. Over time, although the adversary is losing, or bleeding stake,
the adversary’s private chain will catch up, and once it surpasses the honest chain, it can relay
the blocks and the information to the remainder of the network. Due to the fork choice rule,

they may be able to convince the network about the adversarial chain.

Although checkpointing is effective, other mitigations [198, 108, 102] exist, including context
sensitive transactions, chain density measurements, or coin age which requires an investment of

time.

Long Range The Long Range Attack [199, 200] was originally theorised during early Ethereum
development. The attack details events where an adversary can double-spend by mining a
forked chain from an incredibly early block, such as block 1, and mine a longer chain to be-
come accepted as the superior fork. In traditional Proof-of-Work scenarios, this attack would
be incredibly costly, as it requires a majority of the networking power to overthrow the chain
from such a long distance. The adversary can slow the progress of the main chain by submit-
ting work to a smart contract that has a long function execution and high computation for a
predetermined output known by the adversary. The adversary can continuously produce blocks
whereas the honest chain will be required to perform the computation. Proof-of-Stake, however,

removes the large hardware requirements, and an adversary with as little as 1% of the coins is
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able to perform a long range attack.

Mitigations [200, 197] exist, such as using timestamps as rejection criteria, or a larger thresh-

old, such as over 30%, are required to sign blocks periodically to progress.

Resource Exhaustion Although Proof-of-Stake reduces the strain on hardware in compar-
ison to Proof-of-Work, there are a number of calculations and costly operations that must be
performed to uphold the chain. The Resource Exhaustion Attack [201] demonstrates how a
number of Proof-of-Stake implementations fill RAM and disk space when dealing with forks
and potential future blocks. To ensure that a correct fork choice rule is being followed, the
blockchain nodes are required to store the potential blocks mapping the indices to the block
heights. This can quickly lead to resource exhaustion, quickly filling space on the machine and

leading to a denial of service of the node.

Balancing Attack on Gasper The Balancing Attack on Gasper [202] depicts an attacker
that strategically releases votes to ensure a growth of a forked chain. By balancing votes amongst
two forks, honest nodes will be stuck in a tie-break scenario, where they either (1) vote for a
single branch, or (2) sway between branches in an attempt to get more than two-thirds of the
votes. If the adversary can sufficiently maintain the tie-break, this will delay block finalisation

and lead to liveness issues.

Bouncing Attack Similarly, the Bouncing Attack targets finalisation in Ethereum 2.0 [203],
where an adversary directly influences the finalisation mechanisms. If an adversary has enough
vote power, such that they have the final say whether to ensure a block is committed, they
can submit their votes at any time to influence which branch is considered correct. The attack
scenario depicts a fork that has sufficient votes for a given checkpoint (C') on a single branch,
and on the same branch is about to have sufficient votes for the second checkpoint (C*). At this
point, the adversary releases votes for an alternative checkpoint (C*) on the opposing branch,
causing conflict between honest validators who see a swap in the voting for branches. This will

cause the honest validators to bounce between branches and cause liveness issues in the system.
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The Balance Attack

The introduction of blockchain systems through whitepapers and non-scientific channels can
lead to implied assumptions not clearly stated in writing. In Proof-of-Work blockchains, nodes
are competing amongst each other to produce a block, with each node having potentially dif-
ferent sets of transactions as input to the computation. Due to the highly distributed nature of
these operations, concurrent proposals may lead to completely distinct blocks being proposed
for the same index of the chain, resulting in a forked state. If an adversary is able to solve
Proof-of-Work puzzles fast enough to grow a targeted branch, they will not only have the abil-
ity to impact the accepted state of the system, but potentially increase the amount of wasted
blocks, delay block release, and slow the overall growth of the system. These delays present
risks, where an adversary may be able to double-spend coins spent in other transactions [34].
As highlighted in Chapter 2, a chain that experiences transient forks as a result of disrupted

networking can be vulnerable to a number of double-spending attacks.

A simple attack, the Balance Attack, is presented. An adversary transiently disrupts com-
munication between subgroups of nodes of similar mining power to forcefully introduce forks
in the chain. At this point, the adversary actively submits conflicting transactions to sepa-
rate subgroups while assisting a targeted chain to produce more blocks, manipulating the fork
choice rule to select this specified branch. The feasibility of such an attack on smaller networks
is demonstrated both theoretically and experimentally, highlighting that an adversary can com-

pensate lower mining power through the message delays.

In summary, the work presented in this chapter is:

(i) We highlight the potential impact of implied synchrony assumptions when in conjunction

with relaxed agreement in the blockchain context.

(ii) We present the Blockchain Anomaly, a resultant of chain reorganisation experienced after

periods of long delay where a fork resolution is required.

(iii) We show that both Nakamoto’s consensus and GHOST are corruptible, or vulnerable to
double-spending when faced with delays in communications. We introduce the Balance

Attack that influences branch selection rather than an adversary solo-mining.
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(iv) We illustrate experimentally and theoretically in the context of the R3 Ethereum testnet
if a single node is able to delay communications. The impact of heterogeneous machines

that are exacerbated in small consortium environments is highlighted.

(v) We discuss the trade-off between mining power and required communication delay to per-
form the Balance Attack against Ethereum. This suggests that combinations of network

and application-level attacks increases the probability of success.

(vi) We argue for non-forkable blockchain designs in the face of network partitions to protect
against attacks similar to the Balance Attack. This not only provides complete resilience
against fork-based exploits, but increases the applicability of digital ledgers to critical

sectors where forking and loss cannot be tolerated.

Chapter Outline This chapter is organised as follows. Section 3.1 presents a simple dis-
tributed model for the blockchain, describing the communication network and the blockchain
graph. Section 3.2 discusses the impact of consensus and termination on transactions and
introduces the Blockchain Anomaly. Section 3.3 introduces the Balance Attack. Section 3.4
discusses the Balance Attack when applied to the GHOST fork choice rule. Section 3.5 discusses
the feasibility of the attack in small and large networks. Section 3.6 provides our analysis of the
attack when applied to a small blockchain network. Section 3.7 provides experimental analysis
of the Balance Attack. Section 3.8 discusses potential solutions. Section 3.9 summarises the

chapter and concludes.

3.1 A simple distributed model for blockchains

Consider the blockchain network as a communication graph, G = (N, E), where N represents
the nodes of the blockchain, and all nodes are connected through communication links, or edges
(E). Nodes are either miners trying to combine transactions in a block to progress system state,
or, passive and interacting with the blockchain by issuing transactions. All nodes are part of a
blockchain system (S) where S € {bitcoin, ethereum, etc.}. For simplicity, it is considered that
each node possesses a single account, and each transaction issued by some node p; € N is a
transfer of digital assets from the source account p; to the destination account p; # p;. Each
transaction is uniquely identified and broadcast to all nodes in a best-effort manner through
gossip communication. We assume that a node wishing to transfer multiple times can create

many distinct transactions.

To the computational power of a miner is referred to as its mining power, denoting the total
mining power of the network (V) as the sum of the mining power of all miners. All miners
try to batch a set of transactions T' it learns about through gossip into a block b C T as long
as the transactions of b do not conflict with one another, and, that account balances remain

non-negative as a result of applying this state transition from the block.

For the sake of simplicity, the graph G is static, meaning that no node can join and leave
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the system, however, nodes may fail as described in Section 3.1.3. Considering a network po-
tentially shared by other applications and subject to contention, it is assumed that the system
is partially synchronous in that there is a bound on the delay of messages but that this bound

can be large and is not known by the algorithm [23].

In the remainder of this chapter, the blockchain DAG is referred to as a tree rooted at g,

the Genesis, where child blocks point to their parents.

3.1.1 Mining goals

As there is no known best strategy to solve the Proof-of-Work crypto-puzzle, the miners simply
keep testing randomly chosen numbers in an attempt to solve the puzzle. The mining power is
thus expressed in the number of hashes the miner can test per second, or H/s for short. The
difficulty of this crypto-puzzle is defined by a moving threshold, limiting the rate at which new
blocks can be generated by the network.

3.1.2 Communication Network

The blockchain network consists of nodes communicating through gossip communication pat-
terns in a best-effort manner. Each node broadcasts messages and communicates directly with
a set of connected nodes, named peers. The node gossips both transactions and block informa-
tion, receiving new information on blocks or transactions from the direct node connections. A
node maintains a limited number of connections to send and retrieve information, where a node

may disconnect at any time.

3.1.3 The failure model

We assume the presence of an adversary who can control attacker or malicious nodes that

together own a relatively small fraction 0 < p < % of the total mining power of the system.

The nodes controlled by the adversary may not follow the protocol specification, however, they
cannot impersonate other nodes while issuing transactions'. A node that is not malicious is
deemed correct.

Network failure may be observed through (1) disconnection of nodes leaving information
unattainable by others, or (2) network partition, segregating critical information from other

parts of the network from ever knowing.

3.1.4 The forkable blockchain abstraction

Let the blockchain be a directed acyclic graph (DAG) ¢ = (B, R) such that blocks of B point
to each other with pointers R (pointers are recorded in a block as a hash of the previous block)
and a special block g € B, called the Genesis block, does not point to any block but serves as

the common first block.

!This is typically ensured through the public key cryptography employed through the blockchain.
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Figure 3.1: The global state £y of a blockchain results from the union of the distributed local
views £, f5 and ¢3 of the blockchain.

Algorithm 1 Blockchain construction at node p;.

1: ¢; = (B;, R;), the local blockchain at node p; is a directed acyclic
2:  graph of blocks B; and pointers R;

3: receive-blocks((Bj, R;)):: > upon reception of blocks
4: B; < B; U B;j > update vertices of blockchain
5. R; <+ R;UR;j > update edges of blockchain

Algorithm 1 describes the progressive construction of a forkable blockchain at a particular
node p; upon reception of blocks from other nodes by simply aggregating the newly received
blocks to the known blocks (lines 3-5). As every added block contains a hash to a previous
block that eventually leads back to the Genesis block, each block is associated with a fixed
index. By convention, the Genesis block is considered at index 0, and the block at j hops away
from the Genesis block as the block at index j. As an example, consider the simple blockchain
¢y = (B, R1) depicted in Figure 3.1a where By = {g,b1} and R; = {(b1,¢)}. The Genesis block
g has index 0 and the block b; has index 1.

Forks as disagreements on the blocks at a given index

As depicted by views £1, £5 and /3 in Figures 3.1a, 3.1b and 3.1c, respectively, nodes may have
different view of the current state of the blockchain. In particular, it is possible for two miners
p1 and ps to mine almost simultaneously two different blocks, say b1 and by. If neither block by
nor by was propagated early enough to nodes py and pi, respectively, then both blocks would
point to the same previous block g as depicted in Figures 3.1a and 3.1b. Because network delays
are not predictable, a third node p3 may receive the block b; and mine a new block without
hearing about bs. The three nodes pi1, p2 and ps thus end up having three different local views
of the same blockchain, denoted ¢1 = (B1, Ry), {2 = (Bs, Re) and {3 = (B3, R3).

The global blockchain is referred to as the directed acyclic graph ¢y = (By, Rp) representing
the union of these local blockchain views, denoted by ¢; U £ U ¢3 for short, as depicted in
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Figure 3.1, and more formally defined as follows:

By =UvB;,
Ry = UyR;.

The point where distinct blocks of the global blockchain DAG have the same predecessor block
is called a fork. As an example Figure 3.1d depicts a fork with two branches pointing to the

same block: ¢ in this example.

3.2 Decisions and termination

In the event of a fork, the system must invoke a rule whereby the fork is resolved and a single,
canonical chain is chosen as the correct chain to extend. A variety of approaches have been

proposed to resolve forks, but this decision must be agreed upon by all correct nodes.

Bitcoin and other systems employ Nakamoto’s Consensus, as described in Section 2.2.2,
which selects the longest branch, whereas an alternative solution, GHOST, selects the heaviest

subtree.

3.2.1 Main branch in Nakamoto and Ghost

Building upon the generic construction (Alg. 1), two selection techniques are presented: Nakamoto’s

consensus protocol (Alg. 2) present in Bitcoin [9] and the GHOST consensus protocol (Alg. 3).

Nakamoto’s consensus algorithm The difficulty of the crypto-puzzles used in Bitcoin pro-
duces a block every 10 to 15 minutes in expectation. The advantage of this long period, is that
it is relatively rare for the blockchain to fork because blocks are rarely mined during the time

others are propagated to the rest of the nodes.

Algorithm 2 depicts the Bitcoin-specific pseudocode that includes Nakamoto’s consensus
protocol to decide on a particular block at index i (lines 8-18) and the choice of parameter
m (line 6) explained later in Section 3.2.2. When a fork occurs, Nakamoto’s protocol resolves
it by selecting the longest branch as the main branch (lines 8-15) by iteratively selecting the
root of the deepest subtree (line 11). When process p; is done with this pruning, the resulting
branch becomes the main branch (B;, R;) as observed by the local process p;. Note that the
pseudocode for checking whether a block is decided and a transaction committed based on this

parameter m is common to Bitcoin and Ethereum, it is thus deferred to Alg. 4.

The GHOST consensus algorithm

As opposed to the original Bitcoin protocol, other blockchain variants utilise smaller block in-
tervals. While throughput may be improved, in regards to transactions batched into blocks per
second, it increases the probability of forks as miners are more likely to propose new blocks

without having heard about the latest mined blocks. To avoid wasting effort in fork resolution,
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Algorithm 2 Nakamoto’s consensus protocol at node p;.

6: m = 5, the number of blocks to be appended after the block containing
7 tz, for tz to be committed in Bitcoin

8: get-main-branch();: > select the longest branch
9: b <« genesis-block(B;) > start from the blockchain root
10:  while b.next # 1L do > prune shortest branches
11: block «+ argmaxcedlildrm(b){depth(c)} > root of deepest subtree
12: B + B U {block} > update vertices of main branch
13: R «+ R U {(block, b)} > update edges of main branch
14: b + block > move to next block
15: return (B, R) > returning the Bitcoin main branch
16: depth(b);: > depth of tree rooted in b
17 if children(b) = @ then return 1 > stop at leaves
18:  else return 1 + max e chiidren(s) depth(c) > recurse at children

the Greedy Heaviest Observed Subtree (GHOST) consensus algorithm accounts for the total
number of blocks in all branches of the subtree. In contrast to Nakamoto’s protocol, GHOST
iteratively selects the root of the subtree that contains the largest number of nodes (c.f. Algo-
rithm 3).

Algorithm 3 The GHOST consensus protocol at node p;.

6: m = 12, the number of blocks to be appended after the block containing

7: iz, for tz to be committed (Ethereum as an example)
8: get-main-branch();: > select the branch with the most nodes
9: b < genesis-block(B;) > start from the blockchain root
10:  while b.next # 1 do > prune lightest branches
11: block < argmax,.c chigren(ry {NUM-desc(c) } > root of heaviest tree
12: B + B U {block} > update vertices of main branch
13: R+ RU {(block, b)} > update edges of main branch
14: b < block > move to next block
15:  return (B, R). > returning the main branch
16: num-desc(b);: > number of nodes in tree rooted in b
17:  if children(b) = @ then return 1 > stop at leaves

18:  elsereturn 1+ num-desc(c) > recurse at children

c€ children(b)

The primary difference between Nakamoto’s consensus protocol, and the GHOST consensus
is depicted in 2.4, where the main longest branch is selected by Nakamoto’s consensus whereas
the heaviest subtree is selected in GHOST for the main chain. While GHOST may provide
resilience to high forking blockchains, it has a heavy computational cost as it must iterate
through many combinations of the subtrees. Ethereum utilises a modified GHOST in the Proof-
of-Work chain for mining rewards, to account for the effort of all miners. As Ethereum moves to
Proof-of-Stake, they further modified the GHOST protocol to derive the heaviest subtree based
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Algorithm 4 Checking transaction commit at node p;.

19: is-committed(tz);: > check whether transaction is committed
20:  (Bj, R;) < get-main-branch() > pick main branch Alg. 2 or 3
21: if 3bg € B] :tx € by A Ib1,...,b;m € B; : > tx in main branch
22: (b1,b0), (b2,b1) ..., (bm,bm—1) € R; then > enough blocks
23: return true

24:  else return false

on messaging [204, 134].

3.2.2 Termination of consensus and committed transactions

In the context of the blockchain, the resolution of forks and the termination of consensus in-
dicates that a block has been decided for a certain index. By relaxing the agreement property
of consensus, the blockchain is able to guarantee deterministic termination. We say that all
transactions in a block that has been decided are committed®. Observing that a block had been
mined is generally not sufficient to guarantee that it is decided, due to chain reorganisation;
this block could be part of a branch in a transient fork that is not accepted by the network

without consensus being reached.

A blockchain system S must define when the block at an index is agreed upon, thus dif-
ferent blockchain systems adopt different values of m to define termination. More precisely,
there must exist a parameter m provided by S for an application to consider a block as de-
citded and its transactions as committed. Note that these two choices do not lead to the same
probability of success [100] and different numbers are used by different applications. In Bit-
coin (BTC), my,. = 5, meaning that the block at index i is decided—consensus for index ¢
terminates—when the my. + 1 = 6 blocks at indices 7, ...,7 + 5 have been successfully mined.
As previously mentioned, a new block is decided every 10 minutes in Bitcoin, hence it takes
(mpte + 1) * 10 min = 1 hour for a transaction to be committed in Bitcoin. In Ethereum (ETH),
Metn, = 12 is recommended, meaning that the block at index i is decided—consensus for index 4
terminates—when the blockchain depth reaches i+12. Hence it takes (meg,+1) %15 sec = 3min

for transactions to be committed in Ethereum on average.
Hence, it is said that a system S has to define a point in its execution where a prefix of the
main branch can be “reasonably” considered as persistent?.

Definition 1 (Transaction commit). Let ¢; = (B;, R;) be the blockchain view at node p; in

system S. A transaction tr is committed if there exists a node p; such that tr is locally

2The term “committed” is used rather than “confirmed”, a commonly used term in blockchain literature.
Frequently, a transaction that is “confirmed” denotes that it has been successfully mined into a block, or in some
cases, m + 1 blocks dependent upon literature. The term “committed” is used in this chapter to denote m + 1
blocks have been mined (the block containing the transaction, and, m successor blocks).

3In theory, there cannot be consensus on a block at a particular index [17], hence preventing persistence.
However, applications have successfully used Ethereum to transfer digital assets based on parameter meimereum =
12
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chain depth =i+ m

E o

t+m—1

t+m
O Genesis ]  Decided Block () Undecided Block

Figure 3.2: A typical blockchain structure, starting with a Genesis block at index 0, where each
subsequent block appended to the chain is linked to its predecessor. A new block is decided at

index 7 iff there are m successors appended to the chain and the depth reaches i + m.

committed.
For a transaction tx to be locally committed at p;, the conjunction of the following properties

must hold in p;’s view £;:

1. Transaction tr has to be in a block by € B; of the main branch of system S. Formally,
tr € bg ANbg € B, : (B}, R}) = get-main-branch();.

2. There should be a subsequence of m blocks by, ...,by, appended after block b. Formally,
by, .y by € Byt (b1, bg), (ba,b1), ..., (b, bm—1) € R;. (In short, we say that by is decided.)

Property (1) is needed because nodes eventually agree on the main branch that defines the
current state of accounts in the system—blocks that are not part of the main branch are ignored.
Property (2) is necessary to guarantee that the blocks and transactions currently in the main
branch will persist and remain in the main branch. Before these additional blocks are created,
nodes may not have reached consensus regarding the unique blocks b at index j in the chain.
This is illustrated by the fork of Figure 3.1 where nodes consider, respectively, the pointer (b1, g)
and the pointer (by, ¢g) in their local blockchain view. By waiting for m blocks, where m is given
by the blockchain system, the system guarantees with a reasonably high probability that nodes
will agree on the same block b. Note that the property is not prefix-closed in the sense that
get-main-branch may return a chain that is not necessarily a prefix of another branch returned

later.

Figure 3.2 depicts the progression of the termination of consensus for a given block at index
i. The arrow pointing from right to left indicates that the block references the hash of its
predecessor immediately located on the left. Newly mined blocks are added to the right end of
the blockchain that may fork transiently if multiple blocks referring to the same predecessor get
mined concurrently. Forks are only transient and their resolution depends on the blockchain sys-
tem in use. The consensus for an index ¢ terminates when participants decide on the new block

to be assigned at index 7. The decision upon the block at index ¢ occurs for all i > 0 when the
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1. ta; proposed
2. tx; in block
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Figure 3.3: The Blockchain anomaly: a first client issues tx; that gets successfully mined and
committed then a second client issues tx; commencing some off-chain service or interaction, with
tz; being conditional to the commit of tz; (note that j > i + m for tz; to be committed before
tz; gets issued), but the transaction tz; gets finally reorganised and successfully committed

before tx;, hence violating the dependency between tx; and tx;.

blockchain depth reaches ¢ +m, where m > 0 is a constant dependent on the Blockchain system.

For example, consider a fictional blockchain system with mfetiona = 2 that selects the
heaviest branch (Alg. 3, lines 8-15) as its main branch. If the blockchain state was the one
depicted in Figure 2.4, then blocks b, and b5 would be decided and all their transactions would
be committed. This is because they are both part of the main branch and they are followed by
at least 2 blocks, bg and by3. (Note that the Genesis block is omitted as it is always considered

decided but does not include any transaction.)

3.2.3 The Blockchain Anomaly

The Blockchain Anomaly represents an example of possible actions that may occur due to
probabilistic agreement in blockchain systems, illustrating the effect of unwanted chain reor-

ganisations based on the termination of consensus, or, probabilistic agreement.

Causes of the Blockchain Anomaly

The problem stems from the asynchrony of the network, in which message delays cannot be
bounded and the consensus fails to terminate. Although two miners mine on the same chain
starting from the same Genesis block, a sufficiently long delay in messages between them could
lead to having the miners seemingly agree separately on different branches containing more
than m blocks each, for any m. This anomaly has the potential to be dramatic as it can lead
to simple attacks within any private network where users have an incentive to maximise their

profits; in terms of coins, stock options or arbitrary ownership.
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blockchain state viewed by p1 and p2: [ e ] .- - -]

& 1 2 3 15 0 32Y 33 45/
p1 0 12 mined blocks
; ol 7
\ y --------- message delays ----------~
p3 [1] [ 30 mined blocks
— - -
blockchain state viewed by p3: ) '|3:2| ) '|3:2| ) '%l

|I| i mined blocks @ transaction ti submitted to pool block mined with transaction ti

Figure 3.4: Execution scenario leading to the Blockchain anomaly: p3 mines a longer chain than
p1 without including tx; and without disseminating new blocks until it forces a reorganisation

that imposes txo to be committed while x| appears finally uncommitted.

Uncommitting transactions

Figure 3.3 depicts the Blockchain anomaly, where a transaction tx; gets committed as part
of slot ¢ from the standpoint of some nodes. Based on this observation, one proposes a new
transaction tz; knowing that tx; was successfully committed. Again, one can imagine a simple
scenario where “Bob transfers an amount of money to Carole” (tx;) only if “Bob had success-
fully received some money from Alice” (tz;) before. However, once these nodes get notified
of another branch of committed transactions, they decide to reorganise the branch to resolve
the fork. The reorganisation removes the committed transaction tx; from slot i. Later, the

transaction tx; is successfully committed in slot i.

The anomaly stems from the violation of the dependency between tx; and tx;: tx; occurred
meaning that Bob has transferred an amount of money to Carole, however, tx; did not occur
meaning that Bob did not receive money from Alice. Note that in Bitcoin, transaction tx; gets

discarded whereas in Ethereum transaction tx; may in some cases be committed in slot j.

Tracking Blockchain Anomalies

Another dramatic aspect of the Blockchain anomaly is that it can go undetected if not monitored
carefully. More specifically, the Blockchain anomaly relies on a wrongly committed state of the
blockchain. Once the wrongly committed state gets uncommitted, there is no way to a posteriori
observe this problematic state and to notice that a blockchain anomaly occurred. Although it
is possible to observe that a peer mined several blocks in a row, there is no way to track down
the beneficiaries of the Blockchain anomaly. This dangerously incentivises participants of the

private chain to leverage the Blockchain anomaly to attack the chain.
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Implications of the anomaly

Unsurprisingly, chain reorganisations resulting in experiencing the Blockchain Anomaly may
have larger effects on the network. One such implication is frontrunning [205], where blockchain
anomalies provide trading with alternative executions of transactions. Similarly, for systems
that have implicit ordering, an anomalous execution may prove fatal if interacting with off-
chain services or products that are irrevocable [206]. An adversary may utilise this uncertainty

in transaction and transaction ordering for malicious purposes.

Facilitating a double-spending attack

One dramatic consequence of the Blockchain anomaly is the possibility for an adversary to
execute a double-spending attack: converting, for example, all her coins into goods twice. The
scenario consists of the attacker issuing a first transaction tx; that converts all her coins into
goods in block 7 and starting mining blocks after block ¢ — 1 in isolation from the network. As
part of this mining, the attacker mines another transaction txs that also converts all her coins
into goods. The attacker then waits for the blockchain depth to reach ¢ + m after which she
can collect her goods as a result of transaction tx1, then it publicises its longer chain without
tx1 so that the chain gets adopted by the rest of network. txo gets committed in block j and
after the chain depth reaches j + m, the adversary can collect her goods for the second time.
Note that even if one tries to re-commit ¢tz later, the transaction will be invalidated because
the balance is insufficient, however, the double-spending already occurred. An example of this

execution is presented in Figure 3.4.

3.3 The Balance Attack

In this section, the Balance Attack, a novel form of attacks that affect forkable Proof-of-Work
blockchains is presented, using Ethereum as an example. Its novelty lies in identifying sub-
groups of miners of equivalent mining power and delaying messages between them rather than

entering a race to mine blocks faster than others.

The Balance Attack demonstrates a fundamental limitation of main Proof-of-Work systems

in that they are not immutable.

Definition 2 (Corruptibility). A blockchain system is corruptible if an adversary can:
1. make the recipient of a transaction tx observe that tx is committed and
2. later remove the transaction tx from the main branch,

with probability 1 — €, where € is a small constant defined by the adversary.

Note that the adversary selects € to maximise the chances of the attack based on the delay

of messages as explained in line 14 of Algorithm 5.
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The Balance Attack is simple: while the attacker disrupts communications between correct
subgroups of equivalent mining power, it simply issues transactions in one subgroup. The at-
tacker then mines sufficiently many blocks in another subgroup to ensure with high probability
that the subtree of another subgroup outweighs the transaction subgroup’s. Even though the
transactions are committed, the attacker can rewrite with high probability the blocks that con-

tain these transactions by outweighing the subtree containing this transaction.

Note that one could benefit from delaying messages only between the merchant and the
rest of the network by applying the eclipse attack [36] to Ethereum [187, 188, 186]. Eclipsing
one node of Bitcoin appeared, however, sufficiently difficult: it requires restarting the node’s
protocol in order to control all the logical neighbours to which the node will eventually try to
connect. While a Bitcoin node typically connects to 8 logical neighbours, an Ethereum node
typically connects to 25 nodes, making the problem even harder. Techniques have been pro-
posed to achieve this [187, 188] by using subtleties in the networking protocol to fill connections
and eclipse a node. Another option would be to isolate a subgroup of smaller mining power
than another subgroup, however, it would make the attack only possible if the recipients of the
transactions are located in the subgroup of smaller mining power. Although possible this would
limit the generality of the attack, because the attacker would be constrained on the transactions

it can override.

Note that the Balance Attack inherently violates the persistence of the main branch prefix
and is enough for the attacker to double-spend. The attacker has simply to identify the subgroup
that contains merchants and create transactions to buy goods from these merchants. After that,
it can issue the transactions to this subgroup while propagating its mined blocks to at least
one of the other subgroups. Once the merchant has shipped goods, the attacker stops delaying
messages. Based on the high probability that the tree seen by the merchant is outweighed by
another subtree, the attacker could reissue another transaction transferring the exact same coin

again.

3.3.1 Attacker model

Finally, as in the Dolev-Yao model [207], it is assumed the attacker, who has the control over the
Byzantine participants, can intercept messages, delay, or delete them. However, it is assumed
the attacker cannot modify messages as it do not have enough power to forge signatures. We
assume the adversary has access to, or controls, network infrastructure that performs routing for

the blockchain network. This threat model feasibility is discussed in more detail in Section 3.3.4.

3.3.2 Executing a Balance Attack

For the sake of simplicity, let us fix the number of subgraphs £ = 2 and postpone the general
analysis for any x > 2 to the Appendix B. Subgraphs G; = (N, E1) and Go = (Na, Es) of the
communication graph G = (N, E) are considered so that each subgraph has half of the mining

power of the system as depicted in Figure 3.5a whereas Figure 3.5b illustrates the variant when
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(a) Example of the selection of edges Fy de- (b) Example of the selection of edges Eo de-
layed between x = 2 subgraphs of 25 units of layed between k = 4 subgraphs of 12 units of
mining power each mining power each

Figure 3.5: Two decompositions of communication graphs into subgraphs by an attacker where

FEjy represents the cut of communication edges linking the subgraphs.

k =4. Let Eg = E \ (F7 U E3) be the set of edges that connect nodes of N to nodes of Ny
in the original graph G. Let 7 be the communication delay introduced by the attacker on the
edges of Ey. The lower bound on 7 is selected with sufficient probability, later explained in the

proof of Theorem 5.

As indicated in Algorithm 5, the attacker can introduce a sufficiently long delay 7 during
which the miners of G7 mine in isolation from the miners of Gy (line 14). As a consequence,
different transactions get committed in different series of blocks on the two blockchains locally
viewed by the subgraphs G; and Ga. Let by be a block present only in the blockchain viewed
by G2 but absent from the blockchain viewed by Gi. In the meantime, the attacker issues
transactions spending coins C' in G (line 15) and mines a blockchain starting from the block
by (line 17). Before the delay expires, the attacker sends his blockchain to Gy. After the delay
expires, the two local views of the blockchain are exchanged. Once the heaviest branch that the
attacker contributed to is adopted, the attacker can simply reuse the coins C' in new transactions
(line 20).

3.3.3 Exploiting the knowledge about the network

As indicated by the state of Algorithm 5, an attacker has to be knowledgeable about the current
settings of the blockchain system to execute a Balance Attack. In fact, the attacker must have
information regarding the logical or physical communication graph, the mining power of the
miners or pools of miners and the current difficulty of the crypto-puzzle. In particular, this in-

formation is needed to delay messages sufficiently long enough between selected communication
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Algorithm 5 The Balance Attack initiated by attacker p;.
: State:

G = (N, E), the communication graph
pow, a mapping from of a node in N to its mining power in R™

W, the total mining power of the system

graph of blocks B; and pointers R;
p € (0;1), the portion of the mining power of the system owned by
the attacker p;, with 0 < p < 0.5

1
2
3
4
5: ¢; = (B, R;), the local blockchain at node p; is a directed acyclic
6
7
8
9 d, the difficulty of the crypto-puzzle currently used by the system

10: balance-attack({N, E));: > starts the attack
11: Select x > 2 subgraphs G1 = (N1, E1),...,Gx = (Ng, Ei):

12: ZVvGNl pow(v) & ... & ZVU,GNk pow(v’)

13: Let o = F \ Uvo<i<w i > attack communication channels
14: Stop communications on Fy during 7 > %ﬁ,&(%) seconds

15:  Issue transaction tz crediting a merchant in graph G; with coins C'

16:  Let by be a block appearing in G; but not in G;

17: Start mining on ¢; immediately after b > contributed to correct chain

18:  Send blockchain view ¢; to some subgraph G; where j # ¢
19: When 7 seconds have elapsed, stop delaying communications on Fo

20:  Issue transaction tz’ that double-spends coins C'

subgraphs.

Information about Ethereum is often public and can be found online*. In particular, the dif-
ficulty of the crypto-puzzle, the propagation delay, block uncles and the times between blocks are
shown. Also, any nodes that choose to register voluntarily show their mining power, Ethereum

client and version, and their latency.

It is more difficult, however, to gather information regarding the communication network.
In particular, work by Ekparinya et al. [190] demonstrated that finding enough connectivity
information about miners through public web pages is significantly difficult in comparison with
deployments in LAN maintained in the cloud, or, between a consortium of partners connected
through the Internet. Note that some tools exist to retrieve information regarding the commu-
nication topology of blockchain systems. The interesting aspects of the Balance Attack is that
it can apply to the logical overlay used by the peer-to-peer network of the blockchain system
or to the physical overlay. While there exist tools to retrieve the logical overlay topology, like
AddressProbe [208] which finds some information regarding the peer-to-peer overlay of Bitcoin,
it can be easier for an attacker of Ethereum to run a Man-in-the-Middle Attack rather than a
BGP hijacking [209, 210] or rerouting [185].

4Available through https://ethstats.net, https://ethstats.io, and https://etherscan.io/


https://ethstats.net
https://ethstats.io
https://etherscan.io/

3.4 Vulnerability of the GHOST protocol 53

3.3.4 Delaying networking communications

While disrupting the communication between subgroups of a blockchain system may look diffi-

cult, there have been multiple attacks successfully delaying blockchains messages in the past.

In 2014, a BGP hijacker exploited access to an ISP to steal $83000 worth of Bitcoin by posi-
tioning itself between Bitcoin pools and their miners [209]. Some known attacks against Bitcoin
involved partitioning the communication graph at the network level [210] and at the application
level [36]. At the network level, a study indicated that autonomous systems can simply intercept
a large amount of Bitcoin and it evaluated the impact of these network attacks on the Bitcoin
protocol [210]. At the application level, some work showed that an attacker controlling 32 IP
addresses can “eclipse” a Bitcoin node with 85% probability [36]. Similar work has been done
on Ethereum [186, 187, 188], where an attacker can sufficiently fill the connections of a node to

isolate them.

Although a number of mitigations have been implemented making network-level eclipse at-
tacks sufficiently difficult [36], there are a number of new techniques that highlight the possibility
of new weaknesses that can be used in combination to perform this attack [185, 211]. Similarly,
a number of eclipsing techniques on Ethereum [187, 188] highlight that some mitigations cannot

be patched due to compatibility concerns.

Starting in September 2016, Ethereum experienced a Denial-of-Service attacks that forced
miners to spend a long time accessing memory while executing smart contracts. While as far as
it is known, it did not lead to double-spending, but rather slowed down the entire network [63].
More generally, there are varieties of network attacks, known as Man-in-the-Middle attacks and
spoofing attacks, that can be exploited to lead to similar results by relaying the traffic between

two nodes through the attacker.

3.4 Vulnerability of the GHOST protocol

In this Section, it is shown that the Balance Attack makes a blockchain system based on GHOST
(depicted in Alg. 3) corruptible. A malicious user can issue a Balance Attack with less than
half of the mining power by delaying the network. Previous and new notations for the analysis
are summarised in Table 3.1.

For the sake of simplicity in the proof, it is assumed that x = 2 and > y,cy, POW(v) =
> veren, Pow(v’) so that the communication is delayed between only two communication sub-
graphs of equal mining power. The proof for the general case where k > 2 to Appendix B. As
there is no better strategy for solving the crypto-puzzles than random trials, it is considered
that subgraphs G; and G2 mine blocks during delay 7. During that time, each of G; and Ga
performs a series of n = I;RP\I/T independent and identically distributed Bernoulli trials, each
returning 1 in case of success with probability p = é and 0 otherwise. Let the sum of these

outcomes for subgraphs G and G2 be the random variables X; and X, respectively, each with
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Table 3.1: Notations of the analysis.

total mining power of the system (in million hashes per second, MH/s)

v
d | difficulty of the crypto-puzzle (in million hashes, MH)
p | fraction of the mining power owned by the malicious miner (in percent, %)
k | the number of communication subgraphs

7 | disruption time of communication between subgraphs (in seconds, s)

tte | mean of the number of blocks mined by each subgraph during 7

Wm | mean of the number of blocks mined by the attacker during time 7

A | the maximum difference of mined blocks for the two subgraphs

pow | A mapping from a node in N to its mining power in R

a binomial distribution and mean:

(1—p)97

-~ (3.1)

fe = np =

Similarly, the mean of the number of blocks mined by the malicious miner during time 7 is

_pYT
fom = =7

3.4.1 Analysis of the Balance Attack

The Balance Attack relies on the adversary outnumbering the difference in blocks mined by
each subgraph G7 and Go.

Thus, the probability Pr[u,, > A] that the expected number of blocks p,, mined by the
attacker is greater than the difference A = |X; — X3| in blocks mined by the two subgraphs G
and G is lower-bounded.

Let us first recall the Bernoulli’s inequality.
Fact 3 (Bernoulli’s inequality). 1+ nt < (14 ¥)" forn >1 and ¥ > —1.
The probability Pr[u,, > A] is now lower-bounded as follows.

Lemma 4. If the attacker owns a portion 0 < p < % of the total mining power (V), then at

time T:

2 )\
Prlpm > A] > (1 — 2e 3(1/3)2”6) . (3.2)
Proof. By Eq. 3.1, it is known that:
2p

At time 7, the communication is re-enabled (cf. line 19 of Alg. 5). At this point in the

execution, the probability that the numbers of blocks mined by each subgraph are within a +¢
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factor from their mean, is bound for 0 < § < 1 and i € {1,2} by Chernoff bounds [212]:

[
e~ 3 He,

IN

2
Pr(X; > (1+0)u] <e Fhe,
2
Pr[X: < (1— )]

Thus, probability that the number of blocks mined by a subgraph diverges from its mean can

be upper-bounded:
2
Pr|X; — pe| < 0pe] > 1—2e The, (3.4)

Observe that the probability that the two random variables X; and X5 are both within +du.
is lower than the probability that their difference A is upper-bounded by 2§, hence:

(Pr [|X; — pte| < 0pe])* < PrlA < 20p].

It follows from Eq. 3.4 that:
52 2
Pr[A < 26p.] > (1 — 263“C> . (3.5)

Since 0 < p < 3 by line 8 of Alg. 5, we have 0 < 1%/) <lsod= fpp is fixed which leads to

the result.

Theorem 5. At time T, the probability Prlu, > A] that the expected number of blocks i,
mined by the attacker is greater than the difference A = |X1 — Xa| in blocks mined by the two
subgraphs G1 and Gy s Pr|py, > A] > 1 — ¢, where € is user-defined.

Proof. As p. > 0 we have:

p?
R < 0,
3(1—p2lte =

2
_ P
—e sa-p2f > 1

and Bernoulli’s inequality can be applied (Fact 3) to Eq. 3.2:

2

2
PI.[ A _ _31’12 7 He _ _31l: 7 He
fm > A] > (1 2¢ 307 > 11— de 3a-07" (3.6)

which leads to:

_ 4
From line 14 of Alg. 5, it is known that 7 > %

(1 - p)6dlog(4)

T > 7T ,
(L—p)¥r _ 3(1—p)°log(?)
2d - 0> ‘
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Figure 3.6: Simulation of the Balance Attack with the difficulty of R3 and with the maximum

mining power of R3.

By Eq. 3.1:
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Replacing this expression in Eq. 3.6 leads to the result where € can be decided by the attacker

and 7 can be adjusted.

Corollary 6. A blockchain system that selects a main branch based on the GHOST protocol

(Alg. 3) is corruptible.

Proof. By lines 17-18 of Alg. 3, it is known that GHOST counts the mined blocks to compute

the weight of a subtree, and to select one blockchain view and discard the other.

Since by Theorem 5, the expected number of blocks mined by the attacker at time 7 is

greater than the difference A with probability 1 — &, we know that when the timer expires at

line 19 of Alg. 5, the attacker can make the system discard the blockchain view of either G or

G with probability 1 — & by sending its blockchain view to the other subgraph, hence making

the blockchain system corruptible.
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3.5 Feasibility of the Balance Attack

The Balance Attack relies on the ability for an adversary to access and manipulate communica-
tion channels between subgroups of nodes. This requires the adversary to maintain information
delay such that there is no information leakage about blocks or transactions, ensuring subgroups
stay isolated form each other. As is highlighted in Section 3.3.4, blockchain networks experi-
ence communication issues through service-level outages and attacks that may form conditions
suitable for an adversary wishing to perform such an attack. A number of other attacks [210,
180, 36, 190, 186, 185] discussed in Chapter 2 (Section 2.4), provide discussions of techniques

to eclipse or manipulate communication between subgroups of nodes.

In small private or consortium networks, where a blockchain is being run over a single net-
work such as a data centre or business infrastructure, an adversary may gain such privileges
through Address Resolution Protocol (ARP) spoofing [213] techniques, allowing them to dis-
rupt and control communication in smaller networks. This provides techniques to perform the

attacks for blockchains stored in single datacenters or small businesses [190].

In larger networks, however, this attack becomes increasingly difficult. Border Gateway Pro-
tocol (BGP) [179] is responsible for routing of autonomous systems that make up the Internet
connections known today. Hijacking BGP has been effective [209] in disrupting communica-
tion and may provide the possibility to launch the Balance Attack using various techniques as
accessories [190]. Other techniques have been proposed in attacks [185], where the connection
properties are utilised to re-route nodes and perform Man-in-the-Middle attacks at a larger
scale to control and manipulate connections. However, maintaining disrupted communication,
especially with multihoming of nodes, may prove difficult in a number of circumstances [180], es-
pecially with techniques providing defences against such attacks [182, 184]. Numerous patches
and countermeasures [211, 36, 187] have been applied to various blockchains to strengthen
against such network attacks, but are still vulnerable to large state-level actors or extreme ser-

vice outages which may provide more probable conditions for an attacker.

The Balance Attack is most effective in small private, or consortium networks with limited
number of nodes such that an adversary can manipulate connections and provide sufficient
resources to execute the attack. Whilst the Balance Attack is feasible on the Internet at a larger
scale, it requires an adversary with a significantly higher number of resources and the ability to
manipulate communication at a global scale. The analysis below provides key insights on the
feasibility of the Balance Attack against a consortium blockchain network, using Ethereum as

used in the public setting as an example.

3.6 Analysis of the R3 Network

The statistics of the R3 network were obtained through a private deployment of eth-netstat
at the end of June 2016. R3 is a consortium of more than 50 banks that has tested blockchain
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Figure 3.7: The mining power of the R3 Ethereum network as reported by eth-netstats as of
June 2016.

systems and in particular Ethereum in a consortium private chain context over 2016 [214]. The
network consisted at that time of |[N| = 50 nodes among which only 15 were mining. The
mining power of the system was about 20 MH/s, the most powerful miner mined at 2.4 MH/s
or 12% of the total mining power while the difficulty of the crypto-puzzle was observed close to

30MH as summarised in Figure 3.6a.

3.6.1 How the most powerful node could double-spend

It is assumed that the attacker is the r3 node with p = 12% of the mining power as depicted in
Figure 3.7 and that it delays communication between subgraphs G1 and Gs, each with mining
power 17Tp\11 = 8.8 MH/s. The probability p of solving the crypto-puzzle per hash tested is W
so that the mean is p. = (172’2% = 8'82%%6;1%%80 = 346.13 with a wait of 19 minutes and 40
seconds, i.e., 1180 seconds. The attacker creates, in expectation, a block every % = 12.5 seconds
or [ 28] = 94 blocks during the 19 minutes and 40 seconds. Hence let § = p/(1 — p) = 0.136.

The probability that the attack is a success is 53%.

3.6.2 A coalition of 33% of mining power needs a 4 minute delay to attack
with 94% of success

Malicious nodes may have an incentive to form a coalition in order to exploit the Balance Attack
to double-spend. In this case, it allows the attacker to control a larger portion of the mining
power of the system which, in turn, increases the chances of success of the Balance Attack.

It is assumed that the adversary controls p = % of the total mining power, which represents
p¥ = 6.7MH/s. In this case the adversary delays communications between two subgraphs Gy
and G9 with mining power of 1;2”\11 = 6.7MH/s each. With a 4 minute wait, i.e., 240 seconds,
each isolated graph and adversary would mine 6.67 * 10° x 240/(30 * 10) = 53.4 blocks. The

probability that the attack succeeds would become 1 — e=r/ 3(1_"’)2*53'4, which is around 94%.

3.6.3 Tradeoff between communication delays and mining power

To illustrate the tradeoff between communication delay and the portion of the mining power
controlled by the attacker, the R3 network is considered. With a 30 MH total difficulty and

a 20 MH/s total mining power and the probability as the communication delay increases for
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different portions of the mining power controlled by the attacker is plotted. Figure 3.6b depicts
this result. As expected, the probability increases exponentially as the delay increases, and the
higher the portion of the mining power controlled by the attacker, the faster the probability
increases. In particular, in order to issue a balance attack with 90% probability, 35 minutes are
needed for an attacker controlling 12% of the total mining power whereas only 11 minutes are

sufficient for an attacker who controls 20% of the mining power.

3.6.4 Tradeoff between communication delays and difficulties

Another interesting aspect of a Proof-of-Work blockchain is the difficulty parameter d. As al-
ready mentioned, this parameter impacts the expected time it takes for a miner to succeed in
solving the crypto-puzzle. When setting up a private chain using Proof-of-Work, one has to
choose a difficulty to make sure the miners would mine at a desirable pace. Too high a diffi-
culty reduces the throughput of the system without requiring leader election [158] or consensus
sharding [215]. Too low a difficulty increases the probability for two correct miners to solve
the crypto-puzzle before one can propagate the block to the other, a problem of Bitcoin that
motivated the GHOST protocol [134].

Figure 3.6¢ depicts the probability of the Balance Attack when the communication delay
increases for different difficulties without considering the time for a block to be decided. Again,
consider the R3 Ethereum network with a total mining power of 30 MH/s and an attacker
owning p = 12% of this mining power and delaying communications between x = 2 subgraphs
of half of the remaining mining power (% = 44%) each. The curve labelled 4 KH indicates
a difficulty of 4000 hashes, which is also the difficulty chosen by default by Ethereum when
setting up a new consortium blockchain. This difficulty is dynamically adjusted by Ethereum
at runtime to keep the mining block duration constant in expectation, however, this adaptation
is dependent on the visible mining power of the system. The curve labelled 30 MH indicates
the probability for the difficulty observed in the R3 Ethereum network. It can be clearly seen
that the difficulty impacts the probability of the Balance Attack. This can be explained by the
fact that the deviation of the random variables X, ..., X from their mean pu. is bounded for

sufficiently large number of mined blocks.

3.7 Experimenting the Balance Attack on a Private Ethereum
Blockchain

In this section, the attack on an Ethereum private chain is experimentally produced, involving
up to 18 physical distributed machines. To this end, a realistic network is configured with 15
machines dedicated to mining as in the R3 Ethereum network described in Section 3.6 and 3

dedicated network switches.

All experiments were run on 18 physical machines of the Emulab environment where a

network topology was configured using ns/2 [216] as depicted in Figure 3.8. The topology
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Figure 3.8: The topology of the experiment involving 15 miners with subgraph G; including
the attacker depicted in black and subgraph G5 depicted in grey.

consists of three local area networks configured through a ns/2 configuration file with 20 ms
latency and 100 Mbps bandwidth. All miners run geth [217] Ethereum client v.1.3.6 and the
initial difficulty of the crypto-puzzle is set to 40 KH. The communication graph comprises the

subgraph G of 8 miners that includes the attacker and a subgraph G5 of 7 correct miners.

3.7.1 Favouring one blockchain view over another

The first experiment was run lasting 2 minutes. The link £y was delayed for 60 seconds so that
both subgraphs mine in isolation from each other during that time and end up with distinct
blockchain views. A snapshot is taken after the delay, at time t¢1, of the blocks mined by each
subgraphs and the two subgraphs start exchanging information normally leading to a consensus
regarding the current state of the blockchain. At the end of the experiment, after 2 minutes,

another snapshot ts is taken of the blocks mined by each subgraph.

Table 3.2: Number of blocks in the main branch (excluding uncles) mined by the subgraphs
G1 and Go; the adversary influences the selection of branches and keeps blocks from G7 but

discards blocks from Gos.

# blocks at t; # blocks discarded at to # blocks kept at o retention
G 52 39 13 25%
Go 58 58 0 0%

Table 3.2 lists the number of blocks (excluding uncles) of the blockchain views of G and
G2 at times 1, while the two subgraphs did not exchange their view, and at time t9, after the
subgraphs exchanged their blocks. Note that uncle blocks are not represented, to provide focus
on the main branches. It is observed that the blockchain view of the subgraph G; was adopted

as the valid chain while the other blockchain view of the subgraph G5 was not. In particular,
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13 blocks of the main branch of G at time t; were retrieved in the main branch selected at ts.

As expected, all the blocks of G at time t; were discarded from the main branch by time ts.

3.7.2 Blocks mined by an attacker and two subgraphs

The total number of blocks mined are now reported, focusing on the creation of uncle blocks.
More precisely, the number of blocks mined by the attacker are compared against the difference
of the number of blocks A mined by each subgraph. It is known from the analysis that it is
sufficient for the attacker to mine at least A 4+ 1 blocks in order to be able to discard one of
the k blockchain views, allowing for double-spending. The experiment is similar to the previous
experiment in that Emulab with the same ns/2 topology was used, however, delays were not

introduced and results were averaged over 10 runs of 4 minutes each.

Figure 3.9a depicts the minimum, maximum and average blocks obtained over the 10 runs.
The vertical bars indicate minimum and maximum. First, it is observed that the average
difference A is usually close to its minimum value observed during the 10 runs. This is due
to having a similar total number of blocks mined by each subgraph in most cases with few
rare cases where the difference is larger. As can be seen, the total number of blocks (including
uncles) mined during the experiment by the attacker is way larger than the difference in blocks
A mined by the two subgraphs. This explains the success of the Balance Attack as was observed
in Section 3.7.1.

3.7.3 Relating connectivity to known blocks

Figure 3.9d illustrates the execution of two subgraphs resolving connectivity issues and adopt-
ing a chain. This experiment outlines one of the fundamental aspects of the balance attack,
in which the chosen subgraph resolves the network delay and attempts reconnection with an-
other subgraph. At this point, the subgraphs will initiate the consensus protocol and select
the branch to adopt as the main branch. The experiment was set up with two subgraphs G
and G2 where |[Ni| = |[N2| = 7. The attacker selects a subgraph and delays messages between
this subgraph and another, enforcing an isolated mining environment. Once the delay is set,
the attacker joins one of the subgraphs and begins to mine onto the current chain. The at-
tacker then delays the messages until there is a sufficient amount of blocks mined onto the
isolated blockchain for it to be adopted as the correct chain by the other subgraph. In this
experiment, at ¢ = 60 s, the delay between subgraphs is resolved, and the subgraphs maintain
a connection. Upon reconnection, the subgraphs invoke the consensus protocol to select and
adopt the correct chain. In this case, using the GHOST protocol, the heaviest chain is selected

for both subgraphs, meaning the chain mined by G is chosen, to which the attacker contributed.

This result reveals that the adoption of a chosen blockchain is plausible, given that the

attacker is able to sufficiently delay messages between subgraphs.
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3.8 Proposal: solution with non-forkable blockchains

Corruptibility is a general problem that may affect other forkable blockchains, especially if they
require messages to be propagated within a time bound, or may experience disagreement with
a non-null probability [143, 42, 158].

3.8.1 Other forkable blockchains

First, it is important to note that the corruptibility problem is not restricted to the GHOST algo-

rithm or to Proof-of-Work mechanisms, but could also apply to other forkable algorithms as well.

For example, the Balance Attack can be modified slightly to work in Bitcoin, or any deriva-
tive that uses Nakamoto’s consensus as well. While in the example of GHOST, running on
Ethereum, it was sufficient for the attacker to mine on any branch of the blockchain view of
G; after the block by (Alg. 5, line 16), in Bitcoin the attacker has to mine at the top of the
blockchain view of G;. By doing so, the attacker increases the length of the Nakamoto’s main
branch in graph G;. Considering that each correct miner mines at the top of the longest branch

of their subgroup with the same probability ¢, the mean of the number of blocks added to the

bitcoin __ (1—=p)¥T
c - 2dq

defined for the expected number of blocks in the main branch of G; and G}, respectively, and

main branch will become p . Two binomial random variables X and X can be

a similar argument is applied as in Section 3.4.

The absence of Proof-of-Work does not imply immunity against the Balance Attack. The
original Casper FFG [218] was an early Proof-of-Stake alternative proposed for the Ethereum
blockchain, but would still experience forks and have vulnerabilities to such an attack. Val-
idators were incentivized to bet some coin amount, called value-at-loss, on the block that they
believe would be decided first among multiple ones. Once the aggregated value-at-loss bet by
all validators for a particular block reaches a threshold, then the block gets decided and the
winning gambler gets rewarded. For the sake of availability, this threshold has to be adjusted
depending on the responding participants. Like in the Balance Attack, an adversary could de-
lay communication between groups of nodes to alter the responsiveness of the participants and
the threshold definition. By contrast with Proof-of-Work, the adversary would have to exploit
some value-at-loss rather than its computational power to outweigh the bets and influence the
selection of the main branch. As blockchains employ new techniques with alternatives, such as
Proof-of-Stake, it is imperative that considerations into attack vectors are thoroughly checked.
Assumptions and guarantees on transaction commits are vital to understanding susceptibility
to such attacks. Ethereum 2.0’s LMD GHOST [87, 204] counts a block’s finality based on a
threshold of the network attesting to this value. Partitions of a considerable duration may

cause instability on these values and must be investigated.
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3.8.2 Non-forkable blockchains

The crux of the problem of corruptibility stems from a blockchain favouring availability over
consistency. Non-forkable, or unforkable, blockchains ensure that no two nodes disagree due
to the outcome of consensus. The well-known CAP theorem (Section 2.1.3), initially men-
tioned by Brewer at PODC [76] and proved by Gilbert and Lynch [75], stating the impossibility
for a distributed service to provide (i) consistency: returning the right response to a request;
(ii) availability: returning a response to each request; and (7i) partition-tolerance: supporting
message delays and losses. Intuitively, it appears natural for a distributed system to stop work-
ing as soon as communication is no longer ensured between the distributed participants. What
is less clear is the consequence of communication being delayed. As presented in this chapter,

the consequence for forkable blockchains can be asset losses.

There exists a large body of solutions in the distributed computing literature favouring
consistency over availability. As consortium and private blockchains involve a typically known
number n of participants, Byzantine consensus algorithms could be used to cope with the
Balance Attack provided that strictly less than 5 processes are under the control of the adver-
sary. Several blockchains tried to build upon the classic Byzantine consensus implementation
PBFT [15]. Examples include Hyperledger Implementations [172, 169], Tendermint [106] or Sol-
ida [138]. Unfortunately, PBFT does not perform well with a growing set of participants [219].
Hierarchical approaches were proposed to improve the performance of PBFT [215], but assumes
synchrony. Other tentative approaches, such as HoneyBadger [144], Diem [40], Mir [220], or
DBFT [51], and Algorand’s BAx [42] provide improved performance using Byzantine Consensus
algorithms designed for blockchain use cases. Byzantine Consensus yields major potential for

blockchains and is a promising direction for safety and high performance.

3.9 Summary

In this chapter, a weakness was identified in the inherent synchrony assumptions of selected
blockchains in practice, highlighting the presence of the Blockchain Anomaly that occurs dur-
ing periods of long delay followed by chain reorganisations. These findings were used to highlight
the importance of probabilistic consensus. To demonstrate the impact of such weaknesses, the
Balance Attack was proposed, a simple attack demonstrating the power of an adversary with
the ability to manipulate connectivity amongst subgroups of nodes. The Balance Attack utilises
both mining power and network connectivity to double-spend on forkable blockchain protocols
that rely on Nakamoto’s or GHOST fork choice rules, where availability is favoured over consis-
tency. The Attack provides a methodology for an adversary to convince subgroups of nodes of a
correct fork, leading to eventual disregard of other transient branches leading to a double-spend.
The theoretical analysis of the attack was presented, analysing the tradeoff between commu-
nication delay and mining power on the probability of success in a consortium network. This

theoretical analysis highlights the importance of chain selection in small private or consortium
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environments and provides motivation for secure alternatives.

In conclusion, unforkable blockchains under network partitions are proposed as a solution
to the Balance Attack and problems of a similar nature. By selecting a deterministic consensus,
mitigating the probability of transient forks, it will provide safety against double-spending in
these scenarios and ensure that consistency is maintained in the presence of network delays.
These mitigations not only provide higher security for participants, but improves the suitability

of blockchains for critical infrastructure.
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Chapter 4

The Red Belly Blockchain

Banking and critical infrastructure are yet to integrate the blockchain into their workflows,
with varying levels of hesitation due to current unknowns, performance issues or problems pre-
sented in the current systems that have yet to be solved. The findings through the Blockchain
Anomaly, Balance Attack (Chapter 3), and other related work [29, 30, 31, 32, 33, 34, 35, 210,
178, 176, 177] highlight the importance of the termination of consensus and motivates the need

for a safe, high performance blockchain.

In the context of the blockchain, State Machine Replication (SMR) is performed through
gossip communication over a peer-to-peer network, where all geodistributed participants repli-
cate the system state. Permissionless blockchains allow a dynamic set of participants, as nodes
can join and leave at any time, mostly suited to public systems and follow the traditional context
set by Bitcoin. Conversely, permissioned blockchains provide a subset of nodes to participate,
and often are required to go through a vetting process to join. New designs are moving towards
an approach where subsets of nodes perform critical operations and rotate through dynamic
sets. For example, Ethereum 2.0 [87] provides an open approach where nodes participate by
offering coins for Proof-of-Stake, whereas other chains, such as Algorand [42], Stellar [221] and
Tendermint [106] operate and build upon BFT consensus. While these proposals offer im-
provements in safety, the performance gain is limited when deployed to large networks with
the magnitude of hundreds of nodes as seen in traditional permissionless deployments today.
Transaction verification and execution is often computationally intensive whereas agreement on

a block is communication intensive.

An ideal decentralised blockchain would propose scaling to hundreds of consensus nodes,
where each participates in serving the requests of more nodes. The Red Belly Blockchain
(RBBC) is proposed. The RBBC is the first secure blockchain with the ability to scale to
hundreds of nodes, in that throughput does not drop as it reaches participation of hundreds
of consensus nodes. The RBBC is secure, whereby it prevents double-spending by resolving
conflicts and not forking, even when experiencing asynchrony. It provides optimal resilience in
that, among the n nodes executing each of its consecutive consensus instances, up to f < n/3
can be Byzantine [14]. The foundations of the RBBC follow the Democratic Byzantine Fault
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Tolerance (DBFT) consensus [51], meaning it is time optimal [222] and has been proved correct
through model checking [223] for any number of nodes. RBBC also provides levels of censorship
resilience and fairness, whereby all correctly requested transactions are eventually committed
which implies blockchain liveness [224]. A consequence of censorship resilience is mitigating
a series of problems, such as unfairness [225], anomalies [2] as described in Chapter 3, fron-
trunning [205, 226] or oligarchy [206] by ordering transactions by age. Complimentary to this,
RBBC exchanges O(n?) bits to commit a single transaction, similar to lightweight leader-based
implementations [149], which can be particularly appealing at the application level for well-

formed, non-conflicting transactions.

To achieve scalability, RBBC offers a new balancing method that totally orders all transac-
tions while assigning them to distinct groups of proposer and verifier nodes. (i) Its leaderless
design balances the communication load on multiple proposers, hence avoiding the congestion
and slowdown induced by the least responsive node. As opposed to classic Byzantine consensus
protocols that rely on a leader to propose transactions, RBBC’s multiple proposers combine dis-
tinct sets of transactions into a superblock to solve the new Set Byzantine Consensus problem
and commit more transactions per consensus instance. (ii) Its verification sharding balances the
computation load across verifiers. As opposed to existing blockchains where all n nodes typically
verify every transaction, each of our transaction signatures is verified by between f+41 and 2f+1
verifiers. Table 4.1 highlights the scalability and performance of RBBC and other large scale
high performance blockchains. The effectiveness of RBBC’s scalability mechanisms are evident
when comparing the results obtained in current literature. The global experimental analysis of

RBBC also revealed that these mechanisms allow performance to be observed even under attack.

Extensive experiments were conducted to analyse the performance of the solution and iden-
tify any pitfalls. The first set of experiments were performed with hundreds of Virtual Machines
(VMs) spread over 10 countries and 4 continents, and was compared to traditional leader-based
PBFT [16, 15] and HoneyBadger [144]. Secondly, the Caliper benchmark framework [417] was
used to compare against two blockchains; the Burrow [169] blockchain which utilises the Ten-
dermint [106] BFT consensus algorithm built on the Ethereum blockchain [27] and Quorum [55]
which is a blockchain extension built on top of Ethereum running the Istanbul Byzantine Fault

Tolerance (IBFT) consensus algorithm [150].

A summary of the contributions presented in this chapter is as follows;

(i) We present the Red Belly Blockchain (RBBC), a secure, high performance blockchain
capable of scaling to hundreds of nodes.
(ii) We provide an analysis on the correctness, scalability and durability of the RBBC.
(iii) We present, experimentally, that the RBBC is able to scale to hundreds of consensus
nodes.
(iv) We compare against two other BFT-based blockchain through a public benchmark frame-
work, Caliper, showing that RBBC is able to handle sending rates of an order of magnitude
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Table 4.1: Scalable blockchain experiments — the peak throughput of Elastico is obtained
at 100 nodes with 14 1MB-sized blocks in 700 seconds [215] or at larger scale by producing
16 of them within 800 seconds [154]. Omniledger achieves 3500 TPS when tolerating 25% of
adversarial power for 512-byte transactions but goes up to 4 - 10> TPS when the adversarial
power is 1%. RapidChain peaks at 7384 TPS for 512-byte transactions but needs smaller blocks
to achieve a 9-second latency, which leads to 7000 TPS [154]. The throughput of Algorand is
750 MB/h=208 KB/s or 327 MB/h=90 KB/s for a 22-second latency and the impact of attacks
on its performance seems negligible [42]. The throughput of Mir is from 0, when a leader stalls
after another, to 60,000 TPS, when all n = 100 proposers are correct, with 500-byte payload
and no durability, and peaks at 40,000 TPS when n = 4 with 3500-byte payload [220]. The
throughput of RBBC peaks at 660,000 TPS for 400-byte transactions with n = 300 (Fig.4.5)
but varies from 1900 TPS under a 33% coalition attack (Fig.4.12) to 30,684 TPS at max scale,
where its latency is 3s (Table 4.3).

System  Deployment  Network Throughput Latency #nodes #machines
Peak Max Scale Under Attack
Elastico [215] country-wide emulated 20KB/s  20KB/s N/A 800 sec 1,600 800
Algorand [42] country-wide emulated 208KB/s  90KB/s ~ 22 sec 50,000 1000
Omniledger [89]  datacenter  emulated 205MB/s 1.8 MB/s N/A 14 sec 1,800 60
RapidChain [154]  datacenter — emulated 4.2MB/s 3.8MB/s N/A 9 sec 4,000 32
Mir [220]  world-wide real 140MB/s  30MB/s 0 5 sec 100 100
RBBC  world-wide real 264 MB/s 12.3MB/s T60KB/s 3 sec 8,560 1000

higher than others.

Chapter Outline The remainder of the chapter is as follows: Section 4.1 introduces the
threat model and provides motivation for the work; the goals and assumptions are introduced
in Section 4.2; in Section 4.3 the Red Belly blockchain and the architecture surrounding the two
main novelties, the sharded verification and the unified consensus are presented; Section 4.4
details the implementation; Section 4.5 explains why the Red Belly Blockchain scales with
the number of nodes while presenting information on correctness and durability; experimental
evaluation is presented in Sections 4.6 and 4.7; Section 4.8 concludes the chapter. Proofs of

correctness are deferred to Appendix D.

4.1 Threat model

Byzantine Fault Tolerant blockchains often aim to solve the traditional consensus problem,
as described in Chapter 2. This may lead to exposing themselves to a number of threats

summarised below.

Double-Spending Solving the traditional consensus problem in the context of the blockchain
aims to guarantee that all correct nodes agree on a unique block at a given index [12]. Unique-

ness avoids forks, where an attacker could spend two of the same coin in different branches [34],
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typically found in blockchains with probabilistic guarantees [9, 27, 215, 42, 89, 154]. Although
this provides improvements for scalability, as depicted in Table 4.1, the probability of consensus

failure grows with the number of blocks that need to be agreed upon.

A blockchain based on deterministic consensus ensures that consensus is reached among
correct nodes if less than a third of all nodes are Byzantine, so n < 3f. The traditional
definition, however, unnecessarily limits the scalability of the blockchain [65, 107, 227]: most
blockchains decide at most one of the proposed blocks [107, 227]. Indeed, the leader, whose
proposal is eventually decided, needs to propose requests to many nodes, its network interface
thus acting as a bottleneck [228, 229]. By contrast, RBBC solves the Set Byzantine Consensus
problem by deciding up to Q(n) proposals (Theorem 9) when n > 3f and no forks are possible

even when the communication is asynchronous.

Incorrectly signed transactions To decide a superblock that combines all proposed blocks,
one may think of solving a variant of the consensus problem to instead combine proposals, into
a decision [230, 231, 51]. For example, Agreement on a Core Set (ACS) [230], Interactive
Consistency (IC) [14] and Vector Consensus (VC) [231] all require at least f+1 (either n— f or
f+ 1 with n > 3f) proposed values to be decided. In blockchain, however, there may not even
be f + 1 compatible proposed blocks: when among 2f + 1 blocks one transaction per block is
not correctly signed or transactions of distinct blocks conflict in that they are concurrent and
withdraw assets from an account that has insufficient balance. This is why, the Set Byzantine
Consensus problem is introduced (Section 4.2) that ensures that all correct nodes extract the
correctly signed and non-conflicting transactions from the same set of proposals. This allows
RBBC to combine proposed valid blocks into a superblock (Section 4.4.3) for its performance

to increase with the system size.

Unfairness Discarding transactions is required to provide resilience to anomalies as described
in Chapter 3, frontrunning [205, 226] and oligarchy [206]. This means that a correct requester’s
transaction will never remain uncommitted due to invalid transactions always being commit-
ted first. Hyperledger Fabric [171] suffers from censorship due to spamming attacks denying
service by keeping the ordering service busy with invalid transactions, as acknowledged by the
authors. FastFabric [232], an optimised version, mitigates this issue by being approximately 7
times faster, however, due to the nature of the ordering service, none of these versions toler-
ate malicious failures (including Denial-of-Service attacks). Even its Byzantine-fault tolerant
ordering service [227] suffers from this issue as it cannot detect whether a transaction is valid.

RBBC favours older requested transactions to achieve censorship-resistance (Theorem 11).

Network Attacks Many mainstream blockchains assume synchrony, where all messages must
be delivered within some time bound [9, 27, 215, 42, 89, 154]. The main drawback is vulner-
ability to various network-related attacks that abuse this synchrony assumption to facilitate
double-spending [36, 3, 190, 191]. Other blockchains [138, 89, 137, 157] assume synchrony, but

use partially-synchronous consensus. Ouroboros reached 247 TPS [108] and assumes synchrony,
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but its Praos version [109], which does not, has no evaluation at the time of writing. RBBC

only assumes partial synchrony to tolerate unknown delays.

Adversarial Schedulers As an alternative to assuming synchrony, other recent blockchains
solve consensus probabilistically [144, 69, 70, 221]. Stellar [221] proposes a probabilistic leader
election for the consensus. Honey Badger’s BFT Consensus (HBBFT) [144] solves ACS building
upon an asynchronous binary Byzantine consensus [(69] that does not terminate under an adver-
sarial scheduler [146]. Highlighted in Section 4.6.2, HBBFT is too costly for our needs because
each of its nodes creates n — 1 erasure coded messages and n — 1 signatures, and verifies Q(n?)
signatures. BEAT [233] and Dumbo [234, 235] improve over HBBFT when transactions are
respectively less than 10 bytes and 250 bytes but build upon the same consensus algorithm [69].
Some consensus alternatives relax this assumption but require more messages, which risks to

increase the overhead [70]. RBBC does not assume a fair scheduler.

Faulty Leaders Various systems [15, 236, 237, 238, 239, 240, 241, 149, 220] assume partial-
synchrony to avoid the cost associated with randomisation, such as common coin, or synchrony.
Unfortunately, however, they rely on a leader and will revert to a costly recovery mechanism in
the event of a failure [242, 243, 244]. Tendermint [106, 107] uses a variant of PBFT but cannot
scale beyond tens of nodes, and suffers from issues [142, 245, 57] such as liveness and termina-
tion. However, newer additions [141, 142] propose updates to reduce message complexity for
leader changes and potential scalability properties. SBFT [246] uses threshold signatures to
reduce communication complexities of PBFT, evaluated in a wide-area network as a key-value
store and as a blockchain peaking at 172 TPS. ByzCoin [137] relies on PBFT using multicast

trees to reduce messages to O(n), also relying on a leader.

Other leaderless consensus algorithms [247, 243, 248, 249] are unfortunately incomplete,

impractical or cannot be easily extended to implement a blockchain with sharded verification.

Single Point of Slowdown Requiring a leader places heavy load on the bandwidth and
performance of that node, often becoming a bottleneck with higher workloads. HotStuff [149]
is a Replicated State Machine (RSM) that tries to reduce the leader load by sending only the
digest of each request. Its implementation' exchanges asymptotically as many bits as RBBC
per committed transaction but requires clients to send their transactions to all correct consensus
participants. Mir [220] is a deduplicating total order broadcast protocol that builds upon our
sharded verification. Although not formally stated, it could potentially solve the Set Byzantine
Consensus (SBC) problem (Def. 7) as it also leverages multiple proposers. The key difference is
that it builds upon the PBFT leader-based consensus algorithm by combining n PBFT proposers
(called ‘leaders’ in Mir) and one leader (called ‘primary’ in Mir). In Mir, verification sharding
may fail due to a single faulty or slow replica, in which case it reverts to full verification.

In RBBC, faulty or slow nodes do not stop verification sharding as verification priorities are

'Online, available: https://github.com/hot-stuff/libhotstuff
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assigned to replicas so that faster replicas simply verify on behalf of the faulty or slow replicas.
The throughput of HotStuff and Mir drops to 0 when their leader is faulty or slow as was
reported separately for HotStuff [149] and Mir [220, Table 4.1]. As a full-fledged blockchain,
RBBC ensures durability (Section 4.5) and tolerates failures by always deciding proposals.

Human Errors These consensus algorithms can appear extremely complex, especially dealing
with monolithic architecture [14, 15, 236]. Blockchain consensus requires tolerating conflicting
proposals [250], as transactions, from different nodes which can lead to dramatic losses with
erroneous consensus implementations. Some suffer from known errors [251], others may be for-
mally specified [248] but too large to be machine checked and may appear erroneous [252]. Such
errors have already affected blockchains, for example the HBBFT randomisation was found to
be non-terminating [146]. Attempting to limit blockchain errors lies in theorem provers [253,
254], but they do not check algorithms.

In contrast, the consensus algorithm at the heart of RBBC, DBFT [51], was formally proven
to be safe and live for any parameters of n and f < n/3 using complete model checking [223].
To achieve this, the multivalue consensus protocol decomposes into reliable broadcast [22] and
binary consensus using the reduction by Ben-Or et al. [230]. The reliable broadcast was formally
verified with model checking [223]. Although these verifications rely entirely on the correctness
of the model checker, compiler, language, and other factors, it considerably reduces human

errors.

4.2 Goals and assumptions

The goal is to implement a blockchain system whose performance scales with a number of
consensus participants that treat (verify cryptographically and totally order) a large amount of
transactions sent by requesters all over the world and mitigates issues highlighted in Chapter
3. The communication model is the classic resilience optimal model with partial synchrony [23]
and f <n/3 [15].

4.2.1 Open permissioned system

An “open” distributed system is considered. It consists of nodes that do not need any permis-
sion to join, called replicas and requesters (‘requester’ is equivalent to ‘client’ in the distributed
computing literature but differs from the notion of ‘client’ of the Ethereum documentation).
The replicas receive blocks from other nodes and maintain a copy of the current state of the
blockchain whereas the requesters simply act as clients, requesting balances and issuing trans-
actions. This is called an “open permissioned” system because nodes need some permission to
play the roles of proposers and wverifiers. Each proposer collects a set of requested transactions
and proposes it periodically as a batch whereas the verifiers check the transaction signatures, a
procedure called verification. This open permissioned model is appealing for assigning permis-

sions based on Proof-of-Stake in Ethereum 2.0 or for revoking permissions upon misbehaviour’s
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in LLB [255]. Similar to Ethereum 2.0; Polkadot [256], EoS [52] and Cosmos [257] employ sim-
ilar open-permissioned systems where specific permissioned nodes play the roles of proposers

and verifiers.

4.2.2 Transaction model

Let T be the set of all possible transactions and let any transaction tx € T be a tuple of
(a,e,j,o) that represents a transaction with non-forgeable signature o transferring amount j
from account a to account e (implemented with UTXO as explained in Section 4.3). We use
SSL handshakes with certificates listed within blocks for secure channels, and new blockchain
accounts create new key pairs that they use after they receive coins. Let a proposal s C T be
a set of transactions. Let S = T™ be the set of possible proposals, or the set of possible sets
of transactions. A transaction (a,*, j,o) is provisioned if the balance of a is larger than j; it
is walid if it is provisioned and o is the signature of the owner of a. A set of transactions is
valid if all its transactions are valid; it is non-conflicting if no subset of its transactions are
cumulatively withdrawing more from any account than its balance. Note that the transactions

could be multisigned as their execution is not sharded.

Initially, all nodes have a copy of a special block called the Genesis block of the blockchain
that indicates the initial balance of some addresses (i.e., accounts) and the identities of the per-
missioned nodes identified by their public keys. Note that because permissioned nodes are listed
in blocks, they do not have to be “pre-selected” as in traditional consortium blockchains [64]

but can instead change periodically to avoid bribery attacks [160].

4.2.3 Failure model

The failure model is Byzantine in that faulty nodes can fail arbitrarily [12]. Non faulty nodes
are referred to as correct. More specifically, among the n permissioned nodes there are at most
f < n/3 faulty nodes. Among these n permissioned nodes, the set V' of verifiers contains at
least f+1 correct nodes and the set P of proposers contains at least one correct proposer, which
is easily ensured with |V| = |P| = n. Note that any number of requesters and replicas that
are not part of these permissioned nodes can be faulty. To ensure termination it is assumed
that the communication is partially synchronous [23] in that there exists an unknown global
stabilisation time after which all messages sent are delivered in less than a fixed amount of time.
In order to guarantee that the system is censorship-resistant (Theorem 11) despite Byzantine

nodes, the following assumptions are made:

1. sequential-transaction-requests: a correct requester does not issue invalid transactions or

two conflicting transactions;

2. bounded-requesting-rate: the rate at which transactions enter the Mempool (memory pool)

of proposers is lower than the rate at which transactions get proposed by proposers.

Note that assumption (1) only applies to correct nodes in order to guarantee that their trans-

action will be eventually treated by the system; the system cannot guarantee that transactions
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issued by Byzantine requesters will be treated (as their transactions may be invalid). Assump-
tion (2) precludes Denial-of-Service (DoS) attacks where correct proposers would receive too
many requests to keep track of them within their bounded memory. The likelihood of a DoS
attack is reduced by showing empirically that RBBC treat a large volume of transactions for a

long period (Section 4.6).

4.2.4 Goal

Our goal is to implement a censorship-resistant Replicated State Machine (RSM). Censorship-
resistant, means that any transaction issued properly by a requester gets committed by the
system, hence preventing censorship (Section 4.1). Replicated State Machine, refers to a way
of totally ordering sets of transactions in the form of a blockchain, starting from the Genesis
block, so that all transactions are provisioned and linearizable [258]. To this end, it is required
to solve a variant of the BFT consensus problem to agree on an enumerable valid subset of the

union of the proposed values as follows.

Definition 7 (Set Byzantine Consensus). Assuming that each correct node proposes an enu-
merable set of transactions as a proposal, the Set Byzantine Consensus (SBC) problem is for

each of them to decide on a set in such a way that the following properties are satisfied:

(1) SBC-Termination: every correct node eventually decides a set of transactions;
(2) SBC-Agreement: no two correct nodes decide different sets of transactions;

(3) SBC-Validity: a decided set of transactions is a valid non-conflicting subset of the union
of the proposed sets;

(4) SBC-Nontriviality: if all nodes are correct and propose an identical valid non-conflicting

set of transactions, then this subset is the decided set.

The SBC-Termination and SBC-Agreement properties are common to many Byzantine con-
sensus definition variants, while SBC-Validity is different: it states that transactions proposed
by Byzantine proposers could be decided as long as they are valid and non-conflicting, where
conflicting transactions refer to those that consume the same UTXO as input. SBC-Validity
is inspired by the external validity property [74, 259] that requires a decision to be valid and
the idea of deciding at least f+ 1 proposed values [14, 230, 260], however, SBC-Validity cannot
result from any combination of these properties. For example, the union of strict subsets of all
proposed values is a possible SBC decision. SBC-Nontriviality prevents a trivial algorithm that

always outputs an empty set from solving the problem.

4.3 The Red Belly Blockchain

The architecture surrounding the two main novelties of the RBBC are presented, namely; its
use of few computational resources when verifying transactions and the consensus that leverages
communication to commit more transactions as the system grows in size but bandwidth becomes

limited.
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Figure 4.1: RBBC accepts transactions tx, balance and catchup requests. Its mempool batches
transactions and proposes to the Set Byzantine Consensus, which invokes the verified reliable
broadcast and multiple consensus instances. Once all binary consensus instances have decided,

reconciliation is invoked to group proposals into a decided superblock stored on the blockchain.

4.3.1 Architecture

Figure 4.1 shows an overview of the architecture of the RBBC, it contains a memory pool (mem-
pool) for transactions, a Set Byzantine Consensus with DBFT, a cryptographic component for
verification and communication, a reconciliation component and the blockchain assets that in-
teract and store the superblocks and related state information. The Set Byzantine Consensus
contains: (i) a verified variant of the Reliable Broadcast [22], (ii) a reduction from the multi-
value consensus problem to the binary consensus problem, (iii) a binary consensus and (iv) a
reconciliation protocol used to compose a superblock containing multiple sets of transactions.
Periodically, the |P| proposers extract a subset of transactions from their mempool and propose

to the multivalue consensus.

4.3.2 Reducing the computation at small scale

Verification is required to guarantee that Unspent Transaction Outputs [9] are correctly signed.
Signature verification is CPU-intensive, and can notably affect performance (as is experimented
in Section 4.6.1), therefore by distributing the verification, or sharding the verification, the ver-
ifying nodes will verify subsets of the transactions without reducing the security. The expected

result is twofold. Firstly, it improves performance as it reduces each verifier’s computational
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verifier nodes.

load. Secondly, it helps scaling by further reducing computational load on all verifiers as the
number increases. It is confirmed empirically in Section 4.6.1 that verification sharding divides

verification load by at most 3x.

As f verifier nodes can be Byzantine, each transaction signature must be checked by at least
f + 1 verifier nodes. If all results are unanimous, then the signature check will pass as there is
at least one correct node that has verified the signature and it follows that the transaction is
correctly signed. However, if the results are not unanimous, given that f may be Byzantine,
a transaction may need to be verified up to 2f + 1 times before f 4+ 1 equal responses are
computed. As depicted in Figure 4.2, each transaction is mapped to f + 1 primary verifiers
who eagerly verify this transaction, while f secondary verifiers lazily verify this transaction if

necessary, hence summing to 2f + 1 total verifications.

4.3.3 Leveraging bandwidth at large scale

At a large scale, geodistributed proposers are likely to receive different sets of transactions orig-
inating from requesters located within their vicinity. Rather than a consensus that accepts only
one batch of transactions in a single block, while discarding all other proposals, RBBC combines
all sets of transactions proposed by distinct proposers into a unique superblock to improve the

performance (as we quantify in Section 4.6.2).

In particular, RBBC decides upon the union of the proposed sets of transactions. To il-
lustrate why this is key for scalability, consider that each of the n consensus participants have
O(1) transactions to propose. Traditional Byzantine consensus will decide O(1) transactions,
whereas the RBBC can decide up to 2(n) transactions. The typical communication complex-
ity of Byzantine consensus is O(n*) bits [15, 51], it results that O(n3) bits are required per
committed transaction in the RBBC (c.f. Theorem 9), instead of O(n?) and without suffering
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from a leader bottleneck. Some leader-based approaches limit the communication complexity
by relying on threshold encryption [246, 259, 149], whereas our goal is to avoid additional cryp-
tography to reduce the CPU load.

Figure 4.3 depicts how RBBC achieves this optimisation, consider n = 4 permissioned nodes
proposing unique sets of transactions, but all decide a value that is a super block containing a
union of all sets of transactions that are proposed. It results from this optimisation that the
number of decided transactions grows linearly with n, as long as each transaction is proposed by
a constant number of correct proposers (c.f. Theorem 9). Note that some of these transactions
may not be executable as they conflict, hence the requirement for a reconciliation procedure
(Section 4.4.3).

4.3.4 Assigning roles to nodes

It is now explained how the nodes are assigned roles of verifiers and proposers using a deter-
ministic function. For each consensus instance, there is an ordered set of P permissioned node
identifiers, where f < |P| < n, indicating that nodes play the role of primary or secondary
proposers for all transactions. Note that this determinism does not imply predictability, as one
can change proposers [12] directly, and such changes can also be decided deterministically and
anonymously by the consensus nodes themselves with a recent voting protocol also based on
DBFT [261]. Although 2f < |P| < n is necessary to achieve censorship-resistance, a requester

never needs to send requests to more than f + 1 proposers.

For a requester to identify the proposers responsible to propose a given transaction (tz) to
the consensus, it executes a deterministic function 7(a) that takes as input the source account,
a, of transaction tr and returns the identifier of a node p; € P called the Primary proposer
for tz. To guarantee that a transaction is proposed (despite a faulty primary), between f and
n — 1 secondary proposers distinct from p; are also selected deterministically. The number of
proposers of each transaction tx is at least f+1 to guarantee that tz will be proposed by at least
one correct proposer (c.f. Theorem 11). The number of proposers can be as large as n, however,
fewer proposers result in potential lower latency, whereas more proposers increase throughput

as is highlighted experimentally in Section 4.6.2.

As each transaction must be verified by between f+1 and 2f + 1 verifiers, each proposer p; is
also mapped to a set of f+1 primary__verifiers, and a set of f additional secondary__verifiers,, .
The primary_verifiers, include p; itself, and verify upon reception of the signatures for tz; so
the basic design makes some nodes both proposers and verifiers. If the verification returns
the same f + 1 results, then it becomes clear whether the signature of ¢x is correct. If not, f
additional verifications are required to identify the majority f+ 1 identical responses to indicate
whether the signature of ¢z is in fact correct. This is why the secondary_verifiers, set includes
nodes of P that are distinct from the primary_verifiers,, and that verify ¢z in case one or more

of the primary verifiers are faulty or slow. One could choose to have more verifiers, however,
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this would result in wasted CPU on extra unnecessary verification (c.f. Section 4.6.1).

4.4 Design and implementation

The design and implementation of the RBBC are detailed, describing communication and the
flow of execution. Requesters request the balance of an account, or, can send a transaction to f+
1 proposers. All communication is exchanged through SSL-encrypted channels. The following
methods are exposed by the permissioned nodes through a JSON RPC to the requesters, as
they are able to submit requests directly:
o submit({z) submits a transaction, running on the proposer node taking a transaction (tz)
and a set of UTXOs averaging 400 bytes from a requester. If ¢z is provisioned, does not exist
and does not conflict with any transaction in the mempool, it is then placed in the mempool
and true is returned to acknowledge recipient of the transaction. A correct requester calls
this method to f + 1 unique proposers.
o balance(a) takes an account a as input, returning the valid UTXOs for that account. A
requester performs this operation by contacting different proposers until f + 1 equal notifica-
tions are received. Not only does it allow small devices to securely consult the state without
downloading the blockchain, it also guarantees integrity of the ledger.
e catchup() is a method for lagging, or recovering, replicates to update and find information
about the current index of the blockchain.
e getblock(index) takes a number index representing the index of the blockchain, returns
the super block at that index.
e getblockhash(b.Hash) takes the unique hash id of a block, b.Hash, and retrieves the
block with that hash.

4.4.1 Normal consensus execution

Figure 4.4 depicts a normal consensus execution of n = |P| =4 and f = [n/3] — 1 =1, where
a single requester sends a request to f + 1 proposers for simplicity?, and each of the proposers

executes the following:

® Request. A requester computes 7n(a) with the source account a of transaction tz to
retrieve the mapped proposers and verifiers of ¢tz and sends the request for transaction tz
to the f+ 1 primary proposers and verifiers. Upon reception, tz is added to the mempool

and is verified by the primary verifiers.

O Propose. Each proposer selects, from their mempool, transactions (i) for which it is
the primary proposer and (ii) in decreasing order of their age or the number of blocks
appended to the chain since these transactions arrived. This batch is proposed to the
consensus by sending it in an INIT message to all other permissioned nodes. (Note that a
proposer with an empty mempool starts the consensus with an empty proposal if it receives

a non-empty proposal from another node to guarantee sufficiently many participants.)

2Many requesters typically request proposers in parallel.
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Figure 4.4: The typical message pattern of the consensus protocol between each proposer (i)
and the permissioned nodes that play the role of primary verifiers (pri. ver. i) and secondary

verifiers i (sec. ver. i) for proposer i.

® Echo. Upon reception, permissioned nodes broadcast a digest of each received proposals

in ECHO messages.

® Ready. Upon reception of n — f equal ECHO messages, verifiers for the received proposals
verify them (if not already done in the request step) and send the result in a READY message
(Section 4.4.2) to all proposers. Upon reception of f + 1 equal READY messages, a node
broadcasts the READY message if it has not done so already. (This step is represented
by a single message exchange in Figure 4.4 due to the fast Ready-Decide optimisation

presented below.)

® Decide. Upon reception of 2f + 1 equal READY messages (Section 4.4.2) for a particular
proposal, the nodes store this proposal in an array indexed by the sender id and input 1 to a
corresponding binary consensus instance. This is repeated for other proposals until | P|—
binary consensus instances decide 1, after what a reconciliation (Section 4.4.3) combines
into a superblock every valid transaction of proposals for which a binary consensus output
1.

Good execution complexity and scalability In good executions, RBBC differs from pre-
vious work by committing securely (n) transactions within 4 message delays (@-@) thanks
to the Ready-Decide optimisation: In the Ready step, if the verifiers are fast enough to verify
before the reception of f 4+ 1 equal READY messages, then they broadcast a READY message.
As a result, all nodes receive 2f + 1 equal READY messages in a single message delay allowing
them to enter the Decide step by inputting 1 to a binary consensus instance directly. At the
end, the proposers pick the transactions from the Q(n) proposals for which the binary consensus
decided 1 and reconciliate them into a superblock. The complexity and throughput of RBBC

are computed in Section 4.4.3 and Theorem 9.
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4.4.2 Verified all-to-all reliable broadcast

For proposers to exchange verified proposals, secp256k1 FElliptic Curve Digital Signature Al-
gorithm (ECDSA) verification is added to the reliable broadcast, which is originally a 3-step
one-to-all communication abstraction exchanging INIT, ECHO and READY messages where any

message delivered to a correct proposer gets eventually delivered to all correct proposers [22].

verified-reliable-broadcast(v): > verified variant of reliable broadcast at p;
broadcast(INIT, v) > broadcast value v to all

: upon receiving a message (INIT,v) from p;:
broadcast(ECHO, h(v), j) > echo the hash digest of v

if p; € primary_verifiers(v) then verif < verify(v)

1:
2
3
4
5: upon receiving n — f (ECHO, h(v), ) msgs and not having sent READY:
6
7. if p; € secondary verifiers(v) then wait(A); verif < verify(v)

8

9

broadcast(READY, verif, h(v), j) > piggyback verifications

: upon receiving f + 1 (READY, verif, h(v), j) and did not send READY:
10:  stop-verify(v) > prevent unnecessary verifications
11:  broadcast(READY, verif, h(v), j) > piggyback verifications

12: upon receiving n — f (READY, verif, h(v), j) and not delivered from j:
13:  if is-verified(v, verif) then deliver(v, j) > deliver if sufficiently verified

Our verified variant of the reliable broadcast adds a verification function verify (lines 6
and 7) before the broadcast of the READY message. A proposer broadcasts an INIT message
with a proposal v (line 2). Upon reception, its digest h(v) is broadcast in an ECHO message
(line 4); we use the SHA256 digest to save bandwidth as proposals can contain thousands of
transactions (Section 4.6.2). Upon reception of n — f equal ECHO messages, the verification of
the proposal starts first at the primary_verifiers(v) and later, if necessary, at the secondary
ones. After the verification, a list verif of integers indicating the indices of invalid transactions
in the proposal is appended to the READY message, which is then broadcast (line 8) with the
digest of the corresponding proposal. After receiving the same verif field for h(v) from f +1
distinct processes (line 9), a node knows which transactions of v are valid. Upon reception of
n — f equal READY messages, v is delivered if it contains valid transactions (line 13). The proof
that the verified reliable broadcast ensures the properties of reliable broadcast for each valid
value (and discards invalid values) relies on the fact that the sets @ of correct proposers and Q’
of verifiers are such that Q N Q" > f + 1, guaranteeing that the READYmessage with the same

verif will be sent at line 11 [7]

4.4.3 Agreeing on a superblock

Ben-Or, Kelmer and Rabin’s reduction (lines 14-23) of the multi-value consensus problem is
modified to the binary consensus problem [230] to solve the Set Byzantine Consensus (Sec-
tion 4.2) by replacing the reliable broadcast by our verified reliable broadcast (Section 4.4.2)
and invoking a reconciliation to decide a superblock of non-conflicting provisioned transactions
(Section 4.2). Symbol — indicates that the array props gets populated in the background by

all concurrent reliable broadcasts (line 15).
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For each of the first proposals delivered at p; by the verified reliable broadcasts (Section 4.4.2),
pi proposes 1 to a binary consensus instance (line 19). Proposer p; proposes 0 to the remaining
binary consensus instances (line 21) after a timer expires and |P| — f consensus return 1. This
timer (line 16) increases with the age of the oldest transaction of the mempool to potentially
decide it.

14: propose(val): > set Byzantine consensus atl p; with val a batch of txs
15:  verified-reliable-broadcast(val) — props > ezxclude invalid txs Section 4.4.2
16:  start-timer(age of oldest tx in mempool) > give time to slow ones
17:  while |{k : bitmask|[k] = 1}| < |P| — f or timer did not expire do

18: for all k such that props[k| has been delivered > for all delivered
19: bitmask[k] < bin-propose, (1) > propose 1 to k' binary consensus
20:  for all k such that props[k] has not been delivered > for undelivered
21: bitmask[k] + bin-propose, (0) > propose 0 to k'™ binary consensus

22:  wait until bitmask is full and V¢, bitmask[f] = 1 : props[{] # @

23:  reconciliate(bitmask & props) > combine into a superblock

All binary consensus instances proceed in parallel (their invocation is non-blocking). The
decisions of these binary consensus instances constitute a bitmask that is applied to the set of
potentially decidable proposals (line 23). Although the array of verified proposals may differ
across correct nodes, the bitmasks of all correct nodes are guaranteed to contain 1s (Lemma 21)
and be identical due to the agreement properties of the binary consensus. Note that even
though the proposal may not be known yet for some of these indices, it is guaranteed by the
reliable broadcast to be eventually delivered at all correct proposers (Section 4.4.2). Each
correct proposer waits until a proposal has been delivered at each of these indices (line 22),
then each correct proposer obtains the same set of proposals after applying the bitmask. The

unselected proposals are stored in the mempool for later.

Reconciliation

To fill the superblock, we reconciliate the decidable set of proposals (lines 24-29). Correct pro-
posers extract deterministically the transactions by going through all proposals and through
each of their transactions one-by-one, to add the non-conflicting provisioned ones to the su-
perblock. With the UTXO model, one can easily ensure all transactions are provisioned and
non-conflicting by implementing conflict(tz, *) that executes transaction ¢z and returns false if
all the UTXOs tz consumes exist and otherwise returns true. For the sake of fairness (i.e., to
not favour any particular proposer), correct proposers traverse the proposals from the index
number (kK mod n) to index number (k—1 mod n) where k is the index of the last superblock
in the blockchain. This prevents the proposer with the lowest index number from having its
proposed transactions added to the superblock with a higher priority than the transactions of
other proposers. (In Section 4.6.2 it is shown that the computation needed for reconciliation is

negligible compared to the signature verification.)
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24: reconciliate(props): > combine proposals, initially superblock = &
25: fori=0..(n—1) do > use the last block index k for fairness
26: for tz € props[(k + i) mod n] do > starting from the first tx of proposal
27: for ctx € superblock do > for all committed transactions
28: if —conflict(tz, ctz) then superblock < superblock U {tz}

29:  decide(superblock) > decide superblock of non-conflicting transactions

Binary consensus

To solve the binary consensus deterministically, the binary consensus of DBFT [51] was chosen
because it is resilience optimal, time optimal and was recently verified with model checking [146,
223]. The binary Byzantine Consensus (BBC) problem is for each process to decide on some

value V' € {0,1} in such a way that the following properties hold [51]:

e BBC-Termination: Every non-faulty process eventually decides on a value.
« BBC-Agreement: No two non-faulty processes decide on different values.

« BBC-Validity: If all non-faulty processes propose the same value, no other value can be

decided.

30: bin-propose(wval): > binary consensus at p; with val € {0,1}
31:  loop: > loop that starts with round r =1
32: (bv-broadcast(gsT, r, val) — cwvals) > reliable beast if not done at 1.15
33: start-timer(r) > timeout increases with rounds
34: if i =r mod n then > coordinator rebroadcasts
35: wait until (cvals = {w}) > cvals stores delivered values
36: broadcast(COORD, 7, w) — ¢ > coordinator broadcasts
37: wait until (cvals # & A timer expired) > wait enough time
38: if ¢ € cvals then e < {c} else e < cvals > prioritize coord value
39: broadcast(AUX, T, €) — buals > broadcast these values
40: wait until ds C bvals where the two following conditions hold:

41: e s contains contents received from at least n — f distinct nodes

42: e Yv € s,v € cvals > every value in s is in cvals
43: if s = {v} then > if there is only one value in s
44: val v > adopt this singleton value
45: if v = (r mod 2) and not decided yet then decide(v) > decide
46: else val < (r mod 2) > otherwise, adopt the current parity bit
47: if decided in round r — 2 then exit() > help others in two last rounds
48: r—r+1 > increment the round number

Each replica refines an estimate value, initially its input value to the consensus, across
consecutive rounds until it decides (line 45). It invokes broadcast primitives that deliver some
values into a dedicated variable pointed out by — at lines 32, 36 and 39. The bv-broadcast
(line 32) is a reliable broadcast for binary values [70]. (It is optimised by piggybacking it for
r = 1 with the verified-reliable-broadcast at line 15.) One replica per round acts as a coordinator

by broadcasting its value ¢ (line 36) that others prioritise (line 38) to help them converge to
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the same decision. Hence, RBBC is leaderless with multiple coordinators. The binary values
are then forwarded in AUX messages (line 39) and each replica waits to receive a sufficiently
represented set of these AUX values (lines 40-42). If only one value is sufficiently represented
(line 43) and if it corresponds to the parity of the round, then it is decided (line 45). Otherwise,

val is set to the parity of the round and another round starts.

Complexity

In the worst case, each bin-propose decides within O(f) rounds after the network stabilises
and messages start being delivered in bounded time, which is optimal [222]. Hence, as the
(multivalue) propose needs a constant additive factor of message delays, its time complexity
is asymptotically optimal. Moreover, propose is resilience optimal as it tolerates any f < n/3
failures [14]. It has the same communication complexity O(n*) as PBFT [15] and DBFT [51] but
decides up to n times more transactions than them in good executions: O(n?) bits exchanged
per committed transaction batch. Recall that the communication complexity of PBFT is O(n?)
bits because there are at most f + 1 view-change rounds, the message in each round contains
the state received from the previous view-change rounds, which is O(f) bits, and is broadcast
by n nodes, leading to (f + 1) - O(f) - (n — 1) - n = O(n*). Both PBFT and DBFT exhibit a
time complexity of O(f), making them both resilient and time optimal.

When comparing to blockchain-focused consensus, Tendermint [142] and HotStuff [149] ex-
hibit a lower bit complexity than DBFT at O(n?) bit complexity. However, it should be noted
that DBFT provides 2(n) transactions to be decided.

4.5 Correctness analysis

To explain how RBBC implements a secure, fair and scalable blockchain, disallowing double-
spending by implementing an RSM is demonstrated. Exclusively valid non-conflicting transac-
tions are stored in reliable storage by RBBC (Theorem 8). Finally, the reason why throughput
scales with the number of nodes is explained (Theorem 9) and it is shown that RBBC offers

censorship resistance (Theorem 11). The proofs are deferred to the appendix (Appendix D).

Correctness

To avoid forks that could lead to double-spending, RBBC executes consensus instances in a
totally ordered sequence and at the end of each instance the decided superblock orders all
transactions it contains in the same order at all replicas. Note that to implement a blockchain
system, RBBC offers stronger guarantees than a simple RSM, by for example discarding the

incorrectly signed transactions eagerly (line 13) and the conflicting transactions lazily (lines 28).

Theorem 8 (Replicated State Machine). In RBBC, all correct replicas observe the same se-

quence of committed transactions, which are all valid and non-conflicting.

Proof. In RBBC, all permissioned nodes run the consensus algorithm either because they receive

messages from proposers or because they propose themselves (Section 4.4.1[@]). Each node
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starts by running a single instance of this consensus algorithm for the block at index 1 (after
the Genesis block). A proposer can start a new consensus instance for a block at index j > 1
only after the consensus instance at index j — 1 has terminated. As Theorem 23 shows that
consensus guarantees agreement there is a single block decided per index of the blockchain at
correct permissioned nodes. The result is that blocks are totally ordered through their index
number: whenever a block is decided, it is ordered after all previously decided blocks. Given that
in each block the transactions do not conflict and are ordered through the same deterministic
strategy employed by all correct permissioned nodes (lines 24-29), transactions are replicated
by f 4 1 correct permissioned nodes in the same total order. By examination of the code, all
committed transactions are valid and non-conflicting because RBBC discards the incorrectly
signed transactions eagerly (line 13) and the non-provisioned and conflicting transactions lazily
(lines 28). O

Durability

To ensure durability [262], the remaining transactions are stored in a block in an append only
log on disk. For recovery, each node keeps a write-ahead log containing the messages it has
broadcast during at least the previous two committed multivalued consensus instances, older
messages being garbage collected. To ensure transactions are verified and committed quickly, the
UTXO table is stored in memory. To minimise the size of the UTXO table, transactions should
consume all UTXOs for their account. After a crash, nodes can reconstruct their UTXO table
by parsing their blocks from disk. Nodes that need to recover messages from older consensus

instances simply collect f 4+ 1 equal instances of the decided block.

Scalability

The scalability of RBBC is explained by showing that RBBC commits (n) transactions per
consensus instance in good executions where BFT algorithms (e.g., PBFT, DBFT, Tendermint,
HotStuff) that do not solve SBC (Def. 7) commit O(1) transactions. Note that leader-based
consensus algorithms (PBFT, Tendermint, HotStuff) could have been modified for their leader
to batch Q(n) times more requests, however, this would have added to the leader load. More
dramatically, the leader would have sent Q(n) bytes to n — 1 nodes, which would have taken a
quadratic amount of time in a WAN, where no Ethernet broadcast is available and the message
authentication codes (MACs) optimisation of PBFT can thus not be used. Instead, RBBC

commits (n) transactions as explained below.

Theorem 9 (Scalable throughput). Let w be the number of transactions proposed to the Set
Byzantine Consensus by each proposer and let n = |P| be the number of proposers. Assume that
proposals are all reliably delivered before the algorithm times out (line 17) but that all [5] — 1
Byzantine proposers do not propose any transaction. The Set Byzantine Consensus commits

between 2w (as n tends to infinity) and Q(n) distinct transactions.

Proof. Note that correct requesters must send their transaction to f + 1 proposers to guarantee

that it will be committed. As a result, the same transaction could appear in the proposal of
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different proposers.

e Consider the worst case scenario where all the duplicated transactions of all requesters are
proposed to the same consensus instance. As a result there are at most A = w- (| %] +1)
transactions and each transaction is duplicated B = [ §]+1 times. Thus A/B transactions

are committed such that lim,, ., A/B = 2w.

o Consider the best case scenario where each requester transaction is sent to 1 correct
proposer and the f Byzantine proposers. As the Byzantine proposers do not propose
anything, there are no duplicates, and each of the L%"J + 1 correct proposers propose w
distinct transactions, leading to w- %! | +1 = Q(n) transactions committed per consensus

instance.

It follows that the minimum number of transactions that can be committed per consensus

instance is 2w as n tends to infinity and the maximum number is Q(n). O

Deduplication

If a Byzantine client can closely approximate the age parameter and the timing of the system,
then more transactions can be proposed twice and their duplicates may persist until the recon-
ciliation phase, after which one of them is discarded (line 28) as they necessarily conflict. One
way to reduce the ability of Byzantine to create duplicates is for each node to choose the age
parameter for each transaction at random as a small constant. Another is to apply this ran-
domisation only for clients that are duplicating transactions. Note that some recent efforts [220]
were devoted to eliminate duplicated transactions during the consensus execution by adopting
a more conservative approach where each transaction can only be proposed by a single proposer
at a time. If the proposer of this particular transaction fails, then an epoch change happens and
another one is selected. Although the benefit is to eliminate duplicates during the consensus
execution, the drawback is to increase linearly this transaction latency as up to f epoch changes
may be necessary before proposing it correctly.

We show that RBBC is censorship-resistant where 2f < |P| < n in that every transaction

sent by a correct requester to only f + 1 proposers is eventually committed.

Lemma 10. Fvery transaction sent by a correct requester is eventually proposed by a correct

proposer.

Proof. Tt is known by (Section 4.4.1[@]) that a correct requester sends its transaction to f + 1
proposers. It follows that at least one correct proposer receives this transaction. By the bounded-
requesting-rate assumption (Section 4.2), it is known that this correct proposer will add it to

its mempool and thus propose (line 14) it to the Set Byzantine Consensus. ]

Theorem 11 (Censorship-Resistance). Every transaction sent by a correct requester is even-

tually included in a superblock.

Proof. By Lemma 10, it is known that the transaction ¢z of a correct requester is proposed by

a correct proposer, say in the k proposal. If, during the current consensus instance, this k"



86 Chapter 4: The Red Belly Blockchain

Table 4.2: Parameters used in Red Belly Experiments.

notation  meaning value motivation
n compute primary proposer 0 <id <n avoid conflicting transactions to different proposers
153 block size 1 <4 <10,000 adjust block size impact on network delay
set of proposers f+1<|P|<n fewer (resp. more) proposers commits faster (resp. more)
o transaction signature ECDSA require smaller key and signatures than RSA for similar security

proposal is included in the superblock, then tz is committed immediately yielding the result.
So let us consider that the k* proposal is not included, this can happen if the corresponding
binary consensus returned 0 because bitmask[k] = 0. As the proposer is correct, its proposal
will be eventually rb-delivered by all |P| — f correct proposers. By the bounded-requesting-rate
assumption and because tx is not committed, these | P|— f proposers record ¢z in their mempool
with a birth date corresponding to their local clock.

At each multivalue consensus instance, one of the correct permissioned nodes proposes trans-
actions that get included in the agreed upon superblock and thus committed. This is due to the
pigeonhole principle applied to the bitmask of | P| indices among which |P| — f > f correspond
to the identifiers of correct nodes and |P| — f indices map to 1s (line 17). There is no guar-
antee that in a given multivalue consensus instance any correct proposer proposes tz, but as
transactions are proposed in decreasing order of their age, it is known that it will be proposed
among the (|P|-T + 1) next transactions were 7' is the maximum number of transactions in
the mempool of each of the up to |P| correct proposers when it inserts ¢z in its mempool. Due
to the same pigeonhole argument as before and because of the sequential-transaction-requests

assumption (Section 4.2), transaction ¢tz will be committed. ]

The Censorship-Resistance defined here differs from other notations of blockchain liveness,
validity or resilience by offering guarantees to a correct requester [144, 224, 234] and without
requiring its transaction to be sent to all replicas [77, 171] It is important to note that censorship-
resistance does not require all requesters to be correct, it simply ensures that if a requester
follows the protocol to submit a valid transaction, then the transaction is guaranteed to be
committed by the system. In contrast, a Byzantine requester not following the request protocol

does not have this guarantee.

4.6 Experimental evaluation I: Red Belly experiments

This section shows that RBBC scales up to hundreds of Amazon EC2 VMs running consensus
located on different continents and replicating the blockchain state to up to 1000 machines in
14 separate regions. To this end, performance comparisons of (1) RBBC with its verification
and its consensus as depicted in Section 4.4, (2) HBBFT which corresponds to the original code
of the HoneyBadgerBFT protocol as made available by its authors [144] and (3) CONS1 that
corresponds to a variant of RBBC with the classic 3-step leader-based BFT algorithm of PBFT
taken from [219] with BFT-SMaRt optimisations [15, 106, 241] are presented.
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Figure 4.5: The performance (latency and throughput) of RBBC in a single datacenter.

Four types of experiments were run with parameters from Table 4.2: (i) with a varying
fault tolerance and verification in a geodistributed environment (Section 4.6.1); (%) with all
three blockchains on low-end machines (Section 4.6.2); (i) with up to 1000 replicas all updat-
ing their copy of all account balances (Section 4.6.3); and finally (iv) with Byzantine failures
(Section 4.6.4).

Machine specifications

All blockchains were run on all the 14 Amazon datacenters that we had at our disposal at
the time of the experiment: North Virginia, Ohio, North California, Oregon, Canada, Ireland,
Frankfurt, London, Tokyo, Seoul, Singapore, Sydney, Mumbai, Sdo Paulo. Each pair of data-
centers is separated by a specific delay and bandwidth detailed in Section 4.6.3 with a visual
representation detailed in Appendix C.

Three VM types were tested: (1) high-end c4.8xlarge instances with an Intel Xeon E5-2666 v3
processor of 18 hyperthreaded cores, 60 GiB RAM and 10 Gbps network performance when run
in the same datacenter where storage is backed by Amazon’s Elastic Block Store (EBS) with
4 Gbps dedicated throughput; (2) mid-end c4.4xlarge instances with an Intel Xeon E5-2666
v3 processors with 16 vCPUs and 30 GiB RAM with “high” network performance (as defined
by Amazon), 2 Gbps EBS dedicated throughput; (3) low-end c4.xlarge instances with an Intel
Xeon E5-2666 v3 processor of 4 vCPUs, 7.5 GiB RAM and “moderate” network performance,
and 750 Mbps EBS dedicated throughput. To limit the bottleneck effect on the leader of PBFT,
the leader was always placed in the most central (w.r.t. latency) region, Oregon. When not

specified, proposals contain 10,000 transactions and f is set to [§] — 1.



88 Chapter 4: The Red Belly Blockchain

RBBC CONS1 ===HBBFT ==

160 T T T T T | T T
S 140 b - §
@
2 420 | [ 100 |
© o
C
° 100 - o
=}
g 80
3 60 10 £
<
2 40 r
(o]
5 20 |

0 1 -
1 6 12 24 46 All None
Value of f All or no verifications

Figure 4.6: Impact of fault tolerance on RBBC and verification on 3 blockchains with n = 140

geodistributed machines.

Leader-based (CONS1) and randomised BFT (HBBFT)

CONSL1 is the classic 3-step leader-based Byzantine consensus implementation similar to PBFT [15],
the Tendermint consensus [106], and including the concurrency optimisations of BFT-SMaRt [241].
To reduce network consumption, CONSI1 is implemented using digests in messages that follow
the initial broadcast. Both CONS1 and HBBFT variants use a classic verification, as in tra-
ditional blockchain systems [9, 27], that takes place at every proposer upon delivery of the
decided superblock from consensus. HBBFT uses a common coin [69] and reliable broadcast
with erasure codes. The interest in comparison against HBBFT lies in the commonality of the
use of reduction from multivalue consensus. Although HBBFT provides differing assumptions,
the randomization was directly compared against by implementing RBBCs consensus in the
same language. The results indicate that the randomized algorithm of HBBFT performs slower

due to the coin tossing for randomization.

4.6.1 Peak scalability and leaderless fault tolerance

In a leaderless case, the first messages from n — f replicas determine the performance, so a
lower f can yield lower performance. RBBC is stress-tested in a single datacenter with up to
300 high-end VMs and a fixed fault tolerance to measure how fast it could go in a consortium
setting. To this end, f is fixed to the largest possible fault tolerance with n = 20 nodes and
increase the number of nodes from 20 to 300 permissioned nodes in steps of 20. The results,
shown in Figure 4.5, indicate that the throughput scales to hundred of nodes with a practical
latency: the throughput scales up to n = 260 nodes to reach 660,000 TPS while the latency
remains lower than 4 seconds. At n = 280 throughput drops slightly. The impact of varying f

on performance is discussed below.
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Impact of fault tolerance without a leader

The performance was evaluated when running 10 high-end VMs in each of the 14 regions for a
total of 140 machines. We varied f from the minimum to its maximum value (46 < 13—0) with

sharded verification as depicted in Figure 4.6 (left).

The peak throughput of 151,000 TPS is achieved with the fault-tolerance parameter f = 12.
When f < 6, performance is limited by the (f — 1) slowest node as the consensus waits for a
higher number of n — f proposers. The peak throughput occurs while waiting for n — f = 128
nodes, probably because it avoids waiting for any node of the slowest region (Table C.1), Sao
Paulo. When f > 24, performance tends to be limited and drops further as the fault tolerance
f keeps increasing. We conjecture (and show below) that the f + 1 necessary cryptographic
verifications induce a higher computational load as f increases. As mentioned in Section 4.1,
alternative leaderless Byzantine consensus algorithms lack details [247] or have exponential

complexity, which would be impractical [243].

Impact of verification sharding

To verify the conjecture that more verifications slow performance down, additional experiments
were run, and the performance was measured with different numbers of verifications per trans-
action. As depicted in Figure 4.6 (right), all three blockchains were compared with all nodes
verifying all transactions (all) and without any verification (no verification). The performance
of all blockchains is higher without verification than with full verification. RBBC is the most
affected, dropping from 219,000 TPS to 33,000 TPS while HBBFT and CONS1 throughputs
drop less but from a lower peak. As will be shown, there are factors other than verification,
like the use of a leader and erasure codes Section 4.6.2, that have a larger impact on these

algorithms, yet this confirms that the previous conjecture was correct.

4.6.2 Scaling throughput up to hundreds of low-end machines

Experiments are now performed on up to 240 low-end VMs evenly spread on 5 datacenters in
Europe (Ireland and Frankfurt) and the United States (Oregon, Northern California, and Ohio).
Following up on the previous verification observations, the CPU usage was precisely measured
with go pprof on microbenchmarks and confirmed that the workload could be CPU-bound. In
particular, dedicating the 4 vCPUs of these low-end instances led to verify about 7800 serialised
transactions per second with 97% of CPU time spent verifying signatures and 3% spent deseri-
alising and updating the UTXO table.

RBBC vs. a leader-based BFT blockchain

Figure 4.7 shows the throughput and latency of RBBC with f + 1 proposers and CONS1
with different sizes of proposals. As CONSI is limited to a single proposer (its leader) while
RBBC supports multiple proposers, we tested whether CONS1 performance would be better
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Figure 4.7: The performance of CONS1 with batching and RBBC with f+1 proposer nodes; the
number following the algorithm name represents the number of transactions in the proposals;

solid lines represent throughput, dashed lines represent latency.

with batching more transactions per proposal than RBBC. With proposal size of 1000, RBBC
throughput increases from 3000 TPS to 9000 TPS because of the additional resources and pro-
posals of the growing number of nodes. It flattens out around 10,000 TPS while latency increases
from 2 to 8 seconds. By contrast, CONS1 throughput decreases as the number of nodes in-

creases, despite larger proposals.

Latency vs. throughput at 100 nodes

To better understand the difference in performance of RBBC compared to the leader-based
approach, Figure 4.8 depicts the evolution of the latency as a function of throughput at a
reasonable number of consensus nodes, n = 100 and different proposal sizes of 1 to 5000. One
can clearly see that the throughput of CONSI reaches a limit of about 1100 TPS while RBBC
approaches 14,000 TPS, which indicates a 12-fold speedup of RBBC over CONS1. CONS1 has
a better minimum latency of 270 ms compared to 640 ms for RBBC for proposals of size 1 but

CONSI1 latency explodes rapidly (Note that HBBFT does not appear due to lower performance).

RBBC vs. a randomized BFT blockchain

Figure 4.9 depicts the performance of RBBC and HBBF'T with n proposers, with proposal sizes
of 100 and 1000 transactions. With a larger portion of proposers the throughput and latency
of RBBC increases faster. With n proposers, the throughput peaks at 11,124 TPS and latency
reaches 25,100 ms with 240 nodes, while with f 4+ 1 proposers the throughput was lower and
the latency was much lower. HBBFT performance degrades as the number of nodes increases:
latency increases and throughput decreases (we omit latencies beyond n = 100 as they reach
minutes). This is because each node broadcasts n — 1 erasure coded messages with as many

distinct signatures to distinct nodes that must be echoed, yielding €2(n?) verifications per node.



4.6 Experimental evaluation I: Red Belly experiments 91

RBBC —+— CONS1 —x—
25 T T T T T T

Latency (seconds)

0 2 4 6 8 10 12 14
Throughput (thousand tx/sec)

Figure 4.8: Comparing throughput and latency of CONS1 and RBBC with f+1 proposer nodes
on 100 geodistributed nodes; each point represents the number of transactions in the proposals,
either 10, 100, 1000, 2500, 5000 or 10000.

Reducing verification count helps scaling

As is known, our verification sharding reduces the number of nodes that verify each transaction
from n in classic blockchains to between f + 1 and 2f 4+ 1 the exact number is ignored. To
evaluate accurately the number of nodes verifying each transaction, the average number of times
a transaction was verified for f + 1 and n proposer nodes was also recorded. The results are
shown in Figure 4.10 where it is observed that with f + 1 proposers the number of verifications
stays close to the optimal, while with n proposers the number of verifications remains around
the middle of f + 1 and 2f 4+ 1. This is likely due to the increased load on the system causing
verifications to occur in different orders at different nodes. This tends to confirm that verification

sharding is important for scalability.

Comparing the blockchains

Figure 4.11 explored the effect of deciding the unions of proposals when running the blockchain.
CONSI1 has the lowest latency because in all executions the leader acts correctly, allowing it
to terminate in only 3 message delays, where RBBC requires 4 message delays. Due to its
inherent concurrency, RBBC offers the best latency/throughput tradeoff: at 1000 ms latency,
RBBC offers 12,100 TPS whereas at 1750 ms latency, CONS1 offers only 5800 TPS. Note that
CONSI1 fast path evaluated here is known to come with a notoriously costly recovery path in
case of failures [242, 243, 244, 149] was not experimented here. By contrast, RBBC does not
suffer this slow path because it does not need a correct leader and its latency remains similar,
even when faults occur (cf. Section 4.6.4). Finally, HBBFT has the worst performance because
its consensus [09] is randomized and it uses erasure codes: each node spends over 200ms to

compute 1000 transactions for each of the 140 proposals of this experiment. Again this confirms
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Figure 4.9: The performance of HBBFT and RBBC with n proposer nodes. The number
following the algorithm name represents the number of transactions in the proposals; solid lines

represent throughput, dashed lines represent latency.

Table 4.3: Performance of RBBC with 1000 replicas spread in 14 datacenters.

#Replicas  #Requesters  Valid-tx/sec Async write latency(ms) Latency(ms) Valid-tx/superblock Invalid-tx/superblock

1000 8400 30684 238 3103 95407 378

the important CPU load induced by the signature verifications.

4.6.3 Evaluation with 1000 VMs

Before spawning 1000 VMs to confirm RBBC scalability, the variation of latencies and band-
width between the 14 Amazon EC2 datacenters was measured (cf. Table C.1). The minimum
latency is 11 ms between London and Ireland, whereas the maximum latency is 332 ms observed
between Sydney and Sdo Paulo. Bandwidth between Ohio and Singapore is measured at ap-
proximately 64.9 Mbits/s (with variance between 6.5 Mbits/s and 20.4 Mbits/s).

To avoid wasting bandwidth, the roles were segregated: all 1000 VMs act as servers, keeping
a local copy of the balances of all accounts. On these replicas, 10 clients per 840 low-end
machines (60 VMs in each of 14 datacenters) send transactions and 160 high-end machines
(40 machines in each of the Ireland, London, Ohio and Oregon datacenters) decide upon each
superblock. Each of the 8,400 clients start with 100 UTXOs of size 64 bytes each (for a state
database of size 51.27 MiB) and each proposal contains up to 1000 transactions. The resulting
performance is depicted in Table 4.3. Interestingly, the throughput is only around 30,000 TPS
but this is not due to the low capacity of RBBC, but due to the difficulty of generating the
workload. The replicas are located in 14 different datacenters and have to wait for owning
a UTXO before they can request a transaction that consumes it. The asynchronous write

latency measures the time a proposer acknowledges a transaction reception. Importantly, the
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Figure 4.10: The number of times a transaction is verified in RBBC with proposal size of 100
transactions, with either f + 1 or n proposer nodes; the dashed lines f + 1 and 2f 4+ 1 represent

the minimum and maximum number of possible verifications.
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Figure 4.11: Throughput and latency comparison of the blockchain solutions with n = 140 and
f =46, and proposal sizes of 1,10,100, 1000 and 10000 transactions.

transaction commit time (latency) remains about 3 seconds despite the large traffic.

4.6.4 Experiments under Byzantine attacks

RBBC is evaluated under 2 Byzantine attacks:

1) Byzl — The payload of the reliable broadcast message is altered such that no proposal is
delivered for reliable broadcast instance led by faulty proposers. To this end, the payloads
of the binary consensus are flipped. The goal of this behaviour is to reduce throughput

and increase latency.

2) Byz2 — The Byzantine proposers form a coalition in order to maximise the bandwidth
cost of the reliable broadcast using the digests described in Section 4.4.2. As a result,
for any reliable broadcast initiated by a Byzantine proposer, f 4+ 1 correct proposers will

deliver the full message while the remaining f will only deliver the digest, meaning they
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Figure 4.12: Comparing throughput and latency of RBBC and HBBFT, with normal and
Byzantine behaviours on 100 geodistributed nodes; all n nodes are making proposals of 100

transactions.

will have to request the full message from f + 1 different proposers when receiving the

ECHO messages.

Experiments are run with 100 low-end machines using the same 5 datacenters from US and
Europe and with n proposers (as in Section 4.6.2). Figure 4.12 shows the impact of Byz1 on per-
formance with n proposers and proposal sizes of 100. RBBC throughput drops from 5700 TPS
to 1900 TPS due to having f less proposals being accepted (the proposals sent by Byzantine
proposers are invalid) and to the increase in latency. The latency increases due to the extra
rounds needed to be executed by the binary consensus to terminate with 0. The throughput of
HBBFT drops from 350 to 256 TPS due to fewer proposals but the latency decreases because

with less proposals erasure codes require less computation.

Byz2 is designed against the verified reliable broadcast of Section 4.4.2; to delay the deliv-
ery of the message to f of the correct proposers, and increasing the bandwidth used. HBBFT
avoids this problem by using erasure codes, but has a higher bandwidth usage in the correct
case. Figure 4.13 shows its impact on bandwidth usage and latency for RBBC and HBBFT with
n proposers and proposal sizes of 100. The bandwidth usage of RBBC increases from 538 MB
to 2622 MB per multivalued consensus instance compared to HBBFT, which uses 3600 MB in

all cases. Furthermore, the latency of RBBC increases from 920 ms to 2300 ms.

Regarding corruptions, as it is impossible to solve consensus when f > n/3 [14], one must
either replace the permissioned nodes [160] before n/3 collude, or implement an eventually

consistent alternative of the service [255].



4.6 Experimental evaluation I: Red Belly experiments 95

RBBC

RBBC,Byz2 HBBFT X

4000 : - : -
3500 |- E - ]

3000 |- 4 10g E
2500 4 F
2000 - - 5 .
1500 - = 4 1k .
1000 - - - ]
500 |- B - I ]

0 B 0.1

Msg Complexity (MB) Latency (seconds)

Figure 4.13: Comparing bandwidth usage and latency of RBBFT and HBBFT with normal and

Byzantine behaviours on 100 geodistributed nodes.

4.6.5 Impact of remote requesters

To evaluate the impact of remote requesters, experiments were performed with RBBC and
CONSI1 using 125 mid-end instances: 100 server and 25 requester instances both evenly dis-

tributed across 5 datacenters in US and Europe (as depicted in Section 4.6.2).

The number of requesters is varied from 1,000 to 50,000. Each requester is initially assigned
a random private key and a single UTXO with 100,000 coins written in the Genesis block. The
requester then loops over the following two steps until the benchmark completes: (7) For each
UTXO currently assigned to the requester a new transaction is created using that UTXO as
input. For the transaction’s output a UTXO is created using a randomly chosen account as
the receiver with a value of 10 coins. Any change is included in a second UTXO sent back to
the requester. Each transaction is then broadcast to the requester assigned proposers. (ii) The
requester then repeatedly performs the request utxos(account) operation until it receives at
least one new UTXO and then returns to step (i). S = 1000 is selected for RBBC and the
proposal size of 2500 for CONS1 as it noticeably maximises throughput. The experiments were

run for 45 sec with a 15 sec warmup.

Table 4.4 depicts the average number of valid transactions committed per second (Valid-
TPS), the average number of request_ utxos(account) operations performed per second (Read-
/sec), the ratio of the previous two values (R/W ratio), the average amount of time between
committed blocks (Latency), the average number of valid transactions per block (Valid-tx/block)
and the average number of invalid transactions per block (Invalid-tx/block). It is observed that
the RBBC maximum throughput (14,450) is more than 3-fold the maximum throughput of
CONS1 (4,064). RBBC also has the highest maximum latency (5,022) compared to CONS1

(625). This is due to RBBC better utilising resources and its reduced computation. Increasing
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Table 4.4: Performance of RBBC and CONS1 with varying number of requesters.

#Requesters  Valid-TPS  Read/sec R/W ratio Latency(ms) Valid-tx/block Invalid-tx/block

1,000 5,359 2,143 0.4 870 4,648 0
REBC 10,000 13,870 33,288 2.4 2,475 34,132 877
20,000 12,664 31,660 2.5 5,022 63,607 3,033
50,000 14,450 47,685 3.3 4,303 62,193 5,455
1,000 3,759 1,127 0.3 401 1,513 0
10,000 3,300 6,278 1.9 359 1,172 0

CONS1 ’ ’ ’ ’
20,000 4,064 10,566 2.6 488 1,981 0
50,000 4,035 12,509 3.1 625 2,500 0

the number of clients beyond 1,000 (resp. 10,000) has little impact on CONS1 (resp. RBBC)
throughput. This difference is due to CONS1 being limited by the single primary proposer.
Furthermore in RBBC, increasing the number of clients increases the number of duplicate

transactions occurring in blocks, due to transactions being committed by secondary proposers.

4.7 Experimental evaluation II: Caliper experiments

Further experimental analysis of the Red Belly Blockchain is presented by integrating into the
Hyperledger Caliper [47] benchmark framework. It is compared against two other BFT-based
blockchain systems, namely Hyperledger Burrow [169], a blockchain that comprises of Tender-
mint’s consensus engine [106] plugged into Ethereum [27], and the BFT variant of Quorum [55]
using IBFT [150, 152], a blockchain built upon foundations of Ethereum with a BFT consensus
engine. RBBC performance is shown to increase with the workload and number of nodes. The
results indicate that RBBC can handle a sending rate of almost one order of magnitude higher
than the Quorum IBFT blockchain.

Experimental Settings The experiments conducted on AWS EC2 infrastructure, where both
Caliper and blockchain nodes used c4.xLarge servers with an Intel Xeon E5-2666 v3 processor
of 4 vCPUs at 2.9GHz, 7.5 GiB memory and “high” network bandwidth (as listed by AWS).
All experiments were performed within a single AWS region, testing (i) a single Caliper in-
stance performing requests to the blockchain network, or, (ii) 4 Caliper instances that perform
requests and the results were aggregated. Throughput was measured as the number of transac-
tions committed per second, where each transaction was successfully agreed into a superblock.
Latency was measured as the time from the requester submitting the transaction to the time

the transaction was updated and processed as part of the superblock.

4.7.1 Red Belly performance increases with workload

RBBC was evaluated with a single caliper client and 4 RBBC nodes to emulate a small private
network. The sending rate of requests began at 50 transactions per second and increased to
2,000 transactions per second, where no failed transactions were observed. Each experiment

was repeated 5 times, with the average and deviation computed for each experiment batch.
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Figure 4.14: One Caliper Node with 4 RBBC nodes, increasing request rates.

As depicted in Figure 4.14, RBBC achieved a maximum throughput of 1,395 TPS and a cor-
responding average latency of 7.2s when the request rate was 2,000 transactions per second.
The fact that no transactions failed confirms that RBBC provides starvation freedom, in that
every correctly submitted transaction gets eventually committed even when the system is under

extreme load.

4.7.2 Comparing blockchain performance

At the time of implementation, Caliper had minimal support for distributed worker machines.
To address this, scripts were utilised to configure and launch multiple Caliper instances across
several machines to orchestrate a distributed benchmark in AWS. The script used in the exper-
iment launches the specified number of blockchain nodes and caliper machines in AWS. It then
configures Caliper with network parameters and then simultaneously launches the benchmark

on multiple machines.

Per-blockchain ideal workload

Each unique system was able to sustain peak throughput at varying sending rates. The opti-
mal sending rate for each blockchain was measured by varying sending rates and duration to
calculate the most optimal combination by comparing peak throughput. Figure 4.14 highlights
the relationship between sending rate and performance for the RBBC with a configuration of 4
consensus nodes and one caliper participant. However, the throughput may be limited by the
capacity of (1) the benchmark client’s sending and receiving rate, or (2) the connected block-
chain node’s capacity of receiving and processing transactions. This may not be indicative of

the entire blockchain, hence the requirement for multiple benchmark clients.
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Figure 4.17: Quorum — Send Rate = 50-100TPS per Caliper Machine.

Performance variations

Figure 4.15, Figure 4.16 and Figure 4.17 show the overall results from experiments measured for

each blockchain. The total throughput is a cumulative result aggregated for each Caliper client

machine, showing the peak obtained throughput as a total measure. The average throughput

per Caliper client is shown, with the sending rate attached on the secondary axis.

Figure 4.15 shows results achieved for RBBC with a sending rate of 1,000 TPS. The through-
put in Figure 4.15a increases as the number of nodes increases, but eventually plateaus to a
constant throughput. The peak throughput of 6,375 TPS is achieved with 12 RBBC nodes and
a corresponding latency of 12s. Although the total throughput increases, the average through-

put per node decreases from 906 TPS to 237TPS as the number of nodes increases, as shown in
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Figure 4.18: Comparison of RBBC, Burrow and Quorum.

Figure 4.15b.

Figure 4.16 shows results for Burrow with a sending rate of 200 TPS. Figure 4.16a shows the
throughput remaining relatively constant with increasing node numbers. The peak throughput
was achieved with 16 nodes at 765 TPS with a corresponding latency of 18.9s. Figure 4.16b
reveals that the average throughput per node decreases to 29 TPS with the increasing number

of nodes.

Figure 4.17 shows measurements for Quorum with an initial sending rate of 100 TPS per
Caliper client. The initial send rate of 100 TPS per Caliper client was only valid for 4, 8 and
12 nodes, but was reduced to 50TPS as the blockchain system failed when the send rate was
higher than this for more than 12 nodes, as shown in Figure 4.17bh. As seen in Figure 4.17¢ the
latency peaked to 24s with 12 nodes. The throughput peaked to 725 TPS at 8 nodes before
dipping to 576 TPS and returning to 694 TPS.

Figure 4.18 displays a comparison between all three BFT blockchains side by side as evalu-
ated through the Caliper framework. Figure 4.18a shows that the Red Belly Blockchain achieves
a peak total throughput of 6,375 TPS and an average throughput of 906 TPS per Caliper client.
This is one order of magnitude higher than both Quorum and Burrow. The latency, as dis-
played in Figure 4.18c shows that the latency of RBBC and Burrow are relatively similar,

whereas Quorum is lower.

4.8 Summary

In this chapter, the Red Belly Blockchain is presented, a non-forking, high performance block-
chain capable of scaling to hundreds of distributed consensus participants without requiring syn-
chrony. Its non-forking design and assumptions of partial-synchrony provides security against
double-spending attacks by favouring consistency over availability, but is able to tolerate un-

known message delays.

The foundational consensus at the heart of the Red Belly Blockchain, DBFT, solves the Set

Byzantine Consensus problem, by unioning all proposed transaction sets into a superblock for
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each index. This provides guarantees of censorship resistance for correct proposals to be eventu-
ally placed into the chain. Complementary to this, RBBC favours older transactions to achieve
a level of fairness and prevent from censorship. The agreement of a committed superblock allows
multiple proposals to be unified into a single result, where the number of proposals will grow
with the number of participants, leading to scalability in the number of transactions committed

per consensus completion.

Secondly, the verification sharding reduces overall computation. By distributing verification
to primary and secondary verifiers, it reduces the waste of effort in re-verifying transactions by

requiring f + 1 to 2f + 1 verifiers to confirm a transaction’s cryptographic validity.

Finally, theoretically and experimentally is is shown that the RBBC provides scalability.
Experimental evaluation was performed through geodistributed experiments tailored to test
consensus implementations as well as using a publicly available blockchain benchmark to eval-
uate the performance of the blockchain. The Red Belly Blockchain is able to scale to hundreds

of consensus nodes and achieve 660,000 TPS committed in a single datacenter.



Chapter 5

DIABLO: A Distributed Analytical
Blockchain Benchmark for

performance measurement

Our addition of the Red Belly (Chapter 4) to the growing plethora of available blockchains mo-
tivates the requirements for accurate performance measurement and fair comparisons between
systems. Additionally, the success of blockchains has led to a rise of Decentralised Applications
(DApps) which present unique request behaviours and environments. This raises the question
of determining the most suitable blockchain for a given application, which requires points of
reference, such as performance metrics, that can be used for accurate comparison. However, per-
formance evaluations presented with the respective blockchains are frequently released through
social channels attached to whitepapers or blog posts that are used as a medium for market-
ing [43, 44, 45, 46]. Commonly, these performance evaluations are obtained through carefully
tailored environments using unspecified experimental settings, alongside presenting comparisons
against blockchains of different models and assumptions that skew the interpretations to posi-
tively influence the presented blockchain. These are often paired with minimal implementation
details, abstracting critical information that must be retrieved through the source code or fur-

ther analysis, adding to the convolutions of comparisons shrouded by unknowns.

The experimental evaluation of the Red Belly Blockchain using Caliper (Section 4.7) prompted
an investigation of pre-existing benchmark platforms that had the potential to provide infor-
mation surrounding application workloads. Not only did this assist in further understanding
intricacies of the RBBC implementation, it highlighted fundamental aspects hindering current
benchmark frameworks. DIABLO, the DIistributed Analytical BLOckchain benchmark frame-
work, is developed to offer a solution to shortcomings hindering the current benchmark frame-
works. The core focus of DIABLO is simplicity, presenting a modular design that promotes
integration of future blockchains and provides ease in defining new application and use case

workloads.
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Table 5.1: Blockchains Evaluated with DIA-

BLO Table 5.2: Decentralised applications evalu-

ated with DIABLO.

Chain ‘ Consensus Tolerance

App ‘ Source Feature

Go-Ethereum (geth) | PoA Clique Byzantine
OpenEthereum | PoA AuRA  Byzantine Microblogging | Twitter Load Burst
Collachain | DBFT Byzantine Exchange | NASDAQ Herd Behaviour
Quorum | IBFT Byzantine Supply Chain | Aviation = Demand Peaks
Quorum | RAFT Crash Constant | Synthetic Tunable
HL Fabric | RAFT Crash

To evaluate the effectiveness of DIABLO alongside measuring the performance of the design
principles of the Red Belly Blockchain, we integrate support for a number of blockchains, shown

in Table 5.1, and performed evaluations over 4 workloads as listed in Table 5.2.
In summary, we present the following contributions in this chapter;

(i) We provide insightful evaluation of current blockchain benchmarks, highlighting three

major shortcomings that present difficulties when evaluating high performance systems.

(ii) We present D1ABLO, a distributed blockchain benchmark framework building upon our

findings and is designed with the foundations of distributed workloads and simplicity.

(iii) We analyse 6 blockchains with varying use-case scenarios, highlighting differences in their
performance and showing empirically that tolerating Byzantine faults is more costly than

exclusively tolerating crash faults.

Chapter Outline The remainder of the chapter is organised as follows. Section 5.1 presents
our motivation by identifying shortcomings in available frameworks. Section 5.2 introduces
DiaBLO, highlighting the design and architecture that make it modular and extensible. Sec-
tion 5.3 details the DIABLO configurations, the unique aspects that make dynamic workloads
and blockchains easy to define. Section 5.4 presents experimental analysis performed with
DiABLO. Section 5.5 and Section 5.6 reveal our observations during experimental evaluation.
Section 5.7 presents a case study experiment of Aviation parts. Section 5.8 concludes and

presents a summary of the chapter.

5.1 Drawbacks of current frameworks

There are a numerous solutions for benchmark frameworks, simulations and external mea-
surements used for evaluating the performance of blockchains [47, 48, 50, 175] or underlying
components such as BFT [49, 174, 173] or Virtual Machines [62], as discussed in Chapter 2.

However, various drawbacks present difficulties when evaluating high performance blockchains.
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5.1.1 The need for comparative blockchain benchmark frameworks

As of writing, in June 2021, there are over approximately 1090 unique blockchain systems avail-
able', but minimal information presented on their benefits in terms of performance, such as
throughput, latency or scalability. Unfortunately, when this information is available [43, 44,
45, 46], it often results from tests run under isolated, tailored experimental conditions and are
accompanied by information presented through whitepapers, which only provide a bird’s eye

view of implementation details.

This often requires researchers to dive into source code and implementation details of a
blockchain to gain more knowledge of the intricacies of their implementations. Alternatively,
researchers can approach evaluations of blockchains as black boxes, generating workloads that
measure performance as an external tool. This result leads to benchmarks that have often

focused on specified environments, such as Internet of Things (IoT) [263].

5.1.2 Shortcomings in current approaches

Interestingly, during the evaluation of high performance blockchains (Chapter 4.7) and assess-
ment of available benchmarks (Chapter 2.3), three major drawbacks were identified that have
plagued evaluations. Although we developed temporary resolutions during the previous exper-
imental analysis, we failed to identify concrete solutions that would be easily-integrated to the

design without heavy refactoring.

(1) Lack of distributed load generation

Blockchain benchmark frameworks have been designed in a centralised fashion, where a single
client machine, potentially running concurrent client software, submits requests to the block-
chain [48, 50]. As blockchains are distributed systems aiming to scale to large numbers of
participating blockchain nodes and interacting clients, it is crucial to generate a workload that
is sufficiently high in order to stress test these numerous blockchain nodes. Without provision-
ing enough physical client resources, there is a risk that an experiment may report misleading
performance results, being limited by client resources rather than the true capacity of the block-

chain system under test.

(2) Misleading overheads

For simplicity in deployments, and additional monitoring features, several blockchain systems
provide deployment options that give quick virtualised, or containerised, installations which
may limit their access to physical resources. For example, Hyperledger Fabric [172, 171] en-
dorses the use of Docker containers for ease of deployment and available tooling”. Similarly,
Caliper [17] also endorses the use of Docker containers for quick and easy deployment and

networking for its workers, but also easy integration with Hyperledger blockchains. However,

!Data taken from https://coinmarketcap.com/coins/views/all/, Accessed 2021-06-01
2 Available online from: https://openblockchain.readthedocs.io/en/latest/Setup/Network-setup/


https://coinmarketcap.com/coins/views/all/
https://openblockchain.readthedocs.io/en/latest/Setup/Network-setup/

104 Chapter 5: DIABLO

Configurations

Benchmark Configuration
o Workload Name

e Number of secondaries

Result Handler Workload Generator [------=-----omooos ;

— Primary
e Number of threads :
* Intervals / TCP Server
o Transaction Type S N ) Blockchain
Chain Configuration Command Response/ACK Network
e — e T ——
o Blockchain Name : : Nodes
. . : TCP Client
e Node information
e Key information i :
»‘ Secondary (worker threads) !
I [ :I
Workload Handler > Blockchain Interface |@------------:

Figure 5.1: Overview of the DIABLO architecture.

containers are known to induce unnecessary overheads [232]. Distributed synchronisation ser-
vices, like Zookeeper [228], help with monitoring for systems and coordination, but these services
are known to bottleneck at the leader network interface, hence misleading evaluation when the
system reaches larger numbers. Thus, it is critical to limit the effects of these overheads to
prevent associated slowdown from benchmark infrastructure, resulting in unjust conclusions of

the evaluation.

(3) Cryptographic processing during timed periods

Blockchains require the use of cryptographic functions to guarantee authenticity of transactions,
but were found to be particularly CPU-intensive in various occasions [7, 6]. Part of the CPU-
intensive tasks are produced on the client side, during the creation and signing of transactions,
where a benchmark must produce sufficiently many transactions to guarantee the intended
workload. Some of the available benchmark frameworks perform these CPU-intensive tasks
during the timed execution of their benchmark, which may bias the throughput measured and
misrepresent the capacity of the blockchain. Instead, the computed measure would be limited
by the benchmark client machine’s throughput for signing and generating the transactions and

measures of throughput would include the time taken to sign and form transactions.

5.2 DIABLO design

With the growing popularity of Decentralised Applications (DApps), the focus is to provide ac-
curate key measurements and comparisons of blockchains founded on their performance under
various application-based workloads. To this end, DIABLO, the DIstributed Analytical BLOck-
chain benchmark, was built with the foundations of distributed load generation to provide fair

and accurate comparisons of blockchains under realistic, tunable workloads. DIABLO provides
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benchmark evaluations for blockchain deployments that mimic real-world application environ-
ments. Figure 5.1 presents an aerial view of the DIABLO design, highlighting the two core
components, namely the Primary and the Secondary responsible for orchestrating and execut-
ing the benchmark. DIABLO improves upon the shortcomings identified in available benchmark
frameworks, while offering simplicity in extensibility to add new blockchains or define new work-

loads.

5.2.1 Principles

To provide a usable benchmark framework capable of fair, accurate evaluations, alongside pro-
viding solutions to hindrances identified in other benchmark frameworks, the following design

principles were adopted:

(i) Distributed Load Generation. Ensure that the benchmark framework is not bottle-
necked by performance of the client machines. It should have multiple machines orches-
trated to provide distributed load. To safeguard accurate measurement that represents
realistic blockchain performance, requests are presented from a distributed set of machines,

aiming for accuracy, but allowing variety in environmental setups.

(ii) Pregenerated Load. Generate all information for the benchmark prior to interaction
under a timed execution. To remove overheads of cryptographic processing during timed
periods, all transaction signing and cryptographic processing should be done prior to
the benchmark. A generation phase is presented such that all transactions and compute
intensive tasks are performed before the timed execution has begun to limit any influence

of machine capabilities on the calculations of throughput.

(iii) Extensibility. Provide ease of integration for future blockchain systems, enabling more
input to fair comparison of systems. A simple, modular design is presented which allows

new blockchains to be integrated and compared.

(iv) Dynamic Load. Generate variable request rates that reflect realistic behaviour patterns.
Many blockchain benchmarks provide support for static request rates, or following a simple
curve. The goal is to present load behaviour that mimics application request behaviour,

so variability in the request over time and locality of load must be supported.

(v) Easy Workload Definition. Provide flexibility and ease of use to define new workloads,
making it accessible for application designers and developers to accurately measure the

suitability of different blockchains to their application.

(vi) Simple Communication. Limit requirements for misleading overheads, like container-
isation or coordination services. Coordination is performed through simple message ex-
changes between the Primary and the Secondaries, removing any requirement for external

tools.
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Figure 5.2: D1ABLO individual transaction latencies displayed over time for running the Twitter
Experiment (Section 5.4). The x-axis displays the duration of the benchmark as a timeseries,
corresponding to the initial request time of the transaction, and the y-axis denotes the latency
in seconds. This data helps to identify slow-running machines, or, anomalous behaviour, such

as Collachain having a slower secondary in this experiment run.

5.2.2 DI1ABLO Primary

The Primary is the conductor machine of the benchmark, responsible for orchestrating timing
and operations throughout the benchmark execution. Its main function is to generate and dis-
tribute workload data to the secondary machines, communicating by sending commands to start
the benchmark and, upon completion, retrieve the results and aggregate the data. The Primary
hosts the communication server to which all secondary machines connect, communicating over
TCP by sending commands and retrieving responses. The responses indicate success or failure
of the operation on the distributed set of secondary machines, while also providing user-friendly

messages for identifying errors or debugging.

Workload generator

Each blockchain integration requires the implementation of a workload generator. The sole re-
sponsibility of the workload generator is to parse information from the configuration files, such
as transaction metadata, total transactions, or functions to execute, generating workload data

in a format usable by the blockchain system under test. The generation phase also provides an
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initialisation step to deploy contract code on the chain if required. Alternatively, if the contract
is already deployed, by specifying in the configuration, it will skip this step. Often this generator
will interact directly with the blockchain system under test, requesting information that is used
throughout the workload generation. Such information can be: chain identifying information,
transaction parameters, account details, or any vital information that is required to generate
and format the workload in a way that it can be submitted directly to the blockchain with

minimal computational requirement during the benchmark.

The workload generator is specified per blockchain implementation, as it covers the unique
aspects that form a request to the blockchain. The workload generator takes as input the
configuration files, and will output workloads split for each thread and each secondary for them

to execute.

Result handler

Once the DIABLO Secondary machines have signalled completion of the benchmark, the Pri-
mary will request to retrieve all the results for calculation and aggregation. At this point, all
results are passed to the result handler on the Primary machine, which aggregates and for-
mats output to usable information in a JSON format. The result handler not only provides
a central location to collect, aggregate and perform calculations on the information, it also
standardises the way information is represented across all blockchains, facilitating easy compar-
isons and visualisations. The obtained results not only indicate the performance of the overall
system under consideration, but provide information from the perspective of each DIABLO sec-
ondary. Figure 5.2 presents an example of the granularity of data available, showing that each
transaction request time can be seen individually and grouped by each thread or secondary.
This fine-grained information about per-machine perspectives, such as transaction latency and
throughput, is instrumental for identifying slow performing machines and their impact on the

overall performance.

5.2.3 DIABLO Secondary

Secondaries are responsible for communicating directly with the blockchain under test using a
blockchain client interface. Each secondary has the ability to have a number of worker threads
running in parallel, allowing further concurrent sending of transactions from the source machine.
Secondary machines individually connect to the DIABLO Primary, awaiting the appropriate
commands and data to start the benchmark execution. Upon initialisation, each secondary
connects to the primary and is allocated a unique identifier which not only distinguishes its
results, but denotes which blockchain node it should connect to as the main blockchain node.
Each of the Secondary’s threads is a separate instance of the blockchain interface, connecting to
the blockchain under test and interacting within its own work loop. It comprises of two major
components, the Workload Handler, responsible for managing and directing the flow of the
benchmark on each secondary, and the Client Interface, which is used to connect and interact
with the blockchain.
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type BlockchainInterface interface {
// Provides the client with the 1list of all hosts
Init (chainConfig *configs.ChainConfig)

// Finishes up and performs any post-benchmark operations.

1

2

3

4

5 Cleanup () results.Results

6 // Start handles the starting aspects of the benchmark

7  Start ()

8 // Handles the workload, converts the bytes transactions.

9 // This parses the worker’s workload into transactions

10 ParseWorkload (workload workloadgenerators.WorkerThreadWorkload)
11 ([J[]interface{}, error)

12 // Connects to one blockchain node as primary

13 ConnectOne (id int) error

14 // ConnectAll connects to all nodes given in the hosts

15 ConnectAll (primaryID int) error

16 // DeploySmartContract deploys the smart contract

17 // Returns the address of the contract

18 DeploySmartContract (tx interface{}) (interface{}, error)

19 // SendRawTransactions sends the raw transaction bytes

20 // It is safe to assume that these bytes will be formatted.
21 SendRawTransaction(tx interface{}) error

22 // Get Tx Done returns the number of transactions completed
23 // This is already implemented with the GenericInterface

24  GetTxDone () uint64

25 // SetWindow sets the transaction window

26 // Used for the throughput over time calculations.

27  SetWindow (window int)

28 // Close the connection to the blockchain node

29  Close()

Figure 5.3: DIABLO client interface for generic blockchain usages.

Workload handler

The workload handler manages the distribution of workload information to worker threads
running on the secondary machine and coordinates the execution of the benchmark on the
machine. The handler is responsible for initialising worker threads, setting up interval schedules
and operating the worker loops to perform the benchmark. After completion, the workload

handler aggregates the results which will be sent to the DIABLO Primary upon request.

Client interface

For the sake of modularity, and similar to the workload generator, each blockchain integration
requires the implementation of a generic blockchain interface, allowing DIABLO to support basic

operations and interact with the blockchain system under test. The client interface is the key
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1 name: "sample benchmark config"
2 description: "A description"
3 secondaries: 2
4 threads: 1 —
7]
5 bench: g
. o
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@
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11 16: 50 seconds
12 16: 20
13 25: 30

Figure 5.4: Sample benchmark configuration for simple transaction workload curve definition.

to modularity and ease of integration in DIABLO. The interface is depicted in Figure 5.3. It
integrates the vital functionality abstracted from the benchmark flow, making it possible to
perform various actions, such as connecting to a node or sending transactions. The client inter-
face specifies how the transaction lifestyle is executed, by submitting the request and waiting
for the appropriate event to ensure the transaction has been committed. To provide a generic
abstraction, but still gain critical metrics, the client interface will indicate when a transaction
has been requested and committed, generating the results that will be passed to the workload
handler and therefore forwarded to the Primary. The motivation behind this is the variety in

blockchain transaction lifestyles and the definition of a committed transaction.

5.3 DIABLO configurations

Core to the design of DIABLO is the utilisation of configuration files to provide simplicity and
flexibility when operating benchmarks. Defining a benchmark workload therefore consists of
two fundamental aspects: (i) defining the workload pattern as request intensity and timing
and (ii) defining the experimental information denoting the configuration of machines as access
points to interact with the blockchain network. Thus, DIABLO provides two configuration files
to specify each of these characteristics, the benchmark configuration and the chain configuration,

making it trivial to define what is being tested as well as trivial to understand result datasets.

5.3.1 Benchmark configuration

The benchmark configuration is fundamental in the operation of DIABLO, defining the work-
load request pattern as well as all crucial aspects of how the benchmark is executed. It contains
general information of the benchmark, such as name and description, as well as the number

of DIABLO secondaries and worker threads. The principle innovation lies in the definition of
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the request pattern to emulate various application behaviours. To define a workload curve, the
benchmark configuration has a timeseries representation of the transaction request intensity,
showing the change in request intensity over time. As depicted in Figure 5.4, the transaction
request curve is defined with per-second granularity, allowing a dynamic intensity of requests.
This gives rise to importing real-world request curves obtained through timeseries datasets ob-

served or captured in other systems, or, programmatically designed.

The benchmark configuration also details vital transaction information, containing the func-
tion calls, data types and values of what is passed into the function being invoked. The bench-

mark configuration currently supports three benchmark types:

1) simple. Denoting simple asset transfers, used to represent a coin transfer or a basic
interaction on the chain for those chains who do not support scripts or smart contracts.
It represents transactions transferring a “value” from one account to another. As shown

in Figure 5.4, it requires minimal configuration.

2) contract. Indicates a contract-based workload that interacts with a smart contract with
the functions provided. These workload types contain a number of functions that interact
directly with the contract. The contract workload defines the functions that are to be
called, as well as the parameters as input and the type of transaction. The transaction
type is either a write transaction, where it invokes a function that will perform an update
on state, or a read transaction, also referred to as a “request”, that will call the blockchain
node to obtain or operate on information stored in the state. An example of a contract

configuration is presented for the experimental evaluation in Section 5.4.

3) premade. If further complexity is required, such as varied or pre-defined input of function
calls or unbalanced load generation from secondaries, the benchmark configuration also
specifies a premade workload. The premade workload references a preconfigured exter-
nal file containing all transaction information and distribution of requests per secondary,
allowing the work and intensity to be heterogeneous on each machine. This not only
allows more fine-grained tuning of the workload, it facilitates the use of exact replicas
of datasets running on DIABLO. The premade data is defined through a generic JSON
structure passed into the workload generator, which in turn is formatted and parsed to

useful information for the blockchain under test.

The abstract notation and flexibility in the benchmark configuration provides channels for
extensibility, as the workload generator defined for each blockchain can convert the information

in the configuration to usable transactions.

5.3.2 Chain configuration

The chain configuration comprises of two critical aspects: the blockchain information and the
account information that denote how the benchmark will interact. Examples are depicted in

Figure 5.5. The blockchain component defines the location of each blockchain node used in
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1 name: "fabric"
2 nodes:
3 - 127.0.0.1:9051

1 name: "ethereum"

) 4 - 127.0.0.1:100561

2 window: 12
5 - 127.0.0.1:11051

3 nodes:
6 extra:

4 - 127.0.0.1:8545
7 - label: "appUser"

5 - 127.0.0.1:8546
8 mspID: "OrglMSP"

6 - 127.0.0.1:8547
9 cert:

7 keys:
10

8 - address: "Ox3feb512.."

. 11 key:

9 private: "O0x4019ff.."
12
13 localHost: "true"
14 channelName: "mychannel"

(a) Simple Chain Configuration where nodes denote (b) Hyperledger Fabric additional config

blockchain nodes

Figure 5.5: Example DIABLO chain configurations.

the benchmark, specifying the address and port that will be used in the communication. It
also defines the window for the blockchain, which denotes the period that transaction commits
are expected, making fairer calculations of transactions per second. For example, the window
for Ethereum public blockchain is 12 seconds expressing that a block will arrive every 12 sec-
onds. Finally, DIABLO assumes that a list of accounts are provided through the benchmark
configuration, as depicted in Figure 5.5a and these accounts are funded to perform all required
requests. The unique aspect of this configuration is that the modular design allows extra data
to be defined in a way that can be interpreted by each blockchain integration, as demonstrated
in Figure 5.5b. For example, if a specific blockchain requires additional key material or specific
configuration requirements, it can be defined in the chain configuration and integrated through

the related workload generator and client interface.

5.4 Experimental evaluation

A number of experiments with DIABLO were performed to (1) evaluate the functionality of our
benchmark, observing the quality of results returned, and (2) identify the suitability for block-
chains to application-based workloads. The workloads range from datasets obtained through
real-world applications to fully synthetic workloads, used to evaluate the performance of block-
chains under varying conditions as well as evaluate the effectiveness of DIABLO in executing
these benchmarks. All experiments were performed with 5 repetitions and results aggregated

and averaged to formulate the reported results.
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5.4.1 Setup

A total of four unique workloads were performed, as depicted in Table 5.2, against a variety of
blockchains shown in Table 5.1. Intentionally, blockchains of different guarantees were selected
and classified in three groups: the Crash Fault Tolerant (CFT) blockchains that only tolerate
crash failures where n > 2f; the Byzantine Fault Tolerant (BFT) ones that can tolerate n > 3 f
Byzantine failures; and Proof-of-Authority (PoA) blockchains that can tolerate some Byzantine
failures as long as all message delays take less than a known and bounded time [191] (i.e. these

latter blockchains assume synchrony).

Cloud infrastructure

All experiments were performed on a local OpenStack [264] cluster, where all virtual ma-
chines are connected through a virtual network distributed over 4 host machines. The inbuilt
“ml.xlarge” instance was utilised, having 8 vCPUs and 16GB Memory for distributed experi-
ments. A case study was also conducted using local experiments through a local Docker swarm
on a “ch.2xlarge” instance having 8 vCPUs, 16GB RAM and 700GB disk.

Blockchains

Three subsets of blockchains were selected to be evaluated. The setup tailored for each set of

blockchains will now be described.

o PoA Blockchains. Geth’s Clique [120] and OpenEthereum’s AuRA [119] were chosen
with a set of predefined validators selected to seal each block, one at a time in a round-robin
style fashion. Since both algorithms claim Byzantine tolerance, the network consisted of
four blockchain nodes, each participating as an elected sealer. The period between blocks
was set to 1 second for optimal throughput, even though it is not recommended? for larger
networks [265]. DIABLO interacts with these blockchains using a WebSocket JSON RPC?,
submitting transactions through a request, subscribing to new block events to confirm the

existence of a transaction when receiving the block header information.

o BFT Blockchains. The selected blockchains include Quorum [55] running the Istanbul
Byzantine Fault Tolerance (IBFT) [150] consensus, and Collachain, a blockchain running
Ethereum with consensus and designs based on the Red Belly Blockchain. Both blockchain
networks consisted of four blockchain nodes, to ensure that the threshold of n > 3f was
reached. Just as PoA blockchains, as these blockchains are both Ethereum adaptations,
they are accessed using the WebSocket JSON RPC, subscribing to blocks to inform of
the transaction commit status. In Quorum, the blocks are appended after a configured
period (1 second), in which the elected blockchain nodes agree on the proposed block.
Collachain, on the other hand, uses DBFT [51] and appends new blocks when necessary,

after a timeout or block threshold had been reached.

31t is recommended to have larger block times to ensure block propagation to the entire network, but for

maximal throughput on a small network, smaller blocks were chosen.
‘Documentation Available Online: https://eth.wiki/json-rpc/APT
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Figure 5.6: Visualisation of the NASDAQ workload request rate timeseries.

o CFT Blockchains. Both blockchains, Quorum and HyperLedger Fabric v2.2LTS [172,
171], were deployed using the RAFT [266] consensus algorithm. Quorum was deployed
using a three blockchain node cluster to participate in the RAFT consensus, whereas
Fabric was deployed with three orderers and three peers connected in a single channel
across two organisations. Quorum’s consensus is set to propose blocks after a configured
time period (1 second), where Hyperledger Fabric appends blocks after a default timeout
or threshold of transactions had been reached. Quorum supports the WebSocket API
defined through the Ethereum node. Fabric’s Golang API supports the functionality to

submit transactions and observe the commit through a channel.

5.4.2 ‘Workloads

Four workloads of varying behaviour were selected to investigate the suitability of blockchains.
These workloads sources range from real-world application data to fully synthetic tuned data

to provide key insights for varying application behaviours.

Real World: NASDAQ

Primary behaviour observed in current blockchains is the interaction and hosting of exchanges to
transfer coins and tokens. Further blockchain integration looks to achieve performance offered
by current centralised systems. A Decentralised Exchange (DEX) is an exchange deployed
on the blockchain where all trades, listings and transfers occur through interaction with the
smart contract by invoking the relevant functions. This workload featured information observed
directly from the centralised NASDAQ exchange’, following the request pattern obtained from
the number of trades in a per-second granularity. Figure 5.6 depicts a visualisation of the
request rate observed and used as input to the benchmark workload. The contract in use

for the benchmark was a simplification heavily derived from the Maker simple market®. This

5The National Association of Securities Dealers Automated Quotations exchange.
5Sourced from: https://github.com/daifoundation/maker-otc
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1 func (s *SmartContract) Tweet (
modifier checklen(string memory data) { 2 ctx contractapi
require (bytes (data).length <= maxlen, 3 .TransactionContextInterface,
"tweet too large"); 4 message string, owner string) error {
-3 5 if len(message) > MaxLen {
} 6 return fmt.Errorf (
function tweet(string memory data) 7 "tweet too large, \Lv",
public checklen(data) { 8 len(message))
tweets [msg.sender] = data; 9 }
emit NewTweet (msg.sender, data); 10 b := [lbyte(message)
} 11 return ctx.GetStub().PutState (owner, b)
12 3%

(c) Twitter Solidity Code
(d) Twitter Chaincode

Figure 5.7: Twitter workload represented in the DIABLO benchmark.

workload aimed to bring the behavioural pattern observed on a real-world centralised stock

exchange to the decentralised exchanges available today.

Semi-Synthetic: Twitter

Microblogging, social media and instant messaging are increasingly popular applications both
on-chain, for example Status.im’ or AKASHA®, and off chain including Twitter, WhatsApp
and Instagram. While handling constant requests is attractive for most use-cases, unexpected
bursts may occur throughput operation leading to unknown behaviour. Vital information about
system stability and recovery can be obtained by simulating and experimenting such patterns.
This workload was based from a Twitter “tweets per second” record that was set in 2013 during

the airing of “Castle in the Sky” in Japan [267], where information was available online. This

" Available online: https://status.im/.
8 Available online: https://akasha.org/about/.
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Figure 5.8: DIABLO throughput timeseries results, where the dashed red line represents the

request rate.

workload features a constant stream of input with a one second peak 25 times greater than
the average, providing an application workload where a burst of requests is sent. Initially
this workload featured an average of 5,700 tweets per second, with a peak of 143,199 for
one second. While DIABLO had no difficulty generating and handling the workload, it was
necessary to make concessions due to hardware limitations, thus smaller percentages of the
workload were performed in the experimental evaluation. Figure 5.7 displays the configuration
and visual representation of the workload configuration used for the 5% workload. Figure 5.7¢
and Figure 5.7d provide code snippets of the smart contract code executed on the chain to

facilitate the simulation of basic microblogging.

Synthetic: static request rates (Tunable)

Many applications integrated into businesses will contribute a factor of a consistent request rate
of varying intensity. The fully synthetic workload was used as a benchmark to help identify
the performance of blockchains under constant transaction per second for a defined period of
time. This not only helped to identify characteristics of different blockchains, but also revealed
information about the stability and performance of DIABLO. 5 iterations of each experiment
were performed, calculating the average and variance for each experiment. The first experiment
request rate started at 50 TPS for a duration of 150 seconds. FEach experiment incremented the
TPS by 25, eventually reaching 975 TPS as the final experiment.
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5.4.3 Performance comparison

The overall performance comparison measures two axes: throughput, a measure of the number of
transactions committed over time, and latency, measured as the time taken from the transaction
request to it being acknowledged as committed in a block. The throughput over time is depicted
as a timeseries for each application. Then, the latency of each system is described through a
Cumulative Distribution Function (CDF) of these workloads.

Throughput

Figure 5.8 depicts the throughput of all blockchains — computed over a one-second sliding
time window — as time elapses during the workload. Each column indicates the result of each
application workload, NASDAQ, Twitter and Tunable, whereas the rows represent the groups of
blockchains for direct visual comparison. The first observation is that all blockchains offer vari-
able throughput while experiencing request behaviours of the exchange application, seemingly
responding to the changes of request rates. The Microblogging workload, with a sudden burst of
transactions, seems to have disruptive effects on all blockchains as they try to recover from the
intensity of requests experienced. Finally, all blockchains show a steady throughput during the
tunable workload, however, it can be seen that some blockchains experience periods of spiked
throughput. In particular, Collachain exhibits a variable throughput as the proposal timeout
and limit is reached and transactions are committed in batches, indicating opportunities to gain
performance by tuning settings. The request rate in each of the workloads are represented by

a dashed red line, followed closely by the throughput of each blockchain.

It is observed that in all applications, based on throughput alone, the results of Go-
Ethereum’s PoA implementation (Clique) outperforms that of OpenEthereum, indicating that
Go-Ethereum performs generally better. This observation will be confirmed through the in-
vestigation of latency below. Interestingly, it is observed that some blockchains start losing
requests under high load. This is the case of Quorum-IBFT under the Twitter workload. As
the throughput drops to zero and it is confirmed that some of these requests were lost and
returned errors. This is seemingly due to the contention induced by the burst of requests gener-
ated in the workload, which exceeds the capacity of Quorum-IBFT in this experimental setup.
Quorum-RAFT and Hyperledger Fabric offer seemingly comparable results, even if Quorum-
RAFT is at times faster. Later it is explained that this is a repercussion of the experimental

settings and cannot be generalised for all settings.

Latency

Figure 5.9 depict the CDF of latencies experienced during the workload execution of the ap-
plications. As before, each column indicates the results for the application, whereas the rows
group the blockchains into PoA, CFT and BFT. At first glance, it appears that there is large
variation between transactions across most settings. This is due to the experimental settings

and duration of the experiments. In particular, it is demonstrated that PoA blockchains have
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Figure 5.9: DIABLO cumulative distribution functions (CDFs) of the latency.

in general a larger latency than the CFT and BFT blockchains. OpenEthereum’s AuRA and
Quorum-IBFT experience request drops during workload executions, hence the reason why the
latency probability never achieves 100%. In particular, the graphs displayed in the Twitter
column indicate that OpenEthereum, Go-Ethereum and Quorum-IBFT all experience request
losses due to high contention bursts, confirming the throughput drop experienced for Quorum-
IBFT in Figure 5.8. In contrast, Collachain does not experience losses under bursts, however,

the latency increases rapidly.

Overview

Through the experimental analysis, there are key takeaways for identifying suitable blockchains
for application workloads. However, it is vital to understand deployment environments, as
decisions of fault tolerance and networking will provide strict requirements to influence the final

decision.

NASDAQ. The experimental results highlight that the throughput of CFT and BFT block-
chains are responsive to exchange-like request patterns. However, the latency results highlight
that Quorum-RAFT is the most suitable as it provides a latency CDF of sub 1 second, while
displaying dynamic throughput matching request patterns. Similarly, both Quorum-IBFT and
Collachain provide 1 second or lower latency, showing that if Byzantine faults are present
then Collachain would be the most suitable blockchain. Geth Clique also displays comparable
throughput and latency, but has a distinct shift in throughput which is evident in the slightly
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Figure 5.10: The BFT and CFT versions of Quorum.

increased latency when compared to Collachain or Quorum.

Twitter. In thisexperiment, an anomalous burst of requests was experienced, which highlights
a systems ability to recover from intense stress. The throughput results show that Quorum-
IBFT struggles to recover, whereas Collachain recovers over time with lasting effects. For
tolerating Byzantine faults, Collachain would be the most appropriate blockchain, as it presents
throughput that handles the request rates, while also providing a sub 25 second latency when
processing such large bursts. Quorum-RAFT presents similar results, showing quick recovery in
the system but provides sub 10 second latency, making it an attractive candidate for behaviours

of this sort.

Tunable. The Tunable workload provided a constant request rate of 250 transactions per sec-
ond. This highlights a systems ability to maintain performance for ongoing transactions. Both
Quorum integrations, IBFT and RAFT, offer similar performance, maintaining performance
over the duration of the workload. Similarly, Collachain offers a maintained performance com-
parable to Quorum-IBFT but shows evidence of periods where threshold-based proposals were

not met.

5.5 Observation: The impact of fault tolerance

In order to assess the inherent costs of tolerating Byzantine faults, the performance of Quorum
was investigated. Quorum offers a unique perspective in which it provides an implementation
of two consensus mechanisms on the same architecture, namely BFT consensus using Quorum-
IBFT that tolerates Byzantine faults and CFT consensus using Quorum-RAFT that can only
tolerate crash faults. This facilitates direct evaluation of the cost of tolerating Byzantine faults,

as the differences in systems are restricted to the consensus, due to the foundation of Ethereum
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Figure 5.11: Throughput and Latency comparison of Hyperledger Fabric and Quorum-RAFT

in workloads that vary contention percentages.

being used the same way across the varying consensus implementations. Not only does this pro-
vide valid constraints to evaluations, it allows for exploration into workloads where differences
in Byzantine Fault Tolerance against Crash Fault Tolerance can be highlighted. Figure 5.10
shows the difference in performance between the BFT and CFT versions of Quorum, Quorum-
IBFT and Quorum-RAFT. In particular, the graph indicates the evolution of latency as higher
throughput is reached.

It can be seen that tolerating Byzantine faults requires additional mechanisms that impact
the overall performance of the system. This performance difference is evident not only in lower
throughput environments but has adverse effects at higher request rates as Quorum-IBFT was
unable to handle requests and began failing. Therefore, it is critical to analyse the use case and
environment when selecting a blockchain for application use, as tolerating Byzantine faults may

lead to system instability with high request behaviour.

5.6 Exploring the impact of contention

Figure 5.11 depicts the throughput and latency of Hyperledger Fabric and Quorum-RAFT. The
workload curve is a low constant send rate of 20 transactions per second with a duration of 30
seconds. The workload is purposefully very simple to showcase that transaction conflicts may
arise even in low arrival rate situations. The contention percentage denotes the percentage of

transactions which modify the same asset.

5.6.1 Drawbacks of speculative executions

As a permissioned blockchain, Hyperledger Fabric can provide parallel pre-ordered transaction

execution on a subset of network nodes (subset defined by the endorsing policy). However,
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a model that executes each transaction in parallel is inherently unable to detect transaction

conflicts (e.g., concurrent modifications of a same asset) during execution.

As an example, suppose the system can support a maximal throughput of 1000 transactions
per second with a maximum of 100 transactions per block. Given 20 transactions out of the
100 in the same block attempt to modify the same asset, only 1 will be executed and deemed
“valid”, resulting in 19 failed transactions. Subsequently, if the clients of the rejected trans-
actions attempt to re-execute their transaction, it will add 19 more conflicting transactions to
the following block. This cascading effect can eventually lead to more conflicting transactions
being proposed as a re-execution of a failed outcome. Moreover, with cumulative re-execution,
the number of aborted transactions grows linearly until it surpasses the throughput of the sys-
tem. Thus, if clients re-execute invalid transactions as their default behaviour, it will effectively

become an unintentional Denial-of-Service attack on the blockchain [268].

Although the idea of re-executing transactions was proposed to bypass this limitation, it ap-
pears that such solutions are not ready for production as they are not durable. FastFabric [232]
improves over Hyperledger Fabric, achieving 20, 000 transactions per second throughput. It fea-
tures optimisations that replace the state database with a hash table, storing blocks in separate
servers and separating the committing and endorsing peers on separate servers. This allows for
parallel validation of the transaction headers as well as caching the unmarshalled blocks. XOX-
Fabric [268] builds upon FastFabric by going a step further, introducing additional execution
steps to enable correct performance even in the presence of contentious workloads. In a later
paper, however, FastFabric was mentioned to feature “optimisations [that] are not practical
for a production environment [...] there is no disk IO which is not suitable for a production
setup” [269]. XOX seems to be a complicated solution to a specific use-case that may not be

frequently encountered if designed carefully.

5.6.2 Benefits of pessimistic executions

Most blockchains, including Collachain, Ethereum, Quorum, execute transactions pessimisti-
cally, ordering transactions before executing them. The focus here is on Quorum-RAFT that is
crash fault tolerant and can thus be compared directly with Hyperledger Fabric running RAFT.
Quorum-RAFT, being a fork of Geth, implements an order-ezecute’ pattern in its transaction
flow. Therefore, even under fully contentious workloads, it is not susceptible to transaction
conflicts as every node in the network will execute the transactions in the same order. Every
blockchain node should thus end with the same results (as long as the smart contract is determin-
istic). As a result, the performance of these blockchains should not be affected by the example
mentioned above. In particular, Figure 5.11 shows that the performance of Quorum-RAFT is

stable in this workload, no matter the contention percentage.

90rder-execute occurs when transactions are ordered into a block prior to the entire execution.
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Figure 5.12: D1ABLO Aviation workload requests visualisation of the Non-Homogeneous Poisson
Process. The duration of three minutes presents three overall peaks in requests. The variation

of intensity includes 100, 200 and 300 transactions per second.

5.7 Case study: Aviation parts

Blockchains have attracted the attention of supply-chain industries, especially for sourcing and
trading between vendors while tracking quality and handling. The Aviation workload was heav-
ily influenced by the Fabric Honeywell Case Study [270], which depicts an online marketplace
for aviation parts. This workload introduces an environment that requires both throughput and

latency to be optimal.

Since the aviation industry is heavily regulated, sales in the U.S. require certification from
the U.S. Federal Aviation Administration and other agencies. Each part must be carefully
documented with a complete history of its ownership, use, and repairs. Therefore, facilitating
online purchasing of aircraft parts in an Amazon-style online store requires significant trust and
processes in place to comply with regulations. This can be facilitated through a trusted ledger
employing data integrity and anti-counterfeit measures, which enables the tracking of the entire
life-cycle of a part, including its current and previous owners. Because aircraft pieces are large
and expensive, deals tend to be made through purchase orders and not simple online or credit
payments. For users to be confident in their purchase, each order is stored indefinitely on the

ledger to provide traceability. The corresponding smart contract provides 3 core functions:

o CreatePart() which creates an aviation part and adds it to the ledger.

o QueryByOwner() which queries all parts owned by a certain owner. Depending on the

smart contract language, this may not be easily implemented.

o TransferPart() which transfers an aviation part from owner to a new one by modifying the
owner field of the part, adding a purchase order onto the ledger to provide traceability of

the aviation part.

Due to the availability of the Honeywell data, a number of behaviour requests were syn-

thesised following a Non-Homogeneous Poisson Process (NHPP) it is believed this best fits a
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Figure 5.13: Average throughput and latency of the aviation workloads. “100”, “200” and “300”
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behaviour pattern expected from a service of this type [271]. The assumption made here is
that the intensity (mean arrival per second) of the Poisson process changes with a cubic rate
as a function of time. The justification behind this assumption is that it mimics the very quick
change in traffic between peak hour (e.g. day time just after work) and quiet hour (e.g. night
time). Here it was scaled down to minutes for benchmarking purposes but the justification
remains the same. It can be noted that the curve stays at its peak for 6 seconds before going
down. Figure 5.12 shows a visual representation of the experiments performed for the Aviation
workload.

These experiments were performed using a local Docker swarm using Hyperledger Fabric
and Quorum-RAFT. In these experiments, both (i) the number of peaks and duration of the
tests, and (ii) the intensity of the peaks were modified. This results in 9 different workloads,
where the length (1, 2, or 3 minutes) and the peak intensity of the Poisson Process (100, 200, or
250) were combined to generate requests. The transactions invocations are made up of 50% Cre-
atePart(), 25% QueryByOwner() and 25% TransferPart(). Each experiment was repeated three

times and the results display the averages over the repetitions.

Figure 5.13 shows the average throughput and latency for each experiment. It was observed

that the length of the workload had little impact on the average overall throughput and latency
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Table 5.3: A comparison of benchmark frameworks. Caliper presents current work to distributed
benchmarking requiring Zookeeper, whereas others work from a single source. However, DIABLO
differs from Blockbench which provides a rigid design that supports microbenchmarking of
individual components but requires significant investment in implementation for integration of

new blockchains.

ChainHammer [48] ‘ Caliper [47] ‘ Blockbench [50] ‘ DiaBLO

*

Blockchain extensibility X v v v
Workload extensibility X e X v
Distributed clients X /i X v
Pregenerated Load X X v v

Limited Coordination Overhead v X v v
Microbenchmark X X v X

* Requires significant implementation for integration of extended components
¥ Currently under development

 Limitations with workflow, expects contracts and implementation of rate limiters.

but intensity was the key factor, as expected. In the 100 request rate peak, Hyperledger Fabric
achieves marginally higher throughput but experiences a higher latency. The majority of the
transactions for both Hyperledger Fabric and Quorum-RAFT at this request rate were sub 1
second, as shown in Figure 5.13b, and sustained a consistent throughput and latency for the
experimental reruns. In experiments with higher request rates, although Quorum provides simi-
lar throughput, the average latency drastically increases, whereas Hyperledger Fabric maintains

almost constant latency.

These experimental results highlight the importance of experimental setups, as Hyperledger
Fabric seems to outperform Quorum in a low latency network, such as a local Docker swarm,

whereas experiments in Section 5.4 show varying results.

5.8 Summary

It is no surprise that benchmarking and performance evaluation has captured the interest of
many, assisting in understanding the vast array of blockchains available today. Accurate perfor-
mance measurement and evaluation is vital in the identification of advantages and challenges of
different systems and their suitability to various use cases. Unfortunately, however, a majority
of the results available to the public are released through non peer-reviewed channels, often
through blogs, social posts or whitepapers where evaluations are tailored for optimal conditions
with hidden details.

Although solutions exist [47, 48, 50, 175, 173] for comparing blockchains, they often ex-

perience drawbacks as a consequence of early design decisions. Three major concerns faced
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by current implementations have been identified: (1) the lack of distributed load generation,
resulting in misleading results due to client machine-level bottlenecks, (2) misleading overheads
caused by various infrastructure integrations, and (3) cryptographic processing during timed

periods, such as transaction signing, causing miscalculations in the measure of throughput.

In this chapter, we presented DIABLO, a distributed blockchain benchmark framework that
solves hindrances that effect other available benchmark frameworks, as summarised in Table 5.3.
An analysis was then performed on three groups of blockchains, namely (i) Crash Fault Toler-
ant (CFT), consisting of Quorum-RAFT [55] and Hyperledger Fabric [172, 171], (ii) Byzantine
Fault Tolerant, consisting of Collachain and Quorum-IBFT [150] and (iii) Proof-of-Authority
offered by Go-Ethereum’s Clique [120] and OpenEthereum’s Aura [119].

Di1aBLO offers an easily extensible benchmark with support for real-world application-level
benchmark workloads. By adhering to a modular design, DIABLO presents a system where new
blockchains can be easily integrated through implementing two interfaces: a client interface for
interactions and basic metrics; and a workload generator to format and generate workload infor-
mation. The ability to provide a distributed, dynamic workload allows imitation of application
behaviour, facilitating comparisons of blockchains against workloads they will experience in
deployment. This provides application developers with insight into how their applications will
behave on different systems, while informing blockchain developers about bottlenecks in their
designs. Future direction presents two opportunities, leading to the evaluation of new blockchain
systems, as well as integrating more workloads to assist in the selection of blockchains under
varying application environments. This will also entail future integrations of simulated faults,
such as crash or Byzantine faults, to measure a systems performance under these respective

scenarios.

A comparison of six blockchains under three different workloads and a case study was pre-
sented, providing throughput and latency comparisons across blockchains. It is observed that
a burst of intensity will have lasting effects on most blockchains, as they recover from numer-
ous connections and requests. Specifically, Go-Ethereum, Quorum-IBFT and OpenEthereum
fail to recover correctly. It is also observed that, when comparing the CFT and BFT variants
of Quorum, handling Byzantine faults leads to higher latency on average and may affect the
total throughput, refining the notion that selecting an appropriate blockchain heavily relies on

a thorough understanding of the requirements set out by the deployment environment.
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Conclusion

In this dissertation, we have presented our contributions to the global effort of achieving secure,
high performance blockchains. The overlaying notion of this dissertation is identifying concepts
and components that contribute to safety and performance, both relying on meticulous analysis.
A number of weaknesses have been identified [28, 29, 30, 31, 32, 33, 34, 35, 36], targeting various
components of the blockchain based on design choices and assumptions that prove challenging
in practice. Identification of these weaknesses has paved the way for numerous blockchain vari-
ants, all aiming to improve on shortcomings or extend beyond the original specifications set
out by Bitcoin. However, this added considerable complexity to understanding blockchains,
as each variant offers new perspectives of components, assumptions and completely revitalised
models that are tailored for specific environments. As these new blockchains are commonly
released through blog posts, whitepapers or social channels, specific details remain hidden by

abstractions or implications that are not clearly stated.

The core research objective was to design a secure, high performance blockchain, which can
be broken into two streams — secure implies correctness and safety against known weaknesses
and attacks, whereas performance implies qualities such as throughput, latency and scalability
requiring both theoretical and experimental evaluation and comparison. This dissertation pre-
sented fundamental contributions to achieve the objective of a secure, high performance block-
chain demonstrated through the Red Belly Blockchain. First, we evaluated the assumptions of
blockchains, presenting the Blockchain Anomaly that indicates a weakness in traditional prob-
abilistic blockchain consensus. We developed the Balance Attack, a novel attack that highlights
the dangers of probabilistic consensus with transient forks allowing an adversary to double-spend
when abusing network connectivity amongst subgroups of nodes, demonstrating experimentally
and theoretically the feasibility of such an attack. This motivated our design and implementa-
tion of a secure blockchain, the Red Belly Blockchain, that provides safety against Byzantine
faults and favours consistency over availability, mitigating the risks of the Balance Attack and
Blockchain Anomaly. Finally, to evaluate the performance of the Red Belly Blockchain design,
we performed experimental evaluation and developed a framework, DIABLO, for fair, compar-
ative analysis of blockchains to facilitate insightful evaluations of performance under ranging

experimental conditions tailored for varying application behaviours.
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However, a supplemental backstory of this dissertation, the expeditions and the road to “El
Dorado”, hints at an integral finding that the journey for secure, high performance blockchains
will forever be on-going, searching for the blockchain that provides perfect security and over-
whelming high performance under all conditions, even with the use of ancillary components

such as smart contract executions.

6.1 Outcome of research objectives

Our study presents three key research objectives forming one core objective. These three key
objectives were, in turn, split into several sub-objectives that formulate the process to achieve
the core objective. The outcomes and the contributions that were facilitated through these

research objectives will now be presented.

6.1.1 Objective 1: Investigate weaknesses of blockchain consensus

Objective 1 focused on identifying shortcomings of blockchains, an integral evaluation to use
as motivation as to why secure, high performance blockchains are required. The objective was

split into two sub-objectives, namely:

1.1: To analyse and assess the assumptions of blockchains in the context of their deployment

environments.

1.2: To investigate the strength of consensus in an adversarial scenario.

Sub-Objective 1.1. Analysis of assumptions

Our analysis began by evaluating whitepapers and documentation surrounding the mainstream
blockchains, at the time concentrating on Bitcoin and Ethereum, evaluating the assumptions
stated, or lack thereof. We turned our focus to the consensus, as previous results had indicated
weaknesses surrounding the probabilistic guarantees [77, 79, 29, 30, 31, 32, 33, 34, 210]. Many
of these analyses provide insight into network-related assumptions and the effect of delaying

critical messages.

Blockchain Anomaly Our evaluation of blockchain assumptions and environmental condi-
tions led to the investigation of implicit synchrony assumptions that are misleading for users that
have minimal understanding. We presented the Blockchain Anomaly, demonstrating anoma-
lous behaviour that occurs as a result of a chain reorganisation based on transient forks during
periods of large message delay. It is emphasised that users should understand the guarantees
presented by the blockchain and familiarise themselves with functionality and techniques before

integrating it with critical operations.
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These findings highlight that there are weakness present in the implicit synchrony assump-
tions and probabilistic guarantees adopted by blockchains, specifically targeting blockchains

where transient forks may cause unknown chain reorganisations.

Sub-Objective 1.2. Investigation through adversarial scenario

In our previous sub-objective, we highlighted the effects of probabilistic consensus with fork
resolution, leading to unwanted results during periods of message delays and chain reorganisa-

tions.

The Balance Attack Based on our findings, we developed an attack, where the goal is
an adversary being able to successfully double-spend with high probability. To this end, we
presented our contribution, The Balance Attack, depicting a scenario where an adversary can
double-spend by manipulating the network based on the assumptions. If the adversary can
successfully segregate the network into subgroups, then influence the fork choice rule, they can

double-spend with high probability.

By demonstrating the attack, both theoretically and experimentally, we highlight the im-
pact of probabilistic synchronous consensus that succumbs to forks that can be reorganised.
Although this attack may prove infeasible on the large scale with the Internet, large state ac-
tors or extremely anomalous events, such as country-wide connection issues, may provide vectors

to increase feasibility of performing the attack.

Our conclusion is that safety under these conditions is imperative for critical infrastructure
and business consortiums that may look to use the blockchain as a settlement platform or inte-
grated into their underlying framework. We proposed a solution using an unforkable blockchain,
favouring consistency over availability in the presence of a network segregation providing a more

practical model.

6.1.2 Objective 2: Design and implement a secure, high performance block-
chain

Based on our findings in Objective 1, we tailored a design that provides safety under partial
synchrony, while also offering high performance. To achieve this, the research objective was

divided into two sub-objectives:

2.1: To assess and evaluate current blockchain designs, with a focus on designing a secure,

high performance blockchain.

2.2: To design and develop a blockchain providing high performance that is highly resilient,

especially in adversarial scenarios.

2.8: To analyse and evaluate, experimentally, the performance of the implementation and

competing designs.
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Sub-Objective 2.1. Assessment and evaluation of blockchain designs

Our findings in Objective 1 highlight the importance of practical assumptions. However, design-
ing a blockchain proves difficult due to the complexity hidden in the underlying components.
Identification of appropriate components was integral to provide a system that not only is safe

under these adversarial conditions, but yields potential for high performance.

Deconstruction of Blockchains This prompted us to view the blockchain with a new per-
spective, seeing it as a construction of components, each with varying assumptions and require-
ments that is passes to the others. We proposed the Deconstruction of Blockchains; a dissec-
tion of the blockchain into three key components, namely Membership Selection, Blockchain
Consensus, and Structure, which provides a categorisation of blockchain proposals assisting in
identifying suitable components for the design while reducing the complexity to better under-
stand the landscape. By categorising proposals, we were able to formulate suitable components

to use that match our requirements and guarantees.

The work of DBFT by Crain et al. [51] formed the foundation of the design, as it proposed
a unique view of consensus that was extremely fitting to the blockchain as it was leaderless and
efficient with properties that matched expectations. We also selected to follow the design of a
single, canonical chain proposed by Bitcoin as the core structure to (1) alleviate complexity,
and (2) to provide the consensus with a strict requirement that only one block per index was
required from the consensus, leading to the foundation of forming “superblocks”. Complex
structures, such as DAG proposals, often required high latency to read state, which did not

match performance requirements set in our goals.

Sub-Objective 2.2. Design and development of a secure, high performance block-

chain

We used our investigation of components to form the foundation of the design, where DBFT [51]
provided the fundamental core due to its unique properties fitting our desired requirements.
Our primary focus dealt with the environment where a smaller subset of nodes would be tasked
with consensus, whereas the majority of the network interact by submitting transactions. We
formulated an initial design, however, to perform experimental analysis and understand the

feasibility in practice, an implementation would be required.

Red Belly Blockchain We proposed The Red Belly Blockchain, an unforkable blockchain
that provides safety under the conditions presented in our previous findings. The implemen-
tation amalgamates the designs of consensus and structure to define a proof-of-concept and
working system with the ability to produce blocks across a distributed set of participants, and
process transactions. The key design aspects provide censorship-resistance by combining pro-
posed sets of transactions into a union, forming a superblock, while also lowering the global
CPU wastage through verification sharding. These not only provide performance improve-

ments, as shown in experimental evaluations, but also offer scalability on the order of hundreds
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of consensus participants.

Sub-Objective 2.3. Analysis and experimental evaluation of implementation com-

pared with competitors

To evaluate the effectiveness of our design, we performed experimental analysis in a range of
environments (Section 4.6 and Section 4.7), with an aim to understand the performance bottle-
necks introduced through design choices. Initially, comparisons were made between two consen-
sus implementations, an implementation of PBFT [15] as well as HoneyBadger [144], showing
empirically that our design provided performance improvements to the blockchain and was able
to outperform the comparisons. This experimental analysis also provided results showing that
our design is scalable, in which the performance grows with the number of nodes, and that we
can achieve a peak throughput of 660,000 transactions per second in an optimal environment.
We then implemented an integration of the Red Belly Blockchain in the Hyperledger Caliper
benchmark, providing us with comparative benchmarking to evaluate performance. We showed
that the Red Belly Blockchain can handle requests almost an order of magnitude higher than

some other Byzantine Fault Tolerant blockchains, Quorum-IBFT [55] and Burrow [169].

Our experimental analysis highlighted that our design provides high performance, demon-
strating that the Red Belly Blockchain performs almost three times higher than the closest
competitor. We conclude that the design of the Red Belly Blockchain provides safety and high
performance, as shown both theoretically and experimentally, fulfilling our objective to design

a secure, high performance blockchain.

6.1.3 Objective 3: Compare and evaluate available blockchains to investigate
suitability to applications

Growing interest in the blockchain resulted in the development of number of decentralised
applications. Research Objective 3 was formulated to investigate the performance of various
blockchains under transaction behaviour experienced through application use. To investigate,

we split the objective into three sub-objectives:

3.1: To design, develop and evaluate a benchmark framework to measure blockchain perfor-
mance under real world application workloads, in particular focusing on fair evalua-

tions.

3.2: To evaluate, experimentally, the performance of blockchains through investigation of

real world application workloads.

Sub-Objective 3.1 Design, development and evaluation of a benchmark framework

Our experimental analysis of the Red Belly Blockchain consisted of two evaluations, one from a
self-developed set of experiments, and another from an integration on a platform. Whilst eval-

uating available benchmark frameworks, we identified and resolved a number of shortcomings
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that presented limitations in the ability to benchmark high performance systems, which could

have led to misinterpretations and false conclusions being drawn.

Overall, we identified three key hindrances affecting available benchmark frameworks; (1)
Lack of distributed load generation, since a vast majority consist of requests originating from a
single source, limited by the resources of that machine rather than the blockchain network under
test, (2) Misleading overheads such as infrastructure or containerisation affecting the ability to
accurately capture and measure performance, and (3) Cryptographic processing during time
periods, where transaction generation and signing would be included as part of the benchmark,
leading to throughput being affected by the performance of the benchmark client’s ability to

sign.

We concluded that the frameworks available today would be ill-suited for real world application-
based workloads, as they lack the flexibility to provide dynamic workloads that capture per-
formance metrics on a fair ground. It is imperative to ensure that benchmarking blockchains
capture performance to form a fair basis of comparison, mitigating any limitations induced by
the benchmarking infrastructure. This prompted a need for a benchmark framework that could
accurately capture application-based workloads, providing dynamic request behaviour while

distributing the workload.

DiaBLO To this end, we present our benchmark framework, DIABLO, building upon the short-
comings identified in other frameworks while presenting application-based workloads. DIABLO
provides the capabilities of distributed load generation as well as dynamic transaction request
rates, aiming to fully emulate the environment experienced by blockchains during application
usage. While providing built-in workloads and integration, its modular design allows DApp

designers and blockchain developers to easily integrate and test their ideas.

Sub-Objective 3.2. Evaluation of blockchains in application workloads

Our benchmark framework provided us with the ability to evaluate blockchains under vari-
ous application conditions, using both synthetic and real-world behaviours. A comparison of
three groups of blockchains was presented: (i) Proof-of-Authority, where we test Go-Ethereum’s
Clique [120] and OpenEthereum’s Aura [119], designed for smaller networks or testnets where
delegated authorities generate and propose blocks, (ii) Crash Fault Tolerant blockchains which
include Quorum [55] and Hyperledger Fabric both running RAFT consensus [266], and (iii) Byzan-
tine Fault Tolerant blockchains which includes Quorum running Istanbul BFT [150] and Col-
lachain running DBFT [51] and features from the Red Belly Blockchain (Chapter 4).

Our experimental analysis provided insight into three application workloads and a case study,
highlighting that large bursts of requests have lasting effects as the systems try to recover. We
identified the issues of contention and how speculative executions may suffer when performing

workloads that follow conflicting writes. We also observed that handling Byzantine faults may
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provide security in the system, but has an impact in latency due to the added complexity of

the messaging for the consensus to reach agreement.

We present our benchmark framework, DIABLO, that offers the ability to provide a compara-
tive analysis across blockchains under various application workloads. We conclude by presenting
that handling Byzantine faults may provide security at the cost of latency for messaging, and
that speculative execution may prove problematic in workloads of high contention. We showed
that Go-Ethereum’s Clique performs, on average, better than OpenEthereum under all work-
loads. We highlighted that Quorum’s RAFT provides similar throughput to that of Hyperledger
Fabric, but lower latency in distributed environments, whereas Hyperledger Fabric is influenced
by low latency environments. We also showed that Collachain performs similar to Quorum’s
IBFT integration, but can handle and recover from high bursts of requests, whereas Quorum’s
IBFT struggles. We wish to highlight that selection of an appropriate blockchain requires
the users to understand the requirements of security and in-depth design of the deployment

environment to best provide input to narrow down the selection.

6.2 Future direction

The work presented in this dissertation opens several channels for future research. As blockchain
technology matures, with new proposals emerging frequently, there is a global effort towards
secure, high performance blockchains. Yet, a perfect solution in all environments against all
attacks does not exist. Future work entails research into how these performance and security
guarantees can be presented in larger deployments whilst considering various behaviours of
malicious actors, such as collusion or large factions. These efforts assist with further blockchain
adoption in various financial fields with an objective of increased transparency and less reliance

on third party intervention.

Investigation of future weaknesses New proposals provide solutions against related at-
tacks, however, a number of assumptions are placed on network and user behaviour. As various
proposals grow in popularity and deployment, such as Proof-of-Stake being developed and de-
ployed in Ethereum at a large scale [87], it is imperative to investigate how new vectors present
themselves and must be analysed to ensure security. The Blockchain Anomaly hints at as-
sumptions that may overlook the impact on a user if they are unaware of the guarantees and
requirements of the system. Such findings are critical in the operational safety of blockchains
if they are to ever bridge the gap into critical infrastructure and widespread use. Potential
for weakness is heightened when considering behaviour of nodes and the presence of collusion

amongst adversaries.

Performance improvement in various deployments Our contribution of the Red Belly
Blockchain hints at the potential improvements available to blockchain technology. As con-
sensus is only a component of the blockchain, other components may yield better performance

with further investigation. Various emerging deployment environments, such as low-powered
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devices, mobile and IoT devices that interact with the blockchain have distinctive requirements
placing restrictions on the overall operation of the blockchain. Future research direction would
be optimising components for these environments to allow high scalability while offering high

performance and security.

Performance measurement DIABLO provides a benchmark framework to openly extend
with workloads and blockchain integrations. Future direction involves the integration of more
blockchains, such as Algorand [42] or Diem [40], to provide more data points for application
designers. Similarly, additional workloads will provide blockchain developers with key per-
formance indicators to better understand where their proposals may be suited and assist in
identifying any shortcomings or bottlenecks in their designs. Future direction will also entail
the integration of simulated malicious behaviour, such as crashes or Byzantine behaviour to

measure performance under faults.



Notations

Balance Attack

U | total mining power of the system (in million hashes per second, MH/s)
d | difficulty of the crypto-puzzle (in million hashes, MH)
p | fraction of the mining power owned by the malicious miner (in percent, %)
K | the number of communication subgraphs
S | a blockchain system (e.g. Ethereum, Bitcoin)
m | the number of block confirmations to commit
T | a set of known transactions
b | a block consisting of a subset of all known transactions
B | the set of blocks
tr | a transaction
R | the set of “pointers”, linking blocks to their respective parent
7 | disruption time of communication between subgraphs (in seconds, s)
te | mean of the number of blocks mined by each subgraph during 7
tm | mean of the number of blocks mined by the attacker during time 7
A | the maximum difference of mined blocks for the two subgraphs
f | the upper bound on the number of faulty nodes present in the system
n | the total number of nodes in the system
N | the set of nodes in the system
pow | A mapping from a node in N to its mining power in R
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Red Belly

the deterministic selection function to select primary proposer for tx
an account

a block consisting of a subset of all known transactions

the set of blocks

the size of a block

the upper bound on the number of faulty nodes present in the system
the total number of nodes in the system

the set of nodes in the system

the set of verifiers

the set of proposers

a set of correct proposers

SQFU<23\QUU®@3

a set of transactions proposed to the Set Byzantine Consensus

a transaction

N g

the set of known transactions

Q

transaction signature




Glossary

Double-Spending A phenomenon that occurs during a fork, where the same coin is able to
be used twice in conflicting transactions, where an adversary is able to obtain more goods

for the price of one coin.. 34, 36

Membership Selection The process of selecting a subset of nodes to participate in critical

system tasks, such as Proof-of-Work selecting one node to propose a block.. 17

Mempool The “memory pool” contains a collection of transactions stored on a node that have
yet to be included in a block.. 73

Nakamoto’s Consensus Nakamoto’s consensus depicted in the Bitcoin whitepaper states
that in the event of a fork, the chain to be selected is the one with the highest number of

blocks, or the longest chain.. 3, 21

Permissionless The environment in which there is an unknown, dynamic set of nodes able to

join and leave at any time.. 3

Smart Contract Code that is run on the blockchain depicting conditions for payment, or the

execution of functions that lead to a conditional transfer of assets.. 4, 11

Sybil Attack First introduced in [24], depicts an attack where an adversary spoofs multiple

identities to gain a disproportionate amount of influence in the system.. 17

Testnet A blockchain network that is primarily used for testing and often has no financial
values. It reflects characteristics of the main network, but often with modified parameters
for consensus or difficulty. Many of these test networks are also used to test protocol

upgrades or consensus changes to ensure correctness.. 19

Trusted Execution Environment (TEE) Secure space of trusted hardware that guarantees
the code run in the enclave will follow pre-defined policies and algorithms. Introduced
through Intel’s SGX [272], AMD’s PSP [273] and heavily influenced by ARM’s Trust-
Zone [274].. 19

Uncle Block A block not included in the main canonical chain, but whose parent is included..
10
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Unforkable A blockchain system that is designed in a way that it does not experience transient
forks as a result of probabilistic guarantees or network partitions. It may experience hard
forks as a result of protocol upgrades, if designed, but will not be transient as a result of
proposals being added on the same index on a canonical chain. In short, no two honest

nodes disagree because of the consensus.. 15



List of Frequent Acronyms

BFT Byzantine Fault Tolerant. 2, 20, 23, 112
CFT Crash Fault Tolerant. 2, 112

DApps Decentralised Applications. 11, 101, 104
DBFT Democratic Byzantine Fault Tolerance. 67, 68
DEX Decentralised Exchange. 113

DLT Distributed Ledger Technology. 9

DPoS Delegated Proof-of-Stake. 18

FLP Impossibility Fischer, Lynch, Paterson Impossibility. 3
GST Global Stabilisation Time. 3

HBBFT Honey Badger’s BFT Consensus. 71

IBFT Istanbul Byzantine Fault Tolerance. 25, 68, 112

IoT Internet of Things. 20, 103

PoA Proof-of-Authority. 19
PoS Proof-of-Stake. 18

PoW Proof-of-Work. 3, 4, 17

RBBC Red Belly Blockchain. 7, 67

RSM Replicated State Machine. 71, 74, 179
SMR State Machine Replication. 2, 67

TPS Transactions Per Second. 29
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Blockchain Deconstruction
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Appendix B

Balance Attack: Analysis for the

General Case of k

As we show below, if the attacker can delay communications for long enough between k sub-
graphs of the communication graph where £ > 2 then the attacker does not need a large portion
p of the mining power for the blockchain system to be block oblivious. We consider an attacker
that can delay messages of the communication graph G between s subgraphs Gy, ..., Gk, each
graph owning the same portion % of the total mining power.

Similarly to Section 3.4, we consider that for 0 < ¢ < k, each of the subgraph G; mine blocks
during delay 7. During that time, each G; performs a series of n = 17TP\IJ7‘ independent and
identically distributed Bernoulli trials that returns one in case of success with probability p = é
and 0 otherwise. Let the sum of these outcomes be the random variable X; (0 < i < k) with a
binomial distribution and mean:

(1—p)¥r

- (B.1)

fhe = Np =

Similarly, the mean of the number of blocks mined by the malicious miner during time 7 is

_p¥T

pm = (B.2)

We are interested in measuring the probability that an attacker can select a candidate
blockchain among the existing ones and make it adopted by the system. Note that this is easier
than rewriting the history with the attacker personal blocks but is sufficient to double-spend
by simply making sure the initial transaction that spend the coins is only part of blockchains
candidate that will be discarded.

The attack relies on minimizing the difference in mined blocks between any pair of commu-
nication subgraphs. Hence, let us denote A the difference of the number of blocks mined on
any two subgraphs:

A = X, — Xi|).
Vorg%?;ﬁ(l i — Xjl)

To this end, we bound the difference between the number of blocks mined in two subgraphs

so that the attacker can mine more than the difference.
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Fact 12 (Bernoulli’s inequality). 1 +nV < (1 + )" forn >1 and ¥ > —1.

Theorem 13. An attacker decomposing the communication graph into k subgraphs uppgr—bounds
their difference A in mined blocks by 26pu. with probability Pr[A < 20u.] > 1 — 2Ke™ T He where
0> 0.

Proof. This difference is less than 2§u. with probability larger than the probability that all

random variables are within a +§ multiplying factor from the mean, we have:
PrA < 201.] = T, Pr[|X: — el < 0] (B.3)

The probability that the numbers of blocks mined by each subgraph are within a +¢ factor from
their mean, is bound for 0 < § < 1 and 0 < ¢ < k by Chernoff bounds [212]:

2
Pr(X; > (1+6)pe <e ke,
2
PriX; <(1-9)u < e e,
Thus, we have
52
Pr(|X; — el > 0] < 2e 0,

2
Pr[|X; — pie| < 0pe] > 1—2e The.

and with Eq. B.3 we obtain:

2 K
Pr[A < 26.] > (1 - Qe%ﬂc) . (B.4)
As pe > 0, we have that:
52
_gﬂc < 0
52

_e?uc D —

and as k > 1 we can apply the Bernoulli inequality to Eq. B.4.
Hence, Eq. B.4 becomes:

2
Pr[A < 26p.) >1— e T he. (B.5)
0

The next theorem bounds the number of blocks the attacker needs to mine to force the

system to adopt the candidate blockchain of its choice.

Theorem 14. If the attacker delays the links of Ey while the miners on each of the k subgraphs

mine for
3kdlog (%)
=521 )
seconds, then with probability 1 — € the difference between the number of blocks mined on the

. 20(1—p)Ur
two subgraphs is lower than =—=—7—.
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2
Proof. The proof relies on upper bounding Qe He by e:

52
2ke” 3 He < g
2
3log(%)
52
By replacing u. by the expression of Eq. B.1, we obtain:

NCZ

\1

O]

Let us now bound the probability that the number of blocks mined on k subgraphs is always
lower than the expectation of the number of blocks mined by the malicious node.

Theorem 15. If§ = “;ﬂ:l then

_ (em—1)?

PriA < p] > 1 —2ke™ 12me

1

Proof. The proof follows from replacing § by “5;; in Eq. B.5. 0
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Appendix C

Red Belly Blockchain Heatmap
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Appendix D

Red Belly Blockchain: Proofs

D.1 Proofs of Correctness

D.1.1 Proofs of a Scalable Censorship-Resistant RSM

In this section, we show that RBBC is a censorship-resistant Replicated State Machine (RSM)

that totally orders correct transactions and we give bounds on its theoretical throughput.

Proof that RBBC implements an RSM

We show that our Verified Reliable Broadcast ensures the properties of the Reliable Broadcast
for valid values and discards invalid values, then we prove that our consensus protocol solves

the Set Byzantine Consensus problem before showing that RBBC implements an RSM.

Theorem 16. The Verified Reliable Broadcast (lines 1-13) ensures the properties of the Reliable

Broadcast for all valid values and does not deliver an invalid value at any correct proposer.

Proof. We proceed by showing the properties of Reliable Broadcast for a valid value: if a valid
value is delivered then it was broadcast (validity), a correct proposer delivers at most one value
from any given proposer (unicity), if a correct proposer broadcasts a valid value v then v is
delivered at all correct proposers (terminationl) and if a correct proposer delivers a valid value
v, then all correct proposers deliver v (termination2). It is easy to ensure validity and unicity,
so let us focus on terminationl and termination2. Consider that a valid value v is broadcast by

some proposer p;. There are two cases to consider, either p; is correct or Byzantine.

1. Proposer p; is correct. Proposer p; broadcasts INIT to all proposers, hence each proposer
broadcasts ECHO to all, and all correct proposers eventually receive ECHO messages with
v from n — f distinct correct proposers. These correct proposers, say Q, are thus ready
to start verifying value v. As there are f + 1 primary verifiers and t secondary verifiers,
there are up to 2f + 1 verifiers, say @', that will verify value v if not stopped at line 10. If
f + 1 verifiers broadcast READYmessages with the same verification outcome verif, then
we know that all correct proposers will then retransmit READYwith this verif, which will
guarantee that all correct proposers will receive n — f messages (READY, verif, h(v), p;)

and will thus deliver v (line 13). It thus remains to show that f+ 1 verifiers will broadcast
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READYmessages with the same verification outcome verif. Note that [Q N Q'| > f + 1,
which means that among the correct proposers @), f + 1 of them verify v and obtain the

same verification outcome verif that they broadcast.

2. Proposer p; is Byzantine. First, if proposer p; broadcasts INIT successfully to all n — f
correct proposers, in which case, they all broadcast ECHO with value v to all proposers and
the case is identical to case (1), where all correct proposers deliver v (line 13). In the case
where proposer p; does not broadcasts INIT to f+1 correct proposers because it broadcasts
to less proposers, then not enough proposers will receive INIT for ECHO to be received by
sufficiently many proposers at line 5 and v will not be delivered. Third, if proposer p;
broadcasts INIT to f 4+ 1 < £ < n — f proposers, then it depends on the behaviors of
the other Byzantine proposers, if sufficiently many of them send ECHO messages to f + 1
verifiers or if they help verifying correctly, then v will be delivered at all correct proposers,

otherwise, it will not be delivered at any correct proposer.

To show that no invalid values can be delivered at any correct proposer, consider that v is
invalid so there cannot be f + 1 distinct verifiers whose verif is identifying v as valid. As a
result, if line 9 is enabled with f + 1 identical messages (READY, verif, h(v), p;) from distinct
proposers then we know that verif is necessarily identifying v as invalid and the precondition

to deliver v at line 13 will not be satisfied. O

Lemma 17. In the Byzantine Binary Consensus (lines 31-48), if at the beginning of a round
r, all correct proposers have the same estimate val, they never change their estimate value
thereafter.

Proof. Let us assume that all correct processes (which are at least n— f > f+ 1) have the same
estimate val when they start round r. Hence, they all bv-broadcast the same message EST(val)
either at line 15 or within the Reliable Broadcast at line 32. It follows from the properties
of the Reliable Broadcast [22] and bv-broadcast [70] that each correct process p; is such that
cvals; = {v} at line 38, and consequently can broadcast only ECHO({v}) at line 39. Considering
any correct process p;, it then follows from the predicate of line 42 (s; contains only v), the
predicate of line 43 (s; is a singleton), and the assignment of line 45, that val; keeps the value
. O

The next lemma states that if the value s in the same round of two correct replicas are

singletons then they are identical.

Lemma 18. Let p; and pj be two correct proposers. In the Byzantine Binary Consensus

(lines 31-48), if s; = {v} and sj = {z} in the same round, then v = w.

Proof. Let p; be a correct proposer such that s; = {v}. It follows from line 42 that p; received
the same message AUX({v}) from (n— f) different processes, i.e., from at least (n —2f) different
correct processes. As n —2f > f + 1, this means that p; received the message AUX({v}) from
a set @); including at least (f + 1) different correct proposers.
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Let p; be a correct proposer such that s; = {z}. Hence, p; received AUX({z}) from a set Q;
of at least (n — f) different proposers. As (n — f) + (f +1) > n, it follows that Q; N Q; # @.
Let pr, € Qi N Q;. As pi, € @, it is a correct proposer. Hence, at line 39, p; sent the same AUX

message to p; and p;, and we consequently have v = z. O

Lemma 19 (Binary Consensus Validity). In the Byzantine Binary Consensus (lines 31-48),

the value decided by a correct proposer was proposed by a correct proposer.

Proof. Let us consider the round r = 1. Due to the property of the bv-broadcast executed at
line 15 or piggybacked within the Reliable Broadcast at line 32, it follows that the sets cvals;
contains only values proposed by correct proposers. Consequently, the correct proposers broad-
cast, at line 39 AUX messages containing sets with values proposed only by correct proposers.
It then follows from the predicate of line 42 (s; C cwals;), and the reliable and bv-broadcast
properties, that the set s; of each correct proposer contains only values proposed by correct
proposers. Hence, the assignment of val; (be it at line 44 or 46) provides it with a value pro-
posed by a correct proposer. The same reasoning applies to rounds r = 2, r = 3, etc., which

concludes the proof of the lemma. O

Lemma 20 (Binary Consensus Agreement). In the Byzantine Binary Consensus (lines 31-48),

no two correct replicas decide different values.

Proof. Let r be the first round during which a correct proposer decides, let p; be a correct
proposer that decides in round r (line 45), and let v be the value it decides. Hence, we have
s; = {v} where v = (r mod 2).

If another correct replica p; decides during round 7, we have sk = {z}, and, due to Lemma 18,
we have z = v. Hence, all correct proposers that decide in round r, decide v. Moreover, each
correct proposer that decides in round r has previously assigned v = (r mod 2) to its local
estimate s;.

Let p; be a correct proposer that does not decide in round r. As s} = {v}, and p; does not
decide in round r, it follows from Lemma 18 that we cannot have s = {1 —v}, and consequently
s ={0,1}. Hence, in round r, p; executes line 44, where it assigns the value (r mod 2) = v to
its local estimate val;.

It follows that all correct proposers start round (r + 1) with the same local estimate v =
r mod 2. Due to Lemma 17, they keep this estimate value forever. Hence, no different value
can be decided in a future round by a correct proposer that has not decided during round r,

which concludes the proof of the lemma. O

Lemma 21. During the RBBC consensus (lines 1/-23) execution, at least one binary consensus

instance decides 1.

Proof. By Theorem 16, we know that all correct proposers eventually populate their proposal
array with at least one common value. Due to the reduction, all correct proposers will thus
have input 1 for the corresponding binary consensus instance. By the validity (Lemma 19) and
termination [51] properties of the binary consensus, the decided value for this binary consensus

instance has to be 1. O
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Lemma 22. If a Byzantine Binary Consensus instance at index i decides 1, then the Verified

Reliable Broadcast (lines 1-13) at index i reliably delivers a value at a correct proposer.

Proof. A correct proposer does not propose 1 to a binary consensus instance at index ¢ without
reliably delivering a proposal at index i. The result follows from Theorem 16 and the validity

of the binary consensus (Lemma 19). O

Theorem 23 (Set Byzantine Consensus). The RBBC consensus (lines 1/-23) solves the Set

Byzantine Consensus.

Proof. By Lemma 21, at one index, a binary consensus instance terminates with 1. By Lemma, 20,
we know that all correct proposers have set 1 to the same indices of their bitmask. For each
of these indices k there is a proposal props[k| that will be delivered at every correct proposer
by Lemma 22. As a result, all correct proposers invoke function reconciliate with the same
argument at line 23. By examination of the code at lines 24-29, all correct proposers thus put
in their superblock the same subset of valid and non-conflicting transactions hence guaranteeing
all properties of the SBC problem (Section 3.1). O
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