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Abstract

Service-level-agreement (SLA) monitoring measures network Quality-of-Service (QoS)
parameters to evaluate whether the service performance complies with the SLAs. Itis
becoming increasingly important for both Internet service providers (ISPs) and their
customers. However, the rapid expansion of the Internet makes SLA monitoring a
challenging task. As an efficient method to reduce both complexity and overheads
for QoS measurements, sampling techniques have been used in SLA monitoring sys-

tems.

In this thesis, | conduct a comprehensive study of sampling methods for network QoS
measurements. | develop an efficient sampling strategy, which makes the measure-
ments less intrusive and more efficient, and | design a network performance monitor-
ing software, which monitors such QoS parameters as packet delay, packet loss and

jitter for SLA monitoring and verification.

The thesis starts with a discussion on the characteristics of QoS metrics related to
the design of the monitoring system and the challenges in monitoring these metrics.
Major measurement methodologies for monitoring these metrics are introduced. Ex-
isting monitoring systems can be broadly classified into two categories: active and
passive measurements. The advantages and disadvantages of both methodologies are
discussed and an active measurement methodology is chosen to realise the monitor-

ing system.

Secondly, the thesis describes the most common sampling techniques, such as sys-
tematic sampling, Poisson sampling and stratified random sampling. Theoretical

analysis is performed on the fundamental limits of sampling accuracy. Theoretical
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analysis is also conducted on the performance of the sampling techniques, which
is validated using simulation with real traffic. Both theoretical analysis and sim-
ulation results show that the stratified random sampling with optimum allocation
achieves the best performance, compared with the other sampling methods. How-
ever, stratified sampling with optimum allocation requires extra statistics from the
parent traffic traces, which cannot be obtained in real applications. In order to over-
come this shortcoming, a novel adaptive stratified sampling strategy is proposed,
based on stratified sampling with optimum allocation. A least-mean-square (LMS)
linear prediction algorithm is employed to predict the required statistics from the past
observations. Simulation results show that the proposed adaptive stratified sampling
method closely approaches the performance of the stratified sampling with optimum
allocation.

Finally, a detailed introduction to the SLA monitoring software design is presented.
Measurement results are displayed which calibrate systematic error in the measure-
ments. Measurements between various remote sites have demonstrated impressively

good QoS provided by Australian ISPs for premium services.
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Chapter 1

Introduction

1.1 Background

Internet Service Providers (ISPs) now offer service level agreements (SLAS) rou-
tinely to their customers. Management needs contractual guarantees that business
objectives are met, and end-users demand assurance that their critical network ap-
plications and services are available when needed. The availability of SLAs and

a means to validate them gives management the confidence to move ahead. The
wide adoption of the E-business model has made it essential that service-providers
deliver on SLAs in a quantitative and qualitative manner. This has driven the service-
providers to seek consistent testing and measurement methods that make real sense

of customer network performance.

An SLA is defined by the International Telecommunications Union (ITU) as “a ne-
gotiated agreement between a customer and the service provider on levels of service
characteristics and the associated set of metrics. The content of SLAs varies depend-
ing on the service offering and includes the attributes required for the negotiated
agreement” [1]. The Internet Engineering Task Force (IETF) defines SLAs in a sim-

ilar way [2]. Figure 1.1 shows the main features of the SLAs.

Generally speaking, a good SLA should include these three key aspects:

e Service level objectives: encompass Quality-of-Service (QoS) parameters or
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class of service provided, service availability and reliability, authentication is-
sues, SLA expiry date, and so on.

e Service measuring components: specify the way of measuring service quality
and other parameters used to assess whether the service complies with the
SLA.

e Financial compensation components: include billing options, penalties for

breaking the contract, and so forth.

ISP s SLAs (/) Customer
A4 A A4
Service levepl | Performancef — | Financial
objectives [ | monitoring [ | compensation
A4 A A4
Delay Jitter Loss

Figure 1.1 Structure of service-level-agreements

SLA monitoring is an important part of SLA management. It is useful for both net-
work operators and individual customers, who want to check whether the service per-
formance indeed complies with the SLAs. Moreover, the ability to measure against
key performance indicators facilitates the continuous quality improvement process.
It helps the ISPs to locate the bottleneck in their networks. A service performance
problem becomes an opportunity to structurally improve overall service quality and
customer satisfaction.
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1.2 Research Motivation and Contribution

SLA monitoring is about collecting statistical metrics about network performance to
evaluate whether the provider complies with the level of QoS that the customer ex-
pects [3]. Therefore, accurate measurement and estimation of network performance
becomes a key challenge in SLA monitoring. However, the implementation of mea-
surement becomes increasingly difficult and complex due to the rapid expansion of
the Internet. Traditional measurement tools, such as “ping”, cannot satisfy the mea-
surement requirements nowadays. Moreover, the dramatic increase in the speed of
wide area backbones presents obstacles to complete statistics collection. The enor-
mous amount of measurement data may significantly increase the cost and resource

usage [4].

In order to solve these problems, sampling techniques are employed in SLA monitor-
ing systems to reduce the quantity of control data and resources required to process
it, and finally to reduce the measurement complexity and cost. Systematic sampling
and random sampling are two widely used methods in existing monitoring systems,
but both of them have severe limitations. Stratified random sampling can achieve

higher estimation accuracy, but its high complexity may compromise its advantages.

The aim of this research project, which has been funded by Optus through the re-
search contract “BLO No. 7260", is to develop an efficient sampling strategy to
make the measurement less intrusive and more efficient. Then a network perfor-
mance monitoring software, which monitors such QoS parameters as packet delay,
packet loss and jitter for SLA monitoring and verification, and which uses the pro-
posed sampling strategy, needs to be designed. These objectives have been fully
achieved. Firstly, a theoretical analysis of the performance of different sampling
techniques (both count-based and timer-based) is presented. Secondly, a novel adap-
tive stratified sampling strategy is developed and validated. Finally, QoS monitoring
software is delivered at the end of the project, which has been highly rated by Optus.

This thesis provides a comprehensive summary of the outcome of the project.
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1.3 Thesis Outline

This thesis consists of seven chapters, the rest of which are organised as follows:

Chapter 2 presents a comprehensive review of related work. Firstly, | describe the
main usages of Internet measurement, and the standard metrics for measurement as
defined by the IETF’s IP Performance Metrics Working Group (IPPM). Secondly, |
discuss in detail the characteristics of QoS metrics related to the design of the moni-
toring system in this project, i.e., packet delay, packet loss and jitter, and challenges
in monitoring these metrics. Thirdly, | introduce the major methodologies of network
performance measurement, including both passive measurement and active measure-

ment, as well as their advantages and disadvantages.

Chapter 3 describes major sampling techniques that can be used in the sampling-
based monitoring system, such as systematic sampling, random sampling, stratified
random sampling and adaptive sampling. Discussion of the fundamental limit (i.e.,
minimum sample size required for a given confidence level and an error bound) of

the accuracy of sampling techniques is then presented.

Chapter 4 presents a theoretical analysis of the performance of two fundamental
sampling techniques, i.e., systematic sampling and random sampling, and compares
their performance. Autocorrelatiom of packet delay of the parent delay trace is
used as a factor in the performance comparison between time-based systematic sam-
pling and time-based Poisson samplipgs also used to determine the stratification
boundaries for stratified sampling. Simulation results using real traffic trace provided

by the WAND group is presented to validate the theoretical analysis.

Chapter 5 proposes an adaptive stratified sampling strategy for SLA monitoring,
which is based on the stratified sampling with optimum allocation discussed in Chap-
ter 4.4.2. Although stratified sampling with optimum allocation can achieve a satis-
factory accuracy of estimation, it has severe imitations. The stratified sampling with
optimum allocation requires extra statistics (e.g., standard deviation of packet delay,
total number of packets) of the parent trace to determine the stratum sample size. In
real applications, these statistics are not kn@anpriori. To address the challenge,
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a novel adaptive sampling method is proposed, which employs a least-mean-square
(LMS) algorithm to predict the standard deviation of packet delay from past observa-
tions. The sample size for the next stratum is calculated from the predicted standard

deviation. Sampling results that show good performance are presented.

Chapter 6 provides a detailed introduction to the monitoring software design. | start
with an introduction to the software environment and functionality. A description of
the procedure of the TCP measurement, UDP measurement and ICMP measurement
is then presented. The systematic error of the software is calibrated. Finally, I intro-
duce the software’s graphic-user-interface (GUI) design and demonstrate several test

results in real networks.

Chapter 7 concludes this thesis by providing a summary of my major contributions.

The direction for future study is also discussed.
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